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Foreword

This version of the Common Criteria for Information Technology Security Evaluation (CC
v3.1) is the first major revision since being published as CC v2.3 in 2005.

CC V3.1 aims to: eliminate redundant evaluation activities; reduce/eliminate activities that
contribute little to the final assurance of a product; clarify CC terminology to reduce
misunderstanding; restructure and refocus the evaluation actitotidsose areas where
security assurance is gained; and add new CC requirements if needed.

CC version3.1 consists of the following parts:

- Part 1: Introduction and general model

- Part 2: Security functional compents

- Part 3: Security assurance components

Trademarks:

- UNIX is a registered trademark of The Open Group in the United States and other
countries

- Windows is a registered trademark of Microsoft Corporation in the United States
and other countries
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1

Introduction

Introduction

Security assurance compotgmas defined in this CC Part 3, are the basis for
the security assurance requirements expressed in a Protection Profile (PP) or
a Security Target (ST).

These requirements establish a standard way of expressing the assurance
requirements for TOEs. This CRart 3 catalogues the set of assurance
components, families and classes. This CC Part 3 also defines evaluation
criteria for PPs and STs and presents evaluation assurance levels that define
the predefined CC scale for rating assurance for TOEs, whichlléd ahe
Evaluation Assurance Levels (EALS).

The audience for this CC Part 3 includes consumers, developers, and
evaluators of secure IT products. CC Part 1 Chapterovides additional
information on the target audience of theé,@nd on the use of the CC by the
groups that comprise the target audience. These groups may use this part of
the CC as follows:

a) Consumers, who use this CC Part 3 when selecting components to
express assurance requirements to satisfy the security vegecti
expressed in a PP or ST, determining required levels of security
assurance of the TOE.

b) Developers, who respond to actual or perceived consumer security
requirements in constructing a TOE, reference this CC Part 3 when
interpreting statements of assuca requirements and determining
assurance approaches of TOEs.

C) Evaluators, who use the assurance requirements defined in this part of
the CC as mandatory statement of evaluation criteria when
determining the assurance of TOEs and when evaluating PPs and
STs.
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Scope

This CC Part 3 defines the assurance requirements of the CC. It includes the
evaluation assurance levels (EALs) that define a scale for measuring
assurance for component TOEs, the composed assurance packages (CAPs)
that define a scale for measg assurance for composed TOEs, the
individual assurance components from which the assurance levels and
packages are composed, and the criteria for evaluation of PPs and STs.
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Normative references

Normative references

The following referenced documents are indispensable éoapiplication of

this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including
any amendments) applies.

[CC-1]

[CC-2]

Pagel2 of 232

Common Criteria for Information Technology
Security Evalation, Version 3.1, revision 3, July
2009. Part 1: Introduction and general model.

Common Criteria for Information Technology
Security Evaluation, Version 3.1, revision 3, July
2009. Part 2: Functional security components.
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Terms and definitions, symbolsand abbreviated terms

4 Terms and definitions, symbols and
abbreviated terms

6 For the purposes of this document, the terms, definitions, symbols and
abbreviated terms given in CC Part 1 apply.
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5.1

10

11

12

13

14

15

16

17

Overview

Overview

Organisation of CC Part 3

Chapter6 describes the paradigused in the security assurance requirements
of CC Part 3.

Chapter 7 describes the presentation structure of the assurance classes,
families, components, evaluation assurance levels along with their
relationslips, and the structure of the composed assurance packages. It also
characterises the assurance classes and families found in Ch8ptemigh

17.

Chapter8 provides detailed definitions of the EALS.
Chapter9 provides detailed definitions of the CAPs.

Chapters10 through 17 provide the detailed definitions of the CC Part 3
assurance classes.

Annex A provides further explanatiorssid examples of the concepts behind
the Development class.

Annex B provides an explanation of the concepts behind composed TOE
evaluations and the Composition class.

Annex C provides a sumary of the dependencies between the assurance
components.

Annex D provides a cross reference between PPs and the families and
components of thAPE class.

Annex E provides a arss reference between the EALs and the assurance
components.

Annex F provides a cross reference between the CAPs and the assurance
components.
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Assurance paradigm

The purpose of this Chapter is to document the philosophy that umslénpi

CC approach to assurance. An understanding of this Chapter will permit the
reader to understand the rationale behind the CC Part 3 assurance
requirements.

CC philosophy

The CC philosophy is that the threats to security and organisational security
paicy commitments should be clearly articulated and the proposed security
measures be demonstrably sufficient for their intended purpose.

Furthermore, measures should be adopted that reduce the likelihood of
vulnerabilities, the ability to exercise (i.e. tentionally exploit or
unintentionally trigger) a vulnerability, and the extent of the damage that
could occur from a vulnerability being exercised. Additionally, measures
should be adopted that facilitate the subsequent identification of
vulnerabilities ad the elimination, mitigation, and/or notification that a
vulnerability has been exploited or triggered.

Assurance approach

The CC philosophy is to provide assurance based upon an evaluation (active
investigation) of the IT product that is to be trustédaluation has been the
traditional means of providing assurance and is the basis for prior evaluation
criteria documents. In aligning the existing approaches, the CC adopts the
same philosophy. The CC proposes measuring the validity of the
documentation rad of the resulting IT product by expert evaluators with
increasing emphasis on scope, depth, and rigour.

The CC does not exclude, nor does it comment upon, the relative merits of
other means of gaining assurance. Research continues with respect to
alterndive ways of gaining assurance. As mature alternative approaches

emerge from these research activities, they will be considered for inclusion

in the CC, which is so structured as to allow their future introduction.

Significance of vulnerabilities

It is assimed that there are threat agents that will actively seek to exploit
opportunities to violate security policies both for illicit gains and for well
intentioned, but nonetheless insecure actions. Threat agents may also
accidentally trigger security vulneriéibes, causing harm to the organisation.
Due to the need to process sensitive information and the lack of availability
of sufficiently trusted products, there is significant risk due to failures of IT.

It is, therefore, likely that IT security breachesiltl lead to significant loss.

IT security breaches arise through the intentional exploitation or the
unintentional triggering of vulnerabilities in the application of IT within
business concerns.
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6.2.2

26

6.2.3

27

Assurance paradigm

Steps should be taken to prevent vulnerabilities arisii§ products. To the
extent feasible, vulnerabilities should be:

a) eliminated -- that is, active steps should be taken to expose, and
remove or neutralise, all exercisable vulnerabilities;

b) minimised -- that is, active steps should be taken to reduce, to an
acceptable residual level, the potential impact of any exercise of a
vulnerability;

C) monitored-- that is, active steps should be taken to ensure that any
attempt to exercise a residual vulnerability will be detected so that
steps can be taken to limitetldamage.

Cause of vulnerabilities
Vulnerabilities can arise through failures in:

a) requirements- that is, an IT product may possess all the functions
and features required of it and still contain vulnerabilities that render
it unsuitable or ineffectivavith respect to security;

b) development- that is, an IT product does not meet its specifications
and/or vulnerabilities have been introduced as a result of poor
development standards or incorrect design choices;

C) operation-- that is, an IT product has &e constructed correctly to a
correct specification but vulnerabilities have been introduced as a
result of inadequate controls upon the operation.

CC assurance

Assurance is grounds for confidence that an IT product meets its security
objectives. Assuramc can be derived from reference to sources such as
unsubstantiated assertions, prior relevant experience, or specific experience.
However, the CC provides assurance through active investigation. Active
investigation is an evaluation of the IT product ierto determine its
security properties.
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Assurance paradigm

6.2.4 Assurance through evaluation
28 Evaluation has been the traditional means of gaining assurance, and is the
basis of the CC approach. Evaluation techniques can include, but are not
limited to:
a) analysis and checking process(es) and procedure(s);
b) checking that process(es) and procedure(s) are being applied;
C) analysis of the correspondence between TOE design representations;
d) analysis of the TOE design representation against the requirements;
e) verification of proofs;
f) analysis of guidance documents;
0) analysis of functional tests developed and the results provided;
h) independent functional testing;
) analysis for vulnerabilities (including flaw hypothesis);
)] penetration testing.
6.3 The CC evaluation assurance scale
29 The CCphilosophy asserts that greater assurance results from the application

of greater evaluation effort, and that the goal is to apply the minimum effort
required to provide the necessary level of assurance. The increasing level of
effort is based upon:

a)

b)

July 2009

scope-- that is, the effort is greater because a larger portion of the IT
product is included;

depth-- that is, the effort is greater because it is deployed to a finer
level of design and implementation detail;

rigour -- that is, the effort is greater besauit is applied in a more
structured, formal manner.
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Security assurance components

7 Security assurance components

7.1 Security assurance classes, families and components
structure

30 The following Sections describe the constructs used in representing the

assurance classes, families, and congmts.

31 Figure 1 illustrates the SARs defined in this CC Part 3. Note that the most
abstract collection of SARs is referred to as a class. Each class contains
assurance families, which then contain assurance componentf, iwhurn
contain assurance elements. Classes and families are used to provide a
taxonomy for classifying SARs, while components are used to specify SARs

in a PP/ST.
7.1.1 Assurance class structure
32 Figurelillustrates the assance class structure.
7.1.1.1 Class name
33 Each assurance class is assigned a unique name. The name indicates the

topics covered by the assurance class.

34 A unique short form of the assurance class name is also provided. This is the
primary means for referencing thesarance class. The convention adopted
is an AAO0 followed by two |l etters rela
7.1.1.2 Class introduction
35 Each assurance class has an introductory Section that describes the
composition of the class and contains supportive text covering tenat iof
the class.
7.1.1.3 Assurance families
36 Each assurance class contains at least one assurance family. The structure of

the assurance families is described in the following Section.
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7.1.2
37
7.1.2.1

38

39
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Common criteria assurance requirements

Assurance class -

Class name
[

Class introduction
[

Assurance family

Family name
I
Objectives
[
Component levelling
|

Application notes

[
Assurance componem
[ Component identification
T

Objectives
T

|

| Application notes
T

|

Dependencies
;

Assurance element
[
[

Figure 1 - Assurance class/family/component/elemetierarchy

Assurance family structure
Figurelillustrates the assurance family structure.

Family name

Every assurance family is assigned a unique name. The name provides
descriptive information about the topics coveredtly assurance family.

Each assurance family is placed within the assurance class that contains other
families with the same intent.

A unique short form of the assurance family name is also provided. This is
the primary means used to reference the assurfanaé. The convention
adopted is that the short form of the class name is used, followed by an
underscore, and then three letters related to the family name.
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45

7.1.3

46

Security assurance components

Objectives

The objectives Section of the assurance family presents the intent of the
assuranceamily.

This Section describes the objectives, particularly those related to the CC
assurance paradigm, that the family is intended to address. The description
for the assurance family is kept at a general level. Any specific details
required for objectivesare incorporated in the particular assurance
component.

Component levelling

Each assurance family contains one or more assurance components. This
Section of the assurance family describes the components available and
explains the distinctions between thelts main purpose is to differentiate
between the assurance components once it has been determined that the
assurance family is a necessary or useful part of the SARs for a PP/ST.

Assurance families containing more than one component are levelled and
rationale is provided as to how the components are levelled. This rationale is
in terms of scope, depth, and/or rigour.

Application notes

The application notes Section of the assurance family, if present, contains
additional information for the assurance famirhis information should be

of particular interest to users of the assurance family (e.g. PP and ST authors,
designers of TOEs, evaluators). The presentation is informal and covers, for
example, warnings about limitations of use and areas where speightion

may be required.

Assurance components

Each assurance family has at least one assurance component. The structure
of the assurance components is provided in the following Section.

Assurance component structure

Figure2 illustrates the assurance component structure.
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7.1.3.1

48

49

50

7.1.3.2

51

7.1.3.3

52
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Assurance | *
component _Component
identification
Objectives
Application
] notes
Dependencies
Assurance

elements

Figure 2 - Assurance component structure

The relationship between components within a family is highlighted using a
bolding convention. Those parts of the requirememas are new, enhanced

or modified beyond the requirements of the previous component within a
hierarchy are bolded.

Component identification

The component identification Section provides descriptive information
necessary to identify, categorise, registad eeference a component.

Every assurance component is assigned a unigue name. The name provides
descriptive information about the topics covered by the assurance
component. Each assurance component is placed within the assurance family
that shares its sedty objective.

A unique short form of the assurance component name is also provided. This
is the primary means used to reference the assurance component. The
convention used is that the short form of the family name is used, followed
by a period, and tmea numeric character. The numeric characters for the
components within each family are assigned sequentially, starting from 1.

Objectives

The objectives Section of the assurance component, if present, contains
specific objectives for the particular asswza component. For those
assurance components that have this Section, it presents the specific intent of
the component and a more detailed explanation of the objectives.

Application notes

The application notes Section of an assurance component, if present,
contains additional information to facilitate the use of the component.
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7.1.34 Dependencies

53 Dependencies among assurance components arise when a component is not
selfsufficient, and relies upon the presence of another component.

54 Each assurance component progidecomplete list of dependencies to other
assurance component s. Some component s
indicate that no dependencies have been identified. The components
depended upon may have dependencies on other components.

55 The dependency lisdentifies the minimum set of assurance components
which are relied upon. Components which are hierarchical to a component in
the dependency list may also be used to satisfy the dependency.

56 In specific situations the indicated dependencies might not bieapp. The
PP/ST author, by providing rationale for why a given dependency is not
applicable, may elect not to satisfy that dependency.

7.1.3.5 Assurance elements

57 A set of assurance elements is provided for each assurance component. An
assurance element is a gety requirement which, if further divided, would
not yield a meaningful evaluation result. It is the smallest security
requirement recognised in the CC.

58 Each assurance element is identified as belonging to one of the three sets of
assurance elements:

a) Developer action elements: the activities that shall be performed by
the developer. This set of actions is further qualified by evidential
material referenced in the following set of elements. Requirements
for developer actions are identified by appendirgthl et t er A DO t
element number.

b) Content and presentation of evidence elements: the evidence
required, what the evidence shall demonstrate, and what information
the evidence shall convey. Requirements for content and presentation

of evidence are ideritii ed by appending the | ett
number.
C) Evaluator action elements: the activities that shall be performed by

the evaluator. This set of actions explicitly includes confirmation that

the requirements prescribed in the content and presantati

evidence elements have been met. It also includes explicit actions and
analysis that shall be performed in addition to that already performed

by the developer. Implicit evaluator actions are also to be performed

as a result of developer action elertsewhich are not covered by

content and presentation of evidence requirements. Requirements for
evaluator actions are identified b
element number.
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62
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64
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The developer actions and content and presentation of evidence define the
assurance requirements that are used to represent a developer's
responsibilities in demonstrating assurance in the TOE meeting the SFRs of
a PP or ST.

The evaluator actions define the evaluator's responsibilities in the two
aspects of evaluation. The firgtspect is validation of the PP/ST, in
accordance with the class@$®E and ASE in ChaptersAPE: Protection
Profile evaluatiorandASE: Security Target evaluatiomhe secona@spect is
verification of the TOE's conformance with its SFRs and SARs. By
demonstrating that the PP/ST is valid and that the requirements are met by
the TOE, the evaluator can provide a basis for confidence that the TOE in its
operational environment sas the defined security problem.

The developer action elements, content and presentation of evidence
elements, and explicit evaluator action elements, identify the evaluator effort
that shall be expended in verifying the security claims made in the ®i€ of
TOE.

Assurance elements

Each element represents a requirement to be met. These statements of
requirements are intended to be clear, concise, and unambiguous. Therefore,
there are no compound sentences: each separable requirement is stated as an
individual element.

Component taxonomy

This CC Part 3 contains classes of families and components that are grouped
on the basis of related assurance. At the start of each class is a diagram that
indicates the families in the class and the components in eacly.famil

Family 1 1 2 3

Figure 3 - Sample class decomposition diagram

In Figure3, above, the class as shown contains a single family. The family
contains three components that are linearly hierarchical (i.e. comp2nent
requires more than component 1, in terms of specific actions, specific
evidence, or rigour of the actions or evidence). The assurance families in this
CC Part 3 are all linearly hierarchical, although linearity is not a mandatory
criterion for assurandamilies that may be added in the future.
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67
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68
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EAL structure

Figure4 illustrates the EALs and associated structure defined in this CC Part
3. Note that while the figure shows the contents of the assurance
components, it is intendetat this information would be included in an EAL

by reference to the actual components defined in the CC.

Part 3 Assurance levels

Evaluation assurance level

EAL name

Objectives
[

Application notes
I

Assurance component s
(Component identification;
| Objectives
L — Bbieclives
F AT T T T
L _ Application notes

- - 4O = = =
_ _ Dependencies |
r— = = = —= =1
-
| Assurance element |
L - - — _— _— | I I
L 4
Lo 4

[

|

Figure 4 - EAL structure

EAL name

Each EAL is assigned a unique name. The name provides descriptive
information about thentent of the EAL.

A unique short form of the EAL name is also provided. This is the primary
means used to reference the EAL.

Objectives

The objectives Section of the EAL presents the intent of the EAL.
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70

71
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72
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Application notes

The application notes Section bt EAL, if present, contains information of
particular interest to users of the EAL (e.g. PP and ST authors, designers of
TOEs targeting this EAL, evaluators). The presentation is informal and
covers, for example, warnings about limitations of use ands andeere
specific attention may be required.

Assurance components
A set of assurance components have been chosen for each EAL.

A higher level of assurance than that provided by a given EAL can be
achieved by:

a) including additional assurance components frother assurance
families; or
b) replacing an assurance component with a higher level assurance

component from the same assurance family.
Relationship between assurances and assurance levels

Figure 5 illustrates the relationshipetween the SARs and the assurance
levels defined in the CC. While assurance components further decompose
into assurance elements, assurance elements cannot be individually
referenced by assurance levels. Note that the arrow in the figure represents a
reference from an EAL to an assurance component within the class where it
is defined.

Version3.1 Page25 of 232



Security assurance components

Part 3 Assurance I‘qulil'ements Part 3 Assurance levels

Assurance class L

‘ Class name ‘
I

‘ Class introduction ‘
I Evaluation assurance level [

Assurance family 1

EAL name
Family name [

l Objectives
Objectives T

I Application notes

Component levelling |

| Assurance component
E;‘xlnpgncgilmnﬁuﬁmﬂ
Application notes r 1)}% s _ 3
I [ :\ﬁ]icutinjnics: ]
Assurance component . r @pﬁd@cig 1
[Component identification] B - === u
‘ ()hig‘-clivus | _’/,,/ \L Assurance element J|‘—|
[ Applicu‘ltiun notes | "’/ LLiiiiiiJJ
\ Dependencies | :

[
Assurance element —H

Figure 5 - Assurance and assurance level association

7.3 CAP structure

73 The structure of the CAPs is similar to that of the EALs. The main difference
between these two types of package is the type of TOE they apply to; the
EALs applying to component TOEs and the CAPs applying to composed
TOEs.

74 Figureé illustrates the CAPs and associated structure defined in this CC Part
3. Note that while the figure shows the contents of the assurance
components, it is intended that this information would be included in a CAP
by reference to the actual components defined in the CC.
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77
7.3.3
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Part 3 Assurance Packages

Composed Assurance Package

CAP name

Objectives

Application Notes

Assurance Component =

=

=
| Component Identification }
. | —
I Component Identification

1
|
|
i P!
i Component Identification |
|
|
|

[
| Component Identification

| Component Identification

iR
I||

= 3

Figure 6 - CAP structure

CAP name

Eadh CAP is assigned a unique name. The name provides descriptive
information about the intent of the CAP.

A unique short form of the CAP name is also provided. This is the primary
means used to reference the CAP.

Objectives
The objectives Section of the CAdeesents the intent of the CAP.
Application notes

The application notes Section of the CAP, if present, contains information of
particular interest to users of the CAP (e.g. PP and ST authors, integrators of
composed TOEs targeting this CAP, evaluatorshe Tpresentation is
informal and covers, for example, warnings about limitations of use and
areas where specific attention may be required.
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Assurance components
A set of assurance components have been chosen for each CAP.

Some dependencies identify theiates performed during the evaluation of

the dependent component on which the composed TOE activity relies. Where
it is not explicitly identified that the dependency is on a dependent
component activity, the dependency is to another evaluation activityeo
composed TOE.

A higher level of assurance than that provided by a given CAP can be
achieved by:

a) including additional assurance components from other assurance
families; or
b) replacing an assurance component with a higher level assurance

component fron the same assurance family.

The ACO: Composition components included in the CAP assurance
packages should not be used as augmentations for component TOE
evaluations, as this would provide no meaningful assurance for the
component.

Relationship between assurances and assurance levels

Figure 7 illustrates the relationship between the SARs and the composed
assurance packages defined in the CC. While assurance components further
decompose into assurance elementssurasice elements cannot be
individually referenced by assurance packages. Note that the arrow in the
figure represents a reference from a CAP to an assurance component within
the class where it is defined.
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Part 3 Assurance requirements Part 3 Assurance Packages

Assurance class L

‘ Class name ‘
I

‘ Class introduction ‘

I Composed Assurance Packages I:
Assurance family 1

CAP name
Family name [
l Objectives
Il
Objectives \

I Application notes

Component levelling |

| Assurance component n
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Application notes r j)k%clz s _ 3
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Figure 7 - Assurance am composed assurance package association
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Evaluation assurance levels

The Evaluation Assurance Levels (EALs) provide an increasing scale that
balances the level of assurance obtained with the cost and feasibility of
acquiring that degree of assurance. TI@ &proach identifies the separate
concepts of assurance in a TOE at the end of the evaluation, and of
maintenance of that assurance during the operational use of the TOE.

It is important to note that not all families and components from CC Part 3
are incuded in the EALs. This is not to say that these do not provide
meaningful and desirable assurances. Instead, it is expected that these
families and components will be considered for augmentation of an EAL in
those PPs and STs for which they provide utility

Evaluation assurance level (EAL) overview

Table 1 represents a summary of the EALs. The columns represent a
hierarchically ordered set of EALs, while the rows represent assurance
families. Each number in the resulting matrix idegsfia specific assurance
component where applicable.

As outlined in the next Section, seven hierarchically ordered evaluation
assurance levels are defined in the CC for the rating of a TOE's assurance.
They are hierarchically ordered inasmuch as each EAlesents more
assurance than all lower EALs. The increase in assurance from EAL to EAL
is accomplished by substitution of a hierarchically higher assurance
component from the same assurance family (i.e. increasing rigour, scope,
and/or depth) and from thaddition of assurance components from other
assurance families (i.e. adding new requirements).

These EALs consist of an appropriate combination of assurance components
as described in Chaptér of this CC Part3. More precisely, each EAL
includes no more than one component of each assurance family and all
assurance dependencies of every component are addressed.

While the EALs are defined in the CC, it is possible to represent other
combinations of assurance. 8pef i cal |l y, the notion of
the addition of assurance components (from assurance families not already
included in the EAL) or the substitution of assurance components (with
another hierarchically higher assurance component in the sasusEce
family) to an EAL. Of the assurance constructs defined in the CC, only EALs
may be augmented. The notion of an
componento is not recognised by the
carries with it the oblig#gon on the part of the claimant to justify the utility

and added value of the added assurance component to the EAL. An EAL
may also be augmented with extended assurance requirements.
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Assurance
class

Assurance
Family

Assurance Components by Evaluation
Assurance Level

EAL1

EAL2

EAL3

EAL4

EALS | E

(e2}

E

Development

ADV_ARC

1

1

1

ADV_FSP

1

3

4

ADV_IMP

1

ADV_INT

N[ |01

ADV_SPM

ADV_TDS

Guidance
documents

AGD_OPE

AGD_PRE

Life-cycle
support

ALC_CMC

ALC_CMS

S

ALC_DEL

RINNR PP

ALC_DVS

RRlwwlkFkN

SIS

N R Gaag|R kOR[N o k|2
NP | a|g|k ko w N o2

RROMNR RN

ALC_FLR

ALC_LCD

=

ALC_TAT

Security
Target
evaluation

ASE_CCL

ASE_ECD

ASE_INT

ASE_OBJ

ASE REQ

e

ASE_SPD

ASE_TSS

Tests

ATE_COV

RIRRINN R R -

ATE_DPT

ATE_FUN

H

ATE_IND

Vulnerability
assessment

AVA_VAN

N (NRRIN RPN N R R

W (N|R|RINR|RINNR|R Rk -

A (NRPRWNRRINN R RPN -
a (NN WWR[RINN R R R|w(-
O [ WNA™WRRINNR|R(R, wN

Table 1 - Evaluation assurance level summary

~

8.2 Evaluation assurance level details

90 The following Sections provide defimms of the EALs, highlighting
differences between the specific requirements and the prose characterisations
of those requirements using bold type.
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Evaluation assurance levels

Evaluation assurance level 1 (EAL1) - functionally
tested

Objectives

EAL1 is applicable where some confidenin correct operation is required,

but the threats to security are not viewed as serious. It will be of value where
independent assurance is required to support the contention that due care has
been exercised with respect to the protection of personasiroiar
information.

EAL1 requires only a limited security target. It is sufficient to simply state
the SFRs that the TOE must meet, rather than deriving them from threats,
OSPs and assumptions through security objectives.

EAL1 provides an evaluation ofédiTOE as made available to the customer,
including independent testing against a specification, and an examination of
the guidance documentation provided. It is intended that an EAL1 evaluation
could be successfully conducted without assistance from tredoger of the
TOE, and for minimal outlay.

An evaluation at this level should provide evidence that the TOE functions in
a manner consistent with its documentation.

Assurance components

EAL1 provides a basic level of assurance by a limited security targand
an analysis of the SFRs in that ST using a functional and interface
specification and guidance documentation, to understand the security
behaviour.

The analysis is supported by a search for potential vulnerabilities in the
public domain and independen testing (functional and penetration) of
the TSF.

EAL1 also provides assurance through unique identification of the TOE
and of the relevant evaluation documents.

This EAL provides a meaningful increase in assurance over unevaluated
IT.
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Assurance Class

Assurance components

ADV: Development

ADV_FSP.1 Basic functional specification

AGD: Guidance documents

AGD_OPE.1 Operational user guidance
AGD_ PRE.1 Preparative procedures

ALC: Life-cycle support

ALC CMC.1 Labelling of the TOE

ALC_CMS.1 TOE CM coverage

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definitior,

ASE_INT.1 ST introduction

ASE: Security Target evaluatig

ASE_OBJ.1 Security objectives for the
operational environment

ASE_REQ.1 Stated securitgquirements

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_IND.1 Independent testingconformance

AVA: Vulnerability assessmen

AVA VAN.1 Vulnerability survey

Table 2- EAL1
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Evaluation assurance level 2 (EAL2) - structurally
tested

Objectives

EALZ2 requires the coperation of the developer in terms of the delivery of
design information and testadts, but should not demand more effort on the
part of the developer than is consistent with good commercial practise. As
such it should not require a substantially increased investment of cost or
time.

EAL2 is therefore applicable in those circumstanaé®re developers or
users require a low to moderate level of independently assured security in the
absence of ready availability of the complete development record. Such a
situation may arise when securing legacy systems, or where access to the
developer my be limited.

Assurance components

EAL2 provides assurance byfall security target and an analysis of the
SFRs in that ST, using a functional and interface specification, guidance
documentatiorand a basic description of the architecture of the TOE, to
understand the security behaviour.

The analysis is supported by independent testing of the @&8@ence of
developer testing based on the functional specification, selective
independent confirmation of the developer test results, and a
vulnerability analysis (based upon the functional specification, TOE
design, security architecture description and guidance evidence
provided) demonstrating resistanceto penetration attackers with a basic
attack potential.

EAL2 also provides assurance througteof a configuration management
systemandevidenceof securedelivery procedures.

This EAL representsa meaningful increase in assuraricen EAL1 by
requiring developertesting, a vulnerability analysis (in addition to the
searchof the public domain), and independent testing basedupon more
detailed TOE specifications.
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Assurance Class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture descriptior

ADV_FSP.2 Securityenforcing functional
specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_ PRE.1 Preparative procedures

ALC_CMC.2 Use of a CM system

ALC: Life-cycle support

ALC CMS.2 Parts of the TOE CM coverage

ALC DEL.1 Delivery procedures

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definitior

ASE_INT.1 ST introduction

ASE: Security Target evaluatig

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived sairity requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.1 Evidence of coverage

ATE: Tests

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testingsample

AVA: Vulnerability assessmen

AVA VAN.2 Vulnerability analysis

Table 3- EAL2
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Evaluation assurance level 3 (EAL3) - methodically
tested and checked

Objectives

EAL3 permits a conscientious developer to gain maximum assurance from
positive security engineering at the design stage without substantial alteration
of existing sound development practises.

EALS3 is appicable in those circumstances where developers or users require
a moderate level of independently assured security, and require a thorough
investigation of the TOE and its development without substantial re
engineering.

Assurance components

EAL3 provides asurance by a full security target and an analysis of the
SFRs in that ST, using a functional and interface specification, guidance
documentation, andn architectural description of thedesignof the TOE,

to understand the security behaviour.

The analys is supported by independent testing of the TSF, evidence of
developer testing based on the functional specificatiod TOE design,
selective independent confirmation of the developer test results, and a
vulnerability analysis (based upon the functiosécification, TOE design,
security architecture description and guidance evidence provided)
demonstrating resistance to penetration attackers with a basic attack
potential.

EAL3 also provides assurance througihhe use of development
environment controls, TOE configuration management, and evidence of
secure delivery procedures.

This EAL represents a meaningful increase in assurance Eab? by
requiringmore completetestingcoverageof the security functionality and
mechanismsand/or procedures that provide some confidencethat the
TOE will not be tampered with during development.

Page36 of 232 Version3.1 July 2009



Evaluation assurance levels

July 2009

Assurance Class

Assurance components

ADV_ARC.1 Security architecture descriptior

ADV: Development

ADV_FSP.3 Functional specification with
complete summary

ADV_TDS.2 Architectural design

AGD_OPE.1 Operational user guidance

AGD: Guidance documents

AGD_ PRE.1 Preparative procedures

ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation
CM coverage

ALC DEL.1 Delivery procedures

ALC: Life-cycle support

ALC_DVS.1 Identification of security
measures

ALC _LCD.1 Developer defined liteycle
model

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definitior,

ASE_INT.1 ST introduction

ASE: Security Target evaluatig

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived sairity requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: basic design

ATE: Tests

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testingsample

AVA: Vulnerability assessmen

AVA VAN.2 Vulnerability analysis

Table 4 - EAL3
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Evaluation assurance levels

Evaluation assurance level 4 (EAL4) - methodically
designed, tested, and reviewed

Objectives

EAL4 permits a developer to gain maximum assurance from positive

security engineering based on good commercial development practises
which, though rigorous, do not require substantial specialist knowledge,
skills, and other resources. EAL4 is the highest level at which it is likely to

be economically feasible to retrofit to an existing product line.

EAL4 is therefore applicable in those circumstances where developers or
users require a moderate to high legkindependently assured security in
conventional commodity TOEs and are prepared to incur additional security
specific engineering costs.

Assurance components

EAL4 provides assurance by a full security target and an analysis of the
SFRs in that ST, using functional andcomplete interface specification,
guidance documentatiom, description of theébasic modular design of the
TOE, and a subset of the implementation, to understand the security
behaviour.

The analysis is supported by independent testinth@fTSF, evidence of
developer testing based on the functional specification and TOE design,
selective independent confirmation of the developer test results, and a
vulnerability analysis (based upon the functional specification, TOE design,
implementation representation, security architecture description and
guidance evidence provided) demonstrating resistance to penetration
attackers wittan EnhancedBasicattack potential.

EAL4 also provides assurance through the use of development environment
controls and additional TOE configuration managemenincluding
automation, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance EALh8 by
requiring moredesigndescription, the implementation representation for
the entire TSF, and improved mechanisms and/or procedures that provide
confidence that the TOE will not be tampered with during development.
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Assurance Class

Assurance components

ADV_ARC.1 Security architecture descriptior

ADV_FSP.4 Complete functional specificatio

ADV: Development

ADV_IMP.1 Implementation representation o
the TSF

ADV_TDS.3 Basic modular design

AGD_OPE.1 Operational user guidance

AGD: Guidance documents

AGD_ PRE.1 Preparative procedures

ALC_CMC.4 Productia support, acceptance
procedures and automation

ALC_ CMS.4 Problem tracking CM coverage

ALC DEL.1 Delivery procedures

ALC: Life-cycle support

ALC_DVS.1 Identification of security
measures

ALC_LCD.1 Developer defined liteycle
model

ALC_TAT.1 Well-defined development tools

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definitior,

ASE_INT.1 ST introduction

ASE: Security Target evaluatig

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived seirity requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.2 Analysis of coverage

ATE: Tests

ATE_DPT.1 Testing: basic design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testingsample

AVA: Vulnerability assessmen

AVA VAN.3 Focused vulnerability analysis

Table 5- EAL4
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Evaluation assurance levels

Evaluation assurance level 5 (EAL5) - semiformally
designed and tested

Objectives

EAL5 permits a deveper to gain maximum assurance from security
engineering based upon rigorous commercial development practises
supported by moderate application of specialist security engineering
techniques. Such a TOE will probably be designed and developed with the
intent of achieving EAL5 assurance. It is likely that the additional costs
attributable to the EALS5 requirements, relative to rigorous development
without the application of specialised techniques, will not be large.

EALS is therefore applicable in those circstiamces where developers or

users require a high level of independently assured security in a planned
development and require a rigorous development approach without incurring
unreasonable costs attributable to specialist security engineering techniques.

Assurance components

EAL5 provides assurance by a full security target and an analysis of the
SFRs in that ST, using a functional and complete interface specification,
guidance documentation, a description of the design of the TOE, and the
implementation, d understand the security behaviodr. modular TSF
designis alsorequired.

The analysis is supported by independent testing of the TSF, evidence of
developer testing based on the functional specification, TOE design,
selective independent confirmation tife developer test results, asmdh
independent vulnerability analysis demonstrating resistance to penetration
attackers witta moderate attack potential.

EAL5 also provides assurance through the use aofdevelopment
environment controls, ancomprehensive TOE configuration management
including automation, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance Eab# by
requiring semiformal design descriptions, a more structured (and hence
analysable)architecture, and improved mechanisms and/or procedures that
provide confidence that the TOE will not be tampered with during
development.
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Assurance Class

Assurance components

ADV_ARC.1 Security architecture descriptior

ADV_FSP.5 Complete serfiormal functional
specification with additional error information

ADV: Development

ADV_IMP.1 Implementation representation o
the TSF

ADV_INT.2 Well-structured internals

ADV_TDS.4 Seniformal modular design

AGD_OPE.1 Operational user guidance

AGD: Guidance documents

AGD_ PRE.1 Preparative procedures

ALC_CMC.4 Productia support, acceptance
procedures and automation

ALC_CMS.5 Development tools CM coverag

ALC DEL.1 Delivery procedures

ALC: Life-cycle support

ALC_DVS.1 Identification of security
measures

ALC_LCD.1 Developer defined liteycle
model

ALC_TAT.2 Compliance with implementatio
standards

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definitior

ASE_INT.1 ST introduction

ASE: Security Target evaluatig

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived sairity requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.2 Analysis of coverage

ATE: Tests

ATE_DPT.3 Testing: modal design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testingsample

AVA: Vulnerability assessmen

AVA VAN.4 Methodical vulnerability analysig

Table 6 - EALS
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Evaluation assurance levels

Evaluation assurance level 6 (EAL6) - semiformally
verified design and tested

Objectives

EALG6 permits developers to gain high assurance from application of security
engineering techniques to a rigorous development enviranmeosrder to
produce a premium TOE for protecting high value assets against significant
risks.

EALG6 is therefore applicable to the development of security TOEs for
application in high risk situations where the value of the protected assets
justifies the dditional costs.

Assurance components

EAL6 provides assurance by a full security target and an analysis of the
SFRs in that ST, using a functional and complete interface specification,
guidance documentation, the design of the TOE, and the implementation t
understand the security behavioukssurance is additionally gained
through a formal model of selectTOE security policiesand a semiformal
presentation of the functional specificationand TOE design.A modular,
layered and simple TSF design is also reqgad.

The analysis is supported by independent testing of the TSF, evidence of
developer testing based on the functional specification, TOE design,
selective independent confirmation of the developer test results, and an
independent vulnerability analysemonstrating resistance to penetration
attackers with &igh attack potential.

EALG6 also provides assurance through the usestfuetured development
process, development environment controls, and comprehensive TOE
configuration management includimgmplete automation, and evidence of
secure delivery procedures.

This EAL represents a meaningful increase in assurance BEALOL by
requiring more comprehensiveanalysis, a structured representation of
the implementation, more architectural structure (e.g layering), more
comprehensive independent vulnerability analysis, and improved
configuration managementand developmenéenvironment controls.
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Assurance Class

Assurance components

ADV_ARC.1 Security architecture descriptior

ADV_FSP.5 Complete serfiormal functional
specification with additional error information

ADV_IMP.2 Complete mapping of the
implementation representation of the TSF

ADV: Development

ADV_INT.3 Minimally complex internals

ADV_SPM.1 Formal TOE security policy
model

ADV_TDS.5 Complete semiformal modular
design

AGD_OPE.1 Operational user guidance

AGD: Guidance documents

AGD_PRE.1 Preparative procedures

ALC CMC.5 Advanced support

ALC_CMS.5 Development tools CM coverag

ALC DEL.1 Delivery procedures

ALC_DVS.2 Sufficiency of security measures

ALC: Life-cycle support

ALC _LCD.1 Developer defined liteycle
model

ALC_TAT.3 Compliance with implementation
standards all parts

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definitior

ASE_INT.1 ST introduction

ASE: Security Target evaluatig

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived seirity requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.3 Rigorous analysis of coverage

ATE_DPT.3 Testing: modal design

ATE: Tests

ATE_FUN.2 Ordered functional testing

ATE_IND.2 Independent testingsample

AVA: Vulnerability assessmen

AVA VAN.5 Advanced methodical
vulnerability analysis

Table 7 - EAL6
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Evaluation assurance levels

Evaluation assurance level 7 (EAL7) - formally verified
design and tested

Objectives

EAL7 is applicable to the devsgdment of security TOEs for application in
extremely high risk situations and/or where the high value of the assets
justifies the higher costs. Practical application of EAL7 is currently limited
to TOEs with tightly focused security functionality that isyemable to
extensive formal analysis.

Assurance components

EAL7 provides assurance by a full security target and an analysis of the
SFRs in that ST, using a functional and complete interface specification,
guidance documentation, the design of the TOE, andtructured
presentation of the implementation to understand the security behaviour.
Assurance is additionally gained through a formal model of select TOE
security policies and a semiformal presentation of the functional
specification and TOE design. Aadiular, layered and simple TSF design is
also required.

The analysis is supported by independent testing of the TSF, evidence of
developer testing based on the functional specification, TOE design
implementation representation, completeindependent adfirmation of the
developer test results, and an independent vulnerability analysis
demonstrating resistance to penetration attackers with a high attack potential.

EAL7 also provides assurance through the use of a structured development
process, developmé environment controls, and comprehensive TOE
configuration management including complete automation, and evidence of
secure delivery procedures.

This EAL represents a meaningful increase in assurance EAh6 by
requiring more comprehensive analysgng formal representationsand
formal correspondenceandcomprehensivetesting.
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Assurance Class

Assurance components

ADV_ARC.1 Security architecture descriptior

ADV_FSP.6 Complete serfiormal functional
specification with additional formal
specification

ADV_IMP.2 Complete mapping of the
implementation representation of the TSF

ADV: Development

ADV_INT.3 Minimally complex internals

ADV_SPM.1 Formal TOE security policy
model

ADV_TDS.6 Complete semiformal modular
design with formal highevel design
presentation

AGD_OPE.1 Operational user guidance

AGD: Guidance documents

AGD_PRE.1 Preparative procedures

ALC CMC.5 Advanced support

ALC_CMS.5 Development tools CM coverag

ALC DEL.1 Delivery procedures

ALC: Life-cycle support

ALC_DVS.2 Sufficiency of security measures

ALC LCD.2 Measurable lifeycle model

ALC_TAT.3 Compliance with implementation
standards all parts

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definitior,

ASE_INT.1 ST introduction

ASE: Security Target evaluatig

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived sairity requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.3 Rigorous analysis of coverage

ATE: Tests

ATE_DPT.4 Testing: implementation
representation

ATE_FUN.2 Ordered functional testing

ATE_IND.3 Independent testingcomplete

AVA: Vulnerability assessmen

AVA VAN.5 Advanced methodical
vulnerability analysis

Table 8 - EAL7
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Composed assurance packages

Composed assurance packages

The Composed Assurance Packages (CAPs) provide an increasing scale that
balances the level of sisrance obtained with the cost and feasibility of
acquiring that degree of assurance for composed TOEs.

It is important to note that there are only a small number of families and
components from CC Part 3 included in the CAPs. This is due to their nature
of building upon evaluation results of previously evaluated entities (base
components and dependent components), and is not to say that these do not
provide meaningful and desirable assurances.

Composed assurance package (CAP) overview

CAPs are to be apptieto composed TOEs, which are comprised of
components that have been (are going through) component TOE evaluation
(see AnnexB). The individual components will have been certified to an
EAL or another assurance package specifiethenST. It is expected that a
basic level of assurance in a composed TOE will be gained through
application of EAL1, which can be achieved with information about the
components that is generally available in the public domain. (EAL1 can be
applied as spefied within to both component and composed TOEs.) CAPs
provide an alternative approach to obtaining higher levels of assurance for a
composed TOE than application of the EALs above EALL.

While a dependent component can be evaluated using a previousigtesalu

and certified base component to satisfy the IT platform requirements in the
environment, this does not provide any formal assurance of the interactions
between the components or the possible introduction of vulnerabilities
resulting from the composiih. Composed assurance packages consider
these interactions and, at higher levels of assurance, ensure that the interface
between the components has itself been the subject of testing. A vulnerability
analysis of the composed TOE is also performed to denshe possible
introduction of vulnerabilities as a result of composing the components.

Table 9 represents a summary of the CAPs. The columns represent a
hierarchically ordered set of CAPs, while the rows represent assurance
families Each number in the resulting matrix identifies a specific assurance
component where applicable.

As outlined in the next Section, three hierarchically ordered composed
assurance packages are defined in the CC for the rating of a composed TOE's
assuranceTlhey are hierarchically ordered inasmuch as each CAP represents
more assurance than all lower CAPs. The increase in assurance from CAP to
CAP is accomplished by substitution of a hierarchically higher assurance
component from the same assurance family (hereasing rigour, scope,
and/or depth) and from the addition of assurance components from other
assurance families (i.e. adding new requirements). These increases result in
greater analysis of the composition to identify the impact on the evaluation
reallts gained for the individual component TOEs.
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These CAPs consist of an appropriate combination of assurance components
as described in Chaptér of this CC Part 3. More precisely, each CAP
includes no more tlmone component of each assurance family and all
assurance dependencies of every component are addressed.

The CAPs only consider resistance against an attacker with an attack
potential up to Enhancdsasic. This is due to the level of design information
that can be provided through t#&CO_DEV, limiting some of the factors
associated with attack potential (knowledge of the composed TOE) and
subsequently affecting the rigour of vulnerability analysis that can be
performed by th evaluator. Therefore, the level of assurance in the
composed TOE is limited, although the assurance in the individual
components within the composed TOE may be much higher.

Assurance Components by
Assurance clas Assurgnce Composition Assurance
Family Package
CAP-A | CAP-B | CAP-C
ACO_COR 1 1 1
ACO _CTT 1 2 2
Composition | ACO_DEV 1 2 3
ACO_REL 1 1 2
ACO_VUL 1 2 3
Guidance AGD_ OPE 1 1 1
documents | AGD_PRE 1 1 1
ALC CMC 1 1 1
ALC CMS 2 2 2
Life-cycle ALC DEL
support ALC DVS
ALC FLR
ALC LCD
ALC TAT
ASE_CCL 1 1 1
ASE_ECD 1 1 1
Security Target ASE_INT L 1 L
evaluation ASE_OBJ 1 2 2
ASE_REQ 1 2 2
ASE_SPD 1 1
ASE_TSS 1 1 1

Table 9 - Composition assurance level summary

Composed assurance package details
The following Sections provide defilohs of the CAPs, highlighting

differences between the specific requirements and the prose characterisations
of those requirements using bold type.
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Composed assurance packages

Composition assurance level A (CAP-A) - Structurally
composed

Objectives

CAP-A is applicable when a compak&OE is integrated and confidence in
the correct security operation of the resulting composite is required. This
requires the cooperation of the developer of the dependent component in
terms of delivery of design information and test results from thendieme
component certification, without requiring the involvement of the base
component developer.

CAP-A is therefore applicable in those circumstances where developers or
users require a low to moderate level of independently assured security in the
absene of ready availability of the complete development record.

Assurance components

CAP-A provides assurance by analysis of a security target for the
composed TOE. The SFRs in the composed TOE ST are analysed using
the outputs from the evaluations of the compnent TOEs (e.g. ST,
guidance documentation) and a specification for the interfaces between
the component TOEs in the composed TOE to understand the security
behaviour.

The analysis is supported by independent testing of the interfaces of the
base componenthat are relied upon by the dependent component, as
described in the reliance information, evidence of developer testing
based on the reliance information, development information and

composition rationale, and selective independent confirmation of the
developer test results. The analysis is also supported by a vulnerability
review of the composed TOE by the evaluator.

CAP-A also provides assurance through unique identification of the
composed TOE (i.e. IT TOE and guidance documentation).
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Assurance Clas

Assurance components

ACO: Composition

ACO_COR.1 Composition rationale

ACO_CTT.1 Interface testing

ACO_DEV.1 Functional Description

ACO_REL.1 Basic reliance information

ACO_VUL.1 Composition vulnerability reviev

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_ PRE.1 Preparative procedures

ALC: Life-cycle support

ALC CMC.1 Labelling of the TOE

ALC_CMS.2 Parts of the TOE CM coverage

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definitior

ASE_INT.1 ST introduction

ASE: Security Target evaluatig

ASE_OBJ.1 Security objectives for the
operational environment

ASE_REQ.1 Stated securitgquirements

ASE_TSS.1 TOE summary specification

Table 10- CAP-A
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Composed assurance packages

Composition assurance level B (CAP-B) - Methodically
composed

Objectives

CAP-B permits a conscientious developer to gairximam assurance from
understanding, at a subsystem level, the affects of interactions between
component TOEs integrated in the composed TOE, whilst minimising the
demand of involvement of the base component developer.

CAP-B is applicable in those circumst@es where developers or users
require a moderate level of independently assured security, and require a
thorough investigation of the composed TOE and its development without
substantial reengineering.

Assurance components

CAP-B provides assurance by dymis of afull security target for the
composed TOE. The SFRs in the composed TOE ST are analysed using the
outputs from the evaluations of the component TOEs (e.g. ST, guidance
documentation), a specification for the interfaces between the component
TOEsand the TOE design(describing TSF subsystems)ontainedin the
composedievelopmentinformation to understand the security behaviour.

The analysis is supported by independent testing of the interfaces of the base
component that are relied upon by theeledent component, as described in
the reliance informatior{now also including TOE design), evidence of
developer testing based on the reliance information, development
information and composition rationale, and selective independent
confirmation of the dveloper test results. The analysis is also supported by a
vulnerabilityanalysisof the composed TOE by the evaluademonstrating
resistanceto attackers with basicattack potential.

This CAP representsa meaningful increasein assurancefrom CAP-A by
requiring more completetesting coverageof thesecurity functionality.
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Assurance Class

Assurance components

ACO: Composition

ACO_COR.1 Composition rationale

ACO_CTT.2 Rigorous interface testing

ACO_DEV.2 Basic evidence of design

ACO_REL.1 Basic reliance information

ACO_VUL.2 Composition vulnerability
analysis

AGD_OPE.1 Operational user guidance

AGD: Guidance documents

AGD_ PRE.1 Preparative procedures

ALC_CMC.1 Labelling of the TOE

ALC: Life-cycle support

ALC_CMS.2 Parts of the TOE CM coverage

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definitior,

ASE_INT.1 ST introduction

ASE: Security Target evaluatig

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived sairity requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

Table 11- CAP-B
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Composed assurance packages

Composition assurance level C (CAP-C) - Methodically
composed, tested and reviewed

Objectives

CAP-C permits a developer to gain maximum assurance from positive
analysis of the interactions between the components of the composed TOE,
which, thoughrigorous, do not require full access to all evaluation evidence
of the base component.

CAP-C is therefore applicable in those circumstances where developers or
users require a moderate to high level of independently assured security in
conventional commotli composed TOEs and are prepared to incur
additional securityspecific engineering costs.

Assurance components

CAP-C provides assurance by analysis of a full security target for the
composed TOE. The SFRs in the composed TOE ST are analysed using the
outputs from the evaluations of the component TOEs (e.g. ST, guidance
documentation), a specification for the interfaces between the component
TOEs and the TOE design (describing T8fdules) contained in the
composed development information to understandéarity behaviour.

The analysis is supported by independent testing of the interfaces of the base
component that are relied upon by the dependent component, as described in
the reliance information (now including TOE design), evidence of developer
testig based on the reliance information, development information and
composition rationale, and selective independent confirmation of the
developer test results. The analysis is also supported by a vulnerability
analysis of the composed TOE by the evaluatonafestrating resistance to
attackers witlEnhancedBasicattack potential.

This CAP represents a meaningful increase in assuranceGAimB by
requiring moredesign description and demonstration of resistanceto a
higher attack potential.
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Assurance Clss Assurance components

ACO_COR.1 Composition rationale
ACO_CTT.2 Rigorous interface testing
ACO_DEV.3 Detailed evidence of design
ACO_REL.2 Reliance information
ACO_VUL.3 Enhancedasic Composition
vulnerability analysis

AGD_OPE.1 Operational user guidance
AGD_ PRE.1 Preparative procedures
ALC_CMC.1 Labelling of the TOE
ALC_CMS.2 Parts of the TOE CM coverage
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definitior,
ASE_INT.1 ST introduction

ASE: Security Target evaluatig ASE_OBJ.2 Security objectives
ASE_REQ.2 Derived sairity requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification

ACO: Composition

AGD: Guidance documents

ALC: Life-cycle support

Table 12- CAP-C
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Class APE: Protection Profile evaluation

Class APE: Protection Profile evaluation

Evaluating a PP is requiréd demonstrate that the PP is sound and internally
consistent, and, if the PP is based on one or more other PPs or on packages,
that the PP is a correct instantiation of these PPs and packages. These
properties are necessary for the PP to be suitables®ras the basis for
writing an ST or another PP.

This Chapter should be used in conjunction with Annéxel andC in CC
Part 1, as these Annexes clarify the concepts here and provide many
examples.

This standard defines two assurance packages for PP evaluation as follows:
a) Low assurance PP evaluation package;
b) (Standard) PP evaluation package.

The assurance components forsth@ackages are defined by tabde

Assurance componen
Assurance
Assurance class . Low Assurance
family PP PP
APE_CCL 1 1
APE_ECD 1 1
Protection Profile APE_INT 1 1
evaluation APE_OBJ 1 2
APE_REQ 1 2
APE_SPD 1

Table 13- PP assurance packages

Figure 8 shows the families within this class, and the hierarchy of
components within the families.
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Class APE: Protection Profile evaluation

APE INT PPintroduction 1

APE CCL: Conformance claims 1

APE SPD: Security problem definition 1
APE OBT: Security objectives 1 2

APE ECD: Extended components definition 1
APE REQ: Secwity requirements 1 2

Figure 8 - APE: Protection Profile evaluation class decomposition
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Class APE: Protection Profile evaluation

10.1 PP introduction (APE_INT)
Objectives
163 The objective of this family is to describe the TOE in a narrative way.
164 Evaluation of the PP introduction is required to demonstrate that the PP is

correctly identified, and that the PP reference and TOE overview are
consistentvith each other.

APE_INT.1 PP introduction
Dependencies: No dependencies.
Developer action elements:
APE_INT.1.1D The developer shall provide a PP introduction.
Content and presentation elements:
APE_INT.1.1Cc  The PP introduction shall contain a PP reference and a TOE overview.
APE_INT.1.2Cc  The PP reference shall uniquely identify the PP.

APE_INT.1.3Cc The TOE overview shall summarise the usage and major security
features of the TOE.

APE_INT.1.4C The TOE overview shall identify the TOE type.

APE_INT.1.5C The TOE overview shall identify any nonrTOE
hardware/software/firmware available to the TOE.

Evaluator action elements:

APE_INT.1.1E  The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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APE_CCL.1

APE_CCL.1.1D
APE_CCL.1.2D

APE_CCL.1.3D

APE_CCL.1.1C

APE_CCL.1.2C

APE_CCL.1.3C

APE_CCL.1.4C

APE_CCL.1.5C

APE_CCL.1.6C

APE_CCL.1.7C

APE_CCL.1.8C

July 2009

Conformance claims (APE_CCL)
Objectives

The objective of this family is to determine the validity of the conformance
claim. In addition, this family specifies how STs and other PPs akaita
conformance with the PP.

Conformance claims

Dependencies: APE_INT.1 PP introduction

APE_ECD.1 Extended components definition
APE_REQ.1 Stated security requirements

Developer action elements:

The developer shall provide a conformance claim.

The developer shall provide a conformance claim rationale.
The developer shall provide a conformance statement.
Content and presentation elements:

The conformance claim shall contain a CC conformance claim that
identifies the version of the CC to which the PP claims conformance.

The CC oonformance claim shall describe the conformance of the PP to
CC Part 2 as either CC Part 2 conformant or CC Part 2 extended.

The CC conformance claim shall describe the conformance of the PP to
CC Part 3 as either CC Part 3 conformant or CC Pa 3 extended.

The CC conformance claim shall be consistent with the extended
components definition.

The conformance claim shall identify all PPs and security requirement
packages to which the PP claims conformance.

The conformance claim shall describe any conformance of the PP to a
package as either packageonformant or packageaugmented.

The conformance claim rationale shall demonstrate that the TOE type is
consistent with the TOE type in the PPs for with conformance is being
claimed.

The conformance claim rationale shall demonstrate that the statement
of the security problem definition is consistent with the statement of the
security problem definition in the PPs for which conformance is bing
claimed.
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APE_ccL.1.9c The conformance claim rationale shall demonstrate that the statement
of security objectives is consistent with the statement of security
objectives in the PPs for which conformance is being claimed.

APE_ccL.1.10c The conformanceclaim rationale shall demonstrate that the statement
of security requirements is consistent with the statement of security
requirements in the PPs for which conformance is being claimed.

APE_ccL.1.11c The conformance statement shall describe the conformaaaequired of
any PPs/STs to the PP as strid?P or demonstrablePP conformance.

Evaluator action elements:

APE_cCL.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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10.3 Security problem definition (APE_SPD)
Objectives
166 This part of the PP defines the security problem to be addressed by the TOE

and the operational environment of the TOE.

167 Evaluation of the security problem definition is required to demonstrate that
the security problemmtended to be addressed by the TOE and its operational
environment, is clearly defined.

APE_SPD.1 Security problem definition
Dependencies: No dependencies.
Developer action elements:

APE_sPD.1.1D The developer shall provide a security problem definition.
Content and presentation elements:

APE_sPD.1.1C The security problem definition shall describe the threats.

APe_spD.1.2c All threats shall be described in termsof a threat agent, an asset, and an
adverse action.

APE_sPD.1.3Cc The security problem definition shall describe the OSPs.

APE_sPD.1.4C The security problem definition shall describe the assumptions about the
operational environment of the TOE.

Evaluator action elements:

APE_SPD.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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APE_OBJ.1

APE_OBJ.1.1D

APE_OBJ.1.1C

APE_OBJ.1.1E

APE_OBJ.2

APE_OBJ.2.1D

APE_OBJ.2.2D

APE_OBJ.2.1C

Class APE: Protection Profile evaluation

Security objectives (APE_OBJ)
Objectives

The security objectives are a concise statement of the interedponse to
the security problem defined through tf&ecurity poblem definition
(APE_SPD)tamily.

Evaluation of the security objectives is required to demonstrate that the
security objectives adequately and completely address thatggmoblem
definition and that the division of this problem between the TOE and its
operational environment is clearly defined.

Component levelling

The components in this family are levelled on whether they prescribe only
security objectives for the opronal environment, or also security
objectives for the TOE.

Security objectives for the operational environment
Dependencies: No dependencies.

Developer action elements:

The developer shall provide a statement of security objectives.
Content and presentation elements:

The statement of security objectives shall describe the secyribbjectives
for the operational environment.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

Security objectives

Dependencies: APE_SPD.1 Security problem definition
Developer action elements:

The developer shall provide a statement of security objectives.
The developer shall provide a security objectives rationale.
Content and presentation elements:

The statement of security objectives shall describe the security objectives for
the TOE and the security objectivesfor the operationaknvironment.

Page60 of 232 Version3.1 July 2009



Class APE: Protection Profile evaluation

APE_OBJ.2.2C

APE_OBJ.2.3C

APE_OBJ.2.4C

APE_OBJ.2.5C

APE_OBJ.2.6C

APE_OBJ.2.1E

July 2009

The security objectives rationale shall trace each security objective for
the TOE back to threats countered by that security objective and OSPs
enforced by that security objective.

The security objectives rationaleshall trace each security objective for
the operational environment back to threats countered by that security
objective, OSPs enforced by that security objective, and assumptions
upheld by that security objective.

The security objectives ratobnale shall demonstrate that the security
objectives counter all threats.

The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.

The security objectives rationale shall demonstrate thathe security
objectives for the operational environment uphold all assumptions.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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APE_ECD.1

APE_ECD.1.1D

APE_ECD.1.2D

APE_ECD.1.1C

APE_ECD.1.2C

APE_ECD.1.3C

APE_ECD.1.4C

APE_ECD.1.5C

APE_ECD.1.1E

APE_ECD.1.2E

Class APE: Protection Profile evaluation

Extended components definition (APE_ECD)
Objectives

Extended security requirements are requirements that are not based on
components from CC Part 2 or CC Part 3, but are based on extended
components: components defined by the PP author.

Evaluation of the definition fo extended components is necessary to
determine that they are clear and unambiguous, and that they are necessary,
i.e. they may not be clearly expressed using existing CC Part 2 or CC Part 3
components.

Extended components definition

Dependencies: No dependencies.

Developer action elements:

The developer shall provide a statement of security requirements.
The developer shdlprovide an extended components definition.
Content and presentation elements:

The statement of security requirements shall identify all extended
security requirements.

The extended components definition shall define an extendedmponent
for each extended security requirement.

The extended components definition shall describe how each extended
component is related to the existing CC components, families, and
classes.

The extended components definition skl use the existing CC
components, families, classes, and methodology as a model for
presentation.

The extended components shall consist of measurable and objective
elements such that conformance or nonconformance to these elements
can be denonstrated.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that no extended component may be clearly
expressed using existing components.
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10.6 Security requirements (APE_REQ)
Objectives
173 The SFRs form a clear, unambiguous and “@eflned description of the

expected security behaviour of the TOE. The SARs form a clear,
unambiguous and wetlefined descriptiolf the expected activities that will
be undertaken to gain assurance in the TOE.

174 Evaluation of the security requirements is required to ensure that they are
clear, unambiguous and weléfined.

Component levelling

175 The components in this family are levellen whether they are stated as is,
or whether the SFRs are derived from security objectives for the TOE.

APE_REQ.1 Stated security requirements
Dependencies: APE_ECD.1 Extended components definition
Developer action elements:

APE_REQ.1.1D The developer shall provide a statement of security requirements.

APE_REQ.1.2D The developer shall provide a security requirements rationa&.
Content and presentation elements:

APE_REQ.1.1C The statement of security requirements shall describe the SFRs and the
SARs.

APE_REQ.1.2Cc All subjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRand the SARs shall be defined.

APE_REQ.1.3C The statement of security requirements shall identify all operations on
the security requirements.

APE_REQ.1.4C All operations shall be performed correctly.

APE_REQ.1.5C Each dependency of the security requiremds shall either be satisfied,
or the security requirements rationale shall justify the dependency not
being satisfied.

APE_REQ.1.6C The statement of security requirements shall be internally consistent.
Evaluator action elements:

APE_REQ.1.1E The evaluata shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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APE_REQ.2 Derived security requirements

APE_REQ.2.1D

APE_REQ.2.D

APE_REQ.2.1C

APE_REQ.2.2C

APE_REQ.2.3C

APE_REQ.2.4C

APE_REQ.2.5C

APE_REQ.2.6C

APE_REQ.2.7C

APE_REQ.2.8C

APE_REQ.2.9C

APE_REQ.2.1E

Dependencies: APE_OBJ.2 Security objectives
APE_ECD.1 Extended components definition

Developer action elements:

The developer shall provide a statement of security requirements.
The developer shall provide a security requirements rationale.
Content and presentation elements:

The statement of security requirements shall describe the SFRs and the
SARs.

All subjects, objects, operations, security atti@sy external entities and
other terms that are used in the SFRs and the SARs shall be defined.

The statement of security requirements shall identify all operations on the
security requirements.

All operations shall be performedrrectly.

Each dependency of the security requirements shall either be satisfied, or the
security requirements rationale shall justify the dependency not being
satisfied.

The security requirements rationale shall trace each ¥ back to the
security objectives for the TOE.

The security requirements rationale shall demonstrate that the SFRs
meet all security objectives for the TOE.

The security requirements rationale shall explain why the SARs were
chosen.

The statement of security requirements shall be internally consistent.
Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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176

177

178
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Class ASE: Security Target evaluation

Evaluating an ST is required to demonstrate that the ST is sound and
internally consistent, and, if the ST is based on one or more PPs or packages,
that the ST is a correct instantiation of these PPs and packages. These
properties are necessary for the ST to be suitable for use as the basis for a
TOE evaluation.

This Chapter should be used in conjunction with Annéxel8 andC in CC
Part 1, as these Annexes clarify the concepts here and provide many
examples.

Figure 9 shows the families within this class, and the hierarchy of
components within the families.

ASE INT: ST introduction 1

ASE CCL: Conformance claims 1

ASE SPD: Security problem definition 1
ASE OBI: Security objectives 1 2

ASE ECD: Extended components definition 1
ASE REQ: Security requirements 1 2
ASE TSS: TOE summary specification 1 2

Figure 9 - ASE: Security Target evaluation class decomposition
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179

180

ASE_INT.1

ASE_INT.1.1D

ASE_INT.1.1C

ASE_INT.1.2C
ASE_INT.1.3C

ASE_INT.1.4C

ASE_INT.1.5C

ASE_INT.1.6C

ASE_INT.1.7C

ASE_INT.1.8C

ASE_INT.1.1E

ASE_INT.1.2E
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ST introduction (ASE_INT)
Objectives

The objective of this family is to describe the TOE in a narrative way on
three levels of abstraction: TOE reference, TOE overview and TOE
descrigion.

Evaluation of the ST introduction is required to demonstrate that the ST and
the TOE are correctly identified, that the TOE is correctly described at three
levels of abstraction and that these three descriptions are consistent with each
other.

ST introduction
Dependencies: No dependencies.
Developer action elements:

The developer shall provide an ST introduction.

Content and presentation elements:

The ST introduction shall contain an ST reference, a TOE reference, a
TOE overview and a TOE description.

The ST reference shall uniquely identify the ST.
The TOE reference shall identify the TOE.

The TOE overview stall summarise the usage and major security
features of the TOE.

The TOE overview shall identify the TOE type.

The TOE overview shall identify nonrTOE

hardware/software/firmware required by the TOE.

any

The TOE description shall describe the physical scope of the TOE.
The TOE description shall describe the logical scope of the TOE.
Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that the TOE reference, the TOE overview,
and the TOE description are consistent with each other.
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11.2

181

ASE_CCL.1

ASE_CCL.1.1D

ASE_CCL.1.2D

ASE_CCL.1.1C

ASE_CCL.1.2C

ASE_CCL.1.3C

ASE_CCL.1.4C

ASE_CCL.1.5C

ASE_CCL.1.6C

ASE_CCL.1.7C

ASE_CCL.1.8C
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Conformance claims (ASE_CCL)
Objectives

The objective of this family is to detame the validity of the conformance
claim. In addition, this family specifies how STs are to claim conformance
with the PP.

Conformance claims

Dependencies: ASE_INT.1 ST introduction
ASE_ECD.1 Extended components definition
ASE_REQ.1 Stated securitgquirements

Developer action elements:

The developer shall provide a conformage claim.

The developer shall provide a conformance claim rationale.
Content and presentation elements:

The conformance claim shall contain a CC conformance claim that
identifies the version of the CC to which the ST and the TOEIlaim
conformance.

The CC conformance claim shall describe the conformance of the ST to
CC Part 2 as either CC Part 2 conformant or CC Part 2 extended.

The CC conformance claim shall describe the conformance of the ST to
CC Part 3 as either CC Part 3 conformant or CC Part 3 extended.

The CC conformance claim shall be consistent with the extended
components definition.

The conformance claim shall identify all PPs and security requirement
packages to which tle ST claims conformance.

The conformance claim shall describe any conformance of the ST to a
package as either packageonformant or packageaugmented.

The conformance claim rationale shall demonstrate that the TOE type is
consisent with the TOE type in the PPs for which conformance is being
claimed.

The conformance claim rationale shall demonstrate that the statement
of the security problem definition is consistent with the statement of the
security problem definition in the PPs for which conformance is being
claimed.
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ASE_ccL.1.9c The conformance claim rationale shall demonstrate that the statement
of security objectives is consistent with the statement of security
objectives in the PPs for which conformance is beingaimed.

ASE_ccL.1.10c The conformance claim rationale shall demonstrate that the statement
of security requirements is consistent with the statement of security
requirements in the PPs for which conformance is being claimed.

Evaluator action elements:

ASE_cCcL.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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182

183

ASE_SPD.1

ASE_SPD.1.1D

ASE_SPD.1.1C

ASE_SPD.1.2C
ASE_SPD.1.3C

ASE_SPD.1.4C

ASE_SPD.1.1E
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Security problem definition (ASE_SPD)
Objectives

This part of the ST defines the security problem to be addressed b@Ee T
and the operational environment of the TOE.

Evaluation of the security problem definition is required to demonstrate that
the security problem intended to be addressed by the TOE and its operational
environment, is clearly defined.

Security problem definition

Dependencies: No dependencies.

Developer action elements:

The developer shall provide a security problem definition.
Content and presentation elements:

The security problem definition shall describe the threats.

All threats shall be described in terms of a threat agent, an asset, and an
adverse action.

The security problem definition shall descrile the OSPs.

The security problem definition shall describe the assumptions about the
operational environment of the TOE.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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11.4 Security objectives (ASE_0OBJ)
Objectives
184 The security objectives are a concise statement of the intended response to

the security problem defined through tt&ecurity problem definition
(ASE_SPD)tamily.

185 Evaluation of the security objectives is required to demonstrate that the
security objectives adequately and completely address the security problem
definition, that the division of this problem between the TOE and its
operational environment isearly defined.

Component levelling

186 The components in this family are levelled on whether they prescribe only
security objectives for the operational environment, or also security
objectives for the TOE.

ASE_OBJ.1 Security objectives for the operational environment
Dependencies: No dependencies.
Developer action elements:

AseE_oBJ.1.1D The developer shall provide a st'&ement of security objectives.
Content and presentation elements:

ASE_oBJ.1.1C The statement of security objectives shall describe the security objectives
for the operational environment.

Evaluator action elements:

ASE_OBJ.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ASE_OBJ.2 Security objectives
Dependencies: ASE_SPD.1 Security problem definition
Developer action elements:

ASE_oBJ.2.1D The developer shall provide a statement of security objectives.

ASE_0BJ.2.2D The developer shall provide a security objectives rationale.
Content and presentation elements:

ASE_OBRJ.2.1C The statement of security objectives shall describe the security objectives
for the TOE and the security objectives for the operational environment.
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ASE_OBJ.2.2C

ASE_0BJ.2.3C

ASE_OBJ.2.4C

ASE_OBJ.2.5C

ASE_OBJ.2.6C

ASE_OBJ.2.1E

July 2009

The security objectives rationale shall trace each security objective for
the TOE back to threats countered by that security objective and OSPs
enforced by that security objective.

The security objectives rationale shall trace each security objective for
the operational environment back to threats countered by that security

objective, OSPs enforced by that security objective, and assumptions
upheld by that security objective.

The security objectivegationale shall demonstrate that the security
objectivescounter all threats.

The security objectives ratonale shall demonstrate that the security
objectives enforce all OSPs.

The security objectives rationale shall demonstrate that the security
objectives for the operational environment uphold all assumptions.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ASE_ECD.1

ASE_ECD.1.1D

ASE_ECD.1.2D

ASE_ECD.1.1C

ASE_ECD.1.2C

ASE_ECD.1.3C

ASE_ECD.1.4C

ASE_ECD.1.5C

ASE_ECD.1.1E

ASE_ECD.1.2E

Class ASE: Security Target evaluation

Extended components definition (ASE_ECD)
Objectives

Extended security requirements are requirements that are not based on
components from CC Part 2 or CC Part 3, but are based on extended
components: components defined by the ST author.

Evaluation of the definition of extended components is necessary to
determine that they are clear and unambiguous, and that they are necessary,
i.e. they may not be clearly expressed using existing CC Part 2 or CC Part 3
components.

Extended components definition

Dependencies: No dependencies.

Developer action elements:

The developer shall provide a statement of security requirements.
The developer shall provide an extended components definition.
Content and presentation elements:

The statement of secuty requirements shall identify all extended
security requirements.

The extended components definition shall define an extended component
for each extended security requirement.

The extended components definition shall describeow each extended
component is related to the existing CC components, families, and
classes.

The extended components definition shall use the existing CC
components, families, classes, and methodology as a model for
presentation.

The extended components shall consist of measurable and objective
elements such that conformance or nonconformance to these elements
can be demonstrated.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that no extended component can be clearly
expressed using existing components.
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11.6 Security requirements (ASE_REQ)
Objectives
189 The SFRs form a clear, unambigisoand wekldefined description of the

expected security behaviour of the TOE. The SARs form a clear,
unambiguous and canonical description of the expected activities that will be
undertaken to gain assurance in the TOE.

190 Evaluation of the security requiremts is required to ensure that they are
clear, unambiguous and weléfined.

Component levelling
191 The components in this family are levelled on whether they are stated as is.
ASE_REQ.1 Stated security requirements
Dependencies: ASE_ECD.1 Extended components definition
Developer action elements:
ASE_REQ.1.1D The developer shall provide a statement of security requirements.
ASE_REQ.1.2D The developer shall provide a security requirements rationale.
Content and presentation elements:

ASE_REQ.1.1C The statement of security requirements shall describe the SFRs and the
SARs.

Ase_REQ.1.2c All subjects, objects, operations, security atibutes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.

ASE_REQ.1.3Cc The statement of security requirements shall identify all operations on
the security requirements.

ASE_REQ.1.4C All operations shall be perfomed correctly.

ASE_REQ.1.5C Each dependency of the security requirements shall either be satisfied,
or the security requirements rationale shall justify the dependency not
being satisfied.

ASE_REQ.1.6C The statement of security requirements shall be interally consistent.
Evaluator action elements:

ASE_REQ.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ASE_REQ.2 Derived security requirements

ASE_REQ.2.1D

ASE_REQ.2.2D

ASE_REQ.2.1C

ASE_REQ.2.2C

ASE_REQ.2.3C

ASE_REQ.2.4C

ASE_REQ.2.5C

ASE_REQ.2.6C

ASE_REQ.2.7C

ASE_REQ.2.8C

ASE_REQ.2.9C

ASE_REQ.2.1E

Dependencies: ASE_OBJ.2 Security objectives
ASE_ECD.1 Extended components definition

Developer action elements:

The deveabper shall provide a statement of security requirements.
The developer shall provide a security requirements rationale.
Content and presentation elements:

The statement of security requirements shall describe the SFRs and the
SARs.

All subjects, objects, operations, security attributes, external entities and
other terms that are used in the SFRs and the SARs shall be defined.

The statement of security requirements shall identify all operations on the
security requirements.

All operations shall be performed correctly.

Each dependency of the security requirements shall either be satisfied, or the
security requirements rationale shall justify the dependency not being
satisfied.

The security requirements rationale shall trace each SFR back to the
security objectives for the TOE.

The security requirements rationale shall demonstrate that the SFRs
meet all security objectives for the TOE.

The security requirements rationale shall explain why the SARs were
chosen.

The statement of security requirements shall be internally consistent.
Evaluator action elements:

The evaluatorshall confirm that the information provided eets all
requirements for content and presentation of evidence.
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194

ASE_TSS.1

ASE_TSS.1.1D

ASE_TSS.1.1C

ASE_TSS.1.1E

ASE_TSS.1.2E
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TOE summary specification (ASE_TSS)
Objectives

The TOE summary specification enables evaluators and potential consumers
to gain a general understanding of how the TOE is implemented.

Evaluaton of the TOE summary specification is necessary to determine
whether it is adequately described how the TOE:

- meets its SFRs;
- protects itself against interference, logical tampering and bypass.

and whether the TOE summary specification is consistent witter
narrative descriptions of the TOE.

Component levelling

The components in this family are levelled on whether the TOE summary
specification only needs to describe how the TOE meets the SFRs, or
whether the TOE summary specification also needs taidedwow the TOE
protects itself against logical tampering and bypass. This additional
description may be used in special circumstances where there might be a
specific concern regarding the TOE security architecture.

TOE summary specification
Dependencies: ASE_INT.1 ST introduction
ASE_REQ.1 Stated securitgquirements
ADV_FSP.1 Basic functional specification
Developer action elements:
The developer shall provide a TOE summary specification.

Content and presentation elements:

The TOE summary specification shall describe how the TOE meets each
SFR.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that the TOE summary specification is
consistent with the TOE overview and the TOE description.
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ASE_TSS.2 TOE summary specification with architectural design summary

ASE_TSS.2.D

ASE_TSS.2.1C

ASE_TSS.2.2C

ASE_TSS.2.3C

ASE_TSS.2.1E

ASE_TSS.2.2E

Dependencies: ASE_INT.1 ST introduction
ASE_REQ.1 Stated securitgquirements
ADV_ARC.1 Security architecture description

Developer action elements:
The developer shall provide a TOE summary specification.
Content and presentation elements:

The TOE summary specification shall describe how the TOE meets each
SFR.

The TOE summary specification shall describe how the TOE preatcts
itself against interference and logical tampering.

The TOE summary specification shall describe how the TOE protects
itself against bypass.

Evaluator action elements:

The evaluatorshall confirm that the information providedneets all
requirements for content and presentation of evidence.

The evaluatorshall confirm that the TOE summary specification is
consistent with the TOE overview and the TOE description.

Pager6 of 232 Version3.1 July 2009



Class ADV: Development

12

195

196

197

July 2009

Class ADV:. Development

The requirements of the Dewgiment class provide information about the
TOE. The knowledge obtained by this information is used as the basis for
conducting vulnerability analysis and testing upon the TOE, as described in
the AVA andATE classes.

The Development class encompasses six families of requirements for
structuring and representing the TSF at various levels and varying forms of
abstraction. These families include:

- requirements for the description (at the various leveldsfraction)
of the design and implementation of the SFR&DVY_FSP
ADV_TDS, ADV_IMP)

- requirements for the description of the architecturented features
of doman separation, TSF seffrotection and noiypassability of
the security functionalityADV_ARC)

- requirements for a security policy model and for correspondence
mappings between security policy model and the functional
specifcation ADV_SPM)

- requirements on the internal structure of the TSF, which covers
aspects such as modularity, layering, and minimisation of complexity
(ADV_INT)

When documenting the security fitronality of a TOE, there are two
properties that need to be demonstrated. The first property is that the security
functionality works correctly; that is, it performs as specified. The second
property, and one that is arguably harder to demonstrateatighith TOE
cannot be used in a way such that the security functionality can be corrupted
or bypassed. These two properties require somewhat different approaches in
analysis, and so the familiesADV are structured to supportetse different
approaches. The familidaunctional specification (ADV_FSPTOE design
(ADV_TDS), Implementation representation (ADV_IMPgand Security

policy modelling (ADV_SPM)deal with the first property: the specification

of the security functionality. The familiesSecurity Architecture
(ADV_ARC) andTSF internals (ADV_INT)deal with the second property:

the specification of the design of eehTOE demonstrating the security
functionality cannot be corrupted or bypassed. It should be noted that both
properties need to be realised: the more confidence one has that the
properties are satisfied, the more trustworthy the TOE is. The components in
the families are designed so that more assurance can be gained as the
components hierarchically increase.
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The paradigm for the families targeted at the first property is one of design
decomposition. At the highest level, there is a functional specificafitime

TSF in terms of its interfaces (describimdnat the TSF does in terms of
requests to the TSF for services and resulting responses), decomposing the
TSF into smaller units (dependent on the assurance desired and the
complexity of the TOE) and desbmg how the TSF accomplishes its
functions (to a level of detail commensurate with the assurance level), and
showing the implementation of the TSF. A formal model of the security
behaviour also may be given. All levels of decomposition are used in
determning the completeness and accuracy of all other levels, ensuring that
the levels are mutually supportive. The requirements for the various TSF
representations are separated into different families, to allow the PP/ST
author to specify which TSF represerdas are required. The level chosen
will dictate the assurance desired/gained.

Figure 10 indicates the relationships among the various TSF representations
of the ADV class, as well as their relatiomgh with other classes. As the
figure indicates, théAPE and ASE classes define the requirements for the
correspondence between the SFRs and the security objectives for the TOE.
ClassASE also defines requirements for the correspondence between both
the security objectives and SFRs, and for the TOE summary specification
which explains how the TOE meets its SFRs. The activities of
ALC_CMC.5.2Einclude the verification that the TSF that is tested under the
ATE and AVA classes is in fact the one described by all of A/
decomposition levels.
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Figure 10 - Relationships of ADV constructs to one another and to other
families

The requirements for all other correspondence shown in Figjorare
defined in theADV class. TheSecurity policy modelling (ADV_SPM)
family defines the requirements for formally modelling selected SFRs, and
providing correspondence between the functional specification and the
formal model. Each assurance family specific to a TSF representaégn (i.
Functional specification (ADV_FSP)TOE design (ADV_TDS) and
Implementation representation (ADV_IMPYlefines requirements relating
that TSF representation to the SFRs. All decompositions mustaely
reflect all other decompositions (i.e., be mutually supportive); the developer
supplies the tracings in the last .C elements of the components. Assurance
relating to this factor is obtained during the analysis for each of the levels of
decompositin by referring to other levels of decomposition (in a recursive
fashion) while the analysis of a particular level of decomposition is being
performed; the evaluator verifies the correspondence as part of the second E
element. The understanding gained fritmase levels of decomposition form

the basis of the functional and penetration testing efforts.
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The ADV_INT family is not represented in this figure, as it is related to the
internal structure of the TSF, and is only indihecelated to the process of
refinement of the TSF representations. Similarly, A/ ARC family is

not represented in the figure because it relates to the architectural soundness,
rather than representation, of the TSFtHBADV_INT and ADV_ARC

relate to the analysis of the property that the TOE cannot be made to
circumvent or corrupt its security functionality.

The TOE security functionality (TSF) consists of @adrts of the TOE that
have to be relied upon for enforcement of the SFRs. The TSF includes both
functionality that directly enforces the SFRs, as well as functionality that,
while not directly enforcing the SFRs, contributes to their enforcement in a
more indirect manner, including functionality with the capability to cause the
SFRs to be violated. This includes portions of the TOE that are invoked on
startup that are responsible for putting the TSF into its initial secure state.

Several important concepwere used in the development of the components
of the ADV families. These concepts, while introduced briefly here, are
explained more fully in the application notes for the families.

One overriding notion is that, as more mimation becomes available,
greater assurance can be obtained that the security functionality 1) is
correctly implemented; 2) cannot be corrupted; and 3) cannot be bypassed.
This is done through the verification that the documentation is correct and
consigent with other documentation, and by providing information that can
be used to ensure that the testing activities (both functional and penetration
testing) are comprehensive. This is reflected in the levelling of the
components of the families. In gener@mponents are levelled based on the
amount of information that is to be provided (and subsequently analysed).

While not true for all TOEs, it is generally the case that the TSF is
sufficiently complex that there are portions of the TSF that deserve more
intense examination than other portions of the TSF. Determining those
portions is unfortunately somewhat subjective, thus terminology and
components have been defined such that as the level of assurance increases,
the responsibility for determining whatogions of the TSF need to be
examined in detail shifts from the developer to the evaluator. To aid in
expressing this concept, the following terminology is introduced. It should be
noted that in the families of the class, this terminology is used when
expressing SFRelated portions of the TOE (that is, elements and work units
embodied in the Functional specification (ADV_FSP)TOE design
(ADV_TDS), and Implementation representation (ADV_IMHAamilies).
While the general concept (that some portions of the TOE are more
interestingthan others) applies to other families, the criteria are expressed
differently in order to obtain the assurance required.
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206 All portions of the TSF aresecurity relevant meamg that they must
preserve the security of the TOE as expressed by the SFRs and requirements
for domain separation and ndypassability. One aspect of security
relevance is the degree to which a portion of the TSF enforces a security
requirement. Sinceiffierent portions of the TOE play different roles (or no
apparent role at all) in enforcing security requirements, this creates a
continuum of SFR relevance: at one end of this continuum are portions of the
TOE that are terme®FRenforcing Such portionsplay a direct role in
implementing any SFR on the TOE. Such SFRs refer to any functionality
provided by one of the SFRs contained in the ST. It should be noted that the
definition of plays a role infor SFRenforcing functionality is impossible to
expresguantitatively. For example, in the implementation of a Discretionary
Access Control (DAC) mechanism, a very narrow viewSéRenforcing
might be the several lines of code that actually perform the check of a
subject's attributes against the object'silattes. A broader view would
include the software entity (e.g., C function) that contained the several lines
of code. A broader view still would include callers of the C function, since
they would be responsible for enforcing the decision returned bytthmite
check. A still broader view would include any code in the call tree (or
programming equivalent for the implementation language used) for that C
function (e.g., a sort function that sorted access control list entries in-a first
match algorithm im@mentation). At some point, the component is not so
much enforcingthe security policy but rather playssapportingrole; such
components are term&FR supporting

207 One of the characteristics of StERpporting functionality is that it is trusted
to preseve the correctness of the SFR implementation by operating without
error. Such functionality may be depended on by -8RfRrcing
functionality, but the dependence is generally at a functional level; for
example, memory management, buffer management, ettheFudown on
the security relevance continuum is functionality term8&R nonr
interfering Such functionality has no role in implementing the SFRs, and is
likely part of the TSF because of its environment; for example, any code
running in a privileged hdware mode on an operating system. It needs to be
considered part of the TSF because, if compromised (or replaced by
malicious code), it could compromise the correct operation of an SFR by
virtue of its operating in the privileged hardware mode. An exawip&-R
norrinterfering functionality might be a set of mathematical floating point
operations implemented in kernel mode for speed considerations.

208 The architecture familySecurity Architecture (ADV_ARQ) provides for
requirements and nalysis of the TOE based on properties of domain
separation, selprotection, and nebypassability. These properties relate to
the SFRs in that, if these properties are not present, it will likely lead to the
failure of mechanisms implementing SFRs. Fiorality and design relating
to these propertids notconsidered a part of the continuum described above,
but instead is treated separately due to its fundamentally different nature and
analysis requirements.
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209 The difference in analysis of the implemematof SFRs (SFRenforcing
and SFRsupporting functionality) and the implementation of somewhat
fundamental security properties of the TOE, which include the initialisation,
selfprotection, and ncbypassability concerns, is that the SkRated
functiondity is more or less directly visible and relatively easy to test, while
the abovementioned properties require varying degrees of analysis on a
much broader set of functionality. Further, the depth of analysis for such
properties will vary depending ondldesign of the TOE. Th&eDV families
are constructed to address this by a separate fa®dgufity Architecture
(ADV_ARC)) devoted to analysis of the initialisation, sgtbtection, and
nonbypassability regirements, while the other families are concerned with
analysis of the functionality supporting SFRs.

210 Even in cases where different descriptions are necessary for the multiple
levels of abstraction, it is not absolutely necessary for each and every TSF
representation to be in a separate document. Indeed, it may be the case that a
single document meets the documentation requirements for more than one
TSF representation, since it is the information about each of these TSF
representations that is required hetthan the resulting document structure.

In cases where multiple TSF representations are combined within a single
document, the developer should indicate which portions of the documents
meet which requirements.

211 Three types of specification style are mated by this class: informal,
semiformal and formal. The functional specification and TOE design
documentation are always written in either informal or semiformal style. A
semiformal style reduces the ambiguity in these documents over an informal
presentabn. A formal specification may also be requiiedaddition tothe
semiformal presentation; the value is that a description of the TSF in more
than one way will add increased assurance that the TSF has been completely
and accurately specified.

212 An informd specification is written as prose in natural language. Natural
language is used here as meaning communication in any commonly spoken
tongue (e.g. Spanish, German, French, English, Dutch). An informal
specification is not subject to any notational or ggdeestrictions other than
those required as ordinary conventions for that language (e.g. grammar and
syntax). While no notational restrictions apply, the informal specification is
also required to provide defined meanings for terms that are used iteatcon
other than that accepted by normal usage.
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213 The difference between semiformal and informal documents is only a matter
of formatting or presentation: a semiformal notation includes such things as
an explicit glossary of terms, a standardised presentdtiomat, etc. A
semiformal specification is written to a standard presentation template. The
presentation should use terms consistently if written in a natural language.
The presentation may also use more structured languages/diagrams (e.g.
dataflow diagams, state transition diagrams, ent#jationship diagrams,
data structure diagrams, and process or program structure diagrams).
Whether based on diagrams or natural language, a set of conventions must be
used in the presentation. The glossary expigttentifies the words that are
being used in a precise and constant manner; similarly, the standardised
format implies that extreme care has been taken in methodically preparing
the document in a manner that maximises clarity. It should be noted that
fundamentally different portions of the TSF may have different semiformal
notation conventions and presentation styles (as long as the number of
di fferent dAsemifor mal notationso is
of asemiformal presentation

214 A formal specification is written in a notation based upon ‘@stablished
mathematical concepts, and is typically accompanied by supporting
explanatory (informal) prose. These mathematical concepts are used to
define the syntax and semantics of the notatioth #re proof rules that
support logical reasoning. The syntactic and semantic rules supporting a
formal notation should define how to recognise constructs unambiguously
and determine their meaning. There needs to be evidence that it is impossible
to derive contradictions, and all rules supporting the notation need to be
defined or referenced.

215 Figure 11 shows the families within this class, and the hierarchy of
components within the families.

ADV_ARC: Security Architechure

ADV_FSP: Functional specification

‘ ADV_IMP: Implementation representation
‘ ADV_INT: TSF internals

ADV_SPM: Security policy modelling
e <]

Figure 11 - ADV: Development class decomposition
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Class ADV: Development

Security Architecture (ADV_ARC)

Objectives

The objective of this family is for the developer to provide a description of
the security architecture of the TSF. This will allow analysis of the
information that, when coupled witthe other evidence presented for the
TSF, will confirm the TSF achieves the desired properties. The security
architecture descriptions supports the implicit claim that security analysis of
the TOE can be achieved by examining the TSF; without a sound
archtecture, the entire TOE functionality would have to be examined.

Component levelling
This family contains only one component.
Application notes

The properties of selbrotection, domain separation, and +aypassability

are distinct from security functiolty expressed by Part 2 SFRs because
selfprotection and noibypassability largely have no directly observable
interface at the TSF. Rather, they are properties of the TSF that are achieved
through the design of the TOE and TSF, and enforced by the ftcorrec
implementation of that design.

The approach used in this family is for the developer to design and provide a
TSF that exhibits the abowaentioned properties, and to provide evidence
(in the form of documentation) that explains these properties of tlike TS
This explanation is provided at the same level of detail as the description of
the SFRenforcing elements of the TOE in the TOE design document. The
evaluator has the responsibility for looking at the evidence and, coupled with
other evidence deliveredor the TOE and TSF, determining that the
properties are achieved.

Specification of security functionality implementing the SFRs (in the
Functional specification (ADV_FSRNdTOE design (ADV_TDS)will not
necessarilydescribe mechanisms employed in implementing @eifection

and nonrbypassability (e.g. memory management mechanisms). Therefore,
the material needed to provide the assurance that these requirements are
being achieved is better suited to a presentateparsite from the design
decomposition of the TSF as embodied\DV_FSPandADV_TDS. This is

not to imply that the security architecture description called for by this
component cannot referenc@ make use of the design decomposition
material; but it is likely that much of the detail present in the decomposition
documentation will not be relevant to the argument being provided for the
security architecture description document.

The description farchitectural soundness can be thought of as a developer's
vulnerability analysis, in that it provides the justification for why the TSF is
sound and enforces all of its SFRs. Where the soundness is achieved through
specific security mechanisms, thesel voie tested as part of thBepth
(ATE_DPT) requirements; where the soundness is achieved solely through
the architecture, the behaviour will be tested as part of ANA:
Vulnerability assessmen¢quirements.
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222

223

This family consists of requirements for a security architecture description
that describes the sgifotection, domain separation, nrbypassability
principles, including a description of how these principles are supported by
the parts of the TOE that are used f@HTinitialisation.

Additional information on the security architecture properties of- self
protection, domain separation, and Axypassability can be found in Annex
A.1, ADV_ARC: Supplementary material on security architeesu

ADV_ARC.1 Security architecture description

ADV_ARC.1.1D

ADV_ARC.1.2D

ADV_ARC.1.3D

ADV_ARC.1.1C

ADV_ARC.1.2C

ADV_ARC.1.3C

ADV_ARC.1.4C

ADV_ARC.1.5C

ADV_ARC.1.1E

July 2009

Dependencies: ADV_FSP.1 Basic functional specification
ADV_TDS.1 Basic design

Developer action elements:

The developer shall design and implement the TOE so that the security
features of the TSF cannot be bypassed.

The developer shall design and implementhe TSF so that it is able to
protect itself from tampering by untrusted active entities.

The developer shall provide a security architecture description of the
TSF.

Content and presentation elements:

The security architecture desdption shall be at a level of detall
commensurate with the description of the SFRenforcing abstractions
described in the TOE design document.

The security architecture description shall describe the security domains
maintained by the TSF comsistently with the SFRs.

The security architecture description shall describe how the TSF
initialisation process is secure.

The security architecture description shall demonstrate that the TSF
protects itself from tampering.

The security architecture description shall demonstrate that the TSF
prevents bypass of the SFRenforcing functionality.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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Class ADV: Develpment

Functional specification (ADV_FSP)
Objectives

This family levies requirements upon the functional specification, which
describes the TSF interfaces (TSFIs). The TSFI consists of all means by
which external entities (osubjects in the TOE but outside of the TSF)
supply data to the TSF, receive data from the TSF and invoke services from
the TSF. It doesiot describe how the TSF processes those service requests,
nor does it describe the communication when the TSF invekggess from

its operational environment; this information is addressed by@te design
(ADV_TDS) and Reliance of dependent component (ACO_RHEilies,
respectively.

This family provides assurance directly by aliow the evaluator to
understand how the TSF meets the claimed SFRs. It also provides assurance
indirectly, as input to other assurance families and classes:

- ADV_ARC, where the description of the TSFIs may be used to gain
beter understanding of how the TSF is protected against corruption
(i.e. subversion of seffrotection or domain separation) and/or
bypass;

- ATE, where the description of the TSFlIs is an important input for
both developer and evaltor testing;

- AVA, where the description of the TSFIs is used to search for
vulnerabilities.

Component levelling

The components in this family are levelled on the degree of detail required of
the description of the TSFls, andet degree of formalism required of the
description of the TSFls.

Application notes

Once the TSFIs are determined (s&e.1, Determining the TSFlifor
guidance and examples of determining TSERy are described. At lower

level components, developers focus their documentation (and evaluators
focus their analysis) on the more securilevant aspects of the TOE. Three
categories of TSFIs are defined, based upon the relevance the services
available through them have to the SFRs being claimed:

- If a service available through an interface can be traced to one of the
SFRs levied on the TSF, then that interface is ter8f&denforcing
Note that it is possible that an interface may have variouscesrv
and results, some of which may be Séorcing and some of which
may not.
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- interfaces to (or services available through an interface relating to)
services that SFRnforcing functionality depends upon, but need
only to function correctly in order fahe security policies of the TOE
to be preserved, are term88Rsupporting

- Interfaces to services on which SERforcing functionality has no
dependence are term8&R norinterfering

It should be noted that in order for an interface to be-Skporthg or SFR
nortinterfering it must haveno SFRenforcing services or results. In
contrast, an SFRnforcing interface may have SFERpporting services (for
example, the ability to set the system clock may be an&RF&cing service

of an interface, but ithat same interface is used to display the system date
that service may be only SFRipporting). An example of a purely SFR
supporting interface is a system call interface that is used both by users and
by a portion of the TSF that is running on behalfigérs.

As more information about the TSFIs becomes available, the greater the
assurance that can be gained that the interfaces are correctly
categorised/analysed. The requirements are structured such that, at the lowest
level, the information required foBFR noninterfering interfaces is the
minimum necessary in order for the evaluator to make this determination in
an effective manner. At higher levels, more information becomes available
so that the evaluator has greater confidence in the designation.

The purpose in defining these labels (SERforcing, SFRsupporting, and
SFRnoninterfering) and for levying different requirements upon each (at
the lower assurance components) is to provide a first approximation of where
to focus the analysis and the eviderupon which that analysis is performed.

If the developer's documentation of the TSF interfaces describes all of the
interfaces to the degree specified in the requirements for theeBleiRting
interfaces (that is, if the documentation exceeds the reqeirs), there is no
need for the developer to create new evidence to match the requirements.
Similarly, because the labels are merely a means of differentiating the
interface types within the requirements, there is no need for the developer to
update the vdence solely to label the interfaces as S#forcing, SFR
supporting, and SHRortinterfering. The primary purpose of this labelling is

to allow developers with less mature development methodologies (and
associated artifacts, such as detailed interéangk design documentation) to
provide only the necessary evidence without undue cost.

The last C element of each component within this family provides a direct
correspondence between the SFRs and the functional specification; that is, an
indication of whichinterfaces are used to invoke each of the claimed SFRs.
In the cases where the ST contains such functional requiremeRéesiasial
information protection (FDP_RIPWwhose functionality may not manifest
itself at the TSFls, the functiahspecification and/or the tracing is expected

to identify these SFRs; including them in the functional specification helps to
ensure that they are not lost at lower levels of decomposition, where they
will be relevant.
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12.2.1 Detail about the Interfaces

232 The reqiirements define collections of details about TSFI to be provided. For
the purposes of the requirements, interfaces are specified (in varying degrees
of detail) in terms of their purpose, method of use, parameters, parameter
descriptions, and error message

233 The purposeof an interface is a higlevel description of the general goal of
the interface (e.g. process GUI commands, receive network packets, provide
printer output, etc.)

234 The interface'snethod of usélescribes how the interface is supposed to be
used. This description should be built around the various interactions
available at that interface. For instance, if the interface were a Unix
command shellls, mv and cp would be interactions for that interface. For
each interaction the method of use diss what the interaction does, both
for behaviour seen at the interface (e.g. the programmer calling the API, the
Windows users changing a setting in the registry, etc.) as well as behaviour
at other interfaces (e.g. generating an audit record).

235 Parametes are explicit inputs to and outputs from an interface that control
the behaviour of that interface. For example, parameters are the arguments
supplied to an API; the various fields in a packet for a given network
protocol; the individual key values ineghWindows Registry; the signals
across a set of pins on a chip; the flags that can be set ftg, ttte. The
parameters are Aidentifiedo with a sin

236 A parameter descriptiotells what the parameter is in some meaningful way.
For instance, an acceptable parameter description for inteidage would
be fAparameter i i's an integer that i
l ogged in to the systemo. A descriptic

not an acceptable.

237 The descption of an interface'actionsdescribes what the interface does.
This is more detailed than the purpos
why one might want to use it, the fdac

These actions might be related tee t8SFRs or not. In cases where the
interface's action is not related to SFRs, its description is said to be
summarisedmeaning the description merely makes clear that it is indeed not
SFRrelated.

238 Theerror message descriptiadentifies the condition thajenerated it, what
the message is, and the meaning of any error codes. An error message is
generated by the TSF to signify that a problem or irregularity of some degree
has been encountered. The requirements in this family refer to different kinds
of erra messages:

- a fAdirecto err or-relenens respange thioggh @ s e ¢ L
specific TSFI invocation.

Page88 of 232 Version3.1 July 2009



Class ADV: Development

239
12.2.2

240

241

242

243

244

245

July 2009

- an Aindirectod error cannot be tie
because it results from systemde conditions (e.g. resource
exhaustion, connectiwitinterruptions, etc.). Error messages that are
notsecuritr el evant are also considered

- Aremainingd errors are any other e
referenced within the code. For example, the use of condition
checking code that chkes for conditions that would not logically
occur (e. g. a final Nfel seo after
provide for generating a catell error message; in an operational
TOE, these error messages should never be seen.

An example functional speaftion is provided irA.2.3.
Components of this Family

Increasing assurance through increased completeness and accuracy in the
interface specification is reflected in the documentation required from the
developer asetailed in the various hierarchical components of this family.

At ADV_FSP.1 Basic functional specificatiothe only documentation

required is a characterisation of all TSFIs and a high level description of
SFRenforcing and SFRuppoting TSFIs. To provide some assurance that

the fAi mportanto aspects of the TSF ha
TSFls, the developer is required to provide the purpose and method of use,
parameters for the SF&forcing and SFRupporting TSFIs.

At ADV_FSP.2 Securityenforcing functional specificatigrihe developer is
required to provide the purpose, method of use, parameters, and parameter
descriptions for all TSFIs. Additionally, for the SteRforcing TSFIs the
developer hasot describe the SFBnforcing actions and direct error
messages.

At ADV_FSP.3 Functional specification with complete summattye
developer must now, in addition to the information required¥ FSP.2
provide enough information about the SB&pporting and SHRon
interfering actions to show that they are not S¥Morcing. Further, the
developer must now document all of the direct error messages resulting from
the invocation of SFRenforcing TSFIs.

At ADV_FSP.4 Complete functional specificatjall TSFIs- whether SFR
enforcing, SFRsupporting, SFRorrinterfering - must be described to the
same degree, including all of the direct error messages.

At ADV_FSP.5 Complete senfidrmal functional specification with
additional error informationthe TSFIs descriptions also include error
messages that do not result from an invocation of a TSFI.
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246 At ADV_FSP.6 Complete senrfiormal functional specification with
additional formal specificatignin addition to the information required by
ADV_FSP.5 all remaining error messages are included. The developer must
also provide a formal description of the TSFI. This providesltarnative
view of the TSFI that may expose inconsistencies or incomplete
specification.

ADV_FSP.1 Basic functional specification
Dependencies: No dependencies.
Developer action elements:
ADV_FsP.1.1D The developer shall provide a functional specification.

ADV_Fsp.1.2D The developer shall provide a tracing from the functional specification
to the SFRs.

Content and presentation elements:

ADV_Fsp.1.1c The functional specification shall describe the purpose and method of
use for each SFRenforcing and SFRsupporting TSFI.

ADV_Fsp.1.2c The functional specification shall identify all parameters associated with
each SFRenforcing and SFRsupporting TSFI.

ADV_Fsp.13c  The functional specification shall provide rationale for the implicit
categorisation of interfaces as SFRon-interfering.

ADV_FspP.1.4c The tracing shall demonstrate that the SFRs trace to TSFIs in the
functional specification.

Evaluator action elements:

ADV_FsP.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ADV_FsP.1.2E The evaluator shall determinethat the functional specification is an
accurate and complete instantiatio of the SFRs.

ADV_FSP.2 Security-enforcing functional specification
Dependencies: ADV_TDS.1 Basic design
Developer action elements:

ADV_Fsp.2.1D The developer shall provide a functional specification.

ADV_Fsp.2.2D The developer shall provide a tracing from the functional specification to the
SFRs.
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ADV_FSP.2.1C

ADV_FSP.2.2C

ADV_FSP.2.3C

ADV_FSP.2.4C

ADV_FSP.2.5C

ADV_FSP.2.6C

ADV_FSP.2.1E

ADV_FSP.2.2E

ADV_FSP.3

ADV_FSP.3.1D

ADV_FSP.3.2D

ADV_FSP.3.1C

ADV_FSP.3.2C

ADV_FSP.3.3C

ADV_FSP.3.4C

July 2009

Content and presentation elements:
The functional specification shall completely represent the TSF.

The functional specification shall describe the purpose and method of use for
all TSFI.

The functional specification shall identifgnd describe all parameters
as®ciated with each TSFI.

For each SFR-enforcing TSFI, the functional specification shatlescribe
the SFR-enforcing actionsassociated witlthe TSFI.

For each SFRenforcing TSFI, the functional specification shall describe
direct error messages resulting from processing associated with the
SFR-enforcing actions.

The tracing shall demonstrate that the SFRs trace to TSFIs in the functional
specification.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatoshall determinethat the functional specification is an accurate
and complete instantiation of the SFRs.

Functional specification with complete summary
Dependencies: ADV_TDS.1 Basic design
Developer action elements:

The developer shall provide a functional specification.

The developer shall provide a tracing from the functional specification to the
SFRs.

Content and presentation elements:
The functional specificatioshall completely represent the TSF.

The functional specification shall describe the purpose and method of use for
all TSFI.

The functional specification shall identify and describe all parameters
associated with each TSFI.

For each SFRenforcing TSFI, the functional specification shall describe the
SFRenforcing actions associated with the TSFI.
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ADV_FSP.3.5C

ADV_FSP.3.6C

ADV_FSP.3.7C

ADV_FSP.3.1E

ADV_FSP.3.2E

ADV_FSP.4

ADV_FSP.4.1D

ADV_FSP.4.2D

ADV_FSP.4.1C

ADV_FSP.4.2C

ADV_FSP.4.3C

ADV_FSP.4.4C

ADV_FSP.4.5C

ADV_FSP.4.6C

ADV_FSP.4.1E
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For each SFRenforcing TSFI, the functional specification shall describe
direct error messages resultingnfr®&FR-enforcing actionsand exceptions
associated witimvocation of the TSFI.

The functional specification shall summarise the SFRupporting and
SFR-non-interfering actions associated with each TSFI.

The tracing shall demonsteathat the SFRs trace to TSFIs in the functional
specification.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatoshall determinethat the functional specification is an accurate
and complete instantiation of the SFRs.

Complete functional specification
Dependencies: ADV_TDS.1 Basic design
Developer action elements:

The developer shall provide a functional specification.

The developer shall provide a tracing from the functional specifictditime
SFRs.

Content and presentation elements:

The functional specification shall completely represent the TSF.

The functional specification shall describe the purpose and method of use for

all TSFI.

The functioml specification shall identify and describe all parameters
associated with each TSFI.

The functional specification shadlescribeall actions associated with each
TSFI.

The functional specification shall describe all direct eror messages that
may result from an invocation of each TSFI.

The tracing shall demonstrate that the SFRs trace to TSFIs in the functional
specification.

Evaluator action elements:

The evaluatorshall confirm that the informationprovided meets all
requirements for content and presentation of evidence.
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ADV_FSP.4.2E

ADV_FSP.5

ADV_FSP.5.1D

ADV_FSP.5.2D

ADV_FSP.5.1C

ADV_FSP.5.2C

ADV_FSP.5.3C

ADV_FSP.5.4C

ADV_FSP.5.5C

ADV_FSP.5.6C

ADV_FSP.5.7C

ADV_FSP.5.8C

ADV_FSP.5.9C

ADV_FSP.5.1E

July 2009

The evaluatoshall determinethat the functional specification is an accurate
and complete instantiation of the SFRs.

Complete semi-formal functional specification with additional
error information

Dependencies: ADV_TDS.1 Basic design

ADV_IMP.1 Implementation representation of the
TSF

Developer action elements:
The developer shall provide a functional specification.

The developeshall provide a tracing from the functional specification to the
SFRs.

Content and presentation elements:
The functional specification shall completely represent the TSF.

The functional specification shall describe the TSFI usig a semiformal
style.

The functional specification shall describe the purpose and method of use for
all TSFI.

The functional specification shall identify and describe all parameters
associated with each TSFI.

The functional specification shall describe all actions associated with each
TSFI.

The functional specification shall describe all direct error messages that may
result from an invocation of each TSFI.

The functional specification stall describe all error messages that do not
result from an invocation of a TSFI.

The functional specification shall provide a rationale for each error
message contained in the TSF implementation yet does not result from
an invocation of a TSFL

The tracing shall demonstrate that the SFRs trace to TSFIs in the functional
specification.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentati evidence.

Version3.1 Paged3 of 232



ADV_FSP.5.2E

ADV_FSP.6

ADV_FSP.6.1D

ADV_FSP.6.2D

ADV_FSP.6.3D

ADV_FSP.6.1C
ADV_FSP.6.2C

ADV_FSP.6.3C

ADV_FSP.6.4C

ADV_FSP.6.5C

ADV_FSP.6.6C

ADV_FSP.6.7C

ADV_FSP.6.8C

ADV_FSP.6.9C

ADV_FSP.6.10C
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Class ADV: Development
The evaluatoshall determinethat the functional specification is an accurate
and complete instantiation of the SFRs.

Complete semi-formal functional specification with additional
formal specification

Dependencies: ADV_TDS.1 Basic design

ADV_IMP.1 Implementation representation of the
TSF

Developer action elements:
The developer shall provide a functional specification.

The developer shall provide a formal presentation of the functioal
specification of the TSF.

The developer shall provide a tracing from the functional specification to the
SFRs.

Content and presentation elements:
The functional specification shall completely represent the TSF.
The functional specification shall describe the TSFI usifagraal style.

The functional specification shall describe the purpose and method of use for
all TSFI.

The functional specification shall identify and describe all patars
associated with each TSFI.

The functional specification shall describe all actions associated with each
TSFI.

The functional specification shall describe all direct error messages that may
result from an invocation of ead SFI.

The functional specification shall describe all error messagetained in
the TSF implementation representation.

The functional specification shall provide a rationale for each error message
contained in the TSF impleentationthat is not otherwise describedin the
functional specificationjustifying why it is not associatedwvith a TSFI.

The formal presentation of the functional specification of the TSF shall
describe the TSFI using a formal style, suppodd by informal,
explanatory text where appropriate.

The tracing shall demonstrate that the SFRs trace to TSFls in the functional
specification.
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Evaluator action elements:

ADV_Fsp.6.1E The evaluatorshall confirm that the information providedneets all
requirements for content and presentation of evidence.

ADV_Fsp.6.2E The evaluatoshall determinethat the functional specification is an accurate
and complete instantiation of the SFRs.
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12.3 Implementation representation (ADV_IMP)
Objectives
247 Thefunction of thelmplementation representation (ADV_IMRB)mily is for

the developer to make available the implementation representation (and, at
higher levels, the implementation itself) of the TOE in a form that can be
analysed by thewvaluator. The implementation representation is used in
analysis activities for other families (analysing the TOE design, for instance)
to demonstrate that the TOE conforms its design and to provide a basis for
analysis in other areas of the evaluation.(dhe search for vulnerabilities).

The implementation representation is expected to be in a form that captures
the detailed internal workings of the TSF. This may be software source code,
firmware source code, hardware diagrams and/or IC hardware design
language code or layout data.

Component levelling

248 The components in this family are levelled on the amount of implementation
that is mapped to the TOE design description.

Application notes

249 Source code or hardware diagrams and/or IC hardware design larnguaiege
or layout data that are used to build the actual hardware are examples of parts
of an implementation representation. It is important to note that while the
implementation representation must be made available to the evaluator, this
does not imply thathe evaluator needs to possess that representation. For
instance, the developer may require that the evaluator review the
implementation representation at a site of the developer's choosing.

250 The entire implementation representation is made available stareetthat
analysis activities are not curtailed due to lack of information. This does not,
however, imply that all of the representation is examined when the analysis
activities are being performed. This is likely impractical in almost all cases,
in addition to the fact that it most likely will not result in a higlaessurance
TOE vs. targeted sampling of the implementation representation. The
implementation representation is made available to allow analysis of other
TOE design decompositions (e.g., funnabspecification, TOE design), and
to gain confidence that the security functionality described at a higher level
in the design actually appear to be implemented in the TOE. Conventions in
some forms of the implementation representation may make itudliffoc
impossible to determine from just the implementation representation itself
what the actual result of the compilation or 4time interpretation will be.

For example, compiler directives for C language compilers will cause the
compiler to exclude ainclude entire portions of the code. For this reason, it

i's important that such fAextrao i nfor ma
etc.) be provided so that the implementation representation can be accurately
determined.
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251 The purpose of the mappingtiveen the implementation representation and
the TOE design description is to aid the evaluator's analysis. The internal
workings of the TOE may be better understood when the TOE design is
analysed with corresponding portions of the implementation repet®en
The mapping serves as an index into the implementation representation. At
the lower component, only a subset of the implementation representation is
mapped to the TOE design description. Because of the uncertainty of which
portions of the implemeation representation will need such a mapping, the
developer may choose either to map the entire implementation representation
beforehand, or to wait to see which portions of the implementation
representation the evaluator requires to be mapped.

252 The implenentation representation is manipulated by the developer in a form
that is suitable for transformation to the actual implementation. For instance,
the developer may work with files containing source code, which is
eventually compiled to become part of th&F The developer makes
available the implementation representation in the form used by the
developer, so that the evaluator may use automated techniques in the
analysis. This also increases the confidence that the implementation
representation examinedastually the one used in the production of the TSF
(as opposed to the case where it is supplied in an alternate presentation
format, such as a word processor document). It should be noted that other
forms of the implementation representation may also bed uby the
developer; these forms are supplied as well. The overall goal is to supply the
evaluator with the information that will maximise the effectiveness of the
evaluator's analysis efforts.

253 Some forms of the implementation representation may reqdiéianal
information because they introduce significant barriers to understanding and
anal ysi s. Examples include fAshroudedo
been obfuscated in other ways such that it prevents understanding and/or
analysis. These forms implementation representation typically result from
the TOE developer taking a version of the implementation representation and
running a shrouding or obfuscation program on it. While the shrouded
representation is what is compiled and may be clos#retamplementation
(in terms of structure) than the original, -sinrouded representation,
supplying such obfuscated code may cause significantly more time to be
spent in analysis tasks involving the representation. When such forms of
representation are @atd, the components require details on the shrouding
tools/algorithms used so that the-siirouded representation can be supplied,
and the additional information can be used to gain confidence that the
shrouding process does not compromise any secuntyifunality.
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ADV_IMP.1

ADV_IMP.1.1D

ADV_IMP.1.2D

ADV_IMP.1.1C

ADV_IMP.1.2C

ADV_IMP.1.3C

ADV_IMP.1.1E

Class ADV: Development

Implementation representation of the TSF

Dependencies: ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools

Developer action elements:

The developer shall make available the implementation representation
for the entire TSF.

The developer shall provide a mapping btween the TOE design
description and the sample of the implementation representation.

Content and presentation elements:

The implementation representation shall define the TSF to a level of
detail such that the TSF can be generated without fther design
decisions.

The implementation representation shall be in the form used by the
development personnel.

The mapping between the TOE design description and the sample of the
implementation representation shall demonstrateheir correspondence.

Evaluator action elements:

The evaluator shall confirm that, for the selected sample of the
implementation representation, the information provided meets all
requirements for content and presentation of evidence.
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ADV_IMP.2

ADV_IMP.2.1D

ADV_IMP.2.2D

ADV_IMP.2.1C

ADV_IMP.2.2C

ADV_IMP.2.3C

ADV_IMP.2.1E

July 2009

Complete mapping of the implementation representation of the
TSF

Dependencies: ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools
ALC_CMC.5 Advanced support

Developer action elements:

The developer shall make available implementation representation for the
entire TSF.

The developer shall provide a mapping between the TOE design description
and theentire implementation representation.

Content and presentation elements:

The implementation repsentation shall define the TSF to a level of detalil
such that the TSF can be generated without further design decisions.

The implementation representation shall be in the form used by the
development personnel.

The mapping betwan the TOE design description and tlemtire
implementation representation shall demonstrate their correspondence.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and peatation of evidence.
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12.4 TSF internals (ADV_INT)
Objectives
254 This family addresses the assessment of the internal structure of the TSF. A

TSF whose internals are waliructured is easier to implement and less likely
to contain flaws that could lead to vehabilities; it is also easier to maintain
without the introduction of flaws.

Component levelling

255 The components in this family are levelled on the basis of the amount of
structure and minimisation of complexity requiredDV_INT.1 Well-
structured subset of TSF interngkaces requirements for wedtructured
internals on only selected parts of the TSF. This component is not included
in an EAL because this component is viewed for use in special circumstances
(e.g., the sponsor has aesfic concern regarding a cryptographic module,
which is isolated from the rest of the TSF) and would not be widely
applicable.

256 At the next level, the requirements for wsituctured internals are placed on
the entire TSF. Finally, minimisation of compiy is introduced in the
highest component.

Application notes

257 These requirements, when applied to the internal structure of the TSF,
typically result in improvements that aid both the developer and the evaluator
in understanding the TSF, and also provitie basis for designing and
evaluating test suites. Further, improving understandability of the TSF
should assist the developer in simplifying its maintainability.

258 The requirements in this family are presented at a fairly abstract level. The
wide variety & TOEs makes it impossible to codify anything more specific
t han -sitweulclt ur eddo or Ami ni mum compl exit
and complexity are expected to be derived from the specific technologies
used in the TOE. For example, software is likelyb® considered well
structured if it exhibits the characteristics cited in the software engineering
disciplines. The components within this family call for identifying the
standards for measuring the characteristic of being-strelttured and not
overly-complex.
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ADV_INT.1

259

260

261

262

ADV_INT.1.1D

ADV_INT.1.2D

July 2009

Well-structured subset of TSF internals

Dependencies: ADV_IMP.1 Implementation representation of the
TSF
ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools

Objectives

The objective of this component is to provide a means for requiring specific
portions of the TSF to beeill-structured. The intent is that the entire TSF
has been designed and implemented using sound engineering principles, but
the analysis is performed upon only a specific subset.

Application notes

This component requires the PP or ST author to fill inssigament with the
subset of the TSF. This subset may be identified in terms of the internals of
the TSF at any layer of abstraction. For example:

a) the structural elements of the TSF as identified in the TOE design
(e. g. AThe devel olmentthe duditilsubsysdeens i g n
suchthatithaswed t r uct ured internals. 0)

b) the i mplementation (e.g. AThe deve
the encrypt.c and decrypt.c filesuch that it has weBtructured
i nternals. 0 or AThe peementhe 6287€I€C s hal
chipsuchthatithasweb t r uct ured i nternals. 0)

It is likely this would not be readily accomplished by referencing the claimed
SFRs (e. g. AThe devel opheportientofahe TSFde si g
that provide anonymity as deéd in FPR_ANO.2such that it has well
structured internals. 0) because this
analysis.

This component has limited value and would be suitable in cases where
potentiallymalicious users/dyects have limited or strictly controlled access

to the TSFIs or where there is another means of protection (e.g., domain
separation) that ensures the chosen subset of the TSF cannot be adversely
affected by the rest of the TSF (e.g., the cryptograpmctionality, which is
isolated from the rest of the TSF, is wsliuctured).

Developer action elements:

The developer shall design and implement [assignmensubset of the
TSF] such that it has weltstructured internals.

The devdoper shall provide an internals description and justification.
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ADV_INT.1.1C

ADV_INT.1.2C

ADV_INT.1.1E

ADV_INT.1.2E

ADV_INT.2

263

264

ADV_INT.2.1D

ADV_INT.2.2D

ADV_INT.2.1C

ADV_INT.2.2C

Class ADV: Development

Content and presentation elements:

The justification shall explain the characteristics used to judge the
meani ng -sotfr uicweu rle d o .

The TSF internals description $all demonstrate that the assigned subset
of the TSF is wellstructured.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evduator shall performan internals analysis on the assigned subset
of the TSF.

Well-structured internals

Dependencies: ADV_IMP.1 Implementation representation of the
TSF
ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools

Objectives

The objective of this component is to provide a means for requiring the TSF
to be weltstructured. The intent is that the entire TSF has been designed and
implemented using sound engineering principles.

Application notes

Judgements on the adequacy of the structure are expected to be derived from
the specific technologies used inetiTOE. This component calls for
identifying the standards for measuring the characteristic of being well
structured.

Developer action elements:

The developer shall design and implement éhére TSF such that it has
well-structured internals.

The developer shall provide an internals description and justification.
Content and presentation elements:

The justification shaltlescribethe characteristics used to judge the meaning
of fswterldct ur edo.

The TSF internals description shall demonstrate thaetitee TSF is welt
structured.

Pagel02of 232 Version3.1 July 2009



Class ADV: Development

ADV_INT.2.1E

ADV_INT. 2.2E

ADV_INT.3

265

266

ADV_INT.3.1D

ADV_INT.3.2D

ADV_INT.3.1C

ADV_INT.3.2C

ADV_INT.3.1E

ADV_INT.3.2E

July 2009

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatoshall performan internals analysis on the TSF.
Minimally complex internals

Dependencies: ADV_IMP.1 Implementation representation of the
TSF
ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools

Objectives

The objective of this component is to provide a means for requiring the TSF
to bewell-structured and of minimal complexity. The intent is that the entire
TSF has been designed and implemented using sound engineering principles.

Application notes

Judgements on the adequacy of the structure and complexity are expected to
be derived fronthe specific technologies used in the TOE. This component
calls for identifying the standards for measuring the structure and
complexity.

Developer action elements:

The developer shall design and implement the entire TSF such that it has
well-structured internals.

The developer shall provide an internals description and justification.
Content and presentation elements:

The justification shall describe the characteristics used to judge the meaning
of fAsweturedandi comp !l ex 0.

The TSF internals description shall demonstrate that the entire TSF is well
structuredand is not overly complex.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatoshall performan internals analysis on tleatire TSF.
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12.5

267

268

269

270

271

Class ADV: Development

Security policy modelling (ADV_SPM)
Objectives

It is the objective of this family to provide additional assurance ftioen
development of a formaecurity policy modedf the TSF, and establishing a
correspondence between the functional specification and this security policy
model. Preserving internal consistency the security policy model is expected
to formally establik the security principles from its characteristics by means
of a mathematical proof.

Component levelling
This family contains only one component.
Application notes

Inadequacies in a TOE can result either from a failure in understanding the
security requirments or from a flawed implementation of those security
requirements. Defining the security requirements adequately to ensure their
understanding may be problematic because the definition must be
sufficiently precise to prevent undesired results or sufifle's during
implementation of the TOE. Throughout the design, implementation, and
review processes, the modelled security requirements may be used as precise
design and implementation guidance, thereby providing increased assurance
that the modelled sedty requirements are satisfied by the TOE. The
precision of the model and resulting guidance is significantly improved by
casting the model in a formal language and verifying the security
requirements by formal proof.

The creation of a formal security poji model helps to identify and
eliminate ambiguous, inconsistent, contradictory, or unenforceable security
policy elements. Once the TOE has been built, the formal model serves the
evaluation effort by contributing to the evaluator's judgement of how well
the developer has understood the security functionality being implemented
and whether there are inconsistencies between the security requirements and
the TOE design. The confidence in the model is accompanied by a proof that
it contains no inconsistencies.

A formal security model is a precise formal presentation of the important
aspects of security and their relationship to the behaviour of the TOE; it
identifies the set of rules and practises that regulates how the TSF manages,
protects, and otherwise cools the system resources. The model includes
the set of restrictions and properties that specify how information and
computing resources are prevented from being used to violate the SFRs,
accompanied by a persuasive set of engineering arguments showaing th
these restrictions and properties play a key role in the enforcement of the
SFRs. It consists both of the formalisms that express the security
functionality, as well as ancillary text to explain the model and to provide it
with context. The security bakiour of the TSF is modelled both in terms of
external behaviour (i.e. how the TSF interacts with the rest of the TOE and
with its operational environment), as well as its internal behaviour.
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272 The Security Policy Model of the TOE is informally abstracteshf its
realisation by considering the proposed security requirements of the ST. The
informal abstraction is taken to be successful if the TOE's principles (also
termed Ainvariantso) turn out to be
purpose of formal mabds lies within the enhancement of the rigour of
enforcement. Informal arguments are always prone to fallacies; especially if
relationships among subjects, objects and operations get more and more
involved. In order to minimise the risk of insecure statévals the rules and
characteristics of the security policy model are mapped to respective
properties and features within some formal system, whose rigour and
strength can afterwards be used to obtain the security properties by means of
theorems and forai proof.

273 While the term Afor mal security polic
the CC's approach has no fixed defini
whatever SFRs are being claimed. Therefore, the formal security policy
model is merely a formakpresentation of the set of SFRs being claimed.

274 The termsecurity policyhas traditionally been associated with only access
control policies, whether lab&lased (mandatory access control) or user
based (discretionary access control). However, a secpaligy is not
limited to access control; there are also audit policies, identification policies,
authentication policies, encryption policies, management policies, and any
other security policies that are enforced by the TOE, as described in the
PP/ST.Abv_sPm.1.1D contains an assignment for identifying these policies
that are formally modelled.
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ADV_SPM.1 Formal TOE security policy model

ADV_SPM.1.1D

ADV_SPM.1.2D

ADV_SPM.1.3D

ADV_SPM.1.4D

ADV_SPM.1.1C

ADV_SPM.1.2C

ADV_SPM.1.3C

ADV_SPM.1.4C

ADV_SPM.1.1E

Dependencies: ADV_FSP.4 Complete functional specification
Developer action elements:

The developer shall provide a formal security policy model for the
[assignment:list of policies that are formdy modelled.

For each policy covered by the formal security policy model, the model
shall identify the relevant portions of the statement of SFRs that make
up that policy.

The developer shall provide a formal proof of correspondece between
the model and any formal functional specification.

The developer shall provide a demonstration of correspondence between
the model and the functional specification.

Content and presentation elements:

The model shall bein a formal style, supported by explanatory text as
required, and identify the security policies of the TSF that are modelled.

For all policies that are modelled, the model shall define security for the
TOE and provide a formal proof that the TOE cannot reach a state that
is not secure.

The correspondence between the model and the functional specification
shall be at the correct level of formality.

The correspondence shall show that the functional specification is
consistent and complete with respect to the model.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

Pagel060of 232 Version3.1 July 2009



Class ADV: Development

12.6 TOE design (ADV_TDS)
Objectives
275 The design dscription of a TOE provides both context for a description of

the TSF, and a thorough description of the TSF. As assurance needs increase,
the level of detail provided in the description also increases. As the size and
complexity of the TSF increase, mple levels of decomposition are
appropriate. The design requirements are intended to provide information
(commensurate with the given assurance level) so that a determination can be
made that the security functional requirements are realised.

Component levelling

276 The components in this family are levelled on the basis of the amount of
information that is required to be presented with respect to the TSF, and on
the degree of formalism required of the design description.

Application notes

277 The goal of design atumentation is to provide sufficient information to
determine the TSF boundary, and to deschbe the TSF implements the
Security Functional Requirements. The amount and structure of the design
documentation will depend on the complexity of the TOE thechumber of
SFRs; in general, a very complex TOE with a large humber of SFRs will
require more design documentation than a very simple TOE implementing
only a few SFRs. Very complex TOEs will benefit (in terms of the assurance
provided) from the produan of differing levels of decomposition in
describing the design, while very simple TOEs do not require bothliéwgh
and lowlevel descriptions of its implementation.

278 This family uses two levels of decomposition: subsysterand themodule

A module B the most specific description of functionality: it is a description
of the implementation. A developer should be able to implement the part of
the TOE described by the module with no further design decisions. A
subsystem is a description of the desigrthef TOE; it helps to provide a
high-level description of what a portion of the TOE is doing and how. As
such, a subsystem may be further divided into leereel subsystems, or
into modules. Very complex TOEs might require several levels of
subsystems imorder to adequately convey a useful description of how the
TOE works. Very simple TOEs, in contrast, might not require a subsystem
level of description; the module might clearly describe how the TOE works.

279 The general approach adopted for design documentgt that, as the level
of assurance increases, the emphasis of description shifts from the general
(subsystem level) to more (module level) detail. In cases where a module
level of abstraction is appropriate because the TOE is simple enough to be
descrbed at the module level, yet the level of assurance calls for a subsystem
level of description, the modulevel description alone will suffice. For
complex TOEs, however, this is not the case: an enormous amount of
(modulelevel) detail would be incomprehsible without an accompanying
subsystem level of description.
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280 This approach follows the general paradigm that providing additional detail
about the implementation of the TSF will result in greater assurance that the
SFRs are implemented correctly, and\pde information that can be used to
demonstrate this in testingTE: Tests.

281 In the requirements for this family, the temterfaceis used as the means of
communication (between two subsystems or modules). It describes how the
communicéion is invoked; this is similar to the details of TSFI (see
Functional specification (ADV_FSP) The terminteraction is used to
identify the purpose for communication; it identifies why two subsystems or
modules are communicating.

12.6.1 Detail about the Subsystems and Modules

282 The requirements define collections of details about subsystems and modules
to be provided:

a) The subsystems and modules igentifiedwith a simple list of what
they are.

b) Subsystems and modules may dstegorised(eitha implicitly or
explicitl-gnfoasi AGBMRp off I K M gnon or A
i nterferingo,; these terms are use
Functional specification (ADV_FSP)

$
C

C) A subsystem'®ehaviouris what it does. The behaviour malgo be
categorised as SFénforcing, SFRsupporting, or SFRon
interfering. The behaviour of the subsystem is never categorised as
more SFRrelevant than the category of the subsystem itself. For
example, an SFRnforcing subsystem can have Sé&Rorcing
behaviour as well as SFsupporting or SFRioninterfering
behaviour.

d) A behaviour summargf a subsystem is an overview of the actions it
performs (e.g. AThe TCP subsystem
reliable byte streamso).

e) A behaviour descriptionof a subsystem is an explanation of
everything it does. This description should be at a level of detail that
one can readily determine whether the behaviour has any relevance to
the enforcement of the SFRs.

f) A description of interactionsamong or between subsgsis or
modules identifies the reason that subsystems or modules
communicate, and characterises the information that is passed. It need
not define the information to the same level of detail as an interface
specification. For example, it would be sufficienb s ay MfAsubsys
X requests a block of memory from the memory manager, which
responds with the location of the allocated memory.
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s)) A description of interfacesprovides the details of how the
interactions among modules are achieved. Rather than desdhibing
reason the modules are communicating or the purpose of their
communication (that is, the description of interactions), the
description of interfaces describes the details of how that
communication is accomplished, in terms of the structure and
contents of the messages, semaphores, internal process
communications, etc.

h) The purposedescribes how a module provides their functionality. It
provides sufficient detail that no further design decisions are needed.
The correspondence between the implementagpnesentation that
implements the module, and the purpose of the module should be
readily apparent.

i) A module is otherwisdescribedn terms of whatever is identified in
the element.

Subsystems and -emofdoat esngandetiSEdRar e a
in greater detail iA.4, ADV_TDS: Subsystems and Modules

ADV_TDS.1 Basic design

Dependencies: ADV_FSP.2 Securityenforcing functional
specification

Developer action elements:
ADV_TDs.1.1D The developer shall provide the design of the TOE.

ADV_TDS.1.2D The developer shall provide a mapping from the TSFI of the functional
specification to the lowest level of dcomposition available in the TOE
design.

Content and presentation elements:

ADV_TDS.1.1Cc The design shall describe the structure of the TOE in terms of
subsystems.

ADV_TDs.1.2c The design shall identify all subsystems of the TSF.

ADV_TDs.1.3Cc The design &all describe the behaviour of each SFRupporting or SFR-
non-interfering TSF subsystem in sufficient detail to determine that it is
not SFR-enforcing.

ADV_TDS.1.4Cc The design shall summarise the SFRnforcing behaviour of the SFR
enforcing subsystems.

ADV_TDs.1.5C The design shall provide a description of the interactions among SFR
enforcing subsystems of the TSF, and between the SfeRforcing
subsystems of the TSF and other subsystems of the TSF.
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ADV_TDS.1.6C

ADV_TDS.1.1E

ADV_TDS.1.2E

ADV_TDS.2

ADV_TDS.2.1D

ADV_TDS.2.2D

ADV_TDS.2.1C

ADV_TDS.2.2C

ADV_TDS.2.3C

ADV_TDS.2.4C

ADV_TDS.2.5C

ADV_TDS.2.6C

ADV_TDS.2.7C

ADV_TDS.2.8C

ADV_TDS.2.1E

Pagel100f 232

Class ADV: Development
The mapping shall demonstrate that all TSFIs tace to the behaviour
described in the TOE design that they invoke.
Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluata shall determinethat the design is an accurate and
complete instantiation of all security functional requirements.

Architectural design

Dependencies: ADV_FSP.3 Functional specification with complete

summary
Developer action elements:
The developer shall provide the design of the TOE.

The developer shall provide a mapping from the TSFI of the functional
gpecification to the lowest level of decomposition available in the TOE
design.

Content and presentation elements:
The design shall describe the structure of the TOE in terms of subsystems.
The design shall identify all subsystewf the TSF.

The design shall describe the behaviour of each SFR namterfering
subsystem of the TSF in detail sufficient to determine that it is SFR nen
interfering.

The design shalldescribe the SFRenforcing behaviour of theSFR
enforcing subsystems.

The design shall summarise t8€R-supporting and SFR-non-interfering
behaviour of the SFHenforcing subsystems.

The design shall
subsystems.

summarise the behaviour of tBER-supporting

The design shall provide a description of the interactions among all
subsystems of the TSF.

The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.

Evaluator action elements:
The evaluatorshall confirm that the information provided meets all

requirements for content and presentation of evidence.
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Class ADV: Development

ADV_TDS.2.2E

ADV_TDS.3

ADV_TDS.3.1D

ADV_TDS.3.2D

ADV_TDS.3.1C
ADV_TDS.3.2C
ADV_TDS.3.3C
ADV_TDS.3.4C

ADV_TDS.3.5C

ADV_TDS.3.6C

ADV_TDS.3.7C

ADV_TDS.3.8C

ADV_TDS.3.9C

ADV_TDS.3.10C

ADV_TDS.3.1E

ADV_TDS.3.2E

July 2009

The evaluatosshall determinethat the design is an accurate and complete
instantiation of all security functionaéquirements.

Basic modular design
Dependencies: ADV_FSP.4 Complete functional specification
Developer action elements:

The developer shall provide the design of the TOE.

The developer shall provide a mapping from the TSFI of the functional
specification to the lowest level of decomposition available in the TOE
design.

Content and presentation elements:

The design shall describe the structure of the TOE in terms of subsystems.
The design shall describe the TSF in terms of modules.

The design shall identify all subsystems of the TSF.

The design shaprovide a description of eachsubsystemof the TSF.

The design shall provide a description of the interactions among all
subsystems of the TSF.

The design shall provide a mapping from the subsystems of the TSF to
the modules of he TSF.

The design shall describe ea8fR-enforcing module in terms of its
purposeand relationship with other modules.

The design shall describe each SFBnforcing module in terms of its
SFR-related interfaces, return values fom those interfaces, interaction
with other modules and called SFRrelated interfaces to other SFR
enforcing modules.

The design shall describe ea8frR-supporting or SFR-non-interfering
module in terms of its purpose and interaction with other modules.

The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatosshall determinethat the design is an accurate and complete
instantiation of all security functional requirements.
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ADV_TDS.4

ADV_TDS.4.1D

ADV_TDS.4.2D

ADV_TDS.4.1C

ADV_TDS.4.2C

ADV_TDS.4.3C

ADV_TDS.4.4C

ADV_TDS.4.5C

ADV_TDS.4.6C

ADV_TDS.4.7C

ADV_TDS.4.8C

ADV_TDS.4.9C

ADV_TDS.4.10C

ADV_TDS.4.1E

ADV_TDS.4.2E
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Class ADV: Development

Semiformal modular design

Dependencies: ADV_FSP.5 Complete senformal functional

specification with additional error information
Developer action elements:
The developeshall provide the design of the TOE.

The developer shall provide a mapping from the TSFI of the functional
specification to the lowest level of decomposition available in the TOE
design.

Content and presentation elements:
The aesign shall describe the structure of the TOE in terms of subsystems.

The design shall describe the TSF in terms of moddesignating each
module as SFR-enforcing, SFR-supporting, or SFR-non-interfering.

The design shall ideifly all subsystems of the TSF.

The design shall provide semiformal description of each subsystem of the
TSF,supported by informal, explanatory text where appropriate.

The design shall provide a description of the interasti@mong all
subsystems of the TSF.

The design shall provide a mapping from the subsystems of the TSF to the
modules of the TSF.

The design shall describe each Séitorcingand SFR-supporting module
in terms of its purpose andlationship with other modules.

The design shall describe each Séitorcingand SFR-supporting module

in terms of its SFRelated interfaces, return values from those interfaces,
interaction with other modules and called Siegfated interfaes to other
SFRenforcingor SFR-supporting modules.

The design shall describe each Skdtrinterfering module in terms of its
purpose and interaction with other modules.

The mapping shall demonstrate that all TSFIs trace & kbhaviour
described in the TOE design that they invoke.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatosshall determinethat the design is an accurate and complete
instantiation of all security functional requirements.
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ADV_TDS.5 Complete semiformal modular design

ADV_TDS.5.1D

ADV_TDS.5.2D

ADV_TDS.5.1C

ADV_TDS.5.2C

ADV_TDS.5.3C

ADV_TDS.5.4C

ADV_TDS.5.5C

ADV_TDS.5.6C

ADV_TDS.5.7C

ADV_TDS.5.8C

ADV_TDS.5.1E

ADV_TDS.5.2E

July 2009

Dependencies: ADV_FSP.5 Complete senformal functional

specification with additional error information
Developer action elements:
The developer shall provide the design of the TOE.

The developer shall provide a mapping from the TSFI of the functional
specification to the lowest level of decomposition available in the TOE
design.

Content and presentation elements:
The design shall describe the structure of the TOE in tefrmigbsystems.

The design shall describe the TSF in terms of modules, designating each
module as SFRnforcing, SFRsupporting, or SFRiorinterfering.

The design shall identify all subsystems of the TSF.

The desig shall provide a semiformal description of each subsystem of the
TSF, supported by informal, explanatory text where appropriate.

The design shall provide a description of the interactions among all
subsystems of the TSF.

The deign shall provide a mapping from the subsystems of the TSF to the
modules of the TSF.

The design shajprovide a semiformal description of each module in terms
of its purpose, interaction, interfaces, return values from those interfaces,
andcalled interfaces to other modulssipported by informal, explanatory
text where appropriate.

The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatosshall determinethat the design is an accurate and complete
instantiation of all security fundnal requirements.
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ADV_TDS.6

ADV_TDS.6.1D

ADV_TDS.6.2D

ADV_TDS.6.3D

ADV_TDS.6.4D

ADV_TDS.6.1C

ADV_TDS.6.2C

ADV_TDS.6.3C

ADV_TDS.6.4C

ADV_TDS.6.5C

ADV_TDS.6.6C

ADV_TDS.6.7C

ADV_TDS.6.8C

ADV_TDS.6.9C
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Class ADV: Development

Complete semiformal modular design with formal high-level
design presentation

Dependencies: ADV_FSP.6 Complete senrfiormal functional

specification with additional formal specification
Developer action elements:
The developer shall provedthe design of the TOE.

The developer shall provide a mapping from the TSFI of the functional
specification to the lowest level of decomposition available in the TOE
design.

The developer shall provide a formal specification ofthe TSF
subsystems.

The developer shall provide a proof of correspondence between the
formal specifications of the TSF subsystems and of the functional
specification.

Content and presentation elements:
The design shall describleet structure of the TOE in terms of subsystems.

The design shall describe the TSF in terms of modules, designating each
module as SFRnforcing, SFRsupporting, or SFRiorrinterfering.

The design shall identify all subsystemslod TSF.

The design shall provide a semiformal description of each subsystem of the
TSF, supported by informal, explanatory text where appropriate.

The design shall provide a description of the interactions among all
subsystemsf the TSF.

The design shall provide a mapping from the subsystems of the TSF to the
modules of the TSF.

The design shalllescribe each module irsemiformal style in terms of its
purpose, interaction, interfaces, return valdesn those interfaces, and
called interfaces to other modules, supported by informal, explanatory text
where appropriate.

The formal specification of the TSF subsystems shall describe the TSF
using a formal style, supported by informal, explaatory text where
appropriate.

The mapping shall demonstrate that all TSFIs trace to the behaviour
described in the TOE design that they invoke.
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ADV_TDS.6.10Cc The proof of correspondence between the formal specifications of the
TSF subsystemsand of the functional specification shall demonstrate
that all behaviour described in the TOE design is a correct and complete
refinement of the TSFI that invoked it.

Evaluator action elements:

ADV_TDS.6.1E The evaluatorshall confirm that the informationprovided meets all
requirements for content and presentation of evidence.

ADV_TDS.6.2E The evaluatoshall determinethat the design is an accurate and complete
instantiation of all security functional requirements.
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Class AGD: Guidance documents

Class AGD: Guidance documents

The gudance documents class provides the requirements for guidance
documentation for all user roles. For the secure preparation and operation of
the TOE it is necessary to describe all relevant aspects for the secure
handling of the TOE. The class also addresisespossibility of unintended
incorrect configuration or handling of the TOE.

In many cases it may be appropriate that guidance is provided in separate
documents for preparation and operation of the TOE, or even separate for
different user roles as enders, administrators, application programmers
using software or hardware interfaces, etc.

The guidance documents class is subdivided into two families which are
concerned with the preparative user guidance (what has to be done to
transform the delivered TOENto its evaluated configuration in the
operational environment as described in the ST) and with the operational
user guidance (what has to be done during the operation of the TOE in its
evaluated configuration).

Figure 12 shows the failies within this class, and the hierarchy of
components within the families.

AGD _ OPE: Operational user guidance 1

AGD PRE: Preparative procedures 1

Figure 12 - AGD: Guidance documents class decomposition
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Class AGD: Guidance documents

13.1

287

288

289

290

291

292

July 2009

Operational user guidance (AGD_OPE)
Objectives

Operational user guidance refers to written eriat that is intended to be
used by all types of users of the TOE in its evaluated configuration: end
users, persons responsible for maintaining and administering the TOE in a
correct manner for maximum security, and by others (e.g. programmers)
using theTOE's external interfaces. Operational user guidance describes the
security functionality provided by the TSF, provides instructions and
guidelines (including warnings), helps to understand the TSF and includes
the securitycritical information, and theesurity-critical actions required, for

its secure use. Misleading and unreasonable guidance should be absent from
the guidance documentation, and secure procedures for all modes of
operation should be addressed. Insecure states should be easy to detect.

The operational user guidance provides a measure of confidence that non
malicious users, administrators, application providers and others exercising
the external interfaces of the TOE will understand the secure operation of the
TOE and will use it as intendeThe evaluation of the user guidance includes
investigating whether the TOE can be used in a manner that is insecure but
that the user of the TOE would reasonably believe to be secure. The
objective is to minimise the risk of human or other errors irraimn that

may deactivate, disable, or fail to activate security functionality, resulting in
an undetected insecure state.

Component levelling
This family contains only one component.
Application notes

There may be different user roles or groups thatecegnised by the TOE

and that can interact with the TSF. These user roles and groups should be
taken into consideration by the operational user guidance. They may be
roughly grouped into administrators and reministrative users, or more
specifically gouped into persons responsible for receiving, accepting,
installing and maintaining the TOE, application programmers, revisors,
auditors, dailymanagement, endsers. Each role can encompass an
extensive set of capabilities, or can be a single one.

The regiirementacb_OPE.1.1C encompasses the aspect that any warnings to
the users during operation of a TOE with regard to the security problem
definition and the security objectives for the operational environment
described in the PP/SAre appropriately covered in the user guidance.

The concept of secure values, as employedcim oPE.1.3C, has relevance
where a user has control over security parameters. Guidance needs to be
provided on secure and insecure seffifay such parameters.
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Class AGD: Guidance documents

AGD_OPE.1.4C requires that the user guidance describes the appropriate
reactions to all securityelevant events. Although many secuigjevant
events are the result of performing functions, this need mayal be the
case (e.g. the audit log fills up, an intrusion is detected). Furthermore, a
securityrelevant event may happen as a result of a specific chain of
functions or, conversely, several securigjevant events may be triggered by
one function.

AGD_OPE.1.7C requires that the user guidance is clear and reasonable.
Misleading or unreasonable guidance may result in a user of the TOE
believing that the TOE is secure when it is not.

An example of misleading guidance would be thecdgtion of a single
guidance instruction that could be parsed in more than one way, one of
which may result in an insecure state.

An example of unreasonable guidance would be a recommendation to follow
a procedure that is so complicated that it canreaeably be expected that
users will follow this guidance.
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AGD_OPE.1 Operational user guidance

AGD_OPE.1.1D

AGD_OPE.1.1C

AGD_OPE.1.2C

AGD_OPE.1.3C

AGD_OPE.1.4C

AGD_OPE.1.5C

AGD_OPE.1.6C

AGD_OPE.1.7C

AGD_OPE.1.1E

July 2009

Dependencies: ADV_FSP.1 Basic functional specification
Developer action elements:

The developer shall provide operational user guidance.
Content and presentation elements:

The operational user guidance shall describe, for each user role, the
user-accessible funabns and privileges that should be controlled in a
secure processing environment, including appropriate warnings.

The operational user guidance shall describe, for each user role, how to
use the available interfaces provided by the TOE in a sare manner.

The operational user guidance shall describe, for each user role, the
available functions and interfaces, in particular all security parameters
under the control of the user, indicating secure values as appropriate.

The operational user guidance shall, for each user role, clearly present
each type of securityrelevant event relative to the usesaccessible
functions that need to be performed, including changing the security
characteristics of entities under the controbf the TSF.

The operational user guidance shall identify all possible modes of
operation of the TOE (including operation following failure or
operational error), their consequences and implications for maintaining
secure operation.

The operational user guidance shall, for each user role, describe the
security measures to be followed in order to fulfil the security objectives
for the operational environment as described in the ST.

The operational user guidance shall belear and reasonable.
Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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298

299

300

301

302

303

Class AGD: Guidance documents

Preparative procedures (AGD_PRE)
Objectives

Preparative procedures areseful for ensuring that the TOE has been
received and installed in a secure manner as intended by the developer. The
requirements for preparation call for a secure transition from the delivered
TOE to its initial operational environment. This includewvestigating
whether the TOE can be configured or installed in a manner that is insecure
but that the user of the TOE would reasonably believe to be secure.

Component levelling
This family contains only one component.
Application notes

It is recognised thathe application of these requirements will vary
depending on aspects such as whether the TOE is delivered in an operational
state, or whether it has to be installed at the TOE owner's site, etc.

The first process covered by the preparative procedurdsisdnsumer's
secure acceptance of the received TOE in accordance with the developer's
delivery procedures. If the developer has not defined delivery procedures,
security of the acceptance has to be ensured otherwise.

Installation of the TOE includes tréonsming its operational environment
into a state that conforms to the security objectives for the operational
environment provided in the ST.

It might also be the case that no installation is necessary, for example a smart
card. In this case it may be imappriate to require and analyse installation
procedures.

The requirements in this assurance family are presented separately from
those in theOperational user guidance (AGD_OPfmily, due to the
infrequent, possibly ornBme use of te preparative procedures.
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Class AGD: Guidance documents

AGD_PRE.1 Preparative procedures

AGD_PRE.1.1D

AGD_PRE.1.1C

AGD_PRE.12C

AGD_PRE.1.1E

AGD_PRE.1.2E

July 2009

Dependencies: No dependencies.
Developer action elements:

The developer shall provide the TOE inclding its preparative
procedures.

Content and presentation elements:

The preparative procedures shall describe all the steps necessary for
secure acceptance of the delivered TOE in accordance with the
developer's delivery procedures.

The preparative procedures shall describe all the steps necessary for
secure installation of the TOE and for the secure preparation of the
operational environment in accordance with the security objectives for
the operational environment as described ithe ST.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall apply the preparative procedures to confirm that tie
TOE can be prepared securely for operation.

Version3.1 Pagel21of 232



14

304

305

306

307

308

Class ALC: Life-cycle support

Class ALC: Life-cycle support

Life-cycle support is an aspect of establishing discipline and control in the
processes of refinement of the TOE during its development and maintenance.
Confidence in the correspdence between the TOE security requirements
and the TOE is greater if security analysis and the production of the evidence
are done on a regular basis as an integral part of the development and
maintenance activities.

In the product lifecycle it is distiguished whether the TOE is under the
responsibility of the developer or the user rather than whether it is located in
the development or user environment. The point of transition is the moment
where the TOE is handed over to the user. This is also thegidnansition

from theALC to theAGD class.

The ALC class consists of seven familiesfe-cycle definition (ALC_LCD)

is the highlevel description of ta TOE lifecycle; CM capabilities
(ALC_CMC) a more detailed description of the management of the
configuration items.CM scope (ALC_CMS)requires a minimum set of
configuration items to be managed in the defined \R&yelopment security
(ALC_DVS) is concerned with the developer's physical, procedural,
personnel, and other security measufiesls and techniques (ALC_TAT)
with the development tools and implementation standards bgethe
developer; Flaw remediation (ALC_FLR)with the handling of security
flaws. Delivery (ALC_DEL) defines the procedures used for the delivery of
the TOE to the consumer. Delivery processes occurring during the
devdopment of the TOE are denoted rather as transportations, and are
handled in the context of integration and acceptance procedures in other
families of this class.

Throughout this class, development and related terms (developer, develop)
are meant in the me general sense to comprise developmant
production whereas production specifically means the process of
transforming the implementation representation into the final TOE.

Figure 13 shows the families within this class, and the dnehny of
components within the families.
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Class ALC: Life-cycle support

ALC_CMC: CM capabilities 1 2 3 4 5
ALC CMS: CM scope 1 2 3 4 5
ALC DEL: Delivery 1
ALC DVS: Development security 1 2
ALC_FLR: Flaw remediation 1 2 3
ALC LCD: Life-cycle definition 1 2
ALC TAT: Tools and techniques 1 2 3

Figure 13- ALC: Life -cycle support class decomposition
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Class ALC: Life-cycle support

CM capabilities (ALC_CMC)
Objectives

Configuration management (CM) is one means for increasing assurance that
the TOE meets th&FRs. CM establishes this by requiring discipline and
control in the processes of refinement and modification of the TOE and the
related information. CM systems are put in place to ensure the integrity of
the portions of the TOE that they control, by pdivg a method of tracking

any changes, and by ensuring that all changes are authorised.

The objective of this family is to require the developer's CM system to have
certain capabilities. These are meant to reduce the likelihood that accidental
or unauthosed modifications of the configuration items will occur. The CM
system should ensure the integrity of the TOE from the early design stages
through all subsequent maintenance efforts.

The objective of introducing automated CM tools is to increase the
effediveness of the CM system. While both automated and manual CM
systems can be bypassed, ignored, or proven insufficient to prevent
unauthorised modification, automated systems are less susceptible to human
error or negligence.

The objectives of this familyclude the following:

a) ensuring that the TOE is correct and complete before it is sent to the
consumer;

b) ensuring that no configuration items are missed during evaluation;

C) preventing unauthorised modification, addition, or deletion of TOE
configuration fems.

Component levelling

The components in this family are levelled on the basis of the CM system
capabilities, the scope of the CM documentation and the evidence provided
by the developer.

Application notes

While it is desired that CM be applied frometearly design stages and
continue into the future, this family requires that CM be in place and in use
prior to the end of the evaluation.

In the case where the TOE is a subset of a product, the requirements of this
family apply only to the TOE configuian items, not to the product as a
whole.

For developers that have separate CM systems for differemtylife phases

(for example development, production and/or the final product), it is required
to document all of them. For evaluation purposes, thersep&M systems
should be regarded as parts of an overall CM system which is addressed in
the criteria.
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317 Similarly, if parts of the TOE are produced by different developers or at
different sites, the CM systems being in use at the different places should be
regarded as parts of an overall CM system which is addressed in the criteria.
In this situation, integration aspects have also to be taken into account.

318 Several elements of this family refer to configuration items. These elements
identify CM requirementso be imposed on all items identified in the
configuration list, but leave the contents of the list to the discretion of the
developerCM scope (ALC_CMSXxan be used to narrow this discretion by
identifying specific items that must beciuded in the configuration list, and
hence covered by CM.

319 ALC_cMc.2.3C introduces a requirement that the CM system uniquely identify
all configuration items. This also requires that modifications to configuration
items result in anew, unique identifier being assigned to the configuration
item.

320 ALC_cMmc.3.8C introduces the requirement that the evidence shall demonstrate
that the CM system operates in accordance with the CM plan. Examples of
such evidence migtbe documentation such as screen snapshots or audit trail
output from the CM system, or a detailed demonstration of the CM system
by the developer. The evaluator is responsible for determining that this
evidence is sufficient to show that the CM systererafes in accordance
with the CM plan.

321 ALC_cMmc.4.5C introduces a requirement that the CM system provide an
automated means to support the production of the TOE. This requires that the
CM system provide an automated means to assistetermining that the
correct configuration items are used in generating the TOE.

322 ALC_cMmc.5.10C introduces a requirement that the CM system provide an
automated means to ascertain the changes between the TOE and its
preceding vetisn. If no previous version of the TOE exists, the developer
still needs to provide an automated means to ascertain the changes between
the TOE and a future version of the TOE.
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ALC_CMC.1 Labelling of the TOE
Dependencies: ALC_CMS.1 TOE CM coverage
Objectives

323 A unique reference is required to ensure that there is no ambiguity in terms
of which instance of the TOE is being evaluated. LabetlegTOE with its
reference ensures that users of the TOE can be aware of which instance of
the TOE they are using.

Developer action elements:

ALc_cMmc.1.1D The developer shall provide the TOE and a reference for the TOE.
Content and presentation elements:

ALc_cmc.1.1c The TOE shall be labelled with its unique reference.
Evaluator action elements:

ALC_cMmc.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_CMC.2 Use of a CM system
Dependencies: ALC_CMS.1 TOE CM coverage
Objectives

324 A unique reference is required to ensure that there is no ambiguity in terms
of which insaince of the TOE is being evaluated. Labelling the TOE with its
reference ensures that users of the TOE can be aware of which instance of
the TOE they are using.

325 Unique identification of the configuration items leads to a clearer
understanding of the comptien of the TOE, which in turn helps to
determine those items which are subject to the evaluation requirements for
the TOE.

326 The use of a CM system increases assurance that the configuration items are
maintained in a controlled manner.

Developer action elements:
ALc_cMmc.2.1D The developer shall provide the TOE and a reference for the TOE.
ALc_cmc.2.2D The developer shall provide the CM documentation.

ALc_cmc.2.3D The developer shall use a CM system.
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ALC_CMC.2.1C

ALC_CMC.2.2C

ALC_CMC.2.3C

ALC_CMC.2.1E

Content and presentation elements:

The TOE &all be labelled with its unique reference.

The CM documentation shall describe the method used to uniquely

identify the configuration items.

The CM system shall uniquely identify all configuration items.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_CMC.3 Authorisation controls

327

328

329

330

ALC_CMC.3.1D
ALC_CMC.3.2D

ALC_CMC.3.3D

ALC_CMC.3.1C

ALC_CMC.3.2C

July 2009

Dependencies: ALC_CMS.1 TOE CM coverage

ALC_DVS.1 Identification of security measures
ALC _LCD.1 Developer defined lifeycle model

Objectives

A unique reference is required ensure that there is no ambiguity in terms
of which instance of the TOE is being evaluated. Labelling the TOE with its

reference ensures that users of the TOE can be aware of which instance of

the TOE they are using.

Unique identification of the configation items

determine those items which are subject to the evaluation requirements for

the TOE.

leads to a clearer
understanding of the composition of the TOE, which in turn helps to

The use of a CM system increases assurance that the configuratioaréems

maintained in a controlled manner.

Providing controls to ensure that unauthorised modifications are not made to

the TOE (ACM access control o),
the CM system, helps to maintain the integrity of the TOE.

Developer action elements:

The developer shall provide the TOE and a reference for the TOE.

The developer shall provide the CM documentation.
The developer shall use a CM system.
Content and presentation elements:

The TOE shall be labelled with its unique reference.

The CM documentation shall describe the method used to uniquely identify

the configuration items.
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ALc_cmc.3.3¢ The CM system shall uniquely identify all configuration items.

ALC_cMmc.3.4C The CM system shall provide measures such that only authorised
changes are made to the configuration items.

ALC_cMc.3.5¢c The CM documentation shall include a CM plan.

ALc_cmc.36Cc The CM plan shall describe how the CM system is used for the
develgpment of the TOE.

ALc_cMmc.3.7¢c The evidence shall demonstrate that all configuration items are being
maintained under the CM system.

ALCc_cMmc.3.8C The evidence shall demonstrate that the CM system is being operated in
accordance with the CM plan.

Evaluator action elements:

ALCc_cmc.3.1E The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_CMC.4 Production support, acceptance procedures and automation

Dependencies: ALC_CMS.1 TOE CM coverage
ALC_DVS.1 Identification of security measures
ALC_LCD.1 Developer defined lifeycle model

Objectives

331 A unique reference is required to ensure that there is no ambiguity in terms
of which instance of the TOE is being evaluated. Labelling the TOE with its
reference ensurgbat users of the TOE can be aware of which instance of
the TOE they are using.

332 Unique identification of the configuration items leads to a clearer
understanding of the composition of the TOE, which in turn helps to
determine those items which are subjecthe evaluation requirements for
the TOE.

333 The use of a CM system increases assurance that the configuration items are
maintained in a controlled manner.

334 Providing controls to ensure that unauthorised modifications are not made to
t he TOE (ACGM oalcoc)e,ssancdonensuring proper
the CM system, helps to maintain the integrity of the TOE.

335 The purpose of the acceptance procedures is to ensure that the parts of the
TOE are of adequate quality and to confirm that any creation officadatin
of configuration items is authorised. Acceptance procedures are an essential
element in integration processes and in thedjfele management of the
TOE.
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336

337

ALC_CM C.4.1D

ALC_CMC.4.2D

ALC_CMC.4.3D

ALC_CMC.4.1C

ALC_CMC.4.2C

ALC_CMC.4.3C

ALC_CMC.4.4C

ALC_CMC.4.5C

ALC_CMC.4.6C

ALC_CMC.4.7C

ALC_CMC.4.8C

ALC_CMC.4.9C

In development environments where the configuration items are complex, it
is difficult to cantrol changes without the support of automated tools. In
particular, these automated tools need to be able to support the numerous
changes that occur during development and ensure that those changes are
authorised. It is an objective of this component tesuee that the
configuration items are controlled through automated means. If the TOE is
developed by multiple developers, i.e. integration has to take place, the use
of automatic tools is adequate.

Production support procedures help to ensure that treragem of the TOE

from a managed set of configuration items is correctly performed in an
authorised manner, particularly in the case when different developers are
involved and integration processes have to be carried out.

Developer action elements:

The developer shall provide the TOE and a reference for the TOE.
The developer shall provide the CM documentation.

The developer shall use a CM system.

Content and presentation elements:

The TOE shall be ladled with its unique reference.

The CM documentation shall describe the method used to uniquely identify
the configuration items.

The CM system shall uniquely identify all configuration items.

The CM system shafirovideautomated measures such that only authorised
changes are made to the configuration items.

The CM system shall support the production of the TOE by automated
means.

The CM documentation shall include a CM plan.

The CM plan shall describe how the CM system is used for the development
of the TOE.

The CM plan shall describe the procedures used to accept modified or
newly created configuration items as part of the TOE.

The evidence shaldemonstrate that all configuration items are being
maintained under the CM system.

ALC_cMmc.4.10c The evidence shall demonstrate that the CM system is being operated in
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accordance with the CM plan.
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Evaluator action elements:

ALC_cMc.4.1E The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_CMC.5 Advanced support

Dependencies: ALC_CMS.1 TOE CM coverage
ALC_DVS.2 Sufficiency of security measures
ALC_LCD.1 Developer defined litfeycle model

Objectives

338 A unique reference is required to ensure that there is no ambiguity in terms
of which instance of the TOE is being evaluated. Labelling the TOE with its
reference ensures that users of the TOE can be aware of which instance of
the TOE they are using.

339 Unique identification of the configuration items leads to a clearer
understanding of theomposition of the TOE, which in turn helps to
determine those items which are subject to the evaluation requirements for
the TOE.

340 The use of a CM system increases assurance that the configuration items are
maintained in a controlled manner.

341 Providing corrols to ensure that unauthorised modifications are not made to
the TOE (ACM access control o), and ens
the CM system, helps to maintain the integrity of the TOE.

342 The purpose of the acceptance procedures is to enstrineéhparts of the
TOE are of adequate quality and to confirm that any creation or modification
of configuration items is authorised. Acceptance procedures are an essential
element in integration processes and in thedyiele management of the
TOE.

343 In development environments where the configuration items are complex, it
is difficult to control changes without the support of automated tools. In
particular, these automated tools need to be able to support the numerous
changes that occur during developmant ensure that those changes are
authorised. It is an objective of this component to ensure that the
configuration items are controlled through automated means. If the TOE is
developed by multiple developers, i.e. integration has to take place, the use
of automatic tools is adequate.

344 Production support procedures help to ensure that the generation of the TOE
from a managed set of configuration items is correctly performed in an
authorised manner, particularly in the case when different developers are
involved and integration processes have to be carried out.
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345

346

ALC_CMC.5.1D

ALC_CMC.5.2D

ALC_CMC.5.3D

ALC_CMC.5.1C

ALC_CMC.5.2C

ALC_CMC.5.3C

ALC_CMC.5.4C

ALC_CMC.5.5C

ALC_CMC.5.6C

ALC_CMC.5.7C

ALC_CMC.5.8C

ALC_CMC.5.9C

Requiring that the CM system be able to identify the version of the
implementation representation from which the TOE is generated helps to
ensure that the integrity of this material is preserved byap@opriate
technical, physical and procedural safeguards.

Providing an automated means of ascertaining changes between versions of
the TOE and identifying which configuration items are affected by
modifications to other configuration items assists iredrining the impact

of the changes between successive versions of the TOE. This in turn can
provide valuable information in determining whether changes to the TOE
result in all configuration items being consistent with one another.

Developer action elements:

The developer shall provide the TOE and a reference for the TOE.
The developer shall provide the CM documentation.

The developer shall use a CM system.

Content and presentation elements:

The TOE shkbe labelled with its unique reference.

The CM documentation shall describe the method used to uniquely identify
the configuration items.

The CM documentation shall justify that the acceptance procedures
provide for an adequae and appropriate review of changes to all
configuration items.

The CM system shall uniquely identify all configuration items.

The CM system shall provide automated measures such that only authorised
changes are made to the cguafiation items.

The CM system shall support the production of the TOE by automated
means.

The CM system shall ensure that the person responsible for accepting a
configuration item into CM is not the person who developed it.

The CM system shall identify the configuration items that comprise the
TSF.

The CM system shall support the audit of all changes to the TOE by
automated means, including the originator, date, and time in the audit
trail.

ALc_cmc.s.10c The CM system shall provide an automated means to identify all other
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configuration items that are affected by the change of a given
configuration item.
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ALc_cmcs.11c The CM system shall be able to identify the version of the
implementation representationfrom which the TOE is generated.
ALC_cmc.5.12¢ The CM documentation shall include a CM plan.

ALC_cMc.5.13¢c The CM plan shall describe how the CM system is used for the development
of the TOE.

ALC_cMc.5.14c The CM plan shall describe the procedures useattept modified or newly
created configuration items as part of the TOE.

ALC_cMc.5.15¢c The evidence shall demonstrate that all configuration items are being
maintained under the CM system.

ALc_cmc.s.16C The evidence shall demonstrate that the CM systelmeing operated in
accordance with the CM plan.

Evaluator action elements:

ALc_cmcs.1E The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALc_cmc 5.2 The evaluator shall determne that the application of the production
support procedures results in a TOE as provided by the developer for
testing activities.
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14.2

347

348

349

CM scope (ALC_CMYS)
Objectives

The objective of this family is to identify items to be included as
configuration items and hee placed under the CM requirementsGil
capabilities (ALC_CMC) Applying configuration management to these
additional items provides additional assurance that the integrity of TOE is
maintained.

Component levelling

The components inhts family are levelled on the basis of which of the
following are required to be included as configuration items: the TOE and
the evaluation evidence required by the SARs; the parts of the TOE; the
implementation representation; security flaws; and deveémt tools and
related information.

Application notes

While CM scope (ALC_CMS)mandates a list of configuration items and
that each item on this list be under C&M capabilities (ALC_CMC)eaves

the contents of theonfiguration list to the discretion of the developéM
scope (ALC_CMSharrows this discretion by identifying items that must be
included in the configuration list, and hence come under the CM
requirements o€M capabilities (ALC_CMC)

ALC_CMS.1 TOE CM coverage

350

351

Dependencies: No dependencies.
Objectives

A CM system can control changes only to those items that have been placed
under CM (i.e., the coiguration items identified in the configuration list).
Placing the TOE itself and the evaluation evidence required by the other
SARs in the ST under CM provides assurance that they have been modified
in a controlled manner with proper authorisations.

Application notes

ALC_cms.1.1c introduces the requirement that the TOE itself and the
evaluation evidence required by the other SARs in the ST be included in the
configuration list and hence be subject to the CM requirementShbf
capabilities (ALC_CMC)

Developer action elements:

ALc_cms.1.1D The developer shall provide a configuration list for the TOE.
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Content and presentation elements:

ALC_cMms.1.1c The configuration list shall include the following: the TOE itself; and the

ALC_CMS.1.2C

ALC_CMS.1.1E

evaluation evidence required by the SARs.
The configuration list shall uniquely identify the configuration items.
Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_CMS.2 Parts of the TOE CM coverage

352

353

354

ALC_CMS.2.1D

ALC_CMS.2.1C

ALC_CMS.2.2C

ALC_CMS.2.3C

Dependencies: No dependencies.
Objectives

A CM system can control changes ondythose items that have been placed
under CM (i.e., the configuration items identified in the configuration list).
Placing the TOE itself, the parts that comprise the TOE, and the evaluation
evidence required by the other SARs under CM provides assutaidbdy

have been modified in a controlled manner with proper authorisations.

Application notes

ALC_cwms.2.1c introduces the requirement that the parts that comprise the TOE
(all parts that are delivered to the consumer, for examgidware parts or
executable files) be included in the configuration list and hence be subject to
the CM requirements cEM capabilities (ALC_CMC)

ALC_cwms.2.3c introduces the requirement that the configuratishihdicate
the developer of each TSF relevant
does not refer to a person, but to the organisation responsible for the
development of the item.

Developer action elements:
The developer shall provide a capration list for the TOE.
Content and presentation elements:

The configuration list shall include the following: the TOE itself; the
evaluation evidence required by the SARisd the parts that comprisethe
TOE.

The configurabn list shall uniquely identify the configuration items.

For each TSF relevant configuration item, the configuration list shall
indicate the developer of the item.
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ALC_CMS.2.1E

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_CMS.3 Implementation representation CM coverage

355

356

ALC_CMS.3.1D

ALC_CMS.3.1C

ALC_CMS.3.2C

ALC_CMS.3.3C

ALC_CMS.3.1E
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Dependencies: No dependencies.
Objectives

A CM system can control changes only to those items that have been placed
under CM (i.e., the configuration items identified in the configuration list).
Placing the TOE itself, the parts that comprise the T@te TOE
implementation representation and the evaluation evidence required by the
other SARs under CM provides assurance that they have been modified in a
controlled manner with proper authorisations.

Application notes

ALC_cms.3.1c introduces the requirement that the TOE implementation
representation be included in the list of configuration items and hence be
subject to the CM requirements©M capabilities (ALC_CMC)

Developer action elements:
The ceveloper shall provide a configuration list for the TOE.
Content and presentation elements:

The configuration list shall include the following: the TOE itself; the
evaluation evidence required by the SARs; the parts that comprise the TOE;
and the implementation representation.

The configuration list shall uniquely identify the configuration items.

For each TSF relevant configuration item, the configuration list shall indicate
the developer of the item.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ALC_CMS.4 Problem tracking CM coverage

357

358

359

ALC_CMS.4.1D

ALC_CMS.4.1C

ALC_CMS.4.2C

ALC_CMS.4.3C

ALC_CMS.4.1E

Dependencies: No dependencies.
Objectives

A CM system can control changes only to those items that have been placed
under CM (i.e., the configuration items identified in the configuration list).
Placing the TOE itself, the apts that comprise the TOE, the TOE
implementation representation and the evaluation evidence required by the
other SARs under CM provides assurance that they have been modified in a
controlled manner with proper authorisations.

Placing security flaws undeCM ensures that security flaw reports are not
lost or forgotten, and allows a developer to track security flaws to their
resolution.

Application notes

ALC_cMms.4.1c introduces the requirement that security flaws be included in
the configuration list and hence be subject to the CM requiremen@Vof
capabilities (ALC_CMC) This requires that information regarding previous
security flaws and their resolution be maintained, as well as details regarding
current secuty flaws.

Developer action elements:
The developer shall provide a configuration list for the TOE.
Content and presentation elements:

The configuration list shall include the following: the TOE itself; the
evaluation evidence raged by the SARs; the parts that comprise the TOE;
the implementation representatiorgand security flaw reports and
resolution status.

The configuration list shall uniquely identify the configuration items.

For each TSF relevaconfiguration item, the configuration list shall indicate
the developer of the item.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ALC_CMS.5 Development tools CM coverage

360

361

362

363

ALC_CMS.5.1D

ALC_CMS.5.1C

ALC_CMS.5.2C

ALC_CMS.5.3C

ALC_CMS.5.1E
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Dependencies: No dependencies.
Objectives

A CM system can control changes only to those items that have been placed
underCM (i.e., the configuration items identified in the configuration list).
Placing the TOE itself, the parts that comprise the TOE, the TOE
implementation representation and the evaluation evidence required by the
other SARs under CM provides assurance tiway have been modified in a
controlled manner with proper authorisations.

Placing security flaws under CM ensures that security flaw reports are not
lost or forgotten, and allows a developer to track security flaws to their
resolution.

Development tools lpy an important role in ensuring the production of a
quality version of the TOE. Therefore, it is important to control
modifications to these tools.

Application notes

ALC_cMms.s.1c introduces the requirement that development toots ather
related information be included in the list of configuration items and hence
be subject to the CM requirements GM capabilities (ALC_CMC)
Examples of development tools are programming languages and compilers.
Information peraining to TOE generation items (such as compiler options,
generation options, and build options) is an example of information relating
to development tools.

Developer action elements:
The developer shall provide a configuration list for theeETO
Content and presentation elements:

The configuration list shall include the following: the TOE itself; the
evaluation evidence required by the SARs; the parts that comprise the TOE;
the implementation representation; security flaw repeansl resolution
status;and developmenttools and related information.

The configuration list shall uniquely identify the configuration items.

For each TSF relevant configuration item, the configuration list shall indicate
the developer of the item.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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364

365

366

367

368

369

370

Class ALC: Life-cycle support

Delivery (ALC_DEL)
Objectives

The concern of this family is the seeuransfer of the finished TOE from the
development environment into the responsibility of the user.

The requirements for delivery call for system control and distribution
facilities and procedures that detail the measures necessary to provide
assurance #t the security of the TOE is maintained during distribution of
the TOE to the user. For a valid distribution of the TOE, the procedures used
for the distribution of the TOE address the objectives identified in the PP/ST
relating to the security of the TGduring delivery.

Component levelling

This family contains only one component. An increasing level of protection
is established by requiring commensurability of the delivery procedures with
the assumed attack potential in the familyulnerability analysis
(AVA_VAN).

Application notes

Transportations from subcontractors to the developer or between different
development sites are not considered here, but in the farelelopment
security (ALC_DVS)

The end of the delivgrphase is marked by the transfer of the TOE into the
responsibility of the user. This does not necessarily coincide with the arrival
of the TOE at the user's location.

The delivery procedures should consider, if applicable, issues such as:

a) ensuring thatthe TOE received by the consumer corresponds
precisely to the evaluated version of the TOE;

b) avoiding or detecting any tampering with the actual version of the
TOE;

C) preventing submission of a false version of the TOE;

d) avoiding unwanted knowledge of distion of the TOE to the
consumer: there might be cases where potential attackers should not
know when and how it is delivered,

e) avoiding or detecting the TOE being intercepted during delivery; and
f) avoiding the TOE being delayed or stopped during didiob.

The delivery procedures should include the recipient's actions implied by
these issues. The consistent description of these implied actions is examined
in thePreparative procedures (AGD_PRB&inily, if present.
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ALC_DEL.1 Delivery procedures
Dependencies: No dependencies.
Developer action elements:

ALC_DEL.1.1D The developer shall document and provide procedures for delivery of
the TOE or parts of it to the consumer.

ALC_DEL.1.2D The developer shall use the delivery procedures.
Content and presentation elements:

ALc_DEL.1.1c The delivery documentation shall describe all procedures that are
necessary to maintain security when distributing versions of the OE to
the consumer.

Evaluator action elements:

ALC_DEL.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

July 2009 Version3.1 Pagel39of 232



Class ALC: Life-cycle support

14.4 Development security (ALC_DVS)
Objectives
371 Development security is conced with physical, procedural, personnel, and

other security measures that may be used in the development environment to
protect the TOE and its parts. It includes the physical security of the
development location and any procedures used to select deesiogtaff.

Component levelling

372 The components in this family are levelled on the basis of whether
justification of the sufficiency of the security measures is required.

Application notes

373 This family deals with measures to remove or reduce threats exatihg
developer's site.

374 The evaluator should visit the site(s) in order to assess evidence for
development security. This may include sites of subcontractors involved in
the TOE development and production. Any decision not to visit shall be
agreed with tha evaluation authority.

375 Although development security deals with the maintenance of the TOE and
hence with aspects becoming relevant after the completion of the evaluation,
the Development security (ALC_DVSjequirements specify only thahe
development security measures be in place at the time of evaluation.
Furthermore, Development security (ALC_DVSyYoes not contain any
requirements related to the sponsor's intention to apply the development
security measures in tifigture, after completion of the evaluation.

376 It is recognised that confidentiality may not always be an issue for the
protection of the TOE in its development environment. The use of the word
Ainecessaryo allows for the selection o

ALC DVS.1 Identification of security measures
Dependencies: No dependencies.
Developer action elements:

ALC_DvS.1.1D The developer shall produce ad provide development security
documentation.

Content and presentation elements:

ALc_pvs.1.1c The development security documentation shall describe all the physical,
procedural, personnel, and other security measures that are necessary to
protect the conifdentiality and integrity of the TOE design and
implementation in its development environment.
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ALC_DVS.1.1E

ALC_DVS.1.2E

ALC_DVS.2

ALC_DVS.2.1D

ALC_DVS.2.1C

ALC_DVS.2.2C

ALC_DVS.2.1E

ALC_DVS.2.2E

July 2009

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence

The evaluator shall confirm that the security measures are being
applied.

Sufficiency of security measures
Dependencies: No dependencies.
Developer action elements:

The developer shall produce and provide development security
documentation.

Content and presentation elements:

The development security documentation shall describe all the physical,
procedual, personnel, and other security measures that are necessary to
protect the confidentiality and integrity of the TOE design and
implementation in its development environment.

The development security documentation shall justify that the secity
measures provide the necessary level of protection to maintain the
confidentiality and integrity of the TOE.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presgion of evidence.

The evaluatoshall confirm that the security measures are being applied.
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14.5 Flaw remediation (ALC_FLR)
Objectives
377 Flaw remediation requires that discovered security flaws be tracked and

corrected by the developer. Althdugfuture compliance with flaw
remediation procedures cannot be determined at the time of the TOE
evaluation, it is possible to evaluate the policies and procedures that a
developer has in place to track and correct flaws, and to distribute the flaw
information and corrections.

Component levelling

378 The components in this family are levelled on the basis of the increasing
extent in scope of the flaw remediation procedures and the rigour of the flaw
remediation policies.

Application notes

379 This family provides ssurance that the TOE will be maintained and
supported in the future, requiring the TOE developer to track and correct
flaws in the TOE. Additionally, requirements are included for the
distribution of flaw corrections. However, this family does not impose
evaluation requirements beyond the current evaluation.

380 The TOE user is considered to be the focal point in the user organisation that
is responsible for receiving and implementing fixes to security flaws. This is
not necessarily an individual user, but mdge an organisational
representative who is responsible for the handling of security flaws. The use
of the term TOE user recognises that different organisations have different
procedures for handling flaw reporting, which may be done either by an
individud user, or by a central administrative body.

381 The flaw remediation procedures should describe the methods for dealing
with all types of flaws encountered. These flaws may be reported by the
developer, by users of the TOE, or by other parties with famyliaiith the
TOE. Some flaws may not be reparable immediately. There may be some
occasions where a flaw cannot be fixed and other (e.g. procedural) measures
must be taken. The documentation provided should cover the procedures for
providing the operationalites with fixes, and providing information on
flaws where fixes are delayed (and what to do in the interim) or when fixes
are not possible.

382 Changes applied to a TOE after its release render it unevaluated; although
some information from the original evatiem may still apply. The phrase
Arel ease of the TOEO wused in this fam
product that is a release of a certified TOE, to which changes have been
applied.
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ALC_FLR.1 Basic flaw remediation
Dependencies: No dependencies.
Developer action elements:

ALC_FLR.1.1D The developer shall document and provide flaw remediation procedures
addressed to TOE developers.

Content and presentation elements:

ALC_FLR.1.1C The flaw remediation procedures documentation shall describe the
procedures used to track all reported security flaws in each release of
the TOE.

ALC_FLR.1.2c The flaw remediation procedures shall require that a description of the
nature and dfect of each security flaw be provided, as well as the status
of finding a correction to that flaw.

ALC_FLR.1.3Cc The flaw remediation procedures shall require that corrective actions be
identified for each of the security flaws.

ALC_FLR.1.4C The flaw remediation procedures documentation shall describe the
methods used to provide flaw information, corrections and guidance on
corrective actions to TOE users.

Evaluator action elements:

ALC_FLR.1.1IE The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ALC_FLR.2 Flaw reporting procedures

Dependencies: No dependencies.
Objectives
383 In order for the developdo be able to act appropriately upon security flaw

reports from TOE users, and to know to whom to send corrective fixes, TOE
users need to understand how to submit security flaw reports to the
developer. Flaw remediation guidance from the developer td @te user
ensures that TOE users are aware of this important information.

Developer action elements:

ALC_FLR.2.1D The developer shall document and provide flaw remediation procedures
addressed to TOE developers.

ALC_FLR.2.2D The developer shall establista procedure for accepting and acting upon
all reports of security flaws and requests for corrections to those flaws.
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ALC_FLR.2.3D

ALC_FLR.2.1C

ALC_FLR.2.2C

ALC_FLR.2.3C

ALC_FLR.2.4C

ALC_FLR.2.5C

ALC_FLR.2.6C

ALC_FLR.2.7C

ALC_FLR.2.8C

ALC_FLR.2.1E

Class ALC: Life-cycle support

The developer shall provide flaw remediation guidance addressed to
TOE users.

Content and presentation elements:

The flaw remediation procedures documentation shall describe the
procedures used to track all reported security flaws in each release of the
TOE.

The flaw remediation procedures shall require that a description of the nature
and effect of edtsecurity flaw be provided, as well as the status of finding a
correction to that flaw.

The flaw remediation procedures shall require that corrective actions be
identified for each of the security flaws.

The flaw remediation mcedures documentation shall describe the methods
used to provide flaw information, corrections and guidance on corrective
actions to TOE users.

The flaw remediation procedures shall describe a means by which the
developer receives from TOE sgers reports and enquiries of suspected
security flaws in the TOE.

The procedures for processing reported security flaws shall ensure that
any reported flaws are remediated and the remediation procedures
issued to TOE users.

The procedures for processing reported security flaws shall provide
safeguards that any corrections to these security flaws do not introduce
any new flaws.

The flaw remediation guidance shall describe a means by which TOE
users report to the develper any suspected security flaws in the TOE.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ALC_FLR.3 Systematic flaw remediation

384

ALC_FLR.3.1D

ALC_FLR.3.2D

ALC_FLR.3.3D

ALC_FLR.3.1C

ALC_FLR.3.2C

ALC_FLR.3.3C

ALC_FLR.3.4C

ALC_FLR.3.5C

ALC_FLR.3.6C
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Dependencies: No dependencies.
Objectives

In order for the developer to be able to act appropriately upon security flaw
reports from TOE users, and to know to whom talseorrective fixes, TOE
users need to understand how to submit security flaw reports to the
developer, and how to register themselves with the developer so that they
may receive these corrective fixes. Flaw remediation guidance from the
developer to the TE user ensures that TOE users are aware of this
important information.

Developer action elements:

The developer shall document and provide flaw remediation procedures
addressed to TOE developers.

The developer shall establish eopedure for accepting and acting upon all
reports of security flaws and requests for corrections to those flaws.

The developer shall provide flaw remediation guidance addressed to TOE
users.

Content and presentation elements:

The flaw remediation procedures documentation shall describe the
procedures used to track all reported security flaws in each release of the
TOE.

The flaw remediation procedures shall require that a description of the nature
and effect of eackecurity flaw be provided, as well as the status of finding a
correction to that flaw.

The flaw remediation procedures shall require that corrective actions be
identified for each of the security flaws.

The flaw remediation peedures documentation shall describe the methods
used to provide flaw information, corrections and guidance on corrective
actions to TOE users.

The flaw remediation procedures shall describe a means by which the
developer receives from TOE ars reports and enquiries of suspected
security flaws in the TOE.

The flaw remediation procedures shall include a procedure requiring
timely response and the automatic distribution of security flaw reports
and the associated corrections to gastered users who might be affected
by the security flaw.
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ALC_FLR.3.7C

ALC_FLR.3.8C

ALC_FLR.3.9C

ALC_FLR.3.10C

ALC_FLR.3.11C

ALC_FLR.3.1E

Class ALC: Life-cycle support

The procedures for processing reported security flaws shall ensure that any
reported flaws are remediated and the remediation procedures issued to TOE
users.

The procedws for processing reported security flaws shall provide
safeguards that any corrections to these security flaws do not introduce any
new flaws.

The flaw remediation guidance shall describe a means by which TOE users
report to the developer wisuspected security flaws in the TOE.

The flaw remediation guidance shall describe a means by which TOE
users may register with the developer, to be eligible to receive security
flaw reports and corrections.

The flaw remediation guidance shall identify the specific points of
contact for all reports and enquiries about security issues involving the
TOE.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for agent and presentation of evidence.
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390
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Life-cycle definition (ALC_LCD)

Objectives

Poorly controlled development and maintenance of the TOE can result in a
TOE that does not meet all of its SFRs. Therefore, it is important that a
model for the development @maintenance of a TOE be established as early

as possible in the TOE's li{gycle.

Using a model for the development and maintenance of a TOE does not
guarantee that the TOE meets all of its SFRs. It is possible that the model
chosen will be insufficienor inadequate and therefore no benefits in the
quality of the TOE can be observed. Using a-d¢iyele model that has been
approved by a group of experts (e.g. academic experts, standards bodies)
improves the chances that the development and maintenancgsnvad
contribute to the TOE meeting its SFRs. The use of acjitdle model
including some quantitative valuation adds further assurance in the overall
guality of the TOE development process.

Component levelling

The components in this family are levelleon the basis of increasing
requirements for measurability of the hégcle model, and for compliance

with that model.

Application notes

A life-cycle model encompasses the procedures, tools and techniques used to
develop and maintain the TOE. Aspectdte# process that may be covered

by such a model include design methods, review procedures, project
management controls, change control procedures, test methods and
acceptance procedures. An effective -tifele model will address these
aspects of the dewgdment and maintenance process within an overall
management structure that assigns responsibilities and monitors progress.

There are different types of acceptance situations that are dealt with at
different locations in the criteria: acceptance of partdiveled by

subcontractors

(Ai ntegrat i olufdcycles houl d

definition (ALC_LCD), acceptance subsequent to internal transportations in
Development security (ALC_DVShacceptance of parts intbe CM system

in CM capabilities (ALC_CMC) and acceptance of the delivered TOE by
the consumer iDelivery (ALC_DEL). The first three types may overlap.

Although life-cycle definition deals with the maintenance of T@E and
hence with aspects becoming relevant after the completion of the evaluation,
its evaluation adds assurance through an analysis of thecytfe
information for the TOE provided at the time of the evaluation.

A life-cycle model provides for the oessary control over the development
and maintenance of the TOE, if the model enables sufficient minimisation of
the danger that the TOE will not meet its security requirement.
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393

ALC_LCD.1

ALC_LCD.1.1D

ALC_LCD.1.2D

ALC_LCD.1.1C

ALC_LCD.1.2C

ALC_LCD.1.1E

ALC_LCD.2

ALC_LCD.2.1D

ALC_LCD.2.2D

ALC_LCD.2.3D

Class ALC: Life-cycle support

A measurable lifecycle model is a model using some quantitative valuation
(arithmetic parameters and/or metrics) of the managed product in order to
measure development properties of the product. Typical metrics are source
code complexity metrics, defect density (errors per size of code) or mean
time to failure. For the security evation all those metrics are of relevance,
which are used to increase quality by decreasing the probability of faults and
thereby in turn increasing assurance in the security of the TOE.

One should take into account that there exist standardised liferapdels

on the one hand (like the waterfall model) and standardised metrics on the
other hand (like error density), which may be combined. The CC does not
require the life cycle to follow exactly one standard defining both aspects.

Developer defined life-cycle model
Dependencies: No dependencies.
Developer action elements:

The developer shall establish a lifeycle model to be sed in the
development and maintenance of the TOE.

The developer shall provide lifecycle definition documentation.
Content and presentation elements:

The life-cycle definition documentation shall describe the model used to
develgp and maintain the TOE.

The life-cycle model shall provide for the necessary control over the
development and maintenance of the TOE.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

Measurable life-cycle model
Dependencies: No dependencies.
Developer action elements:

The developer shall establish a ldgcle model to be used in the
development and maintenance of the T@®#t is basedon a measurable
life-cyclemodel.

The developer shall provide l#gycle definition documentation.

The dewloper shall measure the TOE development using the
measurable lifecycle model.
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ALC_LCD.2.4D

ALC_LCD.2.1C

ALC_LCD.2.2C

ALC_LCD.2.3C

ALC_LCD.2.1E

July 2009

The developer shall provide lifecycle output documentation.
Content and presentation elements:

The life-cycle definition documentation shall descrittee model used to
develop and maintain the TOHm)cluding the details of its arithmetic
parameters and/or metrics used to measure the quality of the TOE
and/or its development.

The life-cycle model shall provide for the necessary controlr ove
development and maintenance of the TOE.

The life-cycle output documentation shall provide the results of the
measurements of the TOE development using the measurable lifgcle
model.

Evaluator action elements:

The evaluato shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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395

396

397
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399

Class ALC: Life-cycle support

Tools and techniques (ALC_TAT)
Objectives

Tools and techniques is an aspect of selecting tools that are used to develop,
analyse and implementhe TOE. It includes requirements to prevent ill
defined, inconsistent or incorrect development tools from being used to
develop the TOE. This includes, but is not limited to, programming
languages, documentation, implementation standards, and otheofptrgs

TOE such as supporting runtime libraries.

Component levelling

The components in this family are levelled on the basis of increasing
requirements on the description and scope of the implementation standards
and the documentation of implementatbependent options.

Application notes

There is a requirement for welkfined development tools. These are tools
that are clearly and completely described. For example, programming
languages and computer aided design (CAD) systems that are based on a
standardpublished by standards bodies are considered to bedefaled.
Selfmade tools would need further investigation to clarify whether they are
well-defined.

The requirement imLc_TAT.1.2C is especially applicable to programming
languages so as to ensure that all statements in the source code have an
unambiguous meaning.

In ALC_TAT.2 and ALC_TAT.3, implementation guidelines may be
accepted as an implementation standftidey have been approved by some
group of experts (e.g. academic experts, standards bodies). Implementation
standards are normally public, well accepted and common practise in a
specific industry, but developspecific implementation guidelines may also

be accepted as a standard; the emphasis is on the expertise.

Tools and techniques distinguishes between the implementation standards
applied by the developenuc_TAT.2.3D) and the implementation standards
for nall p @ aL€_BAT.3.6Df) whichhimclude @iEd party software,
hardware, or firmware. The configuration list introduced GM scope
(ALC_CMS) requires that for each TSF relevant configuration item to
indicate if it has beemgenerated by the TOE developer or by third party
developers.
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ALC_TAT.1

ALC_TAT.1.1D

ALC_TAT.1.2D

ALC_TAT.1.1C

ALC_TAT.1.2C

ALC_TAT.1.3C

ALC_TAT.1.1E

ALC_TAT.2

ALC_TAT.2.1D

ALC_TAT.2.2D

ALC_TAT.2.3D

ALC_TAT.2.1C

ALC_TAT.2.2C

July 2009

Well-defined development tools

Dependencies: ADV_IMP.1 Implementation representation of the
TSF

Developer action elements:

The developer shall provide the documentation identifying each
development tool being used for the TOE.

The developer shall document and provide the selesd implementation-
dependent options of each development tool.

Content and presentation elements:
Each development tool used for implementation shall be wedlefined.

The documentation of each development tool shall unambiguously
define the meaning of all statements as well as all conventions and
directives used in the implementation.

The documentation of each development tool shall unambiguously
define the meaning of all implementatiordependent options.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

Compliance with implementation standards

Dependencies: ADV_IMP.1 Implementation representation of the
TSF

Developer action elements:

The developer shall provide the documentatiomtifigng each development
tool being used for the TOE.

The developer shall document and provide the selected implementation
dependent options of each development tool.

The developer shall describe and provide the implementatiostandards
that are being applied by the developer.

Content and presentation elements:
Each development tool used for implementation shall bededihed.

The documentation of each development tool shall unambiguously define the
meaning of all statements as well as all conventions and directives used in
the implementation.
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ALC_TAT.2.3C

ALC_TAT.2.1E

ALC_TAT.2.2E

ALC_TAT.3

ALC_TAT.3.1D

ALC_TAT.3.2D

ALC_TAT.3.3D

ALC_TAT.3.1C

ALC_TAT.3.2C

ALC_TAT.3.3C

ALC_TAT.3.1E

ALC_TAT.3.2E

Class ALC: Life-cycle support
The documentation of each development tool shall unambiguously define the
meaning of all implementatiedependent options.
Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that the implementation standards have
been applied.

Compliance with implementation standards - all parts

Dependencies: ADV_IMP.1 Implementation representation of the
TSF

Developer action elements:

The developer shall provide the documentation identifying each development
tool being used for the TOE.

The developer shall document and provide the selected implementat
dependent options of each development tool.

The developer shall describe and provide the implementation standards that
are being applied by the develomerd by any third -party providers for
all parts of the TOE.

Content and presentation elements:
Each development tool used for implementation shall bededihed.

The documentation of each development tool shall unambiguously define the
meaning of all statements as well as all conventions and directives used in
the implementation.

The documentation of each development tool shall unambiguously define the
meaning of all implementatiedependent options.

Evaluator action elements:

The evaluatorshall confirm that the information providedneets all
requirements for content and presentation of evidence.

The evaluatorshall confirm that the implementation standards have been
applied.

Pagel52of 232 Version3.1 July 2009



Class ATE: Tests
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401

402

403

404
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Class ATE: Tests

The class fATest so eCowageg,AdE €@\JDertho u r
(ATE_DPT), Independent testing (ATE_INDY)i.e. functional testing
performed by evaluators), an&unctional tests (ATE_FUN) Testing
provides assurance that the TSF behaves as descnbdle(functional
specification, TOE design, and implementation representation).

The emphasis in this class is on confirmation that the TSF operates according
to its design descriptions. This class does not address penetration testing,
which is based upoan analysis of the TSF that specifically seeks to identify
vulnerabilities in the design and implementation of the TSF. Penetration
testing is addressed separately as an aspect of vulnerability assessment in the
AVA: Vulnerability assessmerdass.

The ATE: Testsclass separates testing into developer testing and evaluator
testing. TheCoverage (ATE_COVandDepth (ATE_DPT)families address

the completeness of developer testi@gverage (ATE_COVaddresses the
rigour with which the functional specification is test&kpth (ATE_DPT)
addresses whether testing against other design descriptions (security
architecture, TOE design, implementation represmemigis required.

Functional tests (ATE_FUNaddresses the performing of the tests by the
developer and how this testing should be documented. Fihadlgpendent
testing (ATE_IND)then addresses evaluator testingethler the evaluator
should repeat part or all of the developer testing and how much independent
testing the evaluator should do.

Figure 14 shows the families within this class, and the hierarchy of
components within the families.

ATE_COV: Coverage 1 2 3
ATE_DPT: Depth 1 2 3 4
ATE_FUN: Functional tests 1 2
ATE_IND: Independent testing 1 2 3

Figure 14 - ATE: Tests class decomposition
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15.1

405

406

ATE_COV.1

407

408

ATE_COV.1.1D

ATE_COV.1.1C

ATE_COV.1.1E

Class ATE: Tests

Coverage (ATE_COV)
Objectives

This family establishes that the TSF has been tested against its functional
specification. This is achieved through an examination of developer evidence
of correspondence.

Component levelling
The components in this family are levelled on the basis of specification.
Application notes
Evidence of coverage
Dependencies: ADV_FSP.2 Securityenforcing functional
specification
ATE_FUN.1 Functional testing

Objectives

The objective of this component is to establish that some of the TSFIs have
been tested.

Application notes

In this component the developer shows how tests in the test documentation
correspond to TSFIs in the functional specification. This can be achieved by
a statement of correspondence, perhaps using a table.

Developer action elements:
The developershall provide evidence of the test coverage.
Content and presentation elements:

The evidence of the test coverage shall show the correspondence between
the tests in the test documentation and the TSFIs in the functional
specification.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ATE_COV.2 Analysis of coverage
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410

ATE_COV.2.1D

ATE_COV.2.1C

ATE_COV.2.2C

ATE_COV.2.1E
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Dependencies: ADV_FSP.2 Securityenforcing functional
specification
ATE_FUN.1 Functional testing

Objectives

The objective of this component is to confirm that all of the TSFIs have been
tested.

Application notes

In this component the developer confirms that tests in the test documentation
correspond to all of the TSFIs in the functional specification. This can be
achieved by a statement of correspondence, perhaps using a table, but the
developer also provides an analysis of the test coverage.

Developer action elements:
The developer shall providm analysisof the test coverage.
Content and presentation elements:

The analysis of the test coverage shalemonstrate the correspondence
between the tests in the test documentation and the TSFIs in the functional
specification.

The analysis of the test coverage shall demonstrate that all TSFIs in the
functional specification have been tested.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ATE_COV.3 Rigorous analysis of coverage

411

412

413

ATE_COV.3.1D

ATE_COV.3.1C

ATE_COV.3.2C

ATE_COV.3.1E

Dependencies: ADV_FSP.2 Securityenforcing functional
specification
ATE_FUN.1 Functional testing

Objectives

In this component, the objective is to confirm thia developer performed
exhaustive tests of all interfaces in the functional specification.

The objective of this component is to confirm that all parameters of all of the
TSFIs have been tested.

Application notes

In this component the developer is reqdite® show how tests in the test
documentation correspond to all of the TSFIs in the functional specification.
This can be achieved by a statement of correspondence, perhaps using a
table, but in addition the developer is required to demonstrate thatsthe te
exercise all of the parameters of all TSFIs. This additional requirement
includes bounds testing (i.e. verifying that errors are generated when stated
limits are exceeded) and negative testing (e.g. when access is given to User
A, verifying not only ttat User A now has access, but also that User B did
not suddenly gain access). This kind of testing is not, strictly speaking,
exhaustivebecause not every possible value of the parameters is expected to
be checked.

Developer action elements:
The developer shall provide an analysis of the test coverage.
Content and presentation elements:

The analysis of the test coverage shall demonstrate the correspondence
between the tests in the test documentation and the TSFls in the functional
specification.

The analysis of the test coverage shall demonstrate that all TSFIs in the
functional specification have beeampletelytested.

Evaluator action elements:

The evaluatorshall confirm that the information providedneets all
requirements for content and presentation of evidence.
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Depth (ATE_DPT)
Objectives

The components in this family deal with the level of detail to which the TSF

is tested by the developer. Testing of the TSF is based upon increasing depth
of information derived from additional design representations and
descriptions (TOE design, implementation representation, and security
architecture description).

The objective is to counter the risk of missing an error in the development of
the TOE. Testing thaexercises specific internal interfaces can provide
assurance not only that the TSF exhibits the desired external security
behaviour, but also that this behaviour stems from correctly operating
internal functionality.

Component levelling

The components ithis family are levelled on the basis of increasing detail
provided in the TSF representations, from the TOE design to the
implementation representation. This levelling reflects the TSF
representations presented in &RV class

Application notes

The TOE design describes the internal components (e.g. subsystems) and,
perhaps, modules of the TSF, together with a description of the interfaces
among these components and modules. Evidence of testing of this TOE
design must show thé#te internal interfaces have been exercised and seen to
behave as described. This may be achieved through testing via the external
interfaces of the TSF, or by testing of the TOE subsystem or module
interfaces in isolation, perhaps employing a test harnks cases where
some aspects of an internal interface cannot be tested via the external
interfaces, there should either be justification that these aspects need not be
tested, or the internal interface needs to be tested directly. In the latter case
the TOE design needs to be sufficiently detailed in order to facilitate direct
testing.

In cases where the description of the TSF's architectural soundness (in
Security Architecture (ADV_ARQ) cites specific mechanisms, the tests
performed l the developer must show that the mechanisms have been
exercised and seen to behave as described.

At the highest component of this family, the testing is performed not only
against the TOE design, but also against the implementation representation.
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ATE_DPT.1

420

ATE_DPT.1.1D

ATE_DPT.1.1C

ATE_DPT.1.2C

ATE_DPT.1.1E

ATE_DPT.2

421

ATE_DPT.2.1D

Class ATE: Tests

Testing: basic design

Dependencies: ADV_ARC.1 Security architecture description
ADV_TDS.2 Architectural design
ATE_FUN.1 Functional testing

Objectives

The subsystem descriptions of the TSF provide a-kigél description of

the internal workings of the TSF. Testing at the level of the TOE subsystems
provides assurance that the TSF subsysteehave and interact as described
in the TOE design and the security architecture description.

Developer action elements:
The developer shall provide the analysis of the depth of testing.
Content and presentation elements:

The analysis of the depth of testing shall demonstrate the
correspondence between the tests in the test documentation and the TSF
subsystems in the TOE design.

The analysis of the depth of testing shall demonstrate that all TSF
subsystems in the T@& design have been tested.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

Testing: security enforcing modules

Dependencies: ADV_ARC.1 Security architecture description
ADV_TDS.3 Basic modular design
ATE_FUN.1 Functional testing

Objectives

The subsystem and module descriptions of the TSF provide alewgh
description of the internal workings, and a description of the interfaces of the
SFRenforcing modules, of the TSF. Testing at this level ©OE description
provides assurance that the TSF subsystems ande®i6Rcing modules
behave and interact as described in the TOE design and the security
architecture description.

Developer action elements:

The developer shall provide the ayss$ of the depth of testing.
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Content and presentation elements:

The analysis of the depth of testing shall demonstrate the correspondence
between the tests in the test documentation and the TSF subsgstéms
SFR-enforcing modulesin the TOEdesign.

The analysis of the depth of testing shall demonstrate that all TSF
subsystems in the TOE design have been tested.

The analysis of the depth of testing shall demonstrate that the SFR
enforcing modules in the TOE desigrhave been tested.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

Testing: modular design

Dependencies: ADV_ARC.1 Security architecture description
ADV_TDS.4 Seniformal modular design
ATE_FUN.1 Functional testing

Objectives

The subsystem and module descriptions of the TSF provide alewgh
description of the internal workings, and a description of the interfaces of the
modules, of the TSF. Testing at this level of TOE description provides
assurance that the TSF syftems and modules behave and interact as
described in the TOE design and the security architecture description.

Developer action elements:
The developer shall provide the analysis of the depth of testing.
Content and presentation elements:

The analysis of the depth of testing shall demonstrate the correspondence
between the tests in the test documentation and the TSF subsystems and
modules in the TOE design.

The analysis of the depth of testing shall demonstrat¢ #ia TSF
subsystems in the TOE design have been tested.

The analysis of the depth of testing shall demonstrateathaSF modules
in the TOE design have been tested.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ATE_DPT.4 Testing: implementation representation

423

ATE_DPT.4.1D

ATE_DPT.4.1C

ATE_DPT.4.2C

ATE_DPT.4.3C

ATE_DPT.4.4C

ATE_DPT.4.1E

Dependencies: ADV_ARC.1 Security architecture description
ADV_TDS.4 Seniformal modular design
ADV_IMP.1 Implementation representation of the
TSF
ATE_FUN.1 Functional testing

Objectives

The subsystem and module descriptions of the TSF provide aevigh
description of the internal workings, and a description of the interfaces of the
modules, of the TSF. Testing at this level of TOE description prsvide
assurance that the TSF subsystems and modules behave and interact as
described in the TOE design and the security architecture description, and in
accordance with the implementation representation.

Developer action elements:
The developer sil provide the analysis of the depth of testing.
Content and presentation elements:

The analysis of the depth of testing shall demonstrate the correspondence
between the tests in the test documentation and the TSF subsystems and
modules inhe TOE design.

The analysis of the depth of testing shall demonstrate that all TSF
subsystems in the TOE design have been tested.

The analysis of the depth of testing shall demonstrate that all modules in the
TOE design have bedested.

The analysis of the depth of testing shall demonstrate that the TSF
operates in accordance with its implementation representation.

Evaluator action elements:

The evaluatorshall confirm that the information provided mise all
requirements for content and presentation of evidence.
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Functional tests (ATE_FUN)
Objectives

Functional testing performed by the developer provides assurance that the
tests in the test documentation are performed and documented correctly. The
correspondence of these tests to the design descriptions of the TSF is
achieved through theCoverage (ATE_COV)and Depth (ATE_DPT)
families.

This family contributes to providing assurance that the likelihood of
undiscoverd flaws is relatively small.

The familiesCoverage (ATE_COV)Depth (ATE_DPT)andFunctional tests
(ATE_FUN) are used in combination to define the evidence of testing to be
supplied by a developemdependent functional testing by the evaluator is
specified byindependent testing (ATE_IND)

Component levelling

This family contains two components, the higher requiring that ordering
dependencies are analysed.

Application notes

Procedirres for performing tests are expected to provide instructions for using
test programs and test suites, including the test environment, test conditions,
test data parameters and values. The test procedures should also show how
the test results are derivédm the test inputs.

Ordering dependencies are relevant when the successful execution of a
particular test depends upon the existence of a particular state. For example,
this might require that test A be executed immediately before test B, since
the stataesulting from the successful execution of test A is a prerequisite for
the successful execution of test B. Thus, failure of test B could be related to a
problem with the ordering dependencies. In the above example, test B could
fail because test C (raththan test A) was executed immediately before it, or
the failure of test B could be related to a failure of test A.
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ATE_FUN.1.1D

ATE_FUN.1.2D

ATE_FUN.1.1C

ATE_FUN.1.2C

ATE_FUN.1.3C

ATE_FUN.1.4C

ATE_FUN.1.1E

Class ATE: Tests

Functional testing
Dependencies: ATE_COV.1 Evidence of coverage
Objectives

The objective is for the developer to demonstrate that the tests in the test
documentation are performed and documented correctly.

Developer action elements:

The developer shall testhe TSF and document the results.
The developer shall provide test documentation.

Content and presentation elements:

The test documentation shall consist of test plans, expected test results
and actual test results.

The test plans shall identify the tests to be performed and describe the
scenarios for performing each test. These scenarios shall include any
ordering dependencies on the results of other tests.

The expected test results shall show the anti@ped outputs from a
successful execution of the tests.

The actual test results shall be consistent with the expected test results.
Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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Ordered functional testing
Dependencies: ATE_COV.1 Evidence of coverage
Objectives

The objectives are for the developer to demonstrate that the tests in the test
documentation are performed and documented correctly, and to ensure that
testing is structured such as to avoid circular arguments about the correctness
of theinterfaces being tested.

Application notes

Although the test procedures may staternaepiisite initial test conditions in
terms of ordering of tests, they may not provide a rationale for the ordering.
An analysis of test ordering is an important factor determining the
adequacy of testing, as there is a possibility of faults being concealed by the
ordering of tests.

Developer action elements:

The developer shall test the TSF and document the results.
The developer shall provedest documentation.

Content and presentation elements:

The test documentation shall consist of test plans, expected test results and
actual test results.

The test plans shall identify the tests to be performed and describe the
scenarios for performing each test. These scenarios shall include any
ordering dependencies on the results of other tests.

The expected test results shall show the anticipated outputs from a successful
execution of the tests.

The actual test results shall be consistent with the expected test results.

The test documentation shall include an analysis of the test procedure
ordering dependencies.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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433

434

435

436

437

438

439

Class ATE: Tests

Independent testing (ATE_IND)
Objectives

The objectives of this family are built upon the assurances achieved in the
ATE_FUN, ATE_COV, andATE_DPT families by verifying the developer
testing and performing additional tests by the evaluator.

Component levelling

Levelling is based upon the amount of developer test documentaiibtest
support and the amount of evaluator testing.

Application notes

This family deals with the degree to which there is independent functional
testing of the TSF. Independent functional testing may take the form of
repeating the developer's functiotests (in whole or in part) or of extending

the scope or the depth of the developer's tests. These activities are
complementary, and an appropriate mix must be planned for each TOE,
which takes into account the availability and coverage of test resuftsha
functional complexity of the TSF.

Sampling of developer tests is intended to provide confirmation that the
developer has carried out his planned test programme on the TSF, and has
correctly recorded the results. The size of sample selected wiiflbericed

by the detail and quality of the developer's functional test results. The
evaluator will also need to consider the scope for devising additional tests,
and the relative benefit that may be gained from effort in these two areas. It
is recognised hat repetition of all developer tests may be feasible and
desirable in some cases, but may be very arduous and less productive in
others. The highest component in this family should therefore be used with
caution. Sampling will address the whole range edft tresults available,
including those supplied to meet the requirements of Wotverage
(ATE_COV) andDepth (ATE_DPT)

There is also a need to consider the different configurations of the TOE that
are included withinthe evaluation. The evaluator will need to assess the
applicability of the results provided, and to plan his own testing accordingly.

The suitability of the TOE for testing is based on the access to the TOE, and
the supporting documentation and informati@quired (including any test
software or tools) to run tests. The need for such support is addressed by the
dependencies to other assurance families.

Additionally, suitability of the TOE for testing may be based on other
considerations. For example, thersion of the TOE submitted by the
developer may not be the final version.
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440
441
ATE_IND.1
442
443
ATE_IND.1.1D
ATE_IND.1.1C
ATE_IND.1.1E
ATE_IND.1.2E

July 2009

The term interfaces refers to interfaces described in the functional
specification and TOE design, and parameters passed through invocations
identified in the implementation regentation. The exact set of interfaces to

be used is selected througBoverage (ATE_COV)and the Depth
(ATE_DPT)components.

References to a subset of the interfaces are intended to allow the evaluator to
design an apppriate set of tests which is consistent with the objectives of
the evaluation being conducted.

Independent testing - conformance

Dependencies: ADV_FSP.1 Basic functional specification
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

Objectives

In this component, the objective is to demaaistithat the TOE operates in
accordance with its design representations and guidance documents.

Application notes

This component does not address the use of developer test results. It is
applicable where such results are not available, and also in cases tivl
developer's testing is accepted without validation. The evaluator is required
to devise and conduct tests with the objective of confirming that the TOE
operates in accordance with its design representations, including but not
limited to the functional specification. The approach is to gain confidence in
correct operation through representative testing, rather than to conduct every
possible test. The extent of testing to be planned for this purpose is a
methodology issue, and needs to be considerdde context of a particular
TOE and the balance of other evaluation activities.

Developer action elements:

The developer shall provide the TOE for testing.
Content and presentation elements:

The TOE shall be suitable for testing

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall testa subset of the TSF to confirm that the TSF
operatesas specified.
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444

445

446

ATE_IND.2.1D

ATE_IND.2.1C

ATE_IND.2.2C

ATE_IND.2.1E

ATE_IND.2.2E

ATE_IND.2.3E

Class ATE: Tests

Independent testing - sample

Dependencies: ADV_FSP.2 Securityenforcing functional
specification
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing

Objectives

In this component, the odxtive is to demonstrate that the TOE operates in
accordance with its design representations and guidance documents.
Evaluator testing confirms that the developer performed some tests of some
interfaces in the functional specification.

Application notes

The intent is that the developer should provide the evaluator with materials
necessary for the efficient reproduction of developer tests. This may include
such things as machireadable test documentation, test programs, etc.

This component contains a regment that the evaluator has available test
results from the developer to supplement the programme of testing. The
evaluator will repeat a sample of the developer's tests to gain confidence in
the results obtained. Having established such confidencevéheator will

build upon the developer's testing by conducting additional tests that exercise
the TOE in a different manner. By using a platform of validated developer
test results the evaluator is able to gain confidence that the TOE operates
correctly ina wider range of conditions than would be possible purely using
the developer's own efforts, given a fixed level of resource. Having gained
confidence that the developer has tested the TOE, the evaluator will also
have more freedom, where appropriategcdacentrate testing in areas where
examination of documentation or specialist knowledge has raised particular
concerns.

Developer action elements:

The developer shall provide the TOE for testing.
Content and presentation elements:

The TOE shall be suitable for testing.

The developer shall provide an equivalent set of resources to those that
were used in the developer's functional testing of the TSF.

Evaluator action elements:
The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall executea sample of tests in the test documentation to
verify the developer test results.

The evaluatoshall testa subset of the TSF to confirm that the TSF operates
as specified.
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ATE_IND.3

447

448

449

ATE_IND.3.1D

ATE_IND.3.1C

ATE_IND.3.2C

ATE_IND.3.1E

ATE_IND.3.2E

ATE_IND.3.3E

July 2009

Independent testing - complete

Dependencies: ADV_FSP.4 Complete functional specification
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ATE_COV.1 Evidence of coverage
ATE_FUN.1 Functional testing

Objectives

In this component, the objective is to demonstrate that the TOE operates in
accordance with its design representations and guidance documents.
Evaluator testing includes repeating all of the developer tests.

Application notes

The ntent is that the developer should provide the evaluator with materials
necessary for the efficient reproduction of developer tests. This may include
such things as machireadable test documentation, test programs, etc.

In this component the evaluator stuepeat all of the developer's tests as
part of the programme of testing. As in the previous component the evaluator
will also conduct tests that aim to exercise the TSF in a different manner
from that achieved by the developer. In cases where devdlegtarg has
been exhaustive, there may remain little scope for this.

Developer action elements:

The developer shall provide the TOE for testing.
Content and presentation elements:

The TOE shall be suitable for testing.

The developer shall provide an equivalent set of resources to those that were
used in the developer's functional testing of the TSF.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requiremets for content and presentation of evidence.

The evaluatoshall executeall tests in the test documentation to verify the
developer test results.

The evaluatoshall testthe TSF to confirm that thentire TSF operates as
specfied.
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Class AVA: Vulnerability assessment

Class AVA: Vulnerability assessment

The AVA: Vulnerability assessmentlass addresses the possibility of
exploitable vulnerabilities introduced in the development or the operation of
the TOE.

Figure 15 shows the fanlies within this class, and the hierarchy of
components within the families.

AVA_VAN: Vulnerability analysis 1 2 3 4 5

Figure 15- AVA: Vulnerability assessment class decomposition

Application notes

Generally, the vulnerability assessment activity covers various vbiliges

in the development and operation of the TOE. Development vulnerabilities
take advantage of some property of the TOE which was introduced during its
development, e.g. defeating the TSF self protection through tampering, direct
attack or monitoringof the TSF, defeating the TSF domain separation
through monitoring or direct attack the TSF, or defeatinglmngpassability
through circumventing (bypassing) the TSF. Operational vulnerabilities take
advantage of weaknesses in fienhnical countermeasurés violate the

TOE SFRs, e.g. misuse or incorrect configuration. Misuse investigates
whether the TOE can be configured or used in a manner that is insecure, but
that an administrator or user of the TOE would reasonably believe to be
secure.

Assessment ofdevelopment vulnerabilities is covered by the assurance
family AVA_VAN. Basically, all development vulnerabilities can be
considered in the context &VA VAN due to the fact, that this family
alows application of a wide range of assessment methodologies being
unspecific to the kind of an attack scenario. These unspecific assessment
methodologies comprise, among other, also the specific methodologies for
those TSF where covert channels are tacdesidered (a channel capacity
estimation can be done using informal engineering measurements, as well as
actual test measurements) or can be overcome by the use of sufficient
resources in the form of a direct attack (underlying technical concept of those
TSF is based on probabilistic or permutational mechanisms; a qualification
of their security behaviour and the effort required to overcome them can be
made using a quantitative or statistical analysis).

If there are security objectives specified in the t8Teither to prevent one
user of the TOE from observing activity associated with another user of the
TOE, or to ensure that information flows cannot be used to achieve enforced
illicit data signals, covert channel analysis should be considered during the
conduct of the vulnerability analysis. This is often reflected by the inclusion
of Unobservability (FPR_UNO)and multilevel access control policies
specified throughAccess control policy (FDP_ACCand/or Information

flow control policy (FDP_IFCyequirements in the ST.
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16.1

455

456

457

Vulnerability analysis (AVA_VAN)
Objectives

Vulnerability analysis is an assessment to determine whether potential
vulnerabilities identified, during the evaluation of the developnmemd
anticipated operation of the TOE or by other methods (e.g. by flaw
hypotheses or quantitative or statistical analysis of the security behaviour of
the underlying security mechanisms), could allow attackers to violate the
SFRs.

Vulnerability analysis dals with the threats that an attacker will be able to
discover flaws that will allow unauthorised access to data and functionality,
allow the ability to interfere with or alter the TSF, or interfere with the
authorised capabilities of other users.

Component levelling

Levelling is based on an increasing rigour of vulnerability analysis by the
evaluator and increased levels of attack potential required by an attacker to
identify and exploit the potential vulnerabilities.

AVA _VAN.1 Vulnerability survey

458

459

AVA_VAN.1.1D

AVA_VAN.1.1C

AVA_VAN.1.1E

July 2009

Dependencies: ADV_FSP.1 Basic functional specification
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

Objectives

A vulnerability survey of information available in the public domain is
performed by the evaluator to ascertain potential vulnerabilities that may be
easily found by an attacker.

The evaluator performs penetration tegtino confirm that the potential
vulnerabilities cannot be exploited in the operational environment for the
TOE. Penetration testing is performed by the evaluator assuming an attack
potential of Basic.

Developer action elements:

The developershall provide the TOE for testing.
Content and presentation elements:

The TOE shall be suitable for testing.
Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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AVA_VAN.1.3E

Class AVA: Vulnerability assessment

The evaluator shall perform a search of public domain sources to
identify potential vulnerabilities in the TOE.

The evaluator shall conductpenetration testing, based on the identified
potential vulnerabilities, to determine that the TOE is resistant to
attacks performed by an attacker possessing Basic attack potential.

AVA_VAN.2 Vulnerability analysis

460

461

AVA_VAN.2.1D

AVA_VAN.2.1C

AVA_VAN.2.1E

AVA_VAN.2.2E

AVA_VAN.2.3E

AVA_VAN.2.4E

Dependencies: ADV_ARC.1 Security architecture description
ADV_FSP.2 Securityenforcing functional
specification
ADV_TDS.1 Basic design
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

Objectives

A vulnerability analysis is performed by the evaluator to ascertain the
presence of potential vulnerabilities.

The evaluator performs penetration testing, to confirm that the potential
vulnerabilities cannot be exploited in the operational environment for the
TOE. Penetration testing is performed by the evaluator assuming an attack
potential of Basic.

Developer action elements:

The developer shall provide the TOE for testing.
Content and presentation elements:

The TOE shall be suitable for testing.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatosshall perform a search of public domain sources to identify
potential vulnerabilities in the TOE.

The evaluator shall performan independent vulnerability analysis of the
TOE using the guidance documentation, functioal specification, TOE
design and security architecture description to identify potential
vulnerabilities in the TOE.

The evaluatorshall conduct penetration testing, based on the identified
potential vulnerabilities, to determine that the T@Eresistant to attacks
performed by an attacker possessing Basic attack potential.

Pagel700f 232 Version3.1 July 2009



Class AVA: Vulnerability assessment

AVA_VAN.3 Focused vulnerability analysis

462

463

AVA_VAN.3.1D

AVA_VAN.3.1C

AVA_VAN.3.1E

AVA_VAN.3.2E

AVA_VAN. 3.3E

AVA_VAN.3.4E

July 2009

Dependencies: ADV_ARC.1 Security architecture description
ADV_FSP.4 Complete functional specification
ADV_TDS.3 Basic modular design
ADV_IMP.1 Implementation representation of the
TSF
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ATE_DPT.1 Testing: basic design

Objectives

A vulnerability analysis is performed by the evaluator to ascertain the
presence of potential vulnerabilities.

The evaluator performs penetration testing, to confirm that the potential
vulnerabilities cannot be exploited in the operational environment for the
TOE. Penetration testing is performed by the evaluator assumiagaak
potential of EnhanceBasic.

Developer action elements:

The developer shall provide the TOE for testing.
Content and presentation elements:

The TOE shall be suitable for testing.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatosshall perform a search of public domain sources to identify
potential vulnerabilities in the TOE.

The evaluatoshall performan independenfpcusedvulnerability analysis

of the TOE using the guidance documentation, functional specification, TOE
design, security architecture descriptionand implementation
representationto identify potential vulerabilities in the TOE.

The evaluatorshall conduct penetration testing, based on the identified
potential vulnerabilities, to determine that the TOE is resistant to attacks
performed by an attacker possesdtmipancedBasicattack potential
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AVA_VAN.4 Methodical vulnerability analysis

464

465

AVA_VAN.4.1D

AVA_VAN.4.1C

AVA_VAN.4.1E

AVA_VAN.4.2E

AVA_VAN.4.3E

AVA_VAN.4.4E

Dependencies: ADV_ARC.1 Security architecture description
ADV_FSP.4 Complete functional specification
ADV_TDS.3 Basic modular design
ADV_IMP.1 Implementation representation of the
TSF
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ATE_DPT.1 Testing: basic design

Objectives

A methodical vulnerability analysis is performed by the evaluator to
ascertain the presence of potential vulnerabilities.

The evaluator perfors penetration testing, to confirm that the potential
vulnerabilities cannot be exploited in the operational environment for the
TOE. Penetration testing is performed by the evaluator assuming an attack
potential of Moderate.

Developer action elements:

The developer shall provide the TOE for testing.
Content and presentation elements:

The TOE shall be suitable for testing.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatosshall perform a search of public domain sources to identify
potential vulnerabilities in the TOE.

The evaluatorshall perform an independentmethodical vulneraility
analysis of the TOE using the guidance documentation, functional
specification, TOE design, security architecture description and
implementation representation to identify potential vulnerabilities in the
TOE.

The evaluatorshall condict penetration testing based on the identified
potential vulnerabilities to determine that the TOE is resistant to attacks
performed by an attacker possessvgperate attack potential.
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AVA_VAN.5 Advanced methodical vulnerability analysis

466

467

AVA_VAN.5.1D

AVA_VAN.5.1C

AVA_VAN.5.1E

AVA_VAN.5.2E

AVA_VAN.5.3E

AVA_VAN.5.4E

July 2009

Dependencies: ADV_ARC.1 Security architecture description
ADV_FSP.4 Complete functional specification
ADV_TDS.3 Basic modular design
ADV_IMP.1 Implementation representation of the
TSF
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ATE_DPT.1 Testing: basic design

Objectives

A methodical vulnerability analysis is performed by the evaluator to
ascertain the presence of potential vulnerabilities.

The evaluator performs penetration testing, to confirm that thenpai
vulnerabilities cannot be exploited in the operational environment for the
TOE. Penetration testing is performed by the evaluator assuming an attack
potential of High.

Developer action elements:

The developer shall provide the TOE festing.
Content and presentation elements:

The TOE shall be suitable for testing.
Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of exade

The evaluatosshall perform a search of public domain sources to identify
potential vulnerabilities in the TOE.

The evaluatorshall perform an independent, methodical vulnerability
analysis of the TOE using the guidance wentation, functional
specification, TOE design, security architecture description and
implementation representation to identify potential vulnerabilities in the
TOE.

The evaluatorshall conduct penetration testing based on the identified

potential vulnerabilities to determine that the TOE is resistant to attacks
performed by an attacker possesditigh attack potential.
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Class ACO: Composition

Class ACO: Composition

The classACO: Compositionencompasses five families. These families
specify assurate requirements that are designed to provide confidence that a
composed TOE will operate securely when relying upon security
functionality provided by previously evaluated software, firmware or
hardware components.

Composition involves taking two or mor@ Entities successfully evaluated
against CC security assurance requirements packages (base components and
dependent components, see AniBxand combining them for use, with no
further development of either IT entity. The developimef additional IT

entities is not included (entities that have not previously been the subject of a
component evaluation). The composed TOE forms a new product that can be
installed and integrated into any specific environment instance that meets the
objectives for the environment.

This approach does not provide an alternative approach for the evaluation of
components. Composition und&CO provides a composed TOE integrator

a method, which can be used as an alternative to afmrrance levels
specified in the CC, to gain confidence in a TOE that is the combination of
two or more successfully evaluated components without having -to re
evaluate the composite TSF. (The composed TOE integrator is referred to as
Adevel op eutiheACD adassuvgtiinany references to the developer

of the base or dependent components clarified as such.)

Composed Assurance Packages, as defined in Chdptansl 7.3 is an
assurance scale for composed TOEs. This assurance scale is required in
addition to EALs because to combine components evaluated against EALs
and gain a resulting EAL assurance, all SARs in the EAL have to be applied
to the composik TOE. Although reuse can be made of the component TOE
evaluation results, there are often additional aspects of the components that
have to be considered in the composed TOE, as described in Brihé&ue

to thedifferent parties involved in a composed TOE evaluation activity it is
generally not possible to gain all necessary evidence about these additional
aspects of the components to apply the appropriate EAL. Hence, CAPs have
been defined to address the issfiecombining evaluated components and
gaining a meaningful result. This is discussed further in Aex
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473
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Figure 16 - Relationship between ACO families and interactions between
components

In a composed TOE is generally the case that one component relies on the
services provided by another component. The component requiring services
is termed the dependent component and the component providing the
services is termed the base component. This interactiondestidct is
discussed further in Annex B. It is assumed to be the case that the developer
of the dependent component is supporting the composed TOE evaluation in
some manner (as developer, sponsor, or just cooperating and providing the
necessary evaluatioevidence from the dependent component evaluation)
The ACO components included in the CAP assurance packages should not
be used as augmentations for component TOE evaluations, as this would
provide no meaningful assurance foe tomponent.

The families within theACO class interact in a similar manner to #hBV,

ATE andAVA classes in a component TOE evaluation and henerage

from the specification of requirements from those classes where applicable.
There are however a few items specific to composed TOE evaluations. To
determine how the components interact and identify any deviations from the
evaluations of the compents, the dependencies that the dependent
component has upon the underlying base component are identified
(ACO_REL. This reliance on the base component is specified in terms of
the interfaces through which the dependent cmmept makes calls for
services in support of the dependent component SFRs. The interfaces, and at
higher levels the supporting behaviour, provided by the base component in
response to those service requests are analyseAC@ DEV. The
ACO_DEV family is based on thaDV_TDS family, as at the simplest level

the TSF of each component can be viewed as a subsystem of the composed
TOE, with additional portions of each roponent seen as additional
subsystems. Therefore, the interfaces between the components are seen as
interactions between subsystems in a component TOE evaluation.
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It is possible that the interfaces and supporting behaviour descriptions
provided for ACO_DEV are incomplete. This is determined during the
conduct of ACO_COR The ACO_COR family takes the outputs of
ACO_REL and ACO_DEV and determines whether the components are
being used in their evaluated configuration and identifies where any
specifications are incomplete, which are then identified as inputs into testing
(ACO_CTT) and vulnerability analysis ACO_VUL) activities of the
composed TOE.

Testing of the composed TOE is performed to determine that the composed
TOE exhibits the expected behaviour as determined by the composed TOE
SFRs, and ahigher levels demonstrates the compatibility of the interfaces
between the components of the composed TOE.

The vulnerability analysis of the composed TOE leverages from the outputs
of the vulnerability analysis of the component evaluations. The composed
TOE vulnerability analysis considers any residual vulnerabilities from the
component evaluations to determine that the residual vulnerabilities are not
applicable to the composed TOE. A search of publicly available information
relating to the components @&so performed to identify any issues reported

in the components since the completion of the respective evaluations.

The interaction between th&®CO families is depicted in Figuré7 below.

This shows by solid arrowed lines where the evidence and understanding
gained in one family feeds into the next activity and the dashed arrows
identify where an activity explicitly traces back to the composed TOE SFRs,
as described above.

NS ™
\*“;’ ACO_VUL "

. 7

Figure 17 - Relationship between ACO families
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478 Further discussion of the definition and interactions within composed TOEs
is provided in AnnexB.

479 Figure 18 shows the families within this class, and the higrgr of
components within the families.

ACO_COR: Composition rationale 1

ACO_DEV: Development evidence 1 2 3
ACO_REL: Reliance of dependent component 1 2

ACO_CTT: Composed TOE testing 1 2
ACO_VUL: Composition vulnerability analysis 1 2 3

Figure 18- ACO: Composition class decomposition
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Class ACO: Composition

Composition rationale (ACO_COR)
Objectives

This family addresses the requirement to demonstrate that the base
component can provide an appriate level of assurance for use in
composition.

Component levelling

There is only a single component in this family.

ACO_COR.1Composition rationale

ACO_COR.1.1D

ACO_COR.1.1C

ACO_COR.1.1E

Dependencies: ACO_DEV.1 Functional Description
ALC_CMC.1 Labelling of the TOE
ACO_REL.1 Basic reliance information

Developer action elements:

The developer shall provide compositionrationale for the base
component.

Content and presentation elements:

The composition rationale shall demonstrate that a level of assurance at
least as high as that of the dependent component has been obtained for
the support functionality of the base component, when the base
component is configured as required to support the TSF of the
dependent component.

Evaluator action elements:

The evaluator shall confirm that the information meets all requirements
for content and presentationof evidence.
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17.2

482

483

484

485

486

487
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Development evidence (ACO_DEV)
Objectives

This family sets out requirements for a specification of the base component
in increasing levels of detail. Such information is required to gain confidence
that the appropriate security functionalitg provided to support the
requirements of the dependent component (as identified in the reliance
information).

Component levelling

The components are levelled on the basis of increasing amounts of detail
about the interfaces provided, and how they ageamented.

Application notes

The TSF of the base component is often defined without knowledge of the
dependencies of the possible applications with which it may by composed.
The TSF of this base component is defined to include all parts of the base
componat that have to be relied upon for enforcement of the base

component SFRs. This will include all parts of the base component required
to implement the base component SFRs.

The functional specification of the base component will describe the TSFI in
terms & the interfaces the base component provides to allow an external
entity to invoke operations of the TSF. This includes interfaces to the human
user to permit interaction with the operation of the TSF invoking SFRs and
also interfaces allowing an exteri@lentity to make calls into the TSF.

The functional specification only provides a description of what the TSF
provides at its interface and the means by which that TSF functionality are
invoked. Therefore, the functional specification does not necespeasiyde

a complete interface specification of all possible interfaces available between
an external entity and the base component. It does not include what the TSF
expects/requires from the operational environment. The description of what a
dependent congment TSF relies upon of a base component is considered in
Reliance of dependent component (ACO_REAnd the development
information evidence provides a response to the interfaces specified.

The development information evidence inclu@especification of the base
component. This may be the evidence used during evaluation of the base
component to satisfy thADV requirements, or may be another form of
evidence produced by either the base component develoger composed

TOE developer. This specification of the base component is used during
Development evidence (ACO_DEW) gain confidence that the appropriate
security functionality is provided to support the requirements of the
dependent coponent. The level of detail required of this evidence increases
to reflect the level of required assurance in the composed TOE. This is
expected to broadly reflect the increasing confidence gained from the
application of the assurance packages to the coemis. The evaluator
determines that this description of the base component is consistent with the
reliance information provided for the dependent component.
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ACO_DEV.1 Functional Description

488

ACO_DEV.1.1D

ACO_DEV.1.1C

ACO_DEV.1.2C

ACO_DEV.1.1E

ACO_DEV.1.2E

Dependencies: ACO_REL.1 Basic reliance information
Objectives

A description of the interfaces in the base component, on which the
dependent component relies, is required. This is examined to determine
whether or not it is consistent with the description of interfaces on which the
dependent component relies, as provided in the reliance information.

Developer action elements:

The developer shall provide development information for the base
component.

Content and presentation elements:

The development information shall describe the purpose of each
interface of the base component used in the composed TOE.

The development information shall show correspondence betweeneth
interfaces, used in the composed TOE, of the base component and the
dependent component to support the TSF of the dependent component.

Evaluator action elements:

The evaluator shall confirm that the information meets all requirements
for content and presentation of evidence.

The evaluator shall determinethat the interface description provided is
consistent with the reliance information provided for the dependent
component.
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ACO_DEV.2 Basic evidence of design

489

490

ACO_DEV.2.1D

ACO_DEV.2.1C

ACO_DEV.2.2C

ACO_DEV.2.3C

ACO_DEV.2.1E

ACO_DEV.2.2E

July 2009

Dependencies: ACO_REL.1 Basic reliance information
Objectives

A description of the interfaces in the base component, on which the
dependent componentlies, is required. This is examined to determine
whether or not it is consistent with the description of interfaces on which the
dependent component relies, as provided in the reliance information.

In addition, the security behaviour of the base compotiattsupports the
dependent component TSF is described.

Developer action elements:

The developer shall provide development information for the base
component.

Content and presentation elements:

The development information shalkscribe the purposand method of use
of each interface of the base component used in the composed TOE.

The development information shall provide a highlevel description of
the behaviour of the base component, which supports the enforcemeuoft
the dependent component SFRs.

The development information shall show correspondence between the
interfaces, used in the composed TOE, of the base component and the
dependent component to support the TSF of the dependent component.

Evaluator action elements:

The evaluatoshall confirm that the information meets all requirements for
content and presentation of evidence.

The evaluatorshall determinethat the interface description provided is
consistent with the hance information provided for the dependent
component.
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ACO_DEV.3 Detailed evidence of design

491

492

ACO_DEV.3.1D

ACO_DEV.3.1C

ACO_DEV.3.2C

ACO_DEV.3.3C

ACO_DEV.3.4C

ACO_DEV.3.5C

ACO_DEV.3.1E

ACO_DEV.3.2E

Dependencies: ACO_REL.2 Reliance information
Objectives

A description of the interfaces in the base component, on which the
dependent component relies, is required. This is examined to determine
whether or not it is consistent with the description of interfaces on which the
dependentomponent relies, as provided in the reliance information.

The interface description of the architecture of the base component is
provided to enable the evaluator to determine whether or not that interface
formed part of the TSF of the base component.

Developer action elements:

The developer shall provide development information for the base
component.

Content and presentation elements:

The development information shall describe the purpose and method of use
of each interface adhe base component used in the composed TOE.

The development information shall identify the subsystems of the base
component that provide interfaces of the base component used in the
composed TOE.

The development information shagdrovide a higHevel description of the
behaviour of the base componesubsystems, which support the
enforcement of the dependent component SFRs.

The development information shall provide a mapping from the
interfaces to the subsystems dghe base component.

The development information shall show correspondence between the
interfaces, used in the composed TOE, of the base component and the
dependent component to support the TSF of the dependent component.

Evaluator action elements:

The evaluatoshall confirm that the information meets all requirements for
content and presentation of evidence.

The evaluatorshall determinethat the interface description provided is
consistent with the reliance inforti@an provided for the dependent
component.
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495
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Reliance of dependent component (ACO_REL)
Objectives

The purpose of this family is to provide evidence that describes the reliance
that a dependent component has upon the base component. This information
is usetlil to persons responsible for integrating the component with other
evaluated IT components to form the composed TOE, and for providing
insight into the security properties of the resulting composition.

This provides a description of the interface betwdendependent and base
components of the composed TOE that may not have been analysed during
evaluation of the individual components, as the interfaces were not TSFIs of
the individual component TOEs.

Component levelling

The components in this family arevédled according to the amount of detail
provided in the description of the reliance by the dependent component upon
the base component.

Application notes

The Reliance of dependent component (ACO_REanily considers the
interactions beveen the components where the dependent component relies
upon a service from the base component to support the operation of security
functionality of the dependent component. The interfaces into these services
of the base component may not have been dereil during evaluation of

the base component because the service in the base component was not
considered securigelevant in the component evaluation, either because of
the inherent purpose of the service (e.g., adjust type font) or because
associated C SFRs are not being claimed in the base component's ST (e.g.
the login interface when nBIA: Identification and authenticatioBFRs are
claimed). These interfaces into the base component are often viewed as
functional interfaces in the elmtion of the base component, and are in
addition to the security interfaces (TSFI) considered in the functional
specification.

In summary, the TSFIs described in the functional specification only include
the calls made into a TSF by external entities @sponses to those calls.
Calls made by a TSF, which were not explicitly considered during evaluation
of the components, are described by the reliance information provided to
satisfyReliance of dependent component (ACO_REL)

Version3.1 Pagel83of 232



Class ACO: Composition

ACO_REL.1 Basic reliance information

ACO_REL.1.1D

ACO_REL.1.1C

ACO_REL.1.2C

ACO_REL.1.3C

ACO_REL.1.1E

Dependencies: No dependencies.
Developer action elements:

The developer shall provide reliance information of the dependent
component.

Content and presentation elements:

The reliance information shall describe the functionality of the base
component hardware, firmware and/or software that is relied upon by
the dependent component TSF.

The reliance infaomation shall describe all interactions through which
the dependent component TSF requests services from the base
component.

The reliance information shall describe how the dependent TSF protects
itself from interference and tampering by the lase component.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

ACO_REL.2 Reliance information

ACO_REL.2.1D

ACO_REL.2.1C

ACO_REL.2.2C

ACO_REL.2.3C

ACO_REL.2.4C

ACO_REL.2.1E

Dependencies: No dependencies.
Developer action elements:

The developer shall provide reliance information of the dependent
component.

Content and presentation elements:

The reliance information hall describe the functionality of the base
component hardware, firmware and/or software that is relied upon by the
dependent component TSF.

The reliance information shall describe all interactions through which the
dependent component TSkjuests services from the base component.

The reliance information shall describe each interaction in terms of the
interface used and the return values from those interfaces.

The reliance information shall describe how the depeind&F protects
itself from interference and tampering by the base component.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.
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Composed TOE testing (ACO_CTT)

Objectives

This family requires that testing of composed TOE and testing of the base
component, as used in the composed TOE, is performed.

Component levelling

The components in this family are levelled on the basis of increasing rigour
of interface testing and increasing rigour of the analysis of the sufficiency of
the tests to demonstrate that the composed TSF operates in accordance with
the reliance information and the composed TOE SFRs.

Application notes

There are two distinct aspeaftesting associated with this family:

a) testing of the interfaces between the base component and the
dependent component, which the dependent component rely upon for
enforcement of security functionality, to demonstrate their
compatibility;

b) testing of tle composed TOE to demonstrate that the TOE behaves in
accordance with the SFRs for the composed TOE.

If the test configurations used during evaluation of the dependent component
included wuse of the base component
sufficiently demonstrates that the TSF behaves in accordance with the SFRs,
the developer need perform no further testing of the composed TOE
functionality. However, if the base component was not used in the testing of
the dependent component, or the configaraof either component varied,

then the developer is to perform testing of the composed TOE. This may take
the form of repeating the dependent component developer testing of the
dependent component, provided this adequately demonstrates the composed
TOETSF behaves in accordance with the SFRs.

The developer is to provide evidence of testing the base component
interfaces used in the composition. The operation of base component TSFIs
would have been tested as part of Mid=: Testsactivitiesduring evaluation

of the base component. Therefore, provided the appropriate interfaces were
included within the test sample of the base component evaluation and it was
determined inComposition rationale (ACO_CORMhat the base compomie

is operating in accordance with the base component evaluated configuration,
with all security functionality required by the dependent component included
in the TSF, the evaluator actiawo_cTT.1.1E may be met through reuse of

the base componeATE: Testsverdicts.

If this is not the case, the base component interfaces used relevant to the
composition that are affected by any variations to the evaluated configuration
and any additional security functionally will beested to ensure they
demonstrate the expected behaviour. The expected behaviour to be tested is
that described in the reliance informatidte(iance of dependent component
(ACO_REL)evidence).
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ACO_CTT.1 Interface testing

504

ACO_CTT.1.1D

ACO_CTT.1.2D

ACO_CTT.1.3D

ACO_CTT.1.4D

ACO_CTT.1.1C

ACO_CTT.1.2C

ACO_CTT.1.3C

ACO_CTT.1.4C

ACO_CTT.1.1E

ACO_CTT.1.2E

ACO_CTT.1.3E

Dependencies: ACO_REL.1 Basic reliance information
ACO_DEV.1 Functional Description

Objectives

The objective of this component is to aresthat each interface of the base
component, on which the dependent component relies, is tested.

Developer action elements:
The developer shall provide composed TOE test documentation.

The developer shall provide base componentinterface test
documentation.

The developer shall provide the composed TOE for testing.

The developer shall provide an equivalent set of resources to those that
were used in the base component developer's functional testing of the
base component.

Content and presentation elements:

The composed TOE and base component interface test documentation
shall consist of test plans, expected test results and actual test results.

The test documentation from the devealper execution of the composed
TOE tests shall demonstrate that the TSF behaves as specified.

The test documentation from the developer execution of the base
component interface tests shall demonstrate that the base component
interface relied upon by the dependent component behaves as specified.

The base component shall be suitable for testing.
Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall executea sample of test in the test documentation to
verify the developer test results.

The evaluator shall testa subset of the TSF interfaces of the composed
TOE to confirm that the composed TSF operates as specified.
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ACO_CTT.2 Rigorous interface testing

505

ACO_CTT.2.1D
ACO_CTT.2.2D
ACO_CTT.2.3D

ACO_CTT.2.4D

ACO_CTT.2.1C

ACO_CTT.2.2C

ACO_CTT.2.3C

ACO_CTT.2.4C

ACO_CTT.2.1E

ACO_CTT.2.2E

ACO_CTT.2.3E

July 2009

Dependencies: ACO_REL.2 Reliance information

ACO_DEV.2 Basic evidence of design
Objectives

The objective of this component is to ensure that each interface of the base
component, on which the dependent component relies, is tested.

Developer action elements:

The developer sl provide composed TOE test documentation.

The developer shall provide base component interface test documentation.
The developer shall provide the composed TOE for testing.

The developer shall provide an eques set of resources to those that were
used in the base component developer's functional testing of the base
component.

Content and presentation elements:

The composed TOE and base component interface test documentation shall
consist of tesplans, expected test results and actual test results.

The test documentation from the developer execution of the composed TOE
tests shall demonstrate that the TSF behaves as spegifiésicomplete.

The test documentation frothe developer execution of the base component
interface tests shall demonstrate that the base component interface relied
upon by the dependent component behaves as spewifiad complete.

The base component shall be suitable for testing.
Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatorshall executea sample of test in the test documentation to
verify the developer test results.

The evaluatoshall testa subset of the TSF interfaces of the composed TOE
to confirm that the composed TSF operates as specified.
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Class ACO: Composition

Composition vulnerability analysis (ACO_VUL)
Objectives

This family calls fo an analysis of vulnerability information available in the
public domain and of vulnerabilities that may be introduced as a result of the
composition.

Component levelling

The components in this family are levelled on the basis of increasing scrutiny
of vulnerability information from the public domain and independent
vulnerability analysis.

Application notes

The developer will provide details of any residual vulnerabilities reported
during evaluation of the components. These may be gained from the
componentevelopers or evaluation reports for the components. These will
be used as inputs into the evaluator's vulnerability analysis of the composed
TOE in the operational environment.

The operational environment of the composed TOE is examined to ensure
that the assumptions and objectives for the component operational
environment (specified in each component ST) are satisfied in the composed
TOE. An initial analysis of the consistency of assumptions and objectives
between the components and the composed TOE v@8ITshave been
performed during the conduct of tR&E activities for the composed TOE.
However, this analysis is revisited with the knowledge acquired during the
ACO_REL ACO_DEV and theACO_COR activities to ensure that, for
example, assumptions of the dependent component that were addressed by
the environment in the dependent component ST are not reintroduced as a
result of compositiorfi.e. that the base component adequately addresses the
assumptions of the dependent component ST in the composed TOE).

A search by the evaluator for issues in each component will identify potential
vulnerabilities reported in the public domain since conmmbe of the
evaluation of the components. Any potential vulnerabilities will then be
subject to testing.

If the base component used in the composed TOE has been the subject of
assurance continuity activities since certification, the evaluator will consider
during the composed TOE vulnerability analysis activities the changes made
in base component.
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ACO_VUL.1 Composition vulnerability review

ACO_VUL.1.1D

ACO_VUL.1.1C

ACO_VUL.1.1E

ACO_VUL.1.2E

ACO_VUL.1.3E

ACO_VUL.1.4E

Dependencies: ACO_DEV.1 Functional Description
Developer action elements:

The developer shall provide the composed TOE for testing.
Content and presentation elements:

The composed TOE shall be suitable falesting.

Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall perform an analysis to determine that any residual
vulnerabilities identified for the base and dependent components are not
exploitable in the composed TOE in its operational environment.

The evaluator shall perform a search of public domain sources to
identify possible vulnerabilities arising from use of the base and
dependent components in the composed TOE operational environment.

The evaluator shall conductpenetration testing, based on the identified
vulnerabilities, to demonstrate that the composed TOE is resistant to
attacks by an attacker with basic attack potential.

ACO_VUL.2 Composition vulnerability analysis

ACO_VUL.2.1D

ACO_VUL.2.1C

ACO_VUL.2.1E

Dependencies: ACO_DEV.2 Basic evidence of design
Developer action elements:

The developer shall provide the composed TOE for testing.
Content and presentation elements:

The composed TOE shall be suitable for testing.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatorshall perform an analysis to determine that any residual
vulnerabilities identified for the basené dependent components are not
exploitable in the composed TOE in its operational environment.

ACO_VUL.2.2E

The evaluatosshall perform a search of public domain sources to identify
possible vulnerabilities arising from use of the base and dependent
compnents in the composed TOE operational environment.

ACO_VUL.2.3E

July 2009 Version3.1 Pagel89of 232



ACO_VUL.2.4E

ACO_VUL.2.5E

Class ACO: Composition

The evaluator shall performan independent vulnerability analysis of the
composed TOE, using the guidance documentation, reliance information
and composition rationale to identify potential vulnerabilities in the
composed TOE.

The evaluatorshall conduct penetration testing, based on the identified
vulnerabilities, to demonstrate that the composed TOE is resistant to attacks
by an attacker with basic attack potential.

ACO_VUL.3 Enhanced-Basic Composition vulnerability analysis

ACO_VUL.3.1D

ACO_VUL.3.1C

ACO_VUL.3.1E

ACO_VUL.3.2E

ACO_VUL.3.3E

ACO_VUL.3.4E

ACO_VUL.3.5E

Dependencies: ACO_DEV.3 Detailed evidence of design
Developer action elements:

The developer shall provide the composed TOE for testing.
Content and presentation elements:

The composed TOE shall be suitable for testing.

Evaluator action elements:

The evaluatorshall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluatorshall perform an analysis to determine that any residual
vulnerabilities identified for the base and dagent components are not
exploitable in the composed TOE in its operational environment.

The evaluatoshall perform a search of public domain sources to identify
possible vulnerabilities arising from use of the base and dependent
component$n the composed TOE operational environment.

The evaluatorshall perform an independent vulnerability analysis of the
composed TOE, using the guidance documentation, reliance information and
composition rationale to identify potential vulabilities in the composed
TOE.

The evaluatorshall conduct penetration testing, based on the identified
vulnerabilities, to demonstrate that the composed TOE is resistant to attacks
by an attacker witliEnhancedBasicattack potential.
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(informative)

This annex contains ancillary material to further explain and provide
additional examples for the topics brought up in families of A¥V:
Developmentlass.

ADV_ARC: Supplementary material on security
architectures

A security architecture is a set of properties that the TSF exhibits; these
properties include seffrotection, domain separation, and faypassability.
Having these properties provides a basis of confidence that the TSF is
providing its security seiges. This annex provides additional material on
these properties, as well as discussion on contents of a security architecture
description.

The remainder of this section first explains these properties, then discusses
the kinds of information that are romsl to describe how the TSF exhibits
those properties.

Security architecture properties

Seltprotection refers to the ability of the TSF to protect itself from
manipulation from external entities that may result in changes to the TSF.
Without these propeads, the TSF might be disabled from performing its
security services.

It is oftentimes the case that a TOE uses services or resources supplied by
other IT entities in order to perform its functions (e.g. an application that
relies upon its underlying opéirag system). In these cases, the TSF does not
protect itself entirely on its own, because it depends on the other IT entities
to protect the services it uses.

Domain separations a property whereby the TSF creates sepa&tarity
domainsfor each untrated active entity to operate on its resources, and then
keeps those domains separated from one another so that no entity can run in
the domain of any other. For example, an operating system TOE supplies a
domain (address space, fgocess environment vables) for each process
associated with untrusted entities.

For some TOEs such domains do not exist because all of the actions of the
untrusted entities are brokered by the TSF. A pafiket firewall is an
example of such a TOE, where there are nousted entity domains; there

are only data structures maintained by the TSF. The existence of domains,
then, is dependant upon 1) the type of TOE and 2) the SFRs levied on the
TOE. In the cases where the TOE does provide domains for untrusted
entities, thigamily requires that those domains are isolated from one another
such that untrusted entities in one domain are prevented from tampering
(affecting without brokering by the TSF) from another untrusted entity's
domain.
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Nonbypassabilityis a property thathe security functionality of the TSF (as
specified by the SFRs) is always invoked and cannot be circumvented when
appropriate for that specific mechanism. For example, if access control to
files is specified as a capability of the TSF via an SFR, thers b no
interfaces through which files can be accessed without invoking the TSF's
access control mechanism (an interface through which a raw disk access
takes place might be an example of such an interface).

As is the case with seffrotection, the very ature of some TOEs might
depend upon their environments to play a role in-logpassability of the
TSF. For example, a security application TOE requires that it be invoked by
the underlying operating system. Similarly, a firewall depends upon the fact
that there are no direct connections between the internal and external
networks and that all traffic between them must go through the firewall.

Security architecture descriptions

The security architecture description explains how the properties described
aboveare exhibited by the TSF. It describes how domains are defined and
how the TSF keeps them separate. It describes what prevents untrusted
processes from getting to the TSF and modifying it. It describes what ensures
that all resources under the TSF's colnfire adequately protected and that

all actions related to the SFRs are mediated by the TSF. It explains any role
the environment plays in any of these (e.g. presuming it gets correctly
invoked by its underlying environment, how are its security functions
invoked?).

The security architecture description presents the TSF's properties-of self
protection, domain separation, and xypassability in terms of the
decomposition descriptions. The level of this description is commensurate
with the TSF descriptiorrequired by theADV_FSP, ADV_TDS and
ADV_IMP requirements that are being claimed. For examplaD¥ FSP

is the only TSF descriptioavailable, it would be difficult to provide any
meaningfulsecurity architecture descriptidrecause none of the details of
any internal workings of the TSF would be available.

However, if the TOE design were also available, even at the most basic level
(ADV_TDS.1), there would be some information available concerning the
subsystems that make up the TSF, and there would be a description of how
they work to implement seffrotection, domain separation, and non
bypassability. For exampleperhaps all user interaction with the TOE is
constrained through a process that acts on that user's behalf, adopting all of
the user's security attributes; tlsecurity architecture descriptionould
describe how such a process comes into being, how the process/®beh

is constrained by the TSF (so it cannot corrupt the TSF), how all actions of
that process are mediated by the TSF (thereby explaining why the TSF
cannot be bypassed), etc.
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524 If the available TOE design is more detailed (e.g. at the modular level), or
the implementation representation is alscail@ble, th@ the security
architecture descriptiowould be correspondingly more detailed, explaining
how the user's process communicate with the TSF processes, how different
requests are processed by th8F, what parameters are passed, what
programmatic protections (buffer overflow prevention, parameter bounds
checking, time of check/time of use checking, etc.) are in place. Similarly, a
TOE whose ST claimed theADV_IMP component would go into
implementatiorspecific detail.

525 The explanations provided in the security architecture description are
expected to be of sufficient detail that one would be able to test their
accuracy. That is, simple assertions (e.g. "The TSF keepsali ns separ at
provide no useful information to convince the reader that the TSF does
indeed create and separate domains.

Al121 Domain Separation

526 In cases where the TOE exhibits domain separation entirely on its own, there
would be a straightforward descrimti of how this is attained. The security
architecture description would explain the different kinds of domains that are
defined by the TSF, how they are defined (i.e. what resources are allocated to
each domain), how no resources are left unprotectedh@andhe domains
are kept separated so that active entities in one domain cannot tamper with
resources in another domain.

527 For cases where the TOE depends upon other IT entities to play a role in
domain separation, that sharing of roles must be made clmaex&mple, a
TOE that is solely application software relies upon the underlying operating
system to correctly instantiate the domains that the TOE defines; if the TOE
defines separate processing space, memory space, etc, for each domain, it
depends uponhe underlying operating system to operate correctly and
benignly (e.g. allow the process to execute only in the execution space that is
requested by the TOE software).

528 For example, mechanisms that implement domain separation (e.g., memory
management, proteed processing modes provided by the hardware, etc.)
would be identified and described. Or, the TSF might implement software
protection constructs or coding conventions that contribute to implementing
separation of software domains, perhaps by delineaisey address space
from system address space.

529 The vulnerability analysis and testing (98¢A_VAN ) activities will likely
include attempts to defeat the described TSF domain separation through the
use of monitoring or directtack the TSF.
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TSF Self-protection

In cases where the TOE exhibits gmibtection entirely on its own, there
would be a straightforward description of how this-pedtection is attained.
Mechanisms that provide domain separation to define a TSF ddhsiis
protected from other (user) domains would be identified and described.

For cases where the TOE depends upon other IT entities to play a role in
protecting itself, that sharing of roles must be made clear. For example, a
TOE that is solely appli¢eon software relies upon the underlying operating
system to operate correctly and benignly; the application cannot protect itself
against a malicious operating system that subverts it (for example, by
overwriting its executable code or TSF data).

The sectity architecture description also covers how user input is handled
by the TSF in such a way that the TSF does not subject itself to being
corrupted by that user input. For example, the TSF might implement the
notion of privilege and protect itself by ugirprivilegedmode routines to
handle user data. The TSF might make use of processed separation
mechanisms (e.g. privilege levels or rings) to separate TSF code and data
from user code and data. The TSF might implement software protection
constructs pcoding conventions that contribute to implementing separation

of software, perhaps by delineating user address space from system address
space.

For TOEs that start up in a lefunction mode (for example, a singlser
mode accessible only to installersa@iministrators) and then transition to the
evaluated secure configuration (a mode whereby untrusted users are able to
login and use the services and resources of the TOE), the security
architecture description also includes an explanation of how theigSF
protected against this initialisation code that does not run in the evaluated
configuration. For such TOESs, the security architecture description would
explain what prevents those services that should be available only during
initialisation (e.g. directaccess to resources) from being accessible in the
evaluated configuration. It would also explain what prevents initialisation
code from running while the TOE is in the evaluated configuration.

There must also be an explanation of how the trusted irgieis code will
maintain the integrity of the TSF (and of its initialisation process) such that
the initialisation process is able to detect any modification that would result
in the TSF being spoofed into believe it was in an initial secure state.

The vuherability analysis and testing (sA®A_VAN ) activities will likely
include attempts to defeat the described TSF self protection through the use
of tampering, direct attack, or monitoring of the TSF.
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A.1.2.3 TSF Non-Bypassability

536 The property of nofbypassability is concerned with interfaces that permit
the bypass of the enforcement mechanisms. In most cases this is a
consequence of the implementation, where if a programmer is writing an
interface that accesses or manipulates ameabbjt is that programmer's
responsibility to use interfaces that are part of the SFR enforcement
mechanism for the object and not to try to circumvent those interfaces. For
the description pertaining to ndoypassability, then, there are two broad
areaghat have to be covered.

537 The first consists of those interfaces to the R rcement. The property
for these interfaces is that they contain no operations or modes that allow
them to be used to bypass the TSF. It is likely that the evidence for
ADV_FSP and ADV_TDS can be used in large part to make this
determination. Because ndmypassability is the concern, if only certain
operations available through these TSFIs are documented (becauseethey a
SFRenforcing) and others are not, the developer should consider whether
additional information (to that presented ADV_FSP and ADV_TDS) is
necessary to make a determination that the-SlpRorting and SFRion
interfering operations of the TSFI do not afford an untrusted entity the ability
to bypass the policy being enforced. If such information is necessary, it is
included in the security architecture description.

538 The second area of ndoypassability is concerned with those interfaces
whose interactions are not associated with -8Rfercement. Depending on
the ADV_FSPandADV_TDS components claimed, some information about
these iterfaces may or may not exist in the functional specification and TOE
design documentation. The information presented for such interfaces (or
groups of interfaces) should be sufficient so that a reader can make a
determination (at the level of detail conmserate with the rest of the
evidence supplied in th&DV: Developmentclass) that the enforcement
mechanisms cannot be bypassed.

539 The property that the security functionality cannot be bypassed applies to all
security functionality equallyThat is, the design description should cover
objects that are protected under the SFRs QP _* components) and
functionality (e.g., audit) that is provided by the TSF. The description should
also identify the interfaces thate associated with security functionality; this
might make use of the information in the functional specification. This
description should also describe any design constructs, such as object
managers, and their method of use. For instance, if routinet aree a
standard macro to produce an audit record, this convention is a part of the
design that contributes to the nbypassability of the audit mechanism. It is
important to note thatonbypassabilityin this context is not an attempt to
answertheqgasti on Acould a part of the TSF
bypass t he security functionalityo,
implementation does not bypass the security functionality.
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The vulnerability analysis and testing (38¢A_VAN ) activities will likely
include attempts to defeat the described-bgpassability by circumventing
the TSF.

ADV_FSP: Supplementary material on TSFIs

The purpose in specifying the TSFIs is to provide the necessary information
to conduct teghg; without knowing the possible means interact with the
TSF, one cannot adequately test the behaviour of the TSF.

There are two parts to specifying the TSFIs: identifying them and describing
them. Because of the diversity of possible TOEs, and of diffef&Fs
therein, there Iis no standard set of
annex provides guidance on the factors that determine which interfaces are
TSFls.

Determining the TSFI

In order to identify the interfaces to the TSF, the parts of thE #@at make

up the TSF must first be identified. This identification is actually a part of
the TOE design (ADV_TDS)analysis, but is also performed implicitly
(through identification and description of the TSFI) by the developer in cases
whereTOE design (ADV_TDS)s not included in the assurance package. In
this analysis, a portion of the TOE must be considered to be in the TSF if it
contributes to the satisfaction of an SFR in the ST (in whole or in part). This
includes, for example, everything in the TOE that contributes to TSF run
time initialisation, such as software that runs prior to the TSF being able to
protect itself because enforcement of the SFRs has not yet begun (e.g., while
booting up). Also included in énTSF are all parts of the TOE that contribute
to the architectural principles of TSF splbtection, domain separation, and
nonbypassability (se8ecurity Architecture (ADV_ARQ)

Once the TSF has been defined, the TSFI are identifieel TSFI consists of

all means by which external entities (or subjects in the TOE but outside of

the TSF) supply data to the TSF, receive data from the TSF and invoke
services from the TSF. These service invocations and responses are the
means of crossgq the TSF boundary. While many of these are readily
apparent, others might not be as obvious. The question that should be asked
when determining the TSFIlIs 1 s: AHow c.
the TSF in an attempt t wing sliscbssiang t t he
illustrate the application of the TSFI definition in different contexts.

Electrical interfaces

In TOESs such as smart cards, where the adversary has not only logical access
to the TOE, but also complete physical access to the TOE, theolUsHEdry

is the physical boundary. Therefore, the exposed electrical interfaces are
considered TSFI because their manipulation could affect the behaviour of the
TSF. As such, all these interfaces (electrical contacts) need to be described:
various voltageghat might be applied, etc.
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Network protocol stack

The TSFIs of a TOE that performs protocol processing would be those
protocol layers to which a potential attacker has direct access. This need not
be the entire protocol stack, but it might be.

For exampleif the TOE were some sort of a network appliance that allowed
potential attackers to affect every level of the protocol stack (i.e. to send
arbitrary signals, arbitrary voltages, arbitrary packets, arbitrary datagrams,
etc.), then the TSF boundary existseach layer of the stack. Therefore, the
functional specification would have to address every protocol at every layer
of the stack.

If, however, the TOE were a firewall that protects an internal network from
the Internet, a potential attacker would hawme means of directly
manipulating the voltages that enter the TOE; any extreme voltages would
simply not be passed though the Internet. That is, the attacker would have
access only to those protocols at the Internet layer or above. The TSF
boundary existsat each layer of the stack. Therefore, the functional
specification would have to address only those protocols at or above the
Internet layer: it would describe each of the different communication layers
at which the firewall is exposed in terms of whanstitutes welformed

input for what might appear on the line, and the result of both-farelied

and malformed inputs. For example, the description of the Internet protocol
layer would describe what constitutes a wetimed IP packet and what
happens wén both correctiformed and malformed packets are received.
Likewise, the description of the TCP layer would describe a successful TCP
connection and what happens both when successful connections are
established and when connections cannot be establistae inadvertently
dropped. Presuming the firewall's purpose is to filter applicdével
commands (like FTP or telnet), the description of the application layer would
describe the applicatielevel commands that are recognised and filtered by
the firewall, as well as the results of encountering unknown commands.

The descriptions of these layers would likely reference published
communication standards (telnet, FTP, TCP, etc.) that are used, noting which
userdefined options are chosen.
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Wrappers
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Figure 19- Wrappers

AWrapperso transl ate complex series
services, such as when Operating Systems create APIs for use by
applications (as shown in kige 19). Whether the TSFIs would be the
system calls or the APIs depends upon what is available to the application: if
the application can use the system calls directly, then the system calls are the
TSFls. If, however, there wer@mething that prohibits their direct use and
requires all communication through the APIs, then the APIs would be the
TSFls.

A Graphical User interface is similar: it translates between machine
understandable commands and dsendly graphics. Similarlythe TSFls
would be the commands if users have access to them, or the graphics (pull
down menus, cheekoxes, text fields) if the users are constrained to using
them.

It is worth noting that, in both of these examples, if the user is prohibited
from using he more primitive interfaces (i.e. the system calls or the
commands), the description of this restriction and of its enforcement would
be included in the Security Architecture Description (8e¥). Also, the
wrapper would be partf¢the TSF.
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A214 Inaccessible interfaces

553 For a given TOE, not all of the interfaces maydwoeessible That is, the
security objectives for the operational environment (in the Security Target)
may prevent access to these interfaces or limit access in suchthawthey
are practically inaccessible. Such interfaces would not be considered TSFIs.
Some examples:

a) If the security objectives for the operational environment for the
standal one firewall state that At he
server room erironment to which only trusted and trained personnel
will have access, and which will be equipped with an interruptible
power supply (against power failur
will not be accessible, since trusted and trained personnel @till n
attempt to dismantle the firewall and/or disable its power supply.

b) If the security objectives for the operational environment for the
software firewall (application) st
will provide a security domain for the applicatioinee from
tampering by other progr amso, t he

firewall can be accessed by other applications on the OS (e.g.
deleting or modifying the firewall executable, direct reading or
writing to the memory space of the firewall) will no¢ accessible,
since the OS/hardware part of the operational environment makes this
interface inaccessible.

C) If the security objectives for the operational environment for the
software firewall additionally state that the OS and hardware will
faithfully execute the commands of the TOE, and will not tamper
with the TOE in any manner, interfaces through which the firewall
obtains primitive functionality from the OS and hardware (executing
machine code instructions, OS APIs, such as creating, reading,
writing or deleting files, graphical APIs etc.) will not be accessible,
since the OS/hardware are the only entities that can access that
interface, and they are completely trusted.

For all of these examples, these inaccessible interfaces would not be TSFIs.
A.2.2 Example: A complex DBMS

554 Figure 20 illustrates a complex TOE: a database management system that
relies on hardware and software that is outside the TOE boundary (referred
to as thelT environmentin the rest of this discussion). Targlify this
example, the TOE is identical to the TSF. The shaded boxes represent the
TSF, while the unshaded boxes represent IT entities in the environment. The
TSF comprises the database engine and management GUIs (represented by
the box labelleddB) anda kernel module that runs as part of the OS that
performs some security function (represented by the box lalfll&). The
TSF kernel module has entry points defined by the OS specification that the
OS will call to invoke some function (this could be evide driver, or an
authentication module, etc.). The key is that this pluggable kernel module is
providing security services specified by functional requirements in the ST.
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Figure 20 - Interfaces in a DBMS system

The IT environment consists of the operating system itself (represented by
the box labelledOS, as well as an external server (label®R)\. This
external server, like the OS, provides a service that the TSF dependsion, a
thus needs to be in the IT environment. Interfaces in the figure are labelled
Ax for TSFI, andBx for other interfaces that would be documenteA@0O:
Composition Each of these groups of interfaces is now discussed.

Interface group Al epresents the most obvious set of TSFI. These are
interfaces used by users to directly access the database and its security
functionality and resources.

Interface group A2 represent the TSFI that the OS invokes to obtain the
functionality provided by thelpggable module. These are contrasted with
interface group B3, which represent calls that the pluggable module makes to
obtain services from the IT environment.

Interface group A3 represent TSFI that pass through the IT environment. In
this case, the DBM@®ommunicates over the network using a proprietary
applicationlevel protocol. While the IT environment is responsible for
providing various supporting protocols (e.g., Ethernet, IP, TCP), the
application layer protocol that is used to obtain services theMDBMS is a

TSFI and must be documented as such. The dotted line indicates return
values/services from the TSF over the network connection.

The interfaces labelle®x represent interfaces to functionality in the IT
Environment. These interfaces are n&FT and need only be discussed and
analysed when the TOE is being used in a composite evaluation as part of the
activities associated with teCO class.
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A.2.3 Example Functional Specification

560 The Example firewall is used between aternal network and an external
network. It verifies the source address of data received (to ensure that
external data is not attempting to masquerade as originating from the internal
data); if it detects any such attempts, it saves the offending attentipé t
audit log. The administrator connects to the firewall by establishing a telnet
connection to the firewall from the internal network. Administrator actions
consist of authenticating, changing passwords, reviewing the audit log, and
setting or changinthe addresses of the internal and external networks.

561 The Example firewall presents the following interfaces to the internal
network:

a) IP datagrams
b) Administrator Commands

and the following interfaces to the external network:

a) IP datagrams
562 Interfaces Descrptions: IP Datagrams
563 The datagrams are in the format specified by RFC 791.

- Purposet o transmit blocks of data (Ad
to destination hosts identified by fixed length addresses; also
provides for fragmentation and reassembly afigladatagrams, if
necessary, for transmission through srpaltket networks.

- Method of Use- they arrive from the lowelevel (e.g. data link)
protocol.

- Parameters the following fields of the IP datagram header: source
address, destination address, démgment flag.

- Parameter description [As defined by RFC 791, section 3.1
(Al nternet Header For mat o) ]

- Actions - Transmits datagrams that are not masquerading; fragments
large datagrams if necessary; reassembles fragments into datagrams.

- Error messages (none). No reliability guaranteed (reliability to be
provided by uppetevel protocols) Undeliverable datagrams (e.g.
must be fragmented for transmission, but dragment flag is set)
dropped.
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564 Interfaces Descriptions: Administrator Commands
565 The adminigiator commands provide a means for the administrator to
interact with the firewall. These commands and responses ride atop a telnet
(RFC 854) connection established from any host on the internal network.
Available commands are:
- Passwd
- Purpose sets admmistrator password
- Method of Use Passwd<passworc
- Parameters password

- Parameter descriptiorvalue of new password

- Actions - changes password to new value supplied. There are
no restrictions.

- Error messagesnone.
- Readaudit
- Purpose presents theuwtit log to the administrator
- Method of Use Readaudit
- Parametersnone
- Parameter descripticmone
- Actions- provides the text of the audit log
- Error messagesnone.
- Setintaddr
- Purpose sets the address of the internal address.
- Method of Use Setintaddr <address
- Parametersaddress

- Parameter descriptionfirst three fields of an IP address (as
defined in RFC 791). For example: 123.123.123.

- Actions - changes the internal value of the variable defining

the internal network, the value of which isedsto judge
attempted masquerades.
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- Error messagesiaddr ess i n useo: I ndi c
internal network is the same as the external network.

- Setextaddr

- Purpose sets the address of the external address
- Method of Use Setextaddr<address
- Parametrs- address

- Parameter descriptionfirst three fields of an IP address (as
defined in RFC 791). For example: 123.123.123.

- Actions - changes the internal value of the variable defining
the external network.

- Error messagesiaddr ess i n edsdendfied i ndi c
external network is the same as the internal network.

ADV_INT: Supplementary material on TSF internals

The wide variety of TOEs makes it impossible to codify anything more
specific-sthanotdwedd or Amini mum compl
structure and complexity are expected to be derived from the specific
technologies used in the TOE. For example, software is likely to be
considered welktructured if it exhibits the characteristics cited in the
software engineering disciplines.

This ann& provides supplementary material on assessing the structure and
complexity of procedurbased software portions of the TSF. This material is
based on information readily available in software engineering literature. For
other kinds of internals (e.g. havdre, norprocedural software such as
objectoriented code, etc.), corresponding literature on good practises should
be consulted.

Structure of procedural software

The structure of procedural software is traditionally assessed according to its
modularity Software written with a modular design aids in achieving
understandability by clarifying what dependencies a module has on other
modules ¢oupling and by including in a module only tasks that are strongly
related to each othercdhesio). The use of modal design reduces the
interdependence between elements of the TSF and thus reduces the risk that
a change or error in one module will have effects throughout the TOE. Its use
enhances clarity of design and provides for increased assurance that
unexpected fgects do not occur. Additional desirable properties of modular
decomposition are a reduction in the amount of redundant or unneeded code.

Minimising the amount of functionality in the TSF allows the evaluator as
well as the developer to focus only on thatctionality which is necessary
for SFR enforcement, contributing further to understandability and further
lowering the likelihood of design or implementation errors.
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The incorporation of modular decomposition, layering and minimisation into
the design md implementation process must be accompanied by sound
software engineering considerations. A practical, useful software system will
usually entail some undesirable coupling among modules, some modules that
include looselyrelated functions, and some s@t§l or complexity in a
module's design. These deviations from the ideals of modular decomposition
are often deemed necessary to achieve some goal or constraint, be it related
to performance, compatibility, future planned functionality, or some other
factors, and may be acceptable, based on the developer's justification for
them. In applying the requirements of this class, due consideration must be
given to sound software engineering principles; however, the overall
objective of achieving understandabilityist be achieved.

Cohesion

Cohesion is the manner and degree to which the tasks performed by a single
software module are related to one another; types of cohesion include
coincidental, communicational, functional, logical, sequential, and temporal.
These ypes of cohesion are characterised below, listed in the order of
decreasing desirability.

a) functional cohesion- a module with functional cohesion performs
activities related to a single purpose. A functionally cohesive module
transforms a single type afiput into a single type of output, such as
a stack manager or a queue manager.

b) sequentialcohesion- a module with sequential cohesion contains
functions each of whose output is input for the following function in
the module. An example of a sequentialhesive module is one
that contains the functions to write audit records and to maintain a
running count of the accumulated number of audit violations of a
specified type.

C) communicational cohesion - a module with communicational
cohesion contains functiortat produce output for, or use output
from, other functions within the module. An example of a
communicationally cohesive module is an access check module that
includes mandatory, discretionary, and capability checks.

d) temporal cohesion- a module with teporal cohesion contains
functions that need to be executed at about the same time. Examples
of temporally cohesive modules include initialisation, recovery, and
shutdown modules.

e) logical (or procedura) cohesion- a module with logical cohesion
performs similar activities on different data structures. A module
exhibits logical cohesion if its functions perform related, but
different, operations on different inputs.

f) coincidental cohesion - a module with coincidental cohesion
performs unrelated, or loosalglated, activities.
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A.3.1.2 Coupling

572 Coupling is the manner and degree of interdependence between software
modules; types of coupling include call, common and content coupling.
These types of coupling are characterised below, listed in the order of
decreasing ekirability:

a) call: two modules are call coupled if they communicate strictly
through the use of their documented function calls; examples of call
coupling are data, stamp, and control, which are defined below.

1. data two modules are data coupled if thegmumunicate
strictly through the use of call parameters that represent single
data items.

2. stamp two modules are stamp coupled if they communicate

through the use of call parameters that comprise multiple
fields or that have meaningful internal structures.

3. control. two modules are control coupled if one passes
information that is intended to influence the internal logic of
the other.

b) common two modules are common coupled if they share a common
data area or a common system resource. Global variables intiagate
modules using those global variables are common coupled. Common
coupling through global variables is generally allowed, but only to a
limited degree. For example, variables that are placed into a global
area, but are used by only a single module, inappropriately
placed, and should be removed. Other factors that need to be
considered in assessing the suitability of global variables are:

1. The number of modules that modify a global variable: In
general, only a single module should be allocated the
responsibility for controlling the contents of a global variable,
but there may be situations in which a second module may
share that responsibility; in such a case, sufficient justification
must be provided. It is unacceptable for this responsibility to
be shared by more than two modules. (In making this
assessment, care should be given to determining the module
actually responsible for the contents of the variable; for
example, if a single routine is used to modify the variable, but
that routine simply pedrms the modification requested by its
caller, it is the calling module that is responsible, and there
may be more than one such module). Further, as part of the
complexity determination, if two modules are responsible for
the contents of a global variable¢here should be clear
indications of how the modifications are coordinated between
them.
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2. The number of modules that reference a global variable:
Although there is generally no limit on the number of
modules that reference a global variable, cases innwhany
modules make such a reference should be examined for
validity and necessity.

C) content two modules are content coupled if one can make direct
reference to the internals of the other (e.g. modifying code of, or
referencing labels internal to, the athmodule). The result is that
some or all of the content of one module are effectively included in
the other. Content coupling can be thought of as using unadvertised
module interfaces; this is in contrast to call coupling, which uses only
advertised model interfaces.

Complexity of procedural software

Complexity is the measure of the decision points and logical paths of
execution that code takes. Software engineering literature cites complexity as
a negative characteristic of software because it impeaudsrstanding of the
logic and flow of the code. Another impediment to the understanding of code
is the presence of code that is unnecessary, in that it is unused or redundant.

The use of layering to separate levels of abstraction and minimise circular
dependencies further enables a better understanding of the TSF, providing
more assurance that the TOE security functional requirements are accurately
and completely instantiated in the implementation.

Reducing complexity also includes reducing or -eliminatingitual
dependencies, which pertains both to modules in a single layer and to those
in separate layers. Modules that are mutually dependent may rely on one
another to formulate a single result, which could result in a deadlock
condition, or worse yet, a racendition (e.g., time of check vs. time of use
concern), where the ultimate conclusion could be indeterminate and subject
to the computing environment at the given instant in time.

Design complexity minimisation is a key characteristic of a reference
validation mechanism, the purpose of which is to arrive at a TSF that is
easily understood so that it can be completely analysed. (There are other
important characteristics of a reference validation mechanism, such as TSF
self-protection and notypassabilitythese other characteristics are covered
by requirements in thaDV_ARC family.)

ADV_TDS: Subsystems and Modules

This Section provides additional guidance on the TDS family, and its use of

t he terms 0subs yFhisérollowea byla discnssidrudf e O .
how, as moraletailed becomes available, the requirement for the less
detailed is reduced.
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A4l Subsystems

578 Figure 21 shows that, depending on the complexity of the TSF, the design
may be destbed in terms of subsystenasmd modules (where subsystems
are at a higher level of abstraction than modules); or it may just be described
in terms of one level of abstraction (e.gybsystemst lower assurance
levels,modulesat higher levels). In caseghere a lower level of abstraction
(modules) is presented, requirements levied on hilglved abstractions
(subsystems) are essentially met by default. This concept is further
elaborated in the discussion on subsystems and modules below.

/ Subsystems

A,

TOE 1 Modules TOE 2
(complex) (simple)

Figure 21 - Subsystems and Modules

579 The developer is expected to describe the design of the TOE in terms of
subsystems The term fisubsystemd was <chose
that it could refe to units appropriate to the TOE (e.g., subsystems,
modules). subsystems can even be uneven in scope, as long as the
requirements for description of subsystems are met.

580 The first use of subsystems is to distinguish the TSF boundary; that is, the
portionsof the TOE that comprise the TSF. In general, a subsystem is part of
the TSF if it has the capability (whether by design or implementation) to
affect the correct operation of any of the SFRs. For example, for software
that depends on different hardware @xen modes to provide domain
separation (se@.l) where SFRenforcing code is executed in one domain,
then all subsystems that execute in that domain would be considered part of
the TSF. Likewise, if a server outside that domeiplemented an SFR (e.g.
enforced an access control policy over objects it managed), then it too would
be considered part of the TSF.

581 The second use of subsystems is to provide a structure for describing the
TSF at a level of description that, while desrgphow the TSF works, does
not necessarily contain lelevel implementation detail found in module
descriptions (discussed later). subsystems are described at either a high level
(lacking an abundance of implementation detail) or a detailed level
(providing more insight into the implementation). The level of description
provided for a subsystem is determined by the degree to which that
subsystem is responsible for implementing an SFR.
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An SFRenforcingsubsystem is a subsystem that provides mechanisms for
enforcing an element of any SFR, or directly supports a subsystem that is
responsible for enforcing an SFR. If a subsystem provides (implements) an
SFRenforcing TSFI, then the subsystem is S&Rorcing.

Subsystems can also be identified &&Rsupporting and SFRnon
interfering An SFRsupporting subsystem is one that is depended on by an
SFRenforcing subsystem in order to implement an SFR, but does not play as
direct a role as an SF&forcing subsystem. An SHininterfering
subsystem is one that is tndepended upon, in either a supporting or
enforcing role, to implement an SFR.

Modules

A module is generally a relatively small architectural unit that can be
characterised in terms of the properties discussedT$# internals
(ADV_INT). When bothADV_TDS.3 Basic modular desigfor above)
requirements an@SF internals (ADV_INTYequirements are present in a PP
or ST, a fAmodulTO®B design (AD\& TD8pequivements h e

refers to the same e A$Firteynalsa(ADVANTH mo d ul e

requirements. Unlike subsystems, modules describe the implementation in a
level of detail that can serve as a guide to reviewing the implementation
representation.

It is important to note that, depending on the TOE, modules and subsystems
may refer to the same abstraction. FADV_TDS.1 Basic desigrand
ADV_TDS.2 Architectural desigifwhich do not require description at the
module level) the subsystem description provides the lowest level detall
available about the TSF. F&DV_TDS.3 Basic modular desig(which
require module descriptions) these descriptions provide the lowest level of
detail, while the sulystem descriptions (if they exist as separate entities)
merely serve to put to the module descriptions in context. That is, it is not
necessary to provide detailed subsystem descriptions if module descriptions

exist. In TOEs that are sufficiently simple, separ at e Asubsy

descriptionbo i S not necessary,; t he
documentation provided by modules. For complex TOEs, the purpose of the
subsystem description (with respect to the TSF) is to provide the reader
context so they can fas their analysis appropriately. This difference is
illustrated in Figure1.

An SFRenforcing module is a module that completely or partially
implements a security functional requirement (SFR) in the ST. Such modules
mayimplement an SFRnforcing TSFI, but some functionality expressed in
an SFR (for example, audit and objectuse functionality) may not be
directly tied to a single TSFI. As was the case with subsystems; SFR
supporting modules are those modules that epernded upon by an SFR
enforcing module, but are not responsible for directly implementing an SFR.
SFRnortinterfering modules are those modules that do not deal, directly or
indirectly, with the enforcement of SFRs.
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It is important to note that the deterrmat i on of what idi
means is somewhat subjective. In the narrowest sense of the term, it could be
interpreted to mean the one or two lines of code that actually perform a
comparison, zeroing operation, etc. that implements a requirement.
broader interpretation might be that it includes the module that is invoked in
response to a SF&nforcing TSFI, and all modules that may be invoked in
turn by that module (and so on until the completion of the call). Neither of
these interpretations igarticularly satisfying, since the narrowness of the
first interpretation may lead to important modules being incorrectly
categorised as SFR supporting, while the second leads to modules that are
actually not SFRenforcing being classified as such.

A desciption of a module should be such that one could create an
implementation of the module from the description, and the resulting
implementation would be 1) identical to the actual TSF implementation in
terms of the interfaces presented, 2) identical irudeof interfaces that are
mentioned in the design, and 3) functionally equivalent to the description of
the purpose of the TSF module. For instance, RFC 793 provides-ebhajh
description of the TCP protocol. It is necessarily implementation
independen While it provides a wealth of detall, it it a suitable design
description because it is not specific to an implementation. An actual
implementation can add to the protocol specified in the RFC, and
implementation choices (for example, the use obglalata vs. local data in
various parts of the implementation) may have an impact on the analysis that
is performed. The design description of the TCP module would list the
interfaces presented by the implementation (rather than just those defined in
RFC 793), as well as an algorithm description of the processing associated
with the modules implementing TCP (assuming they were part of the TSF).

In the design, modules are described in detail in terms of the function they
provide (the purpose); the interfacéhey present (when required by the
criteria); the return values from such interfaces; the interfaces (presented by
other modules) they use (provided those interfaces are required to be also
described); and a description of how they provide their funalityrusing a
technique appropriate to the method used to implement the module.

The purpose of a module should be described indicating what function the
module is providing. It should be sufficient so that the reader could get a
general idea of what the mole's function is in the architecture.
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The interfaces presented by a module are those interfaces used by other
modules to invoke the functionality provided. Interfaces include éxphicit
interfaces (e.g., a calling sequence invoked by other modutesjeh as
implicit interfaces (e.g., global data manipulated by the module). Interfaces
are described in terms of how they are invoked, and any values that are
returned. This description would include a list of parameters, and
descriptions of these pararaes. If a parameter were expected to take on a
set of values (e.g., a Aflago par ame
parameter could take on that would have an effect on module processing
would be specified. Likewise, parameters representing dataustscare
described such that each field of the data structure is identified and
described. Global data should be described to the extent required to
understand their purpose. The level of description required for a global data
structure needs to be iderido the one for module interfaces, where the
input parameter and return values correspond to the individual fields and
their possible values in the data structure. Global data structures may be
described separate from the modules that manipulate othresdas long as

the design of the modules contain sufficient information about the global
data structures updated or the information extracted from global data
structures.

Note that different programming | angua
that woudl be norobvious; an example would be operator/function
overloading in C++. This Aimplicit int

also be described as part of the module design. Note that although a module
could present only one interface, it is morenoaon that a module presents a
small set of related interfaces.

When it is required to describe the interfaces used by a module, it must be
clear from either the design description of the module or the purpose of the
module called, what service is expectesin the module called. For example

if Module A is being described, and it uses Module B's bubble sort routine,
the description of the interaction between modules must allow to identify
why Module B's bubble sort routine is called and what this call danés to

the implementation of the SFRs. The interface and purpose of Module B's
bubble sort routine must be described as part of the interfaces of Module B
(provided the level of ADV_TDS and the classification of Module B require

a description its interfaes) and so Module A just needs to identify what data

it needs to have sorted using this routine. An adequate description would be:
"Module A invokes Module B's interfacelouble_bubble()to sort the
usernames in alphabetical order".

Note that if this sortig of the user names is not important for the
enforcement of any SFR (e. g. it is just done to speed up things and an
algorithmically identical implementation of Module A could also avoid to
have the usernames sorted), the use of Module B's bubble dorerigsunot
SFRenforcing and it is suffcient to explain in the description of Module A
that the usernames are sorted in alphabetical order to enhance performance.
Module B may be classified as "StRpporting” only and the level of
ADV_TDS chosen indicage if the interfaces of SFBupporting modules

need to be described or if its is sufficient to just describe the purpose of
Module B.
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As discussed previously, the algorithmic description of the module should
describe in an algorithmic fashion the impleméntaof the module. This

can be done in pseudmde, through flow charts, or (ADV_TDS.3 Basic
modular desighinformal text. It discusses how the module inputs and called
functions are used to accomplish the module's function.téisnchanges to
global data, system state, and return values produced by the module. It is at
the level of detail that an implementation could be derived that would be
very similar to the actual implementation of the TOE.

It should be noted that source catiees not meet the module documentation
requirements. Although the module design describes the implementation, it
is notthe implementation. The comments surrounding the source code might
be sufficient documentation if they provide an explanation of thenirof

the source code. ine comments that merely state what each line of code is
doing are useless because they provide no explanation of what the module is
meant to accomplish.

In the elements below, the labels (SERorcing, SFRsupporting, and SFR
norrinterfering) discussed for subsystems and modules are used to describe
the amount and type of information that needs to be made available by the
developer. The elements have been structured so that there is no expectation
that the developer providenly the information specified. That is, if the
developer's documentation of the TSF provides the information in the
requirements below, there is no expectation that the developer update their
documentation and label subsystems and modules as&BRing, SFR
supporting, and SFRortinterfering. The primary purpose of this labelling is

to allow developers with less mature development methodologies (and
associated artifacts, such as detailed interface and design documentation) to
provide the necessary evidEnwithout undue cost.

Levelling Approach

Because there is subjectivity in determining what is -8Rfrcing vs. SFR
supporting (and in some cases, even determining what is-nSFR
interfering) the following paradigm has been adopted in this family. Iy ear
components of the family, the developer makes a determination about the
classification of the subsystems into SE&Rorcing, etc., supplying the
appropriate information, and there is little additional evidence for the
evaluator to examine to supportghdlaim. As the level of desired assurance
increases, while the developer still makes a classification determination, the
evaluator obtains more and more evidence that is used to confirm the
developer's classification.

In order to focus the evaluator's fss on the SFRelated portions of the
TOE, especially at lower levels of assurance, the components of the family
are levelled such that initially detailed information is required only for-SFR
enforcing architectural entities. As the level of assurancesases, more
information is required for SFRBupporting and (eventually) SHioN
interfering entities. It should be noted that even when complete information
is required, it is not required that all of this information be analysed in the
same level of dail. The focus should be in all cases on whether the
necessarynformation has been provided and analysed.
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Table 14 summarises the information required at each of the family
components for the architectural entities to be lesd.

TSF subsystem TSF Module
SFR Enforce SFR SFR NI SFR SFR SFR NI
Support Enforce Support
ADV TDS.1 structure,
.= . summary of . . . .
Basic design designation | designation
' SFRENT. support? support
(informal ' behaviour, pp pp
presentation) interactions
structure,
detailed
ADV TDS.2 description of | structure,
Archﬁectural SFREN(f. summary of | designation
. behaviour, other support,
design(informal | symmary of | behaviour, | interactions
presentation) other interactions
behaviour,
interactions
ADV_TDS.3
Basic modular | description, | description, | description, gLIJ:ngose, interaction, | interaction,
desigr(ir']forma| interactions | interactions | interactions interface® | PUrpose purpose
presentation)
ADV_TDS .4
Semiformal . description, | description, | description, gtljzrlgose, glljzrlgose, interaction,
modular design | interactions | interactions | interactions | . purpose
(semiformal interfaces | interfaces
presentation)
ADV_TDS.5
Complete Urpose
semiformal description, | description, | description, | purpose, a)1|| purpose, all g” POSE,
modular design interactions | interactions | interactions | interface§’ | interfaces interfaces
(semiformal
presentation)
ADV_TDS.6
Complete
semiformal
modular design
with formal
i - - - purpose,
high-level description, | description, | description, | purpose, all| purpose, all Al
desi interactions | interactions | interactions | interfaces | interfaces | .
esign interfaces
presentation
(semiformal
presentation;
additional formal
presentation)

@ designation supporneans that only documentation sufficient to support the classification of the
subsystem / module is needed.

@) SFR interfacesneans that the module description contains, for eachrélaked interface, the

returned vales and the called interfaces to other modules.
@ All interfacesmeans that the module description contains, for each interface, the returned values
and the called interfaces to other modules.
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Table 14 Description Detail Levelling
Supplementary material on formal methods

Formal methods provide a mathematical representation of the TSF and its
behaviour and are required by tDV_FSP.6 Complete serfidrmal
functional specification with additional formal specificatiokDV_SPM.1
Formal TOE security policy modehndADV_TDS.6 Complete semiformal
modular design with formal higlevel design presentationomponents.
There argwo aspects of formal methods: thpecification languagéhat is

used for formal expression, and tkeeorem proverthat mathematically
proves the completeness and correctness of the formal specification.

A formal specification is expressed within a foiragstem based upon well
established mathematical concepts. These mathematical concepts are used to
define weltdefined semantics, syntax and rules of inference. A formal
system is an abstract system of identities and relations that can be described
by speifying a formal alphabet, a formal language over that alphabet which

is based on a formal syntax, and a set of formal rules of inference for
constructing derivations of sentences in the formal language.

The evaluator should examine the identified formatems to make sure
that:

- The semantics, syntax and inference rules of the formal system are
defined or a definition is referenced.

- Each formal system is accompanied by explanatory text that provides
definedsemanticsso that:

1. the explanatory text provd defined meanings of terms,
abbreviations and acronyms that are used in a context other
than that accepted by normal usage,

2. the use of a formal system and semiformal notation use is
accompanied by supporting explanatory text in informal style
appropriatéor unambiguous meaning,

3. the formal system is able to express rules and characteristics
of applicable SFPs, security functionality and interfaces
(providing details of effects, exceptions and error messages)
of TSF, their subsystems or modules to be d$igecior the
assurance family for which the notations are used.

4. the notation provides rules to determine the meaning of
syntactical valid constructs.

- Each formal system uses a formal syntax that provides rules to
unambiguously recognise constructs.
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- Each brmal system provides proof rules which

1. support logical reasoning of wedtablished mathematical
concepts,
2. help to prevent derivation of contradictions

If the developer uses a formal system which is already accepted by the
evaluation authority the evator can rely on the level of formality and
strength of the system and focus on the instantiation of the formal system to
the TOE specifications and correspondence proofs.

The formal style supports mathematical proofs of the security properties
based on th security features, the consistency of refinements and the
correspondence of the representations. Formal tool support seems adequate
whenever manual derivations would otherwise become long winded and
incomprehensible. Formal tools are also apt to redoeestror probability
inherent in manual derivations.

Examples of formal systems:

- The Z specification languageis highly expressive, and supports
many different methods or styles of formal specification. The use of
Z has been predominantly for modwlented specification, using
schemado formally specify operations. Se#tp://vl.zuser.orgffor
more information.

- ACL2 is an opersource formal system comprising a LiS&sed
specification  language and a theorem  prover.ee S
http://www.cs.utexas.edu/users/moore/atd2further information.

- Isabelle is a popular generic theorem proving environment that
allows mathematical formulae to be expressed in a formal daysgu
and provides tools for proving those formulae within a logical
calculus (see e.ghttp://www.cl.cam.ac.uk/Research/HVG/Isabelle/
for additional information)

- The B method is a formal systembased on the propositional
calculus, the first order predicate calculus with inference rules and set
theory (see e.dnttp://vl.fmnet.info/bffor further information).
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B Composition (ACO)

(informative)

607 The goal of his annex is to explain the concepts behind composition
evaluations and thé&CO criteria. This annex does not define tASE
criteria; this definition can be found in chapidr

B.1 Necessity for composed TOE evaluations

608 The IT market is, on the whole, made up of vendors offering a particular type
of product/technology. Although there is some overlap, where a PC hardware
vendor may also offer application software and/or operating systems or a
chip manufacturer may also develop a dedicated operating system for their
own chipset, it is often the case that an IT solution is implemented by a
variety of vendors.

609 There is sometimes a need for assurance in the combination (composition) of
components i addition to the assurance of the individual components.
Although there is cooperation between these vendors, in the dissemination of
certain material required for the technical integration of the components, the
agreements rarely stretch to the extent prbviding detailed design
information and development process/procedure evidence. This lack of
information from the developer of a component on which another component
relies means that the dependent component developer does not have access to
the type ofinformation necessary to perform an evaluation of both the
dependent and base components at EAL2 or above. Therefore, while an
evaluation of the dependent component can still be performed at any
assurance level, to compose components with assurance atdgAlbove it
iSs necessary to reuse the evaluation evidence and results of evaluations
performed for the component developer.

610 It is intended that thA&CO criteria are applicable in the situation where one
IT entity is dependentroanother for the provision of security services. The
entity providing the services is ter
recei ving t he services i s ter med t

relationship may exist in a number of contexts. For example, @licagmon
(dependent component) may use services provided by an operating system
(base component). Alternatively, the relationship may be-foeeeer, in the
sense of two linked applications, either running in a common operating
system environment, or oseparate hardware platforms. If there is a
dominant peer providing the services to the minor peer, the dominant peer is
considered to be the base component and the minor peer the dependent
component. If the peers provide services to each other in a nmduneder,

each peer will be considered to be the base component for the services
offered and dependent component for the services required. This will require
iterations of theACO components applying all requirements to each tyfpe o
component peer.
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The criteria are also intended to be more broadly applicable, stepwise (where
a composed TOE comprised of a dependent component and a base
component itself becomes the base component of another composed TOE),
in more complex relationshipbut this may require further interpretation.

It is still required for composed TOE evaluations that the individual
components are evaluated independently, as the composition evaluation
builds on the results of the individual component evaluations. Tédaadion

of the dependent component may still be in progress when the composed
TOE evaluation commences. However, the dependent component evaluation
must complete before the composed TOE evaluation completes.

The composed evaluation activities may take@lat the same time as the
dependent component evaluation. This is due to two factors:

a) Economic/business driverghe dependent component developer will
either be sponsoring the composition evaluation activities or
supporting these activities as the esdion deliverables from the
dependent component evaluation are required for composed
evaluation activities.

b) Technical drivers- the components consider whether the requisite
assurance is provided by the base component (e.g. considering the
changes to théase component since completion of the component
evaluation) with the understanding that the dependent component has
recently undergone (is undergoing) component evaluation and all
evaluation deliverables associated with the evaluation are available.
Therdore, there are no activities during composition requesting the
dependent component evaluation activities to beerdied. Also, it
is verified that the base component forms (one of) the test
configurations for the testing of the dependent componemgltine
dependent component evaluation, leaf@O CTT to consider the
base component in this configuration.

The evaluation evidence from the evaluation of the dependent component is
required input into the composed TOE ewion activities. The only
evaluation material from the evaluation of the base component that is
required as input into the composed TOE evaluation activities:

a) Residual vulnerabilities in the base component, as reported during the
base component evaluatio This is required for théACO_VUL
activities.

No other evaluation evidence from the base component activities should be
required for the composed TOE evaluation, as the evaluation results from the
component evaluation of ¢hbase component should be reused. Additional
information about the base component may be required if the composed TOE
TSF includes more of the base component than was considered to be TSF
during component evaluation of the base component.
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The component aluation of the base and dependent components are
assumed to be complete by the time final verdicts are assigned #&€De
components.

The ACO_VUL components only consider resistance against &ackatr

with an attack potential up to EnhaneBdsic. This is due to the level of
design information that can be provided of how the base component provides
the services on which the dependent component relies through application of
the ACO_DEV activities. Therefore, the confidence arising from composed
TOE evaluations using CAPs is limited to a level similar to that obtained
from EAL4 component TOE evaluations. Although assurance in the
components that comprise the compos@tTmay be higher than EALA4.

Performing Security Target evaluation for a composed
TOE

An ST will be submitted by the developer for the evaluation of the composed
(base component + dependent component) TOE. This ST will identify the
assurance package to hgphed to the composed TOE, providing assurance
in the composed entity by drawing upon the assurance gained in the
component evaluations.

The purpose of considering the composition of components within an ST is
to validate the compatibility of the componerfrom the point of view of

both the environment and the requirements, and also to assess that the
composed TOE ST is consistent with the component STs and the security
policies expressed within them. This includes determining that the
component STs andhé security policies expressed within them are
compatible.

The composed TOE ST may refer out to the content of the component STs,
or the ST author may chose to reiterate the material of the component STs
within the composed TOE ST providing a rationalehofv the component

STs are represented in the composed TOE ST.

During the conduct of th&SE_CCL evaluation activities for a composed
TOE ST the evaluator determines that the component STs are accurately
represented in the cquused TOE ST. This is achieved through determining
that the composed TOE ST demonstrably conforms to the component TOE
STs. Also, the evaluator will need to determine that the dependencies of the
dependent component on the operational environment are adgqu
fulfilled in the composed TOE.

The composed TOE description will describe the composed solution. The
logical and physical scope and boundary of the composed solution will be
described, and the logical boundary(ies) between the components will also be
identified. The description will identify the security functionality to be
provided by each component.
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The statement of SFRs for the composed TOE will identify which
component is to satisfy an SFR. If an SFR is met by both components, then
the statemenwill identify which component meets the different aspects of
the SFR. Similarly the composed TOE Summary Specification will identify
which component provides the security functionality described.

The package oASE: Security Target evaluatiorquirements applied to the
composed TOE ST should be consistent with the packag&Bf Security
Target evaluatiomequirements used in the component evaluations.

Reuse of evaluation results from the evaluation of component STs can be
made in the instances that the composed TOE ST directly refers to the
component STs. e.g. if the composed TOE ST refers to a component ST for
part of its statement of SFRs, the evaluator can understand that the
requirement for the completion of all assignmand selection operations (as
stated inASE_REQ*.3C has been satisfied in the component evaluations.

Interactions between composed IT entities

The TSF of the base component is often defined without knowledge of the
dependeadies of the possible applications with which it may by composed.
The TSF of this base component is defined to include all parts of the base
component that have to be relied upon for enforcement of the base
component SFRs. This will include all parts of these component required

to implement the base component SFRs.

The TSFI of this base component represents the interfaces provided by the
TSF to the external entities defined in the statement of SFRs to invoke a
service of the TSF. This includes interfadesthe human user and also
interfaces to external IT entities. However, the TSFI only includes those
interfaces to the TSF, and therefore is not necessarily an exhaustive interface
specification of all possible interfaces available between an externgl enti
and the base component. The base component may present interfaces to
services that were not considered secumtgvant, either because of the
inherent purpose of the service (e.g., adjust type font) or because associated
CC SFRs are not being claimedthe base component's ST (e.g. the login
interface when n&lA: Identification and authenticatiddFRs are claimed).

The functional interfaces provided by the base component are in addition to
the security interfaces (TSFIs), and are majuired to be considered during

the base component evaluation. These often include interfaces that are used
by a dependent component to invoke a service provided by the base
component.

The base component may include some indirect interfaces through which
TSFIs may be called, e.g. APIs that can be used to invoke a service of the
TSF, which were not considered during the evaluation of the base
component.
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TSFlto 1T entty Functional calls by dependent component

T3Fl to
human user

TSF

Non-TSF portions of TOE

TOE (Base Component) Boundary

Non-TOE portions of product

Product boundary

Figure 22 - Base component absaction

630 The dependent component, which relies on the base component, is similarly
defined: interfaces to external entities defined in the SFRs of the component
ST are categorised as TSFI and are examinddw_FSP.

631 Any call out from the dependent TSF to the environment in support of an
SFR will indicate that the dependent TSF requires some service from the
environment in order to satisfy the enforcement of the stated dependent
component SFRs. Such a service is outside theerdkgmt component
boundary and the base component is unlikely to be defined in the dependent
ST as an external entity. Hence, the calls for services made out by the
dependent TSF to its underlying platform (the base component) will not be
analysed as parf the Functional specification (ADV_FSRictivities. These
dependencies on the base component are expressed in the dependent
component ST as security objectives for the environment.

632 This abstraction of the dependent component and teganes is shown in
Figure23 below.
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Product boundary

Non-TOE portions of dependent product

TOE (Dependent Component) Boundary

TSFito 3
human users | | Non-TSF portions of TOE
i TSF

Functional calls to base component

SFR-related calls to base component

Figure 23 - Dependent component abstraction

When considering the composition of the base component and the dependent
component, if the dependent component's TSF requires services from the
base component to support the implementation of the SFR, the interface to
the service will need to be defined. If that service is provided by the base
component's TSF, then that integashould be a TSFI of the base
component and will therefore already be defined within the functional
specification of the base component.

If, however, the service called by the dependent component's TSF is not
provided by the TSF of the base component, (iteis implemented in the
nonTSF portion of the base component or possibly even in thel @&h
portion of the base component (not illustrated in Figjethere is unlikely

to be a TSFI of the base component relating to éinéce, unless the service

is mediated by the TSF of the base component. The interfaces to these
services from the dependent component to the operational environment are
considered in the familReliance of dependent component (ACO_REL)

The nonTSF portion of the base component is drawn into the TSF of the
composed TOE due to the dependencies the dependent component has on the
base component to support the SFRs of the dependent component. Therefore,
in such cases, the TSF of the compoE&dE would be larger than simply the

sum of the components' TSFs.
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Dependent Component

Dependent component
TSF

Composed TSFf,f

Bage component TSF

Base Component

Composed TOE Boundary
Figure 24 - Composed TOE abstraction

It may be the case that the base component TSFI is being called in a manner
that was unforeseen in the base component evaluation. Hence there would be
a requirement for further testing of the base component TSFI.

The possible interfaces are further described in the following diagram
(Figure25) and supportig text.

-
7:‘ TSF-a ‘

=
m

Non-TSF-a

Dependent component-a

ACO_REL
(component-a)

_ ACO_DEV
ADY_FSP . S, = ~ (component-b)
(component-b) S - ]

TFSkb - ‘o

c
“ TSF-b ) Base component-b

MNon-TSF-b

Figure 25- Composed component interfaces

a) Arrows goinginto ‘dependent componeat (A and B) = where the
component expects the environment to respond to a service request
(responding to calls out from dependent component to the
environment);
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b) Arrows comingout of 'base componeitt' (C and D) = interfaces of
services provided by the base component to the environment;

C) Broken lines between components = types of communication
between pairs of interfaces;

d) The other (grey) arrows = interfaces that are described by the given

criteria.
638 The following is a simplification, but explains the considerations that need to
be made.
639 There are components a (‘dependent compeaigaind b (‘baseomponent

b"): the arrows comingut of TSFa are services provided by T@Fand are

therefore TSFIs(a); likewise, the arrows comiogt of TSFb ( A C 0O ) ar e
TSFIs(b). These are each detailed in their respective functional specs.
componenda is such that itequires services from its environment: those
needed by the TSF(a) are | abeddl ed nAACc
services are | abelled ABO.

640 When componerd and componesit are combined, there are four possible
combinations of {services needed by qmwnenta} and {services provided
by componenb}, shown as broken lines (types of communication between
pairs of interfaces). Any set of these might exist for a particular composition:

a) TSFa needs those services that are provided by-lIFA" is
connectd to "C"): this is straightforward: the details about "C" are in
the FSP for componeiit In this instance the interfaces should all be
defined in the functional specifications for the compo#ent

b) Non-TSFa needs those services that are provided by SR Bo i s
connected to ACO): this is straigh
ACO are i n t he-b)Mh&-BEnimpatant: securdyise.n e n t

C) Non-TSFa needs those services that are provided byli&mb ( i B o
i s connected to f Dbou D, butvtherechaeevne no d
security implications about the use of these interfaces, so they do not
need to be considered in the evaluation, although they are likely to be
an integration issue for the developer.

d) TSFa needs those services that are provideaddyTSFb  ( A A0 i s
connected t o ADO) : t his -awandu | d ar
componenrb have different senses of w h
Perhaps componebt is making no claims about I1&A (has oA
SFRs in its ST), but coppnenta needs authentication provided by

i ts environment . There ar e n o det
available (they are not TSFI (b), so they are not in compdnent
FSP).
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Note: if the kind of interaction described in case d above exists, theisthe T
of the composed TOE would be T8 TSFb + NonTSFb. Otherwise,
the TSF of the composed TOE would be &6 TSFb.

Interfaces types 2 and 4 of Figug® are not directly relevant to the
evaluation of the composed TOE. Ifteres 1 and 3 will be considered
during the application of different families:

a) Functional specification (ADV_FSRjor componenb) will describe
the C interfaces.

b) Reliance of dependent component (ACO_RHlil) descrbe the A
interfaces.

C) Development evidence (ACO_DEWill describe the C interfaces
for connection type 1 and the D interfaces for connection type 3.

A typical example where composition may be applied is a database
management system (DBMShat relies upon its underlying operating
system (OS). During the evaluation of the DBMS component, there will be
an assessment made of the security properties of that DBMS (to whatever
degree of rigour is dictated by the assurance components used in the
evaluation): its TSF boundary will be identified, its functional specification
will be assessed to determine whether it describes the interfaces to the
security services provided by the TSF, perhaps additional information about
the TSF (its design, archkitture, internal structure) will be provided, the TSF
will be tested, aspects of its lifg/cle and its guidance documentation will be
assessed, etc.

However, the DBMS evaluation will not call for any evidence concerning the
dependency the DBMS has on @8. The ST of the DBMS will most likely

state assumptions about the OS in its Assumptions section and state security
objectives for the OS in its Environment section. The DBMS ST may even
instantiate those objectives for the environment in terms of SFRRBE@S.
However, there will be no specification for the OS that mirrors the detail in
the functional specification, architecture description, or offigy evidence

as for the DBMSReliance of dependent component (ACO_RHil) fulfil

that need.

Reliance of dependent component (ACO_RHE}kcribes the interfaces of

the dependent TOE that make the calls to the base component for the
provision of services. These are the interfaces to whiclhdse component

is to respond. The interface descriptions are provided from the dependent
component's viewpoint.
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Composition(ACO)

646 Development evidence (ACO_DEMgscribes the interfaces provided by the
base component, which respond to the dependent gwmmnposervice
requests. These interfaces are mapped to the relevant dependent component
interfaces that are identified in the reliance information. (The completeness
of this mapping, whether the base component interfaces described represent
all dependent gaponent interfaces, is not verified here, buCmmposition
rationale (ACO_COR) At the higher levels oACO_DEYV the subsystems
providing the interfaces are described.

647 Any interfaces required by the deplemt component that have not been
described for the base component are reported in the rationale for
Composition rationale (ACO_CORThe rationale also reports whether the
interfaces of the base component on which the dependent compelen
were considered within the base component evaluation. For any interfaces
that were not considered in the base component evaluation, a rationale is
provided of the impact of using the interface on the base component TSF.
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Cross reference of assurance component dependencies

C Cross reference of assurance component
dependencies

(informative)

648 The dependencies documented in the components of Chaptersl 11-17
are the direct dependencies between the assurance components.

649 The following dependency tables for asswe components show their
direct, indirect and optional dependencies. Each of the components that is a
dependency of some assurance component is allocated a column. Each
assurance component is allocated a row. The value in the table cell indicate
whetherthe column label component is directly required (indicated by a
cross fAXo0) or indirectlqg) reguitrkeed 1 ow
component. If no character is presented, the component is not dependent
upon another component.

Z2'A3d ooV
£'A3d OOV
21349 0OV
T'SND D1V

X| TOWD 21V

ACO_COR.1
ACO_CTT.1
ACO _CTT.2
ACO_DEV.1
ACO_DEV.2
ACO_DEV.3 X
ACO_REL.1
ACO_REL.2
ACO_VUL.1| X -
ACO_VUL.2 X -
ACO_VUL.3 X -

X|X| T'A3Q 00V
X|X| 177134 00V

>
>

X[ X

Table 15 Dependency table for Class ACO: Composition
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2'dsd AQv
€dsd AQv
¥'dSd AQVY
§'dS4d AQVY
9'dS4d AQV
TdNI AQY
€'sdl Aav
GOND OV
T'SND OV
2’'SAd OV
T°d07T OV
T1lvl OV

X| 1°dSd AQv
X| T'sal Aav

ADV_ARC.1
ADV_FSP.1
ADV_FSP.2
ADV_FSP.3 -
ADV_FSP.4 -
ADV_FSP.5 - -
ADV_FSP.6 - _
ADV_IMP.1 - -
ADV_IMP.2 - _
ADV_INT.1 - _
ADV_INT.2
ADV_INT.3 - _
ADV_SPM.1 - X -
ADV_TDS.1 X -
ADV_TDS.2 - X -
ADV_TDS.3 - X -
ADV_TDS.4 - - X N I R
ADV_TDS5 - % R I _
ADV_TDS.6 - - X |- |- |- R

x| X
XXX XX

XX X|!
XX XX | X!
XX XX | X!

Table 16 Dependency table for Class ADV: Development

X| 1'dS4 AQV

AGD_OPE.1
AGD_PRE.1

Table 17 Dependency table for Class AGD: Guidance documents
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2'dsSd AQV
¥'dSd” AQV
T'dWI AQV

T'sal AQv

£'sal AQv

T'SAQ OV

Z'SAQ OV

T°'do1 OV
T1lvL OV

ALC_CMC.1

ALC_CMC.2

ALC_CMC.3

ALC_CMC.4

X[ X

ALC_CMC.5

X| X[ X|X|X| T'SWD 01V

X[ X[ X

ALC_CMS.1

ALC_CMS.2

ALC_CMS.3

ALC_CMS.4

ALC_CMS.5

ALC_DEL.1

ALC_DVS.1

ALC_DVS.2

ALC_FLR.1

ALC_FLR.2

ALC_FLR.3

ALC_LCD.1

ALC_LCD.2

ALC_TAT.1

ALC_TAT.2

ALC_TAT.3

Table 18 Deperdency table for Class ALC: Life-cycle support

2’090 3dv

T°ddS 3dv

APE_CCL.1

X| 1°a23 3av

X| TLNI 3dv

X| 103y 3av

APE_ECD.1

APE_INT.1

APE_OBJ.1

APE_OBJ.2

APE_REQ.1

APE_REQ.2

APE_SPD.1

Version3

i

Table 19 Dependency table for Chss APE: Protection Profile evaluation
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04V AQVY
T'dSd AQV
2'dsSd AQv
T'sal AQv
T'LNI ISV
Z2r90 3sy
T°ddS 3sy

X| 1°d23 3sv
X| 7°03Y 3y

ASE_CCL.1
ASE_ECD.1
ASE_INT.1
ASE_OBJ.1
ASE_OBJ.2 X
ASE_REQ.1 X
ASE_REQ.2 X X -
ASE_SPD.1
ASE_TSS.1 X - X X
ASE TSS2|X |- |- |- [- |X X

X

Table 20 Dependency table for Class ASE: Security Target evaluation

104V AQVY
T'sdal AQv
Z'sal Aav
£'sal Aav
TVl OV
T'AOD ALV

T'dSd AQV
£'dSd AQV
¥'dSd AQV
§'dSd AQV
T'dINIT AQV
¥'sal AQv
T'3dO dsv
T'34d aov

ATE_COV.1
ATE_COV.2
ATE_COV.3
ATE_DPT.1
ATE_DPT.2
ATE_DPT.3
ATE_DPT.4
ATE_FUN.1 - - X
ATE_FUN.2 - - X
ATE_IND.1 X X
ATE_IND.2 - X - X
ATE_IND.3 - X - X

X|X|X| zds4 Aav

X

X

XX X[ X[ X|X|X| T'NN4 3LV

X[ X[ X[ X
X

XXX
x| X
x| X

Table 21 Dependency table for Class ATE: Tests
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>l |(>|>|>(>|2|2|2|2|>|2>2|>|>|>
g | ||| || 4dl49]|d
N |g |g |g |g |g S sS e e e mmpm
> A =RE=RE= 419 T
2 aldld|al2E|lo|g|la|Q (3 |>|al%|c
O|T |0 |0V |V | B |0 |O|O|m|m|dl<<|4]Z2
Pl | dM|w|DdMIPIRPIMN®O| BRI PR]"P]PR

AVA_VAN.1 X X | X

AVA VAN.2 [ X |- |X X X | X

AVAVAN3 [ X |- |- |- Ix X 1- T- IxIxIx/1-1- Ix -

AVAVANA | X |- |- [- IX X - |- XX [x1T-T-1x7T-

AVAVANS5S [ X |- |- |- X [X |- 1- XX Ix1-1-Ix/-

July 2009

Table 22 Dependency table for Class AVA: Vinerability assessment
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Crossreference of PPs and assurance components

D Cross reference of PPs and assurance
components

(informative)

650 Table 23 describes the relationship between PPs and the families and
components of thAPE class.

Assurance componen
Asaurance
Assurance class - Low Assurance
family PP PP
APE_CCL 1 1
APE_ECD 1 1
Protection Profile APE_INT 1 1
evaluation APE OBJ 1 2
APE_REQ 1 2
APE_SPD 1

Table 23 PP assurance level summary
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E

651

July 2009

Cross reference of EALs and assurance

components

(informative)

Table 24 describes the relationship between the evaluation assurance levels

and the assurance classes, families and components.

Assurance
class

Assurance
Family

Assurance Components by Evaluation

Assurance Level

EAL1

EAL2

EAL3

EAL4

EALS

E

(o2}

E

~

Development

ADV_ARC

1

1

1

ADV_FSP

1

3

4

ADV_IMP

1

ADV_INT

N[Ol

ADV_SPM

ADV_TDS

Guidance
documents

AGD_OPE

AGD_PRE

Life-cycle
support

ALC_CMC

ALC_CMS

PR R

ALC_DEL

RINN(R(R(-

ALC_DVS

RiRlwwlikRN

RRMM Rk |w

Y TENLS, N [N R NN

NR ||k Rk |w (N o2

NP |||k (R oR w N o2

ALC_FLR

ALC_LCD

=

ALC_TAT

Security
Target
evaluation

ASE_CCL

ASE_ECD

ASE_INT

ASE_OBJ

ASE_REQ

G

ASE_SPD

ASE_TSS

Tests

ATE_COV

RIRRINN R R -

ATE_DPT

ATE_FUN

H

ATE_IND

Vulnerability
assessment

AVA_VAN

N N[RRIN|RRINN R R

W NR|RINR|RININ R, R k|-

A (NRWNRRINN R R RN -

U1  ININ[WW|IFLFPINNRFPRPIRPWEF

O (WINARWFRIRLINNRFRRFRRFRPWIN

Table 24 Evaluation assurance level summary
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Crossreference of CAPs and assurance components

F Cross reference of CAPs and assurance
components

(informative)

652 Table25 describes the relationship between the composition assurance levels
and the assurance classes, families and components.

Assurance Components by
Assurance Composition Assurance
Assurance clas .
Family Package
CAP-A | CAP-B | CAP-C
ACO_COR 1 1 1
ACO _CTT 1 2 2
Composition | ACO DEV 1 2 3
ACO_REL 1 1 2
ACO_ VUL 1 2 3
Guidance AGD_ OPE 1 1 1
documents | AGD_PRE 1 1 1
ALC CMC 1 1 1
ALC CMS 2 2 2
Life-cycle ALC DEL
support ALC DVS
ALC FLR
ALC LCD
ALC TAT
ASE_CCL 1 1 1
ASE_ECD 1 1 1
Security Target ASE_INT L L L
evaluation ASE_OBJ 1 2 2
ASE_REQ 1 2 2
ASE_SPD 1 1
ASE_TSS 1 1 1

Table 25 Composition assurance level summary
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