U.S. Government
Traffic-Filter Firewall
Protection Profile

For

Medium Robustness Environments

=
'4|”||»‘

Information
Assurance
Directorate

Version 1.0

February 18, 2005

This Profile supersedes the U.S. Department of Defense Traffic-Filter Firewall Protection Profile
for Medium Robustness Environments, Version 1.4, dated May 1, 2000.

Version 1.0



Protection Profile Title:

U.S. Government Traffic-Filter Firewall Protection Profile for Medium Robustness
Environments.

Criteria Version:

This Protection Profile (PP) was developed using Version 2.1 of the Common Criteria
(CC) [1] and applying the NIAP interpretations that have been approved by
TTAP/CCEVS Management as of July 10, 2002.

Version 1.0 1



Table of Contents

U.S. GOVERNMENT .....ccceeeereeeeeeeeeecsecesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss ||
TRAFFIC-FILTER FIREWALL.....coutttteeseeerereereeseesssssscssssssssesssssssssssessssssssssssssssssssssssssssssssses 1
1.0 INTRODUCTION....uuucccieeereeneeneeeecsecesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 1
1.1 PROTECTION PROFILE IDENTIFICATION ....enutetteee ettt e e e e e e e eeeeeeeeeeaeeeeeeeeeeeeeaeeeennaeeees 1
1.2 PROTECTION PROFILE OVERVIEW ....iiiiiitttiieeee e eeeeteeeeeeeeeeeeeeeaeeeeeseeeeseennnnaesseesssneennnns 1
1.3 CONVENTIONS ettt ettt et e et e e e et e e e e e e e e e e et aee e e e e e e e e aeeeeaaaaeeeaaaeeeaenaaeeeeanaaeeenanns 2
1.4 RELATED PROTECTION PROFILES ... ..o ittettttieeeee e e eeeeeteeeeeeeeeeeeeeaeeeeeeeeeeeeeennaesseeeesneannnns 3
1.5 PROTECTION PROFILE ORGANIZATION ....ceeneeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeeeeaeeeeneaeeeennaaaees 3
2.0 TOE DESCRIPTION ...cuceiieeeeeeeeeeeeeeseececssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 5
2.1 IDENTIFICATION AND AUTHENTICATION ....uueeitnee et e e et eeeeeeeeeeeeeeeaeeeeeeaeseeeeaeeeennaaeees 5
2.2 ADMINISTRATION ..eettttuneeeeeeeeeeeeeeeeeeeeeeeeeeaeaeaeeeeeeseeaenaaaasseeeeaeaannnaaeseeessreannnaeeseeeeseennnnns 5
2.3 INFORMATION FLOW CONTROL. ... eeeeneeeeeee et e e eee e e e eeeeeeeeeeaeeeeeeraeeeeaaaaaees 5
2.4 TRUSTED CHANNEL/PATH ..o 6
2.5 ENCRY PTION ..ottt e et e e e e e e e e e e e e e e e e e e e eeeeeeearaeeeenaaaaees 6
2.6 AAUDIT .ottt e e e e e e e et e e e e e e e e e e e e e aeeeeeeeae e aaeeeeeeeaaaanaaaeseeeeenaannnas 7
3.0 TOE SECURITY ENVIRONMENT ....cottettteecceeereereeesssssssssssesssssssssssssssssssssssssssssssssssssses 8
3.1 VALUE OF RESOURGCES ... .cettttttteeeee e ettt e e e e e e e e e eteeaaaeeseeeeetaeaaaaaesseeesesenanaaesseeesenannnnns 8
3.2 AUTHORIZATION OF ENTITIES ..cne ettt ettt e e e e eeee e e e eeea e e e e e e e e eeaeeeeaaaaeees 8
3.3 SELECTION OF APPROPRIATE ROBUSTNESS LEVEL ...uuiieeiititiiieeeeeeeeeeeeeeeeeeeeeeeereenenneneees 9
34 ALSSUMPTIONS ..ottt ettt e et e e e et e e e e e e e e e e e e e e e e e eeae e e e e aeeeeeeaeeeenaaaeeeraaaeaenanans 12
3.5 THREATS ettt e ettt e e e e ettt e e e e e e e e e e eaeeeeeeeaaaa i aaeseeeeeeaaansaaeseeseennennaaaeeeeeeae 12
3.5.1 THREATS ADDRESSED BY THE TOE ... oo 14
3.6 ORGANIZATIONAL SECURITY POLICIES .. .cetttttueeee et ettt eeeeeeeeeereeeeeeeeeeeeaenneeeeeeeeeees 16
4.0 SECURITY OBUJECTIVES ...ooeteeettteeceereesseeesssesssssssssssssssssssssssssssesssssssssssssssssssssssssssosses 17
4.1 TOE SECURITY OBIECTIVES ...etttttueeeeeeeeetueieeeeeeeeeseesennaeessessesseennnaeesesesseennennaeeeseseseees 17
4.2 SECURITY OBJECTIVES FOR THE OPERATING ENVIRONMENT ....covuueeeiieeeeeieeeeeeiaeeeenens 19
5 IT SECURITY REQUIREMENTS ...uuutiiiiineticninnsicssssnnsecssssssssssssnssssssssssssssssssssssssssssssssns 21
5.1 TOE FUNCTIONAL SECURITY REQUIREMENTS.......ccottittttieeieeeeeiiiiiieeeeeeeeeeeiennneeeeeeeens 21
5.1.1 SECURITY AUDIT (FAU) ...ttt ettt et aaea e 24
5.1.2 CRYPTOGRAPHIC SUPPORT (FCS) ..ottt 37
5.1.3 USER DATA PROTECTION (FDP) ..oooiiiiiiiiice et 52
5.14 IDENTIFICATION AND AUTHENTICATION (FIA)....cciiiiiiiieeiieeeeeeeee e 61
5.1.5 SECURITY MANAGEMENT (FMT) ..ooiiiiiiiiieceeeee et 64
5.1.6 PROTECTION OF THE TOE SECURITY FUNCTIONS (FPT)..cccvviiiiiieiiieeieeeeeeee 70
5.1.7 RESOURCE ALLOCATION (FRU _RSA) c..oiiiiiiiie e 73
5.1.8 TOE ACCESS (FTA) ottt ettt ettt saa e e snae e e e e enes 74
5.1.9 TRUSTED PATH/CHANNELS (FTP) oo 75
52 SECURITY REQUIREMENTS FOR THE I'T ENVIRONMENT ......cuuuiiiiiiiiiiiiiieeee e 77

Version 1.0 1



53 TOE SECURITY ASSURANCE REQUIREMENTS ......ccuvtttiiiiiieeeeeeeereeerererereseseeesesssessesseaeeeee 80

6.0 RATIONALLE ...ooeeeeeeeeeieeeeerereereeeessseccssseasssssssssssssssssssssssssssssssssasssssssssssssssssssssssssssssssssas 100
6.1 RATIONALE FOR TOE SECURITY OBIECTIVES ...otiittttiuiieeeeeeeeteeunieeeeeeeeeeersmnnneeeseeeeens 100
6.2 RATIONALE FOR THE SECURITY OBJECTIVES AND SECURITY FUNCTIONAL REQUIREMENTS
FOR THE ENVIRONMENT .....otttttttttteeeeeeeeetteieeeeeeeeeetetaaenaeesseeeesrsnnaaesesssesssnnaaessssseresmraannees 113
6.3 RATIONALE FOR TOE SECURITY REQUIREMENTS......cuuuuiieiiiiieiiiiiiiieeeeeeeeeesenineeeeeeens 113
6.4 RATIONALE FOR ASSURANCE REQUIREMENTS ....oetttttiuiieeeeeeeettemneeeeeeeeeeeemsmnneeeeseeeeens 130
6.5 RATIONALE FOR NOT SATISFYING ALL DEPENDENCIES ... eteteneeeeeeeeeeeeeeeeeeeeeeeeennnns 131
6.6 RATIONALE FOR STRENGTH OF FUNCTION CLAIM ...oovvvuuoeeeeeeeiiiieieeeeeeeeeeeeseieeeeeseeeeens 133
6.7 RATIONALE FOR EXPLICIT REQUIREMENTS ...euuuiiiiiiiiiiiiieeeeeeeeeeeiiiieeeeeeeeeeesannnneeeeeeees 133

7.0 ADV EXPLICIT ASSURANCE BACKGROUND INFORMATION......ccceeeeeeeuueeeeeeces 136
T 1 ADV INT EXP ittt e e e s tee st eesabaeessaeeessseeesssaesssaeessseeensseeenns 136
7.2 ADV _FSP EXP. L.ttt ettt et ettt e et estte e sabteesabeeenaneeenes 144
7.3 ADV _HLD EXP.1 oottt ettt et e et e e s aae e ensaeesssaeesnnaeenes 151
T4 ADV _LLD EXP. Lottt ettt ettt et e sitee et e st esbteesabeeesneee e 153
7.5 ADV_ARC EXP.1 oottt ettt e et e et e e st e e s saae e ssbaeeessaeennaeeenns 156

8.0 REFERENCES . .. oeeeeeeeceeeerreressseessesssssesssssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssssssss 158

9.0 TERMINOLOGY 159

JO.0  ACRONYMS . eeeeeeeeeeeeereesssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 164

11.0  REFINEMENTS o ooeuecieeeeereeeeereeesssccssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssas 166

Version 1.0 11



List of Tables

TABLE 1 - SECURITY FUNCTIONAL REQUIREMENTS ....cooiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 23
TABLE 2 - EXPLICIT SECURITY FUNCTIONAL REQUIREMENTS .....cooiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee 24
TABLE 3 — AUDITABLE EVENTS .....outtiiiiiiiiiieeeceeeeee ettt ee et e e e e e e e enaaaareeeeeeeeeenaasneeens 34
TABLE 4 — ASSURANCE REQUIREMENTS ....cotttuuieeetteettttimeeeeeeeeeetsemneeesesessssmnnsesssesssssmnseesssseses 81
TABLE 5 - SECURITY OBJECTIVES TO THREATS AND POLICIES MAPPINGS......cccovvviiiiiiiiiiiieeeeee. 112
TABLE 6 - RATIONALE FOR TOE SECURITY REQUIREMENTS .....cccoiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee 130
TABLE 7 - UNSUPPORTED DEPENDENCY RATIONALE .....uvvvvviiiieeiiiiiieieeeeeeeeeeetreeeee e e eeeeaaaneeens 132
TABLE 8 - RATIONALE FOR EXPLICIT REQUIREMENTS ....uuiiiiiiiiiiiiiieeeeeeeeeeeviiieeeeeeeeeseannnneeeeeeeees 135

Version 1.0 1il



1.0 INTRODUCTION

This Traffic-Filter Firewall Protection Profile (PP) for Medium Robustness Environments was
generated under the Network Boundary Information Assurance Technologies and Solutions
Support (NBIAT&S) Program, sponsored by the National Security Agency (NSA). This
Protection Profile is intended to be used as follows:

e For product vendors and security product evaluators, this PP defines the requirements
that must be addressed by specific products as documented in vendor Security Targets
(STs).

e For system integrators, this PP is useful in identifying areas that need to be addressed to
provide secure system solutions. By matching the PP with available STs, security gaps
may be identified and products or procedures may be configured to bridge these gaps.

1.1 Protection Profile Identification

Title: U. S. Government Traffic-Filter Firewall Protection Profile (PP) for Medium Robustness
Environments

Sponsor: National Security Agency (NSA)

CC Version: Common Criteria (CC) Version 2.1, and applicable interpretations.
Registration: <to be provided upon registration>

Protection Profile Version: Version 1.0, dated February 18, 2005

Keywords: Protection Profile, Boundary Gateway, encryption, decryption, information flow
control, firewall, Medium Robustness Environments

1.2 Protection Profile Overview

This PP specifies the minimum-security requirements for network boundary devices that provide
controlled connectivity between two or more network environments (hereafter referred to as the
Target of Evaluation (TOE)) used by the Department of Defense (DoD) in Medium Robustness
Environments. The TOE may be a dedicated device such as a firewall, or an enhancement to
some other network device such as a router. The target robustness level of "medium" is specified
in the Guidance and Policy for the Department of Defense Global Information Grid Information
Assurance (GIG) [2] and is further discussed in Section 3.0 of this PP.

The TOE supports user identification and authentication (I&A) where "user" is defined to be a
human user acting in a role (i.e., Security Administrator, Cryptographic Administrator, and Audit
Administrator) or an authorized IT entity. The TOE provides the capability to pass and block
information flows based on a set of rules defined by the Security Administrator. The TOE
supports encryption for remote administration and authorized IT entities (e.g., certificate server,
NTP server), and generates audit data of security relevant events.
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The assurance requirements were originally based upon Evaluated Assurance Level (EAL) 4. In
order to gain the necessary level of assurance for medium robustness environments explicit
requirements have been created for some families in the ADV class both to remove ambiguity in
the existing ADV requirements as well as to provide greater assurance than that associated with
EAL4. The assurance requirements are presented in Section 5.3.

This PP defines:

e assumptions about the security aspects of the environment in which the TOE will be
used;

o threats that are to be addressed by the TOE,;
e security objectives of the TOE and its environment;
e functional and assurance requirements to meet those security objectives; and

e rationale demonstrating how the requirements meet the security objectives, and how the
security objectives address the threats.

1.3 Conventions

The notation, formatting, and conventions used in this PP are largely consistent with those used
in version 2.1 of the Common Criteria (CC). Selected presentation choices are discussed here to
aid the PP user.

The CC allows several operations to be performed on functional requirements; refinement,
selection, assignment, and iteration are defined in paragraph 2.1.4 of Part 2 of the CC. Each of
these operations is used in this PP.

The refinement operation is used to add detail to a requirement, and thus further restricts a
requirement. Refinement of security requirements is denoted by bold text.

The selection operation is used to select one or more options provided by the CC in stating a
requirement. Selections that have been made by the PP authors are denoted by italicized text,
selections to be filled in by the ST author appear in square brackets with an indication that a
selection is to be made, [selection:], and are not italicized.

The assignment operation is used to assign a specific value to an unspecified parameter, such as
the length of a password. Assignments that have been made by the PP authors are denoted by
showing the value in square brackets, [Assignment value], assignments to be filled in by the ST
author appear in square brackets with an indication that an assignment is to be made
[assignment:].

The iteration operation is used when a component is repeated with varying operations. Iteration
is denoted by showing the iteration number in parenthesis following the component identifier,
(iteration_number).
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As this PP was sponsored, in part by NSA, National Information Assurance Partnership (NIAP)
interpretations are used and are presented with the NIAP interpretation number as part of the
requirement identifier (e.g., FAU_GEN.1-NIAP-0410 for Audit data generation).

The CC paradigm also allows protection profile and security target authors to create their own
requirements. Such requirements are termed ‘explicit requirements’ and are permitted if the CC
does not offer suitable requirements to meet the authors’ needs. Explicit requirements must be
identified and are required to use the CC class/family/component model in articulating the
requirements. In this PP, explicit requirements will be indicated with the “EXP” following the
component name.

Application Notes are provided to help the developer, either to clarify the intent of a
requirement, identify implementation choices, or to define “pass-fail” criteria for a requirement.
For those components where Application Notes are appropriate, the Application Notes will
follow the requirement component.

1.4  Related Protection Profiles
The following Protection Profiles are related to this PP:

e U.S. Department of Defense Traffic-Filter Firewall Protection Profile for Medium
Robustness Environments [3].

e U.S. Department of Defense Application-Level Firewall Protection Profile for Medium
Robustness Environments Draft [4].

These two firewall PP’s for Medium Robustness Environments both provide background source
material for the development of this PP.

1.5  Protection Profile Organization

Section 1, Protection Profile Introduction, provides the document management and overview
information necessary to identify the PP along with references to other related PP’s.

Section 2, Target of Evaluation (TOE) Description, defines the TOE and establishes the context
of the TOE by referencing generalized security requirements.

Section 3, TOE Security Environment (TSE), describes the expected environment in which the
TOE is to be used. This section defines the set of threats that are relevant to the secure operation
of the TOE, organizational security policies with which the TOE must comply, and secure usage
assumptions applicable to this analysis.

Section 4, Security Objectives, defines the set of security objectives to be satisfied by the TOE
and by the TOE operating environment.

Section 5, IT Security Requirements, specifies the security functional and assurance
requirements that must be satisfied by the TOE and the IT environment.
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Section 6, Rationale, provides rationale to demonstrate that the security objectives satisfy the
threats and policies. This section also explains how the set of requirements are complete relative
to the security objectives and presents a set of arguments that address dependency analysis and
Strength of Function (SOF) and use of the explicit requirement.

Section 7, ADV Explicit Assurance Requirement Background Information, provides objectives
and application notes for the explicit ADV requirements contained in this PP.

Section 8, References, provides background material for further investigation by users of the PP.
Section 9, Terminology, provides a listing of definitions of terms.
Section 10, Acronyms, provides a listing of acronyms used throughout the document.

Section 11, Refinements, identifies the refinements that were made to CC requirements where
text is deleted from a requirement.
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2.0 TOE DESCRIPTION

TOEs claiming conformance to this Protection Profile (PP) are network boundary devices that
provide controlled connectivity between two or more network environments. The TOE may be a
dedicated device such as a firewall, or an enhancement to some other network device such as a
router. While this document does not dictate vendor implementations of the functional and
assurance requirements defined in Section 5, it does require that all hardware and software
components necessary to construct a complete TOE are included in any Security Targets (ST)
claiming conformance to this PP. The TOE functional requirements can be categorized as
follows: Identification and Authentication, Administration, Information Flow Control, Trusted
Channel/Path, Encryption, and Audit.

2.1 Identification and Authentication

The TOE may require multiple Identification and Authentication (I&A) mechanisms for access
to services residing on the TOE. The type of authentication mechanism required depends on the
origin of the source (i.e., remote user, TOE console) requesting the service. A local
authentication mechanism is required for administrative access to the TOE through the console.
Other authentication methods may be required for remote administration. A UNIX style user ID
and password mechanism is an example of a local authentication mechanism. An encrypted
channel must be established between the TOE and authorized users to protect the transfer of
authentication data.

2.2 Administration

“Administrators” refers to the roles assigned to the individuals responsible for the installation,
configuration, and maintenance of the TOE. The TOE requires three separate administrative
roles: Cryptographic Administrator, Audit Administrator and Security Administrator. The
Cryptographic Administrator is responsible for the configuration and maintenance of
cryptographic elements related to the establishment of secure connections to and from the TOE.
The Audit Administrator is responsible for the regular review of the TOE’s audit data. The
Security Administrator is responsible for all other administrative tasks (e.g., creating the TOE
security policy) not addressed by the other two administrative roles. It is important to note that
while this PP requires the three administrative roles outlined above, it provides the ST author the
option of including additional administrative roles as well.

2.3 Information Flow Control

Section 5.1 “TOE Functional Security Requirements” defines the minimum set of configurable
security attributes required to permit or deny information flows to or through the TOE. The set
of security attributes will include items such as source and destination identification, service
identifiers, and user authentication. The TOE Security Administrator configures the security
attributes to construct one or more access control rules as part of a security policy on the TOE.
While vendor implementation of the rules and security policy is not dictated, a typical
implementation may consist of one or more “rulesets” that are subsequently applied to one or
more TOE interfaces. Packets arriving at the TOE interface are compared to the security
attributes in the “rulesets”. When the packet attributes “match” the rules security attributes, that
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packet or connection is approved. In addition to restricting access via the rules, the TOE must
generate and maintain “state” information for all approved connections mediated by the TOE.
The TOE utilizes the “state” information to monitor the status of an approved connection and
validate incoming packets purporting to be part of an approved connection. The FDP IFF.1.3-
NIAP-0417 requirement defines the minimum sets of “state” attributes required by the TOE.
Additional TOE requirements such as an inactivity timer and controls on half-open connections
are included to assist the Security Administrator with managing the resources utilized by
maintaining “state” information. The TOE is required to perform a complete reassembly of all
packet fragments prior to making an access control decision on the packet.

As mentioned at the beginning of the previous paragraph, the PP defines a minimal set of
information flows to TOE. The same security attributes discussed above apply to controlling
access to services residing on the TOE. This PP includes Internet Control Message Protocol
(ICMP) as a required unauthenticated information flow to the TOE. The TOE must provide the
Security Administrator with the capability of enabling or disabling ICMP data to or from the
TOE. When ICMP is enabled, the security attributes defined in the FDP_IFF.1.3-NIAP-0417(3)
requirement, to include control of the ICMP message types must be available to the Security
Administrator. The ST author may include additional unauthenticated information flows to the
TOE but they must meet the requirements in FDP IFF.1.3-NIAP-0417(2).  Remote
administration is a required information flow to the TOE, authentication/certificate servers,
Network Time Protocol (NTP) servers, as well as any other IT entities are optional.

24 Trusted Channel/Path

The TOE is required to provide two types of encrypted communications: trusted channel and
trusted path. Trusted channel refers to the encrypted connection between the TOE and a non-
human external source. An encrypted connection between the TOE and authorized IT entities
(e.g., NTP server, certificate authority) is an example of trusted channel encryption. Trusted
path refers to the encrypted connection used to authenticate an external human user with the
TOE. Remote administrators establishing an encrypted link to authenticate to the TOE are
examples of trusted path encryption. The remote administrator’s communication must remain
encrypted throughout the remote session.

2.5  Encryption

As mentioned in section 2.4 above, the TOE must establish encrypted communications (acting as
the initiator or responder) with external authorized IT entities. Section 5.1.2 “Cryptographic
Support” defines the minimum set of cryptographic attributes required by the TOE. The TOE’s
cryptographic module(s) must be FIPS PUB 140-2 validated and must meet, as a minimum, the
security requirements of “Security Level 1”. The ST author may implement the cryptographic
module(s) in hardware, software, or a combination of both. The TOE must generate and
distribute symmetric and asymmetric keys. The ST author is provided several implementation
selections for key generation and may distribute keys manually, electronically, or both. The
TOE must perform data encryption/decryption using the Advanced Encryption Standard (AES)
algorithm with a minimum key size of 128 bits. Additional requirements for key destruction,
digital signature generation/verification, random number generation and cryptographic hashing
are provided in section 5.1.2.
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2.6 Audit

Section 5.1.1 “Security Audit (FAU)” describes the TOE’s generation of auditable events, audit
records, alarms and audit management. Table 3 in the FAU GEN.1-NIAP-0410 requirement
lists the minimum set of auditable events that must be available to the Security Administrator for
configuration on the TOE. Each auditable event must generate an audit record. Table 3 also
provides a minimum list of attributes that must be included in each audit record. The ST author
may include additional auditable events and audit record attributes. If the ST author includes any
additional functional requirements not specified by this PP, they must consider any security
relevant events associated with those requirements and include them in the TOE’s list of
auditable events and records. In addition to generating auditable events, the TOE must monitor
their occurrences and provide a Security Administrator configurable threshold for determining a
potential security violation. Once the TOE has detected a potential security violation, an alarm is
generated and a message is displayed at the TOE’s local console as well as each active remote
administrator console (all administrative roles included). Additionally, the Security
Administrator can configure the TOE to generate an audible alarm to indicate a potential security
violation. If an administrator console is not active, the TOE stores the message for display when
the console becomes active (e.g. when the administrator establishes a remote session to the
TOE). The message must contain the potential security violation and all audit records associated
with the potential security violation. The message will be displayed at the various consoles until
administrator acknowledgement of the message has occurred. As mentioned in the
“Administrative” section above, the Audit Administrator’s role is restricted to viewing the
contents of the audit records and the deletion of the audit trail. The TOE does provide the Audit
Administrator with a sorting and searching capability to improve audit analysis. The Security
Administrator configures auditable events, backs-up and deletes audit data, and manages audit
data storage. The TOE provides the Security Administrator with a configurable audit trail
threshold to track the storage capacity of the audit trail. As soon as the threshold is met, the TOE
generates an alarm and displays a message in the same fashion as described above, including the
option of the audible alarm. In addition to displaying the message, the Security Administrator
may configure the TOE to prevent all auditable events except for those performed by the
Security and Audit Administrators or overwrite the oldest audit records in the audit trail.
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3.0 TOE SECURITY ENVIRONMENT

In trying to specify the environments in which TOEs with various levels of robustness are
appropriate, it is useful to first discuss the two defining factors that characterize that
environment: value of the resources and authorization of the entities to those resources.

In general terms, the environment for a TOE can be characterized by the authorization (or lack of
authorization) the least trustworthy entity has with respect to the highest value of TOE resources
(i.e. the TOE itself and all of the data processed by the TOE).

Note that there are an infinite number of combinations of entity authorization and value of
resources; this conceptually “makes sense” because there are an infinite number of potential
environments, depending on how the resources are valued by the organization, and the variety of
authorizations the organization defines for the associated entities. In Section 3.3, these two
environmental factors will be related to the robustness required for selection of an appropriate
TOE.

3.1 Value of Resources

Value of the resources associated with the TOE includes the data being processed or used by the
TOE, as well as the TOE itself (for example, a real-time control processor). “Value” is assigned
by the organization. For example, in the DoD low-value data might be equivalent to data marked
“FOUQ”, while high-value data may be those classified Top Secret. In a commercial enterprise,
low-value data might be the internal organizational structure as captured in the corporate on-line
phone book, while high-value data might be corporate research results for the next generation
product. Note that when considering the value of the data one must also consider the value of
data or resources that are accessible through exploitation of the TOE. For example, a firewall
may have “low value” data itself, but it might protect an enclave with high value data. If the
firewall was being depended upon to protect the high value data, then it must be treated as a
high-value-data TOE.

3.2 Authorization of Entities

Authorization that entities (administrators and other IT systems) have with respect to the TOE
(and thus the resources of that TOE, including the TOE itself) is an abstract concept reflecting a
combination of the trustworthiness of an entity and the access and privileges granted to that
entity with respect to the resources of the TOE. For instance, entities that have total
authorization to all data on the TOE are at one end of this spectrum; these entities may have
privileges that allow them to read, write, and modify anything on the TOE, including all TSF
data. Entities at the other end of the spectrum are those that are authorized to few or no TOE
resources. For example, in the case of a router non-administrative entities may have their
packets routed by the TOE, but that is the extent of their authorization to the TOE's resources. In
the case of an OS, an entity may not be allowed to log on to the TOE at all (that is, they are not
valid users listed in the OS’s user database).

It is important to note that authorization does not refer to the access that the entities actually
have to the TOE or its data. For example, suppose the owner of the system determines that no
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one other than employees were authorized to certain data on a TOE, yet they connect the TOE to
the Internet. There are millions of entities that are not authorized to the data (because they are
not employees), but they actually have connectivity to the TOE through the Internet and thus can
attempt to access the TOE and its associated resources.

Entities are characterized according to the value of resources to which they are authorized; the
extent of their authorization is implicitly a measure of how trustworthy the entity is with respect
to compromise of the data (that is, compromise of any of the applicable security policies; e.g.,
confidentiality, integrity, availability). In other words, in this model the greater the extent of an
entity's authorization, the more trustworthy (with respect to applicable policies) that entity is.

33 Selection of appropriate Robustness level

Robustness is a characteristic of a TOE defining how well it can protect itself and its resources; a
more robust TOE is better able to protect itself. This section relates the defining factors of IT
environments, authorization, and value of resources to the selection of appropriate robustness
levels.

When assessing any environment with respect to Information Assurance the critical point to con-
sider is the likelihood of an attempted security policy compromise, which was characterized in
the previous section in terms of entity authorization and resource value. As previously men-
tioned, robustness is a characteristic of a TOE that reflects the extent to which a TOE can protect
itself and its resources. It follows that as the likelihood of an attempted resource compromise
increases, the robustness of an appropriate TOE should also increase.

It is critical to note that several combinations of the environmental factors will result in
environments in which the likelihood of an attempted security policy compromise is similar.
Consider the following two cases:

The first case is a TOE that processes only low-value data. Although the organization has stated
that only its employees are authorized to log on to the system and access the data, the system is
connected to the Internet to allow authorized employees to access the system from home. In this
case, the least trusted entities would be unauthorized entities (e.g. non-employees) exposed to the
TOE because of the Internet connectivity. However, since only low-value data are being
processed, the likelihood that unauthorized entities would find it worth their while to attempt to
compromise the data on the system is low and selection of a basic robustness TOE would be
appropriate.

The second case is a TOE that processes high-value (e.g., classified) information. The
organization requires that the TOE be stand-alone, and that every user with physical and logical
access to the TOE undergo an investigation so that they are authorized to the highest value data
on the TOE. Because of the extensive checks done during this investigation, the organization is
assured that only highly trusted users are authorized to use the TOE. In this case, even though
high value information is being processed, it is unlikely that a compromise of that data will be
attempted because of the authorization and trustworthiness of the users and once again selection
of a basic robustness TOE would be appropriate.
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The preceding examples demonstrated that it is possible for radically different combinations of
entity authorization/resource values to result in a similar likelihood of an attempted compromise.
As mentioned earlier, the robustness of a system is an indication of the protection being provided
to counter compromise attempts. Therefore, a basic robustness system should be sufficient to
counter compromise attempts where the likelihood of an attempted compromise is low. The
following chart depicts the “universe” of environments characterized by the two factors
discussed in the previous section: on one axis is the authorization defined for the least
trustworthy entity, and on the other axis is the highest value of resources associated with the
TOE.

Fully
Authorized

Partially
Authorized

Authorization Defined for
Least Trustworthy Entity

Not
Authorized

Low High
Value Value

Highest Value of Resources
Associated with the TOE

As depicted in this figure, the robustness of the TOEs required in each environment steadily
increases as one goes from the upper left of the chart to the lower right; this corresponds to the
need to counter increasingly likely attack attempts by the least trustworthy entities in the
environment. Note that the shading of the chart is intended to reflects the notion that different
environments engender similar levels of “likelihood of attempted compromise”, signified by a
similar color. Further, the delineations between such environments are not stark, but rather are
finely grained and gradual.
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While it would be possible to create many different "levels of robustness" at small intervals
along the “Increasing Robustness Requirements” line to counter the increasing likelihood of
attempted compromise due to those attacks, it would not be practical or particularly useful.
Instead, in order to implement the robustness strategy where there are only three robustness
levels: Basic, Medium, and High, the graph is divided into three sections, with each section
corresponding to set of environments where the likelihood of attempted compromise is roughly

Fully A

Authorized . . .

Low Likelihood ==y
Basic Robustness

@
Partially

Authorized edium Likelihood =
/ Medium Robustness

High Likelihood =
High Robustness

Authorization Defined for
Least Trustworthy Entity

Not

Authorized >
Low High
Value Value

Highest Value of Resources
Associated with the TOE

similar. This is graphically depicted in the picture above.

In this second representation of environments and the robustness plane, the “dots” represent
given instantiations of environments; like-colored dots define environments with a similar
likelihood of attempted compromise. Correspondingly, a TOE with a given robustness should
provide sufficient protection for environments characterized by like-colored dots. In choosing
the appropriateness of a given robustness level TOE PP for an environment, then, the user must
first consider the lowest authorization for an entity as well as the highest value of the resources
in that environment. This should result in a “point” in the chart above, corresponding to the
likelihood that that entity will attempt to compromise the most valuable resource in the
environment. The appropriate robustness level for the specified TOE to counter this likelihood
can then be chosen.

The difficult part of this activity is differentiating the authorization of various entities, as well as
determining the relative values of resources; (e.g., what constitutes “low value” data vs.
“medium value” data). Because every organization will be different, a rigorous definition is not
possible. In Section 3.5 of this PP, the targeted threat level for a medium robustness Firewall
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TOE is characterized. This information is provided to help organizations insure that the
functional requirements specified by this medium robustness PP are appropriate for their
intended application of a compliant Firewall.

It is important to note to vendors and end users that any IT entity that is used to protect National
Security information, and employs cryptography as a protection mechanism, will require the
TOE’s key management techniques to be approved by NSA when the TOE is fielded.

The remainder of this section addresses the following:
e Assumptions about the security aspects of a compliant TOE environment;
e Threats to TOE assets or to the TOE environment which must be countered; and
e Organizational security policies that compliant TOEs must enforce.

3.4  Assumptions

The specific conditions below are assumed to exist in a PP-compliant TOE environment.

ANO_GENERAL PURPOSE The Administrator ensures there are no general purpose
computing or storage repository capabilities (e.g., compilers,
editors, web servers, database servers or user applications)
available on the TOE.

A.PHYSICAL Physical security, commensurate with the value of the TOE and
the data it contains, is assumed to be provided by the
environment.

ANO TOE BYPASS Information cannot flow between external and internal
networks located in different enclaves without passing through
the TOE.

3.5 Threats

In addition to helping define the robustness appropriate for a given environment, the threat agent
is a key component of the formal threat statements in the PP. Threat agents are typically
characterized by a number of factors such as expertise, available resources, and motivation.
Because each robustness level is associated with a variety of environments, there are
corresponding varieties of specific threat agents (that is, the threat agents will have different
combinations of motivation, expertise, and available resources) that are valid for a given level of
robustness. The following discussion explores the impact of each of the threat agent factors on
the ability of the TOE to protect itself (that is, the robustness required of the TOE).

The motivation of the threat agent seems to be the primary factor of the three characteristics of
threat agents outlined above. Given the same expertise and set of resources, an attacker with low
motivation may not be as likely to attempt to compromise the TOE. For example, an entity with
no authorization to low value data none-the-less has low motivation to compromise the data; thus
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a basic robustness TOE should offer sufficient protection. Likewise, the fully authorized user
with access to highly valued data similarly has low motivation to attempt to compromise the
data, thus again a basic robustness TOE should be sufficient.

Unlike the motivation factor, however, the same can't be said for expertise. A threat agent with
low motivation and low expertise is just as unlikely to attempt to compromise a TOE as an
attacker with low motivation and high expertise; this is because the attacker with high expertise
does not have the motivation to compromise the TOE even though they may have the expertise
to do so. The same argument can be made for resources as well.

Therefore, when assessing the robustness needed for a TOE, the motivation of threat agents
should be considered a “high water mark™. That is, the robustness of the TOE should increase
as the motivation of the threat agents increases.

Having said that, the relationship between expertise and resources is somewhat more
complicated. In general, if resources include factors other than just raw processing power
(money, for example), then expertise should be considered to be at the same “level” (low,
medium, high, for example) as the resources because money can be used to purchase expertise.
Expertise in some ways is different, because expertise in and of itself does not automatically
procure resources. However, it may be plausible that someone with high expertise can procure
the requisite amount of resources by virtue of that expertise (for example, hacking into a bank to
obtain money in order to obtain other resources).

It may not make sense to distinguish between these two factors; in general, it appears that the
only effect these may have is to lower the robustness requirements. For instance, suppose an
organization determines that, because of the value of the resources processed by the TOE and the
trustworthiness of the entities that can access the TOE, the motivation of those entities would be
“medium”. This normally indicates that a medium robustness TOE would be required because
the likelihood that those entities would attempt to compromise the TOE to get at those resources
is in the “medium” range. However, now suppose the organization determines that the entities
(threat agents) that are the least trustworthy have no resources and are unsophisticated. In this
case, even though those threat agents have medium motivation, the likelihood that they would be
able to mount a successful attack on the TOE would be low, and so a basic robustness TOE may
be sufficient to counter that threat.

It should be clear from this discussion that there is no “cookbook” or mathematical answer to the
question of how to specify exactly the level of motivation, the amount of resources, and the
degree of expertise for a threat agent so that the robustness level of TOEs facing those threat
agents can be rigorously determined. However, an organization can look at combinations of
these factors and obtain a good understanding of the likelihood of a successful attack being
attempted against the TOE. Each organization wishing to procure a TOE must look at the threat
factors applicable to their environment; discuss the issues raised in the previous paragraph;
consult with appropriate accreditation authorities for input; and document their decision
regarding likely threat agents in their environment.
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The important general points we can make are:

e The motivation for the threat agent defines the upper bound with respect to the level

of robustness required for the TOE.

e A threat agent’s expertise and/or resources that are “lower” than the threat agent’s
motivation (e.g., a threat agent with high motivation but little expertise and few
resources) may lessen the robustness requirements for the TOE (see next point,

however).

e The availability of attacks associated with high expertise and/or high availability of
resources (for example, via the Internet or “hacker chat rooms”) introduces a problem
when trying to define the expertise of, or resources available to, a threat agent.

3.5.1 Threats Addressed by the TOE

The following threats are addressed by the TOE and should be read in conjunction with the threat
rationale section. There are other threats that the TOE does not address (e.g., malicious developer
inserting a backdoor into the TOE) and it is up to a site to determine how these types of threats

apply to its environment.

T.ADDRESS MASQUERADE

T.ADMIN_ERROR

T.ADMIN_ROGUE

T.AUDIT COMPROMISE

T.CRYPTO_COMPROMISE

T.MASQUERADE

Version 1.0

A user on one interface may masquerade as a user
on another interface to circumvent the TOE policy.

An administrator may incorrectly install or
configure the TOE, or install a corrupted TOE
resulting in ineffective security mechanisms.

An administrator’s intentions may become
malicious resulting in user or TSF data being
compromised.

A malicious user or process may view audit
records, cause audit records to be lost or modified,
or prevent future audit records from being
recorded, thus masking a user’s action.

A malicious user or process may cause key, data
or executable code associated with the
cryptographic functionality to be inappropriately
accessed (viewed, modified, or deleted), thus
compromise the cryptographic mechanisms and
the data protected by those mechanisms.

A user may masquerade as an authorized user or
an authorized IT entity to gain access to data or
TOE resources.
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T.FLAWED DESIGN

T.FLAWED IMPLEMENTATION

T.POOR_TEST

T.REPLAY

T.RESIDUAL DATA

T.RESOURCE_EXHAUSTION

T.SPOOFING

T.MALICIOUS TSF COMPROMISE

T.UNATTENDED SESSION

T.UNAUTHORIZED ACCESS

T.UNIDENTIFIED ACTIONS
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Unintentional or intentional errors in requirements
specification or design of the TOE may occur,
leading to flaws that may be exploited by a
malicious user or program.

Unintentional or intentional errors in
implementation of the TOE design may occur,
leading to flaws that may be exploited by a
malicious user or program.

Lack of or insufficient tests to demonstrate that all
TOE security functions operate correctly
(including in a fielded TOE) may result in
incorrect TOE behavior being undiscovered.

A user may gain inappropriate access to the TOE
by replaying authentication information, or may
cause the TOE to be inappropriately configured by
replaying TSF data or security attributes (captured
as it was transmitted during the course of
legitimate use).

A user or process may gain unauthorized access to
data through reallocation of TOE resources from
one user or process to another.

A malicious process or user may block others from
TOE system resources (e.g., connection state
tables) via a resource exhaustion denial of service
attack.

An entity may mis-represent itself as the TOE to
obtain authentication data.

A malicious user or process may cause TSF data
or executable code to be inappropriately accessed
(viewed, modified, or deleted).

A user may gain unauthorized access to an
unattended session.

A user may gain access to services (by sending
data through or to the TOE) for which they are not
authorized according to the TOE security policy.

The administrator may fail to notice potential
security violations, thus limiting the
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T.UNKNOWN STATE

3.6 Organizational Security Policies

administrator’s ability to identify and take action
against a possible security breach.

When the TOE is initially started or restarted after
a failure, design flaws, or improper configurations
may cause the security state of the TOE to be
unknown.

PP-compliant TOEs must address the organizational security policies described below.

P.ACCESS_BANNER

P.ACCOUNTABILITY

P.ADMIN_ACCESS

P.CRYPTOGRAPHIC FUNCTIONS

P.CRYPTOGRAPHY VALIDATED

P.VULNERABILITY ANALYSIS TEST

Version 1.0

The TOE shall display an initial banner describing
restrictions of use, legal agreements, or any other
appropriate information to which users consent by
accessing the system.

The authorized users of the TOE shall be held
accountable for their actions within the TOE.

Administrators shall be able to administer the TOE
both locally and remotely through protected
communications channels.

The TOE shall provide cryptographic functions for
its own use, including encryption/decryption and
digital signature operations.

Where the TOE requires FIPS-approved security
functions, only NIST FIPS validated cryptography
(methods and implementations) are acceptable for
key management (i.e.; generation, access,
distribution, destruction, handling, and storage of
keys) and cryptographic services (i.e.; encryption,
decryption, signature, hashing, key distribution,
and random number generation services).

The TOE must undergo appropriate independent
vulnerability analysis and penetration testing to
demonstrate that the TOE is resistant to an attacker
possessing a medium attack potential.
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4.0 SECURITY OBJECTIVES

This chapter describes the security objectives for the TOE and the TOE’s operating environment.
The security objectives are divided between TOE Security Objectives (i.e., security objectives
addressed directly by the TOE) and Security Objectives for the Operating Environment (i.e.,
security objectives addressed by the IT domain or by non-technical or procedural means).

4.1 TOE Security Objectives

This section defines the security objectives that are to be addressed by the TOE.

O.ROBUST_ADMIN GUIDANCE The TOE will provide administrators with the
necessary information for secure delivery and
management.

O.ADMIN ROLE The TOE will provide an administrator role to

isolate administrative actions.

O.AUDIT _GENERATION The TOE will provide the capability to detect
and create records of security-relevant events
associated with users.

O.AUDIT PROTECTION The TOE will provide the capability to protect
audit information.

O.AUDIT REVIEW The TOE will provide the capability to
selectively view audit information, and alert the
administrator of identified potential security
violations.

O.CHANGE MANAGEMENT The configuration of, and all changes to, the
TOE and its development evidence will be
analyzed, tracked, and controlled throughout
the TOE’s development.

O.CORRECT _TSF OPERATION The TOE will provide the capability to test the
TSF to ensure the correct operation of the TSF
in its operational environment.

O.CRYPTOGRAPHIC FUNCTIONS The TOE shall provide cryptographic functions
for its own use, including encryption/decryption
and digital signature operations.

O.CRYPTOGRAPHY_ VALIDATED The TOE shall use NIST FIPS 140-2 validated
cryptomodules for cryptographic services
implementing FIPS-approved security functions
and random number generation services used by
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O.DISPLAY BANNER

O.DOCUMENT KEY LEAKAGE

O.THOROUGH_FUNCTIONAL
TESTING

O.MAINT MODE

O0.MANAGE

O.MEDIATE

O.REPLAY DETECTION

O.RESIDUAL INFORMATION

O.RESOURCE SHARING

O.SELF PROTECTION

Version 1.0

cryptographic functions.

The TOE will display an advisory warning
regarding use of the TOE.

The bandwidth of channels that can be used to
compromise key material shall be documented.

The TOE will undergo appropriate security
functional testing that demonstrates the TSF
satisfies the security functional requirements.

The TOE shall provide a mode from which
recovery or initial startup procedures can be
performed.

The TOE will provide all the functions and
facilities necessary to support the administrators
in their management of the security of the TOE,
and restrict these functions and facilities from
unauthorized use.

The TOE must mediate the flow of information
between sets of TOE network interfaces or
between a network interface and the TOE itself
in accordance with its security policy.

The TOE will provide a means to detect and
reject the replay of TSF data and security
attributes.

The TOE will ensure that any information
contained in a protected resource is not released
when the resource is reallocated.

The TOE shall provide mechanisms that
mitigate attempts to exhaust connection-
oriented resources provided by the TOE (e.g.,
entries in a connection state table; Transmission
Control Protocol (TCP) connections used by
proxies).

The TSF will maintain a domain for its own
execution that protects itself and its resources
from external interference, tampering, or
unauthorized disclosure.
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O.SOUND DESIGN The design of the TOE will be the result of
sound design principles and techniques; the
design of the TOE, as well as the design
principles and techniques, are adequately and
accurately documented.

O.SOUND IMPLEMENTATION The implementation of the TOE will be an
accurate instantiation of its design, and is
adequately and accurately documented.

O.TIME _STAMPS The TOE shall provide reliable time stamps and
the capability for the administrator to set the
time used for these time stamps.

O.ROBUST _TOE ACCESS The TOE will provide mechanisms that control
a user’s logical access to the TOE and to
explicitly deny access to specific users when
appropriate.

O.TRUSTED PATH The TOE will provide a means to ensure
administrators are not communicating with
some other entity pretending to be the TOE, and
that the TOE is communicating with an
authorized IT entity and not some other entity
pretending to be an authorized IT entity.

O.VULNERABILITY ANALYSIS TEST The TOE will undergo appropriate independent
vulnerability analysis and penetration testing to
demonstrate the design and implementation of
the TOE does not allow attackers with medium
attack potential to violate the TOE’s security
policies.

4.2 Security Objectives for the Operating Environment

This section defines the security objectives that are to be addressed by the IT domain or by non-
technical or procedural means. All of the assumptions stated in Section 3.4 are considered to be
security objectives for the environment. There is an additional objective for the environment,
OE.CRYPTANALYTIC. The mapping and rationale for the security objectives are described in
Section 6.

OE.CRYPTANALYTIC Cryptographic methods used in the IT
environment shall be interoperable with the TOE,
should be FIPS 140-2 validated and should be
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resistant to cryptanalytic attacks (i.e., will be of
adequate strength to protect unclassified Mission
Support, Administrative, or Mission Critical
data).

OE.NO_GENERAL PURPOSE The Administrator ensures there are no general
purpose computing or storage repository
capabilities (e.g., compilers, editors, or user
applications) available on the TOE.

OE.NO_TOE BYPASS Information cannot flow between external and
internal networks located in different enclaves
without passing through the TOE.

OE.PHYSICAL Physical security, commensurate with the value of
the TOE and the data it contains, is assumed to be
provided by the IT environment.
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5 IT SECURITY REQUIREMENTS

This section provides functional and assurance requirements that must be satisfied by a Protection
Profile-compliant TOE. These requirements consist of components from the CC Part 2 and Part
3, NIAP interpreted requirements, and explicit requirements.

5.1 TOE Functional Security Requirements
The functional security requirements for the TOE consist of the following components derived from

Part 2 of the CC, summarized in Table 1 below. Table 2 presents the explicit functional requirements
specified in this PP.

Functional Components (from CC Part 2)

FAU ARP.1 Security alarms

FAU SAR.1 Audit review

FAU SAR.2 Restricted audit review

FAU SAR.3 Selectable audit review

FAU STG.3 Action in case of possible audit data loss

FCS_CKM.1 Cryptographic key generation (for AES symmetric keys using
RNGQG)

FCS_CKM.4 Cryptographic key destruction

FDP IFC.1 Subset information flow control (unauthenticated policy)

FDP _IFC.1(2) Subset information flow control (unauthenticated TOE services
policy)

FDP RIP.2 Full residual information protection

FIA ATD.1 User attribute definition

FIA UAU.1 Timing of authentication

FIA UID.2 User identification before any action

FIA USB.1 User-Subject Binding

FMT MOF.1(1) Management of security functions behavior (TSF non-
cryptographic self-test)

FMT MOF.1(2) Management of security functions behavior (cryptographic self-
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Functional Components (from CC Part 2)

test)

FMT MOF.1(3)

Management of security functions behavior (audit and alarms)

FMT MOF.1(4)

Management of security functions behavior (audit and alarms)

FMT MOF.1(5)

Management of security functions behavior (audit and alarms)

FMT MOF.1(6)

Management of security functions behavior (available TOE-
services for unauthenticated users)

FMT MOF.1(7)

Management of security functions behavior (quota mechanism)

FMT MSA.1

Management of security attributes

FMT MTD.1(1)

Management of TSF data (non-cryptographic, non-time TSF data)

FMT MTD.1(2)

Management of TSF data (cryptographic TSF data)

FMT MTD.1(3)

Management of TSF data (time TSF data)

FMT MTD.1(4)

Management of TSF data (information flow policy ruleset)

FMT MTD.2(1)

Management of limits on TSF data (transport-layer quotas)

FMT MTD.2(2)

Management of limits on TSF data (controlled connection-oriented
quotas)

FMT REV.1 Revocation

FMT SMR.2 Restrictions on security roles
FPT RCV.1 Manual Recovery

FPT RPL.1 Replay detection

FPT RVM.1 Non-bypassability of the TSP
FPT SEP.2 SFP domain separation

FPT STM.1 Reliable time stamps

FRU RSA.I(1)

Maximum quotas (transport-layer quotas)

FRU RSA.1(2)

Maximum quotas (controlled connection-oriented quotas)

FTA SSL.1

TSF-initiated session locking

Version 1.0
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Functional Components (from CC Part 2)

FTA SSL.2 User-initiated locking

FTA SSL.3 TSF-initiated termination

FTA TAB.1 Default TOE access banners

FTA TSE.1 TOE session establishment

FTP_ITC.1(1) Inter-TSF trusted channel (Prevention of Disclosure)
FTP_ITC.1(2) Inter-TSF trusted channel (Detection of Modification)
FTP_TRP.1(1) Trusted path (Prevention of Disclosure)
FTP_TRP.1(2) Trusted path (Detection of Modification)

Table 1 - Security Functional Requirements

Explicit Functional Components

FAU_ARP _ACK_EXP.1

Security alarm acknowledgement

FAU_GEN.1-NIAP-0410

Audit data generation

FAU_GEN.2-NIAP-0410

User identity association

FAU_SAA.1-NIAP-0407

Potential violation analysis

FAU STG.NIAP-0414-1-NIAP-0429

Site-Configurable Prevention of Audit Loss

FAU _ SEL.1-NIAP-0407

Selective audit

FAU_STG.1-NIAP-0423

Protected audit trail storage

FCS BCM_EXP.1

Baseline cryptographic module

FCS CKM SYM EXP.1

Cryptographic Key Establishment for AES symmetric
keys

FCS CKM ASYM EXP.1

Cryptographic Key Entry for Digital
Signature/verification private keys

FCS_COP_EXP.2

Cryptographic operation (Encryption/Decryption AES)

FCS_COP_EXP.3

Cryptographic operation (Digital Signature

MY A W SR - I

Version 1.0

23




Explicit Functional Components

Generation/Verification

FCS COP_EXP.5

Cryptographic operation (Random number generator)

FCS_COP_EXP.6

Cryptographic operation (Cryptographic Hash function)

FDP_IFF.1-NIAP-0417(1)

Simple security attributes (unauthenticated policy)

FDP_IFF.1-NIAP-0417(2)

Simple security attributes (unauthenticated TOE
services policy)

FIA AFL.1-NIAP-0425

Authentication failure handling

FIA UAU EXP.2

Specified User authentication before any action

FIA UAU_EXP.5

Authentication mechanism

FMT MSA.3-NIAP-0409(1)

Static attribute initialization (ruleset)

FMT MSA.3-NIAP-0409(2)

Static attribute initialization (services)

FPT TST EXP.4

TSF testing (with cryptographic integrity verification)

FPT _TST EXP.5

Cryptographic self-test

Table 2 - Explicit Security Functional Requirements

5.1.1 Security Audit (FAU)

FAU_ARP.1 Security alarms

FAU ARP.1.1 — Refinement: The TSF shall [immediately display an alarm message,
identifying the potential security violation and make accessible the audit record contents
associated with the auditable event(s) that generated the alarm, at the:

e local console,

e remote administrator sessions that exist, and;

e remote administrator sessions that are initiated before the alarm has been
acknowledged, and;

e at the option of the Security Administrator, generate an audible alarm, and;

e [assignment: other methods]] upon detection of a potential security violation.

Application Note:

Version 1.0

The TSF provides a message to the local console regardless of
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whether an administrator is logged in. The message is displayed at the remote
console if an administrator is already logged in, or when an administrator logs in if
the alarm message has not been acknowledged. The audit records contents associated
with the alarm may or may not be part of the message displayed, however the
relevant audit information must be available to administrators. In addition, the TOE
provides an audible alarm that can be configured to sound an alarm if desired by the
Security Administrator. It is acceptable for the ST author to fill the open assignment
with none, if no other methods (e.g., pager, e-mail) are included in the TOE.

Explicit: Security alarm acknowledgement (FAU _ARP ACK EXP.1)

FAU ARP _ACK EXP.1.1 — The TSF shall display the alarm message identifying the
potential security violation and make accessible the audit record contents associated with
the auditable event(s) until it has been acknowledged. An audible alarm will sound until
acknowledged by an administrator.

FAU ARP ACK EXP.1.2 — The TSF shall display an acknowledgement message
identifying a reference to the potential security violation, a notice that it has been
acknowledged, the time of the acknowledgement and the wuser identifier that
acknowledged the alarm, at the:

e local console, and
e remote administrator sessions that received the alarm.

Application Note: This explicit requirement is necessary since a CC requirement does
not exist to ensure an administrator will be aware of the alarm. The intent is to
ensure that if an administrator is logged in and not physically at the console or
remote workstation the message will remain displayed until they have acknowledged
it. The message will not be scrolled off the screen due to other activity taking place
(e.g., the Audit Administrator is running an audit report). If the Security
Administrator configures the TOE to generate an audible alarm, the alarm will sound
until an administrator acknowledges the alarm. Acknowledging the message and
audible alarm could be a single event, or different events.

FAU ARP ACK EXP.1.2 ensures that each administrator that received the alarm
message also receives the acknowledgement message, which includes some form of
reference to the alarm message, who acknowledged the message and when.

FAU_GEN.1-NIAP-0410 Audit data generation

FAU GEN.1.1-NIAP-0410 — Refinement: The TSF shall be able to generate an audit
record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events listed in Table 3;
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c) [selection: [assignment: events at a basic level of audit introduced by the inclusion of
additional SFRs], [assignment: events commensurate with a basic level of audit
introduced by the inclusion of explicit requirements], no additional events].

Application Note: For the first assignment in the selection, the ST author augments
the table (or lists explicitly) the audit events associated with the basic level of audit
for any SFRs that the ST author includes that are not included in this PP.

Likewise, for the second assignment the ST author includes audit events that may
arise due to the inclusion of any explicit requirements not already in the PP. Because
“basic” audit is not defined for such requirements, the ST author will need to
determine a set of events that are commensurate with the type of information that is
captured at the basic level for similar requirements. It is acceptable for the ST author
to choose "no additional events", if the ST author has not included additional
requirements, or has included additional requirements that do not have a basic level
(or commensurate level) of audit associated with them.

FAU GEN.1.2-NIAP-0410 - Refinement: The TSF shall record within each audit record
at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, [information specified in column three of Table 3
below].

Application Note: In column 3 of the table below, “if applicable” is used to designate
data that should be included in the audit record if it “makes sense” in the context of
the event that generates the record. For example, in FDP _IFF, packets may be
allowed to flow that do not have a transport layer component (e.g., an ICMP Echo
request). For those packets, there is nothing to record with respect to the transport
layer abstractions.

Requirement Auditable Events Additional Audit Record
Contents
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Requirement Auditable Events Additional Audit Record
Contents
FAU ARP.1 Potential security violation was Identification of what caused the

detected

generation of the alarm

FAU ARP ACK EXP.1 None The identity of the administrator
that acknowledged the alarm.

FAU GEN.1-NIAP-0410 None

FAU GEN.2-NIAP-0410 None

FAU_SAA.1-NIAP-0407

Enabling and disabling of any of
the analysis mechanisms

The identity of the Security
Administrator performing the
function

FAU SAR.1 Opening the audit trail The identity of the Administrator
performing the function
FAU SAR.2 Unsuccessful attempts to read The identity of the administrator
information from the audit attempting the function
records
FAU SAR.3 None

FAU_SEL.1-NIAP-0407

All modifications to the audit
configuration that occur while
the audit collection functions are
operating

The identity of the Security
Administrator performing the
function

FAU STG.1-NIAP-0423 None
FAU STG.3 Actions taken due to exceeding The identity of the Security
the audit threshold Administrator ~ performing  the
function
FAU STG.NIAP-0414-1- Actions taken due to the audit The identity of the Security
NIAP-0429 storage failure Administrator  performing  the
function
FCS BCM_EXP.1 None
FCS_CKM.4 None

FCS CKM_SYM EXP.1 Failure of the activity

FCS_CKM_ASYM EXP.1 Failure of the activity

Version 1.0 27




Requirement

Auditable Events

Additional Audit Record
Contents

FCS_COP.EXP.2

Failure of cryptographic
operation

Type of cryptographic operation

Any applicable cryptographic
mode(s) of operation, excluding
any sensitive information

FCS_COP.EXP.3

Failure of cryptographic
operation

Type of cryptographic operation

Any applicable cryptographic
mode(s) of operation, excluding
any sensitive information

FCS_COP.EXP.5

Failure of cryptographic
operation

Type of cryptographic operation

Any applicable cryptographic
mode(s) of operation, excluding
any sensitive information

FCS_COP.EXP.6

Failure of cryptographic
operation

Type of cryptographic operation

Any applicable cryptographic
mode(s) of operation, excluding
any sensitive information

FDP_IFC.1(1)

None

FDP _IFC.1(2)

None
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Requirement

Auditable Events

Additional Audit Record
Contents

FDP IFF.1-NIAP-0417(1)

Decisions to permit/deny
information flows

Failure to reassemble fragmented
packets

Presumed identity of source subject
Identity of destination subject

Transport layer protocol, if
applicable

Source subject service identifier, if
applicable

Destination subject service
identifier, if applicable

Identity of the firewall interface
associated on which the TOE
received the packet

Identity of the rule that allowed or
disallowed the packet flow

Reason why fragmented packets
could not be reassembled (i.e.,
invalid fragment identifier, invalid
offset, invalid fragment data
length)
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Requirement

Auditable Events

Additional Audit Record
Contents

FDP IFF.1-NIAP-0417(2)

Decisions to permit/deny
information flows between a
subject and the TOE

Presumed identity of source subject
Identity of destination subject

Transport layer protocol, if
applicable

Source subject service identifier, if
applicable

Destination subject service
identifier, if applicable

Identity of the firewall interface
associated on which the TOE
received the packet

Identity of the rule that allowed or
disallowed the packet flow, if
applicable’

FDP _RIP.2

None

FIA AFL.1-NIAP-0425

The reaching of the threshold for
the unsuccessful authentication
attempts

The actions (e.g. disabling of an
account) taken

The subsequent, if appropriate,
restoration to the normal state
(e.g. re-enabling of an account)

Identity of the unsuccessfully
authenticated user

FIA ATD.1

None

FIA UAU.1

None

FIA UAU EXP.2

Successful and unsuccessful use
of authentication mechanisms

Claimed identity of the user using
the authentication mechanism

' The TOE may not use a rule in a ruleset to allow/disallow TOE services (e.g., configuration parameter could be

used instead) and if this is the case, it is not required that a rule be identified.
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Requirement

Auditable Events

Additional Audit Record
Contents

FIA_ UAU_EXP.5

All use of the local authentication
mechanism

Claimed identity of the user
attempting to authenticate

FIA UID.2 All use of the user identification | Claimed identity of the user using
mechanism used for authorized the identification mechanism
users (that is, those that
authenticate to the TOE)

FIA USB.1 Success and failure of binding of | The identity of the user whose

user security attributes to a
subject

attributes are attempting to be
bound

FMT MOF.1(1)

All modifications in the behavior
of the functions in the TSF

The identity of the administrator
performing the function

FMT MOF.1(2)

Enabling or disabling of the key-
generation self-tests

The identity of the administrator
performing the function

FMT MOF.1(3)

All modifications in the behavior
of the functions in the TSF

The identity of the administrator
performing the function

The identity of the administrator
performing the function

FMT MSA.1 All manipulation of the security
attributes

FMT_MSA.3-NIAP-0409(1) | None

FMT_MSA.3-NIAP-0409(2) | None

FMT MTD.1(1)

All modifications of the values of
TSF data by the administrator

The identity of the administrator
performing the function

FMT MTD.1(2)

All modifications of the values of
cryptographic security data by
the cryptographic administrator

The identity of the administrator
performing the function

FMT MTD.1(3)

All modifications to the time and
date used to form the time stamps
by the administrator

The identity of the administrator
performing the function

FMT MTD.1(4)

All modifications to the
information flow policy ruleset
by the Security Administrator

The identity of the security
administrator performing the
function
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Requirement

Auditable Events

Additional Audit Record
Contents

FMT MTD.2(1)

All modifications of the limits

Actions taken when the quota is
exceed (include the fact that the
quota was exceeded)

The identity of the administrator
performing the function

FMT MTD.2(2)

All modifications of the limits

Actions taken when the quota is
exceed (include the fact that the
quota was exceeded)

The identity of the administrator
performing the function

FMT REV.1 All attempts to revoke security List of security attributes that were
attributes attempted to be revoked
The identity of the administrator
performing the function
FMT SMR.2 Modifications to the group of User IDs that are associated with
users that are part of a role the modifications
The identity of the administrator
performing the function
FPT RCV.1 The fact that a failure or service | Type of failure or service
discontinuity occurred discontinuity
Resumption of the regular
operation
FPT RPL.1 Notification that a replay event Identity of the user that was the
occurred subject of the reply attack
FPT RVM.1 None
FPT SEP.2 None
FPT STM.1 Changes to the time

FPT TST EXP.4

Execution of this set of TSF self
tests

The identity of the administrator
performing the test, if initiated by
an administrator
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Requirement

Auditable Events

Additional Audit Record
Contents

FPT TST EXP.5

Execution of this set of TSF self
tests

The identity of the administrator
performing the test, if initiated by
an administrator

FRU RSA.1(1)

None

FRU RSA.1(2)

None

FTA SSL.1 Locking of an interactive session | The identity of the user associated
by the session locking with the session being locked or
mechanism unlocked
Any attempts at unlocking of an
interactive session

FTA SSL.2 Locking of an interactive session | The identity of the user associated
by the session locking with the session being locked or
mechanism unlocked
Any attempts at unlocking of an
interactive session

FTA SSL.3 The termination of a remote The identity of the user associated
session by the session locking with the session that was
mechanism terminated

FTA TAB.1 None

FTA TSE.1 All attempts at establishment of a | The identity of the user attempting

user session

to establish the session

For unsuccessful attempts, the
reason for denial of the
establishment attempt

FTP_ITC.1(1)

All attempted uses of the trusted
channel functions

Identification of the initiator and
target of all trusted channels

FTP ITC.1(2)

All attempted uses of the trusted
channel functions

Identification of the initiator and
target of all trusted channels

FTP_TRP.1(1)

All attempted uses of the trusted
path functions

Identification of the claimed user
identity
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Requirement Auditable Events Additional Audit Record
Contents

FTP_TRP.1(2) All attempted uses of the trusted | Identification of the claimed user
path functions identity

Table 3 — Auditable Events
FAU_GEN.2-NIAP-0410 User Identity Association

FAU GEN.2.1-NIAP-0410 — Refinement: The TSF shall be able to associate each
auditable event with the identity of the user that caused the event.

Application Note: For failed login attempts no user association is required because
the user is not under TSF control until after a successful identification/authentication.
User in this requirement is the userid for authorized users, and a network identifier
for unauthenticated network traffic.

FAU_SAA.1-NIAP-0407 Potential violation analysis

FAU SAA.1.1-NIAP-0407 — The TSF shall be able to apply a set of rules in monitoring
events and based upon these rules indicate a potential violation of the TSP.

FAU SAA.1.2-NIAP-0407 - Refinement: The TSF shall enforce the following rules for
monitoring events:

a) [Security Administrator specified number of authentication failures;

b) Security Administrator specified number of Information Flow policy violations by an
individual presumed source network identifier (e.g., IP address) within an
administrator specified time period;

c) Security Administrator specified number of Information Flow policy violations to an
individual destination network identifier within an administrator specified time
period;

d) Security Administrator specified number of Information Flow policy violations to an
individual destination subject service identifier (e.g., TCP port) within an

administrator specified time period;

e) Security Administrator specified Information Flow policy rule, or group of rule
violations within an administrator specified time period;

f) Any detected replay of TSF data or security attributes;
g) Any failure of the cryptomodule self-tests (FPT _TST EXP.5);

h) Any failure of the other TSF self-tests (FPT _TST EXP.4);
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1) Security Administrator specified number of encryption failures;
J)  Security Administrator specified number of decryption failures;
k) [selection: [assignment: any other rules], "no additional rules"]];
known to indicate a potential security violation.

Application Note: The intent of this requirement is that an alarm is generated
(FAU ARP.1) once the threshold for an event is met. Once the alarm has been
generated it is assumed that the “count” for that event is reset to zero. The Security
Administrator settable number of authentication failures in (a) is intended to be the
same value as specified in FIA_AFL.1.1-NIAP-0425.

FAU_SAR.1 Audit review

FAU SAR.1.1 — The TSF shall provide [the Administrators] with the capability to read
[all audit data] from the audit records.

FAU SAR.1.2 — Refinement: The TSF shall provide the audit records in a manner
suitable for the Administrators to interpret the information.

Application Note: The role Administrator is intended to mean any user acting in an
administrative role.

FAU_SAR.2 Restricted audit review

FAU SAR.2.1 — Refinement: The TSF shall prohibit all users read access to the audit
records in the audit trail, except the Administrators.

FAU_SAR.3 Selectable audit review

FAU SAR.3.1 - The TSF shall provide the ability to perform searches and sorting of
audit data based on:

a) [user identity;
b) source subject identity;
c) destination subject identity;

d) ranges of one or more: dates, times, user identities, subject service identifiers, or
transport layer protocol;

e) rule identity;
f) TOE network interfaces; and

g) [selection: [assignment: other criteria], no additional criteria]].
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Application Note: Audit data should be capable of being searched and sorted on all
criteria specified in a — g, if applicable (i.e., not all criteria will exist in all audit
records). Sorting means to arrange the audit records such that they are “grouped”
together for administrative review. For example the Audit Administrator may want all
the audit records for a specified source subject identity or range of source subject
identities (e.g., IP source address or range of IP source addresses) presented
together to facilitate their audit review. If no additional criteria are provided by the
TOE to perform searches or sorting of audit data, the ST author selects “no
additional criteria”.

FAU_SEL.1-NIAP-0407 Selective Audit

FAU SEL.1.1-NIAP-0407 - Refinement: The TSF shall allow only the Security
Administrator to include or exclude auditable events from the set of audited events
based on the following attributes:

a) user identity;

b) event type;

c) [network identifier;

d) subject service identifier;

e) success of auditable security events;
f) failure of auditable security events;
g) rule identity; and

h) [selection: [assignment: list of additional criteria that audit selectivity is based upon],
no additional criteria]].

Application Note: “user identity” applies to authenticated users; see application note
for FIA _UID.2. “service identifier” is defined in FDP IFF.1.2-NIAP-0417. “event
type” is to be defined by the ST author; the intent is to be able to include or exclude
classes of audit events.

FAU_STG.1-NIAP-0423 Protected audit trail storage

FAU STG.1.1-NIAP-0423 — Refinement: The TSF shall restrict the deletion of stored
audit records in the audit trail to the Audit Administrator.

FAU STG.1.2-NIAP-0423 — Refinement: The TSF shall be able to prevent
modifications to the audit records in the audit trail.
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FAU _STG.3 Action in case of possible audit data loss

FAU STG.3.1 - Refinement: The TSF shall [immediately alert the administrators by
displaying a message at the local console, and at the remote administrative console when
an administrative session exists for each of the defined administrative roles, at the option
of the Security Administrator generate an audible alarm, [selection: [assignment: other
methods], no other methods] if the audit trail exceeds [a Security Administrator settable
percentage of storage capacity].

Application Note: As with FAU ARP.1, the TSF provides a message to the local
console regardless of whether an administrator is logged in. The message is
displayed at the remote console if an administrator is already logged in, or when an
administrator logs in. This requirement specifies that the message is sent to the first
established session for each of the defined roles to ensure someone in the
administrator staff'is aware of the alert as soon as possible.

FAU_STG.NIAP-0414-1-NIAP-0429 Site-Configurable Prevention of Audit Loss

FAU STG.NIAP-0414-1.1-NIAP-0429 - Refinement: The TSF shall provide the
Security Administrator the capability to select one or more of the following actions
prevent auditable events, except those taken by the Security Administrator and Audit
Administrator, overwrite the oldest stored audit records and [selection: [assignment:
other actions to be taken in case of audit storage failure], no other actions] to be taken if
the audit trail is full.

FAU STG.NIAP-0414-1.2-NIAP-0429 - Refinement: The TSF shall enforce the
Security Administrator’s selection(s) if the audit trail is full.

Application Note: The TOE provides the Security Administrator the option of
preventing audit data loss by preventing auditable events from occurring. The
Security Administrator and Audit Administrator actions under these circumstances
are not required to be audited. The TOE also provides the Security Administrator the
option of overwriting “old” audit records rather than preventing auditable events,
which may protect against a denial-of-service attack.

5.1.2 Cryptographic Support (FCS)

This section specifies the cryptographic support required in the TOE. As previously stated the
cryptographic support is required for authentication mechanisms, for trusted path, trusted
channel and for integrity mechanisms. The cryptographic requirements are structured to
accommodate use of the FIPS 140-2 standard and NIST’s Cryptographic Module Validation
Program (CMVP) in meeting the requirements, and to accommodate use of multiple
cryptographic modules in meeting the required cryptographic functionality.

In general, the required cryptographic functionality is either within the scope of what is currently
tested as part of the FIPS 140-2 validation program or the functionality must be evaluated by the
CCEVS evaluation process; and the cryptographic functionality is either implemented in a FIPS-
validated module or not. As the FIPS 140-2 validation program evolves to handle algorithms and
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key sizes not currently covered under FIPS 140-2, it is envisioned that aspects specified in these
requirements will eventually be covered by the FIPS program. The following presents the
terminology used in the PP to articulate these distinctions

Requirements with FIPS-approved cryptographic functionality:

Cryptographic functionality that is within the scope of what’s tested as part of the FIPS 140-2
validation program are FIPS-approved cryptographic functions. Defined in FIPS 140-2, an
approved cryptographic function is a security function (e.g., cryptographic algorithm,
cryptographic key management technique, or authentication technique) that is either:

a) specified in a Federal Information Processing Standard (FIPS),

b) adopted in a FIPS and specified either in an appendix to the FIPS or in a document
referenced by the FIPS standard, or

¢) specified in the list of Approved security functions.

As specified in P.CRYPTOGRAPHY VALIDATED, FIPS-approved cryptographic functions
are required to be implemented in a FIPs-validated module running in FIPS-approved mode.
FCS_BCM reflects this requirement, and it specifies the required FIPS validation levels for the
security functions.

The following requirements specify cryptographic functionality that is currently (August 2003)
FIPS-approved:

FCS_CKM.1 (key generation for AES symmetric keys)

FCS CKM_ASYM EXP.1 (key entry for Digital Signature/verification private keys)
FCS_CKM.4 (key destruction)

FCS_COP_EXP.2 (encryption/decryption using AES)

FCS_COP_EXP.3 (digital signature generation/verification)

FCS_COP_EXP.5 (random number generation)

FCS_COP_EXP.6 (hashing function)

These requirements specify a ‘FIPS-validated cryptomodule’ in the requirement. The
requirements also specify the required modes, key sizes, and any mechanisms. A compliant
TOE must ensure the specified requirements are included in the FIPS 40-2 validation.

Requirements with cryptographic functionality not FIPS-approved:

The PP requires cryptographic functionality for key establishment for which there is currently no
FIPS-approved key establishment techniques at this time.> The CMVP program allows these cryptographic
functions to be implemented in a FIPs-validated module running in FIPS-approved mode. These
requirements are specified in the PP using the terminology FIPS-supported or non-FIPs to

2 While Annex D cites ANSI X9.17 for symmetric key establishment, this standard has since been rescinded and
therefore not appropriate to meet the requirements for the PP.
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specify whether they are implemented in a FIPs-validated module running in FIPS-approved
mode or not, respectively. The ST author will select the option that correctly reflects the
implementation. The distinction between FIPS-supported or non-FIPS is important to both
clarify the implementation in the ST, and for considering the methodology for evaluation.

There is one requirement in this class that is an exception. This requirement is
FCS CKM_SYM EXP.1, selection Cryptographic Key Establishment using Automated
Loading, regarding key error detection and directly attached key devices. The requirement may
be implemented outside of the definition of the cryptographic module. It is included in this class
for clarity since it is part of key management. For this requirement the term 7SF when the
functionality is implemented outside of a cryptographic module.

Addressing the evolving list of FIPS-approved cryptographic functionality:

The list of FIPS-approved crypto functions changes as the CMVP program evolves. The
requirements address this in the following manner:

e the FCS BCM requirement is written to de-couple the required cryptographic functions
from its status regarding FIPS validation. FCS BCM applies for all FIPS-approved
cryptographic functions that a compliant TOE must implement.

e The ST assignments/selection for requirements with cryptographic functionality not
FIPS-approved includes the selection FIPS-approved which is to be used when the status
of the cryptographic function has changed to be a FIPS-approved standard.

It’s important to note to vendors and end users that any IT entity that is used to protect National
Security Information, and employs cryptography as a protection mechanism, will require the
TOE’s key management techniques to be approved by NSA when the TOE is fielded.

FCS_BCM_EXP.1 Baseline Cryptographic Module

FCS BCM _EXP.1.1 - All cryptographic functions implemented by the TOE that are
FIPS-approved cryptographic functions shall be implemented in crypto module that is
FIPS PUB 140-2 validated, and perform the specified cryptographic functions in a FIPS-
approved mode of operation.

FCS BCM EXP.1.2 - All FIPS-validated cryptographic modules implemented in the
TSF shall have a minimum overall Security Level 1 and meet Security Level 3 for the
following: cryptographic module ports and interfaces; roles, services and authentication;
cryptographic key management, and design assurance.

FCS_CKM.1 Cryptographic Key Generation (for symmetric keys using RNG)

FCS CKM.1.1 Refinement: The FIPS-validated cryptomodule shall generate
symmetric cryptographic keys [using a FIPS-Approved Random Number Generator] [for
all key sizes] that meet the following: [one of the standards defined in Annex C to FIPS
140-2].

Application Note: This requirement specifies that the FIPS-validated cryptomodule
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must be able to generate the AES keys, although nothing prevents externally-
generated keys from being used as well (as long as the requirements in
FCS CKM SYM EXP.2 are met). Annex C to FIPS 140-2 defines FIPS-Approved
random number generation algorithms. Each of the algorithms is defined in an
associated standard listed in the Annex. The actual key size will be determined by the
algorithm that uses the key, see FCS COP_EXP.2.

FCS_CKM_SYM _EXP.1 Cryptographic Key Establishment for AES symmetric
keys

Application Note: This PP requires that compliant TOEs be able to generate
symmetric key (FCS CKM.1); it also requires that symmetric key be able to be
established either through a protocol exchange (e.g., Diffie-Hellman), or manual or
automated input/output.

FCS CKM_SYM EXP.1.1 — The cryptomodule shall provide the following [selection:
FIPS-approved, FIPS-supported security function, non-FIPS-supported security function,
none] cryptographic key establishment technique(s) for symmetric keys:

Application Note: For the selection above, the ST writer should select “FIPS-
supported security function” if the key establishment technique is implemented in a
FIPS-validated cryptomodule running in a FIPS-approved mode of operation. If
manual or automated loading is selected, the functionality must be implemented in a
FIPS-validated module but the functionality is not cryptographic in nature (that is, no
cryptographic algorithm is being exercised), but rather the functionality is present in
the implementation of a FIPS-approved security function. In this case, “none”
should be selected. In all other cases, select non-FIPS-supported security function.
If multiple key establishment techniques are specified, FCS CKM SYM EXP.]
should be iterated appropriately.

[selection:

a) Cryptographic Key Establishment using Discrete Logarithm Key Agreement that
meets the following:

Application Note: This element of the top-level selection applies to automated key
agreement schemes where an exchange occurs between the TOE and another IT
entity that results in both entities having the same secret key without ever having
passed that key between the two entities. This is in contrast to key transport schemes,
where key is actually passed between two IT entities. This is also distinct from key
loading, where the user is either directly inputting or receiving key, or an automated
device (token, PC card, etc.) is inputting or receiving key.

a) The cryptomodule shall provide the capability to act as the initiator or responder
(that is, act as Party U or Party V as defined in the standard) to agree on
cryptographic keys of all sizes using the [selection: dhStatic, dhEphem,
dhOneFlow, dhHybridl, dhHybrid2, dhHybridOneFlow, MQV1, MQV2] key
agreement scheme where domain parameter p is a prime of [assignment: size of
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e

prime “p” in number of bits that is 3072 or greater] and domain parameter q is a
prime of [assignment: size of prime “q” in number of bits that is 256 or greater],
and that conforms with ANSI X9.42-2001, Public Key Cryptography for the
Financial Services Industry: Agreement of Symmetric Keys Using Discrete

Logarithm Cryptography.

Application Note: It should be noted that the actual key size of the symmetric key
agreed to when using this scheme will be a function of the algorithm that will be
using the key, as specified in FCS COP_EXP.2.

In the selection in paragraph a), one or more of the schemes should be chosen by the
ST author, based on what schemes the TOE implements. Note that the requirement is
for the cryptomodule to be able to act as either party (as detailed in the standard) for
the chosen scheme(s).

The two assignments are used to specify the number of bits used for the domain
parameters p and q (which are primes). The requirement above indicates that p must
be a prime of at least 3072 bits, while g must be a prime of at least 256 bits. The ST
author should fill in the appropriate number of bits based on the implementation.
This applies if the implementation generates its own domain parameters, or if it
obtains the domain parameters in some other way (e.g., hard-coded, obtained from
an outside authority).

b) The cryptomodule shall conform to the standard using a FIPS-approved MAC
function, a FIPS-approved Random Number generation function, and a FIPS-
approved Hashing function.

c) The choices and options used in conforming to the key agreement scheme(s) are
as follows: [assignment: options that the cryptomodule implements when
implementing the selected key agreement schemes, including options for any
prerequisite or dependant functions (e.g., domain parameter generation and
validation).];

Application Note: In the X9.42-2001 standard there are several sections that are
marked “optional”, or where a choice is given. Choices are, for example, how the
domain parameters are obtained (generated or obtained from some other entity).
Another example is the key derivation function that is implemented. ST authors
should use the assignment to provide sufficient information so that 1) it is possible to
test the implementation of the function in a repeatable fashion, and 2) readers
(consumers) of the ST understand exactly what is done by the key agreement schemes
implemented. The ST author should ensure that all of the prerequisite
options/choices, as well as choices/options in dependant functions, are covered in the
assignment.
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e Cryptographic Key Establishment using Elliptic Curve Key Agreement that meets the
following:

Application Note: This element of the top-level selection applies to automated key
agreement schemes where an exchange occurs between the TOE and another IT
entity that results in both entities having the same secret key without ever having
passed that key between the two entities. This is in contrast to key transport schemes,
where key is actually passed between two IT entities. This is also distinct from key
loading, where the user is either directly inputting or receiving key, or an automated
device (token, PC card, etc.) is inputting or receiving key.

a) The cryptomodule shall provide the capability to act as the initiator or
responder (that is, act as Party U or Party V as defined in the standard) to
agree on cryptographic keys of all sizes using the [selection: Ephemeral
Unified Model, 1-Pass Diffie-Hellman, Static Unified Model, Combined
Unified Model with Key Confirmation, 1-Pass Unified Model, Full
Unified Model, Full Unified Model with Key Confirmation, Station-to-
Station, 1-Pass MQV, Full MQV, Full MQV with Key Confirmation] key
agreement scheme using Elliptic Curves with the order of the base point
being a [assignment: size of the order of the base point “n” in number of
bits that is 256 or greater]-bit value, and conforms to ANSI X9.63-2001,
Public Key Cryptography for the Financial Services Industry: Key
Agreement and Key Transport Elliptic Curve Cryptography.

Application Note: In the selection in paragraph a), one or more of the schemes
should be chosen by the ST author, based on what schemes the TOE implements.
Note that the requirement is for the cryptomodule to be able to act as either party (as
detailed in the standard) for the chosen scheme(s) where the schemes are asymmetric.

The assignment is used to specify the number of bits used for the domain parameter n,
which is the order of the base point of the curve chosen (the standard uses “n’ to
denote this value). The requirement above indicates that n must be at least a 256-bit
value. The ST author should fill in the appropriate number of bits based on the
implementation.  This applies if the implementation generates its own domain
parameters, or if it obtains the domain parameters in some other way (e.g., hard-
coded, obtained from an outside authority).

b) The cryptomodule shall conform to the standard using a FIPS-approved
MAC function, a FIPS-approved Random Number generation function,
and a FIPS-approved Hashing function.

c) The choices and options used in conforming to the key transport
scheme(s) are as follows: [assignment: options that the cryptomodule
implements when implementing the selected key transport schemes,
including options for any prerequisite or dependant functions (e.g.,
domain parameter generation and validation).];
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Application Note: In the X9.63-2001 standard there are several sections that are
marked “optional”, or where a choice is given. Choices are, for example, in the
domain parameter generation and validation section (Section 5.1) where domain
parameters can be generated over F, or over F,". Another example is the Diffie-
Hellman primitive (Standard or Modified) that is implemented. ST authors should use
the assignment to provide sufficient information so that 1) it is possible to test the
implementation of the function in a repeatable fashion, and 2) readers (consumers) of
the ST understand exactly what is done by the key agreement schemes implemented.
The ST author should ensure that all of the prerequisite options/choices, as well as
choices/options in dependant functions, are covered in the assignment.

e Cryptographic Key Establishment using Key Transport that meets the following:

Application Note: This element of the top-level selection applies to automated key
transport schemes where key is exchanged between the TOE and another IT entity.
This is in contrast to key agreement schemes, where key is determined based on
shared public information between two IT entities. This is also distinct from key
loading, where the user is either directly inputting or receiving key, or an automated
device (token, PC card, etc.) is inputting or receiving key.

b) The cryptomodule shall provide (act as the initiator) and accept (act
as the responder) cryptographic keys to/from another IT Entity using
the [selection: 1-Pass Transport Scheme; 3-Pass Transport Scheme;
both the 1-Pass and 3-Pass Transport Schemes] using Elliptic Curves
with the order of the base point being a [assignment: size of modulus
“n” in number of bits that is 256 or greater]-bit value in a manner that

conforms with ANSI X9.63-2001, Public Key Cryptography for the

Financial Services Industry: Key Agreement and Key Transport

Elliptic Curve Cryptography.

Application Note: In the selection in paragraph a), one or more of the schemes
should be chosen by the ST author, based on what schemes the TOE implements.
Note that the requirement is for the cryptomodule to be able to act as either party (as
detailed in the standard) for the chosen scheme(s).

The assignment is used to specify the number of bits used for the domain parameter n,
which is the order of the base point of the curve chosen (the standard uses “n” to
denote this value). The requirement above indicates that n must be at least a 256-bit
value. The ST author should fill in the appropriate number of bits based on the
implementation.  This applies if the implementation generates its own domain
parameters, or if it obtains the domain parameters in some other way (e.g., hard-

coded, obtained from an outside authority).
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c) The cryptomodule shall conform to the standard using a FIPS-
approved MAC function, a FIPS-approved Random Number
generation function, and a FIPS-approved Hashing function.

d) The choices and options used in conforming to the key transport
scheme(s) are as follows: [assignment: options that the cryptomodule
implements when implementing the selected key transport schemes,
including options for any prerequisite or dependant functions (e.g.,
domain parameter generation and validation).];

Application Note: In the X9.63-2001 standard there are several sections that are
marked “optional”, or where a choice is given. Choices are, for example, in the
domain parameter generation and validation section (Section 5.1) where domain
parameters can be generated over F, or over F,". Another example is the Diffie-
Hellman primitive (Standard or Modified) that is implemented. ST authors should use
the assignment to provide sufficient information so that 1) it is possible to test the
implementation of the function in a repeatable fashion, and 2) readers (consumers) of
the ST understand exactly what is done by the key agreement schemes implemented.
The ST author should ensure that all of the prerequisite options/choices, as well as
choices/options in dependant functions, are covered in the assignment.

e Cryptographic Key Establishment using Manual Methods

Application Note: This element of the top-level selection applies to the case where a
human is either typing key into the cryptomodule, or the cryptomodule is outputting
key to a display, for instance. The distinguishing feature is that the transaction is
between a human and the cryptomodule, and not between the cryptomodule and
another IT device or IT media.

a) The FIPS-validated cryptomodule shall be able to accept as input and
be able to output in the following circumstances [assignment:
circumstances under which the cryptomodule will output a key]
cryptographic keys in accordance with FIPS-compliant Key
Management techniques that meet the FIPS 140-2 Key Management
Security Level 3, Key Entry and Output;

Application Note: The ST author should use the assignment to detail the conditions
under which key is output from the cryptomodule (for example, only during a certain
type of key generation activity).

Note that the phrase “FIPS-compliant Key Management techniques” refer to

techniques that meet the FIPS 140-2 Key Management requirements for Key Entry
and Output at security level 3.
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Note that this requirement mandates that cryptomodules in the TSF have the ability to
perform manual key input/output, and that this capability has been through the FIPS
validation process.

e Cryptographic Key Establishment using Automated Methods

Application Note: This element of the top-level selection applies to automated key
loading device. In the case where key is being transferred from the device to the
cryptomodule the key is being “input”. In the case where the key is being transferred
from the cryptomodule to the device (for instance, a CA loading a user’s private key
into a token device) the key is being “output.”

a) The FIPS-validated cryptomodule shall be able to accept as input and
be able to output in the following circumstances [assignment:
circumstances under which the cryptomodule will output a key]
cryptographic keys using key management techniques that meet the
following:

Application Note: The ST author should use the assignment to detail the conditions
under which key is output from the cryptomodule (for example, only during a certain
type of key generation activity).

e The TSF shall provide the capability to directly attach a
key device by [selection: internal bus, serial port, USB
port, audio device, [assignment: other non-network
physical device]];

Application note: An example of a device attached by an internal bus would be a
floppy device used for keys transported on floppy disks. Note that this requirement
does not require that the device drivers be part of the cryptographic module.

e The [selection: FIPS-validated cryptomodule, TSF] shall
perform key error detection scheme on keys input via
electronic methods using [selection: parity check,
[assignment: other key error detection scheme]]; and

Application Note: In the first selection, the ST should indicate whether the key error
detection scheme is performed prior to the key reaching the cryptomodule (in which
case the selection should be “TSF”) or is performed by the cryptomodule. For
instance, if the device is attached to a USB port and the USB driver (that is not part
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of the cryptomodule) performs a parity check of the data coming off of the device,
then the selection should be “none” since the USB driver is not part of the
cryptomodule.  However, if the USB driver performed no check and the
cryptomodule, once it was passed the key by the driver, performed the check, then
“FIPS-validated cryptomodule” should be chosen.

In the second selection, the ST author should indicate what error detection scheme is
employed. The requirement above refers to errors in parity or structure of the key; it
does not necessarily require checks on key “goodness”, length, format, etc.

e FIPS 140-2 Key Management Security Level 3, Key Entry
and Output.

Application Note: Note that this requirement mandates that cryptomodules in the TSF
have the ability to perform automated key input/output, and that this capability has
been through the FIPS validation process.

]

Application Note: The ST author selects one or more of the identified methods (i.e.,
the two key agreement schemes, key transport, manual loading or automated loading)
used to establish cryptographic keys in the TOE.

FCS_CKM_ASYM_EXP.1 Cryptographic Key Entry for Digital
Signature/verification private keys

Application Note: This PP requires that compliant TOEs be able to generate
public/private key pairs in accordance with the chosen digital signature algorithm
specified in FCS COP_EXP. 3. In addition, it also requires that a private key be
able to be entered via manual or automated methods.

FCS CKM_ASYM EXP.1.1 — The FIPS-validated cryptomodule shall provide the
following cryptographic key entry technique(s) for the private key used for the

asymmetric  algorithm  [assignment: cryptographic  operation selected in
FCS COP_EXP.3]:

Application Note: Multiple key entry techniques available for a single
FCS COP _EXP.3 may be presented as a list in this requirement, however, if there
are multiple key entry techniques to support multiple FCS COP _EXP.3
cryptographic  functions, then FCS CKM ASYM EXP.I should be iterated
appropriately.

[selection:
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e Cryptographic Key Establishment using Manual Methods

Application Note: This element of the top-level selection applies to the case where a
human is typing key into the cryptomodule. The distinguishing feature is that the
transaction is between a human and the cryptomodule, and not between the
cryptomodule and another IT device or IT media.

a) The FIPS-validated cryptomodule shall be able to accept as input
cryptographic keys in accordance with FIPS-compliant Key Management
techniques that meet the FIPS 140-2 Key Management Security Level 3, Key
Entry and Output;

Application Note: Note that the phrase “FIPS-compliant Key Management
techniques” refer to techniques that meet the FIPS 140-2 Key Management
requirements for Key Entry and Output at security level 3.

Note that this requirement mandates that cryptomodules in the TSF have the ability to
perform manual key input for the private key, and that this capability has been
through the FIPS validation process.

e Cryptographic Key Establishment using Automated Methods

Application Note: This element of the top-level selection applies to
automated/electronic key loading device. In the case where key is being transferred
from the device to the cryptomodule the key is being “input”.

a) The FIPS-validated cryptomodule shall be able to accept as input
cryptographic keys using key management techniques that meet the
following:

e The TSF shall provide the capability to directly attach a key
device by [selection: internal bus, serial port, USB port, audio
device, [assignment: other non-network physical device]];

Application note: An example of a device attached by an internal bus would be a
floppy device used for keys transported on floppy disks. Note that this requirement
does not require that the device drivers be part of the cryptographic module.
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e The [selection: FIPS-validated cryptomodule, TSF] shall
perform key error detection scheme on keys input via
electronic methods using [selection: parity check,
[assignment: other key error detection scheme]]; and

Application Note: In the first selection, the ST should indicate whether the key error
detection scheme is performed prior to the key reaching the cryptomodule (in which
case the selection should be “TSF”) or is performed by the cryptomodule. For
instance, if the device is attached to a USB port and the USB driver (that is not part
of the cryptomodule) performs a parity check of the data coming off of the device,
then the selection should be “none” since the USB driver is not part of the
cryptomodule.  However, if the USB driver performed no check and the
cryptomodule, once it was passed the key by the driver, performed the check, then
“FIPS-validated cryptomodule” should be chosen.

In the second selection, the ST author should indicate what error detection scheme is
employed. The requirement above refers to errors in parity or structure of the key; it
does not necessarily require checks on key “goodness”, length, format, etc.

e FIPS 140-2 Key Management Security Level 3, Key Entry
and Output.

Application Note: Note that this requirement mandates that cryptomodules in the TSF
have the ability to perform automated key input, and that this capability has been
through the FIPS validation process.

]

Application Note: The ST author selects one or more of the identified methods (i.e.,
manual loading or automated loading) used to establish asymmetric cryptographic
keys in the TOE.

FCS_CKM.4 Cryptographic Key Destruction

FCS _CKM.4.1 - Refinement: The TSF shall destroy cryptographic keys in accordance
with a [cryptographic key zeroization method] that meets the following:

a) [The Key Zeroization Requirements in FIPS PUB 140-2 Key Management Security
Level 3;

b) Zeroization of all private cryptographic keys, plaintext cryptographic keys and all
other critical cryptographic security parameters shall be immediate and complete; and

c) The zeroization shall be executed by overwriting the key/critical cryptographic
security parameter storage area three or more times with an alternating pattern.
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d) The TSF shall overwrite each intermediate storage area for private cryptographic keys,
plaintext cryptographic keys, and all other critical security parameters three or more
times with an alternating pattern upon the transfer of the key/CSPs to another location.]

Application note: Item d applies to locations that are used when the keys/parameters
are copied during processing, and not to the locations that are used for storage of the
keys, which are specified in items b and c. The temporary locations could include
memory registers, physical memory locations, and even page files and memory
dumps.

FCS_COP_EXP.2 Cryptographic Operation (Encryption/Decryption using AES)

FCS COP _EXP.2.1 A cryptomodule shall perform encryption and decryption using the
FIPS-Approved Security Function AES algorithm operating in [selection: one or more of
ECB, CBC, OFB, CFBI1, CFBS8, CFB128, CTR] mode(s) supporting key sizes of
[selection: one or more of 128 bits, 192 bits, 256 bits].

Application note: Item d applies to locations that are used when the keys/parameters
are copied during processing, and not to the locations that are used for storage of the
keys, which are specified in items b and c. The temporary locations could include
memory registers, physical memory locations, and even page files and memory
dumps.

Note that this requirement applies to all cryptomodules in the TSF, whether they are
FIPS-validated or not. As a practical matter, FIPS-validated cryptomodules will
have to have the above functionality implemented and tested as part of the CMVP
validation so that the fact that the key destruction is being performed as specified
above in a FIPS-approved mode of operation can be established.

FCS_COP_EXP.3 Cryptographic Operation (Digital Signature
Generation/Verification)

FCS _COP _EXP.3.1 A cryptomodule shall perform digital signature generation and
verification using the FIPS-Approved Security Function [selection:

e rDSA

Application Note: This top-level selection indicates that the digital signatures will be
calculated using the rDSA algorithm specified in X9.31-1998, as implemented in a
FIPS-validated cryptomodule.

a) The cryptomodule shall implement rDSA with a modulus size of [assignment:
size of modulus “n” in number of bits that is 2048 bits or greater] in a manner that
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conforms to ANSI X9.31-1998, Digital Signatures Using Reversible Public Key
Cryptography for the Financial Services Industry (rDSA).

Application Note: The ST author should fill in the assignment with the number of bits
the module uses for its modulii. Note that in order to meet the requirement modulii
must be at least 2048 bits.

b) The choices and options used in conforming to the X9.31-1998 are as follows:
[assignment: options that the cryptomodule implements when implementing the
signature generation and validation functions, including options for any
prerequisite or dependant functions (e.g., key generation).];

Application Note: In the X9.31-1998 standard there are several sections that are
marked “optional”, or where a choice is given. For instance, the public verification
exponent ‘“‘e” can be fixed or randomly generated. Another instance is that the
procedure in section 4.1.2.1 can be followed to generate the primes p and q, or
another procedure followed as long as the primes generated meet the conditions in
section 4.1.2. The goal of the assignment is to provide sufficient information such
that 1) it is possible to test the implementation of the function in a repeatable fashion,
and 2) readers (consumers) of the ST understand exactly what is done by the rDSA
implementation. The ST author should ensure that all of the prerequisite
options/choices, as well as choices/options in dependant functions, are covered in the
assignment.

e ECDSA

Application Note: This top-level selection indicates that the digital signatures will be
calculated using the ECDSA algorithm specified in X9.62-1998, as implemented in a
FIPS-validated cryptomodule.

a) The FIPS-validated cryptomodule shall implement ECDSA where the order
of the base point is a [assignment: size of the order of the base point “n” in
number of bits that is 256 or greater]-bit value, and where the algorithm
conforms with ANSI X9.62-1998, Public Key Cryptography for the Financial
Services Industry: The Elliptic Curve Digital Signature Algorithm (ECDSA).

Application Note: The assignment is used to specify the number of bits used for the
domain parameter n, which is the order of the base point of the curve chosen (the
standard uses “n” to denote this value). The requirement above indicates that n must
be at least a 256-bit value. The ST writer should fill in the appropriate number of bits
based on the implementation. This applies if the implementation generates its own
domain parameters, or if it obtains the domain parameters in some other way (e.g.,
hard-coded, obtained from an outside authority).

b) The choices and options used in conforming to X9.62-1998 are as follows:
[assignment: options that the TSF implements when implementing the signature
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generation and validation functions, including options for any prerequisite or
dependant functions (e.g., domain parameter generation and validation)].]

Application Note: In the X9.62-1998 standard there are several sections that are
marked “optional”, or where a choice is given. Choices are, for example, in the
domain parameter generation and validation section (Section 5.1) where domain
parameters can be generated over F, or over F,". Public Key validation is an
example of an optional part of the standard. ST writers should use the assignment to
provide sufficient information such that 1) it is possible to test the implementation of
the function in a repeatable fashion, and 2) readers (consumers) of the ST understand
exactly what is done by the key transport schemes implemented. The ST author
should ensure that all of the prerequisite options/choices, as well as choices/options
in dependant functions, are covered in the assignment.

FCS_COP_EXP.5 Cryptographic Operation (Random Number Generation)

FCS _COP_EXP.5.1 The TSF shall perform all Random Number Generation used by the
cryptographic functionality of the TSF, as well as all SFRs that require random numbers,
using a FIPS-approved Random Number Generator implemented in a FIPS-approved
cryptomodule running in a FIPS-approved mode.

Application Note: Whenever a referenced standard calls for a random number
generation capability, this requirement specifies the subset of random number
generators (those that are FIPS-validated) that are acceptable. Note that the RNG
does not have to be implemented in the cryptomodule that is performing the
cryptographic operation. This also requires that if implementation of an SFR requires
a number to be randomly generated, then a RNG in a FIPS-validated cryptomodule is
used. For example, if an SFR specified that TCP sequence numbers were to be
randomly generated in order to counter TCP session hijacking attempts, the TCP
sequence numbers would have to be randomly generated using the functionality in a
FIPS-validated cryptomodule. On the other hand, if the TSF randomly generated
temporary filenames (and this capability was unrelated to any SFR in the ST) then
any RNG could be used. Note that this requirement is not calling for the RNG
functionality to be made generally available (e.g., to untrusted users via an API).

FCS_COP_EXP.6 Cryptographic Operation (Cryptographic Hashing Function)

FCS _COP_EXP.6.1 The TSF shall perform all Cryptographic Hashing Functions used by
other cryptographic functionality of the TSF using a FIPS-approved Cryptographic
Hashing Function implemented in a FIPS-approved cryptomodule running in a FIPS-
approved mode.

Application Note: Whenever a referenced standard calls for a cryptographic hashing
capability (e.g., SHA-1), this requirement specifies the subset of cryptographic
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hashing functions (those that are FIPS-validated) that are acceptable. Note that the
hashing function does not have to be implemented in the cryptomodule that is
performing the cryptographic operation. Also note that this requirement is not
calling for the hashing functionality to be made generally available (e.g., to untrusted
users via an API).

5.1.3 User data protection (FDP)
FDP_IFC.1(1) Subset information flow control (unauthenticated policy)

FDP IFC.1.1(1) - The TSF shall enforce the [UNAUTHENTICATED INFORMATION
FLOW SFP] on

e [source subject: TOE interface on which information is received;

e destination subject: TOE interface to which information is destined;
¢ information: network packets; and

e operations: pass information,

Application Note: In a firewall, the central issue is that there are two “subjects” (the
sender of the packet (information) and the receiver of the packet) neither of which are
under the control of the TOE. In order to use the FDP IF* requirements, we
associate the potential set of subjects with a firewall interface. This makes sense
because an administrator is able to determine what sets of IP addresses (for example)
are associated with each of the physical firewall interfaces (assuming no other
“backdoor” connectivity). Associating this potential set of subjects with an interface
also allows the specification of subject attributes to be associated with something that
is actually part of the TOE (the physical interface), as well as allow FDP IFF.1.2-
NIAP-0417 to be written so that it actually makes sense.

Note that “operations” also is different from an operating-system-centric world
because there is only one operation that the subjects really want: that the information
is passed through the firewall.
FDP_IFF.1-NIAP-0417(1) Simple security attributes (unauthenticated policy)
FDP_IFF.1.1-NIAP-0417(1) - The TSF shall enforce the [UNAUTHENTICATED
INFORMATION FLOW SFP] based on the following types of subject and information
security attributes:
a) [Source subject security attributes:

e set of source subject identifiers; and

e [selection: [assignment: other subject security attributes], none].
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b) Destination subject security attributes:
e Set of destination subject identifiers; and
e [selection: [assignment: other subject security attributes], none].

Application Note: For the subjects, the administrator knows the set of identifiers that
can be associated with the physical firewall interfaces; therefore, they are not
“presumed” identifiers. The term “identifiers” was used instead of “addresses” to
allow for technologies that are not address-based (e.g., circuit identifiers instead of
source and destination addresses).

The ST author should specify other attributes that are used to identify the source and
destination subject sets, based on the technology implemented by the TOE.

c) Information security attributes:
e presumed identity of source subject’;
¢ identity of destination subject;
e transport layer protocol;
e source subject service identifier;

e destination subject service identifier (e.g., TCP or UDP destination port
number);

Application Note: The transport layer protocol is what is specified in the 8-bit
protocol field in the IP header (e.g., this would include ICMP and is not limited to
TCP or UDP). The concept of a “service identifier” may differ depending on the
networking stack used; the intent is to specify a service that is above the network and
transport layers in the protocol stack. A “service” in the IP stack would be NTP,
Trivial File Transfer Protocol (TFTP), etc.

e [selection: [assignment: other information security attributes], none].

Application Note: Not all of the above security attributes will exist in all network
packets. However, the TOE’s ruleset allows the Security Administrator to select and
filter on any of the above security attributes as part of the policy decision. The intent
is that if a network packet includes any of the above security attributes, those
attributes will be used in the policy decision. The ST author should fill in the
assignment all attributes that the Security Administrator is able to specify when

* The TOE can make no claim as to the real identity of any source subject; the TOE can only suppose that such identities
are accurate. Therefore, a “presumed identity” is used to identify source subjects. Note, however, that the TOE can
ensure that the identity is included in the set that is associated with the interface (see FDP_IFF.1.6(1)).
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creating the firewall rules.
e Stateful packet attributes: [selection: for [P-based network stacks:
» Connection-oriented protocols:
QO sequence number;

a acknowledgement number;

a Flags:
e SYN;
o ACK;
e RST;
e FIN; and

a [selection: [assignment: other information security attributes], none].
» Connectionless protocols:
o source and destination network identifiers;
o source and destination service identifiers;
o [selection:[assignment: other information security attributes], none];,
for non-IP-based network stacks: [assignment: information security attributes]].

Application Note: The stateful packet attributes are not specified in the ruleset as are
the other security attributes. These attributes are intended to be used in
FDP IFF.1.3-NIAP-0417(1) as part of the stateful packet inspection. A TOE
conformant to this PP keeps state about a connection (e.g., a TCP connection) or
pseudo-connection (e.g., UDP stream) and uses that information in determining
whether to permit information to flow. If a compliant TOE uses an IP based network
stack (including IP running on top of another protocol, such as Asynchronous
Transfer Method (ATM)), then the first selection is made. If the TOE uses a network
stack that is not IP-based (e.g., ATM without IP) then the ST author uses the second
selection and fills in the assignment with the attributes that provide a commensurate
level of confidence for the protocols employed that network packets can be correctly
associated with a connection.

FDP_IFF.1.2-NIAP-0417(1) - Refinement: The TSF shall permit an information flow
between a source subject and a destination subject via a controlled operation if the
following rules hold:
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e [the presumed identity of the source subject is in the set of source subject
identifiers;

e the identity of the destination subject is in the set of source destination
identifiers;

e the information security attributes match the attributes in an information flow
policy rule (contained in the information flow policy ruleset defined by the
Security Administrator) according to the following algorithm [assignment:
algorithm used by the TOE to match information security attributes to
information flow policy rules]; and

e the selected information flow policy rule specifies that the information flow is
to be permitted].

Application Note: In a firewall, the administrator specifies information flow policy
rules that contain information security attribute values (or wildcards that “stand” for
multiple values of the same type; e.g., 127.*.* * would represent any IP address that
begins with “1277), and associate with that rule an action that permits the
information flow or disallows the information flow. When a packet arrives at the
source interface, the information security attribute values of the packet are compared
to each information flow policy rule by some TOE-specified algorithm, and when a
match is found the action specified by that rule is taken. Since wildcards would allow
the specific attributes in a packet to potentially match more than one rule, the ST
author needs to fill in the assignment with the algorithm the TOE uses to find a
matching a rule. This could be ‘‘first match”, “most specific match”, or some more
elaborate description.

FDP_IFF.1.3-NIAP-0417(1) - The TSF shall enforce the [following:
o fragmentation rule:

e prior to applying the information policy ruleset, the TOE completely
reassembles fragmented packets;

o stateful packet inspection rules:

e whenever a packet is received that is not associated with an allowed
established session (e.g., the SYN flag is set without the ACK flag being set),
the information flow policy ruleset, as defined in FDP_IFF.1.2-NIAP-0417(1),
is applied to the packet;

e otherwise, the TSF associates a packet with an allowed established session
using the stateful packet attributes].

Application Note: This requirement has two distinctive rules that are applied. The
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first rule ensures that the TOE reassembles packets before applying the policy rules.
The TOE ensures that fragments are handled properly and the TOE will drop any
malformed packets (e.g., duplicate fragments, invalid offsets) and eliminates the
security concern of fragments being received out of order at the target host.

The second rule, requires that the TOE maintains state for connection-oriented
sessions and connectionless "pseudo"” sessions. The TOE uses the stateful packet
attributes to determine if a packet already belongs to a “session” that has been
allowed by the TOE’s ruleset. If a packet cannot be associated with a session, then
the ruleset is applied. Connectionless sessions are subject to these rules and allow an
IT entity to respond to a connectionless packet without having to specify a rule in the
ruleset to explicitly allow the flow.

When a packet is received, usually "sanity" checks are made first (e.g., format and
frame checks to make sure that the packet is well formed). If an address is all zeros
(e.g., MAC address, Source IP address), the packet is discarded. If the packet passes
the sanity checks, the TOE searches to see if the packet is associated with an existing
session. If it is connectionless, the TOE may create a "pseudo session" to associate
connectionless packets with a connection and therefore represent the connectionless
data stream.

In an IP-based network stack, if a session already exists, the TCP packet's sequence
number, acknowledgment number and flags (e.g., SYN, FIN) are checked to make
sure that the packet really belongs to the session (e.g., an invalid sequence number
can indicate a hijacked session). The ST author may include other security attributes
(e.g., window size) if they so desire. If the checks pass, then the packet is allowed to
pass. If the packet cannot be associated with an established session, the TOE’s
ruleset is applied to the packet.

Connection-less protocols (e.g., UDP) are included in the stateful inspection rules to
allow for a “pseudo connection”, which allows return traffic through the TOE
without having to specify a rule in the TOE’s ruleset.

FDP_IFF.1.4-NIAP-0417(1) - The TSF shall provide the following [the Security
Administrator shall have the capability to view all information flows allowed by the
information flow policy ruleset before the ruleset is applied].

Application Note: Some firewalls create additional rules as a side-effect of creating a
rule; for example, a firewall may create a rule allowing an FTP data channel when a
rule allowing FTP (control connections) is created. This requirement allows an
administrator to view the entire ruleset so that they can identify such rules and
confirm that the ruleset reflects the desired policy.

“before the rule set is applied” means that the administrator is able to view the entire
rule set before it is put into use on the TOE. This gives the administrator the
opportunity to address any errors or unintended flows.
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FDP_IFF.1.5-NIAP-0417(1) - The TSF shall explicitly authorize an information flow
based on the following rules: [none].

FDP_IFF.1.6-NIAP-0417(1) - The TSF shall explicitly deny an information flow based
on the following rules:

a) [The TOE shall reject requests for access or services where the presumed source
identity of the information received by the TOE is not included in the set of
source identifiers for the source subject;

Application Note: The intent of this requirement is to ensure that a user cannot send
packets originating on one TOE interface claiming to originate on another TOE
interface.

b) The TOE shall reject requests for access or services where the presumed source
identity of the information received by the TOE specifies a broadcast identity;

Application Note: A broadcast identity is one that specifies more than one host
address on a network. It is understood that the TOE can only know the sub-netting
configuration of networks directly connected to the TOE'’s interfaces and therefore
can only be aware of broadcast addresses on those networks.

c) The TOE shall reject requests for access or services where the presumed source
identity of the information received by the TOE specifies a loopback identifier;

d) The TOE shall reject requests in which the information received by the TOE
contains the route (set of host network identifiers) by which information shall
flow from the source subject to the destination subject].

FDP_IFC.1(2) Subset information flow control (unauthenticated TOE services
policy)

FDP _IFC.1.1(2) - The TSF shall enforce the [UNAUTHENTICATED TOE SERVICES
SFP] on

a) [source subject: TOE interface on which information is received;
b) destination subject: the TOE;

c¢) information: network packets; and

d) operations: accept or reject network packet].

Application Note: This policy is used to express how the TOE enforces rules
concerning network traffic that is destined for the TOE, and the protocols that are
allowed as specified in FIA_UAU.1(1). The intent of this iteration of the requirement
is control how the TOE responds to network traffic destined for the TOE, this policy
does not have to be enforced in the firewall ruleset (e.g., could be Security
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Administrator configurable and TOE controlled via another mechanism,).

Note that “operations” refers to the TOE accepting or rejecting the network packet,
since the TOE is not technically always providing the “service”. In the case of ARP,
another machine (e.g., router on the same subnet) is providing an ARP “service” by
providing updates to the TOE's routing tables.

FDP_IFF.1-NIAP-0417(2)  Simple security attributes (unauthenticated TOE
services policy)

FDP_IFF.1.1-NIAP-0417(2) - The TSF shall enforce the [UNAUTHENTICATED TOE
SERVICES SFP] based on the following types of subject and information security
attributes:
a) [Source subject security attributes:
e set of source subject identifiers; and
e [selection: [assignment: other subject security attributes], none].
b) Destination subject security attributes:
e TOE’s network identifier; and

e [selection: [assignment: other subject security attributes], none].

Application Note: For the subjects, the administrator knows the set of identifiers that
can be associated with the physical firewall interfaces; therefore, they are not
“presumed” identifiers. The term “identifiers” was used instead of “addresses” to
allow for technologies that are not address-based (e.g., circuit identifiers instead of
source and destination addresses).

The ST author should specify other attributes that are used to identify the source and
destination subject sets, based on the technology implemented by the TOE.

c¢) Information security attributes:
e presumed identity of source subject;
¢ identity of destination subject;
e transport layer protocol;
e source subject service identifier;

e destination subject service identifier (e.g., TCP or UDP destination port
number); and
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Application Note: Not all of the above security attributes will exist in all network
packets. The intent is that if a network packet includes any of the above security
attributes, those attributes will be used in the policy decision. The data link frame
type identifies the type of data the data link header encapsulates (e.g., in the case of
ARP, the frame type value is 0x0806). The transport layer protocol is what is
specified in the §8-bit protocol field in the IP header (e.g., this would include ICMP
(value of 1) and is not limited to TCP (value of 6) or UDP (value of 17)). The concept
of a “service identifier” may differ depending on the networking stack used; the
intent is to specify a service that may exist above the network and transport layers in
the protocol stack. A “service” in the IP stack would be NTP, TFTP, etc.

e [selection: for an IP-based network stack: ICMP message type and code as
specified in RFC 792, [selection: [assignment: other information security
attributes associated with services identified in FAU UAU.1(1)], none]; or for
a non-IP-based network stack: [assignment: information security attributes]].

Application Note: For an IP-based network stack, the ICMP is to be controlled at the
message type and code level. The ST author should fill in the first assignment with the
attributes associated with services provided by the TOE that the Security
Administrator is able to specify when configuring this policy. If no additional
services are specified in FAU UAU.1(1), the ST author should fill the selection with
none. If the TOE uses a non-IP-based network stack, than the ST author makes the
second selection and assigns attributes to the services identified in FAU UAU.1(1).

FDP IFF.1.2-NIAP-0417(2) — Refinement: The TSF shall permit an information flow
between a source subject and the TOE via a controlled operation if the following rules
hold:

e [the presumed identity of the source subject is in the set of source subject
identifiers;

o the identity of the destination subject is the TOE;

e the information security attributes match the attributes in an information flow
control policy according to the following algorithm [assignment: algorithm
used by the TOE to match information security attributes to information flow
control policy].

Application Note: This bullet is dependent on the ST’s implementation and may have
an assignment of none, if the implementation of this policy does not use the TOE
ruleset (e.g., another mechanism is used to control the information flow to/from the

TOE).
FDP_IFF.1.3-NIAP-0417(2) - The TSF shall enforce the [following rules:

e The TOE shall allow source subjects to access TOE services [selection: for an
IP-based network stack: ICMP, [selection: [assignment: list of other network
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services provided by the TOE, consistent with FIA UAU.1(1)], none]; or for
non-IP-based network stacks: [assignment: list of network services provided
by the TOE, consistent with FIA UAU.1(1)]] without authenticating those
source subjects; and

e The TOE shall allow the list of services specified immediately above to be
enabled (become available to unauthenticated users) or disabled (become
unavailable to unauthenticated users)].

Application Note: The intent of this requirement (first bullet) is to allow users to
access services such as ICMP Echo (ping) without authentication. However, since
some sites may not want to allow this capability, the second bullet was added so that
an administrator (see FMT _MOF.1(6)) can restrict the services available.

The ST author should fill in the assignment in the first bullet with a list of services
that the firewall provides that can be accessed without authentication by the user, and
make sure that this list is the same as is provided in FIA_UAU.1.1(1)].

FDP IFF.1.4-NIAP-0417(2) - The TSF shall provide the following [the Security
Administrator shall have the capability to view all information flows allowed by this
information flow control policy before the policy is applied].

Application Note: The intent here is to provide the Security Administrator the
capability to see what information flow controls will be applied to the TOE before
those controls are activated. This gives the Security Administrator the opportunity to
address any errors or unintended TOE interactions with users. In the case of this
policy, information flow is between a network device and the TOE.

FDP IFF.1.5-NIAP-0417(2) - The TSF shall explicitly authorize an information flow
based on the following rules: [none].

FDP _IFF.1.6-NIAP-0417(2) - The TSF shall explicitly deny an information flow based
on the following rules:

e [The TOE shall reject requests for access or services where the presumed
source identity of the information received by the TOE is not included in the
set of source identifiers for the source subject;

e The TOE shall reject requests for access or services where the presumed
source identity of the information received by the TOE specifies a broadcast
identity;

Application Note: A broadcast identity is one that specifies more than one host on a
network. It is understood that the TOE can only know the sub-netting configuration of
networks directly connected to the TOE’s interfaces and therefore can only be aware
of broadcast addresses on those networks.
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e The TOE shall reject requests for access or services where the presumed
source identity of the information received by the TOE specifies a loopback
identifier; and

e The TOE shall reject requests in which the information received by the TOE
contains the route (set of host network identifiers) by which information shall
flow from the source subject to the TOE].

FDP_RIP.2 Full residual information protection

FDP RIP.2.1 - The TSF shall ensure that any previous information content of a resource
is made unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] all objects.

Application Note: One aspect of this requirement is to ensure packets do not contain
residual information that may be used in the padding of a packet.

5.1.4 Identification and authentication (FIA)

TOE security functions implemented by a probabilistic or permutational mechanism (e.g.,
password or hash function) are required (at EAL2 and higher) to include a strength of function
claim. Strength of Function shall be demonstrated for the authentication mechanism used by the
administrators to be SOF-medium, as defined in Part 1 of the CC. Specifically, the local
authentication mechanism must demonstrate adequate protection against attackers possessing a
moderate attack potential.

FIA_AFL.1-NIAP-0425 Authentication failure handling

FIA AFL.1.1-NIAP-0425 - Refinement: The TSF shall detect when [a Security
Administrator-configurable integer] of unsuccessful authentication attempts occur related
to [administrators attempting to authenticate remotely and authorized IT entities].

Application Note: This requirement also does not apply to the local administrators,
since it does not make sense to lock a local administrator’s account in this fashion.
This could be addressed by requiring a separate account for local administrators,
which would be stated in the administrative guidance, or the TOE’s authentication
mechanism implementation could distinguish login attempts that are made locally
and remotely.

FIA AFL.1.2-NIAP-0425 — Refinement: When the defined number of unsuccessful
authentication attempts has been met, the TSF shall [at the option of the Security
Administrator prevent the remote administrators or authorized IT entity from performing
activities that require authentication until an action is taken by the Security
Administrator, or until a Security Administrator defined time period has elapsed].

FIA ATD.1 User attribute definition
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FIA ATD.1.1 — Refinement: The TSF shall maintain the following list of security
attributes belonging to an authorized user:

a) [user identifier(s):
e role;

e [selection: [assignment: Any security attributes related to a user identifier
(e.g., certificate associated with the userid)], none]; and

b) [selection: [assignment: other user security attributes], none]].

Application Note: This requirement applies to authorized administrators and
authorized IT entities. The intent is to allow multiple userids to be associated with a
user. This allows a single human user to assume multiple roles, albeit requiring
authentication as the userid associated with a given role. The intent is for a userid to
only be associated with a single role, thus limiting the amount of damage if an
administrative role is compromised.

FIA_UAU.1(1) Timing of authentication (for TOE services)

FIA UAU.1.1(1) - The TSF shall allow [selection: for an [P-based network stack: ICMP,
[selection: [assignment: list of other TOE-provided services], none]; or for a non-IP-
based network stack: [assignment: list of TOE-provided services]] on behalf of the user
to be performed before the user is authenticated.

FIA UAU.1.2(1) - The TSF shall require each user to be successfully authenticated
before allowing any other TSF-mediated actions on behalf of that user.

Application Note: The ST author should fill in the assignment on the list of services
provided by the TOE that are accessible to users without authentication. For an IP-
based network stack ICMP is required. For a non-IP-based network stack the ST
author chooses the second selection and fills in the assignment with TOE services,
including a control-level protocol similar to ICMP for IP.

FIA_UAU.1 Timing of authentication

FIA UAU.1.1 - The TSF shall allow [selection: for an IP-based network stack: ICMP,
selection: [assignment: list of other TOE-provided services], non]; or for a non-IP-based
network stack: [assignment list of TOE-provided services]] on behalf of the user to be
performed before the user is authenticated.

FIA UAU.1.2 - The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

Application Note: The assignment should be filled in with the types of traffic that can
Sflow through the TOE without requiring authentication.
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Explicit: FIA UAU_EXP.2 Specified User authentication before any action

FIA UAU_EXP.2.1- The TSF shall require the administrators and authorized IT entities
to be successfully authenticated before allowing any other TSF-mediated actions on
behalf of these authorized users.

Application Note: Although FIA UAU.1.2(*) requires all other actions by users to be
mediated, this requirement is levied to make the set of users required to authenticate
to the TOE clear. Note that the authentication is required only when the specified
user is performing a function related to the authentication, for instance, if a user that
happens to be an administrator wants to utilize an unauthenticated service from the
list in FIA_UAU.1.1(1), they are not required to authenticate to that service.

Explicit: Authentication Mechanism(FIA_UAU_EXP.5)

FIA UAU EXP.5.1 - The TSF shall provide a local authentication mechanism,
[selection: [assignment: other authentication mechanism(s)], none] to perform user
authentication.

Application Note: This explicit requirement is needed because there is no CC
requirement (other than FIA_UAU.S5) that requires the TSF provide authentication (it
is implied by other FIA_UAU requirements, but not explicitly required).

The ST author could chose to fill in the assignment with any additional authentication
mechanism such as a single-use authentication mechanism, or a mechanism that
authenticates users by using a certificate. If an asymmetric algorithm is chosen, the
TOE may rely upon a certificate authority server to obtain a user’s certificate, and
this server would be considered an authorized IT entity and IT environment
requirements should be levied on this IT entity.

FIA UID.2 User identification before any action

FIA UID.2.1 - The TSF shall require each user to identify itself before allowing any
other TSF-mediated actions on behalf of that user.

Application Note: All users, whether authenticated or not, will always be identified
at least by a source network identifier. In the case of authenticated users
(administrators and authorized IT entities) there will probably be a “userid”.

FIA_USB.1 User-Subject Binding

FIA USB.I1.1 - Refinement: The TSF shall associate all user security attributes with
subjects acting on behalf of that authorized user.

Application Note: User security attributes are defined in FIA_ATD. 1.
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5.1.5 Security management (FMT)

FMT MOF.1(1) - Management of security functions behavior (TSF non-Cryptographic
Self-test)

FMT MOF.1.1(1) - The TSF shall restrict the ability to modify the behavior of the
functions

e [TSF Self-Test (FPT TST EXP.4)]
to [the Security Administrator].

Application Note: “Modify the behavior” refers to specifying the interval at which the
test periodically run, or perhaps selecting a subset of the tests to run.

FMT_MOF.1(2) - Management of security functions behavior (Cryptographic Self-
test)

FMT MOF.1.1(2) - The TSF shall restrict the ability to enable, disable the functions
e [TSF Self-Test (FPT TST EXP.5)]
to [the Cryptographic Administrator].

Application Note: The enabling or disabling of the cryptographic self-tests
immediately after key generation.

FMT_MOF.1(3) Management of security functions behavior (audit and alarms)

FMT MOF.1.1(3) - The TSF shall restrict the ability to enable, disable, determine and
modify the behavior of the functions

e [Security Audit (FAU SAR)] to [an Administrator].
FMT_ MOF.1(4) Management of security functions behavior (audit and alarms)

FMT_MOF.1.1(4) - The TSF shall restrict the ability to enable, disable, determine and
modify the behavior of the functions

e [Security Audit Analysis (FAU SAA); and
e Security Audit (FAU SEL)]
to [the Security Administrator].
Application Note: For the Audit function, enable and disable refer to the ability to
enable or disable the audit mechanism as a whole. “Determine the behavior” means

the ability to determine specifically what on the system is being audited, while
“modify the behavior” means the ability to set or unset specific aspects of the audit
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mechanism, such as what user behavior is audited, etc.
FMT_MOF.1(5) Management of security functions behavior (audit and alarms)
FMT MOF.1.1(5) - The TSF shall restrict the ability to enable, or disable the functions
e [Security Alarms (FAU_ARP)]
to [the Security Administrator].

Application Note: This requirement ensures only the Security Administrator can
enable or disable (turn on or turn off) the alarm notification function — messages
and/or the audible alarm. As currently written, FAU ARP.I does not lend itself to
behavior modification. If the ST author were to include additional functionality in
FAU ARP.1 (e.g., notify the administrator via a pager) then the ST author should
consider adding, “modify the behavior” to this requirement.

FMT_MOF.1(6) Management of security functions behavior (available TOE-
services for unauthenticated users)

FMT MOF.1.1(6) - The TSF shall restrict the ability to enable, disable the functions

e [[selection: for an IP-based network stack: ICMP, [selection: [assignment:
other defined services for which authentication is not required in
(FIA_UAU.1(1))], none], or for a non-IP-based network stack:[assignment:
defined services for which authentication is not required in
(FIA_UAU.1(1)]1]

to [the Security Administrator].

Application Note: “Enable” refers to allowing a specific service to be specified as
being ome that is available to users on the network without those users first
authenticating to the TOE. “Disable” refers to not allowing such a service to be
available.  This requirement, coupled with FIA UAU.1, allows the Security
Administrator to specify which TOE services are available to network users without
authentication; if they choose, they can completely disable all such services so that
unauthenticated users may only attempt to send traffic through the firewall. For the
protocol required in FIA UAU.I, this requirement defines the minimum level of
control that must be provided to the Security Administrator. If the ST author provides
additional services in FIA_UAU.I, then they should consider specifying the level of
control the Security Administrator has with respect to those protocols in this
requirement.

FMT_MOF.1(7) Management of security functions behavior (quota mechanism)

FMT _MOF.1.1(7) - The TSF shall restrict the ability to determine the behavior of the
functions
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e [Controlled connection-oriented resource allocation (FRU RSA.1(2));
¢ an administrator-specified network identifier;

e set of administrator-specified network identifiers;

¢ administrator-specified period of time]

to [the Security Administrator].

Application Note: ‘“determine the behavior of” refers to specifying the network
identifier(s) that will be tracked using the FRU RSA.1(2) requirement and the time
period over which the quota limitations are enforced. Note that the specification of
the actual quotas, while part of the resource allocation functionality, is done by
FMT MTD.2(2).

FMT_MSA.1 Management of security attributes

FMT MSA.1.1 - The TSF shall enforce the [UNAUTHENTICATED INFORMATION
FLOW SFP, UNAUTHENTICATED TOE SERVICES SFP] to restrict the ability to

manipulate the security attributes [referenced in the indicated polices] to [the Security
Administrator].

Application Note: The term “manipulate” is used to indicate that the security
attributes in FDP IFF.1.1-NIAP-0417 may be used to create additional “attributes”
that can be used in specifying information flow policy rules (for example, a set of
network identifiers that can be used as a “group”); this requirement restricts such
capabilities to the Security Administrator.

It is important to note that the attributes associated with stateful packet inspection
are not expected to be managed by the Security Administrator.

FMT_MSA.3-NIAP-0409(1) Static attribute initialization (ruleset)

FMT MSA.3.1-NIAP-0409(1) — Refinement: The TSF shall enforce the
[UNAUTHENTICATED INFORMATION FLOW SFP] to provide restrictive default
values for the information flow policy ruleset that is used to enforce the SFP.

Application Note: “restrictive” in this case means that by default information is not
allowed to flow (according to the referenced policies) unless an explicit rule in the

information flow policy ruleset allows an information flow. By default, information is
not allowed to flow.

FMT_MSA.3.2-NIAP-0409(1) - The TSF shall allow the [Security Administrator] to
specify alternative initial values to override the default values when an object or
information is created.

Application Note: Since a firewall ruleset typically does not provide multiple initial
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default values for the rules (that is, there is generally only one “default” rule) this
requirement may not apply for all TOEs. In TOEs that allow default values to be
specified for individual rules, this requirement indicates that the specification must be
done by the Security Administrator.

FMT_MSA.3-NIAP-0409(2) Static attribute initialization (services)

FMT MSA.3.1-NIAP-0409(2) — Refinement: The TSF shall enforce the
[UNAUTHENTICATED TOE SERVICES SFP] to provide restrictive default values for
the set of TOE services available to unauthenticated users.

Application Note: Since FDP IFF.1.3-NIAP-0417(2) allows the TOE to provide
services to unauthenticated users, ‘restrictive” in this case indicates that such
services are not available by default, and must be explicitly enabled by the Security
Administrator.

FMT MSA.3.2-NIAP-0409(2) - The TSF shall allow the [Security Administrator] to
specify alternative initial values to override the default values when an object or
information is created.

Application Note: This component was used to ensure that no services are provided
to unauthenticated users by default, and that the Security Administrator has control
over this list of services. FMT MSA.3.2-NIAP-0409(2) might be used to allow the
Security Administrator to allow a service to be enabled when the TOE is restarted,
rather than having the service unavailable by default when the TOE boots up.

FMT_MTD.1(1) Management of TSF data (non-cryptographic, non-time TSF data)

FMT MTD.1.1(1) — Refinement: The TSF shall restrict the ability to [selection: change
default, query, modify, delete, clear, [selection: [assignment: other operations], none]]
all the [TSF data except cryptographic security data and the time and date used to form
the time stamps in FPT _STM.1] to [the administrators or authorized IT entities].

Application Note: The ST author should iterate this requirement as necessary to
ensure that the TSF data are characterized in terms of the functionality provided by
the TOE, and that the access is appropriately restricted to the appropriate
administrators and authorized IT entities. The cryptographic security data and time
stamp data are covered in the following two components, as they have specific
requirements to address the PP’s threats and policies.

FMT_MTD.1(2) Management of TSF data (cryptographic TSF data)

FMT MTD.1.1(2) - The TSF shall restrict the ability to modify the [cryptographic
security data] to [the Cryptographic Administrator].

Application Note: The intent of this requirement is to restrict the ability to configure
the TOE'’s cryptographic policy to the Cryptographic Administrator. Configuring the
cryptographic policy is related to things such as: setting modes of operation, key
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lifetimes, selecting a specific algorithm, and key length.
FMT_MTD.1(3) Management of TSF data (time TSF data)

FMT MTD.1.1(3) — The TSF shall restrict the ability to [sef] the [time and date used to
form the time stamps in FPT _STM.1] to [the Security Administrator or authorized IT
entity].

Application Note: The ST author is able to restrict the ability to set the time and date
to the just the Security Administrator, to just an authorized IT entity (e.g., NTP
server) or both.

FMT_MTD.1(4) Management of TSF data (Information flow policy ruleset)

FMT MTD.1.1(4) — The TSF shall restrict the ability to query, modify, delete, create,
[selection: [assignment: other operations], none] the [information flow policy rules] to
[the Security Administrator].

Application Note: This restricts the specification of the information flow policy
ruleset identified in the FDP IFF requirements to the Security Administrator. This
specification is done using the attributes defined for those policies.

The ST author should fill in any TOE-specific operations that an administrator can
perform on the ruleset in the assignment.

FMT _MTD.2(1) Management of limits on TSF data (transport-layer quotas)

FMT MTD.2.1(1) - The TSF shall restrict the specification of the limits for [quotas on
transport-layer connections] to [the Security Administrator].

FMT MTD.2.2(1) - The TSF shall take the following actions, if the TSF data are at, or
exceed, the indicated limits: [assignment: actions to be taken].

Application Note: Note that the wording of FRU RSA.1(1) does not indicate that the
TOE must provide the Security Administrator the means to adjust the maximum
quota, however, if the TOE does provide such a mechanism then FMT MTD.2.1(1)
would require that that mechanism is restricted to the Security Administrator.

For FMT MTD.2.2(1), the ST author should specify the actions that the TOE takes
when quota is reached. For the TCP SYN attack, for example, the action might be to
drop the oldest “n”" half-open connections.

FMT _MTD.2(2) Management of limits on TSF data (controlled connection-oriented
quotas)

FMT _MTD.2.1(2) - The TSF shall restrict the specification of the limits for [quotas on
controlled connection-oriented resources] to [the Security Administrator].
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FMT MTD.2.2(2) - The TSF shall take the following actions, if the TSF data are at, or
exceed, the indicated limits: [assignment: actions to be taken].

Application Note: For FMT MTD.2.2(2), the ST author should specify the actions
that the TOE takes for each controlled connection-oriented resource when the quota
(with respect the specific network identifier or set of network identifiers) established
by the Security Administrator is reached. This requirement may have to be iterated to
be consistent with FRU RSA.1(2). See the application note on FRU RSA.1(2) for
more detail on the requirements for the quota mechanism.

FMT_REV.1 Revocation

FMT REV.1.1 — Refinement: The TSF shall restrict the ability to revoke security
attributes associated with the [users, information flow policy ruleset, services available
to unauthenticated users, [selection: [assignment: other resources], none]] within the
TSC to [the Security Administrator].

Application Note: The security attributes associated with users are defined in
FIA ATD.I; the intent is to include an indication that a user is allowed to act in a
role (Security Administrator Cryptographic Administrator or Audit Administrator).

The security attributes associated with the information flow policy ru