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1. Security Target Introduction

This section presents the following information:
e |dentifies the Security Target (ST) and Target of Evaluation (TOE);
e Specifies the ST conventioneadaST conformance claims; and

e Describes the ST organization.

1.1 Security Target, TOE and CC Identification

ST Title T Check Point Endpoint Security Full Disk EncryptiBacurity Target
ST Version T Version2.4

ST Date- 6/22/2009

TOE Identification T Pointsec PC 6.3.1

Evaluation Assurance Level (EAL)I EAL4 augmented with ALCFLR.1

Common Criteria Identification T Common Criteria for Information Technology Security Evaluation,
Version 23, August2005 International StandaridISO/IEC 15408005

Keywords i disk encryptionpre-boot authenticatigrsecurity target, EAL 4ugmeted Pointsec.

1.2 CC Conformance Claims
This TOE conforms to the following specifications:

e Common Criteria for Information Technology Security Evaluation Part 2: Security functional
requirements, Version 2.August2005 ISO/IEC 154082.

o Part 2 Conformant

e Common Criteria for Information Technology Security Evaluation Part 3: Security assurance
requirements, Version 2.August2005 ISO/IEC 154083.

o Part 3 Conformant

o0 Evaluation Assurance Level 4 (EAL4augmentedwith ALC_FLR.1-Basic Flaw
Remediation

1.3 TOE Sumnary

The TOE isa disk encryption software based product that can be centrally administered throughout the
enterprise. The TOE employs both {r@ot authentication and transparent disk encryption to provide
protection of information resources stored ondixeedia in a workstation or a laptop.

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 4
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1.4 Strength of Environment

The TOE,Pointsec PC 6.3,lhas been developed for an operating environment with a moderate level of
risk to identified assets. The assurance requiremenBAbf 4 augmented with ALC_FLR.Jand the
minimum strength of function @OFmediumwere chosen to be consistent with that level of risk.

1.5 Conventions, Terminology, Acronyms

This section specifies the formatting information used in the Security Target.

1.5.1 Corventions

The following conventions have been applied in this document:

e Security Functional RequiremeritsPart 2 of the CC defines the approved set of operations that
may be applied to functional requirements: iteration, assignment, selection, andeafinem

o lteration: allows a component to be used more than once with varying operations. In the
ST, iteration is indicated by a letter in parenthesis placed at the end of the component.
For example FDP_ACC.1 (a) and FDP_ACC.1 (b) indicate that the ST @wchwdb
iterations of the FDP_ACC.1 requirement, a and b.

o0 Assignment: allows the specification of an identified parameter. Assignments are
indicated using bold italics and are surrounded by brackets @sgignmen.

o0 Selection: allows the specificatiaf one or more elements from a list. Selections are
indicated using italics and are surrounded by brackets (getecfior).

o Refinement: allows the addition of details. Refinements are indicated using bold, for
additions, and strik¢hrough, for de# t i ons @&lleo.bg .e,c t ’5é éodnebiyr i é
things éo0).

e Other sections of the STOther sections of the ST use bolding to highlight text of special interest,
such as captions and the application of interpretations.

1.5.2 Terminology

The following terminologyis used in the Security Target:

e Administrator: Accounts at this level have limited authority in the administration of the TOE
(according to what has been defined in the system settings). The Administratgpicatty view
logs and provide remote helpdministrators can not raise their own authorization level.

e Authentication data: Information used to verify the claimed identity of a user.

e Authorized administrators: A term used to encompass both the Administrator and System
Administrator roles defineth this ST.

e Authorized users: A term used to describe all users that interact with the TOE that have a unique
identifier. This includes the neprivileged set of users and all others within the Administrator and
System Administrator groups.

o Disk Partition: A logical division of a hard disk. Each partition can be formatted for a different
file system. A partition must be completely contained on one physical disk. The Master Boot

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 5
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Record for a physical disk can contain up to four entries for partitions, ingluatie extended
partition, which can be further subdivided into logical volumes, allowing for more than four
partitions on one physical disk.

e File Share: A storage resourcahere installation files, profiles, recovery files and software
updates can be stm. System Admintsators are able to utilize thehare to install and configure
the system, delegate thorization modify the system for local conditions, and assign the
properties and authorization of individual users by using profiles.

e FIPS 1402: Fedeal Information Processing Standards Publication published by the National
Institute of Standards and Technology (NIST) to define security requirements for cryptographic
modules.

e Fixed password authentication: A normal password authenticatiomechanism. Te
administrator can make changes to the default requirements for passwords.

e Group Authority Level: a numeric authorization {9) associated with user groups and with
system settings, defining a restriction for the objectsaaabhuser group may admiries.

e Identity: A representation uniquely identifying an authorized user.

e Onetime Login authentication: An authentication mechanism whereby a user who normally
authenticates with a smart card is granted temporaryfimeeaccess to the TOE. See Remote
Help authentication mechanisms.

e Partition key (Kp): A symmetric encryption key that is used by the TOE to encrypt individual
partitions on a hard drive.

e Remote Help authentication mechanismA secondary authentication mechanism, only used in
special circumsnces, where the user requests login assistance from authorized personnel over the
phone. This mechanism uses a challerggponse sequence that is read over the phone to provide
the user authorization for access to the TOE. There are two types of Réstpt©netime login
and Remote Password Change. These mechanisms provide temporary authentication to the TOE
when normal authentication is not possible.

e Remote Password Change authenticationthis type of authentication allows a user to change a
forgottenpassword during the login process with the help of authorized personnel over the phone.
This is also the basis for remotely unlocking a locked user account.

e Smart card authentication: Authentication mechanism employbg the TOE that utilizes smart
cardsto store credentials for the user that can only be accessed with a PIN, known only to the
owner of the card.

e System Administrator: The highest authorization level in the administration of the TOE. This
role can: create and administer profiles, configurstesy settings, add and remove administrators
and users, configure settings for administrators and users, and provide remote assistance to users
who are locked out or have forgotten their passwords

e System Area: A protected area on each partitisshere TOEspecific security information is
stored.The System Area is hidden from the OS and is under TOE control.

e User Key(K.): Symmetric encryption key that is used to decrypt the Partition Key.

e Users: Any external user that interacts with the TOE.

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 6
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1.5.3 Acronyms

Theacronyms used within this Security Target:

AES Advanced Encryption Standard

BIOS Basic Input/Output System

BS Boot Sector

CBC Cipher Block Chaining

DES Data Encryption Standard

EAL Evaluation Assurance Level

ECB Electronic Codebook

EW Enterprise Workplace

FIPS Federal Information Processing Standards Publication
GAL Group Authority Level

GB Gigabyte

I/O Input/Output

MAC Message Authentication Code

MBR Master Boot Record

NIST National Institute of Standards and Technology
PCMC Pointsec for PC Managemenbiisole

PBE Pre-Boot Environment

PP Protection Profile

PRNG Pseudo Random Number Generator

RSA Rivest Shamir Adleman (public key algorithm)
SF Security Functions

SFR Security Functional Requirements

ST Security Target

TOE Target of Evaluation

TSF Target ofEvaluation Security Functions

TSP TOE Security Policy

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 7
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1.5.4 Security Target Overview and Organization

The Security Target contains the following additional sections:
e TOE Description (Section 2): Provides an overview of the TOE security functions and boundary.

e Seurity Environment (Section 3): Describes the threats, organizational security policies and
assumptions that pertain to the TOE.

e Security Objectives (Section 4): Identifies the security objectives that are satisfied by the TOE and
the TOE environment.

e |T Security Requirements (Section 5): Presents the security functional and assurance requirements
met by the TOE.

e TOE Summary Specification (Section 6): Describes the security functions provided by the TOE to
satisfy the security functional requirements anpbctives.

e Protection Profile Claims (Section 7): Presents the rationale concerning compliance of the ST with
any Protection Profiles

e Rationale (Section 8): Presents the rationale for the security objectives, requirements, and TOE
summary specifications &s their consistency, completeness and suitability.

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 8
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2. TOE Description

2.1 Product Overview

Pointsec PC 6.3.i5 a disk encryptioproductthat can be centrally administered throughout the enterprise
The TOE employs both bapauthentication and transparent disk encryption to provide protection of
information resources stored on fixed media in a workstatianlaptop. Pointsec PC is a software based
security product, for the Windows based PC platform. piwaluctcontairs an embeddectryptographic
modulethatis certifiedagainst-IPS 1402 Level 1 (certificate#770)used for all cryptographic functions

The TOE prevens unauthorized access to the machine itself, and previdéher security by encrypting
everything on themachine. This is accomplished through user authentication linked to boot protection,
which in turn enables information to be automatically encrypted and decr@tedg user authentication

and boot protection are necessary components to this system.

Full hard drive encryption offers several key advantages relative to file encryption. The most important is
that full hard drive encryption is automatic and transparent to the user. Not only does this decrease user
involvement and training requirements, btitalso creates the foundation for enforceable security. In
addition, full hard drive encrypts the system and temp files that often contain sensitive data but are missed
by file encryption. Even removing the drive itself does not give access to any flieeotory structure.

Finally, hard drive encryption is performed sector by sector without creating temp or backup files; as a
result, large files will decrypt without delay whereas file encryption is normally much slower. Full hard
drive encryption also aids such time consuming tasks as secure deletes of temp files or work files in clear
text, and obviates the need to do a full delete on disks to be discarded.

The TOE encrypts the entire disk sector by sector including the system files, temp filesl fileletend

unused space. The encryption is user transparent and automatic, so there is no need for user intervention or
user training. Because the encryption occurs in the background without noticeable performance lost, there
is no user downtime.

Figure 1 below illustrates the combination of fudisk encryption and boot protection implemented by
Pointsec PC 6.3,5as compared to an unprotected systema system employing file eryption.

Key Unprotected
Boot files Highly sensitive files User Data
D Open information e operating] | S}l/:s”ts: o
System
. . PW-S t
|:| Secured information (B2 sic)
|:| Authentication File Encryption
. System
MBR (—| BS Oge:‘:n’:g L Files — Data
y (PW-Swap etc)
tsec
. Pointsec . System
ll\\llllgg ngggse Authenti - goge;:';g — Files Data
cation Y (PW-Swap etc )|

Figure 1: Pointsec PC FultDisk Encryption
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2.2 Summary ofT OE SecurityFunctionality

2.2.1 Identification and Authentication

The TOE supports multiple user authentication mechanisms enabling the administrator to assign
approprate authentication requirements for the intended environment, including:

o fixed password (username/password),

o smart card(and USB tokenwith embedded smart cardjasedauthentication (smart
card/PIN).

0 Remote Help authentication (username/phone identificAtOE challenge/Admin
response). Remote Help is divided into two types-tome login and remote password
change. These provide a way to authorize a user to login when the normal authentication
process can not be performed, such as when the user firgietsmart card at home, or
a fixed password has been forgotten.

Where a smart card is used for authentication, the card and (eattdten)are part of the IT environment.

User authentication is done in the {@ot environment and the operating systeithnot boot up unless an
authorized user is authenticatdd. addition, administrators authenticate using the same mechanisms as
above prior to gaining access to the Pointsec for PC Management Console application (see below).

2.2.2 Security Management

Pointse for PC administration is designed to enable central control of policy and security settings,
decentralized deployment and dayday administration. Pointsec for PC should be administered using
several different levels of authority. It can be administdrem the Pointsec for PC Management Console
(PCMC) on any computer that has the product installed on it. This gives the administrators control and easy
access to highdevel functionality without being tied to one computer.

Security management includ@sanaging the following items: authentication data, group memberships,

audit data, and cryptographic functions. The configuration information is stored in encrypted profiles that

then could be placed oa file share Profiles always contain system infornmati System information

determines general TOE behavior, e.g. patleetdral log file,recovery file and updaterofile directories.

In addition, profiles may contain group and user account information, including user and group permissions

and userauthet i cati on settings. An installation profile is
workstation. Installation profiles also determine the cryptographic protection (e.g. encryption algorithms)

that is applied on the workstation. After initiastallation, administrators can creaad deployupdate

profiles that contailthanges to selected system, user, and group setisgepicted ifrigure2 below.

Another functionof central administration is Remote Help, whigtovides secure access if users lock

themselves out. Available for administrators via the PCMC is also the Recovery Utility which provides
secure recovery of encrypted information in case of for example an operating system crash.

2.2.3 SelfProtection

Pointsec ér PC implements a specific set of security mechanisms to ensure that security functions cannot
be bypassed or tampered with.

To prevent bypassing of the TOE security functions, the TOE takes control of the Boot Sector of the boot
partition, which prevemstaccess to the system without successful authenticatienBootcode is checked

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 10
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for the presence of debugging tools at each step of the loading process. If suspicious code is detected, the
boot process will stopwithin the Windows operating system, Bisiec for PC functions as a kernel mode
process, restricting access to its execution space and mamMoenthe TOE starts (from Power on) it has

its own OS and is later handing over control to Windows after it has authenticated the user and recreated
theencryption key. During the time Pointsec is in control Windows security does not matter.

To ensure correct operations of the cryptographic operations the TOE runs cryptograpkeist sglfthe
FIPS 1462 algorithms.

2.2.4 Auditing

The TOEcollects audit data ahprovides an interface for authorized administrators to review audit logs.
Audit information generated by the system includes date and time of the event, user ID that caused the
event to be generated, computer where the event occurred, and other evifiotdgta. The TOE also
restricts log access to authorized users.

2.2.5 Cryptographic functionality

Cryptographic keys are generated, accessed, protected, and destroyed in accordance with requirements
defined by FIPS 14@ Level 1. The TOE supports cryptograploperations such as data and key
encryption/decryption and cryptographic s&lfts.For user authentication using smart cards the TOE uses
RSA public key cryptography.

2.2.6 Fault Tolerance

When a Pointsec PC workstation/laptop loses contact witHiltheshae server the TOE provides the
administrator with the capability to identify additional three servers for redundancy. As a ress#ver

is offline, or the workstation/laptop is unable to contact it, the workstation/laptop will attempt to
communica¢ with one of the other identified serveEsen if no storage resource is accessibleTio&E

will continue to operate as normal.

2.2.7 Trusted Path

For initial logon, a user must invoke a trusted path in order to ensure the protection of identification and
auttentication informationThe trusted path is invoked by a system reset which is always captured by the
TOE (i.e. it cannot be intercepted by an untrusted prpcess

2.3 TOE Boundary

2.3.1 Logical Boundaries

The Logical Boundaries of the TOE defined bythe interface necessary to implemtethe TOE security
functions TheTOE interfacesare

e The security managemeRCMC interfaceavailable for administrators to enable central control of
policy and security settings, decentralized deployment andoddgy administratin.

e The authentication interfac€both preboot and in PCMChuvailable for userand administrators
to provide logon data for authentication.

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 11
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e The disk interface for performing cryptographic operations as data is read and written to the
storage media.

e The network interface for accessing the file share where recovery files and log files are written,
and from where installation and update profiles and software updatdistaitaited.

2.3.2 Physical Boundaries

Since the TOE is a software product, its physical damnis defined by thphysical case athe computer
where it is installed. The TOE can be installed on any x86 compatible computer running Microsoft
Windows 2000 Microsoft Windows XP Professional and Windows XP Tablet PC Edition, Microsoft
Windows Serve003andMicrosoft WindowsVista. Microsoft .NET Framework 2.0 or later is required

for PCMC.

Installation files, recovery files, update profiles, and software updatedve stored on storage resource

outside of theT O E fhgsical boundarye.g. file server) as shown in figure 2. Thigrovides member
workstations/laptops with a central point faorage All security related files (profiles, central log files,

and recovery files) are encrypted before they are stored on the server. Access to thésednier

configured through the server (instructions are detailed in the installationgyuidd a d mi ni 9.t r at or 6 s
The servewhere the file share residesnot part of the TOE but the d@nvironmentNo components of

the TOE need to beinstalled m the file server.Separate instances of the TOE are installed on the

admi ni stratords workstation and each of the | aptops ¢

Figure 2: TOE's Physical Environment
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2.3.3 Functionality Excluded from the TOE Huated Configuration

TOE administration guidance lists the followiRgintsec PC 6.3.firoduct functionality that is unavailable
in the Common Criteria evaluated configuration:

e Wake on LANT a feature whereby the computcan be automatically started when it receives a
specific signal from the networkThe administrator can then perform maintenance on the
computer without having to visit its physical location.

e Windows Integrated Logonenables a user to bypass-pamt authentication at startup.

e Password synchronizatidnprovides automatic synchronization between Windows Roidtsec
PC 6.3.1pre-bootpasswords.

e Dynamic token authenticatioin the Pointsec PC 6.3.1product supports dynamic otiene
password generation tokens, based on a challenge/response protocol. Dynamic tokens are not
supported in the evaluated configuration. Note that USB tokens (with embedded smart card) are
supportedn the ewaluated configuration.

3. Security Environment

The TOE security environment describes the security aspects of the environment in which the TOE is
intended to be used and the manner in which it is expected to be employed.

The statement of TOE security envirosm defines the following:
e Threats that the product is designed to counter

e Assumptions made on the operational environment and the method of use intended for the
product,

e Organizational security policies with which the product is designed to comply.

3.1 Threatsto Security

Threats are undesirable events and are characterized in terms of a threat agent, a presumed attack method,
vulnerabilities that are the foundation for the attack, and identification of the asset under attack.

Threat agentscan be categored as either individuals who have not been granted the right to access the
system (unauthorized users) or authorized users of the TOE that have been granted the right to access the
system, but may attempt to access assets protected by the system tcheshidb hot have permission to

access.

Assetsc ompri se the information stored, processed or
used here to refer to all data held within a system, including data in transit between separate parts of the
TOE.

In general, thehreat agentsare assumed to have an attack potentimheflium As a result, the TOE has
beenevaluatedvith the assumption that a potential attacker would have a medium level of expertise, access
to a medium level of resources, and dlawe a medium level of motivation.
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Following are the threats countered by the TOE:

T.REMOVE_DISK

T.SUBVERT

T.ACCESS

T.TRANSIT

T.TSF_DATA

T.AUDIT_CORRUPT

T.RECORD_ACTIONS

T.SYSACC

T.SPOOF

T.UNAUTH_MOD

An unauthorized user with physical access to the system may rem
systems hard drive to subvert authentication mechanisms allowing th
gain unauthorize access to information contained on the hard drive.

An unauthorized user with physical access to the system may subve
systembébs nor mal boot process al
contained on the system.

An authorizd user of the TOE may access information without ha
permission from the person who owns, or is responsible for, the informa

An unauthorized user may eavesdrop on communications betiveérfOE
and its environmentallowing them to gainunauthorized access |
information.

Internal configuration data or other trusted data (such as registry set
may be tampered with by unauthorized users.

Unauthorized users may tamper with audit data by gaining unaugtic
access to the audit trail.

An unauthorized user may perform unauthorized actions that go undete

An unauthorized user may gain unauthorized access to the system anc
the administrator or other authorized users.

A hostile entity masquerading as the IT system may receive unauthc
access to authentication data from authorized users who incorrectly b
they are communicating with the IT system during attempts by a us
initially logon.

An unauthorized user may cause the modification of the security enfo
functions in the system (executable code), and thereby gain unauth
access to system and user resources.

3.2 Organization Security Policies

Following are the Organizational SeityiPolicies enforced by the TOE:

P.ACCOUNTABILITY

P.MANAGE

P.CRYPTO_KEYS

P.CRYPTO_OPS

Users of the system shall be held accountable for their security rel
actions within the system.

The system must provide authorized administrators with utilities
effectively manage the serity functions of the TOE.

Cryptographic keys will be generated, accessed, protected, and destrc
accordance with requirements defined by FIPS246vel 1

All cryptographic operation performed by the system will begliant with
the requirements of FIPS 140(product evaluation), FIPS 4% (3DES) and
FIPS 197 (AES).
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P.AUTH_USERS Only those users who have been authorized access to information witt
system may access the system.

P.TRANSIT The system must haveehability to protect system data in transmiss
between distributed parts of the protected system

P.FAULT_TOLERANCE The system must ensure tis&curityfunctions continue to operatedbntact
with the file sharés lost.

3.3 Secure Usage Assumptions

This section describes the aspects of the operating environment in which the TOE is intended té be used
including personnel and physical assumptions of the environment. The TOE is assured of providing
effective security measures in its intended environmeny dnit has been delivered, installed, and
administered as intended.

3.3.1 Personnel Assumptions

A.MANAGE There will be one or more competent individuals assigned to manag
TOE and the security of the information it contains.

A.NO_EVIL The system administiige personnel are not careless, willfully negligent,
hostile, and will follow and abide by the instructions provided by
administrator documentation.

A.TRAINED_STAFF Authorized TOE users and administrators are trusted to follow the guic
provided for the secure operation of the TOE.

A.AUTH_DATA Authorized users of the TOE will keep all their authentication data prival

3.3.2 IT EnvironmentAssumptions

A.SERVER The TOEOGS I T e nvi r ostaragen tesouvedot the
management of the TORstallation files, recovery files, update profiles, a
software updates.

A.TIME The TOE6s | T environment wild/l pr
TOE to timestamp audit records.

3.3.3 Non-IT EnvironmentAssumptions

A.PHONE_DATA The system personnelaintain a TOEndependent database containing a
of authorized TOE users and administrators along with unique,T@dh
authentication data that can be used to verify identity over a p
connection (i.e. no video, only voice communications) for thepgses of
providing Remote Help authentication to authorized TOE users.
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4. Security Objectives

This section defines the security objectives of the TOE and its supporting environment. Security objectives,
categorized as either IT security objectives or-losecurity objectives, reflect the stated intent to counter
identified threats and/or comply with any organizational security policies identified. All of the identified
threats and organizational policies are addressed under one of the categories below.

4.1 Security Objectivedor the TOE

O.AUTHORIZATION The TSF must ensure that only authorized users gain access to the T(
its resources by uniquely identifying all users and authenticating
claimed identity before granting access to the TOE and ibsiress.

O.MEDIA_ACCESS The TSF must provide complete hard drive encryption to protect inform
assets from unauthorized users t
storage media.

O.MANAGE The TOE must allow administrators to effectively ngedahe TOE and ite
security functions, and must ensure that only authorized administratol
able to access such functionality.

O.AUDIT The TSF must record the security relevant actions of users of the TO
have the ability to associate each actidthva unique user. The TSF mu
present this information in a readable format to authorized users and ¢
that only authorized users are able to access this information.

O.PROTECT The TSF must protect its own data and resources and must main
doman for its own execution that protects it from external interferencs
tampering.

O.TRUSTED_PATH The TSF must provide the capability to allow users to ensure the

communicating with the TSF during initial authentication and not \
another entityrnpersonating the TOE.

O.DATA_TRANSFER The TSF must have the capability to protect system data in transm
between distributed parts of tegstem.

O.CRYPTO_KEYS The TSF must ensure that cryptographic keys are generated, acc
protected, and destyed in accordance with requirements defined by F
1402 Level 1 (product evaluation).

O.CRYPTO_OPS The TSF must ensure that all cryptographic operations used to p
information and encryption keys are compliant with the standards defin
FIPS1402 Level 1 (product evaluation), FIPS -86(3DES) and FIPS 19
(AES).

O.FAULT_TOLERANCE The TSF must continue to enforsecuritypolicies if contactwith the file
shareis lost.
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4.2 Security Objectivefor the Environment

4.2.1 Security Objectives for the IEnvironment

OE.TIME_SOURCE

OE.SERVER

OESMART_CARD

The TOE6s | T environment must pr
to provide accurate timestamps for audit records.

The TOEG6s | T envi rfiershasesetver tobesused pst
distribution point fo recovery, update and installation files.

The TOE6s | T environment mu st b
token in support of user authentication.

4.2.2 Security Objectives for the Neif Environment

OE.MANAGED

OE.AUTH

Those responsible for th€OE must ensure that the TOE is deliver
installed, managed, and operated in a manner that maintains IT se
objectives. These are competent, trained administrators who are not cs
negligent or hostile. Also, an independent database of authgoti data is
maintained for phonbased authorization.

Those responsible for the TOE must ensure that all access credential
as passwords osmart cards are protected by users in a manner t
maintains IT security objectives.
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5. IT Security Requirements

5.1 TOE Security Functional Requirements

This section specifies the security functional requirements (SFRs) for the TOE. This section organizes the
SFRs by CC clasSable 1 identifies all SFRs implemeéed by the TOE and indicates the ST operations

performed on each requirement.

Table 1: TOE SFRs and associated operations

Functional Class Functional Components ST Operation
Security Audit (FAU) FAU_GEN.1- Audit data generation Selgctlon,
Assignment
FAU_GEN.2- User identity association None
FAU_SAR.1- Audit review Assignment
FAU_SAR.2- Restricted audit review None
FAU_SAR.3- Selectable audit review Selgctlon,
Assignment

FAU_STG.1- Protected audit trail storage Selection

Cryptographic Support (FCS) FCS_CKM.1 - Cryptographic key generation | Assignment
FCS_CKM.4- Cryptographic key destruction | Assignment
FCS_COP.1(p- Cryptographic operation (data Iteration,
encryption and decryption) Assignment
FCS_COP.1(p- Cryptographic operation Iteration,
(cryptogaphic key encryption and decryption)| Assignment
FCS_COP.1(c) Cryptographic operation Assignment
(asymmetric cryptographic operations)
FCS_COP.1(d} Cryptographic operation (one| Assignment
way encryptbn)
FCS_COP.1(e) Cryptographic operation Assignment
(integrity of audit data)

Identification and Authenticatiof FIA_AFL.1 - Authentication failure handling | Assignment

(FIA)
FIA_ATD.17 User attribute definition Assignment
FIA_SOS.1- Verification of secrets Assignment
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Functional Class Functional Components ST Operation
FIA_UAU.2 - User authentication before any | None
action
FIA_UAU.4 - Singleuse authetication Assignment
mechanisms
FIA_UAU.5 - Multiple authentication Assignment
mechanisms
FIA_UAU.7 - Protected authentication feedba( Assignment
FIA _UID.271 User identification befa any None
action
Security Management (FMT) FMT_MOF.1- Management of security Selection,
functions behavior (Identification and Assignment
authentication)
FMT_MTD.1(a) - Management of TSF Da Sele_ctlon,
—. Assignment,
(securityrelevant roles) .
Iteration
FMT_MTD.1(b) - Management of TSF Data ig'seicgfn”e’m
(authentication data) 9 '
Iteration
FMT_MTD.1(0)- Management of TSF Data | S¢ ection,
(password plicy) ASS|g_nment,
Iteration
FMT_MTD.1(d)- Management of TSF Data | S¢€ction,
L . Assignment,
(authentication failure) .
Iteration
FMT_MTD.2 - Management of limits on TSF | Assignment
Data (authentication failure)
FMT_REV.1i Revocation Selection,
- Assignment
FMT_SAE.1- Time-limited authorization Assignment
FMT_SMF.1i Specification of Management | Assignment
Functions
FMT_SMR.1- Security roles Assignment
Protection of the TSF (FPT) FPT_FLS.17 Failure with preservation of Assignment
secure state
FPT_ITT.17 Basic internal TSF data transfer | Selection
protection
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Functional Class

Functional Components ST Operation

FPT_RVM.1- Nonbypassability of the TSP None

FPT_SEP.X TSF domain separation None
FPT_TST.1- Self testing Selection
Resource Utilization (FRU) FRU_FLT.1- Degradedault tolerance Assignment
TOE Access (FTA) FTA SSL17 Session locking Assignment
Trusted Path / Channels (FTP) FTP_TRP.1- Trusted Path Selgction,
Assignment
5.1.1 Audit (FAU) Requirements
FAU_GEN.1 - Audit data generation
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable e'
a) Startup and shutdowmf theaudit functions
b) All auditable events for thenpt specifiefllevel of audit;
c) and [

All attempts to use authenticath mechanisms
All attempts to access locked user accounts

Account locked out due to exceeding the maximum number o
unsuccessful logon attempts

All changes to the user database

Use of the Remote Help feature

Application Note:in the context of this STtast-up and shutdown of the audit functions are synonyn
with startup and shutdown of the TOE, as the audit functions-sfagutomatically, and the TOE does r
provide a management function for shutting them down. Shutdown of the TOE is not abht{ralie TSF
and therefore not considered a required auditable event.

FAU_GEN.1.2 The TSF shall record within each audit record at least the following informatio

a)

b)

Date and time of the event, type of event, subject ideatitst the
outcome (success orilizre) of the event; and

For each audit event type, based on the auditable event definition
the functional components included in theg P, [no other
information].
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FAU_GEN.2 - User identity association

FAU_GEN.2.1 TheTSF shall be able to associatgch auditable event with the identity of the us
that caused the event.

FAU_SAR.1- Audit review

FAU_SAR.1.1 The TSF shall provideauthorizedadministratorg with the capability to read
[audit information] from the audit records.

FAU_SAR.1.2 The TS shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.271 Restricted audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
that have been gramtexplicit read access.

FAU_SAR.3- Selectable audit review

FAU_SAR.3.1 The TSF shall provide the ability to perforseprches and sortig@f audit data
based onyser identity (sorting)audit time stamp (search and so}t)

FAU_STG.11 Protectedaudit trail storage
FAU_STG.1.1 The TSF shall protect the stored audit records from unauthorized deletion.

FAU_STG.1.2 The TSF shall be able tprieven} unauthorizednodifications to thestoredaudit
recordsin the audit trail

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 21



Check Point Endpoint Security Full Disk Encryption Security Target Version 2.4, 6/22/2009

5.1.2 Cryptographic SupporHCS)
FCS_CKM.1 - Cryptographic key generation

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithFllPS 140-2 PRNG

and specified cryptographic key sizes [
a) 168 bits {Triple DES)
b) 256bits (AES]

that meet the following:HIPS 46-3 (Triple DES) and FIPS 197 (AEJ.

FCS_CKM.4 - Cryptographic key destruction
FCS_CKM.4.1 The TSF shall destroy cryptographic keys in accordance with a specified

cryptographic key destruction methagkfoizdion] that meets the followingHPS
1402 Level 1, Section 47.6 Key Zeroizatior].

FCS_COP.1(3 - Cryptographic operation (data encryption and decryption)

FCS_COP.1.1(a)  The TSF shall performdata encryption and decryptidrin accordance with a
specfied cryptographic algorithnligted belovy and key sizedligted beloy that
meet the following: ljsted below.

a) Triple DES
o Key size: 168 bits
e Based on standardFIPS 46-3

e Modes of operation: CBC

o Key size: 256 bits
e Based on standard: FIPS 197

e Modes ofoperation: CBC
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FCS_COP.1(h - Cryptographic operation (cryptographic key encryption and decryption)

FCS_COP.1.1(b) The TSF shall perforncfyptographic key encryption and decryptipim
accordance with a specified cryptographic algoritéi$ in ECB male (with
overlapping ECBencryptions) and key sizef256 bit§ that meet the following:
[FIPS 197.

Application note: Overlapping encryption is done in order to achieve diffusion and is described in di
6.1.1

FCS_COP.1(c) Cryptographic operation (asymmetric cryptographic operations)

FCS_COP.1.1(c) The TSF shall performafymmetrickey encryptiorfor smart card authenticatioh
in accordance with a specified cryptographic algoritR84] and key size[1024,
2048 and4096bits] that meet the following:RSA PKCS#1 version 115

FCS_COP.1(d)- Cryptographic operation (one-way encryption)

FCS_COP.1.10d  The TSF shall perfornoheway encryption of passworflé accordance with a
specified cryptograpb algorithm [AESin ECB mode using the passworiself as
key] and key size256 bitg that meet the following:HIPS 197].

Application noteSince the password is omey encrypted using itself as key (i.e. no static key is invol
then it is requied to use passwords of at least 8 characters (64 bits), to reach staffgtinction medium.
The maximum length of passwords in the TOE is 32 characters (256 bits). The entropy of the
dependent on the length of the password, passwords shorteB2h@raracters are padded so that they ¢
be used in AES 256 bit mode.

FCS_COP.1(e) Cryptographic operation (integrity of audit data)

FCS_COP.1.1(e)  The TSF shall perfornirtegrity protection of audit dathin accordance with a
specified cryptographialgorithm HMAC SHA-256 and key sizeZ256 bit§ that
meet the following: FIPS 19§].
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5.1.3 Identificationand Authentication (FIA)
FIA_AFL.1 i Authentication failure handling

FIA_AFL.1.1 The TSF shall detect whearj authorized administrator specified nuneb of]
unsuccessful authentication attempts occur relatefikexd[passwordiser logor].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been r
surpassed, the TSF shaligable the user account for either a specifiddration

or until unlocked by an authorized administrator (as specified by an authorize(
administratory)].

FIA_ATD.1 - User attribute definition

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users|

a) User identifier;
b) Securitymanagementolesand permissiors; and

C) Authentication dag].

FIA_SOS.1- Verification of secrets
FIA_SOS.1.1 The TSF shall provide a mechanism to verify that secrets tieetdllowing:

a) For each attempt to use the fixed pagord authentication
mechanism, the probability that a random attempt will succeed is
less than one in 100,000,000,000

b) For multiple attempts to use the fixed password authentication
mechanism during a oneninute period, the probability that a
random attenpt during that minute will succeed is less than one in
10,000,000,000

Application note:The TOE also suppor@mart Card andRemoteHelp authentication mechanisnhese
mechanisms are not dependent on a 1s&dected secret and are therefore not amtile to FIA_SOS.1.
The selection of the Smart Card PIN is controlled by the IT environment, in accordance with OE.AUTH.

FIA_UAU.2 - User authentication before any action

FIA_UAU.2.1 The TSF shall require each user to be successfully authenticated dikfaiag
any other TSHnediated actions on the behalf of that user.
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FIA_UAU.4 - Single-use authentication mechanisms

FIA_UAU.4.1 The TSF shall prevent reuse of authentication data relat&etodte Help
Authentication Mechanisnj

FIA_UAU.5 - Multipl e authentication mechanisms

FIA_UAU.5.1 The TSF shall provide [
a) Fixed Password Mechanism
b) SmartCard Authentication Mechanism
c) Remote Help Authentication Mechanisim

to support user authentication.

FIA_UAU.5.2 The TSF shall aut heidentityaccording®mthg user
[authentication mechanism specified by the authorized administrator

FIA_UAU.7 - Protected authentication feedback

FIA_UAU.7.1 The TSF shall provide onlppscured feedbadko the user while the
authentication is in progress

FIA_UID.2 i User identification before any action

FIA_UID.2.1 The TSF shall require each user to identify itself before allowing any other TS
mediated actions on the behalf of that user.

5.1.4 SecurityManagement (FMT)

FMT_MOF.1- Management of security finctions behavior (Identification and authentication)

FMT_MOF.1.1 The TSF shall restrict the ability tenpdify the behavior pthe function
[identification and authenticatiofto [the System Administrator Roje

FMT_MTD.1(a) - Management of TSF Data $ecurity-relevant roles)

FMT_MTD.1.1(@) The TSF shall restrict the ability tsnpdify] the [securitymanagementolesand
permissiors for userd to [the System Administrator Roje
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FMT_MTD.1(b) - Management of TSF Data (authentication data)

FMT_MTD.1.1(b) The TSF shall restrict the ability tsmpdify] the [authentication datéto
[authorized administrators, and users (for their own authentication déta)

FMT_MTD.1( c) - Management of TSF Data (password policy)
FMT_MTD.1.1€)  The TSF shall restrict ehability to nodify the [requirements for password

composition and length, or specification of other authentication mechanisms
(such as smart card authenticatiohjo [the System Administrator Roje

FMT_MTD.1(d) - Management of TSF Data (authenticatin failure)

FMT_MTD.1.1() The TSF shall restrict the ability tepdify] the [settings for handling
authentication failureg to [the System Administrator Role

FMT_MTD.2 - Management of limits on TSF Data (authentication failure)

FMT_MTD.2.1 The TSFshall restrict the specification of limits ffthe unsuccessful
authentication attempts thresho]do [the System Administrator Ro]e

FMT_MTD.2.2 The TSF shall take the following action, if the TSF data are at, or exceed the
indicated limits: flisablethe user account for either a specified duration or until
unlocked by an authorized administrator (as specifiedthg System
administrator)].

FMT_REV.1 1 Revocation

FMT_REV.1.1 The TSF shall restrict the ability to revoke security attributes assosittethe
[user$ within the TSC to the System Administrator Roje

FMT_REV.1.2 The TSF shall enforce the ruleRgvocation will take place on the next login of
the uset.

FMT_SAE.1 - Time-limited authorization

FMT_SAE.1.1 The TSF shall restrict theapability to specify an expiration tinfier [fixed
passwordauthentication datgto [the System Administrator Roje

FMT_SAE.1.2 For each of these security attributes, the TSF shall be alideny hccess tthe
associated user accounafter the expiation time for the attribute has passed.
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FMT_SMF.11 Specification of Management Functions

FMT_SMF.1.1 The TSF shall be capable of performing the following security management
functions: [
a) management of user accounts (create, delete, modify)
b) Remote Helpassistance
c) Management of security settings
d) Review of audit tralil.

FMT_SMR.1 - Security roles

FMT_SMR.1.1 The TSF shall maintain the roles: [
a) System Administrator
b) Administrator; and
C) Usel.
FMT_SMR.1.2 The TSF shall be able to associate users witisrole

Application note:The roles defined in FMT_SMR.1 correspond to recommendations given in the TOE
Admini stratorés Gui de -fewlrhiergrehy forpadmingtratios. dhese rolemarea t hr e e
then used in this ST for expressing security adtnatisn restriction requirements. The TOE provides a

granular system for assigning permissions to users thatbeaconfigured tesuppot this hierarchy or

alternative administrator permission sefee sectiofi.1.2 belowfor further details.

5.1.5 Protection othe TSF (FPT)

FPT_FLS.17 Failure with preservation of secure state

FPT_FLS.1.1 The TSF shall preserve a secure state when the following types of failures oct
[contact islostwith the file shard.

FPT_ITT.17 Basicinternal TSF data transfer protection

FPT_ITT.1.1 The TSF shall protect TSF data frgdisclosure modificatior] when it is
transmitted between separate parts of the TOE

FPT_RVM.1 - Non-bypassability of the TSP

FPT_RVM.1.1 The TSF shall ensure thdiet TSP enforcement functions are invoked and succe
before each function within the TSC is allowed to proceed.
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FPT_SEP.1i TSF domain separation

FPT_SEP.1.1 The TSF shall maintain a security domain for its own execution that protects it
interfererce and tampering by untrusted subjects.

FPT_SEP.1.2 The TSF shall enforce separation between the security domains of subjects in
TSC.

FPT_TST.1- TSF testing

FPT_TST.1.1 The TSF shall run a suite of self tegdsifing initial startup] to demonstree the
correct operation of the TSF.

FPT_TST.1.2 The TSF shall provide authorized users with the capability to verify the integrit
the TSF data.

FPT_TST.1.3 The TSF shall provide the authorized users with the capability to verify the
integrity of stoed TSF executable code.

5.1.6 ResourcdJtilization (FRU)
FRU_FLT.1 - Degraded fault tolerance

FRU_FLT.1.1 The TSF shall ensure the operationmdrimal user functionality when the
following failures occur:§ccess to file share is Idst

5.1.7 TOE AccesgFTA)
FTA_SSL171 Session locking

FTA_SSL1.1 The TSF shallock an interactive session aftas[minute$ by:
a) clearing or overwriting display devices, making the current contents unread

bydi sabling any activity of tenthanuse
unlocking the session

FTA_SSL.1.2 The TSF shall require the following events to occur prior to unlocking the sess
[re-authentication.

Application notethet e rinteradtive sessidiin FTA_SSL.1.1 refers to the use of the PCMC interface
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5.1.8 TrustedPath / Channels (FTP)
FTP_TRP.1- Trusted Path

FTP_TRP.1.1 The TSF shall provide a communication path between itselflacal[users that is
logically distinct from other communication paths and provides assured
identification of its end pointand protection of the communicated data from
modification or disclosure.

FTP_TRP.1.2 The TSF shall permitgcal user$to initiate the communication via the trusted
path.

FTP_TRP.1.3

The TSF shall require the use of the trusted pathridid] user auhenticatior.
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5.2 TOE Security Assurance Requirements

The security assurance requirements for the TOE are the Evaluation Assurance Level (EAL) 4 components
as specified in Part 3 of the Common Critesad augmented byALC_FLR.1. No operations have been

appl ied to the TOEOGs Tabk2 providescaelisticgoomalloSeaintyt Assurance
Requirements met by the TOE.

Table 2: Security Assurance Requirements

Assurance Class AssuranceComponents

Configuration Management (ACM) | ACM_AUT.1 Partial CM automation

ACM_CAP.4 Generation support and acceptance procedures

ACM_SCP.2 Problem tracking CM coverage

Delivery and Operation (ADO) ADO_DEL.2 Detection of modification

ADO_IGS.1 InstHation, generation, and staup procedures

Development (ADV) ADV_FSP.2 Fully defined external interfaces
ADV_HLD.2 Security enforcing highevel design

ADV_IMP.1 Subset of the implementation of the TSF

ADV_LLD.1 Descriptive lowlevel design

ADV_RCR.1 Informal correspondence demonstration

ADV_SPM.1 Informal TOE security policy model

Guidance Documents (AGD) AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Life cycle support (ALC) ALC_DVS.1 Identification of security measures
ALC_FLR.1 Basic flaw remediation

ALC_LCD.1 Developer defined liteycle model

ALC_TAT.1 Well-defined development tools

Tests (ATE) ATE_COV.2 Analysis of Coverage
ATE_DPT.1 Testing: highevel design
ATE_FUN.1 Functional testing

ATE_IND.2 Independentsting- sample

Vulnerability assessment (AVA) AVA_MSU.2 Validation of analysis

AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.2 Independent vulnerability analysis
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5.2.1 Configuration Management (ACM)

Partial CM automation (ACM_AUT.1)

ACM_AUT.1.1D
ACM_AUT.1.2D

ACM_AUT.1.1C

ACM_AUT.1.2C

ACM_AUT.1.3C
ACM_AUT.1.4C

ACM_AUT.1.1E

The developer shall use a CM system.
The developer shall provide a CM plan.

The CM system shall provide an automated means by which only authorized
changes are made to the TOE implementation representation.

The CM system shall provide an automated means to support the generation
TOE.

The CM plan shall describe the automated tools used in the CM system.
The CM plan shall describe how the automated tools are used in thgsBihs

The evaluator shall confirm that the information provided meets all requiremet
for content and presentation of evidence.

Generation Support and Acceptance Procedures (ACM_CAP.4)

ACM_CAP.4.1D
ACM_CAP.4.2D
ACM_CAP.4.3D
ACM_CAP.4.1C
ACM_CAP.4.2C

ACM_CAP.4.3C

ACM_CAP.4.4C

ACM_CAP.45C

ACM_CAP.46C

ACM_CAP.47C

ACM_CAP.48C

ACM_CAP.49C

ACM_CAP.410C

The developer shall provide a referefmethe TOE.

The developer shall use a CM system.

The developer shall provide CM documentation.

The reference for the TOE shall be unique to each version of the TOE.
The TOE shall be labeled with itsference.

The CM documentation shall include a configuration list, a CM plan, and an
acceptance plan.

The configuration list shall uniquely identify all configuration items that compri:
the TOE.

The configuratia list shall describe the configuration items that comprise the T

The CM documentation shall describe the method used to uniquely identify th
configuration itemshat comprise the TQE

The CM system shall uniquely identify aonfiguration itemghat comprise the
TOE.

The CM plan shall describe how the CM system is used.

The evidence shall demonstrate that the CM system is operating in accordanc
the CM plan.

The CM documentatin shall provide evidence that all configuration items have
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been and are being effectively maintained under the CM system.

ACM_CAP.4.11C  The CM system shall provide measures such that only authorized changes ar
to the configuration items.

ACM_CAP.412C The CM system shall support the generation of the TOE.

ACM_CAP.4.13C The acceptance plan shall describe the procedures used to accept modified o
created configuration items as part of the TOE.

ACM_CAP.4.1E The evaluator shall confirm that thidormation provided meets all requirements
for content and presentation of evidence.

Problem tracking CM coverage (ACM_SCP.2)

ACM_SCP.2.1D The developer shall provide a list of configuration items for the TOE

ACM_SCP.2.1C The list of configuration &ms shall include the following: implementation
representation; security flaws; and the evaluation evidence required by the

assurance components in the ST.

ACM_SCP.2.1E The evaluator shall confirm that the information provided meets all requiremer
for content and presentation of evidence.

5.2.2 Delivery and Operation (ADO)
Detection of modification (ADO_DEL.2)

ADO_DEL.2.1D The developer shall document procedures for delivery of the TOE or parts of i
the user.

ADO_DEL.2.2D The developer shall use the igely procedures.

ADO_DEL.2.1C The delivery documentation shall describe all procedures that are necessary t
mai ntain security when distributing

ADO_DEL.2.2C The delivery documentation shall describe how the vagooasedures and
technical measures provide for the detection of modifications, or any discrepa
bet ween the devel operds master cop)y

ADO_DEL.2.3C The delivery documentation shall describe how the various proesdilow
detection of attempts to masquerade as the developer, even in cases in whict
devel oper has sent nothing to the

ADO_DEL.2.1E The evaluator shall confirm that the information provided meets all requiremer
for content and preseaation of evidence

Installation, generation, and startup procedures (ADO_IGS.1)

ADO_IGS.1.1D The developer shall document procedures necessary for the secure installatio
generation, and staup of the TOE.
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The installation, generatiomd startup documentation shall describe all the stef
necessary for secure installation, generation andwgaof the TOE.

The evaluator shall confirm that the information provided meets all requiremer
for content and presentation of dence.

The evaluator shall determine that the installation, generation, andstart
procedures result in a secure configuration.

5.2.3 Development (ADV)
Fully defined external interfaces (ADV_FSP.2)

ADV_FSP.2.1D

ADV_FSP.2.1C

ADV_FSP.2.2C

ADV_FSP.2.3C

ADV_FSP.2.4C

ADV_FSP.2.5C

ADV_FSP.2.1E

ADV_FSP.2.2E

The developer shall provide a fitironal specification.

The functional specification shall describe the TSF and its external interfaces
an informal style.

The functional specification shall be internally consistent.

The functional specificain shall describe the purpose and method of use of all
external TSF interfaces, providing complete details of all effects, exceptions a
error messages.

The functional specification shall completely represent the TSF.

The fundional specification shall include rationale that the TSF is completely
represented.

The evaluator shall confirm that the information provided meets all requiremer
for content and presentation of evidence.

The evaluator shatletermine that the functional specification is an accurate an
complete instantiation of the TOE security functional requirements.

Security enforcing hightlevel design (ADV_HLD.2)

ADV_HLD.2.1D
ADV_HLD.2.1C
ADV_HLD.2.2C

ADV_HLD.2.3C

ADV_HLD.2.4C

ADV_HLD.2.5C

The developer shall provide the hitgvel design of the TSF
The presentation of the higavel design shall be informal.
The highlevel design shall be internally consistent.

The highlevel design shall describe the structure of the TSF in terms of
subsystems.

The highlevel design shall describe the security functionality provided by eact
subsystem of the TSF.

The highlevel design shall identify any underlying hardware, firmware, and/or
software required by the TSF with a presentation ofuhetfons provided by the
supporting protection mechanisms implemented in that hardware, firmware, ol
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software.
The highlevel design shall identify all interfaces to the subsystems of the TSF

The highlevel design shall identifwhich of the interfaces to the subsystems of-
TSF are externally visible.

The highlevel design shall describe the purpose and method of use of all inter
to the subsystems of the TSF, providing details of effects, exceptions and err
messages, as appropriate.

The highlevel design shall describe the separation of the TOE inteen$dtcing
and other subsystems.

The evaluator shall confirm that the information provided meets all requiremer
for content ad presentation of evidence.

The evaluator shall determine that the kigtel design is an accurate and compl
instantiation of the TOE security functional requirements.

Subset of the implementation of the TSF (ADV_IMP.1)

ADV_IMP.1.1D

ADV_IMP.1.1C

ADV_IMP.1.2C

ADV_IMP.1.1E

ADV_IMP.1.2E

The developer shall provide the implementation representation for a selected
of the TSF.

The implementation representation shall unambiguously define the TSF to a I
of detail such that the TSF can be generated without further diestigions.

The implementation representation shall be internally consistent.

The evaluator shall confirm that the information provided meets all requiremet
for content and presentation of evidence.

The evaluatoshall determine that the least abstract TSF representation provid
an accurate and complete instantiation of the TOE security functional requirer

Descriptive low-level design (ADV_LLD.1)

ADV_LLD.1.1D
ADV_LLD.1.1C
ADV_LLD.1.2C
ADV_LLD.1.3C
ADV_LLD.1.4C

ADV_LLD.1.5C

The developer shall provide the ldewel design of the TSF.

The presentation of the lelgvel design shall be informal.

The lowlevel design shall be internally consistent.

The lowlevel design shall describe the TSF in terms of modules.
The bw-level design shall describe the purpose of each module.

The lowlevel design shall define the interrelationships between the modules it
terms of provided security functionality and dependencies on other modules.
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The lowlevel design shall describe how each F&#orcing function is provided.
The lowlevel design shall identify all interfaces to the modules of the TSF.

The lowlevel design shall identify which of the interfaces to the modules of the
TSF are externally visible.

The lowlevel design shall describe the purpose and method of use of all interf
to the modules of the TSF, providing details of effects, exceptions and error
messages, as appropriate.

The lowlevel design shall describe the separation of the TOE inteeriétcing
and other modules.

The evaluator shall confirm that the information provided meets all requiremet
for content and presentation of evidence.

The evaluator sl determine that the lovevel design is an accurate and comple
instantiation of the TOE security functional requirements.

Informal correspondence demonstration (ADV_RCR.1)

ADV_RCR.1.1D

ADV_RCR.1.1C

ADV_RCR.1.1E

The developer shall provide an analysis of correspondencedretdleadjacent
pairs of TSF representations that are provided.

For each adjacent pair of provided TSF representations, the analysis shall
demonstrate that all relevant security functionality of the more abstract TSF
representation is corrdgtand completely refined in the less abstract TSF
representation.

The evaluator shall confirm that the information provided meets all requiremer
for content and presentation of evidence.

Informal TOE security policy model (ADV_SPM.1)

ADV_SPM.1.1D

ADV_SPM.1.2D

ADV_SPM.1.1C

ADV_SPM.1.2C

ADV_SPM.1.3C

ADV_SPM.1.4C

The developer shall provide a TSP model.

The developer shall demonstrate correspondence between the functional
specification and the TSP model.

The TSP model shall be informal.

The TSP model shall deské the rules and characteristics of all policies of the 1
that can be modeled.

The TSP model shall include a rationale that demonstrates that it is consisten
complete with respect to all policies of the TSP that can be modeled.

The demonstration of correspondence between the TSP model and the functis
specification shall show that all of the security functions in the functional
specification are consistent and complete with respect to the TSP model.

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 35



Check Point Endpoint Security Full Disk Encryption Security Target

ADV_SPM.1.1E

Version 2.4, 6/22/2009

The evéuator shall confirm that the information provided meets all requirement
for content and presentation of evidence.

5.2.4 Guidance Documents (AGD)
Administrator Guidance (AGD_ADM.1)

AGD_ADM.1.1D

AGD_ADM.1.1C

AGD_ADM.1.2C

AGD_ADM.1.3C

AGD_ADM.1.4C

AGD_ADM.1.5C

AGD_ADM.1.6C

AGD_ADM.1.7C

AGD_ADM.1.8C

AGD_ADM.1.1E

The developer shall provide administrator guidance addressgstéos
administrative personnel.

The administrator guidance shall describe the administrative functions and
interfaces available to the administrator of the TOE.

The administrator guidance shall describe how to administer theif ®Becure
manner.

The administrator guidance shall contain warnings about functions and privile
that should be controlled in a secure processing environment.

The administrator guidance shall describe all assumptions fegarser behavior
that are relevant to secure operation of the TOE.

The administrator guidance shall describe all security parameters under the c
of the administrator, indicating secure values as appropriate.

The administator guidance shall describe each type of sectelgvant event
relative to the administrative functions that need to be performed, including
changing the security characteristics of entities under the control of the TSF.

The administratoguidance shall be consistent with all other documentation
supplied for evaluation.

The administrator guidance shall describe all security requirements on the IT
environment that are relevant to the administrator.

The evaluatortwll confirm that the information provided meets all requirement:
for content and presentation of evidence

User Guidance (AGD_USR.1)

AGD_USR.1.1D

AGD_USR.1.1C

AGD_USR.1.2C

AGD_USR.1.3C

AGD_USR.1.4C

The developer shall provide user guidance.

The user guidance shall describe the functiondratedfaces available to the non
administrative users of the TOE.

The user guidance shall describe the use ofasegssible security functions
provided by the TOE.

The user guidance shall contain warnings aboutasegssibléunctions and
privileges that should be controlled in a secure processing environment.

The user guidance shall clearly present all user responsibilities necessary for
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AGD_USR.1.5C

AGD_USR.1.6C

AGD_USR.1.1E

operation of the TOE, including those related to assumptions regarseer
behavior found in the statement of TOE security environment.

The user guidance shall be consistent with all other documentation supplied f
evaluation.

The user guidance shall describe all security requirements ¢h #myvironment
that are relevant to the user.

The evaluator shall confirm that the information provided meets all requiremer
for content and presentation of evidence.

5.2.5 Life Cycle Support (ALC)

Identification of security measures (ALC_DVS.1)

ALC_DVS.1.1D

ALC_DVS.1.1C

ALC_DVS.1.2C

ALC_DVS.1.1E

ALC_DVS.1.2E

The developer shall produce development security documentation.

The development security documentation shall describe all the physical, proce
personnel, and other security measures that are necessary to protect the
confidentiality and integrity of the TOE design and implementation in its
development environment.

The development security documentation shall provide evidence that these se
measures are followed during the development and maintenancel@ihe

The evaluator shall confirm that the information provided meets all requiremer
for content and presentation of evidence.

The evaluator shall confirm that the security measures are being applied.

Basic flaw remediation(ALC_FLR.1)

ALC_FLR.1.1D

ALC_FLR.1.1C

ALC_FLR.1.2C

ALC_FLR.1.3C

ALC_FLR.1.4C

ALC_FLR.1.1E

The developer shall provide flaw remediation procedures addressed to TOE
developers.

The flaw remediation procedures documentation shall describe the procedure
to track all reported security flaws in each rekeaf the TOE

The flaw remediation procedures shall require that a description of the nature
effect of each security flaw be provided, as well as the status of finding a corre
to that flaw.

The flaw remediation procedes shall require that corrective actions be identifie
for each of the security flaws.

The flaw remediation procedures documentation shall describe the methods u
provide flaw information, corrections and guidance on corrective adiioch®E
users.

The evaluator shall confirm that the information provided meets all requiremer
for content and presentation of evidence.
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Developer defined lifecycle model (ALC_LCD.1)

ALC_LCD.1.1D

ALC_LCD.1.2D

ALC_LCD.1.1C

ALC_LCD.1.2C

ALC_LCD.1.1E

The developer shall establish adfgcle model to be used in the development ar
maintenance of the TOE.

The developer shall provide lHgycle definition documentation.

The life-cycle definition documentation shall describe the model used to devel:
and maintain th@ OE.

The life-cycle model shall provide for the necessary control over the developm
and maintenance of the TOE.

The evaluator shall confirm that the information meets all requirements for cor
and presentation of evidence.

Well-defined development tools (ALC_TAT.1)

ALC_TAT.1.1D

ALC_TAT.1.2D

ALC_TAT.1.1C

ALC_TAT.1.2C

ALC_TAT.1.3C

ALC_TAT.1.1E

The developer shall identify the development tools being used for the TOE.

The developer shall document the selected implementdgpendent options of
the development tools.

All development tools used for implementation shall be well defined.

The documentation of the development tools shall unambiguously define the
meaning of all statements used in the implementation.

The documentation of éhdevelopment tools shall unambiguously define the
meaning of all implementatiedependent options.

The evaluator shall confirm that the information meets all requirements for cor
and presentation of evidence.

5.2.6 Security Testing (ATE)
Analysis of coverage (ATE_COV.2)

ATE_COV.2.1D

ATE_COV.2.1C

ATE_COV.2.2C

ATE_COV.2.1E

The developer shall provide an analysis of the test coverage.

The analysis of the test coverage shall demonstrate the correspondence betw
tests identified in the test documentation and the dSéfescribed in the functiona
specification.

The analysis of the test coverage shall demonstrate that the correspondence
between the TSF as described in the functional specification and the tests ide
in the test documentation is colefe.

The evaluator shall confirm that the information provided meets all requiremer
for content and presentation of evidence.
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Testing: high-level design (ATE_DPT.1)

ATE_DPT.1.1D

ATE_DPT.1.1C

ATE_DPT.1.1E

The developer shall provide the analysis of the deptastiiig.

The depth analysis shall demonstrate that the tests identified in the test
documentation are sufficient to demonstrate that the TSF operates in accorda
with its hightlevel design.

The evaluator shall confirm that thormation provided meets all requirements
for content and presentation of evidence.

Functional testing (ATE_FUN.1)

ATE_FUN.1.1D
ATE_FUN.1.2D

ATE_FUN.1.1C

ATE_FUN.1.2C

ATE_FUN.1.3C

ATE_FUN.1.4C

ATE_FUN.1.5C

ATE_FUN.1.1E

The developer shall test the TSF and document the results.
The developer shall provide test documentation.

The test documentation shall consist of test plans, test procedure descriptions
expected test results and actual test results.

The test plans shall identify the security functions to be tested and describe th
of the testsd be performed.

The test procedure descriptions shall identify the tests to be performed and de
the scenarios for testing each security function. These scenarios shall include
ordering dependencies on the results of other tests.

The expected test results shall show the anticipated outputs from a successfu
execution of the tests.

The test results from the developer execution of the tests shall demonstrate tr
each tested security function behaved as fipdci

The evaluator shall confirm that the information provided meets all requiremet
for content and presentation of evidence.

Independent testingi sample (ATE_IND.2)

ATE_IND.2.1D
ATE_IND.2.1C

ATE_IND.2.2C

ATE_IND.2.1E

ATE_IND.2.2E

The developer shall provide the TOE for testing.
The TOE shall be suitable for testing.

The developer shall provide an equivalent set of resources to those that were
in the developerés functional testi

The evaluator shall confirm that the informatjmovided meets all requirements
for content and presentation of evidence.

The evaluator shall test a subset of the TSF as appropriate to confirm that the
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operates as specified.

ATE_IND.2.3E The evaluator shall execute a sample of testhe test documentation to verify th
developer test results.

5.2.7 Vulnerability Assessment (VLA)

Validation of analysis (AVA_MSU.2)

AVA_MSU.2.1D The developer shall provide guidance documentation.

AVA_MSU.2.2D The developer shall document an analysis efghidance documentation.
AVA_MSU.2.1C The guidance documentation shall identify all possible modes of operation of 1

TOE (including operation following failure or operational error), their
consequences and implications for maintaining secure operation.

AVA_MSU.2.2C The guidance documentation shall be complete, clear, consistent and reasonz

AVA_MSU.2.3C The guidance documentation shall list all assumptions about the intended
environment.

AVA_MSU.2.4C The guidance documentation shall list all regmients for external security
measures (including external procedural, physical and personnel controls).

AVA_MSU.2.5C  The analysis documentation shall demonstrate that the guidance documentati
complete.

AVA_MSU.2.1E The evaluator shall confirm thtite information provided meets all requirements

for content and presentation of evidence.

AVA_MSU.2.2E The evaluator shall repeat all configuration and installation procedures, and ot
procedures selectively, to confirm that the TOE can be configukdsed
securely using only the supplied guidance documentation.

AVA_MSU.2.3E The evaluator shall determine that the use of the guidance documentation allc
insecure states to be detected.

AVA_MSU.2.4E The evaluator shall confirm that the analysisaimentation shows that guidance
provided for secure operation in all modes of operation of the TOE.

Strength of TOE security function evaluation (AVA_SOF.1)

AVA_SOF.1.1D The developer shall perform a strength of TOE security function analysisctor e
mechanism identified in the ST as having a strength of TOE security function
claim.

AVA_SOF.1.1C For each mechanism with a strength of TOE security function claim the strenc
TOE security function analysis shall show that it meets or exceeds tiraum
strength level defined in the PP/ST.

AVA_SOF.1.2C For each mechanism with a specific strength of TOE security function claim th
strength of TOE security function analysis shall show that it meets or exceeds
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specific strength of function metraefined in the PP/ST.

The evaluator shall confirm that the information provided meets all requiremer
for content and presentation of evidence.

The evaluator shall confirm that the strength claims are correct.

Independent vulherability analysis (AVA_VLA.2)

AVA_VLA.2.1D
AVA_VLA.2.2D

AVA_VLA.2.1C

AVA_VLA.2.2C

AVA_VLA.2.3C

AVA_VLA.2.4C

AVA_VLA.2.1E

AVA VLA.2.2E

AVA_VLA.2.3E

AVA_VLA.2.4E

AVA_VLA.2.5E

The developer shall performvalnerability analysis.
The developer shafirovide vulnerability analysis documentation.

The vulnerability analysis documentation shall describe thé/sis of the TOE
deliverables performed to search for ways in which a user can violate the TSF

The vulnerability analysis documentation shall describe the disposition of iden
vulnerabilities.

The vulnerability analysisatumentation shall show, for all identified
vulnerabilities, that the vulnerability cannot be exploited in the intended
environment for the TOE.

The vulnerability analysis documentation shall justify that the TOE, with the
identified vulnerabities, is resistant to obvious penetration attacks

The evaluator shall confirm that the information provided meets all requiremet
for content and presentation of evidence.

The evaluator shall conduct penetration testingding on the developer
vulnerability analysis, to ensure the identified vulnerabilities have been addres

The evaluator shall perform an independent vulnerability analysis.
The evaluator shall perform independent penetraésting, based on the
independent vulnerability analysis, to determine the exploitability of additional

identified vulnerabilities in the intended environment.

The evaluator shall determine that the TOE is resistant to penetration attacks
performed by an attacker possessing a low attack potential.
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5.3 IT Environment Security Requirements

The IT environment security requirements define functional and/or assurance requirements to be satisfied
by the IT environment. The requirements applicablefor hardware, firmware and/or software external to
the TOE needed in order to ensure that the security objectives for the TOE are achieved.

FCS_COP.1{) - Cryptographic operation (asymmetric cryptographic operations)

FCS_COP.1.Y Fhe FSFThe IT Enviromentshall perform §symmetrickey decryption for smart
card authentication} in accordance with a specified cryptographic algoritR84
and key size§1024, 2048 and096 bit§ that meet the following:RSA PKCS#1
version 1.5.

FPT_STM.171 Reliable time stamps

FPT_STM.1.1 TheTSFThe IT Environmenshall be able to provide reliable time stampsitor
own-usethe use of the TSF
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6. TOE Summary Specification

This chapter describes the security functions and associated assurance measures.

6.1 TOE Security Factions

6.1.1 Identification and authentication

The TOE requires that usease identified and successfully authenticated before any access is granted to

the system and the protected disk partitiofisis is performed by the rBBoot Environmentsoftware

which is responsibldor unlocking of the encryption key#n addition, users are required ittentify and

authenticate before accessing PCMC, and periodicalbutieenticate after a period of inactivitf 15

minutes (after which the PCMC display is cleared butts until the user rauthenticates)The PCMC

useridentity may be different thamhat of the preboot user, and the PCMC useéentity may also be

changed from within PCMC u s i n, grequiritge reauth&nticatiom d Aut hor
(FIA_UID.2, FIA_UAU.2), (FTA_SSL1)

The TOE employshree different types of authentication mechanisms that can be used to authenticate

users: fixed passwd, smart card authenticatiaand Remote Help authenticatomh e user 6s cl ai me
identity is authenticated as described in tha@ragraphsfor each mechanism that followselow.

(FIA_UAU.5)

The fixed password authergition mechanism requires that the user srdagpassword for authentication.
Password key derivation uses a PKCS#5 style algorithm where the password isdyepmat way
encryptedusing AES as described in chaptérl.5 The derived key is used tecrypt the partition key, for

details see chaptér1.5 Also see thesecondast paragraph in the end of this chapter for descriptioes

how the TOE detects a faileduthentication.The administrator has management tools to adjust the
password policy. The administrator ceet the minimum length for passwords atedermine if passwords

may contain spaces or other special characters such as ?, *, ., and &. The atariniatr also specify if

the password can contain adjacent repetitive, identical characters in, @&ebthe maximum age of a
passwordand specify the number of passwords that must be used before a previously used password is used
again (FIA_SOS.)

The TOE®ds smart card authentithait ost meebanhemuseepbsey:
data. This mechanism requires a smart card reader to check the credentials for access. The smart card stores
credentals for the user internally and can only be accessed with a PIN, known only to the owner of the

card In order to perform a successful Smart Card authentication the user has to, by entering the correct
PIN-code, unlock the private key corresponding to plblic key that was used to encrypt the user key

(Ky). The TOE then uses the Smart Card private key to decrypt the user key. The usertlwy, in

decrypts the partition key (sebapter6.1.5below).

T he ¥ Rdémdte Help authentication mechanisms {ome login and remote password change) are
provided so the TOE administrators can provide login assistance to authorized TOE users under special
circumstancessuch as a forgotten passwandsmart card. The typof assistance depends upon the nature

of the circumstances. Remote Help is a secondary authentication mechanism, only to be used in special
circumstances, not as a normal, everyday, authentication method. The reason for the two different
mechanisrarelates to when they are used.

Onetime Login is used to provide a temporary login to users who have misplaced or forgotten
their smart card. In this case the user will call to the help desk, which will verify the identity of the
user using a TO#hdependent dabase (see A.PHONE_DATARnNce verified, the Remote Help
flow as described in step 2. below will follow.
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Remote Password Change is used to allow the local user to change the TOE password in cases
where the cuent password has bedorgotten. In this caséhe user will call to the help desk,

which will verify the identity of the user using a Todependent database (see
A.PHONE_DATA). Once verified, thd&kemote Help flow as described in step 2. below will
follow.

The Remote Help mechanism is a built indtion of the TOE, and does not require setting any parameters
except that icanbe enabledr disabled on an individual user basihis includes both the user receiving
help, and the account on the computer that is used to provideThelgomputer usetb provide Remote
Help also needs to have a TOE installed on it. To provide Remote Help the administratogsdbeess
PCMC and uses an account with Remote hyelpmissioss.

Figure 3 shows a conceptual overview of the participants and computations idviolve@ Remote Help
session.

User Helper

Forgotten PW
Send Challenge

Helper PW

N2

Generate Response
Send Response

Enter
Response

N\

Unlock
PartitionKey(s

Figure 37 Remote help overview
The Remote Helflow is:
1. When a user is added, or changes password, on a client the following occurs:

e A random value is generated, using the FIPS2A4pproved PRG. This valuewill be used
aschallenge.

e The Hel per 6s -wapensrypted tdgethers witho theerandom valtidis is the
response.

e The oneway encrypted Helper password encrypts the partition keys.

e The response is used to encryptthewagency pt ed Hel per 6s passwor d.
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e The encrypted password and the random vaised as ahallengeis stored in the user
database

2. When a user on the client needs Remote Help then:
e Theuser gives the Helper his/hers user name

e The Helper creates a unique value witethHel per user name adhd the us
preents this to the user

e Theuser enters this value and his/her user name

e¢ TheTOE <can now find the wuserod6s account in the
which belongs to the Helperds account

e Theuse presents the challenge to the Helper whichherey encr ypts it with t
password. The result is the response.

e Theresponse isead backo the user which enters this in the qm@ot menu and the TOE can
decrypttheoneway encr y ppasswiordHel per 6s

e When the Helpdr oneway encryptedpassword is unlocked the partition keys can be
decrypted

e Thereaftera new challenge#sponse pair is generated (stepl. above)

The emote help algorithm can be described in a more detailedy as follows The user key (K)
associated with the remote help account is derived from the password set by the helper using the password
derivation mechanism describéu chapter6.1.5 The user key is oneay encrypted togher with the
challenge using the AES one way encryption pro¢described in chapte.1.5 to create the response
The response is truncated into 12 bytes in order to be manageable in a remote help/dssibpte
response corresponds to a 96 bit encryption &®y is represented as 24 hexadecimal characters or 30
decimal digits when displayed on screefhe challenges are 32r 64bit random numbers that are
generated using the FIPS 12@&pproved PRNGT he length of the challenge configurableThe response

is padded to 32 bytes, one way encrypted and used to encrypt/decrypt the remosehkdyin the same
manner as a key directly derived from a passwimddetails aboupassworcased encryptioeee chapter
6.1.5 Challenges can be generated and the response calculated only when the keys asndnypted
state after authenticatiomhe challenge and responaee recalculated upon each successful agarhelp
sessionFigure 4 shows an overview of generation of the response data

Challenge Helper Password

One-way encr.()

One-way encr.()

Trunc()

Response

Figure 47 Generation of Response Data
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No authentication data is actually stomdreusedspecifically for Remote Help.e. the user must &ar a
new password when the encryption keys are unlockadl the user is authorized to accéss TOE
(FIA_UAU.4)

Figure 5 depicts an overview of the user database. Information stored in each record in the databbase in

the encrypted partition keys (Ki Ky, for the encrypted partitions as well as the user identity and the
encrypted user key (Ku) and random salt value used for key derivatiof,1s&ér details on hw keys

are encrypted. The disk area where the user database is stored is called the System Area. The entire System
Area is encrypted Wit hES in CBC mode usingn internal256 bitkey Kp. This key is stored internalin

the programand is used during thetartup phase for internal protection only to prevent trivial access to
non-sensitive information. The System Area is hidden by the kernel mode components of thEaE®E.

user record in the user database stores the user identity along wittndhgted user attibutes.
(FIA_ATD.1)

T
— 4

User Record 1

Auser Id

AEncrypted User Key (K,)
AEncrypted Partition Keys (Kpr T Kpn)
Asalt value

AKey checksum (C,)

A

l
l

w

Figure 5: User databaseoverview

In addition to the protection provided by encryptibtie integrity of the user database is furthestected
using a checksum over each record. Moreover a checksum is kept for the entire database.

The above checksum is a-BR calculated using the following algorithm:

Byte 1: Sum of all bytes being checksummed.

Byte 2: XOR of all bytes.

Byte 3: Multiply and sum of each byte

Byte 4 Sum of the above

The TOE has the ability to set a policy that locks user accounts when a numfdezdopassword
authentication attempts have fail&lhen the maximum number of unsuccessful authentication attempts is

reachedh user variable is sefor eacHogon attempt this variable is checkdthe authorized administrator
can via the PCMGet the number of unsuccessful authentication attempts before the user account is locked.
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This lock can be absolute, or temporary. A penary lock specifies a delay period before the user can
authenticate again (and again lock if the number of attempts is reached). Even a temporary lock eventually
becomes an absolute lock if the user has reached the specified number of attempts. ©rizecuth
administrators are then able to unlock the locked user account from this-etatisers authenticating with

a smart card, the smart card (outside the TOE) is responsible for locking due to repeated PIN entry failures.
(FIA_AFL.1)

For all authentication methods a successful authenticationldresult in a correctly decrypteat derived

user key,Ky, The user key in turn decrypts the partition kdpsorder to validate thaKy is correcly
derivedit is oneway encrypted, using the method describedchapter6.1.5 Following this the first 8

bytes of the resulting 32 byte blob is XOR:ed into a 4 byte integer value which is compared towards a
stored copy(Cy), derivad when initializing the user accounf this redundancy check fails the logon
process is aborted with an error.

The TOE ensures that user feedback, for all authentication mechanisms, is obscured while the user is
entering the password or PINEIA_UAU.7)

Security Functional RequirementsFIA_AFL.1, FIA_ATD.1, FIA_SOS.]1 FIA_UAU.2, FIA_UAU.4,
FIA UAU.5, FIA_UAU.7,FIA_UID.2, FTA_SSL1.

6.1.2 Security Management

The TOE provides the abilitipr administatorsto manage the sarity functionsfrom the PCMCgraphical
user interfaceThese functions include the following:

e User managementreation, removal and modification of userd administrator accounts
e Remote Help assistangaroviding users with remoteelp for special login situations
e Management of security settings
e Audit trail review.
All these functions can be controlled through the assignatiperofissios. (FMT_SMF.1)

The TOE uses a hierarchiadministratie systemwith high granularityto allow simplified administration
using the inheritance of permissions from higher to lower levlben installing the TOE two
administrator accounts will be created. From these two accounts other groups can be cretitedjrand

settings includes among others the authorization level.

User permissionsral otherusersettings ee defined on three level&iser,Group, andDefault. Each user is

associated with aingleu s er gr oup, Feer. ge a O ysdanetrhidnggs, 6 ,e .agn. eéffieect i v e
computed as follows: if the setting is defined at the User level, then that value is used, unless it is also

defined at the Group level withMake the group value override the user account véiage in which case

the Groupsetting value is used. If the setting is not explicitly defined at the User level, then a Group setting

will be used if defined. If no User or Group value has been defined for the setting, then a Default value will

be used.

In addition to management rastions controlled via permission settings, user authorizations are controlled

by a Group Authority Level (GAL) from 0 to 9 set for each group. A user can manage other users or groups

only if his groupés GAL i s notoud loaddition, systamsettingsat of t h
are also associated with a minimum GAL, restricting the user groups that may manage each system setting.

The Administratorés Gui de phierarchy tthat includegFME SMRrine nded s a myg
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e System Administrators
e Administrators
e Users

The System Administrator is the highest authorization level in the administration of the a88iBned all
TOE permissionsThis roleis typically set toperform the following tasks:

e |Install the application

e Specify type of protection (boot protection and encryption)
e Identify which drives will be affected

e Create a recovery file (backup of user database)

e Create and administrate profiles for computers (all profiles are protected with a username and
password chosen by the creating administrator which are requiredpemehe profile)

e Specify user role
e Assignpermissios

o Configure system settingicluding update validation and log passwords, paths to network file
shares, and password compositiales

e Unlock locked accounts
e Add and remove administrators and usarsgl add, remove, and edit user groups and roles
e Audit trail review

The Administrator rolehaslimited authority in the administration of the TOE. The administraizm
typically view logs and provide remote helpAdministrators are not allowed to work with users who have
higher administratiopermissios, nor can they rse their own authority level.

The User role has limited authorization to the Pointsec PC application based on whe¢makfined in
the system settings. Each user is assigned an account with a unique user identity and pagsiNondt
authorizes access to the hard diBike User role does not have permission to access the PCMC.

This reference hierarchy as descdbei n t he Admini stratords Guide is wuse
management restriction requirements. As described above, any user may be assigned individual
permissions that allow access to additional functionality, beyond the permissions in taishyie For

example, users may be allowed to view local logs on their workstatiobghestricted from reviewing the

central log file. In the context of this ST, a user that is allowed to access PCMC is considered to be in an
authorized administrator ey if the user also has permissions beyond those of the Administrator Role

described above, the user is considered to be in the System Administrator role.

The TOEOGSs administration is designed to allow cent.
decentralized deployment and di@myday administration. Through profiles, system administrators are able

to install and configure the TOE, delegate authority throughout the network, modify the TOE for local

conditions, and assign the properties and autatioiz of individual users.
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The TOEO6s administration interface provides the
following tasks as outlined imable3 below.

Table 3: Security managementPCMC functions

Functions Function description
User database Create,manageand revokeall users and groups and their security reley
management attributes including security management roles angbermissios and

authentication datdFMT_MTD.1(a), FMT_MTD.1(b), FMT_REV.1)

Assign authentication mechanisms for each accgBMT_MOF.1)

Set the password policy for tHixed passwordauthentication mechanisn
including password requirements and allowance@MT_MOF.1,
FMT_MTD.1(c))

Set and manage the smart ccaauthentication mechanism properti
(FMT_MOF.1)

Set the Remote Help authentication mechanism properties (activatemen
login and/or remote password chandEMT_MOF.1)

Set and manage the properties for authentication failure handling, such
number of successive attempts before locking the acc(rMiTl MTD.1(d),
FMT_MTD.2)

Set accountastrictions such as password expiration time, time limited |
or login count expirationFMT_SAE.1, FMT_MOF.1)

System settings Define system settings for clients by specifyimlyat the authorization level
are allowed to do in the syste(RMT_MTD.1(a))

Specify whether unlocking screensavers and user accounts is allowed.
whether the client is allowed to receive remote help.

Identify paths to the locations for update profiles, recovery files, centra
files and future program updates.

Specify whether a new login is required to start the administration pro
for clients, how long the delay may be when showing audit infoomait
startup, and i f Windowsdé screen

Specify whether hibernation is allowed.

Disable log transfer to Windows Event Log.

Security Functional RequirementsEMT_MOF.1, FMT_MTD.1(a), FMT_MTD.1(b), FMT_MTD.1(c)
FMT_MTD.1(d), FMT_MTD.2, FMT_REV.1, FMT_SAE.1, FMT_SMR.1, FMT_SMF.1.

6.1.3 Self-Protection

The TOE implements a specific set of security mechanisms to ensure that other secctibp$cannot
be bypassed and that the security functions themseara®thbe tampered with. During the boot process,
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the TOE will not execute if other applications, such as debugging programs, are active, preventing any
tampering or spoofing of the login. Within the Windows operating system, the TOE functions as a kernel
mode process, restricting access to its execution space and mé@rrirySEP.J)

To prevent bypassing of the TSF, the TOE takes control of the Boot Sector of the boot partition, which
prevents access to the system withsuccessful authentication. Since the hard disk has been encrypted,
authentication to the TOE is the only method for accessing the encryption keys required to access any data.
(FPT_RVM.]) The TOE also employs a suité selftests that are performed at system startup and prior to
operator login. These sdksts are run automatically when the system is powered o bootcode is

checked for the presence of debugging tools at each step of the loading processcifususpie is
detected, the boot process will stop, ilee tests must pass before the authentication module becomes
operationalThe TOE alsaun cryptographic selfestson the FIPS 14@ algorithms These tests are run at
powerup of the TOE and if anyf the tests fail the TOE will not load'he cryptographic seliests
applicable for the TOE are

e Known answer tests
o for Triple DES and AES
o for RSA
o forthe PRNG

e Conditional test: The Cryptographic module performs a continuous random number generator
test each time the moduleqatuces random data. If a failure of the test is obsethedT OEwill
immediately enter a disable staePT_TST.J)

Contactwith thefile shareis not necessary fahe TOEto continue enfazement ofthe TSP. No partof the
TOE is stored on the server where the file share resides TOE has the capability to use redundant
servers and will attempt to access another designated distribution gehecommunications with the
default serveshouldfail. (FPT_FLS.1)

Thefiles that are stored on the file sharee encryptedh the same way as when encrypting partition keys
in the user databaskee. the individual values in the files are encrypted usseysipassword or smart card
as described in sectidhl.1 This is performed by the TSF before the files are written to the file shiage.
files are thereby protecteidom unauthorized disclosua modificatian during transit and storage outside
of the TOE The files remain encrypted at all times while outside the Ttgrity of audit datais
maintained bya HMAC with SHA 256 that is FIPS 14Devaluated (Cer#202).(FPT_ITT.1)

Security Functional RequirementsFPT_FLS.1, FPT_ITT.1, FPT_RVM.1, FPT_SEP.1 FPT_TST.1

6.1.4 Auditing

The TOE has the capability to capture an audit record for many different ededisis generated as a file

on the System Ared he stoage of events is circulaand can hold up to 255 event recorfls new @ents

are generatethentheold events will beoverwrittenwith newevents For each of the events the date/time,

type of event, user identity and event outcome is ca
include the following{FAU_GEN.1, FAU_GEN.2)

e All startup events of the computer (auditing starts and stops with the startup and shutdown of the
computer)

e All attempts by usexto authenticate to the TOE
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e All attemps by users to access locked accounts

e Account locked out due to exceeding the maximum number of unsuccessful logon attempts
e All changes to the user database

e Use of the Remote Help feature

The logs areprotected from unauthorized access and modificationguthe encryption/decryption and
integrity mechanismdescribed in chapté.1.5

The TOE povides the ability to transfer the locBbintsecsystem logs to a central location so they are
viewable from one comyer. The log entries are transferred to the recovery file location on the server
when the computer connects to the network, or once eachMfasn stored on the central file share the
logs are encrypted using 256 bit AES in CBC mode and a log proteaiprthiat is derived fromra
administratormanaged logpassword using the password key derivation mechanism descrilobadpter

6.1.5 Access control to the logs when they are stasadthe central file shares done by using the
Windows access rights on thile share (FAU_STG.)

The TOE provides the Log Viewer utility, which is available for the authorembehinistrator via the

PCMC interfacdor viewing theaudit logson toth the local computer and the central file shé&wecess to

this utility is restricted to authorized administrators of the TOE which are required to authenticate
themselves before access. The Log Viewer presents the log files in a readable,-botyrdadmat to the
administrator and provides the capability to search and sort through the data using the events category,
timestamp, and user identity associated with the efleAt)_SAR.1 FAU_SAR.2 FAU_SAR.3

Security Functional Requirements: FAU_GEN.1, FAU_GEN.2, FAU_SAR.], FAU_SAR.2
FAU_SAR.3 FAU_STG.1

6.1.5 Cryptographic Support

The TOEOGS Cryptographic Support security function
cryptographic support mechanismsan be categorized asryptographic key managemerdnd

cryptographic operationsThe cryptographic functionality of the TOE is based uploa FIPS 1402

validated Pointsec @yptographicModule (FIPS 1402 certificate #770) embedded in the produthe

cerificate numbers for the FIPS approved algorithms are HMAC FIPS198 certificate#202, AES FIPS197
certificate#430 and Triple DES FIPS86&ertificate#459.

The TOE implements the following cryptographic key management functions:

e Generation and protection: Eacth Kp is created during install time by the installation program,
and electronically entered into the TOE as part of the install process. It is used during the install
process to configure and initially encrypt the partition. The creation of the Ktemal to the
TOE and is generated by a FIPS #21@ompliant Key Generation algorithm. Partition keys are
stored within the user database, which is AES encrypted. No partition keys are stored in the clear.
Access can only be obtained to these keys once #ehas successfully authenticated to the
system.The key kg is stored internally omhe boot partition othe TOE and is used during the
startup phase for internal protection only to prevent trivial access tserwitive information.
(FCS_CKM.1)

e Zeroize: To delete partition keys, the System Administrator must remove a user from the user
dat abase. That pwilstlen lleszeraizeddlgoeta zeroizeeall kéys, the System
Administrator may uninstall the pduct.(FCS_CKM.4
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The TOE performs the following cryptographic operations:
e Key encryption and decryption:

Password baseahethod- All secret keys are encrypted and stored in the user database. The user
selects a useame and password at installation tirAekey is derived from the password using the

one way encryption process described below. The password derived key, in turn, is used to
encrypt/decrypt a 256 bit AES key, the user key)(KFinally the user key is ed to
encrypt/decrypt the partition keys {{« Ky,). See figure 6 for a schematic of key encryption.

Oneway encrypted password

A4
Encrypts/Decrypts

A 4

User key (K,)

A 4

Encrypts/Decrypts

A 4

Partition Keys (K, i Kp,)

Figure 6 - Schematic of key encryption.

All keys are encrypted using 256 bit AES in ECB mddeorder to get diffusion e the standard

16 byte AES blocks overlapping calls to the ECB encryption are done. The overlapping ECB
encryption calls are done on a 4 byte offset basis where, in order to encrypt 32 bytes, a total of 10
calls are done. The first five calls using 4 biyterements of the data input followed by five calls
using 4 byte decrements. SEgure 7for a schematic over the overlapping encryption process.
Output from the overlapping calls is the 32 byte encrypted key.
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-— —w= AES block encrypt
- - —w= AES block encrypt
-— — —am AES block encrypt
—-— - — = AES block encrypt
-_— - —w= AES block encrypt
- - —w= AES block encrypt
-— _— —am AES block encrypt
-— —_— —am AES block encrypt
-— —— - AES block encrypt
-— — - AES block encrypt

32 byte (256 bit) key

Figure 7 - Schematic for overlapping ECB encryption

Smart card basemhethod- All secret keys are encrypted and stored in the user database. The RSA

public key fromtheu s er 6 scex.t5GF9 cate is used to encrypt t he
which in turn is used tencrypt the partition keys. The keys required to decrypt user data are

thereby not stored in the clear. Correct authentication towards the smart card is necessagsto

the private key thatlecrypst h e  8neetric AES key, which in turn decryptse partition

keys (Ko T Kgn). AES encryption of keys is done according to the descrijgtiimvefor password

based key encryption.

Remote Help based methodA remote help account is installed on the machine. The user key
associated with the remote halpcount is derived from the password set by the helper using the
password derivation mechanistascribed abovel he user key isneway encryptedogether

with the challengeising AES in an irreuwsible wayto create the response. The partition key is in
turn AES encrypted together with the remote help user key using the response as key. The
challenge and the encrypted keys are stored in the remote help account user database. In order to
decrypt the partition key the challenge is sent to the helper, for@&aver the phone, the helper
enters his/her password in order to create the password derived remote help user key, finally the
response is created byeway encryptinghe challenge together with the user key. The response
is read to the user and tharfition key can be decrypted. The challenge and response is
recalculated upon a successful remote help session.

(FCS_COP.1(§), (FCS_COP.1(c), (FCS_COP.10)

e Data encryption and decryption: Each partition has a unique keygjKkhat decrypts the hard
drive upon successful login. Each patrtition (or volume) is encrypted with a separsberéfore,
each user may have more than one pantitey. The kis a symmetric encryption key that is used
to encrypt all operating system and user files on a parfiti@verything except the Pointsec
system information. Each partition has its ow) &nd thus for a system with two partitions, there
would be a k; and a Kk, The encryption of the disk uses one disk sector as the smallest block
(512 bytes). For each block, the relative sector number within the logical volume is used as
initialization vector (V) for the sector encryption. Each sectogrisrypted in CBC mode using
the selected algorithnfFCS_COP.1(3)

e One way encryption: The AES oneway encryption is run several thousand times in a loop in
order to make the key derivation computationally expen3ifie.basic principle for using 256 bit
AES as onevay encryption function for 32 byte (256 bit) data blocks is to encrypt the input data
using the data (password) itself as keg. no static key is involved. Moreover for each round in
the oneway encrypibn loop the data is XOR:ed with a random salt, which is regenefasaty
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the PRNG)at each successful authenticatidhe oneway encryption is implemented using AES

in ECB mode with standard 256 bit key scheduling. In order to get diffusion oveatidasi 16

byte AES blocks overlapping calls to the ECB encryption are done. The overlapping ECB
encryption calls are done on a 4 byte basis where, in order to encrypt 32 bytes, a total of 10 calls
are done. The first five using 4 byte increments of the dgiut followed by five calls using 4

byte decrementsSee Figure 7 for a schematic over the overlapping encryption prddessne

way encryption procedure creates a 32 byte binary blob as output. Reconstructing the original data
from the blob is as ifasible as cracking the AES encryption. The resulting blob is used as a key
to encrypt and decrypt partition keyg¢see the key encryption and decryption section above)
(FCS_COP.1(d)

e Integrity of the logs: Log integrity is ensured by maintaining an HMAC with SHA256 that is
FIPS 1402 approved(Cert #202) The HMAC is stored protected using the log eption
described insection6.1.4 The key for the HMAC is generateding the FIPS 14@ approved
PRNG and protected using 256 bit AES with a key deriasddescribed abov&om the log
password(FCS_COP.1(e)

A recovery file (a copy of the user database file) can be createdafbup purposes if a partition is
damagedThe file is stored on a file server and is available only to authorized administietorscover
encrypted informatiora single system administrator ruthe Recovery Utilityfrom the PCMC Sensitive

data in eaclindividual usefrecord in the recovery file is protected using the authentication method used by
that particular useti,e. passwordr smart cards. The recovery file is protected in the same way as the
partition key in the user database. the individial values in the files are encrypted using users password
or smart card as described in sect®f.l In addition the recovery file is scrambl¢dES CBC mode)
using static key$256 bits)in order to avoid tvially exposing semi sensitive informatiomtegrity of the
recovery file is ensured using the same mechanismfoasthe user databasgFCS_COP.1(h),
(FCS_COP.1(c), (FCS_COP.1(d)

Security Functional Requirements:FCS_CKM.1 , FCS CKM.4 FCS COP.1(3 FCS _COP.1(b,
FCS_COP.1(c)FCS_COP.1(d) FCS_COP.1(e)

6.1.6 Fault tolerance

Installation files, update profiles, recovery files and software updates can be stored eharélewich
provides member laptops/workstations with a central point for stofgtem administrators are able to
utilize this to install and configure the system, delegate authorization throughout the network, modify the
system for local conditions, and assitire properties and authorization of individual users by using
profiles. When a TOEprotected system loses contact with tfike share the TOE provides the
administrator with the capability to identify an additional thfiee servers for redundancy. Asrasult, if

the defaultserver is offline, or the system is unable to contact stwer, the system will attempt to
communicate with one of the other identififié servers. While a protected system is unable to contact a
file server, users are able tontinue normal operations and access on the local system. This does not
include management functionality, only functionality available to users, such as authentication services.
The current profile settings remain in effect until communications can lweddf contact has been lost

to the file share the TSF will continue correct enforcetred the TSP since the file share ia storage
resourcehatis not acomponent of the TOEFRU_FLT.1).

Security Functional Reqgirement: FRU_FLT.1.

6.1.7 Trusted path

For initial logon, a user must invoke a trusted path in order to ensure the protection of identification and
authentication information. The trusted path is invoked by a systenwhkédt is always aptured by the
TSF (i.e., it cannot be intercepted by an untrusted pracBse)result will be a logon dialog that is under
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the control of the TSF. Once the logon dialog is displayed, the user can enter their identity (username and
domain) and authentitan (passworar PIN-code (FTP_TRP.1).

Security Functional RequirementFTP_TRP.1

6.2 TOE Security Assurance Measures

The following assurance measures are applied to satisfy the Common Critdida &fgmented with
ALC _FLR.1,assurance requirements

6.2.1 Process Assurance

6.2.1.1 Configuration Management

The configuration management measures applied by Pointsec ensure that configuration items are uniquely
identified, and that documented procedures ara@l usecontrol and track changes made to the TOE.
Pointsec ensures changes to the implementation representation are controlled with the support of automated
tools and that TOE associated configuration item modifications are properly controlled. Poirftsenspe
configuration management on the TOE implementation representation, design, tests, user and administrator
guidance, the CM documentation, and security flaws. These activities are documented in the Pointsec PC
Configuration Management Manual.

Assurance Requirements: ACM_AUT.1, ACM_CAP.4, ACM_SCP.2.

6.2.1.2 Life-Cycle Support

Pointsec ensures the adequacy of the procedures used during the development and maintenance of the TOE
through the use of a comprehensive-tifele management plan. Pointsec includesigty controls on the
development environment that are adequate to provide the confidentiality and integrity of the TOE design
and implementation necessary to ensure the secure operation of the TOE. Pointsec achieves this through
the use of a documentedodel of the TOE life cycle and welefined development tools that yield
consistent and predictable results. Additionally, Pointsec documents the implementation dependent options
and the meaning of all statements used in the implementation. Thoseyrescand information are
documented in the Pointsec PC Life Cycdecumentation, which also includes the flaw remediation
proceduresThe flaw remediatiorprocedures describigow potential security flaws are reported, tracked,
analyzedand corrected. Thprocedures also covéiow to provide security flaw information, correctfon

and guidance to the TOE users.

Assurance Requirements: ALC_DVS.1, ALC_LCD.1, ALC_TATALC FLR.1

6.2.2 Delivery and Guidance

Pointsec provides delivery documentation and proceduresidwotify the TOE, allow detection of

unauthorized modifications of the TOE and installation and generation instructions-at gtart Poi nt sec 6 s
delivery procedures describe the electronic andeteatronic procedures to be used to detect modification

of the TOE. The installation and generation procedures describe the steps necessary to place Pointsec PC

into the evaluated configuration. These procedures are documented in the Pointsec PC Delivery and
Operation Procedures.

Pointsec provides administratordanser guidance to ensure that the TOE is operated and administered in a
secure manner. These documents provide warnings to authorized administrators and users about actions
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that can compromise the security of the TOE. Administrator guidance is docunretiedPointsec PC
Administratob &uide which also includes guidanfer the user.

Assurance Requirements: ADO_DEL.2, ADO_IGS.1, AGD_ADM.1, AGD_USR.1.

6.2.3 Design Documentation

An extensive set of design documents has been developed for Pointsec PC he addkaspects of the
TOE security design, architecture, mechanisms, and interfaces. The documents that comprise this set are as
follows:

e Pointsec PC Functional Specification: A document that defines the interfaces and functionality of
the TOE.

e Pointsed®C High Level Design: A higlevel architectural description of the TOE that defines the
system through a set of subsystems.

e Pointsec PC Low Level Design: A more detailed representation of the TOE that refines
subsystems into modules.

e Pointsec PC Impleentation Representation: A representation of the source code used to
implement the TOE.

e Pointsec PC Security Policy Model: The Security Policy document fully presents an informal
security model for the TOE.

e Pointsec PC Informal Correspondence: A docum@noviding evidence of functional
correspondence between the adjacent representations of the TOE. This document will provide a
map of all security functions and policies and how they correspond to the design and
implementation of the software.

Assurance Raguirements: ADV_FSP.2, ADV_HLD.2, ADV_LLD.1, ADV_IMP.1, ADV_SPM.1,
ADV_RCR.1.

6.2.4 Tests

The TOE test documentation has been created to demonstrate appropriate breadth and depth of coverage.
The test documentation describes how all security relevant interfeees been testedThe test
documentation provides correspondence between the semletant interfaces and applicable tests and

test variations. The test documentation describes the actual tests, procedures to successfully execute the
tests, expectedesults of the tests, and a set of results from running the tests on the evaluated product.

Assurance Requirements: ATE_COV.2, ATE_DPT.1, ATE_FUN.1, ATE_IND.2.

6.2.5 Vulnerability Assessment

The administrator guidance documentation describes the operationntéegeoPC and how to maintain a

secure state. The administrator guide also describes all operating assumptions and security requirements
outside the scope of control of the TOE. The administrator guidance documentation has been developed to
serve as a copfete, clear, consistent, and reasonable administrator reference. This administrator guidance
documentation is documented in the Pointsec PC Adminisbr&aiide. The Pointsec PC Misuse Analysis
document shows that the administrative guidance completilyesses managing the TOE in a secure
configuration.
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The Strength of TOE Security Function Analysis demonstrates that the SOF claims made in the ST for all
probabilistic or permutation mechanisms are correct. Pointsec performs vulnerability analyseEQiE the

to identify weaknesses that can be exploited in the TOE. Pointsec has documented the status of identified
vulnerabilities and has demonstrated that, for each vulnerability, the vulnerability cannot be exploited in the
intended environment and thatetiTOE is resistant to obvious penetration attacks. The SOF and
vulnerability analysis are documented in the Pointsec PC Vulnerability Analysis document

Assurance Requirements: AVA_MSU.2, AVA_SOF.1; AVA VLA.2.
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7. Protection Profile Claims

This TOE does notlaim conformance to a Protection Profile.
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8. Rationale

This section provides the rationale for completeness and consistency of the Security Target. The rationale
addresses the following areas:

e Security Objectives;

e Security Functional Requirements;

e SecurityAssurance Requirements;

e TOE Summary Specification;

e Security Functional Requirement Dependencies; and

e Internal Consistency.

8.1 Security Objectives Rationale
This section show that all threats, secure usage assumptions, and organizational security policies are

completely covered by security objectives. In addition, each objective counters or addresses at least one
assumption, organizational security policy, or threat.

8.1.1 Security Objective for the TOE Rationale

Table4 provides a mapping of TOE security objectives to those threats that the security objectives that the
TOE is designed to counter and organizational security policies that the TOE must enforce.

Table 4: Mapping of TOE Security Objectivesto Threats or OSPs

TOE Security Objectives Threats and Organizational Policies
O.AUTHORIZATION T.ACCESS
T.TSF_DATA

P.AUTH_USERS

T.SYSACC

O.MEDIA_ACCESS T.SUBVERT

T.REMOVE_DISK

O.MANAGE P.MANAGE

O.AUDIT T.AUDIT_CORRUPT

P.ACCOUNTABILITY
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TOE Security Objectives Threats and Organizational Policies

T.RECORD_ACTIONS

O.PROTECT T.TSF_DATA

T.UNAUTH_MOD

O.TRUSTED_PATH T.SPOOF
O.DATA_TRANSFER T.TRANSIT

P.TRANSIT
O.CRYPTO_KEYS P.CRYPTO_KEYS
O.CRYPTO_OPS P.CRYPTO_OPS
O.FAULT_TOLERANCE P.FAULT_TOLERANCE

The following objectives will address the threats and organizait policies listed in the ST.

O.AUTHORIZATION i This objective implements the security policy P.AUTH_USERS, which ensures

that only authorized users gain access to the TOE and its resources. Ensuring that only authorized users can
access the TOE and itssources counters the threats T.TSF_DATA and T.SYSACC since they require
unauthorized access to the TOE. The threat T.ACCESS is also mitigated since only authorized users are
granted access to the TOE and any protected resources. Further, accesgdesrés@xplicitly granted,
preventing an authorized user to from gaining access to other user data.

O.MEDIA_ACCESS 1 This objective, through the use of whole disk encryption, counters the threats
T.SUBVERT and T.REMOVE_DISK. No data can be accessed witBoucessful authentication to
decrypt the encryption keys.

O.MANAGE 7 This objective implements the security policy P.MANAGE by ensuring that only
authorized administrators can use the provided utilities for managing the security functions of the TOE and
its resources.

O.AUDIT 1 This objective implements the security policy P.ACCOUNTABILITY, ensuring that all
relevant TOE security actions, such as starting and shutting down the TOE, access to the System Area, etc,
are recorded in a secure log, which alsmrders the threat T.RECORD_ACTIONS. This objective
counters the threats T.AUDIT_CORRUPT by restricting access to all audit records to only authorized
users.

O.PROTECT i This objective counters the threat T.TSF_DATA and T.UNAUTH_MOD by ensuring that
internal TOE data can not be accessed by unauthorized users or processes.

O.TRUSTED_PATH i This objective counters the threat T.SPOOF by guaranteeing the user a method of
accessing an unmodified and trusted session of the TOE.

O.DATA_TRANSFER i This objective implements the security policy P.TRANSIT, to ensure that TOE
internalcommunicationdetween its distributed parase protected, countering the threat T.TRANSIT.
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O.CRYPTO_KEYS i This objective implements the security policy P.CRYPTO_KEYS which ensures
thatthe cryptographic key operations (generation, destruction and protection) are performed in compliance
to FIPS 142 (product evaluation) specifications.

O.CRYPTO_OPS| This objective implements the security policy P.CRYPTO_OPS, which ensures that
cryptogrghic operations, such as encryption, used by the TOE to protect all resources, are performed in
compliance to FIPS 14D (product evaluation), FIPS 4% (3DES) and FIPS 197 (AES) specifications as
appropriate.

O.FAULT_TOLERANCE i This objective enforces ¢hsecurity policy P.FAULT_TOLERANCE by
ensuring that theecurityfunctions of the TOE will continue to operatedntactwith thefile shareis lost.

8.1.2 Security Objectives for Environment Rationale

8.1.2.1 Security Objectives for the IT Environment Rationale

Table5 identifies security objectives for the IT environment in which the TOE is designed to operate and
provides a mapping to assumptions that are made about that enviramrteeapplicable threats

Table 5: Security objectives for the IT environment mapped to assumptions.

TOE Security Objectives for the IT Environment Assumptions/ Threats
OE.TIME_SOURCE A.TIME

OE.SERVER A.SERVER

OESMART_CARD T.SYSACC

OE.TIME_SOURCE i The IT environment mnst provide a reliable time source for the TOE to provide an
accurate timestamp for all audit records.

OE.SERVERT ThelT environment must provide fide shareserver to be used as a distribution point for
intra=TOE communications, recovery, update andaittegtion files.

OE.SMART_CARD 1 The IT environment must be able to support O.AUTHORIZATION in
authenticating the user by providing a secure token that can perform cryptographic functions that are
interoperable with the TOE, to be used by users as anrtigttéon credential.

8.1.2.2 Security Objectives for the NonIT Environment Rationale

Table5 identifies security objectives for the ndh environment in which the TOE is designed to operate
and provides a mapping to asqutians that are made about that environment.

Table 6: Security objectives for the nonlT environment mapped to assumptions.

TOE Security Objectives for the NorIT Assumptions
Environment

OE.MANAGED A.MANAGE

A.NO_EVIL
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TOE Security Objectives for the NorIT Assumptions
Environment

A.TRAINED_STAF-

A.PHONE_DATA

OE.AUTH A.AUTH_DATA

OE.MANAGED 1 Ensuring proper installation, management, and operation of the TOE to protect both
itself and its resources addresses the assumptions A.MANAGE, A.NO_EVIL, and A TRAINED_STAFF.
This objective ensures thatetffOE is operated in a secure manner by competent, trained personnel. It also
addresses A.PHONE_DATA by assuring that there is a database containing identification data for users
who require login assistance over the phone.

OE.AUTH 1 Ensuring, through prag user guidance, that TOE user authentication data is kept private
addresses the assumption A. AUTH_DATA.

8.2 Security Requirements Rationale

This section provides evidence supporting the combining the internal consistency and completeness of the
components gquirements) in the Security Target.

8.2.1 Security Functional Requirements Rationale

Table 7 provides the correspondence mapping between security objectives for the TOE and the security
functional requirements that sdyigshem.

Table 7: SFRs mapped to Security Objectives

o

& O T
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c | = @) ; c

S0 210|822 |35

SECURITY SI2 1S3 |a|>2|3]|%|]
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m
FAU_GEN.1 X
FAU_GEN.2 X
FAU_SAR.1 X
FAU_SAR.2 X
FAU_SAR.3 X
FAU_STG.1 X

Copyright © 2009, Check Point Software Technologies Ltd. All Rights Reserved. 62



Check Point Endpoint Security Full Disk Encryption Security Target

Version 2.4, 6/22/2009

SECURITY
FUNCTIONAL
REQUIREMENT

NOILVZIHOHLNY O
SS30JV VIAIN'O
FOVNVIN'O

11anv'o

HLVd d@3isnydl o

10310d4d°0

d34dNvdLl Vivad o

SAIN OLdAYD O

SdO OLdAYD'O

IONVY3T0L 1INV4'0

FCS_CKM.1

X

X

FCS_CKM.4

FCS_COP.1(n X

FCS_COP.1(p

FCS_COP.1(c)

FCS_COP.1(d)

FCS_COP.1(e)

FIA_AFL.1 X

FIA_ATD.1 X

FIA_SOS.1 X

FIA_UAU.2 X

FIA_UAU.4 X

FIA_UAU.5 X

FIA_UAU.7 X

FIA_UID.2 X

FMT_MOF.1 X

FMT_MTD.1() X

FMT_MTD.1(b) X

FMT_MTD.1() X

FMT_MTD.1(d) X

FMT_MTD.2 X
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IONVY3T0L 1INV4'0

SECURITY
FUNCTIONAL
REQUIREMENT

SS300V VIAIW' O
11anv'o
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HLVd d@3isnydl o

NOILYZIHOHLNY O
JOVNVIN'O
10310dd'0
YI4ANVEL V1vao
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FMT_REV.1 X

FMT_SAE.1 X

FMT_SMF.1 X

FMT_SMR.1 X

FPT_FLS.1 X

FPT_ITT.1 X

FPT_RVM.1 X

FPT_SEP.1 X

FPT_TST.1 X

FRU_FLT.1 X

FTA SSL1 X

FTP_TRP.1 X

In addition to tle above table, the environmental requirersdfi€S_COP. X[ andFPT_STM.1 mapto the
objectives OESMART_CARDand OE.TIME_SOURCE, respectively.

O.AUTHORIZATION

FIA_UAU.2 and FIA_UID.2 require a user be authenticated before any access to the TOE and TOE
protected resources is alloweldTA SSL1 locks the PCMC session after a period of user inactivity,
requiring the user to rauthenticate.

FIA_ATD.1 and FIA_UAU.5 require that each user be uniquely identified by onthi@feauthentication
mechanisms, fixed passwords, smart candRemote HelpThe unique accounts are then associated with
individual attibutes for each user.

FIA_UAU.4 prevents the use of previous authentication data that is no longer valid.

FIA_UAU.7 prevents useful feedback from being generated during the entry of a password/PIN/response.

FIA_AFL.1 provides a mechanism for disabling a user account based upon a set of specific conditions,
such as a number of failed login attempts.
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FIA_SOS.1provides strength metric for use with fixed passwords.

O.MEDIA_ACCESS

FCS_COP.1(arequire all cryptographic operations, encryption, decryption of data, to be performed in
accordance with FIPS 4% and FIPS 197 specifications as appropriate. This ensures that all data is
protected, controllingccess to the stored data.

O.MANAGE

FMT_SMR.1landFMT_MTD.1(a) require the TOE to provide the ability to set roles for security relevant
authority as well as to restrict the ability to define and assign mlagthorized administrators.

FMT_SMF.1requires that the TOE provide the ability to manage its security functions including the
management of security and encryption settings, user management, audit trail review and remote help
assisance.

FMT_MOF.1restricts the ability to enable, disable or modify user identification and authentication data to
only authorized administrators.

FMT_MTD.1(b) requires that only authorized users be allowed taifg their authentication data. This
includes both users changing their own data as well as authorized administrators.

FMT_MTD.1(c), FMT_MTD.1(d), FMT_MTD.2, FMT_REV.1 and FMT_SAE.1 allow authorized
administrators to control the authentication data by placing requirements and limits on acceptable data.
These limits could include expiration, password/PIN length, authentication mechanism, ioeycaad
unsuccessful login attempt consequences.

O.AUDIT

FAU_GEN.1 and FAU_GEN.2 define the TOE events that will be along with the details that will be
recorded along with the event.

FAU_SAR.1 FAU_SAR.2 andFAU_SAR.3restrict access to the audit trail to authorized administrators,
and provide them a method for viewing the data according to various criteria.

FAU_STG.1requires the audit trail to be protected from unauthorized deletion and modification.
O.PROTECT

FPT_TST.Irequire the TOE perform a series of internal tests to verify that the integrity of the software has
not been compromised.

FPT_FLS.1 provides the TOE will preserve a secure state in the evencohtactfailure with thefile
shareor attempts to debug the software at startup.

FPT_SEP.Ensures the TOE maintains a separate execution domaiotéctfrom external tampering.
FPT_RVM.Jensures that the TOE security policies can not be bypassed.
O.TRUSTED_PATH

FTP_TRP.1 allows the user to gain access to a trusted session of the TOE that is safe frenmtaomp
spoofing.
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O.DATA_TRANSFER

FPT _ITT.1 ensuresthat the TOE will protectall TSF datatransferred betweedistributed parts of the
systemfrom disclosure and modification.

O.CRYPTO_KEYS

FCS_CKM.1 andFCS_CKM.4require all cryptographic keys to be generated, protected, archived, used
and deleted in accordance with FIPS -24@roduct evaluation) specifications.

FCS_COP.1(prequires all cryptogghic operations, encryption, decryption of keys to be performed in
accordance with FIPS 45and FIPS 197 specifications as appropriate.

FCS_COP.1(cyequiresRSA cryptographic operatiorfer smart card authenticaticl be performe in
accordance with RSA PKCS#1 version 1.5.

FCS_COP.1(dxequiresoneway encryption of passwords be performed using 256 bits AES.
O.CRYPTO_OPS

FCS_COP.1(a), FCS_COP.1(b|CS_COP.1(c),FCS_COP.1(d),FCS_COP.1(e),FCS_CKM.1 and
FCS_CKM.4 require all cryptographic operations, including encryption and decryption of both keys and
data, key archiving and key deletion to be performed in accordance with FIPS(d@luct evaluation),

FIPS 463 (3DES) FIPS 197 (AESand RSA PKCS#1larsion 1.5pecifications as appropriate.
O.FAULT_TOLERANCE

FRU_FLT.1 defines that the TOE will continue to enforce all security policies in the everntaritact
failure with thefile share

OE.TIME_SOURCE

FPT_STM.1 ensures that an accurate time souiltdevavailable to the TOE for use in determining the
timestamp for the audit trail.

OE.SMART_CARD

FCS_COP.1) ensures thathe IT environment can perform asymmetric key decryption for smart card
authentication that is interopetatwith the TOE

8.2.2 Security Assurance Requirements Rationale

This ST contains the assurance requirements from the CC EAL4 assurance pacigaggented by
ALC_FLR.1, and is based on good rigorous commercial development practices. This ST has been
developed foa generalized environment with a medium level of risk to the assets.

The TOE will be used to protect attractive information assets and it is assumed that possible attackers will
have a medium level of expertise, resources and motivationattack potdral of medium. The Security
Objectives for the TOE were derived to resist attackers with these characteristics, and C&ugwkested

with ALC_FLR.1,was found to be sufficient to provide the assurance for the environment.
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8.2.3 Requirement Dependency Ratiomal

Table8 provides a mapping of security functional requirements and illustrates that all dependengies hav
been included within this ST, except forhe FCS ¢l ass S HFRBE_MSAR éepeenotd e ncy
below).

Note FMT_MSA.2 requires that only secure values are accepted in relation to the cryptographic security
functional requirements included in this ST. However, the cryptographic mechanisms have been evaluated
in accordance with FIPS 14D (certificate #70) ard as such it is assumed that any requirements for
accepting only secure values would have been addressed in that evaluation.

Table 8: SFRs and associated dependencies

Rggzi(;g(;?:rllts Dependencies Dependency Dependency Met
FAU_GEN.1 FPT_STM.1 FPT_STM.1 P
FAU_GEN.1 FAU_GEN.1 P

FAU_GEN.2

FIA_UID.1 FIA_UID.2 P
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 P
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 P
FAU_SAR.3 FAU_SAR.1 FAU_SAR.1 P
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 P
FCS_COP.1 FCS_COP.1 P
FCS_CKM.1 FCS CKM.4 FCS_CKM.4 P
FMT_MSA.2 - -
oS oK FF%'DS—_'&&T FCS_CKM.1 P
- FMT_MSA.2 - -
FF%'DS—_'&&T FCS_CKM.1 P
FCS_COP.1 FCS_CKM.4 FCS_CKM.4 P
FMT_MSA.2 - -
FIA_AFL.1 FIA_UAU.1 FIA_UAU.2 P
FIA_ATD.1 No dependencieg - P
FIA_SOS1 No dependencieg - P
FIA_UAU.2 FIA_UID.1 FIA_UID.2 P
FIA_UAU.4 No dependencieg - P
FIA_UAU.5 No dependencieg - P
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2 P
FIA_UID.2 No dependencieg - P
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 P
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Functional :
Requirements Dependencies Dependency Dependency Met
FMT_SMR.1 FMT_SMR.1 P
FMT_SMF1 FMT_SMF.1 P
FMT_MTD.1
FMT_SMR.1 FMT_SMR.1 P
FMT_REV.1 FMT_SMR.1 FMT_SMR.1 P
FMT_SMR.1 FMT_SMR.1 P
FMT_SAE.1
FPT_STM.1 FPT_STM.1 P
FMT_SMF.1 | No dependencies - P
FMT_SMR.1 FIA_UID.1 FIA_UID.2 P
FPT_FLS.1 ADV_SPM.1 CC EAL4 P
FPT_ITT.1 No dependencies - P
FPT_RVM.1 | No dependencieq - P
FPT_SEP.1 | No dependencieg - P
FPT_STM.1 | No dependencieq IT Environment P
Not meti It is not applicable for the TOE to
i perform testing to demonstrate the security|
FPT_TST.1 FPT_AMT.1 assumptions made about the underhabgtract
machine.
FRU_FLT.1 FPT_FLS.1 FPT_FLS.1 P
FTA_SSL.1 FIA_UAU.1 FIA_UAU.2 P
FTP_TRP.1 | No dependencieg - P
FMT_MTD.1 FMT_MTD.1 P
FMT_MTD.2
FMT_SMR.1 FMT_SMR.1 P

8.2.4 Explicitly Stated Requirements Rationale

This ST does not contain any explicithattd functional or assurance requirements.

8.2.5 Internal Consistency Rationale

The ST includes no instance of a requirement that contradicts another requirement in the ST. In instances
where different requirements apply to the same events or types of datagtlirements and the operations
performed within the requirements do not contradict each other, but provide supporting functionality
ensuring that the TOE is internally consistent.

The combination of several different supporting security functionstranihclusion of all dependencies as
illustrated inTable 8, ensures that together the selected requirements form a mutually supportive whole.
The following items also support this claim:

e mapping and suitability ahe requirements to security objectives (as justifiefahle7);

¢ inclusion of architectural requireme®®T_RVM.1landFPT_SEP.1o protect the TSF;
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¢ inclusion of audit rquirements to detect attacks of other security functional requirements; and

¢ inclusion of security management requirements to ensure proper configuration and control of other
security functional requirements.

8.2.6 Strength of Function Rationale
The TOE minimunstrength of function of SOmedium was chosen to be consistent with the risk to assets
defined within the TOE. The explicit strength of function claim for the authentication mechanism described
in FIA_SOS.1of guessing a fixed passvebis consistent with the security objectives of the TBdt. fixed
passwords the following applies:

e Minimum length of 8 characters

e Digits and letters required

e Mixed case required

¢ No more than two identical consecutive characters are allowed

Additional uses are not allowed to reuse six previous passwords, and are required to change passwords
every 90 days. Users are also informed not to use easily gyssssadords.

The SOFmedium claim associated with the key size for the FCS_COP.1 requirement is suftiameet
the minimum SOFmedium claim of the ST.

The claimed SOfmedium also applies to the Remote Help authentication mechafismfkemote Help
mechanism is described in chapet.l

The SOFmedium stragth level is sufficient to meet the objectives of the TOE given the security
environment described in the ST.

8.3 TOE Summary Specification Rationale

This Section in conjunction with Section 6, the TOE Summary Specification, provides evidence that the
securiy functions and security assurance measures are suitable to meet the TOE security requirements. The
collection of security functions work together to provide all of the security requirements. The security
functions described in the TOE summary specificatiod indicated iTable 9 are all necessary for the
required security functionality in the TSF.

Table10 provides a mapping of TOE security assurance functions to thoséysassurance measures that
have been implemented by the developer to ensure that the TOE meets the requirements specified by CC
EAL4, augmented by ALC_FLR.1
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Table 9: Mapping of SFRs to Security Functions
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FAU_GEN.1 X

FAU_GEN.2 X

FAU_SAR.1 X

FAU_SAR.2 X

FAU_SAR.3 X

FAU_STG.1 X

FCS_CKM.1 X

FCS_CKM.4 X

FCS_COP.1(r X

FCS_COP.1(p X

FCS_COP.1(c) X

FCS_COP.1(d) X

FCS_COP.1(e) X

FIA_AFL.1 X

FIA_ATD.1 X

FIA_SOS.1 X

FIA_UAU.2 X

FIA_UAU.4 X

FIA_UAU.5 X

FIA_UAU.7 X

FIA_UID.2 X
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FMT_MOF.1 X

FMT_MTD.1(a) X

FMT_MTD.1(b) X

FMT_MTD.1(c) X

FMT_MTD.1(d) X

FMT_MTD.2 X

FMT_REV.1 X

FMT_SAE.1 X

FMT_SMF.1 X

FMT_SMR.1 X

FPT_FLS.1 X

FPT_ITT.1 X

FPT_RVM.1 X

FPT_SEP.1 X

FPT_TST.1 X

FRU_FLT.1 X

FTA_SSL1 X

FTP_TRP.1 X

Table 10: SARs mapped to Security Assurance Functions
SARS Process Dell\(ery and Design Test Vulnerability
Assurance guidance Documents Assessment
ACM_AUT.1 X
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SARs

Process
Assurance

Delivery and
guidance

Design
Documents

Test

Vulnerability
Assessment

ACM_CAP.4

X

ACM_SCP.2

X

ADO_DEL.2

ADO_IGS.1

ADV_FSP2

ADV_HLD.2

ADV_IMP.1

ADV_LLD.1

ADV_RCR.1

ADV_SPM.1

AGD_ADM.1

AGD_USR.1

ALC_DVS.1

ALC_FLR.1

ALC_LCD.1

ALC_TAT.1

ATE_COV.2

ATE_DPT.1

ATE_FUN.1

ATE_IND.2

AVA_MSU.2

AVA_SOF.1

AVA_VLA.2
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