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1 Introduction

This section identifies the Security Target, Target of Evaluation (TOE), conformance claims, ST
organization, document conventions, and terminology. It also includegeaview of the
evaluated product.

1.1 Identification

TOE Identification: Top Layer Networks IPS 5500\¢ersion 521 software running o an IPS
5500E serieshardwareplatform.
The IPS 5500 series product line includes the following hardware models:
- IPS 55@-150E,
- IPS 5500500E and
- IPS 55001000E

ST Identification:  Top Layer Networks IPS 5500 E Security Target

ST Version: 11
ST Publish Date:  April 10, 2009
ST Authors: CygnaCom Solutions

PP Identification: None

1.2 CC Conformance Claim
The TOE is Common Qria (CC) Version 23Part 2extended.

The TOE is Common Criteria (CC) Version 2.3 PatbBformant and meets the requirements of
Evaluation Assurance Level (EAL) 4.

There are no applicable International (CCIMB) interpretations for CC Version 2.3 as of
12/21/2008

This TOE is not conformant to any Protection Profiles (PPs).

1.3 Overview

The Top Layer IPS 5500 E issingle-appliance security gatewdmytrusion Protection System.
ThelPS Unitprovidesnetworklevel and applicatiohevel protection to a netwkifrom good,
bad and suspicious traffic. It is a hardwaesed, multprocessor system that has an onboard
application level stateful firewall that works in conjunction with the Intrusion Prevention
subsystems to provide security. The IPS 5500 provi@Bimensional approach to secure
networks of interest to:

- Stop Resource Abuse

! Common Criteria (CC) for Information Technology Security Evaluaitidugust 2005, Vesion 2.3, CCMB
200508-001.
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- Prohibit Access to Unauthorized Clients

- Stop Malicious Content
The IPS Unit supports a number of management interfaces to manage it both locally and using a
remote system. It puades loggingof various security events.

1.4 Organization

Table 1-1: ST Organization and Description

Section | Title Description
1 Introduction Provides an overview of tHaecurity Target.
2 TOE Description Defines the hardware and software that make up the T
and the physical and logical boundaries of the TOE.
3 TOE Security Contains the threats, assumptions and organizational
Environment security policies that affect the TOE.
4 Security Objectives Contains he security objectives the TOE is attempting 1
meet.
5 IT Security Requirement; Contains the functional and assurance requirements fg
this TOE.
6 TOE Summary A description of the security functions and assurances
Specification this TOE provides.
7 PP Claims Protection Profile Conformance Claims
8 Rationale Contains pointers to the rationales contained througho
the document.

1.5 Document Conventions

The notation, formatting, and conventions used in this security target (ST) are consistent with
verson 2.3 of the Common Criteria for Information Technology Security Evaluaiibof the
components in this ST are taken directly from Part 2 of the CC except the ones noted with
A_EXPO i n t he.Fonbstyle and earifyingmiormation convertis were

developed to aid the reader.

The CC permits four functional component operations: assignment, iteration, refinement, and
selection to be performed on functional requiremeéltiese operations are defined in Common
Criteria, Part 1 as:

Iteration: allows a component to be used more than once with varying operations;
Assignment: allows the specification of parameters;

Selection:  allows the specification of one or more items from a list; and
Refinement: allows the addition of details.

© 2007 Top Layer Networks. All Rights Reserveal.
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This ST indicatesvhich text is affected by each of these operations in the following manner:
Iterations are identified with a number in brackets "(#)" right after the short name.

Assignments and Selections specified by the ST author ataliniged bold text].
Refinements to the CC text are specifiedld and underlined text.

Explicitly StatedTOE Security Functiond e qui r ement s ar e specifie
to the component name.

IT EnvironmeatRequi r ements are specified wit.h a i

Application notes provide additional information for the reader, but do not specify
requirementsApplication notes are denoted Byplication Note: italicized text.

CCIMB Interpretations have been reviewé&the original CC text modified by the interpméon
is neitherdenoted nor explained.

1.6 Document Terminology

Please refer to CC Part 1 Section 2.3 for definitions of commonly used CC terms.

1.6.1 ST Specific Terminology

o External IT entity -- Any IT product or system, untrusted or trusted, outside of the
TOE, that interacts with the TOE.

e ldentity -- A representation (e.g. a string) uniquely identifying an authorized user,
which can either be the full or abbreviated name of that user or a pseudonym.

o Authentication data -- Information used to verify the clairdedentity of a user.

e Authorized Administrator - An administrator who has been identified and authenticated
by the TOE and has been granted the authority to manage thelh€de users are
expected to use this authority only in the manner prescribed lgyiti@nce given to
them.

e Service- A service is a policy element that identifies a protocol or set of protocols to the
IPS Unit, for example, HTTP, DNS, or FTP.

¢ Rules- The IPS Unit contains hundreds of rules that it uses to check whether a given
flow of traffic is acceptable or not. A rule may be based on packet checks (for example,
llegal ICMP Headeror protocol checks (for exampldT TP Unknown Method Nanm)e

e Actions - An action is a response by the IPS Unit when traffic triggers a security rule.
The PS Unit can take one of the following actions when traffic triggers a rule:

Allow & The IPS Unit passes the traffic.
Drop 6 The IPS Unit discards the traffic.
Rejectd The IPS Unit discards the traffic ardndsTCP reset tdhe connection source

o Client (Client Group) -An IT entity (Qroup of IT Entities) thais the source of an
information flow.

e Server (Server Group)i An IT entity (group of IT Entities) to whichn information
flow is destined
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o Host Groups (Client and Servers) A host group is a nameetsof IP address ranges. A
host group can define a group of clients or a group of servers. A given host group may act
as both clients and servers.

e Connection Limits 8 Limits the number of simultaneous connections allowed for a
group of clients or a groud eervers, and for individual members of the group.

e Request Limitsd Limits the numbebf requests alient within a host groupan make
per minute for specified services

e SYN Flood Limits 8 Provides limits for the number of incomplete SYN requests for
sewners and for various categories of clients (trusted, suspicious, malicious, etc.).

o [P Address-Internet Protocol Address, a-B numeric identifier for a computer or a
device on the networklhe TOE does not support IPv6 packets.

e Segments A pair of phyical ports that handle internal and external network traffic
(mission ports)s called a SegmentVhen configured to do so, the IPS Unit forwards all
packets received on either of the ports in the pair to the other port in the pair, subject to
the definedsecurity policy filtering

o Threat - Capabilities, intentions and attack methods of adversaries, or any circumstance
or event, with the potential to violate the TOE security policy.

e Threat Agent - Any human user or Information Technology (IT) product otesys
which may attempt to violate the TSP and perform an unauthorized operation with the
TOE.

e TOE Security Function (TSF) Data- Information used by the TSF in making TOE
security policy (TSP) decision$SF data may be influenced by users if allowed ey th
TSP. Security attributes, authentication
and object security attributes are examples of TSF data.

e Audit Data - The logs generated based on the actions of the TOE Tbéfincludes the
authenticatiorof users accessing the TOE, actions taken directly on the TOE, and actions
of the TOE itself. Audit data is a type of TSF data.

e User- Any entity (human user or external IT entity) outside the TOE that interacts with
the TOE.

o User Data- Data created by ¢srnal IT entities that does not affect the operation of the
TSP. User data is separate from the TSF data. The information flows created by Clients
and Servers is an example of user Data.

e VPN-Virtual Private Network, aetworkconstructed using public wires to connect
nodes. For example, there are a number of systems that enable the administrator to create
networks using thinternetas the medium for transporting data; these systems use
encryptionand othesecuritymechanisms to ensure that oalythorizedusers can access
the network and that the data cannot be intercepted

e Vulnerability - A weakness that can be exploited to violate the TOE security policy.

e Protocol Validation - Examining thepayload of application datagrams and application
streams for specific network protocols (DNS, FHF,TP, MSNET, SIP, SSH and
Telnet) to ensure that the traffic conforms to the rules for a given protocol as well as the
| PS Unit &éds r ul eesThefpmtocolvaidatiow rales lark speciiicstatige
Top Layer IPS. Tese rulegnable configuration girotocol specifiparameters for
application protocols o st op attackers who abuse weak
structure.
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o Content Inspection- Checks for deliberate inclusion of malicious data or other

malicious payloads into traffic that is otherwise well formed.

e Attack Signatures- An attack signature is a defined arrangement of information that can
be used to identify an attacker's attempt gol@ka known vulnerability.

o Firewall Rulesd Rulesto provide classic firewall blocking for traffic, based on IP
addressed,ayer 4 ports and segments (port pairs).

e [IPSRulesd Rulesto provide the following types of checks:

A Protocol validation
A Attack Sigratures
A Acceptable use of network application

o Rate BasedRulesd Rulesto protect your resources from overuse by legitimate users,

aswell as abusive deniaf-service attackers.
e Bypass ThelPS Unit provides a softwattgased bypass feature between Misport
pairs. There are three modes of bypass control.
- Never Bypass The IPS Unit inspects all traffic, mitigates problem traffic, and

records

al | i nformati on.

Al

traffi

- Always Bypass The IPS Unit inspects ditaffic and records traffic statistics, but

does not mitigate. All traffic always passes through the IPS Unit.

- Bypass During System ResetThe IPS Unit starts out performing as in Never
Bypass mode, checking and mitigating all traffic, but performshaays Bypass

mode (passes all traffic) if there is a software failure and the IPS Unit needs to reboot.

1.6.2 Acronyms

The acronyms used within this Security Target:

Table 1-2 Acronyms

Acronym

Definition

ACM

Configuration Management

ADO

Delivery and Operation

ADV

Development

AGD

Guidance Documents

ALC

Life cycle support

ASIC

Application-Specific Integrated Circuit

ATE

Tests

AVA

Vulnerability assessment

CcC

Common Criteria [for IT Security Evaluation]

CIFS

Common Internet File System

DNS

Domain Name System

EAL

Evaluation Assurance Level

FAU

Security Audit

FDP

User Data Protection

FIA

Identification and Authentication

FMT

Security Management

FPT

Protection of the TSF

FTP

Trusted PattChannels
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Acronym Definition

GUI Graphical User Interface

HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol over SSL
ICMP Internet Control Message Protocol
ID Identifier

IP Internet Protocol

IPS Intrusion Protection System

IT Information Technology

LAN Local Area Network

MAC Media Access @ntrol

MSNET Microsoft NETworks

NIC Network Interface Card

(O] Operating System

SF Security Function

SIP Session Initiation Protocol

SMTP Simple Mail Transfer Protocol
SNMP Simple Network Management Protocol
SFP Security Function Policy

SSH SecureShell

SSL Secure Socket Layer

ST Security Target

TCP Transmission Control Protocol
TOE Target of Evaluation

TSC TSF Scope of Control

TSF TOE Security Fuetions

TSFI TOE Security Functions Interface
TSP TOE Security Policy

TSS TOE Summary Specification
UDP User Datagram Protocol

VPN Virtual Private Network
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2 TOE Description

2.1 TOE Overview

The TOE is an IPS 5500 Hardware appliance with Versid21software.The IPS Unitis

managed using Graphicalser Interface (GU]whichi s a Java Web StartE
runs as atandalone applicatiomn the Managemer@tation.The Java Web Staapplicationis

also included in the TOE. The TGiHEtsas an inline singl@appliance security gateway providing
threedimensionaprotecton to stop resourcabuseprohibit access to unauthorized clients and
stop malicious content from entering the pro
algorithms integrate stateful analysis techniques with deep packet inspection chip seand D
(Denial of Service) attack protection to provide protection from Intdvaséd and internal

threats. The difference between the TOE and a typical IDS is that thel FOEi) is

deployednline and not in aoffline or a passive mode.

The TOE may b configured to:
Handle IP fragment§ CP header and Payload
- Implement firewall rules.
- Perform protocol analysis.
- Perform deep packet inspections.
- Handle network and security management.
- Process events, logging, and reports.

The primary design goal die TOE is reliable protection othe customegs critical online
assets. The IPS aspect of the TOE security policy may be configured based on the following
three types ofules Therulesguide the following types of security checks:

Firewall Rulesd Provide classic firewall blocking for traffic, based on IP addresses,
Layer 4 ports, and segments (port pairs).
IPS Rulesd Provide the following types of checks:
AProtocol validation
AAttack Signatures
AAcceptable use of netwodpplication
Rate BasedRulesd Protect resources from overuse by legitimate users, as well as
abusive deniabf-service attackers. Provide limits for:
AClient requests
AcConnections for both clients and servers
ASYN Flood controls
AApplication rate limiting
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Firewall Rules
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One or More h —>
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Rate-Based
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Figure 2-1 IPS Unitd Security

2.1.1 Categories of Deployment

April 10, 2009

The figures in this section provide general guidelines to a prospective customer for placing an

IPS Unit intheir networks.

To install and deploy the TOE in a secure evaluated configuration please seeX8@ion
Evaluated ConfiguratiarAlso, please see secti@r8.3Security Functionality in the IT
Environmentfor a description of the security functionality provided by the IT Environment.

ThelPS Unitcan be deployed in the followingwaysn a pr oS p esmétwotke cust or

Network Perimeter Protection

Increases protection against targeted DDoS attacks and application level Bneatdshe

network from cybethreats that may traverse the VPN link.

F————
| Network Perimeter Protection :
| IPS 5500 Outside the Firewall

| ﬁrne’ :
: |
| g :
| Internal |
| FireWall MNetwork |
. _

Figure 2-2 Network Perimeter Protection
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Hosting Center Protection

Protects assets from network and application level threats regardless of whetleigthate

from inside or outsidelhe IPS unit when deployed this way could be used to protect sengers in
dedicated manner.

Figure 2-3 Protection for a Hosting Center

Critical Online AssetsProtection

Protects network segments from threats and provides containment of infected ségfhents.
IPS unts are deployed between internal network segmentsctrdye configured with network
segment specific policies, whigmnovidebetter performance. Theonfiguration caralsokeep
infected segments separate from uninfected segments.
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\\Q\
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NN\ ok

Critical Online
Asset Protection

IPS 5500 IPS |55{JD IPS Ji.55IC}EII
=
E_ E’_ E.
| B

Figure 2-4 Protect Critical Online Assets

High Volume Configuration Single Inline with Peer

Provides additional, shared processing for high volume environnhetit& Single Inline with
Peerconfiguration, only one IPS Unitasses network traffic, but the second IPS dssists in
detection processing and flow setup operations, increasing the traffihbdate IPS Units can
handle and almost doubling the number of connections that can be emedtadalyzed.
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Iﬁrnef Slngle |n||l'IE Wl'th PEEr
Cat

Router

FireWall

@ -- Indicate Port Numbers
for a Standard Configuration

Figure 2-5 High Volume Single Inline with Peer

ProtectionCluster Configuration

Provides active redundancyttee current configurationProtectionCluster refers to a network
configuration option that provides highbandwidth andedundancy. This configuration
connects multiple IPS Units together using a special pair ofl@k& These links, called R1
and R2, provide higher bandwidth for flow rebalancing in redunctamfigurations. A
ProtectionCluster configuiiah also enables the IPS Units to share the interemmessing
required for deep and stateful protocol analysis necessary to detect attempted exploits

of applicationlevel vulnerabilities in both server and client groups. In this configuration, both
sidesof the configuration receive and pdke network traffic, unlesthere is a failure. This
solution provides a redundant solution that offers maximum protectitve nétwork resources.
This solution, using a combination of IPS Units, protects up to tMaldiplex Gigabit input
ports: stopping the "bad" traffiitedestivation| e per
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IPS 5500 High Availabil

Ity #I’ﬂ&f

Iﬁrnef
-

Fire\Wall FireWall

@ -- Indicate Port Numbers
for a Standard Configuration

Figure 2-6 Two Unit Protection Cluster

2.2 Architecture Description

The TOE architewre offers networkevel and applicatiotevel protection along with the

flexibility to integrate applicatiorspecific protection mechanisms. Top Lager

ASIC technology provides the higierformance base required for protecting against

internet based dnnternal threats. The TOE provides stateful analysis firewall technology to

provide network level protection, identifying undesired access, illegal packets, illegal headers,
and various net wor k -ddetvieeprotsction digonithnareauged bydhe d e n
TOE to protect against floedased attacks, such as ICMP, UDP, and TCP SYN Floods.

The TOE usesa packet inspection chip set to provide applicalerel protection against
exploits of critical vulnerabilities, including worms and apgfion-level attacks.

The TOE is composed of the following logical subsystems:
- IP/ARP Bad Packet Filters

© 2007 Top Layer Networks. All Rights Reservd@



Top Layer Networks Security Target April 10, 2009

- L2 Filters
- DDos Filters
- Resource Limit Filters
- Stateful Analysis
- Firewall Filters
- Protocol Validation
- Content Inspection
Each subsystem performs a sespecific checks.

These specific checks, or rules, and their a
policy. The IPSunit organizes the subsystems in a particular order so that traffic that is filtered

by an earlier subsystem is never sbgtthe later subsystems. The various subsystems work

together to provide the thr@@mensional security protection

The figure below depicts the TOE as a device with multiple stages of security filtering performed
by the subsystems mentioned above.
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Inputs to IPS Unit
Intemalexternelll Mission Ports

¥
IP/ARP Bad Packet Rules >
Layer 2 Packet Rules >
- T - E————
|
| SYN Flood Mitigation | -
et Client Request Limiting B .
| Protection # ‘
| Connection Limiting —
'_________________¢_________‘ —» ( Reporting
| Connection Setup and Stateful |
| Analysis Required for Other Checks |

I_"_"_"_"_"_"%"_"_"7

- |
 Undesired Access Firewall Rules N B .
| Protection ‘
T"_"_"_"_"_"F"_"_"1
' Content-Based Protocol Validation !

. : B B

| Protection and Attack Signatures |
- | ¥

l Discard

Outputs to Your Network
Internal/External Mission Ports

Figure 2-7 TOE Multi - Stage Architecture

2.3 Physical Boundaries

The physical boundary of the TOE is the IPS 5500 E Hardware app{Es@€, 500 E or 1000
E) loaded with the IPS Software Versibr2l
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2.3.1 Physical Interfaces
TheTOE has the following physicatterfaces
- Console port using a@in D-sub connector
- 10BASET/100BASETX copper LAN ports,
- 1000BASET Copper ports
- 1000BASESKX fiber optic HA
Please see the table below for more detailghehardwaremodels:
Table 2-1 Hardware Models
Model CPU el Memory NIC Chipsets Used Power Supply|
150 E, TheTOEutilizes Total Number o] There is no| 10/100 A combination 1 or 2
500E and multiple CPU's. NIC Ports: 12 | hard drive of a Top Layer
1000E - 5 Top Layer Total Number o :?JZZJOE' irso%f/ltiré chi
proprietary ASIC chij Serial Ports: 1 utilize a 25 andMarvell
running at 100 MHz Total number ol Meg transceiver chi
- 1 AMI520 chip HA Ports: 2 compact (Marvell part
running at0OMHz flash card. number
88E308BAR)
- 2 Freescale
PowerPC chips 1000 (Port | A combination
running &825MHz Numbers 9 | of a Top Layer
to 12) proprietary
ASIC MAC chi
andHP IC
SerDes Gigabi
chip (HP part
nunber HDMP
1646A)
1000 (R1 | A combination
and R2) of a Top Layer|
proprietary
ASIC MAC chi
and Marvell IC
Gigabit quad
Phy SerDes
chip (Marvell
part number
88E104BD2
BCACO000)

Each hardware model has 12 physical ports numbered 1 to 12 andytwa/hilability ports

numbered R1 and R®ost of the ports on the IPS Unit can have several possible roles. A port

can only be configured for one role at any given time and some ports have fixed roles
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In addition to port roles, the IRt supports theoncept of Mission, Management, and
Maintenance ports tiurther classify ports based on their role type.

Mission ports are ports that handle internal and external network traffic. Two matched ports, one
with the role Internal and another port with theerBxternal, are known as a Mission ppdir.

Management ports on the IRSit are ports used to manage the UP& itself. By default, Port 8

on the IPS Unit is always configurénl bea Managemerdccess port. All configured
Management ports are britfjtogether and flooding occurs between these pamtgternal

bridge logically connects Management poRackets received on Management ports are bridged
to other Management ports. Packets received on Mission ports baiddped tootherMission

ports, but will never be forwarded to any Management port or to the managemen{eqgtity
management station)

Maintenance ports are ports on the P8 that are used to manage events and mirror traffic on
the IPSunit. These ports can have the role of @aptMirror, or Discard. Traffic on
maintenance ports is handled usingMenagemenBridge.

The IPS Unit uses these roles and port types to determine how traffic passes through the IPS
Unit. The table below presents details of Roles, Pgpies and traft isolation.

Table 2-2 Port Types

Role Port Type Traffic Isolation Handled by
Internal or External Mission Port Mission Bridge

Management Management Port | Management Bridge

Capture, Mirror, Discard | Maintenance Management Bridge

High Availability HA Port Not Applicable

The table below presents details of each port speed, posdddeandthe default role for each
Port onthe hardware modelRlease note that the Port # in the first column in the tadlow
represents the physical port number and not the number of ports.

Table 2-3 Port Information

Default Role
Port | o Possible IPS 5500150
peed
# Roles IPS 5500500
IPS 55001000
1 10/100| External, External
Mirror,
Unused
2 10/100]| Internal, Internal
Mirror,
Unused
3 10/100| External, Capture
Mirror,
Capture,
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Port

Speed

Possible
Roles

Default Role
IPS 5500150
IPS 5500500
IPS 55001000

Unused

10/100

Internal,
Mirror,
Capture,
Discard,
Unused

Discard

10/100

Management
Mirror,
Capture,
Discard,
Unused

Unused

10/100

Management
Mirror,
Capture,
Discard,
Unused

Unused

10/100

Management
Capture,
Discard,
Unused

Unused

10/100

Management

Management

1000

External
Unused

External

10

1000

Internal
Unused

Internal

11

1000

External,
Capture,
Unused

Unused

12

1000

Internal,
Capture,
Unused

Unused

R1

1000

HA

HA

R2

1000

HA

HA
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The following table explains the port rolédease note that theof Ports in the second column
represents the number of ports, not the physical port number.

Table 2-4 Port Roles

Port Role

# of Ports that
can have this
Role

Operating
Speed

Description

Management

1,2,3,or4

10/100

Use a port with the port role Management to man:
the IPS Unit and as an output port for reporting traf
(using standardyslog and SNMP traps).

Mirror

0,1,2,3,4,5,
or 6

10/100

Identify one or more Mirror ports to create a mirr
(copy) group. The IPS Unit copies all packets frc
specific traffic applications to the ports in the mirr
group. It uses the Round Robin algonittio balance
traffic among the Mirror ports.

All ports in the mirror group must be set to the sal
speed.

No packets are received on a port with this role.

Discard

Oorl

10/100

Use a port with the role Discard to send the dropj
packets that caused exts to a collecting system il
the environment. Configure which packets go throu
the Discard port to the collecting system in t
environment by configuring Policies

Capture

Oorl

10/100/1000

Use a port with the role Capture as a singi&groring
output port.One of the Mission portsan be choser
to have all of its received and transmitted pack
mirrored to this port.

External
(Outside)

1,2,3,or4

10/100/1000

Use a port with the role External to connect to {
external network. The External podoes not allow
management access. The External port rece
packets andforwards them (subject to policy check:
to its paired Internal port (known as Rpdir

forwarding mode),

Internal
(Inside)

1,2,3,or4

10/100/1000

Use a port with the role letnal to connect to the
internal network. The Internal port does not allc
management access. The |Internal port recei
packets and, either forwards them (subject to pol
checks) to its paired External port (known as pait
forwarding mode), or bridgs them according to thei
destination MAC addresses.

High
Availability

0,1, or 2

1000

Use a port with the role High Availability (HA) as
Gigabit port that is directly connected to a redund;
IPS Unit. The HA port is used to balance traft
between redndant IPS Units

Unused

Not
Applicable

10/100/1000

A port with the role Unused is a port that is n
configured. The Unused port does not accept tra
nor send any traffic. The IPS Unit will not recognize
link to this port.
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2.3.2 Evaluated Configuration

Figure2-8 Evaluated Configuratiohelow depicts th& OE inthe evaluated configuration.

stvP Server || -
Jopmmil Management Metvvork connected to

Management Fort ) NTP Server
(1 or More Marmgement Networks i

could be created )

Syslog Server

Management Network

TQE

0 or Mare Mirror Ports

Top Layer IFS 5500 E Series
Hardware
Wi
TopLayer IPS 5500 E Series
“ersion 5,21 Software

Managament Station
with Web Brovwser
and Top Layer's
Java Web Start

0 or 1 Digcerd Ports

0 or 1 Capturs Ports Appliacation
External networks connected internal networks connected
lo External Forts to Irtarnal Ports

(1 or More) (1 or More)

Figure 2-8 Evaluated Configuration

The IPS Unit is managed usiagsraphicalJser Interfae (GU), whichi s a Java
application that runs as a staaldne application on the Managem&mation.The Java Web
Startapplicationis also included in the TQE

In addition to theevaluatedconfigurationshown abovevhere a single IPS uni used between

networks,an additionatonfigurationwhich includes two IPS unitsvas usedo test the

Protection Cluster capabilityhis configurationensureghat if the IPSunit fails or is taken off

line, the second IPShit takes the entire load, engg continued network operation

Figurebelow depicts the TOE in the evaluated configuratith two IPS units
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SNMP Servar -
Management Netvwork connected to =
|

Managemant Fort NTP Sarver
(1 or More Management Networks ‘

could be crested )

Maragement Metwork

—l TOE &
0 or More Wror Ports D |
! Top Layer IPS S500 E Saries =
’

Har dware
with

ToplLayer IPS S500 E Series
wersion 5,21 Software

Syslog Server

Managament Staton
with Web Browzer
and Top Layes's
Java Yeh Start
Appliscation

lo ExternalPorts
(1 or More)

Dor 1 Discard Ports

0 or 1 Capturs Paoris

External netvworks connected

Second IPS Unit

IPS Units Connected by HA Ports Top Layér IPS SS00E Seriee
[ Hardw are
Exdernal netvworks connected with
o ExternalPorts I
(1 or More) IrtErnal netwerks onmactad L";;?;E’S'P;sgﬂﬁgfg'”
te Irternsl Porte ’
{1 or Mora)

Figure 2-9 Evaluated Configuration with High Availability Feature

Note:Customersvhoinst al | only one I PS box (i.e.

operation as shown frigure2-8 Evaluated Configuratigrare alsan the evaluated
configuration.

2.3.3 Security Functionality in the IT Environment

The TOE depnds on the IT Environment for the following security functions:

oper g

- Web browsei Used to access TOE administrative interfaanes displayslerts, reports,

statistics, diagnostics and security logs

-  SMTP, SNMP, Syslog serverdJsed b receive audit eventenerated by the TOE

- NTP serveii Used to set TOE hardware clock

The external IT entitiesesd and receive network traffic through the T®&Rcket Capture

Systems receive packets from Capture, Discard and Mirror. Ports
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2.3.4 Managementinterfaces
The TOE suports a number of management interfaces:

Serial Consoled The CONSOLE port on the front of the IPS Unit provides access to a limited
Command Line Interface that chrused to perform basic setup.

Command Line Interface over Telnetd An extended CLtanbe accessedsing a Telnet
session. The CLI provides access to nearly a
commands.

Graphical User Interface Access using HTTP and HTTP® The Graphical User Interface
(GUI) runs as a J avrtheWerkl Wisld \deb. THe Gplprovidesa m o v e
interface windows for configuring and managing the IPS Unit and provides access to context
sensitive online helplhed a v a We mpp&atiany whieh communicates with the TOE to
manage the TOEs also included ithe TOE.The application is loaded from the IPS 5500 E

onto the client host and allows the administrator to affect the IPS 5500 E configuration and load
audit information off the IPS 5500 E.

SNMPd The I PS Unitds Si mpl e Ne tagepnowdesVeadnlg g e me n |
access to many of the I PS Unitds settings.

IPS Controller 3 The IPS Controller is a separate product from Top Layer that allows for
central management of multiple IPS Units.

All of themanagemennterfacesdescribed abovexcept he serial consolean be used to
manage the TOE through a network interface port with management role.

In the evaluated configuratiomanagement of the TOE, apart from the basic setum the
serial consolgis done using the Graphical User Interfa@&l(), whichconnects to the TOE over
HTTPS

2.4 Logical Boundaries
The security functions provided by the TOE include:

- Security audit

- User Data Protection

- ldentification and authentication

- Security management

- Protection of TOE Security Functions
- Trusted PatiiChanned
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2.4.1 Security Audit

During the process of receiving and transmitting traffic, the TOE performs many checks and
operationsSomeof theseoperationssystem evenfand usefrelated management interface

tasks produce event messages. The IPS Unit csainessage managing system that makes
these messages availabldhe usebased on the messagentrols established. These messages

are collected as audit records in Alert logs and Event Log files. The TOE may also be configured
to =ndmessage® remade Syslog and SNMP servers. Ohlyman users witauthorized
administratoior monitor privilegeshave the capability to view the audit datared on the TOE.

See the corresponding section in the TSS for more detailed information.

2.4.2 User Data Protection

The TOE performs user data protection throughrtite based security policy, the firewall

filtering security policyand the intrusion prevention security policy. The TOE identifies external
IT entities andemote administrat®ystemsy their presumed IPdaressesOnly legitimate

external IT entities and authorized administragstemsare granted access pass information
through the TOE or to the TOE.

See the corresponding section in the TSS for more detailed information.

2.4.3 Identification and Authentication

The TOE provides a password based authentication mechanis@argowith the administrator
and monitor roleThe TOE communicates with the remuateb browseof the administrator
using theHTTPSprotocol in order to encrypt theser id,passwordauthentication dataand all
configuration information to maintain secrecy from an attadKeEntities are identified by their
presumed IP address Access to security functions and data is prohibited until a user is
identified and authenticated.

See the awesponding section in the TSS for more detailed information.

2.4.4 Security Management
The TOE maintains administrator and monitor user management roles.

The TOE allows onlyauthorized users with appropriate privilegesdministeand manage the
TOE. An admiristrative user can connetirough an encrypted web interface using SSL for
secrecy. Only authorized administrators maydify the TSF data related to the TSF, security
attributes, and authentication data.

See the corresponding section in the TSS for rdetailed information.

2.4.5 Protection of TOE Security Functions

The TOE transfers all the packets passing through the TOE only after processing the traffic
based on the traffic attributes.

The TOE restrictsnanagemerdccess to its interfaces by requiringurssto log into the TOE
using its GUIHTTPS is used to protect the connection between the web browser in the IT
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Environment and the appliance. The TOE relies on Top Layer appliance hardware to ensure the
TSP is enforced and to provide for domain sepamaiibhe TOE hardware appliance includes its
own hardwarelock, whichprovides reliable time stamps for use in audit and collected data
records.

See the corresponding section in the TSS for more detailed information

2.4.6 Trusted Path/Channels

The TOE, in conynction with the IT environment, protects the TSF data from unauthorized
disclosure or modification of TSF data when it is being transmitted betwe#?Shénitand the
management GUI on the remote management station.

See the corresponding sectionhe fTSS for more detailed information.

2.5 Functionality Not Included in the TOE Scope

The following features doot contribute to meeting any of the Security Functional Requirements
(SFRs) andhre not included in the TOE scope:

- VLAN Support

- Management of # IPS with an IPS Controller, Command Line Interface over Telnet
and SNMP(Get function

- Usage of the TOE with other Top Layer supporting products (Network Security
Analyzer, IPS Controller, TopResponse Software)

- Note: The functionality/protocol used byatlfopResponse product to automatically
update signaturess included in thescope of the evaluationThe TSFI for this
functionalityis included in the scope of the evaluatidocumented in the FSP arsd
verified during testingHence the capability dhe TOE to download latest set of
ATopLayer Protection Packso is included

- Usage of Graphs, Reports and Statistics

© 2007 Top Layer Networks. All Rights Reservéa.



Top Layer Networks Security Target April 10, 2009

3 TOE Security Environment
The TOE is intended to be used in environments in which sensitive informatimtéesped.

This section contains assumptions regarding the security environment and the intended usage of
the TOE and threats to the TOE and the IT environment.

3.1 Assumptions

The assumptions are ordered into three categories: usage assumptions, personpibassu
and physical environment assumptions.

3.1.1 Usage Assumptions

A.CONNECT The TOEwiIll separatehe networkon which it is installed and operateso
external, internal and management networks. Informagomotflow between
theexternal and internal heorkswithout passing through the TOE.

A.BACKUP Administrators will back up the audit files, configuration files and monitor disk
usage to ensure audit information is not lost.

3.1.2 Personnel Assumptions

A.NOEVIL There will be one or more competent indivitbuassigned to manage the TOE and
the security of the information it contains. The authorized administrators are not
careless, willfully negligent, or hostile, and will follow and abide by the
instructions provided by the TOE documentation.

A.AUTH It is asumed that administrators will protect their authentication data.

3.1.3 Physical Environment Assumptions

A.PHYSICAL The TOE hardware and software critical to security policy enforcement will be
protected from unauthorized physical modification andptioeessig resources
of theTOE will be located within controlled access facilities, which will prevent
unauthorized physical access.

3.2 Threats

The TOE addresses the threats identified in this section. The threat agents are authorized
persons/processes, unauthoripedsons/processes, or external IT entities not authorized to use
the TOE itself. The threats identified assume that the threat agent is a person with a low attack
potential who possesses an average expertise, few resources, and low to moderate motivation.
The assumed level of expertise of the attacker is unsophisticated, with access to only standard
equipment and public information about the product.
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3.2.1 Threats Addressed by the TOE
The TOE addresses the threats discussed below.

T.NOAUTH An unauthorized peos may attempt to bypass the security of the TOE so as to
access and use security functions and/orgeanurity functions provided by the
TOE.

T.MANAGE An unauthorized person or unauthorized external IT entity may be able to view,
modify, and/or delete TS#&ata on the TOE

T.PROCOM An unauthorized person or unauthorized external IT entity may be able to view,
modify, and/or delete security related information that is sent between a remotely
located authorized administrator and the TOE.

T.REPEAT An unauthoried person may repeatedly try to guess authentication data in order
to use this information to launch attacks on the TOE.

T.AUDIT Unauthorized attempts by users and external IT entities to access network
resourceshrough the TOETOE data or TOE securitymctions may go
undetected because the actions they corahechotaudited or audit records are
not reviewed, thus allowing an attacker to escape detection.

T.RATEBASED

An External IT Entity may exhaust service resources of the TOE or systems by
passingmformation flows thorough the TOE.

T.ADDRESSSPOOF

An External IT Entity may illegitimately gain access to networks through the
TOE by spoofing source IP address.

T.UNDESIREDACCESS

An External IT Entity may send impermissible information throughli&,
whichresults in the exploitation of resources.

T.CONTENTBASED

An External IT Entity may attack or tamper resourcesdryding information
flows through the TOE, which contain malicious data or malicious inclusion of
payloads that is otherwise well forthe

3.3 Organisational Security Policies

There are no organizational security policies defined for this TOE.
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4 Security Objectives

This chapter describes the security obj.ectiv
The security objectives are dividé@tween TOE Security Objectives (i.e., security objectives
addressed directly by the TOE) and Security Objectives for the Operating Environment (i.e.,
security objectives addressed by the IT domain or bytedmnical or procedural means).

4.1 Security Objectives For The TOE
This section defines the IT security objectives that are to be addressed by the TOE.

O.IDAUTH The TOE must uniquely identify and authenticate the claimed identity of all
administrativeusers, before grantingpadministrativeuser acces®tTOE
functions.

O.SELFPROTECTION
The TOE must protect itself against attempts by unauthorized users to bypass,
deactivate, or tamper with TOE security functions.

O.MANAGE
The TOE must protect stored TSF data from unauthorized disclosure,
modification, ordeletion.

O.ADMINISTRATION
The TOEmustprovide all the functions necessary to support the authorized users
in their management of the security of the TOE. The TOE must provide the
capability to allow or disallow remote administration of the TOE.

O.AUDIT The TOE must provide a means to record, store and review security relevant
events in audit records to trace the responsibility of all actions regarding security.

O.ALERT  The TOE must provide a record of the attacks detected and blocked by the TOE.

O.AUDITPROTECT
The TOEmustprovide the capability to protect audit informati@siding on the
TOE.

O.UNDESIREDACCESS
The TOE must control unauthorized information floetween internal and
externalnetworks based on security policies.

O.RATEBASED
The TOE mustimit resource usage to an acceptable level (stop legitimate clients
from overusing resources and stop DDoS and other network flooding attacks).
The TOE must be able to serve as a rate based controller and police both
malicious users who attempt to flotiee network with DoS and DDoS attacks,
and authorized users who may overuse resources.

O.CONTENTBASED
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The TOE must filter the content in the information flows through the TOE to
prevent malicious intruders from exploiting system vulnerabilities or network
baed protocol weaknesses, as well as more direct attacks threngih lrased
worms and viruses.

O.TIME The TOE must provide a reliable clock to maintain the system time.

O.TRANSMISSION
The TOE must provide a HTTPS session for communication between the User
Management GUI on the Management Station and the TOE.

Application Note: A Management Station is a workstation on the management network that the
TOE administrator uses to access the TOE using an HTTPS enabled web browser. There can
be one or more Management stations.

4.2 Security Objectives For The Environment
The following are the IT security objectives that are to be addressed by Environment
OE.AUDIT The IT environment must provide a long term audit and alert store for the TOE.

OE.PROTECT
The IT environmenmust protecitself against attempts by unauthorized users to
bypass, dactivate, or tamper witits security functions.

OE.TIME The IT environment must be configured with an NTP server that is able to provide
reliable time to the TOE.

The following arelte non technical IT security objectives that are to be addressed by the
Environment. The neifil security objectives for the environment listed below are to be satisfied
without imposing technical requirements on the TOE. Thus, they will be satisfiedihroug
application of procedural or administrative measures.

ON.CONNECT

Those responsible for the TOE must ensure that the TOE is installed and operated
on a network and separates the network into exteématnalandmanagement
networls. Informationcannotflow between theetworkswithout passing through

the TOE.

ON.BACKUP Those responsible for the TOE must ensure that the audit files, configuration files
are backed up and disk usage is monitored to ensure audit information is not lost.

ON.NOEVIL Those regonsible for the TOE must ensure thaere will be one or more
competent individuals assigned to manage the TOE and the security of the
information it contains and the authorized administrators are not careless,
willfully negligent, or hostile, and willollow and abide by the instructions
provided by the TOE documentation.

ON.AUTH  Those responsible for the TOE must ensurettiet protect their authentication
data.
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ON.PHYSICAL Those responsible for the TOE must ensure tl@TOE hardware and software
critical to security policy enforcement will be protected from unauthorized
physical modification and the processing resources of the TOE will be located
within controlled access facilities, which will prevent unauthorized physical
access
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