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1 Security Target Introduction

This chapter presents the Securifarget (ST) identification information and an
overview. An ST contains the Information Technology (IT) security requirements of an
identified Target of Evaluation (TOE) and specifies the functional and assurance security
measures offered by the TOE.

1.1 ST Rderence

This section provides information needed to identify and control this ST and its Target of
Evaluation. This ST targets Evaluation Assurance Level 3 (EAL3).

1.1.1 ST ldentification

ST Title: CA SiteMinder ® Web Acess Manager r12 SFIR3 Security
Target

ST Version: 0.8

ST Publication Date:May 29 2009

ST Author: Booz Allen Hamiltan

1.1.2 Document Organization

Chapter 1 of this ST provides identifying information for the CA SiteMinder r12 SP1. It
includes an ST Introduction, ST Reference, ST Ideatibn, TOE Reference, TOE
Overview, and TOHype. Chapter 2 discusses the TD&scription which consists of

the physical and logical boundarie€hapter3 describes the conformance claims made
by this ST. Chapte#t describes the Security Problem Ddfon as it relates to threats,
Operational Security Policies, and Assumptions met by the TOE. Chagtntifies the
Security Objectives of the TOE and of the operational environment. Cléagéscribes

the Extended Security Functional RequirementShapter7 describes the Security
Functional Requirements (SFRs) Chapter 8 describes th8ecurity Assurance
Requirements (SARs). Chapteis the TOE Summary Specification (TSS), a description
of the functions provided by the CA SiteMinder r12 SP1 tsfyathe security functional
and assurance requirements. Chafiteprovides a rationale, or pointers to a rationale,
for security objectives, assumptions, threats, requirements, dependencies, and PP claims.

1.1.3 Terminology

Term Definition

Administrator A trusted user who has privileges to administer the TOEThe
privileges and activities of an administrator account vary
administrative scope and taskBypes of administrators inclug
domain, system, arsliper useadmins.

Administrator Apolicythat sets restrictions on
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Term Definition
Policy the TOE.
Agent An Agent is installed on Web servers; application servers t

secure access to resources.

Agent Group

An Agent group is a Policy Server object that points to a groy
Agents The Agents in the group can be installed on diffe
servers, but all of the Agents protect the same resources. Ty
Agent groups are configured in SiteMinder for groups of servers
distribute the workload for access to a popular set of ressur

Agent
Configuration
Object

An Agent Configuration Object holds configuration parameters
one or more Web Agents.

Agent Key Used by Web Agents to encrypt cookies.

Authentication Each authentication method is associated with a particulat,

Level ranging from a top priority of 1 to a lowest priority of 100Bnd
users that authenticate with a low level mustu¢henticate whe
trying to access a resource with a higher authentication level.

Authentication An authentication scheme isPalicy Server object that determin

Scheme the credentialsraenduserwill need to access a protected resou
Authentication schemes are assigned to realms. Wihemduser
tries to access a resource in a realm, the authentication scheme
realm detemines the credentials thah @&nd user must supply in
order to access the resource.

Authorized An administrator or workstatioend userthat has been identifie
and authenticated by the TOE.

Cluster A set of Policy Servers that are grouped to impreystem

availability and response time by dynamically balancing load an
the servers in the cluster and failing over to other clusters bas
customerdefined failover thresholds. Clusters are typically grou
by data centers located in different gesgzhic locations.

Cluster failover

Switching to another cluster when the number of servers availa
a cluster falls below a configurable threshold. The priority of
clusters is defined in the Host Configuration Object. Requests
fail-back to ahigherpriority cluster as soon as the thresh
requirement for that cluster is met.

End User An authorized user of the TOE without privileges who tries to
access to a protected resource.
Get/Put/Post An HTTP operati on Kk nestwtris rexcevedd

the Web Agent and forwarded to the Policy Server.

Global Objects

Objects that apply to all resources (global rules, global respg
global policies).

Global Rules

A global rule is a Policy Server object that specifies a filsduto
apply a global policy to a large group of resources.

Booz Allen CCTL
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Term

Definition

Global Responseg

A global response is a Policy Server object that determin
reaction to a global rule. Global responses are included in ¢
policies, and take place when a global ruleiggered.

Global Policies

A global policy is a Policy Server object that biredsl uses, global
rules, global responses, and optionally, time restrictions an
address restrictions together.

Groups A group (agent group, rule group, response group) aartain
individual items or groups of its own type. For example, a
group can contain rules and/or groups of rules.

Host A Host Configuration Object holds configuration parameters foi

Configuration Trusted host.

Objects

Key Store Entity usedby the SiteMinder Policy Server to store encryption K

used by the Policy Server when communicating with SiteMit
Web Agents.

Nested Groups

Groups that contain other groups. Also known asgohbips. Wher
nested groups are allowed, each user groupeath sugroup is
searched when the policy is processed. When they are not all
each user group is searched, but-gtdups are not searched, wh
the policy is processed.

Nested Realms

Realms created within other realms to better represent thipig
of resources in a corporate network. Deeper levels of nested r
typically correspond to heightened security requirements
directory tree. An administrator can achieve this by assigni
stronger authentication scheme with a higher protedtieel to the
nested realm.

Policy

A policy is a Policy Server object that bindses, rules, response
and optionally, time restrictions and IP address restrictions toge
Policies establish entitlements for a SiteMinder protected e
When auser attempts to access a resource, the policy is
SiteMinder ultimately uses to resolve the request.

Policy Domains

A policy domain is a logical grouping of one or mouser
directories, administrators, and realms. This Policy Server obje
the bass for entittement data. By creating policy domains,
administrator creates a container for entitlements that surroy
particular groups of resources (realm), as well asetitluses who
may access the resources, and the administrator who se
entilements.

Policy
Object

Domain

A SiteMinder object within a domain (policy, realm, respor
response groups, response attributes, rules and rule group;
policies).

Policy Server

CA SiteMinder software component that provides a platform
managed &y operations, authentication, authorization, and sec
management.

Booz Allen CCTL

Page9



Term Definition
Policy Serverl An object that the Policy Server uses (System objects, P
Object Domain objects, Global objects).
Policy Store Collection of CA SiteMinder Policy Server objects.liPyp stores

can reside in an ODBC (see page-é8abled database or an LDA
(see page 17) directory.

Policy StoreKey

A key used to encrypt data that is sent between the Policy Serv
the Policy Store. The key can be from 6 to 24 characters in ler
All Policy Servers that share a SiteMindeolicy Store (a databas
containing policy information) must be configured using the s
Policy StoreKey.

Protected
Resource

Any URL underSiteMinder protection

Protection Level

A number between 0 and 10G0at is given to authenticatig
schemes. A higher number indicates a higher level of protectiol

Realm

A realm is a Policy Server object that identifies a group of resou
Realms typically define a directory or folder and possibly
subdirectories.

Realm Resourc
Filter

A string, such as a relative path to a directory that specifiey
resources covered by the realm. If the realm is dewog realm,
specify the resources relative to the server that serves up the f
application. If the ralm is nested, specify the resources relativ
the parent realm.

Remote Server

The workstation used by the end user to gain access to the TOF

Resource

Any URL to which an end user attempts to gain access.

Response

A response is a Policy Servebject that determines a reaction t(
rule. Responses are included in policies, and take place when
is triggered.

Response Groupsg

A response group is a Policy Server object that contains a Iqg
grouping of responses. Response groups are mest ofied whel
many responses will be included in a policy.

Rules

A rule is a Policy Server object that identifies a resource an
actions that will be allowed or denied for the resource. Ruleg
also include actions associated with specific eventd) ag what tq
do if aend useffails to authenticate correctly when asked for tf
credentials.

Rule Groups

A rule group is a Policy Server object that contains multiple ri
Rule groups are used to tie together different rules that will be
in a sngle policy.

Rule Resource

A string or regular expression that specifies the resources to
the rule applies. Specify the resources relative to the r
containing the resource.

Scope

I ndi cates whet her t he admin
domains and applications or to only specific domains
applications. Included in the Administrator Policy.
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Term

Definition

Session Key

The Policy Server creates Session Keys using AES with HN$AB256.
The Session Keys are utilized by the Policy Server and SiteMag#ts for
protecting the TCP/IP message exchange between these components.

Session Ticket

Also known as session specification.Session tickets conta
credentials and other information relatingto ae n d segsoe r

Session  Ticket The Policy ®rver utilizes the Session Ticket Key to encrypt Password

Key Services data in the user stores, and sensitive data (keys, shared sec
passwords) in the Policy Stores.

Super Usel The default administrator account with full privileges tlsasét up

Administrator

during installation of the TOE. There are two Super User acce
created during the installation of the TOE. A local Super |
account which is used during installation and configuration a
remote Super User account which is used in thelueted
configuration of the TOE. The remote Super User is
administrator that can access the TOE via the WAM Administrg
Ul

System Objects

Objects used throughout a SiteMinder deployment (agents,
groups, agent configuration objects, hostfiguration objects, use
directories, policy domains, administrators, authentication sche
registration schemes, agent types, password policies, trusted h

Target network

The domain of workstations that have the TOE installed on then

Task

Deternines the privileges an administrator is allowed to perf
within their scope. Included in the Administrator Policy.

Time Restrictions

A time restriction indicates when a rule fires. For example, i
administrator creates an Allow Access rule with raetirestriction
that limits access to a resource to 9abnpm, Monday Friday, the
rule will only fire and allowend uses to access the resource dur
the specified time. The resource will not be available outsidg
times indicated.

Trusted Hosts

A Trusted Host object represents the client component that cor
to the Policy Server.

User Defined as an administrator, domain administrator, syjs
administrator, or end user of the TOE.

User A configurable cache inside thBolicy Server that stores us

Authorization information after the login step.

Cache (memory)

User Directories/
UserStore

A userdirectory in SiteMinder is an object that contains details
connecting to an existingiser directory that resides outside

SiteMinder. This allowsan administrator to configure a simg
connection to an existingserdirectory, instead of replicatingnd
user information within SiteMinder. Theisename space is 4
LDAP directory server.

Table 1-1 Customer Specific Termnology
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Term

Definition

Authorizeduser

A user who may, in accordance with the TSP, perform
operation. Thisis an enduseror an administrator.

External IT entity

Any IT product or system, untrusted or trusted, outside of the
that interacts withthe TOE.

Role A predefined set of rules establishing the allowed interact
between aenduserand the TOE.
TOE Security] A set consisting of all hardware, software, and firmware of

Functions (TSF)

TOE that must be relied upon for the correctoecément of the
TSP.

User

Any entity (humaruseror external IT entity) outside the TOE th
interacts with the TOE.

1.1.4 Acronyms

Table 1-2 CC Specific Terminology

Acronym Definition

ACM Configuration Management
ADO Delivery and Operation

ADV Development

AGD Guidance Documents

ALC Life cycle support

ATE Tests

AVA Vulnerability assessment

CC Common Criteria [for IT Security Evaluatiol
EAL Evaluation Assurance Level
EIS Enterprise Information Systems
FAU Security Audit

FCO Communication

FCS Cryptographic Support

FDP UserData Protection

FIA Identification and Authentication
FMT Security Management

FPT Protection of the TSF

FTA TOE Access

FTP Trusted Channels/Path

GUI GraphicalUserInterface

ICMP Interng Control Message Protocol
ID Identifier

IP Internet Protocol

IPX Internetwork Packet Exchange
IT Information Technology

Booz Allen CCTL
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Acronym Definition
MAU Media Access Unit

MIB ManagemeninformationBase
NTLM Windows NT LAN Manager
SF Security Function

SFP Security FunctiorPolicy

ST Security Target

TCP Transmission Control Protocol
TOE Target of Evaluation

TSC TSF Scope of Control

TSF TOE Security Functions

TSFI TOE Security Functions Interface
TSP TOE Security Policy

UDP UserDatagram Protocol

Table 1-3 Acronyms

1.1.5 References

Reference Title ID

Common Criteria for Information Technology Security Evaluati [CC]
CCMB-200709-004, Version 3.1 Revision 2, September 2007.

CAE SiteMinder Web Access Ma 1 [Web Agent]
Guide r12

CAE SiteMinder Web Access Man]|[Policy

Guide r12 Server]
auth2_SiteMinder 6[1].0 Platform Support.112307.pdf [Platform]
SiteMinder_r6_tech_whitepaper.pdf [Whitepaper]

Table 1-4 References
1.1.6 CC Concepts

The following are CC concepts as used in this document. A Subject issangf the

TOE (administratorenduser systemdoman, or super usgr An Object can either be a
System Object (agent, policy domain, authenticatscheme, etc), a Policy Domain
Object (realm, rule, response, etc), or a Global Object (global rule, global response,
global policy, etc). An Operation is any action on a resource (e.g. Get, Put, Post), or any
policy server operation (authentication,trarization, administration, accounting). A
Security Attribute is information such asisename and password that is kept in tiser

store. A Session is the timeframe from an ingiatiused successfulogonthrough that
sameend useb s | o g oestburce is ay URL that aser attempts to access.
Information is any data used by the TOE. An External Entity is anything outside of the
TOE that affects the TOE.
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1.2 TOE Reference
1.2.1 TOE Identification
CA SiteMinder ®WVeb Access Manager r12 SER3

1.2.2 TOE Overview

The TOE allows administrators to conteiduseraccess to protected resources such as
web server content and application server contEntd useraccess is controlled via Web

Agents
The TOE:

e Provides a platform for access control to protected nesburces;

e Integrates with and operates as a component of the web server to securely store

authorization and authentication processes on the web server;
e Records end user actions on the web resources the TOE protects

)

Web Server

Remote Administrative User

Siteminder
Web Agent

End User

Policy Store
User Store
LDAP

As illustrated in Figure -1, there are remote administrators and local administrators of
the TOE. Remote administrators authenticate through the WAM Administrative Ul and

fmm————

Administrative Ul

WAM Application

Server

Policy Server

Local
e Administrative User

1@@

Policy Server
Management Console
Administration/ Accounting/

Encryption

Windows 2003 SP2 or Solaris 10 or
Red Hat Advanced Server 4.0

Legend

Target of EvaluationlzI
IT Environment 1

= { Admin Store

Key Store

Figure 1-1 TOE Boundary

ODBC

local administrators administer tugh the Policy Server Management Console.

Booz Allen

CCTL

Pagel4



Remote dministrators have to identify and authenticate themselves before being allowed
access to the Policy ServeOnce authenticated, the administrators are only allowed to
manage policiesccording to theask and scope of the domain(s) to which they are
assigned. Authentication scheme$or end usersare configured using the/WAM
Administrative Ul which also authenticates administrator accounts using the
Administrator Store During authentication, the WebgAnts communicate with the
Policy Server to determine the proper credentials that must be retrievednfremazser

who is requesting resources.

When & enduserattempts to access a protected network resource, the Policy Server uses
the authenticatios c heme associ at ed wand grotedtibndevetoe sour c e ¢
determine how to identify theser The end useris required to reauthenticate when
attempting to access a resource with a higher protection level than the one he is currently
accessing. A user in SiteMinder is the Super User, an administrator, a domain
administrator, a system administrator, or an aset An end user in SiteMinder is an
authorized user withowdministrativeprivileges who tries to gain access to a protected
resource. The authentication scheme specifies the credentials thagnitheser must

supply for authentication, as well as the method used by the Policy Server to validate the
endusedb s i d K antendusgrtries unsuccessfully to authenticate after a nurober
attempts determined by the administrator, his account will be locked out. If an account is
locked out, the TOE invokes a delay or timeframe which preventernteiserfrom
attempting to gain access until the timeframe is exceeded or a system adtoinissets

the account. Components of the TOE interact to enforce access control. The Web Agent
interceptsenduserrequests for resources and checks with the Policy Server to see if the
requested resource is protected. If the resource is unprotieest,cess request proceeds
directly to the web server. If the resource is protected, the following series of events
occur:

1. ThePolicy Serverchecks which authentication method is required for this resource.
Typical credentials are asename and passwa but other credentials, such as a
certificate, may be required.

2. The Web Agent challenges thad userfor credentials. Theiserresponds with the
appropriate credentials.

3. The Web Agent passes the credentials to the Policy Server, which detafntiwes
credentials are correct.

4. If theenduserpasses the authentication phase, the Policy Server determinesnfithe
useris authorized to access the resource. Once the Policy Server grants access, the Web
Agent allows the request to proceed toviled server.

The TOE manages and enforces access control rules established by administrators. These
rules define the operations that are allowed for each protected resmgrdeclude the
enduseb s i dusename} ofthoge that are allowed to perfaath operationf an
enduseris not included in a rule that allows access to a protected resource (either by
usename, rule, or group), he is denied access to that resoutcethe other hand,na
administrator cannot bexplicitly denied access to\WAM Administrative Ul webpage

The TOE tracks and logs successful authorizatigiizing the informationstored in the
usersession cache, allowing the administrator to tex#tuseractivity and measure how
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often applications on the Web site are uselde TWeb Agent sends a message to the
Policy Server each timan enduseris authorized from cache to access resources.

The TOE maintains default figures that can be overwritten by the Administidter.
administration service of the TOE is what enables Wiser Interface (UIl) to record
configuration information. The Policy Store is the database that contains entitlement
information. There are two Policy Administration/Management interfaces. The Policy
Server Managemer@onsole is used by the local TOE adisirator to gain access to the
Policy Serverand is used for Polcy Server configuration and system management
operations during initial setup and configuration of the TOE, this interface isSSR&n
interfering in the evaluated configurationThe WAM admnistrative User Interface
(WAM Admin Ul) is used by the remote TOE administrator to gain accesEhis
interface is used to manage Policy Server objegtsch are the objects located in the
different Stores.

The TOE generates log files that contain tindiinformation about the events that occur
within the systemincluding the startup and shutdown of audit functions. For each of the
audit events, the corresponding log inckitiee date and time of the event, the type of
event, subject identity, andeloutcome of the event. Based on the content of these logs,
the TOE is able to associate the event withethéuseror administratothat caused the
event. These logs can beiewed through the local OSso that security events or
anomalies can be anaba.

The Policy Server and Web Ageaudit end user activity. The Web Agent sends a
message to thaccounting serviceach time a enduseris authorized from cache to
access resources. This action ensures that the accounting service is trackingusuccessf
authorizationsfor the Web Agent and the Policy Servéir an audit message is not
successfully serity the Web Agento the accounting service for an authorization, access

to the resource is denied.

The TOE uses encryption keys to encrypt and deceyiisve data passdxktweenl OE
components AgentKeys are used to encrypt TOE cookies that may be read by all agents
in a single sigron environment, and are shared by all agents in a singleosign
environment, since each agent must be able to decogities encrypted by the other
agents. AgentKeys are managed by the TOE, and distributedWeb Agents
periodically.  Sessioficket Keys are used by the TOE to encrgassionTickets.
SessiorTickets contair he end wuser 0s andotteinformaioniretatng d n a me
to a session (includinthe authentication methid Web Agents embedessionTickets

in TOE cookies, but cannot access the contents since they do not have aSess#oto
Ticket Keys which never leave the Policy Server. Both typekeys are kept in the
Policy Server'«Key Store. The Policy Server performs key rollovers, which include the
generation and encryption of new keys, in order to ensure the security of the keys.

Dynamic softwarébased loadbalancing provides a high levef system availability and
improves response time by distributing requests from SiteMinder Agents based on the
computing power of the Policy Servers in a cluster. Clustetuster failover based on
configurable failover thresholds further enhances #well of system availability and
system response timéhe following figure illustrates a deployment using two clusters:
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Web Server Legend

Target of Evaluation ]

Web Agent IT Environrment 1]
API Library
Load Balancing
- L o
Cluster1 7 o Cluster2
i \‘.
Policy Policy
Server Server
T T — - - - I
1 = - | - 1
=<

Policy Store
User Store

Key Store

Figure 1-2 Policy Server Clusters

The diagram above shows twRplicy Servers 1 and 2 with the cosgonding Web
Agent. For each Web Agent there is a primary and a secondary cluster. The load
balancer switches to the secondary cluster when the primary cluster fails. The load
balancer is part of the Web Agent API librgWWeb Agent API Layer)

A threshotl parameters used to speedup the clustercluster failover. The higher the
threshold value is the less time it takes for a failover to occur. The reasoning behind
having a higher threshold value is to react faster to the cluster overload and subsequent
to the cluster failure.

1.3 Components of the TOEand Operational Environment (in
evaluation)

CA SiteMinder r12 SP1 is made thfreecomponents; a Policy Seryver Web Agentand
the WAM Administrative Ul The Policy server allows an authorized administrébo
configure policies that govern the level of access a particularusadcan gain to
protected resources. The Web Agent resides on the Web Server and is used to manage
end user sessions and enforce the policies defined by the Policy Serifee. WAM
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Administrative Ul is used for remote administration, which includes end user
management and resource policy definition.

1.3.1 Policy Server

The Policy Server provides access control and singleaignlt allows an authorized
administrator to configure policiesa the Siteminder WAM Administrativell. It also
allows administrators to override the default values provided for the TO#&e policies
govern the level of access to a resource granted enduser It typically runs on a
separate Windows or UNIXystem and offers the following security operations:

e Authenticationd Authenticategnduses via a range of authentication methods
includingusenames and passwords, and public key certificates.

e Authorizationd Manages and enforces access control rukadkshed by
administrators.

e Administrationd Enables the Siteminder WAM Administrative Ul to record
configuration information in the Policy Store.

e Accounting servicd Generates log files that contain auditing information.

e Trusted patl® Uses an encryptietunnel and encrypted keys to pass sensitive
databetween separate parts of the TOE.

1.3.2 Database Stores

The Policy StoreUser Store, Administrator Store, ané&key Store are database stores
which areconfiguredduring the installation and configuration afed/linder.
The following table lists the TOE database types for the evaluated configuration:

Database Database Description Available Storage

The database that stores all catego
(system, policy domain and global)
Policy Server objds, including rules
and realms.

Policy Store LDAP

The database that storasser data,
including organizational informatior
user and group attributes, an
credentials such as passwords.

UserStore LDAP

The database that storesiministrator

data,includingtheir logincredentials. ODBC

Administrator Store

The database that contains keys use ODBC
Key Store encrypt cookies created by the T(
Agent.

Table 1-5 TOE Database Types and Storage Options
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LDAP/ODBC drivers are used to accdbg various databases used by the TOE (i.e.,
User Store Policy Store,Administrator Store, and Key Store). The TOE uses the
database administrator account of the respective database for read, write, and execution
privileges.

1.3.2.1 External User Directories

The SiteMinder User Store can be configured to pull information from a newly
configured database or pegisting external directoryThe external directoryvill store
theenduser data, including organizational information, user and group attributes, and
credentials such as passwords. The Policy Server uses the connection to this external
directory to verify user identities and retrieve user attributes contained in the external
directory. The connection to this external directory is configured through i@
Administrative Ul.

Instead of replicating the external user information within SiteMinder, SiteMinder pulls
the information from the external directory into the Policy Server, which uses the
information to authenticate the end user. This informatien st ored i n the Pol
authorization cache (memory), which is a configurable cache that stores user information
after the login step.
The Policy Server can be configured to connect to any number of supported user
directories, including:

e LDAP
ODBC
Oracle
Windows NT
Custom

In the evaluated configuration, SiteMinder is configured to connect to an external LDAP
user directoryand it will be called the User Store

1.3.3 UserAuthorization Cache

The Policy Server maintains thHdser Authorization CacheThe User Authorization
Cache storeend userdistinguished names (DNs) based on #m&l userportion of
policies and includesthrenduses 6 g r ou p me Uskerdutherizatign .Cachéh e
configured via the Policy Server Management Console and isdsharengst the Web
Agent and the Policy ServerUser authorization cache is included in the evaluated
configuration.

1.3.4 Policy Server Management Consoland Administrative Ul

Most fundamental system configuration tasks are perfoused) the Policy Server
Management Consglerhich are needed to place the TOE in the evaluated configuration,
while tasksfor establishing policies for end users and resowpeperformedising the

WAM Administrative UL.
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The Policy Server Management Console (or ManagemergdB®rprovides a
range of Policy Server configuration and system management opRolisy Server
management tasks include but are not limiteaglcmessonfiguration,audit log
configurationand encryptiorsetup The Management Console has a-tasediser
interface in which information antbntrols are grouped together by function and
presented together on tabs igsiagle window. The Policy Server Management Console
can only be run bgn alministratoras defined in th®perationaEnvironment.
The Pvlicy Server Management Console contains the following tabs:
e Status tab Allows an administrator to View the status of and start and stop
the Policy Server.
e Settings tab- Configure TCP and UDP port settings for Policy Server
administration and conngen and thread settings for performance.
o Data tab- Configure policy store, key store, and session store databases and
audit log and token data locations.

e Super usetab- Change the password of tleeal Super user
o Keys tab- Configure key managemepolicy.
e Logs tab- Configure policy server and audit logging.

e Profiler tab- Enable and configure output for the profiler, which can be used
for debugging Policy Server issues.

e Advanced tab- Adjust the settings for the Policy Server administration
journal and optional Event Handler libraries.

TheWAM Administrative Ul lets administrators view, modify, and delete Policy Server
objects. WAM Admin Ul component provides a web access#&ld (also known as the
WEB Admin GUI)which allows an adminstratée manage the TORIthough the

details of each task differ by object, the general methodsiraikar. For example, the
procedure for deleting an Agent is similar to ginecedure for deleting a response.

Policy Server objects include but are not lidite end users, policies, rules, realms and
agents. The ability for administrators to perform actions on Policy Server objects is what
allowsthem to define what resources are protected by the TOE from end user access.

Note: The WAM ADMIN Ul can be instied (1) on the Policy Server or on (2) a
separate system. In the latter case, it communicates to the policy server in the same
manner as a WEB Agemt.

1.3.5 Web Agents

A SiteMinder Web Agent is a software component that coneotbuseraccess to a
protected esource dny URL protected by the TOE).The Web Agent grants or denies
access by enforcing policies defined through the Policy Server. Web Agents work with
the Policy Server to authenticate and authoerpel uses for access taveb server
resources. Tdn Web Agent enables Web applications to personaagent. The
network path between th@&/eb Agent and the Policy Server is secured by AES
encryption over a standard TCP/IP connection. The Web Agent is integrated with a Web
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server. The Web Agent interdspequests for a resource and determines whether or not
the resource is protected by the TOE.

Web Agents perform the following tasks:

e Intercept access requests for protected resources and work with the Policy
Server to determine whether or natenduse should have access.

e Provide information to a Web application that dictates how content is
presented to thend user(policy-based personalization) and how to deliver
access privileges.

e Ensureaendusebs ability to securel entsaccess
store contextual information aboehd useraccess privileges in a session
cache. Performance can be optimized by modifying the cache settings.

¢ Enable single sigion acrossveb servers in a single cookie domain or across
multiple cookie domains withut requiringenduses to reauthenticate.

In the evaluated configuration Web Agents are installed on the following web servers:
e Windows: IIS 6.0, ASF Apache 2.2
e Solaris: SunOne 6.1 SP2, ASF Apache 2.2
e Linux: SunOne 6.1 SP2, ASF Apache 2.2

1.3.6 AgentCache

The Web Agent maintains an Agent Cache on each Web Agent malechthe.evaluated
configuration, he Agent Cache resides on physical memory (RAM or Hard drive). The
Agent Cache has two components; The Agent Resource Cache and theUagent
Cache.

The Agen Resource Cache stores a record of accessed resources that are protected by
various realms. This cache speeds up Agent to Policy Server communication, since the
Agent knows about resources for which it has already processed requests. This cache is
sharedby the WebAgent and the Policy Server.

The Agent User Cacheorese n d u s e r sSessienhicketsyapdaatsds a session
cache by storing user, realm, and resource information. Entries in this cache are
invalidated based on timeouts establishethieyrealms an end user accesses.

1.3.7 Web Agent API Layer

In the evaluated configuration, the Web Agent API Layer is a component of the Web

Agent that performs as a part of the clustering feature. All load balancing is done via the
Web Agent API Layer logic. ie Web Agent API Layer is responsible for dynamically
balancing the load between Policy Servers in a cluster based on server response time, and
for failing-over to another cluster under the failover criteria. For example, if the response
time for one Polig Server within a cluster is too slow, the Web Agent API Layer will

defer the request to the another Policy Server within that cluster. If the primary cluster
fails (cluster failover is defined by a configurable threshold of policy servers being down
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within a cluster) and failover is enabled, a backup cluster takepeeations. Cluster
configurationis specified through th&/eb Agent APILayer.

1.3.8 Policy Server Management Tasks

The TOE administrator, is responsible for systewel configuration andhe tuning of
the Operational Environment, monitoring and ensuring its performance, as well as
management oénd uses andend usersessions as necessary. The administrator must
perform most fundamental system configuration tasks using the Policy Server
Management Console-However taskselated to the establishment of policies to protect
resourcesre performed remotely using the Siteminder WAM Administrative Ul.Policy
Server Some WAM Administrative Uianagement tasks include:

e Cache Management

e Configuing and Managing Encryption Keys

e End useiSession and Account Management

e Policy Creation and Management

1.3.9 Policy Server Management Tools

The Policy Server provides a number of administrative tools to help manage the TOE
environment. These tools may be diseitially to configure the TOE, but are not used
once the TOE is in an operational statke following list describes the function of each
tool:
e XPSImport and XPSExport Imports and exports policy store data in XML
format.
e Smobjimport- Imports policydata into the policy store.
e Smobjexport- Contains arguments that allows an export of an entire policy store;
a specified policy domain; or a specified policy domain and all system objects
used by the policy domain. System objects include but are notedinti
administrators, Agents, authentication schemesuaedirectories.
e Smldapsetup Manages the policy store in an LDAP directory.
e ODBC database SQL scriptd)Removes the policy store, and log schema from
ODBC databases.
e SmpatchcheckChecks to makeuse all of the required/recommended patches are
installed on the Solaris machine.
e Smreg- Changes th&uper usepassword.
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1.4 TOE Security Environment

It is assumed that there will be no untrustisés or software on the Policy Server hosts.
The Policy Serer and Web Agent rely upon the underlying operating system and
platform to provide reliable time stamps and to protect the Policy Server and Web Agent
Client hosts from interference or tamperingable 16 provides detailed information
regarding the sumpted operating systems. The TOE environment is one where the
potential attacker is unsophisticated, with access to only standard equipment and public
information about the product.

The TOE security environmergtcategorized as follows:

e I|dentification and authenticationi There are two types afses to the TOE;
end uses who access protected resources through the Web Agents and
Administrativeuses (Super userDomain Admin, System Admirthat configure
the TOE through the Policy Server Managememsote. The TOE relies on the
OperationalEnvironmentto provideuseridentification and authentication at the
Operating System levelfor administrators accessing the Policy Server
Management ConsaleThe root or Windows administrator on the Policy Seiwver
automatically granted full control of the Policy Server Management Console.
This account, therefore, has administrative control over the Policy Server
computer and theconfiguration features available from the Policy Server
Management Console. On tiWgeb Agent client, operating system access is
based on theiseraccount that the system uses to run the web server, including
Web Agent configuration files. The TOE administrators usename and
passwords to gain access to the T@Eboth the Policy Seer and Web Agent
machines Since TOE administrator accets these machines mapped to
underlying OS accounts, the TOE itself does not enforce strong passwords. The
TOE utilizes the password enforcing features of the underlying Operating system
to enbrce strong passwordsr administrators It is important to note that these
local interfaces are only used for the installation and configuration of the TOE,
once in the evaluated configuration all administration will be performed via the
WAM Administraive Ul.

e Audit Reviewi The TSF relies on the Operational Environment to protect its
audit recods which are stored in flat files on the local OS of the Policy Server and
Web Agent. The TSF also relies on the Operational Environment to provide the
ability to view the records and provide access control to the audit information,
ensuring only usersitih equal or greater privileges than the user who installed the
TOE can view the audit records.

e Cryptographic support - The TSFrelies on the Operational Environment to
provide a trusted communication path betweemoteend users and the Web
Agentand renote administrators and the WAM Administrative i HTTP over
SSL v3.0 This provides assured identification of its end points and protection of
communication from modification and disclosure.
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e Partial protection of TSF - The TOE relies on the undeig OS to provide
security capabilities for the TOEGS prot
prevent other applications from:

o0 Interfering with an executing TSF
0 Bypassing the TOE security functions at the OS level, and
0 Modifying TSF configurationauwlit data,and executable images on disk.

e Reliable Timei the Policy Server and Web Agent rely on the underlying OS for
reliable time. TOE functions such as audit logging rely on reliable time stamps.

Component TOE Version Platforms
Policy Server Linux Red Hat Advanced Server 4.0
WAM AdministrativeUl ri2 SP1 Microsoft Windows 2003 SP2
Web Agent Solaris 10
Policy Store 12 SP1 SunOne LDAP 5.2
UserStore Windows 2003 Active Directory
Key Store ri2 SP1 Oracle 10g R2
Administrator Store
o JBoss 4.0.5
Application Server ri2 SP1 WebLogic 9.2
SunOne 6.1 SP 2
Web Servers ri2 SP1 ASF Apache 2.2
I1S 6.0

Table 1-6 Supported Operating Systems

In addition to the platforms listed in Table6]l the following noRTOE software is
required to run th@ OE:

e SSLv3.0implementation

e Transport standarddTTP, and FTP implementations

e SMTP implementation

e Webbrowser software

1.4.1 End User Accounts

The TOE providegndusersession and account management functionality, allowiireg
session cache to be flushed, enable and disaidaises, and manage passwords for

individual enduses.
1.4.2 End User Authentication and Authorization
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Enduses 6 a c deteremined kghe user information located in tHdser Store, and

the rules ad policies in the Policy Storeln the evaluated configuration, thser Store

is an LDAP server whicltontainsthe enduseb snformation, which includes their
authentication informatiarin the evaluated configuration, the TOE can also utilize a pre

existing External User Directory to retrieve end user informatibime Policy Serveuses

the protected resources name and the end us:
determine the end useros aut hentaveamthe on r eqglt
protected resources

The enduseris authenticated by one or more of the followtag methods: Basic over
SSL Windows Authentication Scheme, and/or a x.509 certificate, which is determined
by the realm thenduseris attempting to access.

1.4.3 Administrator Accounts

There are two options for SiteMinder administrator accoufite default is to use the
SiteMinder administrator accountsuper useaccount created by the install and the
domainadministrator accounts) that are created and stocadly in theAdministrator

Store. ThesuperUseraccount has the maximum system privileges. This account is

used to create all other Administrator accounts and also assigns the categories, rights, and
scope of those accounts. There are no passwticiegassociated with these accounts

no maximuniminimumlength and no limitations on what characters need to/cannot be
used. The accounts do not expire and no password history is maintained.

1.5 Usage and major security features

CA SiteMinder controlgnduseraccess to protected resources such as web server
content. SiteMinder grants or denies access by enforcing policies defined by SiteMinder
Administrators. These policies govern the level of access and which resangrces
accessed byreenduser The TOEalsoprovides the ability to set roles for security

relevant authority as well as to restrict the ability to define and assape of taskt
authorized administrators.

CA SiteMinder extends the security amsermanagement functions of the wedrver by
controllingenduseraccess to protected Web content and resources. SiteMinder also
enables Web applications to configure unique access control policies.

Excluded From TOE

Local configuratiorfiles

Non-persistent sessiorisee section 9.1.33ession Ticket Management)
Use of the Static Agent Key for cookie encryption

The native Operating System

Support for RADIUS

User tokens (e.g. smartcards)

Multiple Policy Stores

Virtual Servers

—
o
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Proxy Servers (including Reverse Proxy Servers)

Domino Applicdion Servers

Security Zones

Administrative Journal and Event Handler

Nested Security

OneView Monitor

Simple Network Management Protocol (SNMP) Module

Event Manager Application

Directory Mapping

The following Authentication SchemesCRYPTO Card RBEL, HTML forms,

MS Passport, RADIUS CHAP/PAP, RADIUS Server, Safeword Server, Safeword
Server and HTML Forms, SecurlD, TelelD, Anonymous, Custom, Impersonation,
Certificate Mapping

Credentials Selector

e Variables (Static, Request Context, User Context, Form Post)

Impersonation
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1.7 TOE Type
SiteMinder r12 SPprovides the followingWWeb Access Control
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2 TOE Description

This section provides a description of the TOE in its evaluated configuration. This
includes the physical anddical boundaries of the TOE

2.1 Physical Boundary

The TOE includes the following CA SiteMinder components:
e Policy Server
¢ WAM AdministrativeUl
e Web Agent

The following table illustrates the minimum requirements needed to install the
SiteMinder WAM Administative Ul on a Windows and UNIX system.

Component Windows or Linux Solaris Unix

Single or Dualprocessor, _
CPU Intel Pentium 111 (or Sparc Workstation 440

compatible), 70800 MHZ MHz
512 MB system RAM. 1 GB| 512 MB system RAM. 1

Memory

is recommended GB is recommended
Available Disk Space 540 MB 540 MB
Temp Directory Space 450 MB 450 MB
The required JDK version ig The required JDK version i
IDK installed on the same syste installed on the same
as the WAM Administrative system as the WAM
Ul Administrative Ul
1024 x 768 or higher 1024 x 768 or higher

resolution with 256 colors o1 resolution with 256 colors

Screen Resolution better to properly view the | or better to properly view

Administrative Ul the Administrative Ul
A supported Web broser to | A supported Web browsel
Web Browser view the WAM to view the WAM
Administrative Ul Administrative Ul

Table 1-7 Minimum requirements for installation of WAM Administrative Ul

The following table illustrates the minimum requirememseded to install the
SiteMinder Policy Server on a Windows and UNIX system.

Component Windows or Linux Solaris Unix
CPU Intel Pentium 11l or better Sparc Wﬁﬁ;tatlon 440
Memory 512 MB system RAM 512 MB RAM
Available Disk Space 270 MB 300 MB
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Temp Directory Space

180 MB

200 MB (10 MB is requireg
for daily operation)

JRE

The required JRE version
installed on the same
system as the Policy Serv

The required JRE version
installed on the same
system as the Policy Servg

LDAP Directory Serveor
relational database

Ensure that LDAP director

server or relational databa

being used as a policy sto
is supported

Ensure that LDAP director

server or relational databa

being used as a policy sto
is supported

Table 1-8 Minimum requirements for installation of Policy Server

2.2 Logical Boundary

The logical boundaries of the TORre described in the terms of the security
functionalities that the TOE provides to the systems that utilize this produshdaser
access aatrol to protected resources.

The logical boundary of the TOE will be broken down into five security class features.

The TOE provides the following security features:

Identification, authentication and authorization- The TOE providesiser
identification authentication and authorization through the usesefaccounts and

passwords for Administrators aedduses. End wsess have to identify and authenticate

themselves before being allowed access to protected resolitisss based on
usename,group, and rule group/hile administrators have to identify and authenticate
themselveso the TOE via the WAM Aministrative Wefore gaining access to the
management features of the TOE

End user athentication schemes must be configured using the SitemiVAM

Administrative Ul. During authentication, SiteMinder Web Agents communicate with

the Policy Server to determine the proper credentials that must be retrieveah feowh a
userwho is requesting resources.

e Resources in each policy domain are gemimto realms. In the evaluated

configuration,

resour ceodos

al |

realm to

real

det er mi

ms wi | | be

reeduderdl ae

authentication scheme specifies the credentials thainihesermust supplyfor

authentication, as well as the method used by the Policy Server to authenticate the

enduseb s i de

ntity.
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e Authenticatecenduses of one realm can access a resource in another realm
without reauthenticating as long as the second realm is protectad by
authentication scheme with an equal or lower protection ldizah endusertries
to access a resource protected by an authentication scheme with a higher
protection level, SiteMinder prompts taduserto reauthenticate by entering the
credentiad required by the authentication scheme.

e Three types of authentication schemes are supported by the evaluated
configuration: Basic Authentication, Windows Authentication Scheme, and X.509
certificates.

e Basic Authentication Ove8SLv3.0 -- Basic authentiation identifies a end
userbased on asername and passwar@lheenduse6 s i denti ty i s st
UserStore With a basic authentication scheme, the Policy Server loitees
endused s i n f m thendser Storbased on thasername, then velies
that the password matches the one saved ib$leeStore Theenduserwill
supply his or her credentials via 88Lenabled browser. If thesername and
password supplied by tledusermatch the data in thdserStore
SiteMinder authenticatesdlenduser

¢ Windows Authentication SchemeThe Windows authentication scheme
allows SiteMinder to provide access control in deployments with Active
Directories running in native mode, as well as Active Directories configured
to support NTLM authenticain. The Windows Authentication scheme
replaces SiteMinderds previous NTLM aut
NTLM authentication schemes continue to be supportedsarwhfigured
using the new Windows Authentication scheme. The NTLM authentication
schemas used for resources that are protected by Web Agents on IIS Web
servers, and whosnduses access resources via Web browsers. This scheme
relies on a propertgonfigured 1IS Web server to acquire and verifiyead
usebs credent i al s .esautherizaRon tecisions ofted v er bas
usebs i dentity as a$hewmndowsdAuthegticatiome |1 1 S ser
Scheme relies on the underlying operating system to prevideser
authentication along with the TOE.

¢ X.509 Client Certificate Authentication SiteMinder supports the use of
X.509 V3 client certificates. Digital certificates act as cryptographic proof of
anendusebs i dentity. Once a certificate 1is
is used to verify the identity oflnreenduserwho is a&cessing a resource.
Certificate authenticatiois combined with basic authentication to provide an
even higher level of access security.
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Security Management- The TOE provides management capabilities throughtAd

AdministrativeUl provides account magement functionality, allowing an administrator

to enable and disabenduses, manage passwords for individealduses, and create

rul es/ policies which determine an end userods
resources The Policy Server Mamgement Consolie used to manage tleenfiguration

functions of the Policy Server such as logging and starting and stopping the Policy Server
processeghese functions are only used to place the TOE into the evaluated

configuration End users have the magement ability to change their own passwords.

Security auditi The TOE provides security auditing capabilities. Both the Web Agent
and Policy Server provide logging capabilities. The Web Agent logs all successful
authorizations oénduses and theccesses to protected resoundgeshe Policy Server

The Web Agent logs are storkmtally and sent to the Policy Server to storés local
auditlogs Error messages of the Web Agent itself are also logged. The Policy Server
records informationl@out the Policy Server itself and logs authentication, authorization,
administrator accesses, and administrator changes to policy store objects.

Partial protection of TSFT The Policy Server and Web Agent provide partial protection
of TSF data. The TORresents limited access to emgks. It maintains and controls
individual sessions faendusess.

Resource Utilization The Web Agent\WebAgent APILaye)) is responsible for
dynamically balancing the load between Policy Servers in a cluster basexen s
response time. Th&/ebAgent APILayerwill also fail-back to the original cluster when
the threshold requirements of available policy servers in that cluster are met.

2.2.1 Cryptographic Support

The TOE provides cryptographic support. The cryptogragled un this product has not

been FIPS certified nor has it been analyzed or tested to conform to cryptographic

standards during this evaluation. All cryptography has only been asserted as tested by the
vendor. The Policy Server communicates with the Wgént and WAM Administrative

Ul via an encrypted channel, which protects the data being transferred from disclosure

and modification. The TSF provides encryption of TOE information stored in its

different stores and information sent among the differemipoments of the TOE.

SiteMinder r12 SP1 should be installed in AF
is used.
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3 Conformance Claims

3.1 CC Version
This ST is CC v3.1.

3.2 CC Part 2 extended

This ST and Target of Evaluation (TOE) is Part 2 extended for EALBdaode all
applicable NIAP and International interpretations throligMay 2008.

3.3 CC Part 3 conformant plus flaw remediation

This ST and Target of Evaluation (TOE) is Part 3 conformant plus flaw remediation for
EAL3 to include all applicable NIAP anahternational interpretations throud!3 May
2008.

3.4 PP Claims

This ST does not claim Protection Profile (PP) conformance.

3.5 Package Claims

This ST claims a package for EAL3.

3.6 Package Name conformant or Package Name Augmented

This ST and Target of EvaluatioffOE) is conformant to EAL package claims
augmented witiALC_FLR.1 and ASE_TSS.2

3.7 Conformance Claim Rationale
There is no Conformance Claim rationale for this ST.
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4 Security Problem Definition
4.1 Threats

The TOE itself has threats and th@®H is also responsible for addressing threats to the
environment in which it resides. The assumed level of expertise of the attacker for all the
threats is unsophisticatetihe following are threats addressed by the TOE.

T.ACCESS Authorized uses could @in electronic access to
protected network resources by attempting to
establish a connectidhat they are not permitted to
perform.

T.ADMIN_ERROR An administrator may incoroly instdl or
configure the TOE, or install a acoupted TOE
resulting inineffective security mechanisms.

T.AUDIT_COMPROMISE A malicioususeror process may view audit
records, cause audecords to be lost or
modified, or preventuture audit records from
being recorded, thus maskingiged s act i on.

T.EAVESDROPPING A malicioususercoud eavesdrop on network
traffic to gain unauthorized access to TOE data.

T.MASK Uses whether they be malicious non-malicious,
could gain unauthorised access to the TOE by
bypassing identification and authentiation
countermeasures.

T.MASQUERADE A usermay masqueraaas an authorizagser
or an authorized IT entitytgain access to data or
TOE resources.

T.UNAUTH Uses could gain unauthorised @ass to the web

resources by bypassing idntification and
authenticatiomequirements.

4.2 Organizational Security Policies
There are no Organizational Security Policies that apply to the TOE.

4.3 Assumptions
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The specific conditions listed in this section are assumed to exist in the environment in
which the TOE is deployed. These assumptions are necessary as a result of practical
realities in the development of the TOE security requirements and the essential
environmental conditions on the use of the TOE.

4.3.1 Personnel Assumptions

A.ADMIN One or more authorideadministrators will be assigned to install,
configure and manage the TOE and the security of the information
it contains.

A.PATCHES System Administrators exercise due diligence to updaté@te

with the latest patches and patch tBperational Environment
(e.g., OS and databgsso they are not susceptible to
network attacks.

A.NOEVIL Users and administrators of the TOE are not careless,
wilfully negligent, or hostile and will follow and abide by
the instructions provided by the or gani zati onds
documentation.

4.3.2 Physical Assumptions

A.LOCATE The TOE will be located within controlled access facilities
that will prevent unauthorized physical access.
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5 Security Objectives

5.1 Security Objectives for theTOE
The following security objectives are be satisfied by the TOE.

O.ACCESS The TOE will provide measures to authorimees to access
specified TOE resources once theer has been authenticated.
User authorization is based on access rights configured by the
authorizeduses of the TOE.

O.AUDIT The TOE will provide measures for recording security relevant
events that will assist the authorizeges in detecting misuse of
the TOE and/or its security features that would compromise the
integrity of the TOE and violate the security objectivethef TOE.

O.AUTH The TOE will provide measures to uniquetientify all uses and
will authenticate the claimed identity prior to grantinguser
access to the resources protected by the TOE. The TOE will
provide measuret® uniquely identifyall adminstrators and will
authenticate the claimed identity prior to granting an administrator
access to the TOE.

O.MANAGE The TOE will provide authorizeadministrators with the
resources to manage and moniieeraccounts, resources,
and securitynformation relative to the TOE.

O.ROBUST_ADMIN_GUIDANCE The TOE will prowde administrators with
the necessarpformation for secure
delivery and management.

O.EAVESDROPPING The TOE will encrypt TSIgata that traverses the
networkto prevent maliciousses from gaining
unauthorized access to TOE data.

O.SELF_PROTECTION The TSF will maintan a domain for its own
execution that protecttself and its resources
from external intderence, tampering, or
unauthorized disclosure. The TSF wilfovide
load balancing with clusters and failover
between clusters, wth allows for continued
operation of the TOEithe event of a failure
within or between clusters.
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O.ROBUST_TOE_ACCESS The TOE will provide mechanias that control a
useb sogiclal access to the TOE and to explicitly
deny accest specificuses when appropriate.

5.2 Security Objectives for theoperational environment of the TOE

The following security objectives for th@peratonal environmenbf the TOE must be
satisfied in order for the TOE to fulfill its security objectives.

OE. ADMIN One or more authorized administrators will be assigned to
install, configure and manage the TOE and the security of
the information it cotains.

OE.FILESYS The security features offered by the underlying Operating
System andatabase protect the files used by the TOE.

OE.ROBUST_ACCESS TheOperational environmentill provide mechanisms that
controlause6b s | ogi c al BEaodteexdicitly o t he T
denyaccess t@pecificuses when appropriate.

OE.EAVESDROPPING  The Operational Environemnt will encrypt TSF data that
traverses the network to prevent malicious users from
gaining unauthorized access to TOE data.

OE.NOEVIL All end users and administrators of the TOE are not
careless, willfully negligent, or hostile and will follow
and abide by the instructions provided by the
or gani zgaidance daoéumentation.

OE.LOCATE The TOE will be located within contled access facilities
that will prevent unauthorized physical access.
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6 Extended Security Functional Requirements

Extended Security Functional Requirements for the TOE
The Table below contains the extended security functional requitsrioe the TOE:

Security Function Security Functional Components

Identification and Authentication FIA_ UAU_EXT.5(1)
Multiple authenticatiorschemes

Table 1-9 Extended Security Functional Requirements for the TOE

6.1.1 Class FIA: Identification and Authentication

Identification and Authentication is required to ensure tisags are associated with the
proper security attributes (e.g. identity, groups, roles, security or integrity levels). The
following extended requirements ftite FIA class have been included in this ST because
the TOE is capable of performing I&A schemes that are not covered by CC Hefel.

to the Extended Security Requirements Rationale in Section 8 for more information.

6.1.1.1 FIA_ UAU EXT.5(1) Multiple authentication schemes
Hierarchical to: No other components.
FIA_UAU_EXT.5.1(1) The TSF shall providex[509, Windows

Authentication Scheme, and Basic 088t] to
supportenduserauthentication.

FIA_UAU_EXT.5.2(1) The TSF shall authenticaémyusefs claimed
identity according to thelje realm and its
associated protection leyel

Dependencies: No dependencies.

Application Note: Windows Authentication Scheme relies on the
underlying OS, this SFR has bestiended.
This SFR is implemented patrtially by the
TOE andOperational environment

6.2 Extended Security Assurance Requirements
There are no extended Security Assurance Requirements in this ST.
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6.3 Extended Security Requirements for theDperational
environment

The Table below lists the extended security functional requirements f@pdetional
environment

Security Function Security Functional Components

FCS_CKM EXT.1
Cryptographic key generation
FCS_CKM EXT.4
Cryptographic key desiction

FCS_COPEXT.1
Cryptographic operation

Cryptographic Support

FIA_UAU_EXT.5 (2) Windows
Identification and Authentication Authentication Schemes

FPT_STM_EXT.1

Protection of the TSF Reliable Time Stamps

Trusted Path/Channels FTP_TRP_EXT.1 Trusted Path
FAU_SAR_EXT.1 Audit Review
Security Audit FAU STG_EXT.1 Protected Audit Tra
Storage

Table 1-10 Extended Security Functional Requirements for theDperational
environment

6.3.1 Class FCS: Cryptographic Support

The TOE relies on the Operation\Etmnment to protect the path from the remote end

user and the remote administrator to their r
administrative guidance includes information on the necessity of having this path

protected by SSL encryption. Thiswillense t hat a wuser s 1 nformat.i
authentication information) cannot be read by another user which is sniffing the packets

which are being sent over that path.

6.3.1.1 FCS_CKM_EXT.1 Cryptographic key generation
Hierarchical to: No other components.

FCS_CKM EXT.1.1 The Operational Environmerghall generate cryptographic
keys in accordance with a specified cryptographic key
generation algorithm [RSA] and specified cryptographic
key sizes [1024 bits] that meet the following: [RFC 2313].
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Dependencies:

Application note:

FCS_COP_EXT.1 Cryptographic operation
FCS_CKM EXT.4 Cryptographic key destruction

This SFR supports key generation 8L

6.3.1.2 FCS_CKM_EXT.4 Cryptographic key destruction

Hierarchical to:

No other components.

FCS_CKM EXT.4.1 The Operational Environmenghall destroy cryptographic

Dependencies:

Application note:

keys in accordance with a specified cryptographic key
destruction method [overwrite method] that meets the
following: [key zeroizatioh

FCS_CKM EXT.1 Cryptographic key generation

This SFR supports key destruction E8L

6.3.1.3 FCS_COP_EXT.1 Cryptographic Operation

Hierarchical to:

No other components.

FCS_COP_EXT.1.1The Operational Environmenshall perform [encryption

Dependencies:

Application Note:

and decryption] in accordance with a specified
cryptographic algorithm [AES] and cryptographic key sizes
[128 bits] that meet the following: [RFC 3268].

FCS_CKM EXT.1 Cryptographic key generation
FCS_CKM EXT.4 Cryptographic key destruction

This SFR supports the symnekey usage foESL

6.3.2 Class FIA: Identification and Authentication
Identification and Authentication is required to ensure ¢#mak uses are associated with

the proper security attributes (e.g. identity, groups, roles, security or integrity levels). The
following extended requirements for the FIA class have been included in this ST because
the Operational environment is capable of performing I&A schemes that are not covered

by CC Part 2. Refer to the Extended Security Requirements Rationale in Seftdron 8

more information.

6.3.2.1
Hierarchical to:

FIA_UAU_EXT.5(2) Windows Authentication Schemes

No other components.
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FIA_UAU_EXT.5.1 (2) TheOperational environmeshall provide: [
Gathers Windows credentials for resources stored
on an lIS 6.0 Web or ASApache 2.2 serveor
Solaris 10 serveand accessed by an Internet
browser. 1IS 6.0 Web Agent supports the Windows
authentication schemeWindows Passwoid to
supportenduserauthentication.

FIA_UAU_EXT.5.2 (2) The Operational environmerghall autheticate any
endused s claimed identity according to the
[following rules: CA SiteMinder end sers
must use one of the Windows Solaris
authentication scheme listenh
FIA_UAU_EX.5.1(2) before accessing a protected

resourcé.
Dependencies: No dependencies.
Application Note: SiteMinderds browser support

type of agent used.

6.3.2.2 FIA_ UID EXT.2 Useridentification before any action
Hierarchical to: No other components.
FIA_UID_EXT.2.1 The Operational environmenshall require each

userto identify itself before allowing any other
TSF-mediated actions on behalf of thaer

Dependencies: No dependencies.

6.3.3 Class FAU: Security Audit

Security auditing involves recognising, recording, storing, and analysing tiorm
related to security relevant activities (i.e. activities controlled by the TSF). The following
extended requirements for the FAU class have been included in this ST because the
OperationaEnvironmentis capable of performing auditing events that mot covered by

CC Part 2.Refer to the Extended Security Requirements Rationale in Section 8 for more
information.
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6.3.3.1 FAU SAR _EXT.1 Audit review
Hierarchical to: No other components.

FAU_SAR EXT.1.1 The Operational Environment shall provide[authorzed
administratot with the capability to readirole requesting
access to objects/resourcexsgd userrole assignment, role
based access authorization result, object/resource for
which access is being requesiddom the audit records.

FAU_SAR EXT.1.2 The Operational Environmentshall provide the audit
records in a manner suitable for tleministratorto
interpret the information.

Dependencies: FAU_GEN.1 Audit data generation

Application Note:  The TOE writes its audit records to local files on the OS
which it is installed upon The TOE relies on t
authentication and authorization mechanisms to determine
who can have access to these audit files. In the evaluated
configuration the TOE has been
root or admin account; whicimeans that all audit files
created by the TOE will have the permission of that root or
admin account.

6.3.3.2 FAU_STG_EXT.1 Protected audit trail storage
Hierarchical to: No other components.

FAU STG_EXT.1.1 The OperationalEnvironment shall protect the
storal audit records from unauthorized deletion.

FAU_STG_EXT.1.2 The OperationalEnvironment shall be able to
[prevent unauthorized modifications to the audit
records in the audit trail.

Dependencies: FAU_GEN 1 Audit data generation

Application Note: This requirement represents the data stored in the
local auditfiles.

6.3.4 ClassFTP: Trusted Path/Channels
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The TOE relies on the Operation Environment to protect the path from the remote end

user and the remote administrator to their respective TOE interfacel OHe 6 s

administrative guidance includes information on the necessity of having this path
protected by SSL encryption. This will ensu
authentication information) cannot be read by another user which is sniffipgckets

which are being sent over that path.

6.3.4.1 FTP_TRP_EXT.1 Trusted Path
Hierarchical to: No other components.

FTP_TRP_EXT.1.1 TheOperational Environmerghall provide a
communication path between the T&#d femotg users
that islogicdly distinct fromother communicatiopaths
and provides assuredentification of its end pats and
protection of theommunicated data fronmjodification,
disclosuré.

FTP_TRP_EXT.1.2 TheOperational Environmerghall permit femote serg
to initiate communication via the trusted path.

FTP_TRP_EXT.1.3 The TSF shall require the use of the trusted path for
[initial user authenticationall other TSFmediated
actions].

Dependencies: No dependencies

6.3.5 Class FPT: Potection of the TSF

This class contains families of functional requirements that relate to the integrity and
management of the mechanisms that constitute the TSF and to the integrity of TSF data.
The following extended requirements for the FPT class baea included in this ST
because th@perationalEnvironment is capable of performing protection of the TSF
events that are not covered by CC Part 2. Refer to the Extended Security Requirements
Rationale in Section 8 for more information.
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6.3.5.1 FPT_STM_EXT.1
Hierarchical to:

FPT_STM_EXT.1.1

Dependencies:

Application Note:

6.4 Proper dependencies

Reliable time stamps
No other components.

The OperationalEnvironment shall be able to
provide reliable timestamps for use by the TOE.

No dependencies

The Underlying OS needs to providaiable time
stamps from the system clock that is used for
inclusion in the audit records generated by the
TOE.

All dependencies for the extended security functional requirements were pulled from CC

Part 2.
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7 Security Functional Requirements

The following table provides a summary of the Security Functional Requirements
implemented by the TOE.

Security Function Security Functional Components
FAU_GEN.1
. . Audit data generation
Security Audit
FAU_GEN.2

Useridenity association

FCS_CKM.1(1)
Cryptographic key generation
FCS_CKM.1(2)
Cryptographic key generation
FCS_CKM.1(3)
Cryptographic key generation
FCS_CKM.4

Cryptographic key destruction
FCS_COP.1(1)
Cryptographic operation
FCS_COP.1(2)

Cryptographic operation
FCS_COP.1(3)
Cryptographic operation
FCS_COP.1(4)
Cryptographic operation

Cryptographic Support

FDP_ACC.1(1)
Subset access control

FDP_ACC.1(2)
Subset access control

FDP_ACF.1(1)
Security attribute based accesstooin

FDP_ACF.1(2)
Security attribute based access control

UserData Protection

FIA_AFL.1
Authentication and failure handling

FIA_ATD.1
Userattribute definition

FIA SOS.1
Verification of Secrets

FIA_UAU.1

Identification and Authentication
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Security Function Security Functional Components

Timing of authentication

FIA_UAU.6
Re-authenticating

FIA_UID.2
Useridentification before any action

FMT_MSA.1(J)

Management of security attributes
FMT_MSA.1(2)

Management of security attributes
FMT_MSA.1 (3)

Management of security attributes

FMT_MSA.2
Secure security attributes

FMT_MSA.3
Static attribute initialization

FMT_SMR.1
Security management roles

FMT_SMF.1
Specification of management functions

Security Management

FPT_FLS.1

Pr ion of the TSF . i .
otection of the TS Failure with preservation of secure state

FRU_FLT.1

Resource Utilization
Degraded fault tolerance

Trusted Path/Channels FTP_ITC.1 IntesTSF trusted channel

Table 1-11 Functional Components

7.1.1 Class FAU: Security Audit
7.1.1.1 FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:
a. Startup and shutdown of the audit functions;

b. All auditable events for thenpt specifiefl level of
audit; and
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c. [all operations listed in Table12, whetler allowed
or denied by the TOE.

Application Note:  An audit record is the same as an audd.

FAU_GEN.1.2 The TSF shall record within each audit record at least the
following information:
a. Date and time of the event, type of event, subject
identity, and the outcome (success or failure) of the
event; and

b. For each audit event type, based on the auditable
event definitions of the functional components
included in the PP/STrg¢mote server host name,
remote server host ID]

Dependencies: FPT_STM.1 Reliable time stamps

Application Note:  The remote server account name responsible for the
r e c oaredtiorsis the identity of the end user
administrator

Application Note:  An audit record is the same as an audg.

7.1.1.2 FAU_GEN.2 Use identity association
Hierarchical to: No other components.

FAU_GEN.2.1 The TSF shall be able to associate each auditable event
with the identity of theiserthat caused the event.

Dependencies: FAU_GEN.1 Audit data geneiian, FIA_UID.1 Timing of
idenification

7.1.2 Class FCS: Cryptographic Support

The Cryptography used in this product has not been FIPS certified nor has it been
analyzed or tested to conform to cryptographic standards during this evaluation. All
cryptography has only been asserted asddsy the vendor.
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7.1.2.1 FCS_CKM.1(1)
Hierarchical to:

FCS_CKM.1.11)

Dependencies:

Application note:

7.1.2.2 FCS_CKM.1(2)
Hierarchical to:

FCS_CKM.1.12)

Dependencies:

Application note:

7.1.2.3 FCS_CKM.1(3)
Hierarchical to:

FCS_CKM.1.13)

Cryptographic key generation
No other components.

The TSF shall generate cryptographic keys in accordance
with a specified cryptographic key generation algorithm
[AES] and specified crypigraphic key sizeslp8bits] that
meet the following: hong.

[FCS_CKM.2 Cryptographic key distribution or
FCS_COP.1 Cryptographic operation]

FCS_CKM.4 Cryptographic key destruction

FMT_MSA.2 Secure security attributes

This SFR supports key generation of the Session Key for
channel encryption.

Cryptographic key generation
No other components.

The TSF shall generate cryptographic keys in accordance
with a specifid cryptographic key generation algorithm
[AES Key Wraf and specified cryptographic key sizes
[192bits] that meet the following: [none].

[FCS_CKM.2 Cryptographic key distribution or
FCS_COP.1 Cryptographic operation]

FCS_CKM.4 Cryptographikey destruction

FMT_MSA.2 Secure security attributes

This SFR supports key generatimfrthe Agent Keys and
Session Ticket Keys by the Policy Server.

Cryptographic key generation
No other compoents.

The TSF shall generate cryptographic keys in accordance
with a specified cryptographic key generation algorithm
[FIPS140 Key Expansion Algorithin and specified
cryptographic key sizeslP8 bits] that meet the following:
[none].
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Dependencies:

Application note:

7.1.2.4

[FCS_CKM.2 Cryptographic key distribution or
FCS_COP.1 Cryptographic operation]

FCS_CKM.4 Cryptographic key destruction

FMT_MSA.2 Secure security attributes

This SFR supports key generatimiran AES key which is
derived from the Agent Keys Session Ticket Keyand is
used for the encryption of cookies by the Web Agent.

FCS_CKM.4 Cryptographic key destruction

Hierarchical to:
FCS _CKM.4.1

Dependencies:

Application note:

7.1.2.5

FCS_COP.11)
Hierarchical to:

FCS_COP.1.(1)

Depenencies:

Application Note:

7.1.2.6

FCS_COP.12)
Hierarchical to:

No other components.

The TSF shall destroy cryptographic keysaccordance
with a specified cryptographic key destruction method
[overwrite method] that meets the following:kely
zeroization.

[FDP_ITC.1 Import of user data without security attributes,
or FDP_ITC.2 Import of user data with securityrigtites,

or FCS_CKM.1 Cryptographic key generation]
FMT_MSA.2 Secure security attributes

This SFR supports key destruction of the Age&ys and
Session Ticket Keyuring key rollover

Cryptographic Operation
No other components.

The TSF shall perform [encryption and decryption] in
accordance with a specified cryptographic algorithm [AES
in OFB modg and cryptographic key sizes [128 bits] that
meet the following: fong.

[FDP_ITC.1 Import of user data without security attributes
Or FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

This SFR supports tHgessiorKey usage foencryption
between the Policy Sesr component and the Web
Agent/WAM Administrative Ul components

Cryptographic Operation
No other components.
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FCS_COP.1()

Dependencies:

Application Note:

7.1.2.7

FCS_COP.13)
Hierarchial to:

FCS_COP.1(8)

Dependencies:

Application Note:

7.1.2.8

FCS_COP.14)
Hierarchical to:

FCS_COP.1.4)

Dependencies:

The TSF shall perform [encryption and decryption] in
accordance with a specified cryptoginéc algorithm [AES

in CBC modé¢ and cryptographic key sizes [1B8s] that
meet the following: fong.

[FDP_ITC.1 Import of user data without security attributes
Or FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key degttion

This SFR supports thEES key derived from tt&ession
Ticket Keyusedfor encrypting/decrypting Session Tickets
administrator tokensand Password Services state data

Cryptographic Operation
No other components.

The TSF shall perform [encryption and decryption] in
accordance with a specified cryptographic algorithm [AES
in CBC modé¢ and cryptographic key sizes [1B8s] that
meet the following: fong.

[FDP_ITC.1 Import of user data without security attributes
Or FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

This SFR supmts the AES keglerived from an Agent Key
used for the encryption of albokies created by the Web
Agent and sent to an end user.

Cryptographic Operation
No other components.

The TSF shall perform [encryption and decryption] in
accordance with a specified cryptographigoathm [AES
Key Wragd and cryptographic key sizes [1B&s] that meet
the following: jnong.

[FDP_ITC.1 Import of user data without security attributes
Or FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
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Application Note:

This SFR supports theolicy Store Keyisage for
encrypting/decrypting information within the Policy Store
and Key Store

7.1.3 Class FDP:User Data Protection

7.1.3.1 FDP_ACC.1(2)
Hierarchical to:

FDP_ACC.1.1(1)

Dependencies:

Application Note:

7.1.3.2 FDP_ACC.1(2)
Hierarchical to:

FDP_ACC.1.1(2)

Dependencies:

7.1.3.3 FDP_ACF.1(1)
Hierarchical to:

FDP_ACF.1.1(1)

Application Note:

Application Note:

Subset access control
No other componds.

The TSF shall enforce th&J§er Policy] on [end users to
access protected resources via the web agent using the
operations GET, PUT, POSJT.

FDP_ACF.1 Security attribute based access control

A policy isa Policy Server object that bind=nd uses,
rules, responses, and optionally, time restrictions and IP
address  restrictions  together. Policies establish
entitlements for a SiteMinder protected entity. Wheerd
user attempts to access a resource, thaliqy is what
SiteMinder ultimately uses to resolve the request.

Subset access control
No other components.
The TSF shall enforce theAdiministrator Policy on

[Administrators performing operations as definadlable
1-12to policy server objec}s

FDP_ACF.1 Security attribute based access control

Security attribute based access control
No other components.

The TSF shall enforce th®gmain Policy to objects based
on the following: Jsemame, Groups, Resources, Rdalm

The above list of subject security attributes is enforced for
the CA Sitemindeznd uses.

The above list of security attributes is enforéed access
to protected resources.

Booz Allen CCTL

Page50



FDP_ACF.1.2(1)

FDP_ACF.1.3(1)

FDP_ACF.1.4(1)

Dependencies:

Application Note:

The TSF shall enforce the following rules to determine if
an operation among controlled subjects and controlled
objects is allowed: [

A An end user is explicitly granted access to a
resource by associatiasf theusename.

A An end user is implicitly granted access to a
resource if he/she belongs to a group which has
been granted access.

A A Rule or Rule Group assigned to the Policy
specifies the resources protected by the pplicy

The TSF ball explicitly authorize access of subjects to
objects based on the following additional rulean[end
user is explicitly granted access to a resource by
association of thesename]

TSF shall explicitly deny access of subjects to object
based on theop a rule denying access to an explicit
resource by a specifendusei.

FDP_ACC.1 Subset access control
Static attribute initialization.

and FMT_MSA.3

If any matching rules deny access to a resoysoecessing
stops, and the Policy Server returns any responses
associated with the deny access rule to the SiteMinder
Agent. For the FDP_ACF.1{) set of requirements,
subjects are endses.

Roles
Administrato r/ Operations Policy Server iaiEes
Super User P Objects
Scope Tasks
System | Manage Create/edit/delete Agents WAM ADMIN Ul
Sy;tem Createledit/delete Agemg&zggsura“o” WAM ADMIN Ul
an
Domain Create/edit/delete Agent groups WAM ADMIN Ul
) . Host Confguration
Obijects Create/edit/delete Objects WAM ADMIN Ul
Create/edit/delete policy domains WAM ADMIN UI
Create/edit/delete| authentication schemey WAM ADMIN Ul
Create/edit/delete| certificate mappings | WAM ADMIN Ul
Create/delete | Parentreaimsinall |\ ApmiN Ul
domains.
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Roles
Administrator/ Operations Fllley SEEL Interface
Super User P Objects
Scope Tasks
Create/edit/delete administrators. WAM ADMIN Ul
Flush all caches, including WAM ADMIN Ul
cached resources.
Change global settings. WAM ADMIN UI
All privileges for
Manage Domain
Obijects listed See below
below.

Domains| Manage | creae/editidelete | 188 (N managed |y v Apmin Ul

Domain domains)
Objects | createledit/delete rule groups (in WAM ADMIN Ul
managed domains)
createfedit/delete| M€SPONSES (in managel Ay ApmiN Ul
domains)
createfedit/delete|  "ESPONSE Groups (I |\ A\ Apmi N UI
managed domains)
createledit/delete| PONICIES (in managed |\ A\ ApmIN Ul
domains)
top-level realms (in
Edit managed domains (no, WAM ADMIN Ul
resource filters)).
Createledit/delete| ~ MeStedrealms (in 1y Ay Apmin Ul
managed domains)
specific realms from thg
resource cache, and
Flush flush all resources (in| WAM ADMIN Ul
privileged domains)
from the cache.

System | Manage Create/edit/delete password policies WAM ADMIN UI
Keys and Rollover Agent Keys WAM ADMIN Ul
Password Session Ticket Keys | WAM ADMIN Ul

Domans Manage password policies for
Password| Create/editdelete| ©TGUSeS 1 ATECIONeS |y Ay ApyiN U
Policies attached to_ managed

domains.
System | Manage all end usesession
Uses caches, or flush tlesmd
usersession cache of
Flush any individualenduser WAM ADMIN Ul
cache from any
directory.
Enable/disable EnAUSes I any | wam ADMIN Ul
irectory.
Force password | on anygnd usefnany | v am ADMIN Ul
change directory.
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Roles

Administrator/ Operations PRy SR Interface
Super User P Objects
Scope Tasks

Change password On an;(/j_end userinan -y am ADMIN Ul

irectory

Domain | Manage for individual end
end uses Flush session uses in directories WAM ADMIN Ul
caches attached to managed
domains.

End uses in directories
Enable/disable attached to managed| WAM ADMIN Ul
domains.

onend uses in
directories attacheat | WAM ADMIN Ul
managed domains.

On any end user in an
directory

Table 1-12 Management of TSF data

Force password
change

Change password WAM ADMIN UI

7.1.3.4 FDP_ACF.1(2) Security attribute based access control
Hierarchical to: No other components.

FDP_ACF.1.1(2) The TSF shall enforce th&diministrator Policy to objects
based on the followingtdsk and scoge

Application Note:  Administrators who have privileges to Manage Domain
Objects can create objects in a domain within the
administrator's sope.

FDP_ACF.1.2(2) The TSF shall enforce the following rules to determine if
an operation among controlled subjects and controlled
objects is allowed:An administrator is granted access to a
policy server object by association to scope and|task

FDP_ACF.1.3(2) The TSF shall explicitly authorise access of subjects to
objects based on the following additional rule3hg
default SiteMinderSuper User has full control with no
exceptionp

FDP_ACF.1.4(2) TSF shall explicitly deny access of subjects toeoty
based on thenpndg.

Dependencies: FDP_ACC.1 Subset access control and FMT_MSA.3
Static attribute initialization.
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Application Note

For the FDP_ACF.1(2) set of requirements, subjects are
administrators.

7.1.4 Class FIA: Identification and Authentication

7.1.4.1 FIA_AFL.1

Hierarchical to:

FIA_AFL.1.1

FIA_AFL.1.2

Dependency:

7.1.42 FIA_ATD.1

Hierarchical to:

Authentication failure handling
No other components.

The TSF shall detect whearj administrator configurable
positive integer within (§-214748364F unsuccessful
authentication attempts occur related &mnd ser login
attempt$

When the defined number of unsuccessful authentication
attempts has beemgli, the TSF shall :lpckout theEnd
User account(s) login forthe administrative configured
number of minutgs

FIA_UAU.1 Timing of authentication

User attribute definition
No other components.

FIA_ATD.1.1 The TSF shall maintain the following list of security
attributes belonging to individualses: [see Table :13
below]

Role Attribute Specfic Attribute
SM_USER
Username SM_USERNAME
SM_USER.OGINNAME
Password SM_USERPASSWORD
Session Ticket SM_USERSESSIONSPEC
EndUser Groups SM_USERGROUPS

Nested Groups SM_USERNESTEDGROUPS

Policies SM_USERPOLICIES

Responses for all Policie

SM_USERPRIVS

Responses for all Rules
under a Realm

SM_USERREALMPRIVS

Authentication Level

SM_AUTHENTICATIONLEVEL
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DisabledUser

SM_USERDISABLEDSTATE

AdministratofSuper
User

Scope

Task

Table 1-13 SiteMinder GeneratedUser Security Attributes

Dependencies:

7.1.4.3 FIA_SOS.1

Hierarchical to:

FIA_SOS.1.1

Dependencies:

7.1.44 FIA_UAU.1

Hierarchical to:

FIA_UAU.1.1

FIA_UAU.1.2

Dependencies:

7.1.45 FIA_UAU.6

Hierarchical to:

FIA_UAU.6.1

Dependencies:

No dependencies

Verification of Secrets
No other components.

The TSF shall provide a mechanism to verify thaecrets

meet fomplexity
organization 6 s

No dependencies

Timing of authentication

No other components.

requirements as defined in the
admini strator

gui dance

The TSF shall allow dccess unprotected resourfeam
behalf of theuserto be performed before these is

authenticated.

The TSF shall require eachser to be successfully
authenticated before allowing any other Ti®Ediated
actions on behalf of thatser

FIA_UID.1 Timing of identification

Re-authenticating
No other components.

The TSF shall rauthenticate thaserunder the conditions
[if the realm is protected by an authentication scheme with

a higher protection level

No dependencies
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7.1.4.6

FIA_UID.2.1

Dependencies:

FIA _UID.2
Hierarchical to:

Useridentifi cation before any action

FIA_UID.1 Timing of identification

The TSF shall require eaalserto identify itself before
allowing any other TSF-mediated actions on behalf of that
user

No dependencies

7.1.5 Class FMT: Security Management

7.15.1

Hierarchical to:

FMT_MSA.1.1(1)

Dependencies:

Application Note:

FMT_MSA.1(1) Management of security attributes

No other components.

The TSF shall enforce thédiministrator Policy to restrict
the ability to view or perform operations specified in the
Managemat of Security Attributes column ihable 114
below the security attributesafp specified inTable 114
below to [the roles as specified ifiable 114 below]

FDP_ACC.1 Subset access control, or FDP_IFC.1 Subset
information flow control FMT_SMR.1 Security roles,
FMT_SMF.1 Specification of Management Functions

In the table below, the interface used for managing security
attributes is theVAM ADMIN Ul

. . Management of Securit
Roles Security Attribute 9 Atiributes y
Administrator /Super User
Scope Tasks
Flush all caches, including
Session Ticket cached resourcesRevalidation
of the session ticket.
System Manage System an Session Ticket Ke) EO"OVGF of the Session Ticks
Domain Objects ey
Agent Key Rollover ofthe agent key.
Scope Create/edit/delete
Tasks administrators.
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Roles

Security Attribute

Management of Security
Attributes

Administrator /Super User

Scope

Tasks

Domains

Manage Domair
Objects

Session Ticket

Flush specific realms from th
resource cache, and flush
resources (in privilege
domains) from the cache
Revalidation of the sessig
ticket.

Session Ticket Key

Rollover of the Session Tickg
Key

Agent Key

Rollover of theAgentKey.

Domains

Manage Passwor
Policies

Password

Create/edit/delete passwo
policies for end wusers i
directories attached to manag
domains.
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Roles

Security Attribute

Management of Security

Attributes
Administrator /Super User
Scope Tasks
Flush all end user sessi
caches, or flush the end ug
Session Ticket session cache of any individy
end user cache from ar
directory; Revalidation of th
session ticket.
Session Ticket Key Rollover of the Session Tickg
Key
Agent Key Rollover of the agent key.
Username Create/edit/deletasername
DisabledUser E_nable/disableend uses in any
System | ManageEnd Uses directory.
p Force password change on g
assword ) .
end usein any directory.
Password Change password of any user
Groups, Neste¢ Add Uses to Groups an
Groups Nested Groups
Responses for a o
Policies Add Usess to Policies
Responses for a ) ,
Rules under & Associate a Rule with
Realm Response or Response Group
Flush end user session casl
for individual end users i
Session Ticket directories attached to manag
domains; Revalidation of th
session ticket.
Session Ticket Key Rollover of the Session Ticke
Key
_ Agent Key Rollover of the agent key.
Domain | ManageEnd Uses Username Create/edit/deletasername
Enable/disable end uses in
Disabled User directories attached to manag
domains.
Force password change emd
Password uses in directories attached
managed domains.
Password Change password
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Roles Security Attribute Management of Security

Attributes
Administrator /Super User
Scope Tasks
Groups, Neste( Assign Uses to Groups an
Groups Nested Goups
Responses for a o
Policies Add Usess to Policies

Responses for a _ _
Rules under & Associate a Rule with

Realm Response or Response Group
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Table 1-14 Management of Security Attributes

7152 FMT_MSA.1(2)
Hierarchical to:

FMT_MSA.1.1(2)

Dependencies:

7.1.5.3 FMT_MSA.1(3)
Hierarchical to:

FMT_MSA.1.1Q)

Dependencies:

7.1.54 FMT_MSA.2
Hierarchical to:

FMT_MSA.2

Dependencies:

7.1.5.5 FMT_MSA.3
Hierarchcal to:

FMT_MSA.3.1

Management of sectity attributes
No other components.

The TSF shall enforce thdJ§er Policy] to restrict the
ability to [changé the security attributesppsswordl to
[endusen].

FDP_ACC.1 Subset access control, or FIFE.IL Subset
information flow control FMT_SMR.1 Security roles,
FMT_SMF.1 Specification of Management Functions

Management of security attributes
No other components.

The TSF shall enforce thédiministratorPolicy] to restrict
the ability to RQuery, modify, or delefethe security
attributes &s listed in Table-1L6 External LDAP Directory
Attributeg to [Administrator$.

FDP_ACC.1 Subset access control, or FDP_IFC.1 Subset
information flow camtrol FMT_SMR.1 Security roles,
FMT_SMF.1 Specification of Management Functions

Securesecurity attributes
No other components.

The TSF shall ensure that only secure values are accepted
for [Session Keys, Agent Key Session Ticket Keys, AES

Keysd.

[FDP_ACC.1 Subset access control, or FDP_IFC.1 Subset
information flow contrgl, FMT_MSA.1 Management of
security attributes, FMT_SMR.1 Security roles

Static attribute initialization
No other components.
The TSF shall enforce theAdiministrator Policy to

provide festrictivd default values for security attributes
that are used to enforce the SFP.
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FMT_MSA.3.2

Dependencies:

7.1.5.6 FMT_SMF.1

Hierarchical to:

FMT_SMF.1.1

Dependencies:

Application Note:

7.1.5.7 FMT_SMR.1

Hierarchical to:

FMT_SMR.1.1

FMT_SMR.1.2

Dependencies:

Application Note:

The TSF shall allow the Administratof to specify
alternative initial values to override the default values when
an object or information is created.

FMT_MSA.1 Management of
FMT_SMR.1 Security roles

security  attributes,

Specification of management functions

No other components.

The TSF shall be capable of performing the following
security management functionsas| specified inTable 1-

12]

No dependencies

Modify enduses includes changingserpasswords.
Security roles

No other components.

The TSF shall maintain the role®dministrators, End
Users, SuperUsel].

The TSF shall be able to associaserswith roles.

FIA_UID.1 Timing of identification

The above security functional requirement component has
three roles: Administrators(Domain Admin, System

Admin) End Users, and SupeiUser, which are default
roles that can be renamed, but not deleted by anyone

7.1.6 Class FPT: Protectionof the TSF

7.16.1 FPT_FLS.1

Hierarchical to:

FPT_FLS.1.1

Dependencies:

Failure with preservation of secure state

No other components.

The TSF shall preserve a secure state when the following
types of failures occur:fdilure of a Policy Server in a
SiteMinder cluster is dected.

No dependencies
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7.1.7 Class FRU: Resource Utilization

7.1.7.1 FRU FLT.1
Hierarchical to:

FRU_FLT.1.1

Dependencies:

Degraded fault tolerance
No other components.

The TSF shall ensure the operation aédess control to
protected resourcéswhen the folbwing failures occur:
[failure of a Policy Server in a SiteMinder cluster is
detectedl

No dependencies

7.1.8 ClassFTP: Trusted Path/Channels

7.1.8.1 FTP_ITC.1
Hierarchical to:

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

Dependencies:

Inter -TSF trusted channel
No other components.

The TSF shiaprovide a communication channel
between itself and another trusted IT product that is
logically distinct from other communication channels
and provides assured identification of its end points and
protection of the channel data finanodification or
disclosure.

The TSF shall permitiie TSEto initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted
channel for the transfer of dathetwesn hePolicy Server
component, and the Web Server and WAM Administrative
Ul components

No dependencies
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7.2 Security Requirements for the OperationalEnvironment
There are no security functional requirements for the operaimvalonment in this ST.

7.3 Operations defined

The notation, formatting, and conventions used in this security target (ST) are consistent

with version 3.1 of the Common Ciriteria for Information Technology Security
Evaluation. All of the components in this &fe taken directly from Part 2 of the CC

except the ones noted with A_EXTO0 in the <co
information conventions were developed to aid the reader.

The CC permits four functional component operations:, iteration, assignselection,
and refinement to be performed on functional requirements. These operations are defined
in Common Criteria, Part 1 as:

7.3.1 Assignments made

Assignments allow the specification of parameters and are specified by the ST author are
in [italicized bold text].

7.3.2 lterations made

Iterations allow a component to be used more than once with varying operations and are
identified with a dash and a pound sig#™' These follow the short family name and

allow components to be used more than once with vgryio per at i ons. An as
refers to all iterations of a component.

7.3.3 Selections made

Selections allow the specification of one or more items from a list and are specified by
the ST author are ifitalicized bold text].

7.3.4 Refinements made

Refinements atiw the addition of details and are identified with "Refinement:" right after

the short name. Additions to the CC text are specifigthlicized bold and underlined
text.
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8 Security Assurance Requirements

This section identifies the Security Assurance lRegnent components met by the TOE.
These assurance components meet the requirements for EAL3 augmented with
ALC_FLR.1and ASE_TSS.2

8.1 Security Architecture
8.1.1 Security architecture description (ADV_ARC.1)

ADV_ARC.1.1D

ADV_ARC.1.2D

ADV_ARC.1.3D

ADV_ARC.1.1C

ADV_ARC.1.2C

ADV_ARC.1.3C

ADV_ARC.1.4C

ADV_ARC.1.5C

ADV_ARC.1.1E

The developer shall design and imptarhthe TOE so that the
security features of the TSF cannot be bypassed.

The developer shall design and implement the TSF so that it is able
to protect itself from tampering by untrusted active entities.

The developer shigprovide a security architecture description of
the TSF.

The security architecture description shall be at a level of detail
commensurate with the description of the S#forcing
abstractions described in the TOE design docume

The security architecture description shall describe the security
domains maintained by the TSF consistently with the SFRs.

The security architecture description shall describe how the TSF
initialisation process isesure.

The security architecture description shall demonstrate that the
TSF protects itself from tampering.

The security architecture description shall demonstrate that the
TSF prevents bypass of the SERforcing functbnality.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.1.2 Functional specification with complete summary (ADV_FSP.3)

ADV_FSP.3.1D
ADV_FSP.3.2D
ADV_FSP.3.1C

ADV_FSP.3.2C

The developer shall provide a furttal specification.

The developer shall provide a tracing from the functional
specification to the SFRs.
The functional specification shall completely represent the TSF.

The functional specification shaledcribe the purpose and method
of use for all TSFI.
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ADV_FSP.3.3C

ADV_FSP.3.4C

ADV_FSP.3.5C

ADV_FSP.3.6C

ADV_FSP.3.7C

ADV_FSP.3.1E

ADV_FSP.3.2E

The functional specification shall identify and describe alll
parameters associated with each TSFI.

For each SFRenforcing TSFI, the functional specification shall
describe the SKRnforcing actions associated with the TSFI.

For each SFRenforcing TSFI, the functional specification shall
describe direct error messages resulting from security enforcing
effects and exceptions associabgth invocation of the TSFI.

The functional specification shall summarize the SERporting
and SFRnorrinterfering actions associated with each TSFI.

The tracing shall demonstrate that the SFRs trace to TSFIs in the
functioral specification.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall determine that the functional specification is an
accurateandcomplete instantiation of the SFRs.

8.1.3 Architectural design (ADV_TDS.2)

ADV_TDS.2.1D
ADV_TDS.2.2D

ADV_TDS.2.1C

ADV_TDS.2.2C

ADV_TDS.2.3C

ADV_TDS.2.4C

ADV_TDS.25C

ADV_TDS.2.6C

ADV_TDS.2.7C

The developer shall provide the design of the TOE.
The developer shall provide a mapping from the TSFI of the
functional specification to the lowestwkd of decomposition
available in the TOE design.

The design shall describe the structure of the TOE in terms of
subsystems.

The design shall identify all subsystems of the TSF.

The design shall descrilbee behaviour of each SFR ron
interfering subsystem dhe TSF in detail sufficient to determine
that it is SFR nofinterfering.

The design shall describe the SERforcing behaviour of the SFR
enforcing subsystems.

The design shall summarize the Sglpporting and SFHRon
interfering behaviour of the SF&forcing subsystems.

The design shall summarize the behavior of the-S#pporting
subsystems.

The design shall providedescription of the interactions among all
subsystems athe TSF.
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ADV_TDS.2.8C

ADV_TDS.2.1E

ADV_TDS.2.2E

The mapping shall demonstrate that all behaviour described in the
TOE design is mapped to the TSFls that invoke it.

The evaluator shall confirm that thidormation provided meets all
requirements for content and presentation of evidence.

The evaluator shall determine that the design is an accurate and
complete instantiation of all security functional requirements.

8.2 Guidance Documents
8.2.1 Operational userguidance (AGD_OPE.1)

AGD_OPE.1.1D

AGD_OPE.1.1C

AGD_OPE.1.2C

AGD_OFE.1.3C

AGD_OPE.1.4C

AGD_OPE.1.5C

AGD_OPE.1.6C

AGD_OPE.1.7C

AGD_OPE.1.1E

The developer shall provide operationaérguidance.

The operationaliserguidance shall describe, for eagcserrole, the
useraccessible functions and privileges that should beraibed

In a secure processing environment, including appropriate
warnings.

The operationaliserguidance shall describe, for eagerrole,
how to use the available interfaces provided by the TOE in a
secure manner.

The operationaliserguidance shall describe, for eagerrole, the
available functions and interfaces, in particular all security
parameters under the control of tieer indicating secure values
as appropriate.

The @erationaluserguidance shall, for eaalserrole, clearly
present each type of securiglevant event relative to theser
accestble functions that need to Iperformed, including changing
the security characteristics of entities undercetrol of the TSF.

The operationaliserguidance shall identify all possible modes of
operation of the TOE (including operation following failure or
operational error), their consequences and implications for
maintaining secureperation.

The operationaliserguidance shall, for eaakserrole, describe the
securitymeasures to be followed in order to fulfill the security
objectives for th@perational environment as described in the ST.

Theoperationaliserguidance shall be clear and reasonable.

The evaluator shall confirm that the information provided meets all
requirementg$or content and presentation of evidence.
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8.2.2 Preparative Procedures (AGD_PRE.1)

AGD_PRE.1.1D

AGD_PRE.1.1C

AGD_PRE.1.2C

AGD_PRE.1.1E

AGD_PRE.1.2E

The devebper shall provide the TOE including its preparative
procedures.

The preparative procedures shall describe all the steps necessary
for secure acceptance of the delivered TOE in accordance with the
developer's delivery procedures.

The preparative procedures shall describe all the steps necessary
for secure installation of the TOE and for the secure preparation of
the operationaénvironment in accordance with the security
objectives for the operationahvironment as described in the ST.

The evaluator shall confirm that the information provided meets all
requirenentsfor content and presentation of evidence.

The evaluator shall apply the preparative procedures to confirm
that the TOEcan be prepared securely for operation.

8.3 Life Cycle Support
8.3.1 Authorization Controls ( ALC_CMC.3)

ALC_CMC.3.1D
ALC_CMC.3.2D
ALC_CMC.3.3D
ALC_CMC.3.1C

ALC_CMC.3.2C

ALC_CMC.3.3C

ALC_CMC.3.4C

ALC_CMC.3.5C

ALC_CMC.3.6C

ALC_CMC.3.7C

ALC_CMC.3.8C

The developer shall provide the TOE and a reference for the TOE.
The developer shall provide the CM documentation.

The developer shall use a CM system.

The TOE shall be labeled with its unique reference.

The CM documentation shall describe the method used to uniquely
identify the configuration items.

The CM sysem shall uniquely identify all configuration items.

The CM system shall provide measures such that only authorized
changes are made to the configuration items.

The CM documentation shall include a CM plan.

The CM plan shall describe how the CM system is used for the
development of the TOE.

The evidence shall demonstrate that all configuration items are
beingmaintained under the CM system.

The evidence shall demonstr#hat the CM system is being
operated in accordance with the CM plan.
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ALC_CMC.3.1E

The evaluator shall confirm that the ineation provided meets all
requirements for content and presentation of evidence.

8.3.2 CM Scope (ALC_CMS.3)

ALC_CMS.3.1D

ALC_CMS.3.1C

ALC_CMS.3.2C

ALC_CMS.3.3C

ALC_CMS.3.1E

The dereloper shall provide a configuration list for the TOE.

The configuration list shall include the following: the TOE itself;
the evaluatiorevidence required by the SARs; the parts that
comprise the TOE; and th@plementation represtation.

The configuration list shall uniquely identify the configuration
items.

For each TSF relevant configuration item, the configuration list
shall indicatehe developer of the item. Evaluator action elements:

The evaluator shall confirm that the infoaition provided meets all
requirements for content and presentation of evidence.

8.3.3 Delivery Procedures (ALC_DEL.1)

ALC_DEL.1.1D

ALC_DEL.1.2D

ALC_DEL.1.1C

ALC_DEL.1.1E

The developer shall document procedures for delivery of the TOE
or parts of it to the consumer.

The developer shall use the delivery procedures.

The delivery documentation shall describe all procedures that are
necessaryo maintain security when distributing versions of the
TOE to he consumer.

The evaluator shall confirm that the infletion provided meets all
requirements for content and presentation of evidence.

8.3.4 Identification of security measures (ALC_DVS.1)

ALC_DVS.1.1D

ALC_DVS.1.1C

ALC_DVS.1.1E

ALC_DVS.1.2E

The developer shall produce developngecurity documentation.

The development security documentation shall describe all the
physical, procedural, personnel, and other security measures that
are necessary to protect the confidentiality and integrity of the
TOE despn andimplementation in its development environment.

The evaluator shall confirm that the infleition provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that the secuntgasures are being
applied.
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8.3.5 Life-cycle definition (ALC_LCD.1)

ALC_LCD.1.1D

ALC_LCD.1.2D

ALC_LCD.1.1C

ALC_LCD.1.2C

ALC_LCD.1.1E

The developer shall establish a{dgcle model to be used in the
development and maintenance of the TOE.

The developer shall provide IHgycle definition documentation.

The life-cycle definition documentation shall describe the model
used tadevelop and maintain the TOE.

The life-cycle model shall provide for the necessary control over
the development and maintenaéehe TOE. Evaluator action
elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.3.6 Basic flaw remediation (ALC_FLR.1)

ALC_FLR.1.1D

ALC_FLR.1.1C

ALC_FLR.1.2C

ALC_FLR.1.3C

ALC_FLR.1.4C

ALC_FLR.1.1E

The developer shalldocument flaw remediation procedures
addressed to TOE developers. Content and presentation elements:

The flaw remediation procedures documentation shall describe the
procedures used to track all reported security flaws in each release
of the TOE.

The flaw remediation procedures shall require that a description of
the nature and effect of each security flaw be provided, as well as
the status of finding a correction to that flaw.

The flaw remediation procedures Bheequire that corrective
actions be identified for each of the security flaws.

The flaw remediation procedures documentation shall describe the
methods used to provide flaw information, corrections and
guidance on corrective actions to TQMEes. Evaluator action
elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.4 Security Target Evaluation
8.4.1 Conformance Claims (ASE_CCL.1)

ASE_CCL.1.1D

The develper shall provide a conformance claim.
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ASE_CCL.1.2D

ASE_CCL.1.1C

ASE_CCL.1.2C

ASE_CCL.1.3C

ASE_CCL.1.4C

ASE_CCL.1.5C

ASE_CCL.1.6C

ASE_CCL.1.7C

ASE_CCL.1.8C

The developer shall provide a conformance claim rationale.

The conformance claim shall contain a CC conformance claim that
identifies the version of the CC to which the ST and the €@
conformance.

The CC conformance claim shall describe the conformance of the
ST to CCPart 2 as either CC Part 2 conformant or CC Part 2
extended.

The CC conformance claim shall describe the conformance of the
ST to CC Part 3 as either CC Part 3 conformant or CC Part 3
extended.

The CC conformance claim shall be consistent with the extended
components definition.

The conformance claim shall identify all PPs and security
requiremenpackages to which the ST claims conformance.

The conformance claim shall describe any conformance of the ST
to a package as either packagaformant or packagaugmented.

The conformance claim rationale didgémonstrate that the TOE
type is consistent with the TOE type in the PPs for which
conformance is beinglaimed.

The conformance claim rationale shall demonstrate that the
statement of the security problem definition is ¢stesit with the
statement of the security problem definition in the PPs for which
conformance is beingaimed.

8.4.2 Extended components definition (ASE_ECD.1)

ASE_ECD.1.1D

ASE_ECD.1.D

ASE_ECD.1.1C

ASE_ECD.1.2C

ASE_ECD.1.3C

The developer shall provide a statement of security requirements.

The developer shall provide an extended components
definition.

The statement of security requirements shall identify all extended
security requirements.

The extended components definition shall define an extended
component for each extended security requirement.

The extended components definition shall describe how each
extendeccomponent is related to the existing CC components,
families, and classes.
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ASE_ECD.1.4C

ASE_ECD.1.5C

ASE_ECD.1.1E

ASE_ECD.1.2E

The extended componerdsfinition shall use the existing CC
components, families, classes, and methodology as a model for
presentation.

The extended components shall consist of measurable and
objective elements such that conformance or nonconformance
these elements can be demonstrated.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that no extended comporembe
clearlyexpressed using existing components.

8.4.3 ST Introduction (ASE_INT.1)

ASE_INT.1.1D

ASE_INT.1.1C

ASE_INT.1.2C
ASE_INT.1.3C

ASE_INT.1.4C

ASE_INT.1.5C

ASE_INT.1.6C

ASE_INT.1.7C
ASE_INT.1.8C

ASE_INT.1.1E

ASE_INT.1.2E

The developer shall provide an ST introduction.

The ST introduction shall contain an ST reference, a TOE
reference, a TOBverview and & OE description.

The ST reference shall uniquely identify the ST.
The TOE reference shall identify the TOE.

The TOE overview shall summarize the usage and major security
features of the TOE.

The TOE overview shall identify the TOE type.

The TOE overview shall identify any narOE
hardware/software/firmwanmequired by the TOE.

The TOE description shall describe the physical scope of the TOE.
The TOE description shall describe the logical scope of the TOE.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that tR®©E reference, the TOE
overview, andhe TOE description are consistent with each other.

8.4.4 Security Objectives (ASE_0BJ.2)

ASE_0BJ.2.1D

ASE_0BJ.2.2D

The developer shall provide a statement of security objectives.

The developer shall provide a setynbjectives rationale.
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ASE_0BJ.2.1C

ASE_0OBJ.2.2C

ASE_0BJ.2.3C

ASE_0BJ.2.4C

ASE_OBJ.2.5C

ASE_0BJ.2.6C

ASE_OBJ.2.1E

The statement of security objectives shall describe the security
objectives for the TOE and the security objectives for the
operational environment.

The security objectives rationale shallceaeach security objective
for the TOEback to threats countered by that security objective
and OSPs enforced by that security objective.

The security objectives rationale shall trace each security objective
for the operational evironment back to threats countered by that
security objective, OSPs enforced by that security objective, and
assumptions upheldylihat security objective.

The security objectives rationale shall demonstrate that the security
objedives counter all threats.

The security objectives rationale shall demonstrate that the security
objectivesenforce all OSPs.

The security objectives rationale shall demonstrate that the security
objectives for the opetianal environment uphold all assumptions.

The evaluator shall confirm that the ineation provided meets all
requirements for content and presentation of evidence.

8.4.5 Security Requirements (ASE_REQ.2)

ASE_REQ.1.1D
ASE_REQ.1.2D

ASE_REQ.1.1C

ASE_REQ.1.2C

ASE_REQ.1.3C

ASE_REQ1.4C

ASE_REQ.1.5C

ASE_REQ.1.6C

The developer shall pvade a statement of security requirements.
The developer shall provide a security requirements rationale.

The statement of security requirements shall describe the SFRs and
the SARs.

All subjects, objects, arations, security attributes, external
entities and other terms that are used in the SFRs and the SARs
shall be defined.

The statement of security requirements shall identify all operations
on thesecurity requirements.

All operations shall be performed correctly.

Each dependency of the security requirements shall either be
satisfied, or the security requirements rationale shall justify the
dependency not being satisfied.

The satement of security requirements shall be internally
consistent.
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ASE_REQ.1.1E

The evaluator shall confirm that the information provided meets all
requirementg$or content and presentation of evidence.

8.4.6 Security Problem Definition (ASE_SPD.1)

ASE SPD.1.1D
ASE_SPD.1.1C

ASE_SPD.1.2C

ASE_SPD.1.3C

ASE_SPD.1.4C

ASE_SPD.1.1E

The developer shall provide a security problem definition.
The security problem definition shall describe the threats.

All threats shall be described in terms of a threat agent, an asset,
and an adverse action.

The security problem definition shall describe the OSPs.

The security problem definition shall describe the assumptions
about theoperational environment of the TOE.

The evaluator shall confirm that the imeation provided meets all
requirements for content and presentation of evidence.

8.4.7 TOE Summary Specification (ASE_TSS)

ASE_TSS2.1D

ASE_TSS2.1C

ASE_TSS.2.2C

ASE_TSS.2.3C

ASE_TSS2.1E

ASE_TSS2.2E

8.5 Tests

The developer shall provide a TOE summary specification.

The TOE summary specification shall describe ltloe TOE
meets each SFR.

The TOE summary specification shall describe how the TOE
protects itself against interference and logical tampering.

The TOE summary specification shall describe how the TOE
protects itself agast bypass.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that the TOE summagcsication is
consistent with te TOE overview and the TOE description.

8.5.1 Analysis of Coverage (ATE_COV.2)

ATE_COV.2.1D

ATE_COV.2.1C

ATE_COV.2.2C

The developer shall provide an analysis of the test coverage.

The analysis of the test coverage shall demonstrate the
correspondence betwedrettests in the test documentation and the
TSFIs in the functional specification.

The analysis of the test coverage shall demonstrate that all TSFIs
in thefunctional specification have been tested.
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ATE_COV.2.1E The evaluator shalonfirm that the indrmation provided meets all
requirements for contémand presentation of evidence.

8.5.2 Basic Design (ATE_DPT.1)
ATE_DPT.1.1D The developer shall provide the analysis of the depth of testing.

ATE_DPT.1.1C The analysis of the depth @&sting shall demonstrate the
correspondence between the tests in the test documentation and the
TSF subsystems in the TOE design.

ATE_DPT.1.2C The analysis of the depth of testing shall demonstrate that all TSF
subsystems in the TOE desigrvbdeen tested.

ATE_DPT.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.5.3 Functional Tests (ATE_FUN.1)
ATE_FUN.11D The developer shall test the TSF and document thesesul
ATE_FUN.1.2D The developer shall provide test documentation

ATE_FUN.1.1C The test documentation shall consist of test plans, expected test
results and actual test results.

ATE_FUN.1.2C The test plans shall identify the tests to be performddiascribe
the scenarios for performing each test. These scenarios shall
include any ordering dependencies on the results of other tests.

ATE_FUN.1.3C The expected test results shall show the anticipated outputs from a
successful execution tfe tests.

ATE_FUN.1.4C The actual test results shall be consistent with the expected test
results.

ATE_FUN.1.1E The evaluator shall confirm that the information provided mdkets a
requirements for content and presentation of evidence.

8.5.4 Independent Testing (ATE_IND.2)
ATE_IND.2.1D The developer shall provide the TOE for testing.
ATE_IND.2.1C The TOE shall be suitable for testing.

ATE_IND.2.2C The developer shall provide an equivalent set of resources to those
thatwere used in the deveder's functional testing of the TSF.

ATE_IND.2.1E The evaluator shall confirm that the imgation provided meets all
requirements for content and presentation of evidence.
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ATE_IND.2.2E

ATE_IND.2.3E

The evaluator shall execute a sample of tests in the test
documentation teerify the developer test results.

The evaluator shall test a subset of the TSF to confirm that the TSF
operates as specified.

8.6 Vulnerability Assessment
8.6.1 Vulnerability Analysis (AVA_VAN.2)

AVA_VAN.2.1D
AVA_VAN.2.1C

AVA_VAN.2.1E

AVA_VAN.2.2E

AVA_VAN.2.3E

AVA_VAN.2.4E

The developer shatirovide the TOE for testing.
The TOE shall be suitable for testing.

The evaluator shall confirm that thdarmation provided meets all
requirements for content and presentation of evidence.

The evaluator sl perform a search of public domain sources to
identify potential vulnerabilities in the TOE.

The evaluator shall perform an independent vulnerability analysis
of theTOE using the guidance documentation, functional
specificaton, TOE design and security architecture description to
identify potential vulnerabilities in the TOE.

The evaluator shall conduct penetration testing, based on the
identified potential vulnerabilities, to determine that the TOE is
resistant to attacks performed by an attacker possessing Basic
attack potential.
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9 TOE Summary Specification

9.1 TOE Security Functions
This section describes the security functions provided by the TOE.

9.1.1 Access Control

There are two types of accessitrols within the TOE; Access Control fadministrators
andAccess Control for endses.

9.1.1.1 Administrator Access Control

The Siteminder WAM Administrative Ul authenticates SiteMinder administrator
accounts using th@&dministratorStore. WAM Admin Ul compaent provides a web
accessable GUI (also known as the WEB Admin GUI) which allows an adminstrator to
manage the TOEAdministratorsaccessing the Policy Server Management Coreae
required by the underlying OS to enterusename and password, but thaye not
required to authenticate to the TOE via one of the authentication schemes mentioned in
this document (see sectior22f the INT for more information).

Depending on oneé6és role in an organization,
differert resources and features, and are responsible for different tasks, based on policies
createdvia the Administrative Ul These policies define rules and the tasks whieh
performed by thelomainadministrator in the policy domain. At least one admiatsir

must be assigned to each domain. An administrator can be assigned to more than one
domain; however, he can only perform the duties within the scope of the domain(s) to
which hebdés assigned. The Sit e Mgraingce r admi i
administrative privileges, so the management of Policy Server objects and SiteMinder
tools across a few or many individuals in an organizaireorganized accordingly.
TheremoteSuperUseraccounts included in the TOE anldasall of the same attrildas

as an administrator. This account is the default account that is set up at installation and
is used to create all other Administrator accounts and also assigns the categories, rights,
and scope of those accountsis not recommended that the Supkser account be used

for dayto-day administrationAn administrator can only create another administrator
with the same or lesser privileges. For example, an administrator with GUI and reports
privileges cannot create an administrator with GUI, reporiglgges and local API
privileges. Administrator privileges are determined by the tasks that are enabled for the
administrator. These privileges allow administrators to use a set of P&egver
features.

9.1.1.2 End UserAccess Control to Protected Resources

This section refers only to endgser access to protected resources. By default, if a
resource is unprotected, access to that resource is allowed.
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Administrators have the ability to crearduses and to assign ainduses to groups as
needed. Thesenduses and/or groups are then added to policies in order to gain access
to protected resourceA.policy exists as part of a Poli®omain. The policy defines the

type of access fomaeenduser A policy binding is created between the sele&eduses

and the policy when an administrator addseaduseror group to the policy. Whema
endusertries to access a protected resource, the policy verifies thahtheseris part of

its policy binding, and then enforces the rules included in the pilisge if theenduser

is allowed to access the resource, if any authentication and authorization events must be
processed, and if any responses should be generated and returned to Sitg¥éinder
Agents. When the Policy Server processes rules, it lawkihié longest matching string

that consists of a resource filter specified in the realm and a resource specified in the rule.
The following figure illustrates all of the possible components of a policy.

Paolicy Rule or User Response or Time IP Address Bctive

Rule Group Diirectony HEGspunE.e Paolicy
roup
= T . B + — +® +1.2.3.4+
— ()
Optional

Figure 1-3 Componerts of a Policy

A Rules/Rule Groups- A policy must contain at least one rule or rule group. A
rule identifies a specific resource or resources that are included in the policy.

A Users - A policy must specify thenduses (via usename)or groups oenduses
(via group namejhat are affected by the policy. Connections to tleskuses
or groups ofenduses must be cdigured in the SiteMindelUser Storedialog.
Only enduses orendusergroups forUser Storeshat are included in the policy
domain inwhich the policy is located may be associated with a policy.

A Responses A response defines the action that is triggered wherral user
accesses a resource specified in a rule. Responses can return attributes from a
User Store for use by other applicains or to customize the appearance of a
resource. Responses can also trigger actions based on authentication and
authorization events.

A IP Addresses (Optional) - A policy may be limited to specifiend user IP
addresses. Once an administrator adds anldResas restriction to a policy, iha
end userattempts to access a resource from an IP address not specified in the
policy, the polky will not apply for theend user and therefore will not
allow/deny access or process any responses.

A Time Restrictions (Optional) - A policy may be limited to specific days ar
ranges of hours. A policy with a time restriction wilbtnbe applied outside
specified times, and therefore will not allow/derrgess to protecte@sources or
process any responses.
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By default,when a policy is created, the policy is enabled. W#eV AdministrativeUl

allows an administrator to enable and disable policies. When a policy is enabled, rules
contained in the policy apply wh&mduses attempt to access the resources specified in
the rules. If an administrator disables a policy, the rules contained in the policy still
apply, but neenduserwill be authorized by the policy. Any resources specified in rules
contained in the policy are still protected. Until an administrator enéiegolicy, no

end uses may access resources associated with the rules specified in the policy.
However, if another enabled policy allows access to a resource in the disabledgoalicy,
uses associated with the enabled policy may access the resoutoeaddition an
administrator can delete a policy. When an administrator deletes a policy, all of the
elements in the policy still exist. It is only the grouping (or binding) of those elements
that are removed.

In a deployment of nested realms, theidoServer keeps a ranked list of matching
realms for use during processing. If any matching rules deny access to a resource,
processing stops, and the Policy Server returns any responses associated with the deny
access rule to the SiteMinder Agent. Thaliéy Server collects responses from all
matching rules enforced. When the Policy Server finishes collecting responses based on
rules, it deletes any duplicate responses. In a deployment that uses nested realms, the
Policy Server collects the entire lgtaccumulated responses for all matching rules.

A rule with an authorization event action may be coupled with a SiteMinder response in a
policy. When a enduseris authorized (or rejected), the Policy Server passes any
responses associated with thelagable OnAccess rule back to the requesting Agent.

Rules with a Web Agent action (Get, Put, Post) either allow or deny access to the
resource(s) specified by a rule when one of the HTTP actions specified in the rule occurs.
When a rule that specifiesllow Access applies and thend user has authenticated
successfully, SiteMinder allows temduserto access the specified resourtbere is no

Deny Access for protected resources (ufit)t of the bow. Rules must be created for

this to happen. If a rule specifies Deny Access, SiteMinder denies access to the
successfully authenticateshd user Deny Access rules may be added to policies to
provide an additional layer of security by rejecting specific individuals or groups who
should not have access a resource.Allow Access is the default. Deny Access rules
take precedence over allow access ruléa. Deny Access rule and an Allow Access rule
applies when m enduserattempts to access a resource, the presence of the deny access
rule overridesll Allow Access rules

The Web Agent rule actions are:
A Get- Retrieves a resource for viewing via HTTP.
A Put- Supports legacy HTTP actions.
A Post- Posts information supplied byuservia HTTP.
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A Authentication events occur as SiteMinder tries to estalah enduseb s i dent i t y.
As a rule action, an authentication event causes the Policy Server to enforce a rule
at a particular point in the authentication process. Authentication events occur
when a enduseraccesses a resource protected by a rutértblades an Omuth
event. Unlike Web Agent actions or authorization events, authentication events
always apply to the entire realand the protection level associated with the
realm An admi ni st r-Authoule thatappleesto apower et e an O
a realm. The following is a list of possible @uth events:

A OnAuthAccept- Occurs if authentication was successful. This event may
be used to redirechaenduserafter a successful authentication.

A OnAuthReject- Occurs if authentication failetbr an end user that is
bound to a policy containing an &€Xuth-Reject rule. This event may be
used to redirect thenduserafter a failed authentication.

o Note: OnAuthAccept and OnAuthReject events are enforced both at
authentication time (when thenduser enters his / heusemame and
password) and at validation time (when t#ed usefs cookie is read
for enduserinformation).

A OnAuthAttempt- Occurs if theenduserwas rejected because SiteMinder
does not know thienduser(an unregisterednduser for example, can be
redirected to register first).

A OnAuthChallenge Occurs when custom challergesponse authentica
tion schemes are activated (for example, a token code).

A OnAuthUseNotFound - This event is only used to trigger Active
Responses.

Authorization events occur as SiteMinder verifies whether or moterad user is
authorized to access a resource. As a rule action, an authorization event causes the Policy
Server to enforce a rule at a particular point in the authorization protasstollowing
is a list of possible authorization events:
A OnAccessAccept Occurs as the result of successful authorization. This
event may be used to rediremmtd uses who are authorized to access a
resource.
A OnAccessReject Occurs as the result of failed aatlzation. This event
may be used to redireeind uses who are not authorized to access a
resource.

Userinitiated password changes allow emges to change their passwords without any
intervention from an administratorEnd wses can elect to changleir passwords by
clicking a link to access the Password Change Request fdomenableuserinitiated
password changes, the Policy Server administrator must add a Change Password link to
an HTML page. For example, administrators might add this lirk ltmyin page send

uses can opt to change their password at login.
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9.1.2 Identification and Authentication

Eachend usermust be successfully identified and authenticated before being allowed

access to protected resource$he Policy Server verifiesn endusebs 1 dentity b
retrievinguserattributes contained in thdser Store. The TOE employs authentication
schemesassoci ated with the reso.urAutkedtgatoneal m ar
schemes provide a way to collect credentials and deterthénidentity of a enduser If

an end usertries to access a resource with a higher protection level than the one he is
currently accessing, he will be required tearghenticate. If @ enduserattempts to

access a resource with an equal or lowetgation level within the same session, he is

not required to rauthentiate. The TOE supports a variety of authentication schemnes.

the evaluated configuration the followirsghemesare usedbasic usename/password
authentication, Windows authenticati schemes, to digital certificate authentication

(x.509). Simple schemes can be used for low risk network resources, while complex
schemes may be employed to ensure added security for critical network resources.
Authentication schemes must be configuusthg theWAM AdministrativeUl. During

authentication, SiteMinder Web Agents communicate with the Policy Server to determine

the proper credentials that must be retrieved framead user who is requesting

resources.

The following diagram outlines howhe system authenticates endes to protected
resources:
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Figure 1-4 Authentication to Protected Resources
9.1.2.1 End UserAuthentication

EndUsess are authenticated to the TOE via basic HTTP 8&i; X.509 certificates and
the Windows authentication scheme. Authenticatisrtonfigured to run over a Secure
Sockets Layer §SL) connection. The TOE uses HTTP o&$L as a method of
establishing an encrypted connection (using port 4443) between a client and a server
using digitalcertificates to initiate the connection, and to establish a proof of identity.
The following authentication scheme types are configured to uS&koonnection:

A Basic HTTPS

A X.509 Client Certificates

91211 Basic Authentication Schemes

Basic authentication schems used to verifyend useridentities against theasenames

and passwords that exist an User Store Basic authentication to a web resource
identifies a end userbased on aisername and password. Tlead useb s identity
stored in théJserStore. With a basic authentication scheme, the Policy Server lotteges

useb s i nf basedan thesarname, then verifies that the password matches the

one saved in th&ser Store If the username and password supplied by #red user

match the data ithe directory, SiteMinder authenticates émeluser

91.2.1.2 X.509 Certificates
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SiteMinder supports the use of X.509 V3 client certificates with RSA signatisreg
SHA-256 encryption Digital certificates act as cryptographic proof of enduseb s
identity. Once a certificate is installed on a client, that certifiestesed to verify the
identity of an enduserwho is accessing a resource. Certificate authenticationS&les
communication and is combined with basic authentication to provide an evenlaiger
of access security.

91.21.3 Windows Authentications

Windows Authentication is a proprietary mechanism developed by Microsoft to validate
end uses in pure Windows environments. Windows Authentication enforces Single
Sign-On by allowing Windows to gathend usercredentials during the initial interactive
desktop login process and subsequently transmitting that information to the security
layer. SiteMinder, using the Windows Authentication scheme, secures resources by
processingend user credentials obtaed by the Microsoft Integrated Windows
Authentication infrastructure. The Windows Authentication scheme allows SiteMinder
to provide access control in deployments with Active Directories running in native mode.
This scheme relies on a propedgnfiguredllS Web server to acquire and verify and
usebs credenti al s. The Policy Semdussds bases
identity on the response received by the IIS Web Server.

9122 Administrator Authentication

Traffic between th&VAM Administraive Ul applet and the Policy Server is protected by
exactly the same mechanism as is used for protecting the Web-tageolicy Server

traffic (see sectior®.1.6 Encrypted Communications for more information). The only
difference is that there is no matuauthentication between the Applet and the Policy
Server. Instead, after the secured connection is established, an administrator has to send
his usename/password over this protected connection. Only after credentials of the
administrator are verifiedian he execute administrative actions.

Local administrators can launch the Policy Server Management Console locally but first
need to authenticate to the account that was used to install the Policy Server. The
account that was used for installation of Baicy Server is the account thatll have
access to the Policy Servem(OS account with administrative privilege on Windows or
root account on Solaris QS In this case the underlying OS provides identification and
authentication of administrators whare able to login directly to the server OS hosting
the Policy Server softwareThe Policy Server Management Console is a-s&curity
relevant interface that will only be used during the installation and configuration of the
TOE.

9.1.3 Security Management
9.1.3.1 Session Ticket Management
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SiteMinder implements session management uSesgsionTickets. A SessionTicket

contains basic information aboun aend user and thatend useb s

information; it is used to identify threnduseb s

S e s s i aitesiracsinglessigon a | |
SiteMinder environment. Sessiditkets are encrypted and can only be read or validated

by the Policy Server. SiteMinder Web Agents @essionTickets to identifyenduses

and providethe SssionTicket to the Policy Servefor authorizations The Session
Ticket is handled differently depending upon whether the session is persistent-or non

persistent, however, only persistent sessions are included in this evaluation.

For a persistent session, the Web Agent placeSabsionTicket inits Agent User Cache

and, if possible, in an optional cookie on the clienkf a cookie is written, n@nduser

specific data is kept in the cookie itsé@lhe SessionTicket located in the cookies used
ta fimabthe @hel seregsiemdatévisch is also h e
e n d sessisnenfoicmg the

as

an i
stored thereThis allows aWeb Agentto validae a n
session timeoutsand enforce policy decisions which have previolldgnmade by the

ndex 1into

Policy Server

Management of theSession Ticket consists of revalidating &ession Ticket.
administrator can explicitly configure the Web Agent, working through the Policy Server.
browser

A session

cookie stored in tkaduseb s

An

cont ai

Agent uses toreacquire theend used $nformation from the Agent User Cache An
administrator can also flush tihgent UserCache which would forcereenduserto re
authenticate.

9.1.3.2

Management of Security Attributes

SiteMinder provides authorized administrators witire managemeninterfaces to
manage the following security attributes.

Role Attribute Specific Attribute
Username SM_USER
SM_USERNAME
SM_USER_OGINNAME
Password SM_USERPASSWORD
Session Ticket SM_USERSESSIONSPEC
EndUser Groups SM_USERGROUPS
Nested Groups SM_USERNESTEDGROUPS
Policies SM_USERPOLICIES
Responses for all Policies SM_USERPRIVS
Responses for all Rules under a Re{ SM_USERREALMPRIVS
Authentication Level SM_AUTHENTICATIONLEVEL
DisabledUser SM_USERDISABLEDSTATE

Table 1-15 Security Attributes
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A SM_USER- If the authentication method associated with a realm accessed by a
user requires that theuser provide ausename, the Web Agent places the
usename in an SMUSERNhttp header variable. lases where theserdoes not
provide ausename, such as certificabmsed authentication, the value of the
SM_USERheader variable is not set.

A SM_USERNAME - For an authenticategser this attribute holds theserDN as
disambiguated by SiteMinder. Fan anauthenticatedser this attribute holds the
userlD as specified by thaserin the login attempt.

A SM_USER.OGINNAME - This attribute holds theserID as specified by the
userin the login attempt.

A SM_USERPASSWORD- This attribute holds the password specified by the
user in the login attempt. This attribute is only available after a successful
authentication through the OnAuthAccept event. The value is returned only on
authentication, not on authorization.

A SM_USERSESSIONSPEG This attribute hold¢heuseb s s essi on ticket
usercredentials are authenticated, the Policy Server compares the credentials to
entries in auserdirectory. If the credentials match an entry, the Policy Server
creates a session ticket and authenticatesisbe SieMinder confirms that a
usedb s siendticket is valid instead of recheckingteeb s cr edenti al s ag
directory when an authenticatedermakes additional requests.

A SM_USERGROUPS- This attribute holds the groups to which teerbelongs.

If the userbelongs to a nested group, this attribute contains the group lowest in
the hierarchy.

A SM_USERNESTEDGROUPS This attribute holds the nested groups to which
the user belongs. For only the group furthest down in the hierarchy, use
SM_USERGROUPS. For example, iuserJSmith belongs to the group Accounts
Payable, which is contained in group Accounting, S SERNESTEDGROUPS
contains Accounting and Accounts Payable. If the administrator wants only
Accounting, use SMUSERGROUPS.

A SM_USERPOLICIES - When a useris authorized for a resource, this attribute
holds the names of the policies that give tiserauthorization. For example,
suppose that to purchase an item, the purchaser must be one o$ethe
associated with the Buyer policy. If the Policgr&r authorizes the purchaser to
buy an item, then SMUSERPOLICIES will contain Buyer.

A SM_USERPRIVS- When auseris authenticated and is authorized for a resource,
SM_USERPRIVS holds all of the response attributes for all policies that apply to
thatuser in all policy domains.

Booz Allen CCTL Page84



A SM_USERREALMPRIVS - When auseris authenticated or is authorized for a
resource under a realm, SMSERREALMPRIVS holds all the response
attributes for all rules under that realm. For example, suppose that there is a
realm calledequipment Purchasing. Under that realm, there is a CheckCredit rule.
Associated with the CheckCredit rule 1s
limit, such as limit = $15000, as a response attribute. If the buyer attempts to
purchase equipment wart $5000, the CheckCredit rule applies.
SM_USERREALMPRIVS would contain all of the response attributes for all of
the rules under the Equipment Purchasing realm.

A SM_AUTHENTICATIONLEVEL - When auseris authenticated for a resource,
this attribute holds aimteger number (of O to 1000) that represents the protection
level of the authentication scheme under whichugerwas authenticated.

A SM_USERDISABLEDSTATE - This attribute holds a decimal number that
represents a bit mask of reasons thaseris disalbed. The bits are defined in
SmApi.h under the Sm_Api_DisabledReason_t data structure, which is part of the
CA SiteMinder SDK. For example, aser may be disabled as a result of
inactivity, Sm_Api_Disabled_Inactivity. In Sm_Api_DisabledReason_t, the
reasm Sm_Api_Disabled_Inactivity, corresponds to the value 0x00000004. So, in
this case, SMUSERDISABLEDSTATE is 4. Ausercan be disabled for multiple
reasons.

9.1.3.3 Managing the Password Policy

Within the PasswordPolicy dialog, the number of failed logins fon @&nduseris set.
Once theend userhasmet the configured number of failed logins, the following will
occur depending on how SiteMinder is configured:

disable theEnd Useraccount(s) until the account is reactivated by an authorized
Administrator

allow theEndUserone login attempt after a specified number of minutes
re-enable the&endUseraccount after a specified number of minutes

> > >

The Incorrect Password group box is where an administrator can specify how many failed
logins are allowed beforengenduseraccount is disabled. Additionally, an administrator
can specify how long the account is disabled beforeradusercan attempt to log in
again.

The AAccount wi | | be disabled aftero field
login attempts i end usercan make before thenduseraccount is disabledLimiting

the number of unsuccessful attempts protects against programs designed to access a
resource by repeatedly trying passwords until the correct one is fdtiash enduser

fails to login carectly after the specified number of attempts, the Policy Server disables
theenduseb s a c Theamdused S a Cc ¢ 0 u n-¢énabted ks tin abn@nistrasor.
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EndUsess are required toreate andise stronffomplexpasswordss instructed by their

orga n i z auserguidaheein accordance with the documented password politye

organi zationds password policy can be conf |
enforced by CA SiteMinder.

In the WAM Administrative Ul, under the password policy propesdi dialog the
password policys configured. The Password Policy Dialog Fields and Controls are as
follows:

Name field- The name of the password policy.

Description field- Optionally, a brief description of the password policy.

The Password Policy dad) also contains the following tabs:

General- Allows an administrator to bind the password policy to all or part of a

userand or administrator directory, and enable the password policy.

Expiration- Lets an administrator configure criteria for passwexgiration such

as the maximum number of failed login attempts or the amount of time an account

can be inactive before it is disabled.

A Composition - Enables an administrator to specify rules governing the
composition of valid passwords such as minimumgtienand the minimum
numbers that comprise a password.

A Regular ExpressionsAllows an administrator to specify regular expressions that
valid passwords must match or not match.

A Restrictions- Allows an administrator to set restrictions for reusing passsy
creating similar passwords, and using specific words.

A Advanced- Allows an administrator to specify the order in which password

policies that apply to the sanuserdirectory or namespace should be evaluated

and set password preprocessing optioosdkample, removing white space).

> D> >

9.1.3.4  Static attribute initialization

CA SiteMinder enforces the CA SiteMinder Access Control Palastrictive default
values for security attributes that are used to enforce the SFP. CA SiteMinder allows per
the CA SiteMiner Access Control Policy the Administrator to specify alternative initial
values.

9.1.3.5 Management of TSF Data
9.1.35.1 Administrators

Through the WAM Administrative Ul the following must be done to create an
administrator:

A Identify the administrator
A ldentifythescope f an administratords privileges
A Select the individual tasks the administrator is allowed to complete.

Booz Allen CCTL Page 86



9.1.3.6 Web Agent Configuration

The Web Agent can be configured either centrally from the Policy Server or locally on
the workstation where the Web Agent desi. In this evaluation, all agents will be
centrally configured, which uses an Agent Configuration Object at the Policy Server to
define the Ageris configuration.

9.1.3.7 Register Trusted Hosts

A registered host is a machine which has resources protectetbyrde, or the
machine that has the WAM Administrative Ul componeYiu register a trusted host
from the system where you install a Web Aganthe WAM Administrative Ulthe host
registration process is part of the installation and configuraticzepsoAfter

registration is complete, the registration tool creates the SmHost.cdiof filee Web
Agent or populates a local database with the Shared Satteatthis file is createdr the
database is populatedccessfully, the client computer betes a trusted host. A trusted
host must be registered to communicate with the Policy Server.

HostConfigFile (SmHost.conf is a file that results from a successful registration of a
trusted host computer with the Policy Server. Once a host is successfjighgred, it is
considered a trusted host. By defaultVa#b Agents on the computer share this file, and
the trusted host registration must occur beforé/ai Agent can operate.

9.1.3.8 Policy Domains

A policy domain is a logical grouping of resources asded with one or moreiser
directories. In addition, policy domains require one or more administrator accounts that
can make changes to the objects within the policy domain. Policy domains contain
realms, rules, responses, and policies (and optionally,groups and response groups).
An administrator with the Manage System and Domain Objects privilege can grant
control over a policy domain to other administrators.

In addition to acting as a container for domain objects, policy domains also connect to
userdirectories. The Policy Server authenticatesluses based on the requirements of
the realm in which the target resource resides. In order to authenticatelaser the

Policy Server must find theser Storewhere @ enduseris defined. The Paly Server

does this by locating the policy domain to which a realm belongs. From the policy

domain, the Policy Server queries tiserStores peci fi ed in the policy

order.
9.1.3.9 Policies

A policy is createdhrough theVAM Administrative Ulanddefines the rules and tasks
which are performed by the domain administrator in the policy domain.
Once a policy is createend uses or groups ofend uses are added to the policy,
creating a policy binding between the seleaaduses and the policy When a end
usertries to access a protected resource, the policy verifies thahtheseris part of its
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