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1 Security Target Introduction

This chapter presents the Security Target (&¥@ntification information and an
overview. An ST contains the Information Technology (IT) security requirements of an
identified Target of Evaluation (TOE) and specifies the functional and assurance security
measures offered by the TOE.

1.1 ST Reference

This section provides information needed to identify and control this ST and its Target of
Evaluation. This ST targets Evaluation Assurance Level 3 (EAL3).

1.1.1 ST ldentification

ST Title: CA Access Control r13P1Security Target
ST Version: 2.0

ST Publication Date: October10, 2009

ST Author: Booz Allen Hamilton

1.1.2 Document Organization

Chapter 1of this ST provides identifying information for the CA Access Control r12
SP1 Itincludes an ST Introduction, ST Reference, ST Identification, TOE Reference,
TOE Overview, and TOE Type.

Chapter 2describes the TOE Description, which includes the physical and logical
boundaries.

Chapter 3describes the conformance claims mhagehis ST.

Chapter 4describes the Security Problem Definition as it relates to threats, Operational
Security Policies, and Assumptions met by the TOE.

Chapter 5 identifies the Security Objectives of the TOE and of the operational
environment.

Chapter 6describes the Extended Security Functional Requirements.
Chapter 7describes the Security Functional Requirements (SFRS).
Chapter 8 describes the Security Assurance Requirements (SARS).

Chapter 9is the TOE Summary Specification (TSS), a description offtimetions
provided by CA Access Control rI$P1to satisfy the security functional and assurance
requirements.
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Chapter 10provides a rationale, or pointers to a rationale, for security objectives,
assumptions, threats, requirements, dependencies, andifB. cl

1.1.3 Terminology

Term Definition

Access Authority A permission owned by an access to perform a specified acce
a resource. Also known as access rights.

Accessor Users and groups of users in the TOE. Accessors are bot
users an@dministrators.

ACL An Access Control List (ACL) specifies the accessors that
granted access to a resource and the type of access to wh
user is granted.

Administrator A trusted user who has the authority to stop Access Cg
services, modifyall or part of the rules, policies, and acces
information in Seosdb.

Agent Also known as Seagent. Responsible for providing Access Cq
client applications access &2wd and local OS management.

Authorization Also known as Seosd. Daemaasponsible to manage acce
daemon requests decision and CA Access Control database updates.
responsible for restarting Seagent if it has stopped.

CACL Conditional Access Control List. Provides an extension to
ACL. Specifies access to a resource where the access is
particular method.

Class Defines the properties that a record can have (Terminal, Pr(
Program, etc). Also defines a typeresource.

Client (OS and The machine from where Selang is used.

machine)

Database Also known as Seosdb. The main repository that con
information on accessors, resources and the policies that g
them.

Default Record | The permissions which arapplied to a resource if no speci
record for that resource exists.

End User A person who can log on, or can be the owner of a program [
or daemon program. An administrator is an end user when tryi
access | ocal f i | e werngdathedame wal i
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Term Definition
normal end users.

Enterprise usel On the native operating system. Access Control pulls

store information from here to Seosdb, or refers to the enterprise
store if the OS_user option is.on

Group A collection of users whousually shares the same acc
authorizations.

Host (OS ang The machine where CA Access Control components are install

machine)

NACL Negative Access Control List. It specifies the accessors thg
denied authorization to a resource, together tghtype of acces
they are denied.

Object A record on the TOE or a resource on the OS

Ownership A user or a group that has been explicitly assigned to a record

Operation Any action onan object (create, delete, read, write, execute, n
etc).

PACL Program Access List. Specific to an ACL that has a program ti
it.

Policy A rule or group of rules assigned to a record of an access
resource (ex. ACL, PACL, CACL, NACL).

Record A record is an instantiation of an accessor or a resaungeh the
TOE protects, which includes the attributes an administrator
manage to control access to a resource.

Resource An object that is protected by the access control mechanisms
TOE (e.qg. file, program, or service).

Rule Aruleiswrittenby an administrator t

a resource.

Security Level

An integer between 0 and 255 that can be assigned to access
resources.

Selang Command Language Interface.
SEOS_syscall | Used to intercept security related kereeénts.
Subject An individual (end user or administrator) in the context

attempting to access protected resources (either managed

Booz Allen Hamilton CCTIz CA, INC.
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Term

Definition

TOE or part of it)

Superuser A Superuser is the default administrator upon installation of
TOE. This accounis disabled once the TOE is in an operatid
state.

User A user is an Administrator or End User.

Watchdog Also known as Seoswd. This daemon constantly checks thi
other Access Control Services are running.
Seoswd restarts. it

If Seosd has stg

Table 1-1: Customer Specific Terminology

Term

Definition

Authorized user

A user who may, in accordance with the TSP, perform an operatig

External IT entity

Any IT product or system, untrustedtousted, outside of the TOE th

interacts with the TOE.

TOE Security
Functions (TSF)

A set consisting of all hardware, software, and firmware of the ]
that must be relied upon for the correct enforcement of the TSP.

1.1.4 Acronyms

Table 1-2: CC Specific Terminology

Acronym Definition
CA CA Incorporated
EAL Evaluation Assurance Level
IT Information Technology
(O Operating System
PP Protection Profile
SAR Security Assurance Requirements
SFR SecurityFunctional Requirements
ST Security Target
TOE Target of Evaluation
TSS TOE Summary Specification

Table 1-3: ST Acronyms
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1.1.5 References
The documentation referenced to populate this ST is identified below:

[1]Common Criteria for Information Technology Security Evalugtic@MB-2009-
07-002, Version 3.1 Revisiof3, July 2000.

[QICAE Access Control Endpoint Administratio
[BJICAE Access Control | mpl ement ati on Guide r
[4] Integrated_arch_IAM_whitepaper fpd

[S5JCAE Access Control Product Brief

[(JCAE Access Control selang Reference Guide

[7]JCAE Access Control Rel ease Notes r 12

1.2 TOE Reference
1.2.1 TOE Identification
CA Access Control r13P1
1.3 TOE Overview

CA Access Control is a security software product that is tiehe@perating system. The
UNIX/LINUX Operating Systems (OS) are used in the evaluated configuration. In
addition to supplying the regular security functidnsuch as an access rule database, an
audit log, and administration tools CA Access Control inteepts in memory the
operating system events that are to be protected. No changes are made to system files
other than the OS configuration files, and the UNIX kernel is not modified at all. CA
Access Control either denies or allows the operation based rupesiand policies in
Seosdb. The TOE enforces polisgsed control of who can access objects protected by
the PROGRAM, PROCESS, TERMINAL, FILE, USER, GROUP, SEOS,
SURROGATE, XUSER, and XGROUP classes. In addition, the TOE enforces policy
based control$o determine what users can do with their respective access rights and
under what circumstances that access is allowed.

CA Access Control is not a replacement for the operating system, but works in
conjunction with the underlying OS. CA Access Contradksosecurity related syscalls

that must be protected and an interception is put on the Access Control kernel module at
load time. This means control is passed to CA Access Control before the action or
operation is executed. Following the syscall intericept CA Access Control then
decides whether the user is allowed to perform the requested operation.

Note: The standard OS functionality which can be performed by CA Access Control
is not evaluated in this ST.
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The TOE

e Providespolicy enforcement on TOEesources

e Executes allowed operations for a particular user if bound by a rule or policy

e Providessecure audit logs

UNIX OS

Authorization

Seaudit

Seos.Audit

(also connects to

SEOS syscal)

-

o
o

Administrator

To Subscribers (Seagent)

Target of Evaluation O

LEGEND

IT Environment Q

Figure 1-1: TOE Boundary

TLS v1.0
Engine
(Seosd)
CLIENT OS Remote
Wachdog | | Agent | Port 5249 ngu/ig; Client U@
(Seoswd) (Seagent) |* TLS V10
(Selang)
Administrator
/L/ Local End User
Local Sepass,
Fle || Sesudo > [!EIJQ
(also connect %
System to Database)
Enterprise
User Store
~
KERNEL
SEOS syscall ¢ v
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In the evaluated configuration, the TOE is able n@anage distributed systems
simultaneously by utilizing the Policy Model approach. In the Policy Model, a Policy
Model Database (PMDB) is used as a central repository for a configuration. Other
endpoints subscribe to the PMDB, and when an administratotagpttee PMDB, the
updates are made to all subscribers as well, as illustrated in the following diagram:

Configuration ’
propagated by 7
sepmdd on 7

PMDB Endpoint -~ Seosdb Endpoint

\% Remote selang
' issues

v commands
5>

Remote Administrator PMDB Endpoint
Terminal

Seosdb Endpoint

Figure 1-2 Policy Model Implementation

When sepmdd detects that its PMDB has been updated, it propagates the updates by
communicating with the seages of the subscriber endpoints. The seagents parse these
commands and execute them as if they had been issued by selang.

1.4 TOE Type

CA Access Control r13P1provides the following: System Access Control.
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2 TOE Description

This section provides description of the TOE in its evaluated configuration. This
includes the physical and logical boundaries of the TOE.

2.1 Evaluated Components of the TOE

CA Access Control r1&P1is comprised of multiple components. The components are
identified below:

e Seosd

e Seoswd (Watchdog)

e Seagent (Agent)

e Seosdb (Database)

e SEOS_syscall

e Selang

e Policy Model Database (PMDB)

e Seos.audit

e Seaudit

e Sepmdd (PMDB Policy Model Database)

e Sepass

Note: Selang is installed on the local machine, but can also be used to manage
remote hosts. Selang is used for remote administration in the evaluated
configurationThe TOEG6s components wil/l run with t

How an accessor 0sesaureegisl intardeptett & dependest sigon the r
underlying OS. Table 14: Component Definitionglefines each component of CA
Access Control r1BP1 For a detailed description of each component see seéxfion
Evaluated Components of the TOE

Component Definition
Policy Model Databas( A PMDB is a repository of CA Access Control and conta
(PMDB) information on two types of objects: accessor records

resource records.Ilt also contains the rules and polic
which govern accessor access to objects. It is identic
Seosdb except for the fact that a Seogitbother PMDB)
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Component

Definition

can subscribe to a PMDB so that any changes made f{
PMDB will be made to all subscribaetatabasesas well.
PMDB functions as a virtual instance of Access Con
that pushes updates automatically based on the comn
issued to it from an actual instance of Access Control.

Seaudit

Seaudit is the application used by the TOE to access
interpret theaudit records in a humeaeadable format.

Seos.audit

Seos.audit is the | ocal s
a local machine. It audits how end users interact
resources protected by Access Control on their
machine. While seos.audibntansthe raw audit data, it i
accessed by the seaudit applicatibhe seos.audit file ca
be backed up to one or more files, which are lab
seos.audit.bak.*, where * represents the date the bg
was created.

Seosd

Seosd is the main CA Access Contralithorization
daemon/service. The Seosd makes the runtime dec
required to grant or deny access to a resource. In adg
Seosd monitors the Agent to ensure it is running. If
Agent stops, Seosd will restart it. Seosd is also respon
forkeeping track of a wuser 6
that they candt circumven

Seoswd (Watchdog)

Seoswd monitors file information and digital signatures
programs that are defined in Seosdb as trusted prog
Seoswd also monitors the status of seosd and restarts
is terminated.

Sepass

Sepass is a replacement for the local passwd comman
allows password policies defined by Access Control tg
applied to the system accounts of end users.

Sepmdd

Sepmdd runs on the same machine as any PMDB whic
been configured. It checks to see when the PMDE
updated (either by selang or a PMDB to which

subscribes), applies the updaad pushes the update to
subscriber seosdind PMDBIinstances whean update ha
been detected.

Agent

Agent is responsible for communicating with CA Acc
Control clients through port 5249 over TLS vl
Additionally, it manages security for the remc
administrators and monitors the Watchdog daemon/ser

Seosdb

Seosdb is the main repository of CA Access Control
contains information on two types of objects: acce
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Component

Definition

records and resource records. Seosdb also contair
rules and policies which govern accessor access to obje

Selang

Selang is a command line interface which is used rem
by administrators to manage the TOE. Selang all
administrators to manage the records of the accessor|
resources in their environment. Administrators can crf
new accessor records, deleted modify accessor record
modify all or part of Seosdb, and assign administrg
attributes to other administrators.

SEOS_syscall

SEOS_syscall typically hooks into the operating systel
boot up time (though it can be performed after boot as
and intercepts all access and privilege requs
SEOS_syscall works in conjunction with Seagent and S
to allow or deny access to the TOE.

Table 2-1: Component Definitions
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2.2

e Access Control Endpoint Management (Policy Manager)

Excluded from the TOE

The following classes:

ADMIN AGENT AGENT_TYPE| APPL AUTHHOST | CALENDAR
CATEGORY CONNECT CONTAINER | GAPPL GAUTHHOST | GFILE
GHOST GSUDO GTERMINAL | HNODE HOSTNET HOSTNP
HOLIDAY HOST LOGINAPPL | MFTERMINAL | POLICY PWPOLICY
RESOURCE_DESC | RESPONSE_TAB RULESET SECFILE SECLABEL | SPECIALPGM
TCP UACC USER_ATTR | USER_DIR

e Unicenter TNG

e Unicenter TNG usedefined classes

« Reporting Service

e Thenative Operating System of the host platform

e The GUI Administrator Interface

e The Task Delegation Service

e B1 Security

e Global Access Check (GAC)

« Resource Cache

e Network Cache

e Concurrent Logins

e Secons utility

o Other utilities as stated in Access Control Reffee Guide pp. 137 that have not

been discussed

2.3  Physical Boundary

The TOE includes the following CA Access Control components:

Seosdb (Database)
Seosd
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e SEOS syscall

e Seagent

e Seoswd (Watchdog)
e Seos.Audit

o Seaudit

e Selang Command Line Interface
e Sepmdd (PMB i Policy Model Database)

The following table identifies the CC testing platforms for CA Access Contrdb P12

Product Component Version Platforms
Linux Red Hat Advanced Server 5.0

CA Access Control r12SpP1 Solaris 10

Table 2-2: Supported Operating Systems

Note: In addition to the platforms listed in the table above, TLS implementation is
also required to run the TOE.

Minimum Requirements

Component Solaris Unix Linux
CPU Sparc Workstation 68it X86 64-bit
Memory (RAM) 128 MB 128 MB
100 MBT minimal 100 MBT minimal
installations installations
Hard Disk Space
150 MBT general 150 MBT general
installations installations
Client Package 60,000 KB 60,000 KB
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In addition to the aboveequirements, disk space is needed for the CA Seosdb, which is
the repository of records describing trusted programs, accessors and resources, and the
authorizations that permit controlled access to the resources. For example, a database for
one thousand cgessors, one thousand files, and five hundred access rules, occupies
approximately 2 MB of disk memory.

2.4  Logical Boundary

The logical boundary of the TOE includes the CA Access ControSPsoftware and
can be described in the terms of the security tfanalities that the TOE provides for
accessor access control to resources.

It is assumed that there will be no-uinsted users of CA Access Controhe TOE
environment is one where the potential attacker is unsophisticated, with access to only
standarcequipment and public information about the product. The TOE relies upon the
underlying operating system and platform to provide reliable time for its audit records.

2.4.1 Ildentification and Authorization

There are two types of users of the TOE: Administraami end users. Administrators
manage the TOE remotely through the command line interface: selang. One or more of
them will also be given the ability to access the audit records locally using seaudit. End
users access the TOE directly by logging ontortrespective local machine. Both types

of users are authenticated by the underlying Operating System before they are allowed to
access the TOE. The TOE can define password composition requirements to be applied to
system accounts for one or more endposars. This is accomplished by using the sepass
utility. Identification and Authorization is explained in more detail in secBoh4
Identification and Authorizatian

2.4.2 Access Control

Every attempt to aess a resource is performed by an accessor. These accessors must be
governed to ensure the proper access authorities or access rights are assigned and
enforced. In CA Access Control, these access rights are assigned and managed in a
variety of way, howewug to gain access to a resource the accessor must meet one or more
of the following criteria:

o The accessor must have the proper authority as granted by the resource Access
Control List (ACL)

e The accessor must be a member of a group that has accessyuthorit

e The accessor must be running a program that has the access authority. For
example, the accessor has the authority to run a program in the PROGRAMS
class.

e The default access of the resource allows some degree of interaction to accessors
f or wh i adspetific autheridys
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For a more detailed description of the Access Controls provided by CA Access Control,
review sectior9.2.5 Access Control for Accessors

2.4.3 Classes

Each object belongs to a predefined class which éllection of objects of the same
type. In CA Access Control, the class of a record defines the properties that the record
can have. All records in a class have the same properties but will have different values for
these properties. Each record camavalues for the properties appropriate to the
recordos cl ass.

The classes included in the evaluated configuration are: PROGRAM, PROCESS,
TERMINAL, FILE, USER, GROUP, SUDO, SURROGATE, XUSER and XGROUP.
For more information on Classes, review secf¢h6 Classes

2.4.4 Security Audit

CA Access Control generates secure and reliable audit logs which associate usernames to

al | resource actions. It mai ntains a wusero
circumvented by the su command. The audit records are stored in an audit log called
seos.audit. The location of the audit log is specified in the seos.ini file.

For more detailed information on Security Audit revigsetion9.2.7 Security Audit

2.4.5 Security Management

The TOE provides management capaletitthrough selang, the command line interface
that is used by remote administrators. Through the use of selang, CA Access Control
allows administrators to manage accessors and resources in their environment.
Administrators can create new accessor regodilete and modify accessor records,
modify all or part of Seosdb, and assign administrative attributes to other administrators.
In addition, administrators can perform distributive management of multiple endpoints
simultaneously, applying single rules a collection of them to a target subset of the
environment. For more information on Security Management review seftibB8
Security Management

2.4.6 Degraded Fault Tolerance

Once the TOE is started, its applicationsnitmr each other so that if one is terminated, it

can continuously be restored by another. Seoswd is responsible for restarting seosd if it
shuts down, seosd is responsible for restarting seagent if it shuts down, and seagent is
responsible for restartingeoswd if it shuts down. This ensures that the TOE cannot be
shut down on a local system without authorization and also ensures continued operation
in the event of an unexpected failure. In addition, seosd will refuse any kill attempt made
against, includig kill -9. The kernel module of the TOE is able to intercept attempts to
shut down the TOE and reject them.
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2.4.7 TOE Security Environment

The TOE is an application installed on a UNIX/Linux OS and controls access to
resources through Identification and Authorization and System Management. The TOE
relies upon the underlying OS to provide authentication which ensure users are associated
with the proper security attributes. The originally authenticated username of the accessor
is maintained by the TOE so that a trusted user cannot impersonate another trusted user.
In addition, the TOE relies upon the underlying OS to provide reliable time stemp

audit records. These requirements are outlined in se@&i8nExtended Security
Functional Requirements for the Operational Environment

2.4.8 Encrypted Communications

In the evaluated configuration, Accessn@rol employs the AES and RSA encryption

algorithms. The AES encryption algorithm uses -b88HMAC keys for symmetric

cipher. The RSA asymmetrley encryption algorithm is used with SFH¥%6 for TLS

connections and key generation. The TLS connectiarseésl to protect the disclosure

and modification of information between Seagent and the selang shell on the remote
client. ltés also used to protect the commu
updating subscriber databases when the Policy Modeiséx] which is performed

bet ween PMDB Endpoint 6s Se a §omdre irdomdition he s ub.
on Encrypted Communicatiofreview sectiorf.2.8 Encrypted Communicatians
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3 Conformance Claims

3.1 CC Version

This ST is compliant withCommon Criteria for Information Technology Security
Evaluation CCMB-20M-07-002, Version 3.1 Revisiof3, July 2000.

3.2 CC Part 2 Conformant

This ST and Target of Evaluation (TOE) is Part 2 conformant for EAL3, to include all
applicable NIAP and International interpretations through 13 May 2008.

3.3 CC Part 3 Conformant Plus Flaw Remediation

This ST and Target of Evaluation (TOE) is Part 3 conformant plus flaw remediation for
EAL3, to include all applicable NIAP and Internationaterpretations through 13 May
2008.

3.4 PP Claims
This ST does not claim Protection Profile (PP) conformance.

3.5 Package Claims
This TOE has a package claim of EAL3.

3.6 Package Name Conformant or Package Name Augmented

This ST and Target of Evaluation (TOE) is camfiant to EAL package claims
augmented witiALC_FLR.1 and ASE_TSS.2

3.7 Conformance Claim Rationale
There is no Conformance Claim rationale for this ST.
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4 Security Problem Definition
4.1 Threats

The TOE itself has threats and the TOE is also responsibbdtiyessing threats to the
environment in which it resides. The assumed level of expertise of the attacker for all the
threats is unsophisticated. The following are threats addressed by the TOE.

T.ACCESS: Unauthorized users could gain local or remote adoess
protected objects that they are not authorized to access.

T.ADMIN_ERROR: An administrator may incorrectly install or configure
the TOE, or install a corrupted TOE resulting in
ineffective security mechanisms.

T.AUDIT_COMPROMISE: A malicious user or q@cess may view audit records,
cause audit records to be lost or modified, or prevent
future audit records from being recorded, thus masking
a usero6s action.

T.EAVESDROPPING: A malicious user could eavesdrop on network traffic to
gain unauthorized access TOE data.

T.MASK: Users whether they be malicious or rnoalicious,
could gain unauthorized access to the TOE by
bypassing identification and authentication
countermeasures.

4.1.1 Organizational Security Policies
There are no Organizational Security Policlest apply to the TOE.
4.1.2 Assumptions

The specific conditions listed in this section are assumed to exist in the environment in
which the TOE is deployed. These assumptions are necessary as a result of practical
realities in the development of the TOE setyuriequirements and the essential
environmental conditions on the use of the TOE.

4.1.3 Personnel Assumptions

A.ADMIN: One or more authorized administrators will be assigned to install,
configure and manage the TOE.

A.PATCHES: System Administrators exercise ddiéigence to update the TOwith
the latest patches and patch the Operational Environfeegt, OS and
database) to ensure all known system vulnerabilities are not exploited.
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A.NOEVIL: Administrators of the TOE are not careless, willfully negligent, or
hostile and will follow and abide by the instructions provided by the
guidance documentation.

4.1.4 Physical Assumptions

A.LOCATE: The TOE will be located within controlled access facilities that will
prevent unauthorized physical access.
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5 Security Objectives
5.1  Security Objectives for the TOE
The following security objectives are to be satisfied by the TOE.

O.ACCESS: The TOE will provide measures to authorize users to access
specified TOE resources once the user has been
authenticated. User authorizationbssed on access rights
configured by the authorized users of the TOE.

O.AUDIT: The TOE will provide measures for recording security
relevant events that will assist the authorized users in
detecting misuse of the TOE and/or its security features
that wouldcompromise the integrity of the TOE and violate
the security objectives of the TOE.

O. FILESYS: The Security features offered by the TOE protect the audit
files used by the TOE.
O.MANAGE: The TOE will provide authorized administrators with the

resourcedo manage and monitor user accounts, resources,
and security information relative to the TOE.

O.EAVESDROPPING: The TOE will encrypt TSF data between the Seagent and
administrators on the Client operating system to prevent
malicious users from gaining unhotized access to TOE
data.

O.IDENTIFY : The TOE will provide measures to uniquely identify all
users and will maintain their original identity if they issue
commands as a super user in the environment.

O.PASSWORD: The TOE will enforce defined organizatainpassword
complexity requirements.

O.SELF_PROTECTION: The TOE will preserve a secure state and ensure access
control to resources when a component of the TOE fails.

O.ROBUST_ADMIN_GUIDANCE: The TOE will provide administrators with
the necessary informath for secure
delivery and management.

5.2  Security Objectives for the Operational Environment

The following security objectives for the operational environment of the TOE must be
satisfied in order for the TOE to fulfill its security objectives.
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OE.ADMIN: One or more authorized administrators will be assigned to
install, configure and manage the TOE.

OE.ROBUST_ACCESS: The operational environment will provide mechanisms that
contr ol a userods |l ogical access
deny access to specifisers when appropriate.

OE.NOEVIL: Administrators of the TOE are not careless, wilfully
negligent, or hostile and will follow and abide by the
instructions provided by the guidance documentation.

OE.LOCATE: The TOE will be located within controlled accdasilities
that will prevent unauthorised physical access.

OE.AUTH: The Operational Environment will provide measures to
uniquely identify all users and will authenticate the claimed
identity prior to granting a user access to the resources
protected by tt TOE. The Operational Environment will
provide measures to uniquely identify all administrators
and will authenticate the claimed identity prior to granting
an administrator access to the TOE.

OE.SYSTIME: The operating environment will provide reliab#gystem
time.
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6 Extended Security Functional Requirements
6.1 Extended Security Functional Requirements for the TOE
There are no extended Security Functional Requirements for the TOE in this ST.

6.2 Extended Security Assurance Requirements
There are no extend&kcurity Assurance Requirements in this ST.

6.3 Extended Security Functional Requirements for the Operational

Environment

The Table below contains the extended security functional requirements for the
Operational Environment:

Security Function Security Functional Components

FIA_UAU_EXT.2 (1)

User Authentication Before Any Action

FIA_UAU_EXT.2 (2)

Identification and Authentication User Authentication Before Any Action

(FIA) FIA_UID_EXT.2 (1)

User Identification Before Any Action

FIA_UID_EXT.2 (2)

Userldentification Before Any Action

Protection of the TSF FPT_STM_EXT.1 Reliable Time Stamps

(FPT)
Table 6-1: Extended Security Functional Requirements for the Operational

Environment

6.3.1 Class FIA: Identification and Authentication

Identification and Authentication is required to ensure that users are associated with the
proper security attributes (e.g. username, password). The following extended
requirements for the FIA class have been includethi; ST because the Operational
Environment invokes garate methods for administrator and end user authentication.

6.3.1.1 FIA_UAU_EXT.2 (1) User authentication before any action
Hierarchical to: FIA_UAU.1 Timing of authentication
FIA_UAU_EXT.2.1 (1)The Operabnal Environment shall require each end user

to be successfully authenticated before allowing any other
TSFmediated actions on behalf of that end user.
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Dependencies: FIA_UID.1 Timing of identification.

FIA_UAU_EXT.2 (2) User authentication before anyaction

Hierarchical to: FIA_UAU.1 Timing of authentication
FIA_ UAU_EXT.2.1 (2)The Operational Environment shall require each
administrator to be successfully authenticated before

allowing any other TSknediated actions on behalf of that
administrator

Dependencies: FIA_UID.1 Timing of identification.

6.3.1.2 FIA_UID_EXT.2 (1) User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification

FIA_UID_EXT.2.1 (1)The Operational Environment shall require each end user
to be successfully identified before allowing any other-TSF
mediated actions on behalf of that end user.

Dependencies: No dependencies.

FIA_UID_EXT.2 (2) User identification before any action
Hierarchical to: FIA_UID.1 Timing of identification

FIA_UID_EXT.2.1 (2)The Operational Environment shall require each
administrator to be successfully identified before allowing
any other TSHnediated actions on behalf of that
administrator.

Dependecies: No dependencies.
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6.4 Class FPT: Protection of the TSF

This class contains families of functional requirements that relate to the integrity and
management of the mechanisms that constitute the TSF and to the integrity of TSF data.
The following extendedequirements for the FPT class have been included in this ST
because the operational environment is capable of performing protection of the TSF
events that are not covered by CC Part 2.

6.4.1 Reliable time stamp

Hierarchical to: No other components.

FPT _STMEXT 1.1 The Operational Environment shall provide reliable time
stamps.

Dependencies: No dependencies.

Application Note: The Underlying OS needs to provide reliable time stamps

from the system clock that is used for inclusion in the audit
records geneted by the TOE.

6.5 Proper Dependencies

All dependencies for the extended security functional requirements were pulled from CC
Part 2.
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7  Security Functional Requirements
7.1  Security Functional Requirements for the TOE

The following table provides a summary of tisecurity Functional Requirements
implemented by the TOE.

Security Function Security Functional Components
FDP_ACC.1
Subset Access Control
User Data Protection FDP_ACF.1 (1)
(FDP) Security Attribute Based Access Control

FDP_ACF.1 (2)
SecurityAttribute Based Access Control

FIA ATD.1
User Attribute Definition

FIA_SOS.1 Verification of Secrets

Identification and Authentication

(FIA)
FIA_UID.2
User Identification Before Any Action
FAU_GEN.1 Audit Data Generation
FAU_GEN.2 User Identity Association
FAU_SAR.1 Audit Review

Security Audit FAU_SAR.2 Restricted Audit Review

FAU

( ) FAU_SAR.3 Selectable Audit Review
FAU_SEL.1 Selective Audit
FAU_STG.1 Protected Audit Trail Storage
FMT_MOF.1 Management of Security
Functions Behavior
FMT_MSA.1
Management of Security Attributes
FMT_MSA.3

(FMT) FMT_SMF.1

Specification of Management Functions
FMT_SMR.2 Restrictions Security Roles

FMT_MTD.1 Management of TSF Data

FMT_REV.1Revocation
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Security Function

Security Functional Components

Cryptographic Support

(FCS)

FCS_CKM.1
Cryptographic Key Generation

FCS_CKM.4
Cryptographic Key Destruction

FCS_COP.1
Cryptographic Operation

Protection of the TSF

(FPT)

FPT_FLS.1 Failure w/ Preservation of State

Resource UtilizatiofFRU)

FRU_FLT.1 Degraded Fault Tolerance

TOE Access (FTA)

FTA TSE.1 TOE Session Establishment

Trusted Path/Channels (FTP)

FTP_TRP.1 Trusted Path

Table 7-1: Security Functional Requirements

7.1.1 Class FAU: Security Audit

7.1.1.1 FAU_GEN.1 Audit data generation

Hierarchical to:

Dependencies:

No other components.

FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the
following auditable events:
a) Startup and shutdown of the audit functions;
b) All auditable events for the [not specified] level of audit;
and
c) [all operations listed in Table-2 Audit Propertie$
Value of What is Logged Applicable Objects
AUDIT
FAILURE Access failures Accessors antesources
SUCCESS Access successes Accessors and resources
LOGINFAILU | Login failures Accessors
RE
LOGINSUCC | Login successes Accessors
ESS
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ALL

Equivalent to FAIL,| Accessors and resources
SUCCESS, LOGINFAIL and
LOGINSUCCESS

TRACE Equivalent to ALL plus all Accessors
system events
NONE No logging Accessors and resources
Table 7-2: Audit Properties
FAU_GEN.1.2 The TSF shall record within each audit record at least the

following information:

a) Date and time of the event, type of event, subject
identity, and the outcome (success or failure) of the
event; and

b) For each audit event type, based on the auditable
event definitions of the functional components
included in the PP/ST¢pntents as listed in Table-7
3 Common Audit Records

Column | Contents Description

1 Date The date the access or attempted access occurred.

2 Time The time the access or attempted access occurred.

3 Return code | The CA Access Control return code that indicates what happ

Valid values are:

e D - CA Access Control denied access to a resource 0
not permit an update to Seosdb because the acg
did not have sufficient authorization.

e F- An attempt to update Seosdb failed.
e M- CA Access Control was started or shut down.
e O- Anaccessor or administrator logged out.

e P- CA Access Control permitted access to a resoarg
permitteda login.

e S- Seosdb was successfully updated.

e U- Atrusted PROGRAM or SECFILE was changed, §
is now untrusted.

e W - An accessor's authority was insufficient to access

Booz Allen Hamilton CCTIlz CA, INC. Page35



Column | Contents Description
specified resource; however, CA Access Con
allowed the access because warning mode is set i
resource.
4 Event type/| The type of event being audited or the class on which ttieng
Class was performed.
5 Accessor/ If the previous column contains a class name, this column cor
Class the name of the accessor who executed the command.
If the previous column contains UPDATE, this column cont:
the class in which the action wasrformed.
Otherwise, this column contains the name of the accessor
executed the command or any other relevant information abo
class.
6 Access typel If the previous column contains the accessor name, this cg
Accessor contains the access type, if relevant.
If the previous column contains the class name, this co
contains the name of the accessor who executed the comman
Otherwise, this column contaitise access type, if relevant, or a
other relevant information according to the class.
7 Stage code | A number (up to three digits) that indicates at which stage
Access Control decided what action to take and why.
8 Audit record| A number tharepresents the reason that CA Access Control w
code an audit record.
9 Resource This column contains the name of the resource being acces
updated.
10 Terminal/ If column four contains UPDATE, this column contains the ng¢
Program of the terminal from which the update was made.
Otherwise, this column contains the name of the program
accessed the resource.
11 Command If column four contains UPDATE, this columnrtains a complets

copy of the command entered by the accessor. If the commar
password update, the password itself is replaced by a ser
asterisks.

If column four does not contain UPDATE and an action is b
performed on the CLASS object viaramote terminal, then thi
column displays the IP address of remote terminal.

Table 7-3: Common Audit Records
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7.1.1.2 FAU_GEN.2 User identity association

Hierarchical to:
FAU_GEN.2.1

Dependencies:

Application Note:

No other components.

For audit events resulting from actions of identified users,
the TSF shall be able to associate each auditable event with
the identity of the user that caused the event.

FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FIA_UID_EXT.2 (1,2) has been included to satisfy the
FIA_UID.2 requirement.

7.1.1.3 FAU_SAR.1 Audit Review

Hierarchical to:
FAU SAR.1.1

FAU _SAR.1.2

Dependencies:

Application note:

Application note:

No other components.

The TSF shall provideAuthorized usef with the capability
to read &ll audit information in seos.auditfrom the audit
records.

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

FAU_GEN.1 Audit data generation

Authorization to read audibgs is managed by the host OS
and is typically set up during install by delegating access
privileges to a group.

The term AAuthorized user o
administrator is an end user when trying to access local files
(auditd at a) . Theydre governed
users.

7.1.1.4 FAU_SAR.2 Restricted audit review

Hierarchical to:
FAU SAR.2.1

Dependencies:

No other components.

The TSF shall prohibit all users read access to the audit
records,except those users that have been graeiguicit
readaccess.

FAU_SAR.1 Audit review
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Application note: The term fAuser s o Amapgnpnistiaterssant o e nd
end user when trying to access | oc.
governed the same way as normal end users.

7.1.1.5 FAU_SAR.3 Selectable Audit Review
Hierarchical to: No other components.
FAU_SAR.3.1 The TSF shall provide the ability to applsofting] of audit

data based ortifne or event type/Class as seen in column 4
of the Audit logd.

Dependencies: FAU_SAR.1Audit review
7.1.1.6 FAU_SEL.1 Selective Audit
Hierarchical to: No other components.
FAU_SEL.1.1 The TSF shall be able to select the sedwa@nts to baudited
from the set of all auditable events based on the following
attributes:

a) [object identity, user idetity]

b) [class name, group name, program name, access
rights, authorization resulg

Dependencies: FAU_GEN.1 Audit data generation
FMT_MTD.1 Management of TSF data

7.1.1.7 FAU_STG.1 Protected Audit Trail Storage

Hierarchical to: No other components.

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit
trail from unauthorized deletion.

FAU STG.1.2 The TSF shall be able topreveni unauthorized

modifications to the stored audit records in the audit trail.

Dependencies: FAU_GEN.1Audit data generation

7.1.2 Class FCS: Cryptographic Support

The Cryptography used in this product has not been FIPS certified nor has it been
analyzed or tested to conform to cryptographic standards during this evaluation. All
cryptography has only been assérés tested by the vendor.

Booz Allen Hamilton CCTIlz CA, INC. Page38



7.1.2.1 FCS_CKM.1 Cryptographic Key Generation

Hierarchical to:
FCS_CKM.1.1

Dependencies:

Application note:

No other components.

The TSF shall generate cryptographic keys in accordance
with a specified cryptographic key generation algorithm
[RSA] and specified cryjographic key sizeslp24bits] that
meet the following: RFC 2313.

[FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
This SFR supports key gengoa for TLS.

7.1.2.2 FCS_CKM.4 Cryptographic Key Destruction

Hierarchical to:
FCS_CKM.4.1

Dependencies:

Application note:

No other components.

The TSF shall destroy cryptographic keys in accordance
with a specified cryptographic key destruction method
[overwrite methofithat meets the follwing: [nong.

[FDP_ITC.1 Import of user data without security attributes,
or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
This SFR supports key destruction for TLS.
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7.1.2.3 FCS_COP.1 Cryptographic Operation
Hierarchical to: No other components.

FCS_COP.1.1 The TSF shall performepcryption and decryptioh in
accordance with a specified cryptographic algoritdi&3J)
and cryptographic key sizesl148bits] that meet the
following: [RFC 326§.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or

FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
Application nog: This SFR supports the symmetric key usage for TLS.
7.1.3 Class FDP: User Data Protection
7.1.3.1 FDP_ACC.1 Subset Access Control
Hierarchical to: No other components.

FDP_ACC.1.1 The TSF shall enforce th@Access Control rules and
policieq on [Accessors andesource objects and operations
as listed in Table 4 Access Control Predefined Clasges

Dependencies: FDP_ACF.1 Security attribute based access control
Class _ ACLs Vet Operation
Class Description Access
Type Used Allowed
Values
PROGRAM Resource | Each record in ACL Execute Execute a
this class NACL program

defines a truste
program  that
can be use(
with conditional
access rules
Trusted
programs  are
setuid/setgid

programs tha
are monitored
by Seoswd tg
ensure they ar
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Valid

Class i ACLs Operation
Class Description Access
Type Used Allowed
Values
not tampereq
with.
TERMINAL Resource | Each record in ACL Read Log into terminal
this class
defines a NACL
terminab a PACL Write Administer
device from terminal
which an
administrator
can log in.
PROCESS Resource | Each record in ACL
this class )
defines an NACL Read Kill the process
executable file. | pacL
FILE Resource | Allows for the| ACL
protection of & .
file, a directory, NACL Char)geper Modify the ACL
or a file name pacL missions, | of the resource
mask. sec
Chdir Access to the
directory with the
equivalent of reag
and execute
permissions
Chmod Change file
systems modes.
Chown Change the
owner of the
record/resource
Control Perform all valid
operations excef
delete ang
rename.
Create Create records i
this class.
Delete Delete
records/resources
in this class
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Class

Class
Type

Description

ACLs
Used

Valid
Access
Values

Operation
Allowed

Execute

Execute a
program. The
accessor mus
also have rea
access

Read

Access a resourc
without changing
it. To rename &
file, a user mus
have delete
access to the
source and
rename access f{
the target. The
audit log reflects
this order of
events.

Rename

Rename a recor
in this class.

Update

Perform the
combined

operations of
Read, Write, ang
Execute.

Utime

Change the
modification time
of a file.

Write

Change the file o
directory/modify
the resource.

All

Perform all valid
operations for
this class

None

Deny all valid
operations for
this class

USER

Accessor

Each record in
this class

defines an

N/A

N/A

N/A
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Class

Class
Type

Description

ACLs
Used

Valid
Access
Values

Operation
Allowed

internal user

GROUP

Accessor

Each record in
this class
defines an
internal group

N/A

N/A

N/A

SUDO

Resource

Each record in
this class
defines a
command that is
authorized viq
sudo

ACL
NACL
PACL

Execute

Execute the
command

SURROGATE

Resource

Each record in
this class
contains acces
rules for an
accessor, whicl
define who can
use that
accessor as
surrogate.

ACL
NACL
PACL

Execute

Surrogate to the
user

XUSER

Accessor

Each record in
this class
defines an
enterprise  use
to CA Access
Control

N/A

N/A

N/A

XGROUP

Accessor

Each record in
this class
defines an
enterprisegroup
to CA Access
Control

N/A

N/A

N/A

Table 7-4; Access Control Predefined Classes
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7.1.3.2 FDP_ACF.1 (1) Security Attribute Based Access Control
Hierarchical to: No other components.
FDP_ACF.1.1 (1) The TSF shall enforce the Access Control rules and

police§ to objects based on the followingOlpjects with
attributes listed in Table -6 Security Attributel

Object Security Attribute Seosdb Record Attribute
Resource Record Object Identity RESOURCENAME
Resource Class CLASSNAME

Resource Group Membership | GROUPS

Resource Owner OWNER

Access Control List ACL

Negative Access Control List | NACL

Program Access Control List | PACL

Default Access UACC

Un-trusted Program UNTRUST
Accessor Record Userldentity uiD

User Group Membership GROUPS

Authority Attributes OBJ_TYPE

Accessor 6 s Acc| REVACL

Table 7-5: Security Attributes
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FDP_ACF.1.2 (1) The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects
is allowed: [

e An accessor is explicitly granted access to a
resource by association of the username.

e An accessor is implicitly grantedccess to a
resource if he/she belongs to a group which
has been granted access.

e A rule or set of rules specifies the resources
protected by the poligy

FDP_ACF.1.3 (1) The TSF shall explicitly authorize access of subjects to
objects based on the following additional rules: [

e An accessor is explicitly granted access to a
resource by an Access Control List.

e An accessor is explicitly granted access to a
resource by a Proggm Access Control List.

e An accessor is explicitly granted access to a
resource by the owner parameter of the
record.

e An accessor is explicitly granted access to a
resource according to the default access
field of the]lresourceds re

FDP_ACF.1.4 (1) The TSF shall explicitly deny access of subjects to objects
based on thdollowing additional rules[Negative Access
Control List, or a rule denying access to an explicit
resource by a specific acces$or

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

Application Note: The root account on UNIX is subject to authorization
restriction like all other users of the system.

Application Note: The term accessor for this SFR is applicable to any user
accessing the machirtbe TOE protects, affectively making
them an end user of the TOE. This includes administrators
which are accessing the machine to view the audit logs.

7.1.3.3 FDP_ACF.1 (2) Security Attribute Based Access Control
Hierarchical to: No other components.
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FDP_ACF1.1 (2) The TSF shall enforce theAgcess Control rules and
policieq to objects based on the followingadministrators
are allowed to manage the TOE by performing the
operations as listed in Table -@ Global and Group
Authorization Attributes for Adminisrators).

FDP_ACF.1.2 (2) The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects
is allowed: pnly Administrators with the attributes listed in
Table 76 Global and Group Authorization Attbutes for
Administrators are allowed to perform the operations listed
in the tablg.

FDP_ACF.1.3 (2) The TSF shall explicitly authorize access of subjects to
objects based on the following additional rulesn [
administrator must have WRITE access fromelapproved
terminal, approval of terminal name or IP address in the
TERMINAL class, and an administrator attribute must be
i ncluded in the administratoros
and a rule must be written depicting his access to the TOE
in order to nanage the TOE through selarjg

Application Note: The TOE contains a superuser account by default which is
mapped to the user that installs the TOE.

FDP_ACF.1.4 (2) The TSF shall explicitly deny access of subjects to objects
based on théollowing additioral rules:[administrator has
not been assigned one of the administrator attributes listed
in Table 76 Global and Group Authorization Attributes
for Administrators, the administrator does not have
WRITE access from the approved terminal, and the
terminal name/IP address has not been approved by the
TERMINAL clasg].

Attribute Privileges/Operations Restrictions
ADMIN Read/modify record propertie The last admin with thg
ADMIN attribute cannot beg
deleted.
Create new records The ADMIN attribute canno

be removed from the lag
admin with the ADMIN
attribute.
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Attribute Privileges/Operations Restrictions
Delete records Unable to update the aud
mode without the AUDITOR
attribute.
Can set root to be a nol| Unable to delete root.
ADMIN administrator.
Set up Policy Model None
Set up passworgolicies Administrator with
AUDITOR or OPERATOR
attribute has readnly access
to the policies.
AUDITOR Set up audit policy Unable to perform any othe
operations than those listed.
Modify/set the audit mode fa
existing records
OPERATOR READ accesso all files Unable to perform any othe
__ _ operations than those listed.
List information in Seosdb
Run backup jobs
Shut down the TOE
PWMANAGER Change passwords of any us| Unable to change the humb
of grace logins.
Unable to change th
password interval of anothg
accessor.
Unable to change gener
password rules.
GROURADMIN Read/modify record propertie Unable to make resourcg

inaccessible to themselves

Create new records

Unable to assign a securi
level that is higher thatheir
own security level.

Delete records

Unable to assign a securi
category or security label th
they do not have.

Connect users to a group
separate users from a group

Unable to delete the roq
administrator from Seosdb.
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Attribute

Privileges/Operations

Restrictions

Unable to delete theonly
administrator with the
ADMIN attribute in Seosdb.

Unable to remove th
ADMIN attribute from the
record of the last ADMIN
administrator in Seosdb.

Unable to set the ADMIN

AUDITOR, OPERATOR,
PWMANAGER, and
SERVER authorizatior
attributes for any

administrator.

Those without the AUDITOR
attribute cannot update tk
audit mode.

GROURAUDITOR

List the properties of any aud
record within the group scopg

Set the audit mode for an
recordwithin the group scope

Unable to perform any othe
operations than those listed.

GROUROPERATOR

List the properties of an
record within the group scopg

Unable to perform any othe
operations than those listed.

GROURPWMANAGER

Change the password of a
user within the group scope

Unable to perform any othe
operations than those listed.

Table 7-6: Global and Group Authorization Attributes for Administrators
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7.1.4 Class FIA: Identification and Authentication
7.1.4.1 FIA_ATD.1 User Attribute Definition
Hierarchical to: No other components.

FIA_ATD.1.1 The TSF shall maintain the following list of security
attributes belonging to individual usersttfibutes of the
USER class as listed in Table-7 Security Attributes of

USER clasg
Dependencies: No dependencies.
User Security Attribute Definition

APPLS Displays the list of applications that t
accessor is authorized to access.

AUDIT_MODE Defines the activities that CA Acce
Control records in the audit log.

FULLNAME Defines the full name associated with
accessor.

GAPPLS Indicates the list of application groups tt
the accessor is authorized to access.

GROUPS

Displays the list of groups that the acces
or administrator belongs to. This prope
also contains any group authorities, such
group admirstration authority (GROUP
ADMIN), assigned to the administrator f
each group the administrator belongs to.

LAST_ACC_TERM Displays the terminal from which the I3

login was performed.

LAST_ACC_TIME Displays the date and time of the last logir

LOGININFO Defines the information needed to log t
user in to a specific application and au
data. LOGININFO contains a separate
for each application that the user
authorized to access.

NOTIFY

Defines the accessor to be notified whe
resoure@ Oor accessor generates an a
event.
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User Security Attribute Definition

OBJ_TYPE

Specifies the administrator author
attributes. An administrator can have
one or more of the following authorit
attributes: ADMIN, AUDITOR,
PWMANAGER, OPERATOR.

OWNER

Defines the user or group thawns the
record.

PGMINFO

Defines the program informatio
automatically generated by CA Acce
Control.

REVACL

Displays the access control lists of t
accessor.

Table 7-7: Security Attributes of the USER class

7.1.4.2 FIA_SOS.1 Verification of Secrets

Hierarchical to:
FIA SOS.1.1

Dependencies:

ApplicationNote:

No other components.

The TSF shall provide a mechanism to verify that secrets
meet password length, age, and composition
requirements.

No dependencies.

Password policies are applied to acces&# user accounts
and profilesvia the SEOS class and enforced via the sepass
utility on each endpoint.

Booz Allen Hamilton CCTIlz CA, INC. Pageb0



7.1.4.3 FIA_UID.2 User identification before any action

Hierarchical to:
FIA UID.2.1

Dependencies:

Application Note:

FIA_UID.1 Timing of identification

The TOE shall require each user to be successfully identified
before allowing any other TSfediated actions on behalf of
that user.

No dependencies.

This instantiates theorg@EOGS
identity a user users to access the host OS to prevent sudo
operations circumventing rules.

7.1.5 Class FMT: Security Management

7.1.5.1 FMT_MOF.1 Management of Security Functions Behavior

Hierarchical to:
FMT_MOF.1.1

Dependencies:

No other components.

The TSF shall restt the ability to nodify the behavior gf
the functions &s listed in Table 2 Audit Propertie$ to
[administrators with the AUDITOR attribute and/or
administrators with the GROUFAUDITOR attribute].

FMT_SMR.1 Security roles

FMT_SMF.1 $ecification of Management Functions

7.1.5.2 FMT_MSA.1 Management of Security Attributes

Hierarchical to:
FMT_MSA.1.1

Dependencies:

No other components.

The TSF shall enforce theAgcess Control rules and
policieq to restrict the ability toPerform actions as defined
in the Privileges/Operations column of table& on| the

security attributeslisted as modifiable in Table -8 Class
Propertieg to [Administrators with attributes listed in the
attribute column of table 76].

[FDP_ACC.1 Subset access cohtror FDP_IFC.1 Subset
information flow control]

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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Class Property Class MOd'f'ab.le vs.
Informational
ACL PROGRAM, TERMINAL, | Modifiable
PROCESS, FILE, SUDO
APPLIST USER, XUSER Modifiable. Used by CA
SSO
APPLIST_TIME USER, XUSER Modifiable. Used by CA
SSO
AUDIT_MODE USER, GROUP, XGROUP Modifiable
XUSER
BADPASSWD USER, XUSER Modifiable. Used by CA
SSO
BLOCKRUN PROGRAM Modifiable
CALACL FILE, SUDO Modifiable
CALENDAR FILE, SUDO Modifiable
CATEGORY FILE, USER, SUDO Modifiable
COMMENT PROGRAM, TERMINAL, | Modifiable
PROCESS, FILE, USER
GROUP, XGROUP, XUSER
SUDO
COUNTRY USER Modifiable
CREATE_TIME SUDO Modifiable
DAYTIME PROGRAM, PROCESS Modifiable
TERMINAL, FILE, USER,
GROUP, XGROUP, XUSER
EMAIL USER Modifiable
EXPIRE DATE USER, GROUP Modifiable
FULLNAME USER, GROUP, XGROUR Modifiable
XUSER
GAPPLS USER, GROUP, XGROUPF Modifiable
XUSER
GRACELOGIN USER, XUSER Modifiable
GROUP_MEMBER USER, GROUP, XGROUP | Modifiable
GROUPS SUDO Modifiable
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Class Property

Class

Modifiable vs.

Informational

INACTIVE USER, GROUP, XUSER Modifiable
LAST_ACC_TERM USER, XUSER Modifiable
LAST_ACC_TIME USER, XUSER Modifiable
LOCALAPPS USER, XUSER Modifiable. Used by CA SS(
LOCATION USER, XUSER Modifiable
LOGININFO USER, XUSER Modifiable. Used by CA SS(
LOGSHIFT USER, XUSER Modifiable
MAXLOGINS USER, XUSER Modifiable
MEMBER_OF USER, GROUP, XGROUP | Modifiable
MIN_TIME USER, XUSER Modifiable
NACL PROGRAM, TERMINAL, | Modifiable

PROCESS, FILE, SUDO
NOTIFY PROGRAM, TERMINAL, | Modifiable

PROCESS, FILE, USER

XUSER, SUDO
OBJ_TYPE USER, XUSER Modifiable
OIDCRDDATA USER, XUSER Modifiable. Used by CA SS(
OLD_PASSWD USER, XUSER Modifiable
ORG_UNIT USER, XUSER Modifiable
ORGANIZATION USER, XUSER Modifiable
OWNER PROGRAM, TERMINAL, | Modifiable

PROCESS, FILE, USER

GROUP, XGROUP, SUDO
PACL PROGRAM, TERMINAL, | Modifiable

PROCESS, FILE, SUDO
PASSWD A C W USER, XUSER Modifiable
PASSWD _INT USER, XUSER Modifiable
PASSWD L_A C USER, XUSER Modifiable
PASSWD_L_C USER, XUSER Modifiable
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Modifiable vs.

Class Property Class Informational
PASSWDRULES GROUP, SEOS Modifiable
PASSWORDREQ SUDO Modifiable
PGMINFO PROGRAM, USER, XUSER | Modifiable
PHONE USER, XUSER Modifiable
POLICYMODEL USER, GROUP, SUDO Modifiable
PROFUSR GROUP, XGROUP Modifiable

PWD_AUTOGEN

USER, GROUP, XGROUR
XUSER

Modifiable. Used by CA SS(

PWD_SYNC USER, GROUP, XGROUH Modifiable. Used by CA SS(
XUSER
PWPOLICY GROUP, XGROUP Modifiable. Used by CA SS(
RAUDIT PROGRAM, TERMINAL, | Modifiable
PROCESS, FILE
RESUME_DATE USER, GROUP, XUSER Modifiable
REVACL GROUP, XGROUP, XUSER | Modifiable
REVOKE_COUNT USER, XUSER Modifiable. Used by CA SS(
SCRIPT_VARS USER, XUSER Modifiable. Used by CA SS(
SECLABEL FILE, USER, SUDO Modifiable
SECLEVEL FILE, USER, SUDO Modifiable
SESSION_GROUP USER, XUSER Modifiable. Usedby CA SSO
SHELL GROUP, XGROUP Modifiable
SHIFT USER, XUSER Modifiable. Used by CA SS(
SUBGROUP GROUP, XGROUP Modifiable
SUPGROUP GROUP, XGROUP Modifiable
SUSPEND DATE USER, GROUP Modifiable
SUSPEND WHO USER, GROUP Modifiable
TARGUSR SUDO Modifiable
UACC PROGRAM, TERMINAL, | Modifiable

PROCESS, FILE, SUDO
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Modifiable vs.

Class Property Class Informational
UALIAS USER Modifiable
UNTRUST PROGRAM, FILE Modifiable
UPDATE_TIME PROGRAM, TERMINAL, | Informational

PROCESS, FILE, USER

GROUP, XGROUP, SUDO
UPDATE_WHO PROGRAM, TERMINAL, | Informational

PROCESS, FILE, USER

GROUP, XGROUP, SUDO
USERLIST GROUP, XGROUP Modifiable
WARNING PROGRAM, TERMINAL, | Modifiable

PROCESS, FILE, SUDO

Application Note:

Application Note:

Table 7-8: Class Properties

Management functions can kperformed against a single
endpoint or distributed simultaneously to multiple endpoints
by using the Policy Model.

This SFR also applies to the ability of end users to change
their own password, which is mediated by sepass.
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7.1.5.3 FMT_MSA.3 Static Attribute Initialization

Hierarchical to:
FMT_MSA.3.1

FMT_MSA.3.2

Dependencies:

No other components.

The TSF shall enforce theAgcess Control rules and
policieq to provide festrictivd default values for security
attributes that are used to enforce the SFP.

The TSF shall allow the afiministrator with ADMIN
attribute] to specify alternative initial values to override the
default values when an object or information is created.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

7.1.5.4 FMT_REV.1 Revocation

Hierarchical to:
FMT_REV.1.1

FMT_REV.1.2

Dependencies:

Application Note:

No other components.

The TSF shall restrict the ability to revokesefurity
attributed associated with theafiministratord under the
control of the TSF to gddministrators with the ADMIN
attribute].

The TSF shall enforce the rulegeyocation of an
administrator with the following attributes: ADMIN,
AUDITOR, OPERATOR, PWMANAGER, GROUP
ADMIN, GROUP-AUDITOR, GROUROPERATOR,
GROURPWMANAGER|

FMT_SMR.1 Scurity roles

The last administrator with the ADMIN attribute cannot
revoke the ADMIN attribute from itself.

Booz Allen Hamilton CCTIlz CA, INC. Pageb6



7.1.5.5 FMT_MTD.1 Management of TSF data

Hierarchical to:
FMT_MTD.1.1

Dependencies:

Application Note:

No other components.

The TSF shall restrict the ability tqdery, modify or delete
the [records in Seosdb as listed in Table67Global and
Group Authorization Attributes for Administrators to
[administrators ~ with the  ADMIN, AUDITOR,
PWMANAGER, OPERATOR, GROUADMIN, GROUP-
AUDITOR, GROURPWMANAGER, and/or GROUP
OPERATOR attributd.

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Management functions can be performed against a single
endpoint or distributed simultaneously to multiple endpoints
by using thé?olicy Model.

7.1.5.6 FMT_SMF.1 Specification of Management Functions

Hierarchical to:
FMT_SMF.1.1

Dependencies:

Application Note:

No other components.

The TSF shall be capable of performing the following
management functionsa$ described in Table-8 Global
and Group Authorization Attribtes for Administrator$.

No dependencies.

Management functions can be performed against a single
endpoint or distributed simultaneously to multiple endpoints
by using the Policy Model.

7.1.5.7 FMT_SMR.2 Restrictions on SecurityRoles

Hierarchical to:
Dependencies:

FMT_SMR.2.1

FMT_SMR.2.2
FMT_SMR.2.3

FMT_SMR.1 Security Roles
FIA_UID.1 Timing of identification

The TSF shall maintain the rolesend user and
administrator].

The TSF shall be able to associate users with roles.

The TSF shall ensure that the conditions [That only
administrators with the ADMIN, AUDITOR, OPERATOR,
PWMANGER, GROUPADMIN, GROUP-AUDITOR,
GROUROPERATOR, GROURPWMANAGER attributes
are able to perform the privileges associated with those
attributes defied in table 76] are satisfied.
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Application Note:

Application Note:

Management functions can be performed against a single
endpoint or distributed simultaneously to multiple endpoints
by using the Policy Model.

The only management functions afforded td esers are
the ability to change their own password on the local OS via
sepass.

7.1.6 Class FPT: Protection of the TSF
7.1.6.1 FPT_FLS.1 Failure with Preservation of Secure State

Hierarchical to:
FPT FLS.1.1

Dependencies:

No other components.

The TSF shall preserve a secure staken the following
types of failures occur:when the Seosd, Seagent, and/or
the Seoswd daemons go down

No dependencies.

7.1.6.2 FPT_ITT.1 Basic Internal TSF Data Transfer Protection

Hierarchical to:
FPT ITT.1.1

Dependencies:

Application Note:

No other components.

The TSF shall protect the TSF data frondigclosure,
modification] when it is transmitted between separate parts
of the TOE.

No dependencies.

This addresses the confidentiality of TSF data when selang
is used tomanagea seosdb olPMDB remotely and when
sepmdd is updating distributed subscriber seosdb instances
as a result of PMDB updates.

7.1.7 Class FRU: Resource Utilization
7.1.7.1 FRU_FLT.1 Degraded Fault Tolerance

Hierarchical to:
FRU FLT.1.1

Dependencies:

No other components.

The TSF shall ensure éhoperation of 4ccess control to
resource$ when the following failures occurwhen the
Seosd, Seagent, and/or the Seoswd daemons gojdown

FPT_FLS.1 Failure with preservation of secure state
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7.1.8 Class FTA: TOE Access
7.1.8.1 FTA _TSE.1 TOE SessiorEstablishment
Hierarchical to: No other components.

FTA TSE.1.1 The TSF shall be able to deny session establishment based
on [administrators may not use selang to manage the TOE
unless they have one or more of the following attributes:
ADMIN, AUDITOR, PWMANAGER, OPERATOR,
GROURADMIN, GROUP-AUDITOR, GROUR
PWMANAGER, GROUPOPERATOR, and the following
applies: the administrator does not have WRITE access
from the approved terminal, and the terminal name/IP
address of the terminal is not approved in the REINAL
clasg.

Dependencies: No dependencies.
7.1.9 Class FTP: Trusted Path/Channels
7.1.9.1 FTP_TRP.1 Trusted Path

Hierarchical to: No other components.

FTP_TRP.1.1 The TSF shall provide a communication path between itself
and femotgd users that is logically disict from other
communication paths and provides assured identification of
its end points and protection of the communicated data from
modification or disclosure.

FTP_TRP.1.2 The TSF shall permit rémote userp to initiate
communication via the trusted path

FTP_TRP.1.3 The TSF shall require the use of the trusted pathuser|
authorization, management of the TOE through seldng

Dependencies: No dependencies.

Application Note: The term Aremote userso applies

7.2  Security Functional Requirements for the Operational Environment

There are no security functional requirements for the Operational Environment in this ST
beyond the extended requirements.
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7.3  Operations Defined

The notation, formatting, and conventions used in this security §€8g¢tare consistent

with version 3.1 of the Common Ciriteria for Information Technology Security
Evaluation. All of the components in this ST are taken directly from Part 2 of the CC
except the ones noted with A_ EXTcrifyingpg t he
information conventions were developed to aid the reader.

The CC permits four functional component operati@ssignment, iteration, selection,
and refinement to be performed on functional requirements. These operations are defined
in Common GCiteria, Part 1 as:

7.3.1 Assignments Made

An assignment allows the specification of parameters and is specified by the ST author in
[italicized bold text

7.3.2 lterations Made

An iteration allows a component to be used more than once with varying operations and
is identified with the iteration number within parentheses after the short family name.

7.3.3 Selections Made

A selection allows the specification of one or more items from a list and is specified by
the ST author inifalicized bold text

7.3.4 Refinements Made

A refinement allows the addition of details and is identified with "Refinement:" right
after the short name. Additions to the CC text are specifiedalitized bold and
underlined text
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8 Security Assurance Requirements

This section identifies thBecurity Assurance Requirement components met by the TOE.
These assurance components meet the requirements for EAL3 augmented with
ALC_FLR.1 and ASE_TSS.2.

8.1  Security Architecture
8.1.1 Security Architecture Description (ADV_ARC.1)

ADV_ARC.1.1D The developer shladesign and implement the TOE so that the
security features of the TSF cannot be bypassed.

ADV_ARC.1.2D The developer shall design and implement the TSF so that it is able
to protect itself from tampering by trusted active entities.

ADV_ARC.1.3D The developer shall provide a security architecture description of
the TSF.

ADV_ARC.1.1C The security architecture description shall be at a level of detail
commensurate with the description of the S#Rorcing
abstractions described in the TOE design document.

ADV_ARC.1.2C The security architecture description shall describe the security
domains maintained by the TSF consistently with the SFRs.

ADV_ARC.1.3C The security architecture description shall describe how the TSF
initialization process is secure.

ADV_ARC.1.4C The security architecture description shall demonstrate that the
TSF protects itself from tampering.

ADV_ARC.1.5C The security architecture description shall demonstrate that the
TSF prevents bypass of the SERforcing functionality.

ADV_ARC.1.1E The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.1.2 Functional Specification with Complete Summary (ADV_FSP.3)
ADV_FSP.3.1D The developer shall provide a functional specification.

ADV_FSP.3.2D The developer shall provide a tracing from the functional
specification to the SFRs.

ADV_FSP.3.1C The functional specification shall completely represent the TSF.

ADV_FSP.3.2C The functional specification shall describe the purpose and method
of use for all TSFI.
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ADV_FSP.3.3C

ADV_FSP.3.4C

ADV_FSP.3.5C

ADV_FSP.3.6C

ADV_FSP.3.7C

ADV_FSP.3.1E

ADV_FSP.3.2E

The functional specification shall identify and describe all
parameters associated with each TSFI.

For each SFFrenforcing TSFI, the funminal specification shall
describe the SFHRnforcing actions associated with the TSFI.

For each SFrenforcing TSFI, the functional specification shall
describe direct error messages resulting fr@RRenforcing
actionsand exceptions assotga with invocation of the TSFI.

The functional specification shall summarize the S&iRporting
and SFRnorrinterfering actions associated with each TSFI.

The tracing shall demonstrate that the SFRs trace to TSFls in the
functional specification.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall determine that the functional specification is an
accurate ash complete instantiation of the SFRs.

8.1.3 Architectural Design (ADV_TDS.2)

ADV_TDS.2.1D

ADV_TDS.2.2D

ADV_TDS.2.1C

ADV_TDS.2.2C

ADV_TDS.2.3C

ADV_TDS.2.4C

ADV_TDS.2.5C

ADV_TDS.2.6C

ADV_TDS.2.7C

The developer shall provide the design of the TOE.

The developer shall provide a mapping from the TSFI of the
functional specification to the lowest levef decomposition
available in the TOE design.

The design shall describe the structure of the TOE in terms of
subsystems.

The design shall identify all subsystems of the TSF.

The design shall describe the behawbeach SFR non interfering
subsystem of the TSF in detail sufficient to determine that it is SFR
nortinterfering.

The design shall describe the SERforcing behavior of the SFR
enforcing subsystems.

The design shall summae the SFRsupporting and SFRon
interfering behavior of the SF&nforcing subsystems.

The design shall summarize the behavior of the -SEporting
subsystems.

The design shall provide a description of the interactions amibng
subsystems athe TSF.
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ADV_TDS.2.8C

ADV_TDS.2.1E

ADV_TDS.2.2E

The mapping shall demonstrate thatTedFIs trace to thbehavior
described in the TOE design thheyinvoke.

The evaluator shall confirm that the information provided meets all
requirements focontent and presentation of evidence.

The evaluator shall determine that the design is an accurate and
complete instantiation of all security functional requirements.

8.2 Guidance Documents
8.2.1 Operational User Guidance (AGD_OPE.1)

AGD_OPE.1.1D
AGD_OPE.1.1C

AGD_OPE.1.2C

AGD_OPE.1.3C

AGD_OPE.1.4C

AGD_OPE.1.E

AGD_OPE.1.6C

AGD_OPE.1.7C
AGD_OPE.1.1E

The developer shall provide operational user guidance.

The operational user guidance shall describe, for each user role, the
useraccessible functions and privileges that should be controlled
in a secure processing environment, including reyppate
warnings.

The operational user guidance shall describe, for each user role,
how to use the available interfaces provided by the TOE in a
secure manner.

The operational user guidance shall describe, for each user role, the
available functions and interfaces, in particular all security
parameters under the control of the user, indicating secure values
as appropriate.

The operational user gwadce shall, for each user role, clearly
present each type of securiglevant event relative to the user
accessible functions that need to be performed, including changing
the security characteristics of entities under the control of the TSF.

The operational user guidance shall identify all possible modes of
operation of the TOE (including operation following failure or
operational error), their consequences and implications for
maintaining secure operation.

The operational & guidance shall, for each user role, describe the
security measures to be followed in order to fulfill the security
objectives for the operational environment as described in the ST.

The operational user guidance shall be clear and realsona

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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8.2.2 Preparative Procedures (AGD_PRE.1)

AGD_PRE.1.1D

AGD_PRE.1.1C

AGD_PRE.1.2C

AGD_PRE.1.1E

AGD_PRE.1.2E

The developer shall provide the TOE including its preparative
procedures.

The preparative procedures shall describe all the steps necessary
for secure acceptance of the delivered TOE in accordance with the
developer's delivery procedures.

The preparative procedures shall describe all tapssnecessary
for secure installation of the TOE and for the secure preparation of
the operational environment in accordance with the security
objectives for the operational environment as described in the ST.

The evaluator shall confirm ththe information provided meets all
requirements for content and presentation of evidence.

The evaluator shall apply the preparative procedures to confirm
that the TOE can be prepared securely for operation.

8.3  Lifecycle Support
8.3.1 Authorization Controls (ALC_CMC.3)

ALC_CMC.3.1D
ALC_CMC.3.2D
ALC_CMC.3.3D
ALC_CMC.3.1C
ALC_CMC.3.2C

ALC_CMC.3.3C
ALC_CMC.3.4C

ALC_CMC.3.5C
ALC_CMC.3.6C

ALC_CMC.3.1C

ALC_CMC.3.8C

The developer shall provide the TOE and a reference for the TOE.
The developer shall provide the CM documentation.

The developer shall use a CM system.

The TOE shall be labeled thiits unique reference.

The CM documentation shall describe the method used to uniquely
identify the configuration items.

The CM system shall uniquely identify all configuration items.

The CM system shall pradé measures such that only authorized
changes are made to the configuration items.

The CM documentation shall include a CM plan.

The CM plan shall describe how the CM system is used for the
development of the TOE.

The evidence shall demonstrate that all configuration items are
being maintained under the CM system.

The evidence shall demonstrate that the CM system is being
operated in accordance with the CM plan.
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ALC_CMC.3.1E

The evaluator shallanfirm that the information provided meets all
requirements for content and presentation of evidence.

8.3.2 CM Scope (ALC_CMS.3)

ALC_CMS.3.1D

ALC_CMS.3.1C

ALC_CMS.3.2C

ALC_CMS.3.3C

ALC_CMS.3.1E

The developer shall provide a configuration list for the TOE.

The configuration list shall include the following: the TOE itself;
the evaluatiorevidence required by the SARs; the parts that
comprise the TOE; and the implementation representation.

The configuration list shall uniquely identify the diguration
items.

For each TSF relevant configuration item, the configuration list
shall indicate the developer of the item. Evaluator action elements:

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.3.3 Delivery Procedures (ALC_DEL.1)

ALC_DEL.1.1D

ALC_DEL.1.2D
ALC_DEL.1.1C

ALC_DEL.1.1E

The developer shall documesmd provideprocedures for delivery
of the TOE or parts of it to the consumer.

The developer shall use the deliverpgedures.

The delivery documentation shall describe all procedures that are
necessary to maintain security when distributing versions of the
TOE to the consumer.

The evaluator shall confirm that the information provided malets
requirements for content and presentation of evidence.

8.3.4 Identification of Security Measures (ALC_DVS.1)

ALC_DVS.1.1D

ALC_DVS.1.1C

ALC_DVS.1.1E

ALC_DVS.1.2E

The developer shall produand providedevelopment security
documentation.

The development security documentation [slascribe all the
physical, procedural, personnel, and other security measures that
are necessary to protect the confidentiality and integrity of the
TOE design and implementation in its development environment.

The evaluator shall confirtihat the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that the security measures are being
applied.
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8.3.5 Life-cycle Definition (ALC_LCD.1)

ALC_LCD.1.1D

ALC_LCD.1.2D
ALC_LCD.1.1C

ALC_LCD.1.2C

ALC_LCD.1.1E

The developer shall establish a idgcle model to be used in the
development and maintenance of the TOE.

The developer shall provide l#gycle definition documentation.

The life-cycle definition documentation shall descrithee model
used to develop and maintain the TOE.

The life-cycle model shall provide for the necessary control over
the development and maintenance of the TOE. Evaluator action
elements:

The evaluator shall confirm that theanmation provided meets all
requirements for content and presentation of evidence.

8.3.6 Basic Flaw Remediation (ALC_FLR.1)

ALC_FLR.1.1D

ALC_FLR.1.1C

ALC_FLR.1.2C

ALC_FLR.1.3C

ALC_FLR.1.4C

ALC_FLR.1.1E

The developer shall documerind provide flaw remediation
procedures addressed to TOE developers. Content and presentation
elements:

The flaw remediation procedures documentation shall describe the
procedures used to track all reported security flaws in each release
of the TOE.

The flaw remediation procedures shall require that a description of
the nature and effect of each security flaw be provided, as well as
the status of finding a correction to that flaw.

The flaw remediation procedures shall require that corrective
actions be identified for each of the security flaws.

The flaw remediation procedures documentation shall describe the
methods used to provide flaw information, corrections and
guidance on corrective actions to TOE users. Evaluator action
elements:

The evaluator shall confirm thtte information provided meets all
requirements for content and presentation of evidence.

8.4  Security Target Evaluation

8.4.1 Conformance Claims (ASE_CCL.1)

ASE_CCL.1.1D
ASE_CCL.1.2D

The developer shall provide a conformance claim.

The developer shall provideconformance claim rationale.
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ASE_CCL.1.1C

ASE_CCL.1.2C

ASE_CCL.1.3C

ASE_CCL.1.4C

ASE_CCL.1.5C

ASE_CCL.1.6C

ASE_CCL.1.7C

ASE_CCL.1.8C

The conformance claim shall contain a CC conformance claim that
identifies the version of the CC to which the ST and the TOE claim
conformance.

The CC conformance claim shall describe the confan®@afthe
ST to CC Part 2 as either CC Part 2 conformant or CC Part 2
extended.

The CC conformance claim shall describe the conformance of the
ST to CC Part 3 as either CC Part 3 conformant or CC Part 3
extended.

The CC confamance claim shall be consistent with the extended
components definition.

The conformance claim shall identify all PPs and security
requirement packages to which the ST claims conformance.

The conformance claim shall describeyaonformance of the ST
to a package as either packagaformant or packagaugmented.

The conformance claim rationale shall demonstrate that the TOE
type is consistent with the TOE type in the PPs for which
conformance is being claimed.

The conformance claim rationale shall demonstrate that the
statement of the security problem definition is consistent with the
statement of the security problem definition in the PPs for which
conformance is being claimed.

8.4.2 Extended ComponentDefinition (ASE_ECD.1)

ASE_ECD.1.1D
ASE_ECD.1.2D
ASE_ECD.1.1C

ASE_ECD.1.2C

ASE_ECD.1.3C

ASE_ECD.1.4C

The developer shall provide a statement of security requirements.
The developer shall provide an extended components definition.

The statement of security requirements shall identify xatreded
security requirements.

The extended components definition shall define an extended
component for each extended security requirement.

The extended components definition shall describe how each
extended component is reddt to the existing CC components,
families, and classes.

The extended components definition shall use the existing CC
components, families, classes, and methodology as a model for
presentation.
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ASE_ECD.1.5C

ASE_ECD.1.1E

ASE_ECD.1.2E

The extended components shallnsst of measurable and
objective elements such that conformance or nonconformance to
these elements can be demonstrated.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of eviden

The evaluator shall confirm that no extended component can be
clearlyexpressed using existing components.

8.4.3 ST Introduction (ASE_INT.1)

ASE_INT.1.1D
ASE_INT.1.1C

ASE_INT.1.2C
ASE_INT.1.3C
ASE_INT.1.4C

ASE_INT.1.5C
ASE_INT.1.6C

ASE_INT.1.7C
ASE_INT.1.8C
ASE_INT.1.1E

ASE_INT.1.2E

The developer shall provide an ST introduction.

The ST introduction shall contain an ST reference, a TOE
reference, a TOE overview and a TOE description.

The ST reference shall uniquely identify the ST.
The TOE reference shall identify the TOE.

The TOE ovenaw shall summarize the usage and major security
features of the TOE.

The TOE overview shall identify the TOE type.

The TOE overview shall identify any
hardware/software/firmware required by the TOE.

narOE

The TOE description shall describe the physical scope of the TOE.
The TOE description shall describe the logical scope of the TOE.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that the TOE reference, the TOE
overview, andhe TOE description are consistent withteather.

8.4.4 Security Objectives (ASE_OBJ.2)

ASE_0BJ.2.1D
ASE_0BJ.2.2D
ASE_0OBJ.2.1C

ASE_OBJ.2.2C

The developer shall provide a statement of security objectives.
The deeloper shall provide a securibypjectives rationale.

The statement of security objectives shall cike the security
objectives for the TOE and the security objectives for the
operational environment.

The security objectives rationale shall trace each security objective
for the TOE back to threats countered by that security objective
andOSPs enforced by that security objective.
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ASE_0BJ.2.3C

ASE_0OBJ.2.4C

ASE_0OBJ.2.5C

ASE_0BJ.2.6C

ASE_OBJ.2.1E

The security objectives rationale shall trace each security objective
for the operational environment back to threats countered by that
security objective, OSPs enforced by that security objectind,
assumptions upheld by that security objective.

The security objectives rationale shall demonstrate that the security
objectives counter all threats.

The security objectives rationale shall demonstrate that the security
objectives enforce all OSPs.

The security objectives rationale shall demonstrate that the security
objectives for the operational environment uphold all assumptions.

The evaluator shall confirm that the information provided malets
requirements for content and presentation of evidence.

8.4.5 Security Requirements (ASE_REQ.2)

ASE_REQ.2.1D
ASE_REQ.2.2D
ASE REQ.2.1C

ASE_REQ.2.2C

ASE_RHE.2.3C

ASE_REQ.2.4C

ASE_REQ.2.5C

ASE_REQ.2.6C

ASE_REQ.2.7C

ASE_REQ.2.8C

The developer shall provide a statement of security requirements.
The developer shall provide a security requirements rationale.

The statement of security requirements shall describe the SFRs and
the SARs.

All subjects, objects, operations, security attributes, external
entities and other terms that are used in the SFRs and the SARs
shall be defined.

The statement of security requirements shall identify all operations
on the security requirements.

All operations shall be performed correctly.

Each dependency of the security requirements shall either be
satisfied, or the security requirements rationale shall justify the
dependency not being satisfied.

The security requirements rationale shall trace each SFR back to
the security ojectives for the TOE.

The security requirements rationale shall demonstrate that the
SFRs meet all security objectives for the TOE.

The security requirements rationale shall explain why the SARs
were chosen.

ASE_REQ.2.9C The statement of security requirements shall be internally
consistent.
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ASE_REQ.2.1E

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.4.6 Security Problem Definition (ASE_SPD.1)

ASE_SPD.1.1D
ASE_SPD.1.1C
ASE_SPD.1.2C

ASE_SPD.1.3C
ASE_SPD.1.4C

ASE_SPD.1.1E

Thedeveloper shall provide a security problem definition.
The security problem definition shall describe the threats.

All threats shall be described in terms of a threat agent, an asset,
and an adverse action.

Thesecurity problem definition shall describe the OSPs.

The security problem definition shall describe the assumptions
about the operational environment of the TOE.

The evaluator shall confirm that the information provided malets
requirements for content and presentation of evidence.

8.4.7 TOE Summary Specification (ASE_TSS.2)

ASE_TSS.2.1D
ASE_TSS.2.1C

ASE_TSS.2.2C

ASE_TSS.2.3C

ASE_TSS.2.1E

ASE_TSS.2.2E

8.5 Tests

The developer shall provide a TOE summary specification.

The TOE summary specification shall describe how the TOE
meets each SFR.

The TOE summary specification shall describe how the TOE
protects itself against interference and logical tampering.

The TOE summary specification shall describe how the TOE
protects itself against bypass.

The evaliator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall confirm that the TOE summary specification is
consistent with the TOE overview and the TOE description.

8.5.1 Analysis of Coverage (ATE_COV.2)

ATE_COV.2.1D
ATE_COV.2.1C

ATE_COV.2.2C

The developer shall provide an analysis of the test coverage.

The analysis of the test coverage shall demonstrate the
correspondence between the tests in the test documentation and the
TSFlsin the functional specification.

The analysis of the test coverage shall demonstrate that all TSFIs
in the functional specification have been tested.
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ATE_COV.2.1E

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.5.2 Basic Design (ATE_DPT.1)

ATE_DPT.1.1D
ATE_DPT.1.1C

ATE_DPT.1.2C

ATE_DPT.1.1E

The developer shall provide the analysis of the depth of testing.

The analysis of the depth of testing shall demonstrate the
correspondence between the tests in the test documentation and the
TSF subsystems in the TOE design.

The analysis of the depth of testing shall demonstrate that all TSF
subsystems ithe TOE design have been tested.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.5.3 Functional Tests (ATE_FUN.1)

ATE_FUN.1.1D
ATE_FUN.1.2D
ATE_FUN.1.1C

ATE_FUN.1.2C

ATE_FUN.1.3C

ATE_FUN.1.4C

ATE_FUN.1.1E

The developer shall test the TSF and daoent the results.
The developer shall provide test documentation

The test documentation shall consist of test plans, expected test
results and actual test results.

The test plans shall identify the tests to bdgrened and describe
the scenarios for performing each test. These scenarios shall
include any ordering dependencies on the results of other tests.

The expected test results shall show the anticipated outputs from a
successful execution difi¢ tests.

The actual test results shall be consistent with the expected test
results.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

8.5.4 Independent Testirg (ATE_IND.2)

ATE_IND.2.1D
ATE_IND.2.1C
ATE_IND.2.2C

ATE_IND.2.1E

The developer shall provide the TOE for testing.
The TOE shall be suitable for testing.

The developer shall provide an equivalent set of resources to those
that were used in the developer's funaticesting of the TSF.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.
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ATE_IND.2.2E

ATE_IND.2.3E

The evaluator shall execute a sample of tests in the test
documentation to vegfthe developer test results.

The evaluator shall test a subset of the TSF to confirm that the TSF
operates as specified.

8.6  Vulnerability Assessment

8.6.1 Vulnerability Analysis (AVA_VAN.2)

AVA_VAN.2.1D
AVA_VAN.2.1C
AVA_VAN.2.1E

AVA_VAN.2.2E

AVA_VAN.2.3E

AVA_VAN.2.4E

The developer shall provide the TOE for tegti
The TOE shall be suitable for testing.

The evaluator shall confirm that the information provided meets all
requirements for content and presentation of evidence.

The evaluator shall perform a search of public domain sources to
identify potential vulnerabilities in the TOE.

The evaluator shall perform an independent vulnerability analysis
of the TOE using the guidance documentation, functional
specification, TOE design and security architecture description to
identify potential vulnerabilities in the TOE.

The evaluator shall conduct penetration testing, based on the
identified potential vulnerabilities, to determine that the TOE is
resigant to attacks performed by an attacker possessing Basic
attack potential.
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9 TOE Summary Specification

9.1

Evaluated Components of the TOE

CA Access Control r18P1is comprised of multiple components. They are as follows:

Seosd

Seoswd (Watchdog)
Seagen(Agent)

Seosdb (Database)
SEOS_syscall

Selang

Policy Model Database (PMDB)
Seos.audit

Seaudit

Sepmdd

Sepass

9.1.1 Components at the Kernel Level

The Kernel level in the operational environment contains SEOS_syscall which is the
CA Access Control interceptionadule. This interception module is located in the
SEOSDIR bin directory. The SEOS_load utility controls this kernel module, which
must be loaded before running many CA Access Control utilities.

SEOS_syscall hooks into the operating system on SEOS |syascal module load

time or after boot time and intercepts all access and privilege requests.
SEOS_syscall works in conjunction with Seagent and Seosd to allow or deny access
to the TOE by administrators and end users on UNIX operating systems.

SEOS syscall protects all of the CA Access Control resources by performing the
following tasks:

Intercepting every request to access a resource or terminate a process.

Passing these requests to Seosd and receiving the decision of Seosd whether the
requesshould be granted or denied.

Seosd returns an answer through SEOS_syscall, for OS access, if abhoded,
thenthe request is passed to the original OS function. If access is not granted
SEOS_syscall will return an error to the calling function so i¢ flié request.
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9.1.2 OS Level Components
9.1.2.1 Seosd

Seosd is the enforcement service for CA Access Control. This component is responsible
for making all deci sions on whatoés all owed
TOE protects, based on the records store8eosdb. This includes but is not limited to

the identification, authorization of accessors, the creation of rules and their inclusion in
Seosdb, and the ability of subjects to perform operations on objects. In addition, Seosd
captures all events accordito the audit policy, and all securigwents orthe TOE in

audit records and writes the information to the seos.audit file. When a user session is
initiated, seosd stores the UID of the user and uses it to identify the user for all actions
taken againsprotected resources. The reason the UID is captured is so that an accessor
cannot circumvent rules using the su command (unless a SUDO record explicitly
authorizes it).

It is important to note, CA Access Control relies on the underlying OS to conduct
authentication.  An end user must authenticate to the underlying OS to confirm their
identity prior to accessing the resources which the TOE protects. Then CA Access
Control canauthorizethe end user to access a protected resource based upon the UID.
Sincethe password is not used here for access to a protected resource, Seosd is not
authenticating the end user but instead is simply authorizing or denying access.

A daemonis a program that runs in the background in UNIX environment. Seosd is the
main CA Acess Control authorization daemon and is a binary program on UNIX. The
installation location can be found from the seos.ini file. Seosd makes the runtime
decisions required to grant or deny access to a resource.

Only the accessors with the UNIX root aoob can invoke seosd, and only an
administrator with the ADMIN or OPERATOR attribute can shut it down. The command

to start seosd is fAseloado or fAseoisdoprwhil €
Asedskne

Seosd opens, reads, and updates@ed\o other process can access Seosdb while Seosd

is running except under read access. Seosd also blocks any write, delete, or rename
access to critical files, such as the CA Access Control audit and, optionally, the CA
Access Control binary files. Dumgnstartup, seosd also invokes Seagent, the CA Access
Control Agent daemon.

Seosd can get policy queries and updates only after the Seagent and Seoswd daemons are
initialized. After initialization, these three daemons maintain a type of handshaking
protocolto ensure they are all alive and responding. In the UNIX environment Seoswd
only restarts Seosd if it has gone down and Seosd restarts Seagent if it has gone down. If
one of these three daemons go down, the TOE will still provide access control to
resouces for end users.
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9.1.2.2 Seoswd (Watchdog)

Seoswd monitors the file information and digital signatures of programs that are defined
in Seosdb as trusted programs. Monitoring is performed in the background. Seoswd
automatically starts Seosd.

Seoswd is the Waltclog of Access Control. Seoswd monitors trusted programs to ensure
they have not been modified in the local file system. All trusted programs must be listed
as a trusted program in Seosdb in order to be monitored by Seoswd.

The Seoswd daemon performs thkowing functions:

Seoswd monitors the programs that are defined in the PROGRAM class of
Seosdb. If Seoswd detects that a program was modified, it notifies Seosd, which
marks the program as untrusted. The Seosd daemon marks the program's status
changea untrusted in Seosdb and creates an audit record. Depending on the value
of the blockrun property for the PROGRAM that gets untrusted, the Seosd
daemon either allows a program te run
trusted. If the blockrun prapty is set to yes, the program is not executed until it

is retrusted and is not allowed to access any file that the relevant PACL would
allow. The PACL is effectively disabled until the program idrusted. If the
blockrun property is set to no, theogram is executed and the PACL for it is
inactive.

Seoswd reports several events to Seosd, which creates audit records for programs
that were found to be altered.

Seoswd allows for the specification of interval and fixed scanning schedules for
trusted prgrams.

Seoswd ignores any signal except SIGHUP; the Seoswd daemon cannot be killed
unless Seosd is shut down first. However, if the commandHiGHUP pid is
executed, Seoswd scans all trusted programs in Seosdb.

Seoswd monitors Seamsg If Seosivd detects larpwidemi t 6 s

with Seosd, it automatically restarts it.

The Seoswd daemon uses the system log syslog to notify the security
administrators when it detects that Seosd has stopped responding. All system log
messages are submitted asTAUfacility.

The seos.ini file contains several tokens that control the scanning anduinialues of
Seoswd. This file also contains the documentation on these values.

There are two ways in which the Seoswd scanning mechanism can be set up by an
administrator:
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1. Determine a start time and then repeat scans at a given interval. For example,
when checking trusted programs, Seoswd will start the first scan at
PgmTestStartTimand will check all the trusted programs. Rescanning will take
placePgmTestintervaseconds after the beginning of the previous scan.

2. Scanning on specific predefined times during the day.
9.1.2.3 Seagent (Agent)

Agent is responsible for communicating with G¥cess Control clients through port

5249 over TLS v1.0. Additionally, it manages security for the remote administrators.
Seagent also checks that the Watchdog daemon, seoswd, is running, and can restart it
directly once Seagent is restarted by Seosd. Adgent is also responsible for starting
sepmdd. It does not monitor sepmdd; instead, when an API call to a PMDB is made and
sepmdd is not running, a call to seagent is made which starts the daemon.

9.1.2.4 Seosdb (Database)

Seosdb is the main repository (set ofed) of CA Access Control and contains
information on two types of objects: accessors and resoufceessorsire the users and

groups of users in the TOE (administrators and end usBe3ourcesire objects which

are protected, such die, program,or service Each record in Seosdb describes an
accessor or a resource. Seosdb also contains the rules and policies which govern accessor
access to resources.

For accessors that are located in the host Operating System and are pulled from the
enterpriseuser store for identification and authentication, a record will be created in the
XUSER or XGROUP class.

9.1.25 Selang

The command linelanguage, selang, allows the administrators to perform all of their
functions of CA Access Control. To use selang commands) apeommand prompt
window and start sel ang. The Selang fhost
simultaneously manage one or more remote hosts if those hosts have a TERMINAL rule

which allows them this access. This is how the TOE will be manage ievdiuated
configuration.

The selang utility uses the following two files for configuration options:

e seos.ini- Contains CA Access Control configuration options. This is the main
configuration file for CA Access Control.

¢ lang.ini- Contains configuran information that selang uses.
Selang uses the lang.ini filesone or bothof the following locations:

e The directory where the seos.ini file is located
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e The administratordéds home directory

If a token is specified in only one of these lang.ini filedasg uses the value from that
file. If a token is specified differently in the two lang.ini files, the value in the
administratords home directory overrides the

9.1.2.6 Seos.audit and Seaudit

Seos.audit 1s the audit nmhanhages bytthed®E Seaudir e at e d
is the application used to parse seos.audit into a huesmlable format. Seaudit is

protected by the TOE to restrict access to an individual with the authority to authenticate

locally to the endpoint and run the application.

9.1.2.7 PMDB and Sepmdd

The Policy Model Database (PMDB) can be set
configuration information for an endpoint. Other endpoints can subscribe to this database

so that when the PMDB is updated (by a remote administrator selang), the

subscriber databases can receive the same updates. The daemon responsible for
identifying when the PMDB has been updated and propagating the changes to all
subscriber seagents is called sepmdd.

9.2 TOE Security Functions
This section describes tecurity functions provided by the TOE.
9.2.1 TP-1 TSF Domain Separation

Domain separation is the security architecture property whereby the TSF defines separate
security domains for each user and for the TSF and ensures that no user process can
affect the corgnts of a security domain of another user or of the TSF.

The underlying operating system must authenticate administrators and end users before

they are allowed to access the TOE. Once the accessor has authenticated to the
underlying OS (host and clierlhy submitting their username and password, CA Access

Control fetches the user ID of the accessor and authorizes his or her access based on the
rules and polices defined in Access Control. In other words, access granted to the
accessor is specific to theer ID of the respective accessor. It is important to note, the
accessorb6s password is not used by CA Acce
Therefore, the accessords | ogon informati on
Control resources arprotected by the TOE on the host machine, therefore no accessors
outside of CA Access Control can modify the logon information when Access Control is
running.

All access requests for protected resources are intercepted at the Kernel level and
authorizel against Seosdb. If Seosdb authorizes the requested action the response is
relayed to the Kernel level which then allows the underlying OS to perform the requested
action. Therefore the Kernel protects the TOE from the user space in the underlying OS.
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The underlying assumption regarding the ope
maintained in a physically secure environment.

9.2.2 TOE Protection by the Operational Environment

End users and administrators must authenticate to their respective Opesxatieg S

before they are allowed access to the TOE, and its resources. Once authenticated, the
accessoros username is fetched from the un
determine access to objects. Theheauexs e ssor 6 ¢
and polices set within CA Access ContrdWlore importantly, for end users to access

protected resources, the permissions/privileges set within the underlying OS are
superseded by the rules and policies set in Access Coiitnetefore, TOE resaoes are

governed by the rules and polices set within Access Control and not the underlying OS.
Additionally, administrators are not allowed to manage the TOE remotely through selang

unless they have WRITE access from an approved terminal, the termmmalliRaddress

is included in the TERMINAL class, and they have one of the administrator attributes

assigned to them.

9.2.3 Self Protection Module

The CA Access Control SeRrotection Module (also referred to as the CA Access
Control watchdog or Seoswd) knows e program is in control at a particular time and
checks whether the program has been modified or moved since it was classified as
trusted. If a trusted program is modified or moved, the program is no longer considered
trusted and CA Access Control doex allow it to run.

The Watchdog daemon also continually checks whether the seosd daemon is alive and
responding. (If necessary, the watchdog daemon restarts the seosd daemon.). When the
seosd daemon forks, it automatically executes the seagent primgstemt the Agent, and
seagent starts the watchdog This helps ensure that recovery of failure of one component
of Access Control is secure and automatic so that its rule enforcement is continuous.

In addition, CA Access Control protects against varicelddrate and accidental threats,
including:

o Kill attempts - CA Access Control can be used to protect critical services or
daemons against kill attempts.

o Password Delinquency- CA Access Control policies delineate rules that force
accessors to create angse passwords of sufficient quality. To ensure that
accessors create and use acceptable passwords, CA Access Control can set
maximum and minimum lifetimes for passwords, restrict certain words, prohibit
repetitive characters, and enforce other restristion

e« Account Management - CA Access Control policies ensure that dormant
accounts are dealt with appropriately.
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9.2.4 Identification and Authorization

As illustrated inFigure 11, a user of the TOE can either be a renamtministrator who
manages the TOE, or an end user who logs onto the machine by being authenticated by
the underlying Operating System (OS). Both the remote administrator and the end user
are policed by the rules and policies of the TOE.

During installatimm of CA Access Control, a superuser account is automatically created

inside Seosdb and is used to create the initial administrator accounts. Administrators

must be given one or more of the following attributes, normally ADMIN and AUDITOR,

in order to mange the TOE: ADMIN, AUDITOR, PWMANAGER, or OPERATOR (see
section9.2.7.1 Global Authorization Attributes All users with write access to the

terminal are able to operate selang, however, only administratith the ADMIN

attribute have appropriate authority to update or view the access control rules and policies
defined by the TOE. The selang shell is on the remote client Operating System, which
communi cates securely with pPRAS2PusigdIsSS Contr o
v1.0. A user will be denied access to administer the TOE through selang if one or more

of the following is true: the user has not been assigned one of the above administrator
attributes for managi ng tverdied byQlie, TOH br¢he user 6 s
remote IP terminal is not an authorized workstation.

An end user, group of end users, or an administrator of CA Access Control is also known
as an accessor. An end user is an accessor which uses the local interface (hnst mach
without administrative privileges) to authenticate directly to the host Operating System.
An administrator is an accessor which accesses the TOE using Selang. No administrative
actions can be performed via the local interface.

All Access Control paty information is stored in Seosdb (Database) in the form of
records. Each record in Seosdb describes an accessor or a resource. For example, the
combination of the Terminal and User records contain the information such as username,
password, and the mete IP terminal address or terminal name from which the
administrator is allowed to access the TOE.

CA Access Control supports enterprise user stores; that is, stores for users and groups
that are native to the OS. For example, it supports LDAP directorfigurations. This
support means that access rules can be defined for enterprise users and groups without
having to synchronize or import the users and groups into Seosdb. Seosdb stores the
access rules but Seosd fetches user and group informatiothiecenterprise user stores.

In the evaluated configuration only the local enterprise user store on the OS will be used.

Accessor information is stored in Seosdb either as a USER record (for Access Control
accessors) or an XUSER record (for accessorsemded through the enterprise user

store). Access Control first checks Seosdb for accessor information. If there is no
information about an accessor in Seosdb, then Access Control requests this information
from the accessor 6s henabled).OBe Host O retrieeex thi®e r n a |
information from the enterprise user store. If the accessor information was not found,
Seosd gives that accessor the attributes of the _undefined USER record.
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The TSF maintains the following security attributes & thSER class for individual

users.
User Security Attribute Definition
APPLS Displays the list of applications that t
accessor is authorized to access.
AUDIT_MODE Defines the activities that CA Acce
Control records in the audit log.
FULLNAME Defines the full name associated with
accessor.
GAPPLS Indicates the list of application groups tt
the accessor is authorized to access.
GROUPS

Displays the list of groups that the acces
or administrator belongs to. This prope
also contains any group authorities, such
group administration authority (GROUI
ADMIN), assigned to the administrator f
each group the administrator belongs to.

LAST_ACC_TERM

Displays the terminal from which the la
login was performed.

LAST_ACC_TIME

Displays the date and time of the last logir

LOGININFO

Defines the information needed to log t
user in to a specific application and au
data. LOGININFOcontains a separate i
for each application that the user

authorized to access.

NOTIFY

Defines the accessor to be notified whe
resource Or accessor generates an 4
event.

OBJ_TYPE

Specifies the administrator author
attributes. An adminisator can have ar
one or more of the following authori
attributes: ADMIN, AUDITOR,
PWMANAGER, OPERATOR.

OWNER

Defines the user or group that owns
record.
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User Security Attribute Definition
PGMINFO Defines the program informatio
automatically generated by CA Acce
Control.
REVACL Displays the access control lists of t
accessor.

Table 9-1: Security Attributes of the USERClass

A resourcels an entity that can be accessed by an end user accessor and protected by the
access rules of the Seosdb record that corresponds to that entity. The main purpose of
creating resource records in CA Access Control is to define access permissions for the
resource that corresponds to the resource record. Administrators create rules on the
resources that accessors are allowed to access, and these access rules are stored in
Seosdb. In other words, administrators create rules if the resource protection reeds to
different than the default access (this is known as a default réctrd permissions

which are applied to a resource if no specific record for that resource exists).
Administrators are also able to create a set of rules which encompass a policy.

The main functionality of the TOE enables administrators to create rules and policies
stored in Seosdb, which allow subjects to perform operations on objects within the TOE
boundary. A subject is an accessor or IT entity that attempts to perform an opanation

an object within or managed by the TOE. An operation is any function performed on an
object within or managed by the TOE, such as creating a rule, executing a process, or
creating a hash. These operations are performed on objects, which can bd arr¢ice

TOE or a resource on the OS.

Each resource belongs to an associated class, which is a collection of protected objects of
the same type. Each record contains values for the properties appropriate to the record
class. For example, TERMINAL is alass containing objects that are terminals
(workstations) protected by CA Access Control. CA Access Control contains many
predefined classes; however, only the TERMINAL, PROCESS, PROGRAM, FILE,
USER, GROUP, SUDO, SURROGATE, XUSER and XGROUP classeseraléed in

the evaluated configuration. Therefore, in the evaluated configuration, administrators are
limited to write rules and policies only to resources which belong to these classes. The
following table lists each class in the evaluated configuradiwh identifies the subject,
object, and operation of a rule corresponding to the respective class.
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Class Subject Object Operation Note
A Administrative
) privilege the
A Terminal administrator is|
TERMINAL | A Accessor Name authorized o
; perform
A IP address |
A Authorize login
operation
) gé%ﬁizsb thel Applies only to the
PROCESS A Accessor ied vy Ending the Process | accessor on the loc:
administrator .
; machine
in the rule
A Seoswd Execution of the
(Watchdog) Path to the program, hash creatio
PROGRAM A Seosd trusted or the validation of the
(Authorization program hash that Seosw
Engine) performs
Access can bg
specified regarding
an individual file or
to a set of similarly
- _ named files (using
. _ Privileges assigned b o 2 a5 wildcards)
, ;Zeargie\év:c;(r:hi administrator: Access can also b
FILE A Accessor requesting e.g. Read, Write §peC|f|ed for all fl!]f_:s
access Execute, Delete In, a Specinc
Rename, etc. ghrectory and p_elovx
it. In addition,
access can b
specified via @&
specific program
only.
USER A Accessor N/A N/A N/A
GROUP A Accessor N/A N/A N/A
A command
not authorized
to the accessol
) but is| The accessor can iss
SUDO A Accessor authorized to the command with
another sudo.
account the
accessor  cal
use.
SURROGATE| A Accessor N/A N/A N/A
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Class Subject Object Operation Note

i CA Access Contro
XUSER A Accessor N/A N/A creates the XUSEH
as needed

) CA Access Contro
XGROUP A Accessor N/A N/A creates the XGROUJF
as needed.

Table 9-2: Class Mapping

When an access rule that references an enterprise user or group is created, or when an
accessor logs in to the host operating system, CA Access Control creates a record in
Seosdb for that accessor, if one did not exist before. These records have tKeJSEERS

or XGROUP (for access rules only). They hold the properties that CA Access Control
requires to enforce access rules. Administrators do not need to manage the creation of
records for new users because CA Access Control creates them as required.

All rules and policies created by the administrators through selang are first evaluated by

Seosd to verify if the rules are valid. If they are valid, the rules and policies are then
populated into Seosdb, which is the main repository of CA Access Coihtrokder for

an end user to execute an operation ogsaurce, her she must be included in a rule set

by an administrator or given permission through the defaccess parameter of the rule; on

the other hand, an administrator must have the appropriateiattative attribute to
execute an operation on a record. The scen:
execute the operation via an end usero6s | oca

End User: Executing a request

The end u steexe@ue the tequestag dction is intercepted by SEOS_syscall. If
the requested action is to a FILE in Unix, SEOS_syscall first verifies its local cache to
determine if the requested action can be performed. If the information is not present in
the loal cache, SEOS_syscall forwards the requested action to Seosd. The requested
action is evaluated within Seosd to determine if the end user has previously been granted
or denied access; if this information is not found in cache, the requested action is
evduated against rules that sit within Seosdb to determine if a rule associated with the
record for the requested action is present within the database. Seosd fetches the relevant
information from Seosdb and then makes the decision to grant or deny theeznid

perform the requested action on the resource. This decision is forwarded to
SEOS _syscall, which then relays the Seosd?os
requested action was granted by Seosd, the underlying OS will continue with the
requestd action. On the contrary, if the requested action was denied the underlying OS
will return an error without performing the requested action. If there is no resource
record in the seosdb, the end user is granted or denied access as determined hytthe defa
permissions of the underlying OS.
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Note: ReviewFigure 1-1: TOE Boundaryto follow along with end user: Executing a
Request.

Administrator Authorization to the TOE:

The administrator executes Selang a&sthblishes a session with Agent over port 5249

using the TLS v1.0 protocol using the hosts command. Agent on the target machine
collects the administratords username and t
and passes them to the seosd for validatiThe seosd validates that the terminal IP
address/terminal name is in the TERMINAL class and ensures the appropriate
administrator attribute(s) are present in Seodb. Seosd then checks if the user has the
ADMI N attribute and i g$sintthis @ERMMNALrecdrchagaingt WRI1 T E 6
the Seosdb. Seosd uses this information to make the decision to allow or deny access to

the TOE. The decision to grant or deny access is sent back to Selang. Once an
administrator has been authorized access to the M®Bt she is allowed to create rules

or manage the TOE to the level of the administrator attributes assigned to them.

Note: Review Figure 1-1: TOE Boundaryto follow along with Administrator
authorization.

Once the dministrator is given the authority to manage the TOE over Selang, the TOE
will only check that authority and not the information provided to establish a session. The
process of creating rules is detailed below.

Creating a rule:

The agent gets the ruleofm sel ang and verifies t he rul
permission to create the rule. Seosd determines if a similar rule was previously created

and if it is valid based on syntax and object existence. To ensure the rule can be created,
Seosd queries Ssdb for the administrator attributes required for the objects named in

that rule. If the administrator meets the specified attributes and if the rule is valid, the

rule can then be created. Once the rule is written and accepted, it is stored in Seosdb fo

future verification. Seosd then writes audit information on all administrator and end user
actions in the Seos.audit file.

Note: An audit record is not automatically generated, it depends on the audit policy of
the defined resource in the database.

In order to protect end user access to the system account, the TOE is capable of
supplementing the native passwd command with the sepass utility. This allows the
password policies defined by the TOE to be applied to the end user accounts on the host
endpoints.When an accessor attempts to change their password, sepass intercepts the
request and determines if the chosen password meets the password policy defined by the
TOE (in a record of the SEOS class). If it does not, they will be prompted to enter a new
passvord. If it does, the password is forwarded to passwd and the password change is
made. Because the TOE is not responsible for the password checking once it has been set
in the OS, any authentication failure handling will be the responsibility of the I$st O
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9.2.5 Access Control for End Users

Every access attempt on the machine CA Access Control protects is performed by an end
user. CA Access Control uses accessor information from Seosdb and from the enterprise
user stores in the host operating system to makisides on the end users access. If it
cannot find a record for an accessor defined in Seosdb, it looks for, and uses the
information from, the users and the group memberships defined in the enterprise stores.
Seosdb stores accessor information in eithBlS&ER record or an XUSER record. If it

has no information about a user (or the enterprise user store ability is disabled) it gives
that user the attributes of the _undefined USER record.

The TOE can enforce password composition rules against passworddoustud
accessorb6s OS Il ogin. | f an accessor runs t
administratod e f i ned | ink between passwd and sepas
desired password and compare it against the defined password policyemurdetf the

new password is allowed. If it is, the validated password is changed. Otherwise, the
accessor will be notified that the password they have chosen is not allowed.

After the OS login process passes the authentication stage for the end ugercasa
Control intercepts the process and performs the following steps until it finds a record
associated with the accessor:

1. CA Access Control searches the Seosdb for a record of an accessor with the same
username as the end user which authenticate@ t0$h

2. CA Access Control uses the operating system to search the enterprise user stores
for an accessor of that name.

Note: If no user can be found for any reason, the default username for an accessor is

A _ undefined. 0

The main purpose of CA Access Cattis to assign and enforce access authorities, also
known as access rights, to accessors which log in to the local OS.

An access authority is a permission owned by an accessor to perform a specified access
on a resource.

An access authority always hag ttollowing components:
e The resource that the access applies to
e Whether or not the accessor has access to that resource
e The accessor, which is either a user or a group

An accessor has the authority to access a resource in a certain way because one or more
of the following are true:

e The accessor is the owner, as granted by the resource ACL.
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e The accessor has the access authority, as granted by the inclusion of their
userame in the resource ACL.

e The accessor is a member of a group that has access authority.

e The accessor is running a program that has the access authority. For example, the
accessor has the authority to run a program in the PROGRAMS class. The
program has separate PACL that defines privileges based on either the program
itself, a group it belongs to, or a wildcard.

e The AdefaccessoO parameter of the resource
9.2.5.1 Access Control Lists

The access authorities to a resource are speaifiad access control list (ACL). Every
resource record has at least two access control lists: ACL, which specifies the accessors
that are granted access to the resource, together with the type of access they are granted.

Each resource record also fesegative access control list (NACL), which specifies the
accessors that are denied authorization to the resource, together with the type of access
that they are denied. For the TERMINAL class, the access authority can also depend on
the circumstances arnd the access, such as whether the accessor is logged in locally or
not.

Conditional Access Control Lists (CACLs) provide an extension to ACLs. When an
accessor attempts to access a resource, if the resource's ACL and NACL do not define an
accessauthority for the accessor, CA Access Control examines the conditional access
control lists.

The conditional access control lists specify access to resource where the access is by a
particular method, for example by using a specified program. Program sAtcss
(PACLs) are a type of Conditional Access Control List. In the evaluated configuration,
the only type of CACL that will be evaluated is the PACL.

The order in which it runs through these checks is important. For each resource, CA
Access Control lrecks its record for access control rights in the following order by
default:

1. The resource's ownership (owners are allowed access)
The resource's NACL

The resource's ACL

The resource's PACL

a » w0 N

The resource's defaccess field
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One access control list can caimt more than one entry that affects an accessor. For
example, it can contain an entry that mentions an accessor explicitly, and also entries for
each of the groups to which the accessor belongs. CA Access Control checks all the
possible entries at eactvéd before it goes to the next level.

The record for a resource can include a default access field, defaccess. The value of the
defaccess field specifies the access authority that is allowed to accessors who are not
covered by any of the resource accesgroblists.

9.2.6 Classes

The classes included in the evaluated configuration include: PROGRAM, PROCESS,
TERMINAL, FILE, USER, GROUP, SURROGATE, XGROUP and XUSER.

The information about CLASS status (that is, whether the class was active or inactive) is
held inSeosdb. Every attempt to access a resource is intercepted by CA Access Control,
which checks the status in Seosdb. If the class is inactive, access is allowed without
further checking for authorization. CA Access Control issues an instantiation of active
classes when Seosd starts up and when an accessor changes the CLASS activity status.

9.2.7 Access Control for Administrators

Administrators can create new accessor records, delete and modify accessor records,
modify all or part of Seosdb, shut down AC, andigis administrative attributes to other
administrators.

To use selang commands that change records in the Seosdb, an administrator must have
sufficient authority. For most commands, one of the following conditions must be met:

e The administrator is the owner of the resource.
e The administrator has an administrator attribute (ADMIN, AUDITOR, etc.).

e The resource record is within the scope of a group in which the administrator has
the GROUPADMIN attribute.

e The administrator hasREATE or MODIFY access authority in the ACL of the
record in the ADMIN class.

¢ An administrator must be a member of the CA Access Control Administrators
group in the security files of the local host

Only users with the ADMIN attribute are able to assigd aevoke the administrative
attributes to administrators. Immediately upon the revocation of an administrative
attribute, the administrator which was assigned that attribute loses the administrative
operations allowed from assignment of that attribuféhen a user with administrative
attribute(s) has all administrative attribute(s) revoked, CA Access Control prevents them
from managing the TOE through Selang. The last administrator with the ADMIN
attribute cannot revoke the ADMIN attribute from himself.
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9.2.7.1 Global Authorization Attributes

Gl obal authorization attributes ar e set
authorization attribute permits the administrator to perform certain types of functions.
This section describes the functions and thetéiof each global authorization attribute.

The following table lists each administrative attribute in the evaluated configuration.

Attribute Privileges/Operations Restrictions
ADMIN Read/modify record propertie The last admin with the
ADMIN attribute cannot be
deleted.
Create new records The ADMIN attribute canno

be removed from the Ilaj
admin with the ADMIN
attribute.

Delete records Unable to update the aud
mode without the AUDITOR
attribute.

Can set root to be a nol Unable to delete root.
ADMIN administrator

Set up Policy Model None

Set up password policies Administrators  with  thg
AUDITOR or OPERATOR
attribute  have readnly
access to the passwo
policies.

AUDITOR List information in Seosdb Unable to perform any othe
operationghan those listed.

Modify/set the audit mode fa
existing records

OPERATOR READ access to all files Unable to perform any othe
operations than those listed.

List information in Seosdb

PWMANAGER Change passwords of oth Unable to change theumber
users of grace logins.

Unable to change th
password interval of anothg
accessor.
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Unable to change gener
password rules.

Table 9-3: Global Authorization Attributes for Administrators
9.2.7.2  Group Authorization Attributes

The concept of subordinate and superior groups, also known as parentage, is important
when discussing group administration privileges. One group can be the-ggvenbrof

one or more groups. A child or subordinate group cae loaly one parent. Assigning a
parent to a group is optional. Consider the following diagram:

Group 1

I 7\ ( 7\ ( I
Group 20 Group 30 Group 40

I 7\ ( 7\ ( I
Group 500 Group 600 Group 700

Group 1 is the parent of the three Groups 20, 30, and 40. Group 30 is also the parent of
three group$00, 600, and 700. Group 600 has only one pa&eeatp 30. Group 1 has
no parent.

All records, including resource r@als and accessor records alike, have owners. Owning
a record means having authorization to view, edit, and remove it, as described in
Ownership in this section.

A group can own its own records. However, within a group that owns records, only

certain privieged administrators can manage the records. These special administrators
have a group authorization attribute set in their own administrator records. The group
authorization attributes are the following:

« GROUP ADMIN

« GROUP AUDITOR

« GROUP OPERATOR

« GROUP PWMANAGER

Booz Allen Hamilton CCTIlz CA, INC. Page89



The join commandvhich only a properly authorized administrator can isseis these
attributes. The join command serves the purpose of both putting an administrator into a
group, and specifying the admiamy)stratoros gr

The privileged members of the group may or may not be authorized to manage the
administrator records that define the members of the group, depending on who owns
those records.

The following table lists the administrator group attributes iretleuated configuration.

Group Attribute Privileges/Operations Restrictions
GROURADMIN Read/modify recorq Unable to make resourct
properties inaccessible to themselves
Create new records Unable to assign a security level tf
is higher than their ownsecurity
level.
Delete records Unable to assign a security categ

or security label that they do not ha

Connect users to a groy Unable to delete the  roc
or separate users from| administrator from Seosdb.

group

Unable to delete the onl
administrator with the ADMIN
attribute in Seosdb.

Unable to remove the ADMIN
attribute from the record of the la
ADMIN administrator in Seosdb.

Unable to set the ADMIN
AUDITOR, OPERATOR,
PWMANAGER, and SERVER
authorization attributes for an
admiristrator.

Those without the AUDITOR
attribute cannot update the au
mode.

GROURAUDITOR List the properties of an] Unable to perform any othe
record within the grouy operations than those listed.
scope

Set the audit mode fq
any record within the
group scope
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GROUROPERATOR List the properties of an] Unable to perform any othe
record within the group operations than those listed.
scope

GROURPWMANAGER | Change the password ( Unable to perform any othe
any user within thg operationghan those listed.
group scope

Table 9-4: Group Authorization Attributes for Administrators

Ownership

Every record in Seosdb, including both accessor records and resource records, has an
owner. When a record is addedSeosdb, its owner can be explicitly assigned either by
using the owner parameter or by allowing &ccess Control to assign tlagiministrator

who defines the record as the owner of the record. The lang.ini file can also be edited to
change this assignmerNote that the accessor assigned to own a record does not need to
be an administrator or have any special privileges in order to own a record.

When a group owns a record, only accessors who have joined the group with the GROUP
ADMIN property can use thprivileges of ownership. If an accessor that owns a record is
removed from Seosdb, the records no longer have an owner.

Accessors who own records have the following access authority for the records they own:
« Readi Shows the properties of the record.
o Modify T Changes the properties of the record.
o Deletei Removes the record from Seosdb.
o Connect Joins a user to a group or separates a user from a group.

If it is not desirable for an accessor to have ownership authority over a particular record,
the owrer nobody can be assigned to the record.

o The limits of the ownership privileges are as follows:

e The owner of the last ADMIN user in Seosdb cannot delete that administrator
record.

e« Owners who do not have the AUDITOR attribute cannot update the audit mode.
Only an owner with the AUDITOR attribute can update the audit mode.

e« The owner of root cannot delete root from Seosdb.

e Owners cannot set the global authorization attriAi@MIN, AUDITOR,
OPERATOR, and PWMANAGERor the administrators they own.

« Owners cannomake resources inaccessible to themselves, so:
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o Owners cannot assign a security level that is higher than their own security
level.

o Owners cannot assign a security category or security label that they do not
have.

Owners can change password policy forsarithey own or for a profile group they own
to influence password policy for all users which have a certain profile.

9.2.8 Security Audit

CA Access Control generates secure and reliable audit logs which associate usernames to
all resource actions. The TOE miaims the username that an accessor originally
authenticated as, so even if the individual using the TOE uses the su command or
attempts to change their username in some other manner, the TOE will record these
actions as their originally authenticated nsene.

The audit recals are stored in an audit leglled seos.audit. The location for the audit
log is specified in theseos.inifile. This file also stores the configuration for audit log
backup. By default, only a single backup log is created (selistak), but seos.ini can

be configured to establish a configuration where audit logs are rolled over indefinitely
based on a certain time period or log file size.

By default, Seosd creates the audit logs with root ownership, since the Seosd program is
executed with root privileges. For the same reason, the audit logs are created with
read/write permissions granted only to ro@A Access Control auditing daemons and
logs are selprotected and cannot be shutdown or modified. Their functioning is
monitoral by the watchdog which ensures they remain running in an unaltered state.

The seaudit utility can be used to list recorded events in the audit log, and sort events by
time restrictions or event type/Class (column 4 of the audit log). In order to exieeute t
seaudit utility, an administrator must log in to the local machine as an end user and have
access rights as defined by the TOE. An administrator with the AUDITOR or GROUP
AUDITOR attributes will be able to change the audit property of a resource in the
database. When displaying audit records that include passwords, seaudit protects
password identity by substituting a series of asterisks (***) in place of the password text.

I n addition to an administrator Gsrcealii | ity

Access Control has the capability to additionally filter, or block, audit records from being
written by Seosd into the seos.audit file. Through the audit.cfg file, a filter can be
supplied that Seosd reads during startup, defining audit recbadsshould not be
generated. This filter helps to limit the size of the seos.audit file by keeping only the
records needed. Filtering rules can be set for class name, object name, user name, group
name, program name, access rights, and authorization vesdit filter rules are written

in the AClnstallDir/etc/audit.cfg file.
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Administrators with the AUDITOR or GROURUDITOR attributes are permitted to
perform auditing tasks such as changing the auditing attribute that is assigned to
accessors and resousceCA Access Control includes two entries in the seos.ini file that
specify which group ownership is assigned to the log files.

¢ One entry is for the audit log. The log routing daemons consult the same token to
see who should have access rights to thé &gs that the daemons produce and
collect. Note that the audit logs are subject to access control like any other files,
and CA Access Control rules can keep accessors from accessing them.

e The other entry is for the error log, and it is used in the seawydo specify group
ownership for that file.

9.2.8.1 Audit Records

Each record that seaudit displays contains data arranged in columns. The data in the first
three columns has the same meaning for all types of records. The remaining data
displayed depends on the type of record.

The following table describes the format tbe output for the most common types of
records, by column:

Column | Contents Description

1 Date The date the access or attempted access occurred.

2 Time The time the access or attempted access occurred.

3 Return code | The CA Access Control return code that indicates what happ

Valid values are:

e D - CA Access Control denied access to a resource or di
permit an update to Seosdb because the accessor ¢
have sufficient authorization.

F - An attempt to update Seosdb failed.

M - CA Access Control was started or shut down.

e O - An accessor or administrator logged.out

P - CA Access Control permitted access to a resourc
permitted a login.

S- Seosdb was successfully updated.

U - A trused PROGRAM or SECFILE was changed, so i
now untrusted.

e W - An accessor's authority was insufficient to access
specified resource; however, CA Access Con
allowed the access because warning mode is set i
resource or the class.
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Column | Contents Description
4 Event type/| The type of event being audited or the class on which the &
Class was performed.
5 Accessor/ If the previous column contains a class name, this column cor
Class theusernamef the accessor who executed the command.
If the prevous column contains UPDATE, this column contains
class in which the action was performed.
Otherwise, this column contains the name of the accessor
executed the command or any other relevant information abol
class.

6 Access typel If the previous column contains the access®rnamethis column

Accessor contains the access type, if relevant.
If the previous column contains the class name, this col
contains thaisernamef the accessor who executed the commal
Otherwise, this columnantains the access type, if relevant, or
other relevant information according to the class.

7 Stage code | A number (up to three digits) that indicates at which stage
Access Control decided what action to take and why.

8 Audit record| A number that represents the reason that CA Access Control

code an audit record.

9 Resource This column contains the name of the resource being acces;
updated.

10 Terminal/ If column four contains UPDATE, this column contains the ng

Program of the terminal from which the update was made.
Otherwise, this column contains the name of the program
accessed the resource.

11 Command If column four contains UPDATE, this column contains a comp
copy of the command entered by the accessor. If the comman
password update, the password itself is replaced by a ser
asterisks.

If column four does not contain UPDATE and action is being
performed on the CLASS object via a remote terminal, then
column displays the IP address of remote terminal.
Table 9-5: Common Audit Records

9.2.8.2 Audit Events and Properties

CA Access Controkeeps audit records for events of access denial and access grants
according to the audit rules defined in Seosdb. The decision whether to log a certain

event is based on the following rules:
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Value of AUDIT What is Logged Applicable Objects

FAIL Access failures Accessors and resources
SUCCESS Access successes Accessors and resources
LOGINFAIL Login failures Accessors
LOGINSUCCESS Login successes Accessors
ALL Equivalent to FAIL,| Accessors and resources

SUCCESS, LOGINFAIL and
LOGINSUCCESS

TRACE Equivalent to ALL plus all Accessors
system events

NONE No logging Accessors and resources
Table 9-6: Audit Properties

The records in the audit log accumulate according to these audit rules. The decision
whether to log an event is based on the following:

o If the resource or accessor has AUDIT(ALL), all login events for the accessor and
all events concerning resources protected by CA Access Control are logged,
regardless of whether access failed or succeeded.

o |If access to a resource protected by CA Accessti@l is successful and the
accessor or resource has AUDIT(SUCCESS), the event is logged.

o |If access to a resource protected by CA Access Control fails and the accessor or
resource has AUDIT(FAIL), the event is logged.

e |If access to a resource protectegd ®A Access Control has AUDIT(NONE),
neither success nor failure events will be logged.

These settings are used to define the selected set of events to be audited by the TOE.

Whenever an accessor or resource record is created or updated in Seosdb, the AUDI
property can be specified. To define which access events CA Access Control should log,
the value of the AUDIT property of the resource or accessor is changed. Additionally, the
method to specify that CA Access Control should log every trace event auditdog

can be used.

When reviewing the audit log, an administrator locally accesses an endpoint that is
managed by Access Control as a user with an account that is privileged by the TOE to
access seaudit. This could be the root account, a separategedviaccount that was

used to install the Access Control endpoint, or a separate auditor account that was created
just for that purpose. If an account other than the root account is used, OS protection and
Access Control rules will need to be updatedaider to delegate this privilege. Access
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Control has the ability to route audit log files to a central repository using the selogrd
utility, but this is beyond the scope of the evaluation.

Seaudit allows an administrator to filter and search informatiomabipus criteria, such
as filtering for all audit data for a specific time period or searching for failed actions
performed by a specific user.

The audit log can be configured to have one or indefinite backups. If it's set to have one
backup, the seos.aitifile is backed up as seos.audit.bak, which is tharwrittenwhen

the next seos.audit file needs to be backed up. If indefinite backup is desired, a new audit
file with a datestamp in the filename will be added on the desired interval, one of daily,
weekly, or monthly. If the audit log fills before the interval is over, a new log is started
early. The audit log is filled when the size threshold has been exceeded. The default size
is 1024KB and can be modified by using a parameter in the invocatiseaafdit. Since

audit data is written as unformatted text, disk space will not be an issue on modern
systems; however, since there is no notification provided when an audit threshold is close
to or over the limit, administrators are instructed to perioljicahsure that space is
available on the endpoint.

Seos.audit also records an entry when a component of the TOE goes down or up so that
attempts to disable its operation can be identified.

9.2.9 Security Management

Through the use of selang, CA Access Control allows administrators to manage accessors
and resources on the host machine. Selang is the CA Access Control command language.
The selang command language is the command definition language that lets
administators make rules in Seosdb.Administrators can create, modify and delete
resource records and accessor records, including assigning administrative attributes to
accessor records. See sections on Access Control for End Users and Access Control for
Administrators for more information on security management.

For the evaluated configuration, the following minimum password policy is defined and
should be implemented in the TOE during operation:

. At least 8 characters long
o At least one lowercase letter, one ugase letter, and one number

o No more than two repeating characters (i.e. 1Aaaaaaa would not be allowed but
1Aaabbcc would be)

In order to manage the TOE remotely, multiple options are made available by
administrators. By us i relangtanrd spedifying ené &r morec 0 mma n ¢
target machines, an administrator can issue commands via selang to a single remote
terminal or to multiple terminals simultaneously (if more than one host is specified).
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In addition to the hosts command within selang, T@E allows administrators to
propagate management functions across a number of terminals in an enterprise by using
the Policy Model service.

The Policy Model service involves setting up a database called a Policy Model Database
(PMDB). This database storessers, groups, rules, resources, and other elements that
comprise a seosdb. A number of endpoints can subscribe to the PMDB, and when any
changes are made to the PMDB, the change is propagated to the seosdb of each
subscriber. In this way, multiple endpts can be configured by issuing a single set of
commands. One computer can manage multiple PMDBs, each with a differing set of
subscribers, so that multiple types of policies can be centrally managed.

In order to manage a Policy Model, the administratastnenter the pmd environment in

selang with the command fAenv pmdo. The sel
administrator to designate a host database as a PMDB and set up the administrator access

and management privil egessthemdministtatortolsetep i s u b s G
the list of subscribers to the PMDB.

When the PMDB is updated, the sepmdd daemon pushes any updates made to all
subscribers. Subscribers do not need to poll the PMDB continuously because the updates
are only a push operation.

A subscriber database can be assured that t
database because of the synchronization of UIDs which is performed when the
subscription is first made. If an attacker wished to push insecure policies through an
imposer PMDB, they would require a comprehensive list of UIDs managed by the
original PMDB, which would require root acce

9.2.10 Encrypted Communications

Communications between Agent and the selang shell use AES with HBHEC256
with key size of 128 bits.

The remote selang client connects to the TOE using TLS v1.0 with CipherSuite
TLS RSA WITH_AES 128 CBC_SHA, as defined by RFC 3268. The same encryption
is used when a seagent connects to a subscribed PMDB via sepmdd.

TLS uses AES and RSAAES (Advanced Encryption Standard) is an encryption
algorithm approved by FIPS 140 and defined in FIPS 197. AES is a-kegreipher

that enciphers data in blocks of 128 bits and whose key size may be 128, 192, or 256 bits.
In the evaluated configurat, AES is used by Access Control with 28 HMAC keys

for symmetric cipher. RSA is a standard asymmelg encryption algorithm used with
SHA-256 for TLS connections and is used by Access Control for key generation. TLS is
used to protect the disclo® and modification of information between Seagent and the
selang shell on the remote client. This secure connection is used to authorize
admi ni satcesato thea TOB and for the management of the TOE, and is initiated by
the administrator when theost command is used. The secure connection is established
in the same way by sepmdd when it propagates PMDB changes to subscriber databases
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In addition, SHA1 is used for cryptographic hash functions and is used in Access
Control with trusted programs.

9.3

TOE Summary Specification Rationale

This section identifies the security functions provided by the TOE mapped to the security
functional requirement componermsntained in this ST. This mapping is provided in the
following table.

Security Function Security Functional Components

User Data Protection

FDP_ACC.1 Subset access control

FDP_ACF.1(1)
Security attribute based access control

FDP_ACF.1(2)
Securityattribute based access control

Identification and Authentication

FIA_ATD.1 User attribute definition

FIA_SOS.1 Verification of Secrets

FIA_UID.2 User Identification before Any
Action

Security Audit

FAU_GEN.1 Audit data generation

FAU_GEN.2 Useidentity association

FAU_SAR.1 Audit review

FAU_SAR.2 Restricted audit review

FAU_SAR.3 Selectable audit review

FAU_SEL.1 Selective audit

FAU_STG.1 Protected audit trail storage

Security Management

FMT_MOF.1 Management of securi
functionsbehavior

FMT_MSA.1
Management of security attributes

FMT_MSA.3 Static attribute initialization

FMT_SMR.2 Restrictions on Security Roles

FMT_SMF.1
Specification of management functions

FMT_MTD.1 Management of TSF data

FMT_REV.1 Revocation

Cryptographic Support

FCS_CKM.1
Cryptographic key generation
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Security Function Security Functional Components

FCS_CKM.4
Cryptographic key destruction

FCS_COP.1 Cryptographic operation

Protection of the TSF FPT_FLS.1

Failure with preservation of secure state
Resource Utilization FRU_FLT.1 Degradethult tolerance
TOE Access FTA_TSE.1 TOE session establishment
Trusted Path/Channels FTP_TRP.1 Trusted path

Table 9-7: Security Functional Components

9.3.1 User Data Protection

The User Data Protection functiai the TOE enforces the FDP_ACC.1, FIMF.1
(1), andFDP_ACF.1 @) requirements.

When an accessor attempts to access an object protected by the TOE, CA Access
Control s Seosd uses the records in Seosdb t
ordeni ed access. CA Access Control déds rul es
accessors who attempt to access objects. The TSF enforces the rufedic@es to

objects based on username, group name, access authorities (administrative attributes for
administrators) access control lists (ACLs) and class. If an accessor supplies the correct
user/group name, has the approved access authority, and/or is included in an access
control list or class, he is able to access the object.

Components of the TB interact to enforce access control. The Seagent interprets an
admini stratords request to access a record.
from the approved terminal, approval of terminal name or IP address in the TERMINAL
class, and an adminiatt or attri bute must be included i
record in Seosdb and a rule must be written depicting his access to the TOE in order to
manage the TOE through selang. For end users, SEOS_syscall intercepts the request to
access a file,mpgram, or service. It then checks with Seosd to determine if the Seosdb

has a resource record for the file, program, or service being accessed. If a resource

record is not found, then it is considered unprotected and the end user is granted or

denied acess as determined by the default permissions of the underlying OS. If a

resource record is found, the requested file, program, or service is protected and Seosd
checks for the end usero6s information in Sec
andverified, the end user is then checked against the rules and/or policy of the resource

record determining if access is allowed to the resource.
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9.3.2 Identification and Authentication

The identification and authentication function of the TOE enforces FIA ATD.1,
FIA _UID.2, and FIA_SOS.1.

The client OS provides user identification, authentication and authorization through the

use of user records and passwords for Administrators and accessors. End users have to
identify and authenticate to the host operating sysbefore being allowed access to

TOE resources. The TOE is able to provide password composition checking to user
password changes to the host operating system, ensuring passwords of sufficient strength

to meet an organi zat i oned sncespasswords areysetinehg ui r e me
OS, the OS retains the responsibility for handling authentication failure.

Administrators have to identify and authenticate themselves to the Operational
Environment before being able to remotely manage the TOE throwayigseThe TOE is

able to maintain the originally authenticated identity of an end user so that access control
rules are still enforced on them evenhiéy performa superuser operation (sudo). This is
accomplished by using seosd to cache the accessar,swihich is the identifier that is
checked against all access requests, ensuring that aime8kted actions require
identification.

Authentication failures can be handled by the OS at the administrator's discretion; the
evaluated configuration of the EDprovides no enforcement of authentication, only
authorization based on alreadythenticated sessions.

During authorization, CA Access Control 6s
determine that the UID and IP address (for administrators) are retri@medafr accessor

who is requesting access to the TOE or its resources. When an accessor attempts to
access an object, Seosd uses the accessoro6s
stored in Seosdb to determine how to authorize the accessor.

The wles and policies defined in Seosdb specify the objects that the accessor is allowed
to access.

9.3.3 Security Audit

The security audit function of the TOE enforces the FAU_GEN.1, FAU GEN.2,
FAU_SAR.1, FAU_SAR.2, FAU_SAR.3, FAU_SEL.1 and FAU_STG.1 requirements.
FAU_GEN.1 requires a reliable tinsamp, which is provided by FPT _STM_EXT.1.1
(provided by the Operational environment).

By default, the authorization daemon Seosd creates the audit logs with root ownership,
since the Seosd program is executed by theuser.For the same reason, the audit logs

are created with read/write permissions granted only to root. In the evaluated
configuration, the seos.audit file stores the record of the startup and shutdown of the
TOEOGs audi tThefaudit cepart onsides access failures for accessors and
resources, access successes for accessors and resources, login failures for accessors and
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administrators, login successes for accessors and administrators, and all system events on
the TOE that go to the trace files.

The minimum contents of each entry in the audit report include the following: Date and
time of the event, type of event, subject identity, the outcome (success or failure) of the
event, return code, accessor/class, stage code, audit record code, resource
terminal/program and command (see Tabld €ommon Audit Records for more
information).

The TOE shall protect the stored audit records from unauthorized deletion, and shall be
able to prevent unauthorized modifications to the audit records in theteaidit The

audit log is compressed and internally protected by Access Control. However, the user
can read the audit log on the local machine as long as the appropriate access rights are
provided. Itis important to note the users only have READ atoé¢le audit log.

The TOE relies on the underlying operating system to provide accurate time stamps to be
used for audit records.

9.3.4 Security Management

The security management function of the TOE enforces the FMT_MOF.1, FMT_MSA.1,
FMT_MSA.3, FMT_SMR.2, FMT_EV.1, FMT_SMF.1 and FMT_MTD.1
requirements.

The TOE provides management capabilities through selang, the command line interface
that is used remotely by administrators. The TSF ghallide the ability to manage its
security functions including the magement of accessor accounts and accessor access
rights, TOE resources and security information recorded in the audit logs.

The TSF shall maintain the roles end user and administrator for Access Control. An end
user is a user that accesses the machinehwthee TOE protects. An administrator is a

user that accesses the TOE via Selang. To be an administrator, a user must have one of
the administrative attributes to use Selanfhe TOE shall provide the ability to set
attributes to provide security relevtaauthority to an administrator (e.g. give a user the
AUDITOR attribute). The TSF shall allow the Administrator to specify alternative
initial values to override the default values set by the TOE when an object or information

is created €.9. how long m administrator can be idle before their session is closed).

The TSF shall restrict the ability to modify the auditable events to those administrators
with the AUDITOR or GROUFAUDITOR attribute. The TSF shall enforce the Access
Control rules and policie® restrict the ability to modify or delete security attributes of
the TERMINAL, PROCESS, PROGRAM, FILE, USER, GROUP, XUSER, and
XGROUP classes to those administrators with ADMIN, GREAIMIN, AUDITOR,
GROURAUDITOR, PWMANAGER, GROUPPWMANANGER, OPERATOR and/or
GROUROPERATOR attributes.

By using the Policy Model service, the administrator is performing management
functions of the TOE simultaneously against multiple endpoints.
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9.3.5 Cryptographic Support

The Cryptographic Support function of the TOE enfotbesFCS_CKM.1, FCS_CKM.4
and FCSCOP.1 requirements.

The TOE uses TLS v1.0 encryption for secured communication between the
administrators on the client OS and Access
as communications between seagent areh®@te sepmdd instance. TLS uses RSA with

1024bit keys for key generation and AES with 128 keys for symmetric key usage
(encryption and decryption). The same encryption schemes are used when data in a
PMDB is propagated to subscriber databases. Theshall destroy cryptographic keys

in accordance with the overwrite method

CA Access Control winllyéb enoidanty madik CreAdcesBIS O Fi p s
Control uses the ETPKI 3.2.1 encryption library. On UNIX systems it uses the OS
encryptonlbr ary f or password encryption (Acrypto

A trusted path is established from the client OS to the TOE via selandloseo ensure
that all traffic communications to and from the TOE are protected from unauthorized
disclosure.

CA Access Controluses FIPS 14Q certified encryption toolkits to implement
cryptographic operations. A FIPS *2@ompliant mode of operation is provided and can
be implemented during installation.

9.3.6 Protection of the TSF

The Protection of the TSF function of the TOE endsrthe FPT_FLS.1, FPT_ITT.1, and
FPT_STM_EXT.1 requirements.

The TOE maintains and controls individual sessions for administrators and end users.

The TSF, when invoked by the underlying host OS, ensures that TSP enforcement
functions are invoked and steed before each function within the TSC is allowed to

proceed. The TSF maintains a security domain for its own execution that protects it from
interference and tampering by-tmisted subjects initiating actions through its own TSFI.

It also protects TSBEat a thatodés transferred between dis
The TSF shall preserve a secure state when the Seoswd, Seosd, or Seagent daemon goes
down. This is done in the following manner:

e Seoswd monitors seosd and restarts seosd in the eveittnef éa termination.
e Seosd monitors seagent and restarts seagent in the event of failure or termination.

e Seagent monitors seoswd and restarts seoswd in the event of failure or
termination.

The TOE relies on the host operating system to provide reliahkestamps for audit
records.
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9.3.7 Resource Utilization
The Resource Utilization function of the TOE enforces the FRU_FLT.1 requirement.

The TSF shall ensure the operation of access control to resources when the Seoswd,
Seosd, or Seagent daemon goes down. iEha&acomplished by the mutual monitoring
defined in the previous section. When one of the daemons goes down, the daemon
responsible for its operation restarts it. This ensures that there is no discontinuity of
resource protection.

9.3.8 TOE Access
The TOE acceslinction of the TOE enforces the FTA_TSE.1 requirement.

The TSF shall deny access to the TOE when administrators attempt to remotely login to
manage the TOE through selang and the following applies: the IP address or terminal
name is not approved by th®E, the administrator does not have WRITE access from
the terminal, and the username/password given by the administrator cannot be verified by
the TOE if they are supplied. Once the administrator has access to the TOE, the ADMIN,
AUDITOR, PWMANAGER, OPERADR, GROUPADMIN, GROUP-AUDITOR,
GROURPWMANAGER, and GROUFOPERATOR attributes determine the scope of
the management functions available to them.

9.3.9 Trusted Path/Channels

The Trusted Path function of the TOE enforces the FPT_ITT.1 and FTP_TRP.1
requirements.

The TSF shall provide a path for communication between itself and remote
administrators that is logically distinct from other communication paths and provides
assured identification of its end points and protection of the communicated data from
modification and disclosure. The TSF shall allow initial communication to the trusted
path by remote administrators, and it shall require the use of the trusted path for
administrator authorization and all other TSF mediated actions by the administrator. The
TOE dso uses the trusted path for iRrEEBF communications, specifically the
propagation of configuration information to subscriber databases in the Policy Model
implementation.

The TOE uses TLS v1.0 encryption for the trusted path secured communicationnbetwee
the administrators on the client OS and Acce
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10 Rationale
10.1 Security Objective Rationale

The following table provides a mapping with rationale to identify the security objectives
that address the stated assumptiomktareats.

Assumption Objective Rationale

A. ADMIN One or more| OE. ADMIN One or morg OE. ADMIN maps to A.
authorized administrator] authorized administrators wif ADMIN in order to ensurg
assigned to install, configur{ be assigned to install, configu| that authorizec
and manage the TOE. and manage the TOE. administrators install
manage and operate t
TOE in a manner thg
maintains  its  security
objectives.

A. PATCHES Systen]| OE. ADMIN One or morg OE. ADMIN maps ¢ A.
Administrators exercise du authorized administrators wil PATCHES in order tg
diligence to update the TO| be assigned to install, configu| ensure that the authorizg

with the latestpatches ang and manage the TOE. administrators properl
patch the Operationa patch the TOE and th
Environment(e.g., OS an Operational environment i
database) to ensure all knoy a manner that maintains i
system vulnerabilities are n security objectives.
exploited.

A.NOEVIL OE.NOEVIL Administrators | OE.NOEVIL maps to

Administrators of thg of the TOE are not carele§ A.NOEVIL in order to
TOE are not carelesy willfully negligent, or hostile | ensure that there are I
willfully negligent, or hatile | and will follow and abide by careless, willfully negligent
and will follow and abide by the instructions provided by th or hostile administrators ¢
theinstructions provided byor gani zat i on 6 s the TOE.
t he or gani z a| documentation.
documentation.

A.LOCATE The TOE will| OE.LOCATE The TOE will| OE.LOCATE maps td
be located within controlle( be located within controlle¢ ALOCATE in order to
access facilities that wil access facilities that wil ensure the physical securi
prevent unauthorized physic| prevent unauthorized physic| in which the TOE operates
access. access.

Table 10-1: Assumption to Objective Mapping
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Component

Documents(s)

Rationale

ACCESS Unauthorized use
could gain local or remot
access to protected objeqg
that they are not authorized
access.

O.ACCESS The TOE wil
provide measures to authori
users to access specified T(
resources once the user

been authenticated. Us
authorization is based on accq
rights configured by the

authorized users of the TOE.

O.ACCESS

(FDP_ACC.1,
FDP_ACF.1(1),
FDP_ACF.1(2),
FTA_TSE.1) addresse
T.ACCESS by providing
the authorized users wif
the capability to specify
access restrictions on th
protected TOE resources
authenticated users.

O.SELF_PROTECTION  Th¢
TOE will preserve a secul
state ad ensure access contl
to resources when a compong
of the TOE fails.

O.SELF_PROTECTION

(FPT_FLS.1, FRU_FLT.1
addresses T.ACCESS |
ensuring connectivity o
failed components ar
reinitialized prior to
resources being accessed

OE.ROBUST_ACCESS Th
operational environment wi
provide  mechanisms  th;
control a use
to the TOE and to explicitly
deny access to specific usg
when appropriate. Th
operational environment wi
provide  mechanisms  th;
control a use
to the TOE and to explicitly
deny access to specific us¢
when appropriate.

OE.ROBUST_ACCESS
(FIA_UAU_EXT.2(1),
FIA_ UAU_EXT.2(2),
FIA_UID_EXT.2(1), and
FIA_ UID_EXT.2 2)
addresses T.ACCESS |
controlling the logical
access to the Operation
environment and its
resources.

OE.AUTH The Operationa
Environment  will  provide
measures to uniquely identi
all users and will authentical
the claimed identity prior tg
granting a user access to f{
resources protected by the TGO

OE.AUTH (FIA_ATD.1,
FIA_UAU_EXT.2(1),

FIA_UAU_EXT.2(2),

FIA_UID_EXT.2(1),

FIA_UID_EXT.2(2)) helps
to mitigate T.ACCESS by
providing measures t
uniquely identify and
authenticate users throug
the OS authentication.

ACCESS Unauthorized use
could gain local or remot
access to protected objeq

O.ACCESS The TOE wil
provide measures to authori
users to access specified T(
resources once the user |

O.ACCESS
(FDP_ACC.1,
FDP_ACF.1(1),
FDP_ACF.1(2),
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Component Documents(s) Rationale
that they are not authorized | been  authenticated. bis| FTA_TSE.1) addresse
access. authorization is based on accg T.ACCESS by providing
rights configured by thq the authorized users wit

authorized users of the TOE.

the capability to specify
access restrictions ormhe
protected TOE resources
authenticated users.

O.SELF_PROTECTION  Th¢
TOE will preserve a secul
state and ensure access con
to resources when a compong
of the TOE fails.

O.SELF_PROTECTION

(FPT_FLS.1, FRU_FLT.1
addresses T.ACCESS |
ensuring connectivity of
failed components ar
reinitialized prior to
resources being accessed

OE.ROBUST_ACCESS Th
operational environment wi
provide  mechanisms  th;
control a use
to the TOE and to explicitly
deny access to specific usg
when appropriate. Th
operational environment wi
provide  mechanisms  thg
control a use
to the TOE and to explicitly
deny access to specific useq
when appropriate.

OE.ROBUST_ACCESS
(FIA_UAU_EXT.2(1),
FIA_UAU_EXT.2(2),
FIA_UID_EXT.2(1), and
FIA_UID_EXT.2 2)
addresses T.ACCESS
controlling the logical
access to the Operation
environment and its
resources.

OE.AUTH The Operationa
Environment  will  provide
measures to uniquely identi
all users and will authenticai
the claimed identity prior tg
granting a user access to f{
resources protected by the TQ

OE.AUTH (FIA_ATD.1,
FIA_ UAU_EXT.2(1),
FIA_UAU_EXT.2(2),
FIA_UID_EXT.2(1),
FIA_UID_EXT.2(2)) helps
to mitigate T.ACCESS by
providing measures t
uniquely identify  and
authenticate users throug
the OS authentication.

O.PASSWORD The TOE
will enforce defined
organizational passwor

complexity requirements.

O.PASSWORD
(FIA_SOS.1) helps t¢
mitigate T.ACCESS by

ensuring that the syste
passwords of accessd
cannot be easily guessed
cracked.
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Component Documents(s) Rationale
T.ADMIN_ERROR An| O.ROBUST_ADMIN_GUIDA | O.ROBUST_ADMIN_GUI
administrator may incorrectl] NCE DANCE (ALC_DEL.1,
install or configure the TOE _ .. | AGD_PRE.1, and
or install a corrupted TOf '"€ TOE —will  provide) A\Gp"OPE.1) helps 1
resulting  in  ineffective | 2dministrators  with — the iieate
security mechanisms. necessary mfprmatlon fa T.ADMIN_ERROR by

secure delivery an ensuring the TOE
management. administrators hav

guidance that instructs the
how to administer the TO
in a secure manner and

provide the administratg
with instructions to ensur
the TOE was not corrupte
during the delivery proces
Having thisguidance helps
to reduce the mistakes th
an administrator migh
make that could cause tt
TOE to be configured in

way that is unsecure.

O.MANAGE The TOE will
provide authorized users wil
the resources to manage 4
monitor user accounts, TO
resoures and security
information relative to the TOE

O.MANAGE
(FMT_MOF.1,
FMT_MTD.1,
FMT_MSA.1,
FMT_MSA.3,
FMT_SMR.2,
FMT_REV.1,
FMT_SMF.1) addresse
T.ADMIN_ERROR by
ensuring only authorize
administrators can use tf
provided resources fq
managing and mortting
user accounts, TO
resources and securi
information relative to the
TOE.

T.AUDIT_COMPROMISE

A malicious user or proceg
may view audit records, cau
audit records to be lost
modified, or prevent futurs
audit records from bein

OE.SYSTIME The operatin
environment  will  provide
reliable system time.

OE.SYSTIME
(FPT_STM_EXT.1) is
necessary for the Audit log
to contain the accurat
system time of events.
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Component

Documents(s)

Rationale

recorded, thusmasking a

O. FILESYS The Security

O.FILESYS (FAU_STG.1

user 6s act i on features offered by thadOE | addresses
protect the audit files used § T.AUDIT_COMPROMISE
the TOE. by ensuring that the TO
provides the capability t
protect the audit files use
by the TOE.
T.EAVESDROPPING Al O.EAVESDROPPING The| O. EAVESDROPPING
malicious user coul¢ TOE will encrypt TSF dati (FCS_CKM.1,

eavesdrop on networkaffic
to gain unauthorized access
TOE data.

between the Seagent a
administrators on the Clien
operating system to preve
malicious users from gainin
unauthorized access to T(
data.

FCS_CKM.4,FCS_COP.1,
FPT_ITT.1,FTP_TRP.1)
mitigates
T.EAVESDROPPING by
ensuring that al
communication to and fror
the TOE or betwee
components of the TOE a
not sent unless they a
encrypted.

T.MASK

Users whether they b
malicious or norrmalicious,
could gain unauthorize
access to the TOE b
bypassing identification an
authentication
countermeasures.

O.AUDIT The TOE will
provide measures for recordir
security relevant events th
will assist the authorized use
in detecting misusef the TOE
and/or its security features th
would compromise the integrit
of the TOE and violate th
security objectives of the TOE

O.AUDIT (FAU_GEN.1,
FAU GEN.2, FAU_SAR.1
FAU SAR.2, FAU_SAR.3
FAU_SEL.1, FAU STG.1
FPT_STM_EXT.1),

addresses T.MASK b
providing the authorize
users with tools necessa
to monitor user activity tg
ensure that misuse of th
TOE does not occur.

O.IDENTIFY The TOE will
provide measures to unique
identify all users and wil
maintain their original identity
if they issuecommands as
super user in the environment

O.IDENTIFY (FIA_UID.2)
addresses T.MASK b
eliminating the ability of
users to bypass TOE rulg
via the su command in th
environment.

OE.SYSTIME The operating
environment  will  provide
reliable system time.

OE.SYSTIME
(FPT_STM_EXT.1) helps
to mitigate T.MASK by
ensuring the accuracy of tf
tools necessary to monit
user activity as provided vi
O.AUDIT.
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Component

Documents(s)

Rationale

OE.AUTH The Operationa
Environment  will  provide
measures to uniquely identif
all users and willauthenticate
the claimed identity prior t
granting a user access to f{
resources protected by the TQ
The Operational Environmer

will provide measures t{ authenticate users throug
uniquely identify all| the OS authentication.
administrators and wil

authenticate the claime

identity prior to grantingan
administrator access to tf
TOE.

OE.AUTH (FIA_ATD.1,
FIA_UAU_EXT.2(1),
FIA_UAU_EXT.2(2),
FIA_UID_EXT.2(1),
FIA_UID_EXT.2(2)) helps
to mitigate TMASK by
providing measures t
uniquely identify  and

Table 10-2: Threat to Objective Mapping

10.2 Assurance Measures

Component

Document(s)

Rationale

ADV_ARC.1

Security Architecture
Design

TOE Design Specification for CA
Access Control R13P1v0.4

This document describes tf

TOE.

security architecture of th

ADV_FSP.3
Functional Specification
with complete summary

Functional Specification
Document for Access Control
R12SP1v0.4

This document describes tf

functional specification o
the TOE with completg
summary.

ADV_TDS.2
Architectural Design

TOE Design Specification for CA

Access Control R18P1v0.4

This document describes tf
architectural design of th
TOE.

AGD_OPE.1

Operational User
Guidance

e CA Access Control selang
Reference Guide

e CA Access Control Refereng

Guide

e CA Access Control Endpoint

Administration Guide for
UNIX

e CA Access Control
Enterprise Administration
Guide

e CA Access Control r12 SP1

This document describes tk
operational user guidance f
CA Access Control selang.
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