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10 evaluations added to the PCL

EVALUATIONS BY TECHNOLOGY

PRODUCT 

VALIDATIONS

STAKEHOLDER

ENGAGEMENT

PROTECTION PROFILE 

(PP) DEVELOPMENT

COMMON CRITERIA

RECOGNITION ARRANGEMENT

OVER TWO DAYS, 19-20 MAY 2026, NIAP HOSTED 

THEIR BI-ANNUAL WORKSHOP & BOOTCAMP 

MEETINGS NIAP hosted CCTLs and validators to address 

submitted topics and plans for the upcoming year impacting 

commercial technology evaluations. Topics included 

Protection Profile (PP) update plans, Software Bill of 

Materials (SBOM), and two panel discussions - hearing from 

labs then validators on knowledge sharing topics, improved 

automation of XML building and PP development & security 

targets. Between in-person and remote attendance, over 40 

were present representing the 9 commercial labs, 3 validator 

organizations, NIST, Entropy Review Team, and NIAP. 

NIAP ATTENDS COMMON CRITERIA DAY AND 

COMMERCIAL SOLUTIONS FOR CLASSIFIED DAY 

4,5 MAY IN COLLEGE PARK. The NIAP scheme 

attended the annual DIB Cybersecurity Certification Series 

conference to hear customer feedback. Hot topics included a 

focus on the evolution of Protection Profiles impacting vendor 

alignment/certification timelines, proper scoping and 

protection of Controlled Unclassified Information (CUI) within 

NIAP-evaluated product boundaries. Finally, NIAP presented 

an update to the NIAP SBOM program and participated in a 

panel on Common Criteria in the DIB. 

NIAP PARTICIPATES IN INTERNATIONAL 

CRYPTOGRAPHIC MODULE CONFERENCE (ICMC) 
NIAP presented the status of NIAP’s cryptographic related 

efforts at ICMC 2026 as well as jointly participated in a pilot 

effort on Cryptographic Bill of Materials (CBOM) which was 

presented by the Common Criteria Testing Lab @sec. 

Discussions were held with vendors regarding the 

implications on NIAP’s crypto Policy 5 and NIST presented 

their updates on the validation test of FIPs cryptographic 

algorithms as well as produced entropy certificates – both 

used in NIAP’s product validation process. NIAP and NIST 

discussed the benefits of enhancing collaboration. 

PP PUBLISHED

PP-Virtualization v2.0

PP-General Purpose Computing Platform v2.0

PP-Module for SDN Controller v1.0

PP-Module for MACsec Ethernet Encryption v2.0

PP-Module for Session Boarder Controller v2.0

PP-Module for VVoIP v2.0

PP-Module for Auth Servers v2.0

PP-Module for Enterprise Session Controller v2.0

PP-Module for Intrusion Prevention System v2.0

collaborative Protection Profile for Stateful Traffic 

Filter Firewalls v2.0

collaborative Protection Profile for 

Dedicated Security Component v2.1

collaborative Protection Profile for FDE-AA v3.0

collaborative Protection Profile for FDE-EE v3.0

collaborative Protection Profile for Hard 

Copy Device v1.1

PP UPDATES IN PROGRESS

General Purpose Operating Systems v5.0

Mobile Device Fundamentals v4.0

Mobile Device Management v5.0

Certificate Authority 3.0

Peripheral Sharing Device v5.0

PSD PP-Modules v2.0

Redaction Tool v2.0

WLAN Client v2.0

WLAN Agent v2.0

Bluetooth v2.0

MDM Agent v2.0

STIP v2.0

PPS IN DEVELOPMENT

Enterprise Management v1.0

Retransmission Device v1.0

NIAP PARTICIPATES IN COMMON 

CRITERIA RECOGNITION 

ARRANGEMENT (CCRA) MEETINGS IN 

JAPAN. NIAP maintained its voting rights via 

attendance at the CCRA meetings 14-16 April 

alongside 16+ other international partners. Topics 

of interest included a discussion on certification 

updates and initiation of a working group for a 

long-term solution for mutual recognition of CCRA 

and EUCC certificates. NIAP further exerted its 

influence by volunteering to support the new 

Development Board Chair in helping to administer 

and offer process control for the collective 

international coalition. NIAP’s continued 

leadership is vital for the success of these global 

partnerships and raising the collective bar for 

commercial product security for use in National 

Security Systems and worldwide through 

international recognition arrangements. 

NIAP MEETS WITH CANADIAN COMMON 

CRITERIA COUNTERPART. In May 2026, 

NIAP met with the technical lead of the Canadian 

Common Criteria Program to exchange both 

organization’s latest activities on SBOMs and 

vulnerability monitoring. The next steps in the 

analysis and collaboration process were also 

discussed. 
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