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Issue:

Under what conditions does revocation checking in FIA_X509 EXT.1.1 apply? It sounds like it applies
whenever a certificate is being used; however, it is not feasible for the TOE to validate a certificate if it is
using the certificate as part of a POST. Also, most servers will verify a certificate when it is loaded into
the server, but do not check it's revocation status prior to presenting the certificate to a client. We
believe that revocation checking should be performed when a certificate is presented for authentication
purposes or loaded onto the TOE for it to use. Revocation checking should not have to be performed
during power-up self-tests, loading a certificate for use, or when performing trusted update.

Resolution:
NIT fully supports the response provided by NIAP on that request.

"Agree, the revocation should not have to be performed during power-up self-tests. Disagree, if when
loading a certificate for use and if certificates are being used to verify trusted updates."

Rationale:

N/A

Further Action:
Application Note for FIA_X509_EXT.1.1 (NDcPP v1.0):

The TSS shall describe when revocation checking is performed. It is expected that revocation checking is
performed when a certificate is used in an authentication step and when performing trusted updates (if



selected). It is not sufficient to verify the status of a X.509 certificate only when it is loaded onto the
device.

It is not necessary to verify the revocation status of X.509 certificates during power-up self-tests (if the
option for using X.509 certificates for self-testing is selected).

Addition to SD (v1.0), Section 2.3.5.1 - TSS FIA_X509_EXT.1:

“The evaluator shall ensure the TSS describes when the check of validity of the certificates takes place. It
is expected that revocation checking is performed when a certificate is used in an authentication step
and when performing trusted updates (if selected). It is not sufficient to verify the status of a X.509
certificate only when it's loaded onto the device.

It is not necessary to verify the revocation status of X.509 certificates during power-up self-tests (if the
option for using X.509 certificates for self-testing is selected).”

Addition to SD (v1.0), Section 2.3.5.2 — Tests FIA_ X509 EXT.1 — general, before the description of tests:

“The evaluator shall demonstrate that checking the validity of a certificate is performed when a
certificate is used in an authentication step or when performing trusted updates (if FPT_TUD_EXT.2 is
selected). It is not sufficient to verify the status of a X.509 certificate only when it is loaded onto the
device.

It is not necessary to verify the revocation status of X.509 certificates during power-up self-tests (if the
option for using X.509 certificates for self-testing is selected).”

Addition to SD, (v1.0). Section 2.5.4.1 — Tests FPT_TST EXT.2:

“It is not necessary to verify the revocation status of X.509 certificates during power-up.”

Addition to SD (v1.0), Section 2.5.6.1 — TSS FPT_TUD_EXT.2:

“The TSS shall describe when revocation checking is performed. It is expected that revocation checking
is performed when a certificate is used when performing trusted updates. It is not sufficient to verify the
status of a X.509 certificate only when it is loaded onto the device.”

Addition to SD (v1.0), Section 2.5.6.3 — Tests FPT_TUD_EXT.2:

“The evaluator shall demonstrate that checking the validity of a certificate is performed when a
certificate is used when performing trusted updates. It is not sufficient to verify the status of a X.509
certificate only when it is loaded onto the device.”
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