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1. INTRODUCTION

This document presents evaluations results of the Mobilelron Platform MDMPP30/MDMAkE&Q@ation. This
document contains a description of the assurance activities and associated results as performed by the evaluators.

I 1.1 EQUIVALENCE

This section presents explains why the test subset was adequate to address all product installations.

B111 SoFTwARE EQUIVALENCE

The TOE is the Mobilelron Platforonsisting of the following software components

I Mobilelron Core, Version 10.0.1.0
1 Mobilelron Client; Mobile@Work for Android, Version 10.0.1.0

Mobilelron Core is a servérasedon a CentOS 7.4 Linux operating system) (@® Apache 2.4 (or latethat runs

on an Intel x64 architecture server platform. Mobilelron supports the Mobilelron Core operatingegphysical
server appliancehat they distribute (Mobile Iron M2600) asell as virtual deployments in VMWare ESXi (5.1, 5.5,
or 6.0) and Microsoft Hypev (Server 2008 R2 or Server 2012 R2).

The Mobilelron Core server also supports enrollment and the subsequent management of Apple iPad and iPhone
Mobile Devices with iOS 21 .thoughthere are no security functions claimed for the iOS device agent itself. The
iOS MDM agent has already been evaluated on Apple iPad and iPhone Mobile Devices with iOS 11.2 (NIAP VID
10851).

TheMobilelron Client consists of apps deployed on Ardlimobile devices. These components are identifisdhe
Gdab5a ! Jdrfefdléwibg devices are supported in the evaluated configuration:
1 Samsung Galaxy Devices on Android 8: Samsung Galaxy S8, S8+, S8 Active, Note 8, S9 and S9+.
I Samsung Galaxy Deviaas Android 7.1: Samsung Galaxy Note8 and Tab Active 2.

I Samsung Galaxy Devices with Android 7: Samsung Galaxy S6, S6 Active, S6 Edge, S6 Edge+, Note 5, S
Active, S7 Edge, S8, S8 Active, S8+, and Tab S3.

Mobilelron Core (MDM Server)

The same CentOS ihux operating system is used on hardware or virtual hardware devices. All of these
platforms (both physical and virtual}ilize a 64bit Intel architecture CPU, with one or more Ethernet network
adapters.

The same MDM servaoftware is installed oall of the platforms. All of the security functions provided by the

TOE are implemented in software. Thus, all TOE security behavior is the same on all the MDM Server platforms for
each of the SFRs defined by the MDMPP30. The only differences betwegrausitual machine running on

identical hardware as the physical appliance is that the virtual machine may not be able to take advantage of CPU

level optimizations, depending on the host environment, that do not affect security relevant behavior.
——
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The ewluators ran the entire test suite on the virtual hardware provided by the Microsoft Hypar Windows
Server 202 R2. A sampling of test cases was repeated on the phydR&00 hardware applianceThe test
procedures were based on the available guidaand proved to be identical in each case. Similarly, the results
prove to be identical in each case. This further substantiates that the underlying hardware features did not have
any bearing on the security claims.

Mobile@Work (MDM Agent)

Alltestingwas performed using a Samsung Galaxy S9+ mobile dekisabset of the test cases, most notably the
application ofpolicies required by FMT_SMF.1(1), was exercised for many oflieeclaimedclient devices

Those clients that were tested to ensure thagcepted the policies required by FMT_SMF.1(1) are as follows:

Samsung Galaxy S9+ with Android 8
Samsung Galaxy S7 Edge with Android 8
Samsung Galaxy S8 With Android 8
Samsung Galaxy Note 8 with Android 7.1
Samsung Galaxy Tab S3 with Android 7

Throughouttesting, the evaluator found that there were no apparent differences between how the server treats
different Android devicesAdditionally, be evaluator saw no difference in the behavior for how the TOE server
interacts with different Operating Systemsagksby the Agent Platform (Android, iOS) except for policy application
and reporting back device warnings/errors which the evaluator tested separately and included reshtithfor
cases.

I1.1.2 CAVP CERTIFICATE EQUIVALENCE

The TOE has cryptographic algorithimst have been validated according to the National Institute of Standards
and Technology (NIST) Cryptographic Algorithm Validation Program (CAVP). As a result, the evaluator is relying o
the CAVP validation results to address test assurance activititlsefdollowing security functional requirements:

MDMPP30:FCS_CKM.1
MDMPP30:FCS_CKM.2
MDMAEP30:FCS_CKM.1
MDMAEP30:FCS_CKM.2
MDMPP30:FCS_COP.1(1)
MDMAEP30:FCS_COP.1(1)
MDMPP30:FCS_COP.1(2)
MDMAEP30:FCS_COP.1(2)
MDMPP30:FCS_COP.1(3)
MDMAEP30:FCS_COP.1(3)
MDMPP30:FCS_COP.1(4)
MDMAEP30:FCS_COP.1(4)

=A =4 =4 =4 4 -4 -4 4 -4 -4 - -4

S ———
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1 MDMPP30:FCS_RBG_EXT.1
1 MDMAEP30:FCS_RBG_EXT.1

The TOE and its platform include and make use of available cryptographic modules to perform cryptographic
operations to support higher level functions (such as comation protocols).
1 The MDM Server componenihcludes the Bouncy Castle (1.0.1) cryptographic libi@yVP #3152)
operating in the Java SE Runtime Environn@&nt
The MDM Serveralso utilizes theRed Hat Enterprise Linux OpenSSL Modu@ (CMVP #3016
cryptographic functions available in its platform.
1 The MDM Agent component includes @&n OpenSSL (1.0.2h with FIPS) cryptogrdjiirary

The MobilelronCore(MDM Server) ibasedon a CentOS 7.4 Linux operating system (OS) that runs on an Intel x64
archtecture server platform

The CAVP certificates claimed for the Mobilelron Agent were obtained specifically for this evaluation and include
all currently evaluated hardware platforms claimed by the Security Target.

w
Ase

The CAVP certificates claimed for then&r platform(aslistedA y G KS a¢h9 /1 £t /),SNIATA ORI
identify theRed Hat Enterprise Linux OpenSSL Module 5.0 on an Intel Xeon E5 CPU on Red Hat Enterprise Linux
(RHEL) 7.4 operating systefime Server Platform uses the same unmodifiedi Hat Enterprise Linux OpenSSL

Module 5.0 library as that identified by the CAVP certificates and\iB@00 applianceare based ora CentOS 7.4

Linux OS running dntel Xeon E5 CPUZheTOBEmMplementation of CentOS 7.4 is a source recompile of RHEL 7
therefore, CentOS and RHEL are equivalent.

The CAVP certificates claimed fheMDM Serve( & f A a0 SR Ay (GKS & ¢ h9) identifythe / SNIfA T A
Bouncy Castle FIPS Java API 1.0.1 on Intel Xeon X5670 w/ Java SE Runtime EnviroRe@hte® &mterprise Linux

7.3 on VMware ESXi 5.9he MDM Server uses the same unmodified Bouncy Casfigographic library version
andthe same Java SE Runtime Environment 8 as identified by the CAVP certificates. The MDM server also uses 4
equivalert Intel x64 based processor from the same Intel Xeon family of proces&ensoted previously, the MDM
AaSNBSNRa /Sydh{ tvé&n A& SljdzA@lItSyd G2 wl9[ ton |yR i
release change which is allowed bylipy.

(0p))

The ST indicates that the TOE suppdtints virtual deployments on VMWare ESXi (5.1, 5.5, or 6.0) and Microsoft

HyperV (Server 2008 R2 or Server 2012 R2), whereas the CAVP certificates only identify VMware ESXi 5.5. VMWaf
ESXi 5.1 is just a mingersion release change Athough the numbering implies a major version changee

differences between ESXi 5.5 and 6.0 also represent minor version variations. These variations are related to
performance only. ESXi 6.0 supports more RAM (memory) getr more processors per host, etc. Similarly, the

differences between ESXi and Microsoft Hyleare related to memory, performance and scalability. These
differences are not relevant since the hardware platforms included in the evaluation do not nsakefuhese

differences between the ESXi versions and the Hyper@SNEA 2y a YR (GKSNB Aa y?2 SO
AYLX SYSyidliA2y 6KAOK Aa SEFOGte GKS alyvy$S | ONRaa | LJt
virtual machine ¥ R G NRGS 2y OS NHzy | ye@ogKSNB¢ yI Gdz2NE Syl of Iy

|
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platforms. The Bouncy Castle 1.0.1 library is a JAVA software libraryitieattisal when moved between hardware
and operating system environments. It is not jusithanged, but it is the same bytecode.

The available cryptographic functioard their CAVP certificates are identified in the table below:

Requirement

MDMPP30:FCS_CKM.2

Component

MDM
Server

generate asymmetrig

TOE CAVP Certificates

Function

cryptographic
used for
establishment

keys
key|

Details
bL{¢ {LISO}
800-56A,
GawSO2YYSYRLI{
Wise Key Establishmer
Schemes Using Discre
[ 23F NRGKY /
for finite fieldbased key|
establishment schemes

NIST Special Publicatig
800-56A,
awSO2YYSYRLI{
Wise Key Establishmer
Schemes Using Discre
[ 23F NRGKY /
for elliptic curvebased key|
establishment schemes an
AYLX SYSyilAy3
O dzNI £86¢ R384 and
[P-521] (as defined in FIP
PUB 1861 a5
{A3ylF ddz2NB {

bL{¢ {LISO}
800-56B,
awSO2YYSYyRI{
Wise Key Establishmer
Schemes Using Integg
Factorization
/ NEB LJG 2 AN LK@
based key establishmen
schemes

FIPS
Algorithm
Certificate

RSA
Vendor
affirmed as
no CAVF
test exiss

ECDSA
#1191

KAS #135

MDMPP30:FCS_CKM.2

Server
Platform

generate asymmetrid
cryptographic keys
used for key|
establishment

bL{¢ {LISO}
800-56A,

GwSO2YYSYyRI{
Wise Key Establishmer
Schemes Using Discre

[ 23 NRGKY [/

RSA
Vendor
affirmed as
no CAVR
test exists
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Component

Function

Details

for finite fieldbased key|
establishment schemes

bL{¢ {LISOI
800-56A,
awSO2YYSYRLI{
Wise Key Establishmer
Schemes Using Discre
[ 23 NRGKY /
for elliptic curvebased key
establishment schemes an
AYLX SYSyGAy3
cdzNJJ S-a56, R384 and
[P-521] (as defined in FIP
PUB 1861 a 5

{AIYyl (dzNB {
{ LSO}

bL{¢
800-56B,
GawSO2YYSYRLI{
Wise Key Establishmer
Schemes Using Integg
Factorization
/ NB LI 2 AN LK@
based key establishnme
schemes

FIPS
Algorithm
Certificate

ECDSA
#1144, 1150

CVL #1298
1318

MDMPP30:FCS_CKM.1

generate asymmetrig

cryptographic
used
authentication

keys
for

CLt{ -t3 . a5
{AIyFddz2NB {0
Appendix B.4 forECDSA
schemes and implementin
dbL{¢ Ga66\ER84
and [R521];

CLt{ -t3 . a5
{AIYyFddz2NB {0
Appendix B.1 for FF
schemes

ECDSA
#1191

DSA #1279

MDMPP30:FCS_CKM.1

Server
Platform

generate asymmetrig

cryptographic
used
authentication

keys
for

CLt{ t3 .da85
{AIYyFddz2NB {0
Appendix B.3 for RS
schemes;

CLt{ 3 .45

{AIYyl GdzNE { @
Appendix B.4 for ECDS

RSA #2535
2546

ECDSA
#1144, 1150

DSA #1228
1237

schemes and implementin
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FIPS
Requirement Component Function Details Algorithm
Certificate

GbL{c¢ OanHE84
and [R521];

CLt {861t 3 . ab
{AIYyl GdzNBE {
Appendix B.1 for FF
schemes

MDMAEP30:FCS_CKM.2 MDM Agent | generate asymmetriq bL{¢ {LISOAECDSA
cryptographic keyg 800-56A, #1549
used for key awSO2YYSYyRLI{
establishment Wise Key Establishmer CVL #2087
Schemes Using Discre
[ 23F NRGKY /
for finite fieldbased key|
establishment schemes

bL{¢ {LISO)
800-56A,
awSO2YYSYRLI{
Wise Key Establishmer
Schemes Using Discre
[ 23F NRGKY /
for elliptic curvebased key
establishment schemes an
AYLX SYSydAy3
O dzNI 256 R384 and
[P-521] (as defined in FIP
PUB 1861 = a 5
{A3yFddz2NB {0

MDMAEP30:FCS_CKM.1 MDM Agent | generate agmmetric CLt{ -t3 . a5 ECDSA
cryptographic ~ keyg { A 3y I { dzNB { (| #1549
used o for| Appendix B.4 for EC[_)E DSA #1466
authentication schemes and implementin
dbL{¢ Ga66\E84
and [R521];

CLt{ -t3 . a5
{ATYyIlGddzNB { @
Appendix B.1 for FF(
schemes

MDMPP30:FCS_COP.1(3) | MDM cryptographic w{ ! 5A3A { RSA#2602

Server signature services Algorithm (RSA) with a ke
size (modulus) of 2048 bit
or greater that meets FIP
PUB 18& or FIPS PUB 18

ECDSA
#1191

S 7]
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FIPS
Requirement Component Function Details Algorithm
Certificate

b2 & 5 A Sighatured
Gl yRFENRE =
9ttt ALIIAO

Signature Algorithm
(ECDSA) with a key size
256 bits or greater] that
meets FIPS PUB 186
G5AIAGI
{GF yYRINRE [’
O dzNIJ 92686 R384 and
[P-521] (as defined in FIP
PUB 1861 = a 5
say Il GdzNB {41

MDMPP30:FCS_COP.1(3) cryptographic w{! 5A 3A { RSA #2535
signature services Algorithm (RSA) with a ke 2546

size (modulus) of 2048 bit
or greater that meets FIP
PUB 18& or FIPS PUB 18
4, G5AIAGH T

ECDSA
#1144, 1150

{GFYyRFNREZ
9ttt ALJIAO

Signature Algorithm
(ECDSA) with a key size
256 bits or greater] that
meets FIPS PUB 186
G5AIAGL €
{(GFyRINRE 4
O dzNIJ £286; R384 and
[P-521] (as defined in FIP
PUB  18a1 X igitals
{A3ylF ddz2NB {

MDMPP30:FCS_COP.1(4) | MDM keyedhash messag HMACGCSHA256, HMACE
Server authentication SHA384, HMAESHA512
with key length equal tg
output MAC length, hask
function as identified in the
specific HMAC algorithm
and block size 512 fo
HMAGSHA256 and 1024
for HMAGSHA384 and
HMAGSHA512

MDMPP30:FCS_COP.1(4) | Server keyedhash message HMAGSHA256, HMAE | HMAC
Platform authentication SHA384, HMAESHA512 | #3076,

S 7]
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Component

Function

Details

with key length equal tg
output MAC length, hask
function as identified in the
specific HMAC algorithm
and block size 512 fqg
HMAGSHA256 and 1024
for HMAGSHA384 and
HMAGSHA512

FIPS
Algorithm
Certificate

3090, 3107,
3110

MDMPP30:FCS_COP.1(1)

MDM
Server

encryption/decryption

I-GBL (agefined in
NIST SP 868BA) mode,

I-GCM (as defined ii
NIST SP 8688D)

AES #4759

MDMPP30:FCS_COP.1(1)

encryption/decryption

I-®BL (as defined i
NIST SP 8688A) mode,

I-GCM (as defined it
NIST SP 8688D)

AES #4644
4666, 4695,
4698

MDMPP30:FCS_COP.1(2)

MDM
Server

cryptographic hashing

SHA256, SHA384, SHA
512

SHS #3901

MDMPP30:FCS_COP.1(2)

Server
Platform

cryptographic hashing

SHA256, SHA384, SHA
512

SHS #3807
3823, 3842,
3845

MDMAEP30:FCS_COP.1(3)

MDM Agent

cryptographic
signature services

wi! 5A3Ad
Algorithm (RSA) with a ke
size (modulus) of 2048 bit
or greater that meets FIP
PUB 18& or FIPS PUB 18
ns G5AIA0L
{GFyRINREZ

9t f ALIJIAO
Signature Algorithm
(ECDSA) with key size ol
256 bits or greater] that
meets FIPS PUB 186
G5AIAGL
{dF yYRI NR¢ g
O dzNI? £86¢ R384 and
[P-521] (as defined in FIP
PUB 1861 a5
{ ATyl ddzNB {4

RSA #3068

ECDSA
#1549
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FIPS
Requirement Component Function Details Algorithm
Certificate

MDMAEP30:FCS_COP.1(4) | MDM Agent | keyedhash messagg HMAGSHA256, HMAE
authentication 384 with key length equa
to output MAC length, hasl
function as identified in the
specific HMAC algorithm
and block size 512 fqg
HMAGCSHA256 and 1024
for HMAGSHA384

MDMAEP30:FCS_COP.1(1) | MDM Agent | encryption/decryption I-®BL (as defined i AES #5700
NIST SP 8688A) mode,

I-GCM (as defined ii
NIST SP 8688D)

MDMAEP30:FCS_COP.1(2) | MDM Agent | cryptographic hashing SHA256, SHA384 SHS # 4570

MDMPP30:FCS_RBG_EXT.] Server RBG AES256 CTR_DRBG DRBG#
Platform 1567, 1578,
1593, 1596

MDMPP30:FCS_RBG_EXT.] MDM SHA256 HMAGRBG DRBG#
Server 1636

MDMAEP30:FCS_RBG_EXT MDM Agent AES256 CTR_DRBG DRBG#
2311

Note thatall platforms in the evaluated configuration halveen subject to CAVP testing and share the same
cryptographic libraies. As such, it is concluded that the cryptographic functions are equivalent despite any model
differences.

I 1.2 REFERENCES

The following evidence was used to complete the Assurautiwities:

1 Mobilelron Platform (MDMPP30 and MDMAEPS@}urity Target, Version8)01/04/2019(ST)

1 Mobilelron Core and Android and iOS Client Mobile Device Management Protection Profile Guide, Version
1.1, Januaryl0, 2019[PR-Guide]
Getting Started witiMobilelron Core 10.0.0,Quly 20, 2018GetStari
Mobilelron Core 10.0.0.0 Device Management Guide for Android and Android enterprise Déwite29,
2018[DevMgt¢ Android]
Mobilelron Core 10.0.0.0 Device Management Guide for iOS and macOS Dlwiee?9, 2018DevMgt(
i0g

1 Mobilelron Core 10.0.0.0 System Manager Guidme 6, 2018SysMgt
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Mobilelron Core 10.0.0.0 Apps@Work Guide, June 6, 2848s@Work

Mobilelron Core and Connector 10.0.1.0 Release and Upgrade Watesmber 15, 2018Releag]

Mobilelron Core 10.0.0.0 AppConnect and AppTuhéte, Jund 3, 201gAppConnect

Mobilelron Core Delegated Administration Guide 10.0.0ube 12, 2018Admin]

Mobilelron Core 9.7.0.0 Command Line Interface (CLI) Refergiaceh 7, 201§CL]

On-Premise Installation Guide for Mobilelron Core and Enterprise Connector 10.0un8, 20, 2018
[Install]

Samsung Electronics Co., Ltd. Samsung Galaxy Devices on An@vtiidd-BP31/WLANCEP10/VPNC21)
Security Target, Version 0.4, 05/15/208ps://www.niap-ccevs.org/MMO/Product/st _vid10898t.pdf
[Samsung Platforr§T Android 8

Samsung Electronics Co., Ltd. Samsung Galaxy Devices on Android 7.1 (MDFPP31/WLANCEP10) Sec
Target, Version 0.7, 2017/11/15 https://www.niap-ccevs.org/Product/Compliant.cfm?PID=10849
[Samsung PlatformST Android 7.1L

Samsung Electronics Co., Ltd. Samsung Galaxy Devices on Android 7 (MDFPP31/WLANCEP10) Security
Target, Version 0.35/30/2017 https://www.niap-ccevs.org/MMO/Product/st_vid10808t. pdf

[Samsung PlatforrR8T Android ¥

All threeSamsung Platform SfSamsung Platform STs]

Red Hat Enterprise Linux OpenSSL Cryptographic Module v5.0 and Red Hat Enterprise Linux OpenSSL
Cryptographic Module v6.0 (CMVP #3016) FIP2146nproprietary Security Policy, Version 1.2, Last

Update:201802-19 https://csrc.nist.gov/CSRC/media/projects/cryptographiodule-validation

program/documents/securitypolicies/140sp3016.pdRedHat Platform]

The following are the relevant protection profiles and extended packages used for this evaluation:

o Protection Profile for Mobile Device Management, Version 3.0, 21 Novemid& @dDMPP30)
with the following NIAP TDs appliedD0163 TD0212 TD0231 TD0232 TD0234 TD0267
TD0304TD0305andTD0318

Extended Package for Mobile Device Management Agents, Version 3.0, 21 November 2016
(MDMAEP30) with the following NIAP TD appliEd0237

R
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2. PROTECTION PROFILE SFR ASSURANCE ACTIVITIES

This section of the AAR identifies each of the assurance activities included in the claimed Protection Profiles and
describes the findings in each case.

I2.1 SECURITY AUDIT _ (FAU)

B 211 SEeErvER ALERTS (MDMPP30:FAU ALT EXT.1)

|2.1.1.1 MDMPP30:FAU_ALT_EXT.1.1

TSS Assurance ActivitieNone Defined
Guidance Assurance Activitieblone Defined
Testing Assurance Activitie®one Defined

Component TSS Assurance Activitid$ie evaluator shall examine the TSS and veriflyit describes how the
alert system is implemented. The evaluator shall also verify that a description of each assigned event is proyided in
the TSS.

Section 6.1 ofthe STindicates that the TOE can alert administrators based upon values in the devifiguration
database including newly enrolled devices and failed policy deploymhtle a device could effectively be
unenrolled by being factory reset, there is no explicit unenroll function available to the MDM Agent, though a mobile
device can be tired (and hence unenrolled) at the MDM Server. Alerts can be configured and can be displayed on
the administrator console, be sent to a configuredhail address, text (SMS), or a push notification to a configured
device.

Component Guidance Assurance Adties: None Defined
Component Testing Assurance Activitidsor each MDM Agent/platform listed as supported in the ST:

Test 1: The evaluator shall enroll a device and ensure that the MDM server alerts the administrator of the ch
in enrollment statusThe evaluator shall unenroll (retire) a device and ensure that the MDM server alerts the
administrator of the change in enrollment status.

Test 2: The evaluator shall configure policies, which the MDM agent should not be able to apply. These policies
shal include:

.. a setting which is configurable on the MDM Server interface but not supported by the platform on which th
MDM Agent runs, if any such settings exist

.. a valid configuration setting with an invalid parameter, which may require manual modification of the polic
prior to transmission to the device

|
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The evaluator shall deploy such policies and verify that the MDM server alerts the administrator abtailethe
application of the policy.

Test 3: (Conditional) The evaluator shall trigger each of the events listed and ensure that the MDM Server g
the administrator.

Test 1: The evaluator configuréite TOE to connect to an external SMTP server athgei S O (iBxgifing &

device status evenés theyPP-Guide] After testing the connection to the SMTP server, the evaluator configured
alerts and proceeded to enroll and unenroll a device. The evaluator observed that the alerts were properly
generated irresponse to the action performed.

Test 2: The evaluator configured policies as defined below and ensured that the failure condition was detected and
an alert was sent to the administrator using the configured methods.

1. Configure a policy that is not supged by the platform and verify that the MDM server alerts the
administrator.
Manuallymodify a policy prior to transmission to the device such that it contains a valid configuration
variable with an invalid value, then verify that the MDM server alertsath@inistrator.

Test 3 was not performed as there were no additional events beyond those tested by the preceding test cases.

§21.2 AGENT ALERTS (MDMAEP30:FAU_ALT_EXT.2)

|2.1.21 MDMAEP30:FAU_ALT_EXT.2.1

TSS Assurance ActivitieEhe evaluator shall examine the TSS eerify that it describes how the alerts are
implemented.

The evaluator ensures that the TSS describes how the candidate policy updates are obtained; and the actigns that
take place for successful (policy update installed) and unsuccessful (policy mod#atstalled) cases. The
software components that are performing the processing must also be identified in the TSS and verified by |
evaluator.

The evaluator also ensures that the TSS describes how reachability events are implemented, and if cenfigu
are selected in FMT_SMF_EXT.3.2. The evaluator verifies that this description clearly indicates who (MDM
MDM Server) initiates reachability events.

Section 6.1 of the ST states that alerés be configured and can be displayed on the admirt@treonsole, be sent

to a configured email address, text (SMS), or a push natification to a configured devVieTOE supports the ability

to periodically synchronize the MDM Server and MDM Agents. The synchronization includes retrieving information
abaout the policies that are installed, thereby ensuring the MDM Server is informed about which policies have been

|
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applied. The MDM Server can force a chizckie. synchronization) at any time and that would serve to determine
MDM Agent connectivity status.

When a mobile device checks in, the mobile device performs a compliance check based on configured policies. If an
of the settings have not been reported to and acknowledged by the MDM server, the mobile device reports those
changes. Hence, if somethingdpens, such as a network disruption, that prevents the MDM server from receiving
the mobile device compliance information or prevents the mobile device from receiving an acknowledgement from
the MDM server, that information will be sent the next time thevite connects until it is finally acknowledged.

Section 6.4 of the ST further describes how the candidate policy updates are obtained and processed. When the
MDM Agent checks in with the MDM server, the MDM server will send any policy or policy updabesNMbM

agent via a secure TLS channel if the policy or policy update has not yet been applied by the MDWhgeithe

MDM agent receives the policy or policy update, it creates a-&FAhash of its contents (less the signed hash),
verifies the hash m@tches and then verifies that the hash was signed using the same MDM server portal certificate
that was used to receive the policy or policy update. The MDM agent will only install policies and policy updates if
both the hash matches and the hash was sy the expected certificate. If the verification fails, the policy or
policy update is discarded and an alert is sent to the MDM server. This process is repeated during the next checking
since the policy current on the MDM server has not been applied.

Guidance Assurance Activitieblone Defined

Testing Assurance ActivitieFest 1. The evaluator shall perform a policy update from the test environment M
server. The evaluator shall verify the MDM Agent accepts the update, makes the confiareges, and reports
the success of the policy update back to the MDM Server.

Test 2: The evaluator shall perform each of the actions listed in FAU_ALT_EXT.1.1 and verify that the alert does in
fact reach the MDM Server.

Test 3: The evaluator shall configithe MDM Agent to perform a network reachability test, both with and
without such connectivity and ensure that results reflect each.

Test 1. The evaluator configured a policy and applied it to the label used by the test device so that it would be
pushedto the phone and downloaded on the next cheok The evaluator checked in with the mobile device and
confirmed that both the Agent and Server updated their times for the last client eimeakd the agent reported
back to the server that the policy wapplied.

Test 2: The actions listed in FAU_ALT_EXT.1.1 include the ability to generate an alert for successful application of
policies, receiving periodic reachability requests, and changing the enrollment state. Test 1 covers the successful
applicaton of policies. Test 3 below covers the periodic reachability events. For change in enrollment state, see
FAU_ALT_EXT.1.1 where twaluator tested this. Before a device is enrolled, the server does not contain any
information on the testdevicein® ! RYAY 2S06 ! LQa fAadGgAy3d 2F RSPAOSao
the web Ul where an administrator can then send commands, push policies, and review device information.

Test 3:For periodic reachability events, the MDM Server and the MDEhARGoth report back the time of last
checkin. The evaluator configured the MDM server to receive a periodic reachability event in the form of a

|
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WOKBEYR FNRBY (GKS a5 | 3ISyid ¢ midkhenchedkedyinQuitrithye@levibEI Affet 12 T mp fY A
minutes had passed, the evaluator viewed the check in status again and saw that each of the enrolled devices
checked in again with the server and the last check in time was updated appropriately.

2.1.2.2 MDMAEP30:FAU_ALT_EXT.2.2

TSS Assurance ActivitieShe ewaluator shall ensure that the TSS describes under what circumstances, if any,|the
alert may not be generated (e.g., the device is powered off or disconnected from the trusted channel), how alerts
are queued, and the maximum amount of storage for queuedsagss.

Section 6.1 of the Siidicates that any network disruption that prevents the MDM server from receiving the mobile
device compliance information or prevents the mobile device from receiving an acknowledgement from the MDM
server, that information Wi be sent the next time the device connects until it is finally acknowledgked.MDM

Agent will store unsent alerts in the application storage available on the mobile device and that space is limited only
by the space available on the mobile device nolfatile flash.

Guidance Assurance Activitieblone Defined

Testing Assurance Activitiehe evaluator shall remove network connectivity from the MDM Agent and generate
an alert/event in FAU_ALT_EXT.2.1. The evaluator shall restore network connectivéiyM®M Agent and verify
that the alert generated while the TOE was disconnected is sent by the MDM Agent upstabiishment of the
connectivity.

Alerts were configured during the testing performed foAU_ALT_ EXT.2.The evaluator observed théte MDM
server received the queued alerts uponestablishmenof network connectivity

Component TSS Assurance Activitid®ne Defined

Component Guidance Assurance Activitidéone Defined

Component Testing Assurance Activitiddone Defined

2.1.3 SUPPORTFOR COMPLIANCE REPORTING OF MOBILE DEVICE CONFIGURATION
(MDMPP30:FAU_CRP_EXT.1)

|2.1.31 MDMPP30:FAU_CRP_EXT.1.1

TSS Assurance ActivitieNone Defined

Guidance Assurance Activitieblone Defined

Testing Assurance ActivitietNone Defined
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Component TS&ssurance ActivitiesNone Defined

Component Guidance Assurance Activitidihe evaluator shall check to ensure that the operational guidance
contains instructions on how to access the MDM Server's compliance reporting interface.

{ SOGA2Yy &/ 28/yFQ ILdyNR §/NED 1 KES[PRGUINE] drovidRe S idskudtidns bryhowit& c®nfigure the

frequency for starting the synchronization process between a device and the Mobilelron Core Smwgiliance

verification checks occur during the device chatke. sync) intervalst KA & A SOGA2Yy FdzNIKSNJ NETS|
t 2f A OA S & [SetStaBtjvhich Begcrides'how to configure Sync policies specifying how the MDM Agent

behaves on the device and interacts with Mobilelron Core. These interactions irsginderonizing profiles,

configurations, and app inventory.

¢tKS aSOGA2y Syidaidt SR a-inoBredivityad | NSERE dida]lgfovidds ngtrudtioiR OK S @ 1
on determining when the most recent cherkof each mobile device has occurred.

{SOGA2y a5STAYAYI | OdfeRQude]ade dédclibasihgi SustonOdbriayice actioi i K
can be configured by the administrator and implemented locally on a device by the MDM agent when certain
aeadsSy S@gSyda KI@S 200d2NNBR GKFG Ol dzasS I O2Wttbns yOS
[201ltfeé 2y 5S@PA0SaQ Ydzad 6S SyloftSRo

_
w

Component Testing Assurance Activitiebest 1: Using the operational guidance, the evaluator shall demonstn
the ability to access the compliance reporting interface from an authorized entity and suctesbfain
information about enrolled devices.

Test 2: The evaluator shall attempt to access the compliance reporting interface from an unauthorized entity
demonstrate that the attempt is denied.

Test 1:Compliance information is availattlerough the MDM Server Admin Portal Web UThe evaluator followed
guidance to select the device from the list of devices and was able to review specific information on a device
including basic device details, the status of applied or pending policies and configaradsibels applied to the
device, MDM logs and installed applications.

Test 2: The evaluator alsgtemptedto connect to theMDM serverusing a norsecure version of the protocol
claimed(ie. http) and found that the web browser automatically redirectbd service to the https version of the

Web Ul. This was tested again on an Ubuntu test server and the redirection occurred again which confirmed that it
was being redirected by the server and not the web browésrcan be seen the TOE only permitsitotp the

Web Ulghrough HTTPS.
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§2.1.4 AupiT DATA GENERATION (MDMPP30:FAU_GEN.1(1))

|2.1.41 MDMPP30: FAU_GEN.L1.1(1)

TSS Assurance ActivitieShe evaluator shall check the TSS and ensure that it lists all of the auditable events,
evaluator shall check to malseire that every audit event type mandated by the PP is described in the TSS. T
evaluator shall verify that for every audit event described in the TSS, the description indicates where the audi
event is generated (TSF, TOE platform).

Section 6.1of the STrefers to Table 2 and Table 3 in the ST which provides a list of all of the auditable events
which it indicates are all generated by the TSF (the MDM Server and the MDM Agdané) 2 of the ST provides a
list of auditable events that match the list ofents in the MDMPP30, while Table 3 provides a list of auditable
events that match the list of events in the MDMAEP30.

Guidance Assurance ActivitieShe evaluator shall check the administrative guide and ensure that it lists all o
auditable eventsThe evaluator shall check to make sure that every audit event type mandated by the PP is
described.

The evaluator shall also make a determination of the administrative actions that are relevant in the context of this
PP including those listed in the Managent section. The evaluator shall examine the administrative guide and
make a determination of which administrative commands are related to the configuration (including enabling
disabling) of the mechanisms implemented in the TOE that are necessamjore® the requirements specified in
the PP. The evaluator shall document the methodology or approach taken while determining which actions

administrative guide are security relevant with respect to this PP. The evaluator may perform this astpaty af

the activities associated with ensuring the AGD_OPE guidance satisfies the requirements.

The[PRGuide]lists all of the required auditable events identified in the ST. It also describes the location and
format for each of the various types ofidit records that are generated by the MDM Server and the MDM Agent.

{ S O (iBxgostingdmin Portal audit logs the [PRGuide]contains information describing th&dmin Portal
auditlogsthat are generated by the MDM Servand describes each of themmaseparated fields when the
audit records are exported to a CSV file. These audit records are viewed and exported via the Admihadetal.
GAUDIT LOGS RELEVANT TO PROTECTION PROFILE DESiInANMMERGEide]identifiestheseaudit records
generated by theMDM Servethat are relevant to this evaluation.

Thesuba S O (iDedcg Status Events Overvieslzy RS NJ a9 ELI2 NI Ay 3 | RYPHFGuide NI I f
describes thalevice status aleraudit eventsgenerated by the MDM ServeiSib-4 SOG A2y & &9 ELJ2 NI A
A0FGda 808yGa a F /{+ FTA(SE FyR 4¢KS SELRNISR RSOA
format and fields and how to export thenTable 4DEVICE STATUS EVENTS RELEVANT TO PROTECTION PROFI
DEPLOMENTS identifies theAndroid relateddevice status events relative to this evaluatidiote that the iOS

related device status audit events are not the sdimenat as the Android related status events and are identified

in Table 2Admin Portal
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The sectioroExporting System Manager audit lapgervienwe  [RBGuide]contains information describing the

System Manager audit records that are generated byNtigM Servealong with the records contentsThe

System Manager audit records are located in variofferdint log files including: MICS, MIFS, log, Application log,
var/log//httpd/https -error_log, var/log/httpd/portal_error_log, var/log/secure and upgrade_status.log. The
F2NXIG FYR FASEtRa FT2N GKS f233&8 T 2EXDRINGBEYSSEMMANAGER | { A
AUDIT LOGSELEVANT TO PROTECTION PROFILE DEPLOYMENTSA G KS {@&ad Sy Yl yl 3ISN
relevant to this evaluation to the log file that they are found under. Instructions are also provided for how to view
each of the lodiles and also how to export thenThe System Manager can be accessed via the Admin Portal or

via URL.

CKS a/2ttSOGAY3I I dzRAG S @Sy (PRGUKEdéeSclibysRhE BuliFeveRtStiBkaeS 4 ¢ &
logged to the device logs on the Samguevices including their format and fields and. It also includes

instructions for pulling the device logs to the MDM Server in order to view them. These audit records are
3SYySNI SR o0& 620K (GKS a5a | 3Syid | yR BRATEHDOR SAMSYUNGdzy 3
Ybh- 59+xL/9{¢X ¢+-o6fS 1 a9+x9b¢{ D9bO9w! ¢95 hb {!a{!bD
[ h/Y5h2Db th[L/,¢é YR ¢F-06fS y at! [h!5 {LDb! ¢& whot 99
identify the device audit logs relevant to this evaluatio

The following table shows a mapping of the audit requirements from the ST to the corresponding audit records
found in the[PRGuide]

MDMPP30Documentation of Audit Recorsl

Requirement Auditable Event & Content [PRGuide]Mapping

FAU _ALT EXT.1 | Type of alert. { SO A 2 y ExXpoftind Admis Fortafiaudit logs
the [PRGuide]provides the following audit records
for this requirement:

Required Content:ldentity of
Mobile Device that sent alert.

Android device registered
"DEVICE_STATUS_ALERT","DISPATCHED",","WARNI
A 11 (user) Device Registered”,"user,[]","Tue Aug 21
16:16:01 UTC 2018","TRUE","c152dBd954cc4af25
360049b0251f","WARNING"

Android device registered
"DEVICE_STATUS_ALERT","DISPATCHED",","WARNI
A 10 (user) Device RETIRE initiated","user,[]","Tue Aug 2
16:16:01 UTC 2018","TRUE","dcee88ROc4b72-be7e
€399d41b816c","WARNING" Android device reported
warning while applying a policy

Android device reported warning while applying a policy
"DEVICE_STATUS_ALERT","DISPATCHED","","WARNI
A 6 (user ) Device reported warning(s) while applying the
following policies: Lockdown.","user,[]","Tue Sep 18
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Requirement

Auditable Event & Content

[PRGuide]Mapping

16:11:01 UTC 2018","TRUE","0dde8%23d 44ceal35
1ca8b588c337","WARNING"

Android device repated error while applying a policy
"DEVICE_STATUS_ALERT","DISPATCHED","","WARNI
A 6 (user ) Device reported error(s) while applying the
following configurations: Name: FAU_ALT_ExZ-.1
unsupportedvpn & Type: VPN.""user,[]","Tue Sep 18
16:11:01 UTC@8","TRUE","0dde8528c4d44ceal3s
1ca8b588c337","WARNING"

iOS Device Registered

"Register Device","Success","admin","260806 16:48:16
+0000","admin (iIOSPDA 2)","Device is fully
registered”,"™,"™,","201808-06 16:48:16
+0000","1","™,"™" " "ec7ca02-8fd1-4d689d4c
5ee16401b608","Smartphone","™,"20183-06 16:48:16
+0000","","{phoneNumber=PDA 2, uuid=ec7ca@f@1-
4d689d4c5ee16401b608, platform=iOS}","2008-06
16:48:16 +0000","","™","™" " "userAction","",

iOS Device Retired

"Retire","Success","adm","2018-08-07 10:55:08
+0000","admin (i0S 11:314109261314)","Request for
Retire on the device","Global","/1/","{principal=admin,
miUserld=9001, email=gss4testing@gmail.com}","2088
07 10:55:08 +0000","1","",","" ,"ec7ca01&d1-4d689d4c
5ee16401b68","Smartphone”,","201808-07 10:55:08
+0000","","{phoneNumber=14109261314, uuid=ec7ca014
8fd1-4d689d4c5ee16401b608, platform=iOS 11.3}","201
08-07 10:55:08 +0000",","™,™,"" "userAction","",

iOS device reported error while applying a policy
"InstallEncrypted Su#Profile”,"Error","<MDM>","2018L0-
29 18:21:25 +0000","user (iI0S 11BDA
2)""{""request_data™:""Bad VPN config
(VPN.1012)"™,""error™:""<?xml
versionx""1.0\""?>\n<!DOCTYPE plist SYSTEM
\""file://localhost/System/Library/DTDs/PropertyLigtd\""
S\n<plist version¥"1.0\"">\n  <dict¥n
<key>CommandUUIDKkey>\n <string>4ec892fecd6
4686-800f-2af0a8cfb600¥string>\n\n
<key>ErrorChaingey>n <arraym <dictn
<key>ErrorCoda#ey>\n

<integer>4001¥integerx\n\n
<key>ErrorDomain¢key>\n
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Requirement

Auditable Event & Content

[PRGuide]Mapping

<string>MClnstallationErrorDomaivistring>\n\n
<key>LocalizedDescriptiovikey>\n <string>Profil
Installation Failedsstring=n\n
<key>USEnglishDescriptidfikey>\n
<string>Profile Installation Failedstring>\n
A/dict>\n <dictn <key>ErrorCod&sgy>\n
<integer>4001¥integerx\n\n
<key>ErrorDomain#ey>\n
<string>MClnstallationErrorDomaivistring>\n\n
<key>LocalizedDescriptiorikey>\n <string>Profil
Failed to Install¥string>\n\n
<key>USEnglishDescriptiafikey>\n
<string>Profile Failed to Instalfstring>\n Wdict>\n
<dictn <key>ErrorCod&sy>\n
<integer>1009¥integerx\n\n
<key>ErrorDomaini¢key>\n
<string>MCPriileErrorDomain¥/string>n\n
<key>LocalizedDescriptiorikey>\n <string>The
profile &#8220;Bad VPN config&#8221; could not be inst
ed.d/string>n\n
<key>USEnglishDescriptidfikey>\n <strinfhe
profile &#8220;Bad VPN config&#8221; could not be
installed.4/string>\n dict>\n <dictn
<key>ErrorCodaskey>\n
<integer>15000¥integer>\n\n
<key>ErrorDomain#ey>\n
<string>MCVPNErrorDomahstring>n\n
<key>LocalizedDescriptiotikey>\n <string>PPTH
is deprecated starting from iOS 10 and valid configuratior
can not be created)string>\n\n
<key>USEnglishDescriptidfikey>\n <string>PPT
is deprecated starting from iOS 10 and valid configuratior|
can not be created)string>\n Wdict>\n
</arrayn\n <key>Statugkey>\n
<string>Error¥string>n\n <key>UDIDkey>\n
<string>019037a6715246588d1c36cea8ef0alc23036952
string3n
Q/dict>\n</plist>\n"",""'message™"":""Completed MDM
request."}","","" "{principal=user, miUserld=null,
email=user}","2018.0-29 18:21:25 +0000","1","","11","Bad
VPN config (VPN.1Q}',"f5eb0f655251-4bff-b8ec
9bb7c01c09d9","MDM Event",","20180-29 18:21:25
+0000","","{phoneNumber=PDA 2, uuid=f5eb0#H551-
4bff-b8ec9bb7c01c09d9, platform=iOS 11.3}","2018-29
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Auditable Event & Content

[PRGuide]Mapping

18:21:17 +0000","","Application
Setting",","","userAction","",

FAU_GEN.1(1)

Startup and Shutdown of the
MDM Server

{ SOG A 2 y EXpoftindi Adiis Fortadraudit logs
the [PRGuide]provides the following audit records
for this requirement:

Start up

"Application Started","Success","misystem","260825
15:31:30+0000","System","Core application
started",™,"","","2018-07-25 15:31:30
+0000","1","","AuditLog Service","","","NA","","20187-25
15:31:30 +0000",™,"™","201®7-25 15:31:30
+0000","","," " "userAction","",

Shutdown

"Application Stopped","Initiated","nsystem"”,"201807-25
15:33:00 +0000","System","Core application shutdown
initiated",™,"","","2018-07-25 15:33:00
+0000","1","","AuditLog Service",","" "NA","","201@7-25
15:33:00 +0000","",™,"20187-25 15:33:00
+0000",™,"™,"™,"" "userAction","",

FCSCKM.1

Failure of key generation activity
for authentication keys.

{ SO0 A 2 y EXoftind Sydtes Ranager audit
logg [RBGuide]indicates this audit is collected in
MIFS log or MICS log witle following message:

keyGenerator failed to generate key pair
or

Generating key pair

followed by

Caught an exception servicing an API V2 request
org.springframework.web.utiNestedServl etException:
Handler dispatch failed; nested exception is
org.bouncycastle.cr ypto.fips.FipsConsistencyTestFailedH
: Exception on consistency tesexception details>

FCS_HTTPS_EXT.]

Failure of the certificate validity
check.

Normal HTTPS access does not request client certificate
Refer to audits for FIA_X509_EXT.1 and FIA_X509_EXT
server TLSS communications with enrolled devices that (
HTTPS.
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Required ©ntent: Issuer Name
and Subject Name of certificate.

FCS_RBG_EXT.1

Failure of the randomization
process.

{ SO0 A 2 y EXpoftind Sydtes Ranager audit
logg [RBGuide]indicates this audit is collected in
MIFS log or MICS legth the following message

SecureRandom.nextBytes failed to
generate random data

FCS_TLSC_EXT.1

Failure to establish a TLS sessiq
Failure to verify presented
identifier.

Required ContentReason for
failure.

Presented identifier and
reference identifier.

{ SO0 A 2 y ExXpoftind ydtes Ranager audit
logg [RBGuide]indicates this audit is collected in
MIFS log with théollowing message:

Failure to establish a TLS session

Failed to create the SSL socket. Remote
endpoint details: <remote address details>
using protocol/cipher: <Cipher details>

or

Failed to create the SSL socket. Remote
endpoint details: <remote address details>

or

RSA : server : Certificate chain validation
failed : <certificate chain> Reason:
<Reason> Exception stack trace: <stack
trace>

or

Failed to create the TLS socket. Reas

Peer Unverifiable:
java.security.cert.CertificateException:

Could not find root certificate in the

certificate chain presented by the server

with subject: <subject> Remote endpoint
details:  <remote address details>

Failure to verify presented identier
The SSL certificate hostname does not match
<hostname>.

OR
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Certificate subject for <hostname> doesn't
contain a common name and does not have
alternative names" (In this case, there was
no presented identifier)

OR

Certificate for <hostname> doesn' t match any
of the subject alternative names: <subject
alternative names> (In

this case, no valid presented identifier was

found in the subject alternative names)

OR

Certificate for <hostname> doesn't match
common name of the certificate subject:
<commonname> (In this case, no

valid presented identifier was found in the
common name)

FCS_TLSS_EXT.1

Failure to establish a TLS sessiq

Required ContentReason for
failure.

{ SO0 A 2 y EXoftind ydtes Ranager audit
logg [RBGuide]indicates this audit is collected in
Ivar/log/httpd/https -error_logwith the following
messages:

Message if the client requests a cipher suite that Core do
not support:

SSL Library Error: 336109761

error:1408A0C1:SSL
routines:SSL3_GET_CLIENT_HELLO:no sh ared

cipher Too restrictive SSLCipherSuite or

using DSA server certificate?

Connection closed to child 0 with abortive
shutdown (server <Core URL>)

Message if the client presents an invalid certificate:
SSL Library Error: 336151576
error:14094418:SSL

rou tines:SSL3 READ_ BYTES:tlsv1 alert unknown
ca

Connection closed to child 0 with abortive
shutdown (server <Core URL>)
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FIA_ ENR_EXT.1 Failure of MD user { SO0 A 2 y ExXpoftind Sydtesh Ranageudit
authentication. logg [RBGuide]indicates this audit is collected in
MIFS log with théollowing message:

Required ContentPresented
username Registration failed for device with

platform: Android. Reason:

authentication failed for user. - User:
<user ld>

FIA X509 EXT.1 | Failure to validate X.509 { SO0 A 2 y EXpoftind Systed Ranager audit
certificate. logg [RBGuide]indicatesthis audit is collectedh
MIFS log with théollowing messags:

Required ContentReason for
failure. <RSA | ECDSA>: <server | client>:
Certificate chain validation failed

Failed to create the TLS socket. Reason TLS
Peer Unverifiable:
java.security.cert.CertificateException:

Could not find root certificate in the

certificate chain presented by the server

with subject: <subject> Remote endpoint
details: <remote address details>

RSA : server : Certificate chain validation

failed : #012Subject: <subject> Serial
Numbekserial number> Issuer <issuer> Berfore
<valid date>  After <expiration date> | #012 -
---  <certificate>

Reason: Unable to Verify Certificate

' <subject> ' with serial number ' <serial
number>#012 Certificate <lIssuer subject>
serial number  <serial number>  status:
revoked Exception stack trace:
com.mobileiron.security.SecurityModuleTr
ustManager.checkRevocationVerificat ionRe
sults(SecurityModuleTrustManager.java:17
4)#012com.mobileiron.security.SecurityMo
duleTrustManager.checkTrustedStrict(Secu
rityModuleTrustManager.java:321)#012com.
mobileiron.securit...

Device enrollment certificate is revoked,
returning 403(HTTP_FORBIDDEN) for the device
<device ID> ..

R
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Failed to retrieve the CRL for Certifi
with Subject: <subject> Serial Num -ber:
<serial number> Issuer: <Issuer>

- cate

the error code = NOT_A_VALID CA CERATE

{ SO0 A 2 y ExXoftind Systes Ranager audit
logg [RBGuide]indicatesthis audit is collecteih
Ivar/log/httpd/https -error_logwith the following
messags:

AHO02276: Certificate Verification: Error

(26): unsupported certificate purpose

[sub ject:  <subject> /issuer: <issuer> /
serial:  <serial number>  / notbefore: <valid
date and time> [/ notafter: <expiration date
and time> ]

Certificate Verification: Error (10):
certificate has expired

FIA_X509 EXT.2

Failure to establish connection t
determine revocation status.

{ SO0 A 2 y EXpoftind Sydtes Ranager audit

logg [RBGuide]indicates this audit is collected in
MIFS Log with théollowing message:

Could not fetch CRL from: http://
cert ificate with serial number:
number>, <certificate information>

<URL>for
<serial

Failed to retrieve the CRL for Certificate
with Serial number: <serial number>,
<certificate information>

FMT_MOF.1(1)

Issuance of command to perforn
function.

Change of policy settings.

Required ContentCommand
sent and identity of MDM Agent
recipient.

Policy changed and value or full
policy.

{ SO0 A 2 y EXpoftind Adrmis FRortafiaudit logs
the [PRGuide]provides the following audit records
for this requirement:

Change of policy settings

"Modify Policy","Success","admin","20418-30 21:24:55
+0000","Samsung GenerdPolicyName : Version 2","Policy,
'PolicyName' is modified successfully.
","Global","/1/","","2018-10-30 21:24:55
+0000","1","™,"™ "™ "™ "Policy",","201810-30 21:24:55
+0000",","™,"201810-30 21:24:55 +0000","{configld=2,
name=PolicyName, configType=SAMSUNG_GENERAL,
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[PRGuide]Mapping

version=2}""","""" "userAction","{deviceSpaceld:1,device

cyVersion:2,policyType:"'ENTERPRISE™" profileType:"™'S
UNG_GENERAL" status:""Active™,active:true,defaultPol

dingCount:0,priority:1,labels:[],devices:[],mailboxes:[],dele
ePolicyFile:false,deleteBooleanFile:false,delete AuditLog(

urceDTOs:[[} {ruleType:""SAMSUNG_ATTESTATION™,v|
"false™,clientValue:""false™ resourceDTOs:[[ukgType:""'S
AMSUNG_AUDITING_ENABLED" value:"2" clientValu
2" resourceDTOs:[]},{ruleType:""'SAMSUNG_AUDITING|
NTS™ value:""" clientValue:""" ,resourceDTOs:[]},{ruleTy
"SAMSUNG_AUDITING_SEVERITY_LEVEL" value:"?2
ntValue:""2"" resourceDTOR} {ruleType:""'SAMSUNG_KN
X_LICENSE" value:"'<<K#icense
key>>""clientValue:"'<<Kndicense
key>>""resourceDTOs:[]},{ruleType:""'SAMSUNG_AUDIT
_OUTCOME_RULE"",value:""2"" clientValue:"'2"",resour
TOs:[]},{ruleType:""'SAMSUNG_MANAGEMENT_KEYit,r
ceDTOs:[]}],mailboxGuids:[],items:{}}",

Issuance of command to perform function

See Table of Administrative actions below. MDM Agent
identities can be determined by the name of the device o
the name of the test label used by the device.

FMT_MOF.1(p

Enrollment by a user.

Required Contentidentity of
user.

{ SO A 2 y EXoftindi Adriis Fortafraudit logys
the [PRGuide]provides the following audit record fo
this requirement:

"Register Device","Success","user","201@01 20:54:09
+0000","user (Android 8.0PDA 1)","Device is fully
registered”,"™,"™,"™,"201810-01 20:54:09
+0000","1"," " " "2e6cda2ef31a44e08535
70f8968fd86c","Smartphone”,","20180-01 20:54:09
+0000","","{phoneNumber=PDA 1, uuid=2e6cdd2ta
44e0:8535-70f8968fd86¢, platform=Android 8.0}","201B)-
01 20:54:09 +0000","™ "™, " "userAction","",
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FMT_SAE_EXT.1

Enrollment attempted after
expiration of authentication
data.

Required Contentidentity of
user.

{ SO A 2 y EXpoftind Sydtes Ranager audit
logg [RBGuide]indicates this audit is collected in
MIFS log with the message:

Registration failed for device with
platform: Android. Reason: Device not
found for provided PIN - User: user

FMT_SMF.1(2)

Success or failure of function.

Section entitleddExporting Admin Portal audit logs
the [PRGuide]provides the following audit recosd
for this requirement:

Choose X509v3 certificate:

"Add Configuration”,"Success","admin","2608-13
15:41:33 +0000","SCEBUbSUbCARSA

Enrollment Cert Version 1","Configuration SubSub&8A
Enrollment Ceradded","™,"/1/",","2018-09-13 15:41:33
+0000","1","," " " "ApplicationSetting","","201809-13
15:41:33 +0000",","","20189-13 15:41:33
+0000","{configld=11, name=SubSubR3A Enrollment

Cert,configType=SCE®rsion=1}","","","","userAction","",

"Modify Configuration”,"Success","misystem","2008-13
15:17:30 +0000","CertificateSystem-

TLS Trust Certificate Chain for Mobile Management : Ver|
3","Configuration SystemTLS Trust

Certificate Chain for Mobile Management
modified",™,"/1/","","2018-09-13 15:17:30
+0000","1","," """ "Application Setting","","20189-13
15:17:30 +0000","™,"","20189-13

15:17:30 +0000","{configld4, name= SystemTLS Trust
Certificate Chain for Mobile &hagement,
configType=Certificate, version=3}","","","","userAction",""

Configure number of devices:
"Preference Config Changes","Success","misystem","201]
10-31 21:08:44 +0000","System","Modify Preference
limitDevices to 2","","",","201810-31 21:08:4
+0000","1",","," " "Settings Preferences",","20180-31
21:08:44 +0000",","","2018.0-31 21:08:44
bnnnnbIbbIbbIbbIbhbIbdza SNI (

Configure Server Session lock timeout:
"Preference Config Changes","Success","misystem","201]
10-30 14:36:58 +0000","System","Modify Preference
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adminPortalSessionTimeout from 60 to 5",","™,"","2018-
30 14:36:58 +0000","1","™","™ "™ " "Settings
Preferences","™,"2018.0-30 14:36:58 +0000","""2018
10-30 14:36:58 +0000",",","" " "userAction","",

Configure TOE unlock banner

"Preference Config Changes","Success","admin”,"2018
01 22:05:23 +0000","System","Update Login banner
text",™,"™,"™,"2018-10-01 22:05:23
+0000","1",™,"™ """ "Setings Preferences",","20180-01
22:05:23 +0000",",","2014.0-01 22:05:23
+0000","," """ "userAction","This is a GSS Login Text
Banner",

Configure periodicity of status queries to agent:

"Apply Label To Policy","Success","miadmin”,"20082
18:56:21 +0000","SyncSyncTest : Version 1","Label
‘Android' is applied to policy
'SyncTest'.","Global","/1/","","2018.0-22 18:56:21
+0000","1",","- 10","Android","","Policy","","201810-22
18:56:21 +0000",™,™,"2018.0-22 18:56:21
+0000","{configld2, name=SyncTest, configType=SYNC,
version=1}""LABEL","","","userAction","{deviceSpaceld:1
viceSpacePath:" "/1/

" policyld:2,policyName:"™SyncTest
Type:"'ENTERPR

ISE™ profileType:""SYNC™",status:""Active™,active:true,d
aultPdicy:fal

se,deviceSpaceName:"'Global™ lastModifiedAt:1540233
3111,deviceCount:0,p
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],d
etePolicyFil

e:false,deleteBooleanFile:false,delete AuditLogConfigFile:
e,rules:[{rul
eType:"'SYNC_LONGERHRVAL" value:"42"" clientVal
e:""42"" resourceDTO
s:[I}.{ruleType:"'SYNC_HEARTBEAT_INTERVAL"" value
" clientValue:"'840
" resourceDTOs:[]},{ruleType:""SYNC_MULTITASK_INV|
L" value:""15™ cli
entValue:""15™ resourceDTOs:[]},{ruleType:""SYNC_RE(
RE_TLS" value:"'on
" clientValue:""yes"" ,resourceDTOSs:[]},{ruleType:"'SYNC
S_UPDATE_URL™r
esourceDTOs:[]},{ruleType:"'"MIGRATE_CLIENT" value:
" clientValue:"™'n
0"",resourceDTOs:[]},{ruleType:""SYNC_INTERVAL"",val

,policyVersion:1,pol
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240" clientValue

"'14400"™ resourceDTOs:[]},{ruleType:"'SYNC_NTP_SEH
" ,resourceDTOs:[[}
J{ruleType:"'"PUSH_NOTIFICATION_MECHANISM" valu

TE_NOW" resourceDT
Os:[J},{ruleType:""MA_CERT_RENEWAL_WINDOW" va
60"
" resourceDTOs:[]},{ruleType:"'SYNC_SERVERIP" value
p283.auto.mobilei
ron.com™,clientValue:
ourceDTOs:[[}{l
eType:"'SYNC_BLOCK_WHEN_ROAMING™" value:""'mal
entValue:""'on™ resourc
eDTOs:[[}.{ruleType:""'SYNC_MTD_WAKEUP_INTERVA
ue:""15"" clientValue:
""900"",resourceDTOs:[J},{ruleType:"'SYNC_OS_UPDAT
HED"" ,resourceDTOs:[
IH{ruleType:"'SYNC_ALWAC®NNECTED" value:"off",
ientValue:"off""r
esourceDTOs:[]},{ruleType:""MA_CERT_GRACE_PERIQ
lue:""30"",clientValu
e:""30" resourceDTOs:[[}],mailboxGuids:[],items:{}}",

app283.auto.mobileiron.com™,res

Command Failure (from Admin Portal)

"Send Message"”,"Failed","admin","2008-14 20:20:44
+0000","user (Android 8.0PDA 5)","Request from Admin
Portal to deliver via gcmFailure Message: Failed to
dispatch notification to Ml Gateway. Reason: Internal
Error.","™ " "{principal=user, miUserld=9002,
email=gss4testing@gmail.comP(¥1809-14 20:20:44
+0000","1","","","","8e7b1faGdbb541leCaaad
d9f9asfe8136","Smartphone”,","20189-14 20:20:44
+0000","","{phoneNumber=PDA 5, uuid=8e7b1t{ib5
41eGaaadd9f9asfe8136, platform=Android 8.0}","201®-

{ SO0 A 2 y ExXpoftind Systes Rlanager audit
logg [RBGuide]indicatesthat these audit records
are collected inthe MIFS logs with théollowing
message:
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Failure

Registration failed for device with

platform: Android. Reason: Device Limit of
<device limit> reached. - User: <user D>

Registration failed for device with
platform: Android. Reason: Device not found
for provided PIN - User: user

Registration failed for d evice with
platform: Android. Reason:
authentication failed for user.

<user ld>

- User:

See Table of Administrative actions befowall functions.

FPT_ITT.1(1)

Initiation and termination of the
trusted channel.

Required ContentTrusted
channel protocol. Identity of
initiator and recipient.

{ SO0 A 2 y EXoftind ydted Ranager audit
logg [RBGuide]indicates this audit is collected in
Ivar/log/httpd/portal_error_log with the following
messags:

Initiation
AHO01964: Connection to child 8 established
(server <server FQDN>:443)

Termination
AHO02001: Connection closed to child 8 with
standard shutdown (server <server FQDN>:443)

FPT_TST_EXT.1

Initiation of selftest. Failure of
selftest.

Detected integrity violation.

Required ContentAlgorithm
that caused failure.

The TSF code file that caused th
integrity violation.

{ SO A 2 y EXpoftindi Sydtes Ranager audit

logg [RBGuide]indicates this audit is collected in
/var/log/securewith the following messages:

Initiation

secure: <date - time> <hostname> /mi/bin/
verifyRpmintegrity: RPM Verification Self
Test Z Start

<date - time> <hostname> /mi/bin/
verifyRpmintegrity: Verifying mobileiron

core - base-10.0.1.0 -108.x86_64 RPM for
integrity

<date - time> <hostname> /mi/bin/
verifyRpmintegrity: RPM mobileiron - core -
base-10.0.1.0 -108.x86_64 has been verified

GSS CAssurance Activity Report

DocumentVID10934

Page34 of 206

© 2019 Gossamer Security Solutions, Inc.

All rights reserved.




Version 02, 01/08/2019

Requirement Auditable Event & Content [PRGuide]Mapping
A

<date -time> <hostname> /mi/bin/
verifyRpmintegrity: RPM Verification Self
Test - Complete

Failure

secure: <date time> <hostname>  /mi/bin/
verifyRpmintegrity: /m obileiron.com/
programs/com.mobileiron.core.base/etc/

stock - mobileiron - ownership.mobileiron - core -
base-10.0.1.0 -108.x86_64 has failed RPM
verification check

<date time> <hostname>  /mi/bin/
verifyRpmintegrity: MD5 Sum has changed for
/mobileiron.com/program s/
com.mobileiron.core.base/etc/stock
ownership.sh

<date time> <hostname>  /mi/bin/
verifyRpmintegrity: RPM Verification Self
Test - Failed

FPT_TUD_EXT.1 | Success or failure of signature | { SO A 2 Y EXpoftind Sydtedh Man@dger audit
verification. logg [RBGuide]indicates this audit is collected in
Application logwith the following message:

Success
"download_status": "Verifying updates..."

StepUpgrader: User: <user ID> Download
status message Download is successful.Please
click on the Stage for | nstall and then
Reboot the system. download completed: true

{ SO A 2 y ExXpofting ydtes Ranager audit
logg [RBGuide]indicates this audit is collected in
upgrade_status.log with the following message:

Failure

WARNING getsupported - upgrades [/mi /bin/
get - supported - upgrades.py:738] Software
updates/RPM(s) signature verification

failed. Hence deleting the updates folder.

R
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FTA_TAB.1

Change in banner setting.

{ SOU A 2 y EXpoftind Adihirs FRortadraudit logim
[PRGuidg provides the followin@udit messaggfor
this requirement:

"Preference Config Changes","Success","admin”,"2018
01 22:05:23 +0000","System","Show Login
banner",","™ " "201810-01 22:05:23
+0000","1","," " " "Settings Preferences","™,"20180-01
22:05:23 +0000",",™,"2014.0-01 22:05:23

"Preference Config Changes","Success","admin","2018
01 22:05:23 +0000","System","Update Login banner
text",",","™,"2018-10-01 22:05:23
+0000","1",",""," " "Settings Preferences","™,"20180-01
22:05:23 +0000",",","2014.0-01 2205:23
+0000",","™ "™ "" "userAction","This is a GSS Login Text
Banner",

"Preference Config Changes","Success","admin","2018
01 22:06:19 +0000","System","Hide Login
banner","™,"™,"™,"201810-01 22:06:19
+0000","1",","," " "Settings Preferences","201810-01
22:06:19 +0000",",","2014.0-01 22:06:19
+0000",","™ "™ " "userAction","",

FTP_ITC.1(1)

Initiation and termination of the
trusted channel.

Required ContentTrusted
channel protocol. NofTOE
endpoint of connection.

{ SO0 A 2 y EX®dofitig’Syister Manager audit
logg [RBGuide]indicates this audit is collected in
the MIFS log with théollowingmessage:

Initiation

Created the SSL socket successfully. Remote
endpoint details: <remote address details>

Local endpoint details: <local address
details> using  protocol/cipher: <cipher
details>

Or
Created the TLS socket successfully. Remote
endpoint details: <remote address details>

Local endpoint details: <local address
details>

Termination
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SSL socket closed successfully. Remote
endpoint details: <remote address details>
Local endpoint details: <local address
details>

FTP_ITC.1(2)

Initiation and termination of the
trusted channel.

Required ContentTrusted
channel protocol. NofTOE
endpoint of connection.

{ SO0 A 2 y ExXpoftindi Sydtes Ranager audit
logg [RBGuide]indicates this audit is collected in
Ivar/log/httpd/portal_error_log with the following
messages:

Initiation
AHO01964: Connectio n to child 8 established
(server <server FQDN>:443)

Termination
AH02001: Connection closed to child 8 with
standard shutdown (server <server FQDN>:443)

FTP_TRP.1(1)

Initiation and termination of the
trusted channel.

Required ContentTrusted
channel protocol. Identity of
administrator.

Initiation of the trusted channel

{ S O (iBxposting Admin Portal audit logs [RR/
Guide]provides the following audit record for the
initiation of the trusted channel.

"Admin Portal Sign In","Sucegs'admin”,"201809-13
15:28:50 +0000","Admin Portall0.0.0.130","Successfully
Signed In","","™,"™ "201809-13 15:28:50
+0000","1",","" "™ " "Admin Portal",","201809-13
15:28:50 +0000","",","201®9-13 15:28:50
+0000",™,"™,"™ "™ "userAction","",

SO A2Y Sxparthg Syserh Manager audit

logg [RBGuide]indicates this audit is collected in
Ivar/log/httpd/portal_error_ log with the message:

AH01964: Connection to child 0 established
(server <server FQDN>:8443)

Terminationof the trusted ctannel

{ S O (iBxpgosfingAdmin Portal audit lofjs [RR/
Guide]provides the following audit record for the
termination of the trusted channel.

"Admin Portal Sign Out","Success","admin","2a1814
17:42:26 +0000","Admin Portall0.0.0.209","Successfully
Signed Out","™","","""201809-14 17:42:26
+0000","1","™,"" "™ " "Admin Portal",","201809-14
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17:42:26 +0000","","","20189-14 17:42:26

+0000","","" "™ " "userAction","",

{ SO0 A 2 y ExXpofting Sydted Ranager audit
logg [RBGuide]indicates this audit is collected in
Ivar/log/httpd/portal_error_ log with the message:

AH02001: Connection closed to child 0 with
standard shutdown (server <server
FQDN:8443)

FTP_TRP.1(2) Initiation and termination of the | { SO A 2 Y EXpoftind Systedh mMan@dger audit
trusted channel. logg [RBGuide]indicates this audit is collected in

Ivar/log/httpd/portal_error_ log with the message
RequiredContent: Trusted

channel protocol. Initiation
AHO01964: Connection to child 0 established
(server <server FQDN>:8443)

Termination

AHO02001: Connection closed to child 0
standard shutdown (server <server
FQDN>:8443)

MDMAEP30 Documentation of Audit Recard

Requirement Auditable Event & [PRGuide]Mapping
Content
FAU ALT _EXT.2 Type of alert. { S O (iBxgosting Admin Portal audit lofjs [RRGuide]

provides the following auditecords meeting this requirement.

Change in enrollment state (register device)

"Register Device","Success","user","2a1@01 20:54:09 +0000","user
(Android 8.0- PDA 1),"Device is fully registered",","","","20180-01
20:54:09 +0000","1"," """ "2e6cda2é31a44e08535
70f8968fd86c","Smartphone”,™,"20180-01 20:54:09
+0000",","{phoneNumber=PDA 1, uuid=2e6cdd2#a44e0-8535
70f8968fd86¢, platform=Android 8.0}201810-01 20:54:09
+0000","™,","™ "™ "userAction","",

Retire device
"Send Alert","Success","misystem","2008-14 20:21:59 +0000","uset
(Android 8.0- PDA 5)","(Client #1073741836) was STONITH'd. Rea
rsn mismatch, expected Device is retired, got e#B®/4d2¢c1643 and

R
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null"," " "{principal=user, miUserld=9002,
email=gss4testing@gmail.com}","2008-14 20:21:59
+0000","1","" "™ " "8e7b1fal@dbb541leCaaad
d9f9a5fe8136","Smartphone”,™,"20189-14 20:21:59
+0000","","{phoneNumber=PDA 5, uuid=8e7b1ffth5-41eCaaad
d9f9a5fe8136, platform=Android 8.0}","204®-14 20:21:59

Successful application of policies to a mobile device

The MDM Agent audits applicatiai policies foeach MDM relevant
security function individually. See ttable of Administrative Actions
below whichmapsaudit messageto each of the applicable
FMT_SMF.1(1) management functions.

FAU_GEN.1(2)

Startup and
Shutdown of the
MDM Agent

¢CKS a/2ftftSOGAY3T dzZRAG S @IBR
Guide]indicates that this audit is logged to the device log on
the Samsung devices and includes the following message

1541176318823 5/2/1/337#1/ShutdownThread/Android will
be shutdown

1541176421450 5/2/1/3379/
1/ActivityManagerService/Android boot completed

See FMT_MOF.1(1) in the table above for auditing of commg
and policy changes by the MDM server.

FAU_SEL(2)

All modifications to
the audit
configuration that
occur while the audit
collection functions
are operating.

Thea/ 2t f SOGAY3 | dzRAG S@Syid[BR
Guide]indicates that this audit is logged to the device tog

the Samsung devisand is part of the Samsung General Polig
It includes the following message:

AUDIT_CONFIGURATION_CHANGE: AuditLog configuration
changed: _description_of_change_

Note that _description_of change_ shows the current severi
rule, current outcome rule, rad the list of active audit groups,
audit events, and UID list after the change. For example:

severityRule = 5 outcomeRule = 2 groupsRule = [4]
usersList = [0] events: [AUDIT_CONFIGURATION_CHANGE,
POLICY_APPLICATION]
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Auditable Event &
Content

[PRGuide]Mapping

FCS_TLSC_EXT.1

Failure to establisla
TLS session.

Failure to verify
presented identifier.

Establishment/termi
nation of a TLS
session.

Required Content:
Reason for failure.
Presented identifier
and reference
identifier.

NonTOE endpoint of
connection.

¢CKS G/ 2ftftSO0GAY3 | dzZRAG S@IBRI
Guide]indicates that this audit is logged to the device log on
the Samsung devices and includes the following messages:

Failure to establish a TLS session
TLS_SESSION_FAILURE: _description_o f_failure_reason

Failure to verify presented identifier:
TLS_SESSION_FAILURE : The server connection is
rejected because an unsafe SSL certificate is
detected. Details: Hostname mismatch.

Core FQDN>!= <hostname in the certificate>

<Mobilelron
Establishment of a TLS session:
TLS_SESSION_ESTABLISHED:

Termination of a TLS session:
TLS_SESSION_TERMINATED:

FIA_ENR_EXT.2

Enrollment in
management

Required Content
Reference identifier
of MDM Server

ThedExporting Admin Portal audit logs & S O[@RGuide] A
provides the following audit messages

"Register Device","Success","user","2al@01 20:54:09 +0000","user
(Android 8.0- PDA 1)","Device is fully registered",","," "2018-01
20:54:09+0000","1","","","" "2e6cda2ef31a44e08535
70f8968fd86c","Smartphone”,","20280-01 20:54:09
+0000","","{phoneNumber=PDA 1, uuid=2e6cdd2ta44e0-8535
70f8968fd86¢c, platform=Android 8.0}","204%-01 20:54:09
+0000Q",","™ "™ " "userAction","",

Note: The agent is not able to generate an audit message for this
event since auditing cannot be enabled until the Agent is already
enrolled. The Agent relies on the server to generate this audit ever|

FMT_POL_EXT.2

Failure of policy
validation.

RequiredContent
Reason for failure of
validation.

I dzR A G

Thed/ 2f f SOGAY3
Guide]indicates that this audit is logged to the device logs or]
the Samsung devices and includes the following message

SQSyimr

POLICY_VALIDATION_FAILURE:
_description_of_policy_error_

Unsigned policy
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GetUpdatedProfileTLVHandler:Payload signature
missing

Incorrectly signed policy
PayloadSignatureVerifier: Payload signature
verification failed with cert: <certificate>

Corrupted signature for policy
PayloadSignatureVerifier:Base 64.decode failed with
java.lang.lllegalArgumentException: bad base -64

PayloadSignatureVerifier:Payload signature was
corrupted. Signing cert thumbprint: <thumbprint>

FMT_SMF_EXT.3

Success or failure of
function.

SectionS y (i A Expo&iRy Admin Portal audit logs A JPR
Guide]provides the following audit recosfor this
requirement:

Import the certificates to be used for authentication of the MDM
Agent communications

"Create Device Certificate","Success","misystem"”,"200&9 16:24:58
+0000","user (Android 8.0PDA 3)"," SCEP Name: 'Systévtutual
Auth CE setting', Serial Number: '101",","","","{principal=user,
miUserld=9002, email=gss4testing2@gmail.com}","20029 16:24:58
+0000","1",","65","65","87022827186547e58b2a
2f36d3738e93","Certificate”,","201:80-29 16:24:58
+0000","","{phoneNumber=PDA 3, uuid=870228B6547e58b2a
2f36d3738e93, platform=Android 8.0}","2018-29 16:24:58
+0000",","Certificate",","","userAction","",

"Register Device","Success","user","201@29 16:24:58 +0000","user
(Android 8.0- PDA 3)","Device is fully registered","",","","2018-29
16:24:58 +0000","1","","","","8702282186547e58b2a
2f36d3738e93","Smartphone”,","2@:10-29 16:24:58
+0000","","{phoneNumber=PDA 3, uuid=870228B6547e58b2a
2f36d3738e93, platform=Android 8.0}","2018-29 16:

Enroll in Management

"Register Device","Success","user","2a1@01 20:54:09 +0000","user
(Android 8.0- PDA 1)","Device fsllly registered","",","","201810-01
20:54:09 +0000","1","" "™ " "2e6cdaz2é81a-44e08535
70f8968fd86c","Smartphone”,","20280-01 20:54:09
+0000","","{phoneNumber=PDA 1, uuid=2e6cdd2ea-44e08535
70f8968fd86¢c, platform=Android 8.0}","2041®-01 2054:09
+0000","",","" " "userAction","",
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Content

Configure whether users can unenroll from management
"Apply Label To Policy","Success","admin","200831 22:33:44
+0000","Lockdown Prevent Unenroll Policy : Version 1","Label 'Test
Devices' is applied to goy 'Prevent Unenroll Policy'.","Global","/1/
"""2018-10-31 22:33:44 +0000","1","","3" " Test
Devices","","Policy",","20140-31 22:33:44 +0000",",","201:80-31
22:33:44 +0000","{configld=4, name=Prevent Unenroll Policy,
configType=LOCKDOWN,
version=1","LABEL","","" "userAction","{deviceSpaceld:1,deviceSp4
Path:" "/1/"™,policyld:4,policyName:"'Prevent Unenroll
Policy™,policyVersion:1,policyType:"'/ENTERPRISE"" profileType:™
KDOWN"

" status:""Active™ active:true,defaultPolicy:false,deviceSpaceNdine
Global", lastModifiedAt:1541025212976,deviceCount:0,pendingCo
0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFile:false,de
BooleanFile

.false,deleteAuditLogConfigFile:false,rules:[..., {ruleType:"'LOCKDQ
MANAGEMENT_REMOVAL™ valudf™lientValue:"'1" resourceD
TOs:[]},...],mai IboxGuids:[] items:{}}",

Note that because of the size of this audit record, parts of the lockdown
policy that contain settings that are not relevant to this audit are not
displayed in this sample message. These other settings reflect attributes
that have the potential to change depending on the lockdown policy
configured by the administrator. However, the audit record will show at
least the information shown in this sample message.

Command Failure (from Adin Portal)

"Send Message”,"Failed","admin","2008-14 20:20:44 +0000","user
(Android 8.0- PDA 5)","Request from Admin Portal to deliver via gcn
Failure Message: Failed to dispatch notification to Ml Gateway.
Reason: Internal Error.”,"," "{principakser, miUserld=9002,
email=gss4testing@gmail.com}","2008-14 20:20:44
+0000","1","" "™ "™ "8e7blfaBdbb541leCaaad
d9f9a5fe8136","Smartphone”,"™,"20189-14 20:20:44
+0000","","{phoneNumber=PDA 5, uuid=8e7b1ffiih541eCaaad
d9f9a5fe8136, platform=Andrid 8.0}","201809-14 20:20:44
+0000",",","™,"™ "userAction","",

{ SO0 A 2 y EXofting Sydted Rlan@ger audit légs [RR/
Guide]indicatesthat these audit recordare collected inthe
MIFS logs with the following message

Failure

R
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Content

Registration failed for device with platform:
Android. Reason: Device Limit of <device limit>
reached. - User: <user ID>

Registration failed for device with platform:
Android. Reason: Device not found for provided PIN
User: user

Registration failed for d evice with
platform: Android. Reason:

authentication failed for user. - User:
<user ld>

Administrator-provided device management functions in MDM PP
See the Table of Administrative actions below. The client audits eac
the management functions from SMF.1(1) when applied to the test
device. Each audit appears in the platform audit storage and has ar|
associated severity, group, and success/failure.

FPT_ITC.1(2)/FPT_IT] Initiation and { SOG A 2 y CAlstting dudit @ventsifor Android deviées 7
1 termination of the [PRGuide]indicates this audit is collected in MIFS log with th
trusted channel. following messages

Required Content: Initiation
Trusted channel TLS_SESSION_ESTABLISHED:

protocol. NonTOE Termination

endpoint of TLS_SESSION_TERMINATED:
connection.

Administrative Actions

From a review of the ST, tfieR-Guide]and through testingthe evaluator determined that the guidance contains

a list of all administrative actions and their associated audit events that are relevaotiidche MDMPP30 and
MDMAEP3@nd to use of the TOE. These administrative actions are consistent witie¢hieity requirements
implemented in the TOE and were found to have appropriate management capabilities identified in the guidance
documentation.

NOTE: The audit recorihsthe table belownclude those generated by the MDM server and by the MDM Agent on
the Samsung devices. The only audits applicable to iOS in this evaluation are the MDM Server side audit events.
Except where noted in the table below, the audit records generated by the MDM Server for device management
functions apply to both Android driOS.

R
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MDMPP30:FMT_SMF.1(1) Server Configuration of Agent Functions

Transition to a locked sta@DF | Thea/ 2t £ SOGAY 3 | dzRA G S @Sy ([ARGHIGeN] !
Function 6) indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

POLICY_APPLICATION: Device locked/Device locking failed

{ SO0 A 2 y ExXpoftind Admis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Send Message","Initiated","misystem”,"20:08-14 20:19:58 +0000","user
(Android 8.0- PDA 5)","Autegenerated message to notify action: Lock via
email",”,"","{principal=user, miUserld=null, email=gss4testing@gmail.com}","2
09-14 20:19:58 +0000","1",," "™ " "Smartphone","™,"201809-14 20:19:58
+0000","","{phoneNumber=PDA 5, uuid=null, platform=Android 8.0}","204:814
20:19:58 +0000",™ ™" " "userAction","",

"Lock","Success","admin”,"204@0-14 20:19:58 +0000","user (Android 8.BDA
5)","Reguest for Lock on the device","Global","/1/","{principal=user,
miUserld=9002, email=gss4testing@gmail.com}","20284 20:19:58
+0000","1",™,"™ " "8e7bl1faBdbb541eCaaad
dof9a5fe8136","Smartphone”,"™","20189-14 20:19:58
+0000",","{phoneNumber=PDA 8uid=8e7b1fafdbb541e0aaadd9f9a5fe8136,
platform=Android 8.0}","201®9-14 20:19:58 +0000","","","","" "userAction",",

Full wipe of protected data, (MDF | { S Ol A 2 Yy EXpoftind Alirs Fortafiaudit lags [PRGuide]provides
Function7) the following audit messages generated by the MDM sefwgrich in this
case are different for Androidnd iOS devices)

ForAndroid devices the server auditmessage is the following:
Wipe","Success","admin","20188-15 11:06:25 +0000","user (Android 8.BDA
18)","Request for Wipe on the device","Global","/1/","{principal=user,
miUserld=9002, email=johnmessiha@gossamersec.com}",“281% 11:06:25
+0000","1",","™ "™ "clc4fchleef54d03-88b4
868260d19191","Smartphone”,"™,"20183-15 11:06:25
+0000","","{phoneNmber=PDA 18, uuid=c1c4fcke®f54d03-88b4-868260d19191,
platform=Android 8.0}","201®8-15 11:06:25 +0000","","","","" "userAction","",

For iOS deviceghe server auditmessage is the following:

"Wipe","Success","admin","20188-15 15:43:57 +0000","us€iOS 11.3
14109261314)","Request for Wipe on the device","Global","/1/","{principal=user
miUserld=9002, email=johnmessiha@gossamersec.com}",“@81% 15:43:57
+0000","1","","" """ ,"1edbd9954057-42e3a4bb
a37e8764ac49","Smartphone”,"","2048-15 15:4357
+0000",","{phoneNumber=14109261314, uuid=1edbd2¥57-42e3adbb
a37e8764ac49, platform=iOS 11.3}","2e0®15 15:43:57

+0000",","",""," "userAction","",

|
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[PRGuide]Mapping

Note: All audits on the device itself get wiped along with all the protecte
data.

Unenrollfrom management

{ SO0 A 2 y ExXpoftind Adrhis Fortadiaudit logm [PRGuide]provides
the following audit messages generated by the MDM server:

"Send Alert","Success","misystem","2008-14 20:21:59 +0000","user (Android 8.
- PDA 5)","(Client #1@741836) was STONITH'd. Reason: rsn mismatch, expect
Device is retired, got e46649074d2¢1643 and null",","™","{principal=user,
miUserld=9002, email=gss4testing@gmail.com}","20334 20:21:59
+0000","1",","™,"","8e7b1faBdbb541eCaaad
dof9a5fe8136","Bartphone",","201809-14 20:21:59
+0000","","{phoneNumber=PDA 5, uuid=8e7b1f#ih541e0aaadd9f9a5fe8136,
platform=Android 8.0}","201®9-14 20:21:59 +0000","","","","" "userAction","",

Note: Once the device is unenrolled, the administrator has ndovagover the
client audits from the device. The server audits the initiation of the command a
the retiring process which indicates a response from the Agent.

Install policies

{ SO0 A 2 y ExXpoftind Adhis Fortadraudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Add Policy","Success","miadmin”,"2018-22 18:44:33 +0000","SynSyncTest :
Version 1","Policy 'SyncTest' is added successfully. ","Global","/1/",""," 2018
18:44:33 +0000","1",","™ "™ ","Policy",","201810-22 18:44:33
+0000","™,"™,"201810-22 18:44:33 +0000","{configld=2, name=SyncTest,
configType=SYNC,

" policyld:2,policyName:"'SyncTest™, policyVersion:1,pdlgye:"'ENTERPR
ISE™ profileType:"'SYNC"",status:""Active",active:true,defaultPolicy:fal

se,deviceSpaceName:"'Global",lastModifiedAt:1540233873111,deviceCount:(
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil
e:false,deleteBoleanFile:false,delete AuditLogConfigFile:false,rules:[{rul
eType:""SYNC_LONGER_INTERVAL" value:"'42" clientValue:""42"" resource
s:[I}.{ruleType:"'SYNC_HEARTBEAT_INTERVAL" value:""14" clientValue:""'8
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" resourceDTOs:[1},{ruleType:""'SYNC_SERVERIP" value:"'app288chitei
ron.com™ clientValue:"app283.auto.mobileiron.com™,resourceDTOs:[]} {rul
eType:"'SYNC_BLOCK_WHEN_ROAMING" value:"'mai"",clientValue:""on"",r¢
eDTOs:[[} {ruleType:"'SYNC_MTD_WAKEUP_INTERVAL™ value:"'15" client\{
"™900"",resourceDTOR},{ruleType:"'SYNC_OS_UPDATE_SCHED"",resourceD
I {ruleType:""SYNC_ALWAYS_CONNECTED"",value:""off"",clientValue:""off"",
esourceDTOs:[]},{ruleType:"'"MA_CERT_GRACE_PERIOD" value:""30™ client
e:""30" resourceDTOs:[]}],mailboxGuids:[],items:{}}

"Apply Label To Policy","Success","miadmin","2Q022 18:56:21 +0000","Sync
SyncTest : Version 1","Label 'Android' is applied to policy
'SyncTest'.","Global","/1/","","2018.0-22 18:56:21 +0000","1","" **
10","Android","","Policy","","201810-22 1856:21 +0000","","","2018L0-22
18:56:21 +0000","{configld=2, name=SyncTest, configType=SYNC,
version=1}","LABEL","","" "userAction","{deviceSpaceld:1,deviceSpacePath:" "/
" policyld:2,policyName:""SyncTest", policyVersion:1,policyType:""ENTERPR
ISE™, pofileType:"'SYNC™ status:""Active™ active:true,defaultPolicy:fal
se,deviceSpaceName:"'Global™ lastModifiedAt:1540233873111,deviceCount:(
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil
e:false,deleteBooleanFile:false,delétaditLogConfigFile:false,rules:[{rul
eType:""SYNC_LONGER_INTERVAL" value:"'42" clientValue:"'42" resource
s:[I},{ruleType:""'SYNC_HEARTBEAT_INTERVAL"" value:"'14"™ clientValue:"'8
" resourceDTOSs:[[} {ruleType:"'SYNC_MULTITASK_INVERVAL" valyeli"15"
entValue:""15"" resourceDTOs:[]},{ruleType:"'SYNC_REQUIRE_TLS" value:""
" clientValue:""yes" resourceDTOs:[]},{ruleType:"'SYNC_OS_UPDATE_URL"
esourceDTOs:[1},{ruleType:""MIGRATE_CLIENT" value:""off"" clientValue:"'n
0" resourceDTOs:[]},{ralype:""'SYNC_INTERVAL"" value:"'240"" clientValue
:"'14400™ resourceDTOs:[]},{ruleType:"'SYNC_NTP_SERVER"',resourceDTO|
JruleType:""PUSH_NOTIFICATION_MECHANISM™ value:""auto"",clientValue
to"",resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MOD&&" Vaff",client
Value:"off"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_NOW" resou
Os:[J},{ruleType:""MA_CERT_RENEWAL_WINDOW"",value:"'60™ clientValue:
" resourceDTOs:[]},{ruleType:"'SYNC_SERVERIP"",value:""app283.auto.mobil
ron.com™ ,clentValue:"'app283.auto.mobileiron.com™,resourceDTOs:[]} {rul
eType:""'SYNC_BLOCK_WHEN_ROAMING"" value:"'mai"",clientValue:""on"",rg
eDTOs:[]},{ruleType:"'SYNC_MTD_WAKEUP_INTERVAL"" value:"'15"" clientV
"900", resourceDTOs:[]} {ruleType:"'SYNG_OPDATE_SCHED"",resourceDTC
1}{ruleType:"'SYNC_ALWAYS_CONNECTED" value:""off"",clientValue:"'off"",
esourceDTOs:[]}.{ruleType:""MA_CERT_GRACE_PERIOD"" value:"'30" client
e:""30"" resourceDTOs:[]}],mailboxGuids:[],items:{}}",

Query connectivitystatus,

Thea/ 2t £t SOGAY I | dzRAG S @Sy G[BRGEI@N] !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:
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WAKEUP_FROM_SERVER: Checklin with server initiated

SectionS y {i A Expo&iRy Admin Portal audit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Wakeup","Success","admin”,"201@-14 20:21:23 +0000","user (Android 8.0
PDA 5)","Request for Force Device CHeck"Global’,"/1/ ","{principal=user,
miUserld=9002, email=gss4testing@gmail.com}","203814 20:21:23
+0000","1","" "™ " "8e7b1fa@dbb541eCaaad
dof9a5fe8136","Smartphone”,"™","20189-14 20:21:23
+0000",","{phoneNumber=PDA 5, uuid=8e7b1f#ih541e0aaadd9f9a5£8136,
platform=Android 8.0}","201®9-14 20:21:23 +0000","","","","" "userAction","",

Query the current version ofthe | Thea / 2f €t SOGAY 3 I dzZRA G S @Sy ([RRGHiIGeNI !
MD firmware/software indicates that this audit is logged todldevice logs on the Samsung devig
and includes the following message:

QUERY_CURRENT_SOFTWARE_VERSION: _OS_VERSION_

{ SO0 A 2 y ExXpoftind Adhis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Wakeup","Success","admin”,"201@-14 20:21:23 +0000","user (Android 8.0
PDA 5)","Request for Force Device CHeck"Global","/1/ ","{principal=user,
miUserld=9002, email=gss4testing@gmail.com}","209814 20:21:23
+0000","1"," " "™ "8e7h1faBdbb541eCaaad
d9f9a5fe8136","Smartphone”,™,"20189-14 20:21:23
+0000","","{phoneNumber=PDA 5, uuid=8e7b1f#ih541e0aaadd9foa5fe8136,
platform=Android 8.0}","20189-14 20:21:23 +0000","",","","","userAction","",

Query the current version ofthe | Thea / 2f £ SOGAY 3 I dzZRA G S @Sy ([RRGHIGeN !
hardware model of the device indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

QUERY_CURRENT_HARDWARE_VERSION: _device_model

{ SO0 A 2 y ExXpoftind Admis Fortadiaudit logm [PRGuide]provides
the following audit messages generated by the MDM server:

"Wakeup","Success","admin”,"201@-14 20:21:23 +0000","user (Android 8.0
PDA 5)","Request for Force Device CHeck"Global","/1/ ","{principal=user,
miUserld=9002, email=gss4testing@gmail.com}","209814 20:21:23
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+0000","1","" " " "8e7b1fa@dbb5-41eCaaad
d9f9a5fe8136","Smartphone”,™,"20189-14 20:21:23
+0000",","{phoneNumber=PDA 5, uuid=8e7b1t#ih541e0aaadd9f9a5fe8136,
platform=Android 8.0}","201&®9-14 20:21:23 +0000",","","","" "userAction","",

Query the current version of
installedmobile applications

Thea/ 2t f SOGAY 3 | dzRAG S @Sy ([BRGEI@NI !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

REPORT_APP_INVENTORY: Reporting of app ingemiwegded/ failed.

{ SO0 A 2 y ExXpofting Adrhis Fortadiaudit logm [PRGuide]provides
the following audit messages generated by the MDM server:

"Wakeup","Success","admin","204@-14 20:21:23 +0000","user (Android 8.0
PDA 5)","Request for Fe@®evice Cheeln.","Global","/1/ ","{principal=user,
miUserld=9002, email=gss4testing@gmail.com}","203814 20:21:23
+0000","1",™,"™ " "8e7bl1faBdbb541eCaaad
dof9a5fe8136","Smartphone”,"™","20189-14 20:21:23
+0000","","{phoneNumber=PDA 5, uuid=&d7a0-dbb5-41e0aaadd9f9a5fe8136,
platform=Android 8.0}","201®9-14 20:21:23 +0000","","","" " "userAction",",

Import X.509v3 certificates into the
Trust Anchor Database, (MDF
Function11)

Thea/ 2t f SOGAY 3 | dzRAG S @Sy ([ARGHIGN] !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

CA_CERTIFICATE_IMPORT: Import of CA certificate _alias_ succeeded!/ failed

ID_CERTIFICATE_IMPORT: Import of ID certificate sali@geded/ failed

{ SO0 A 2 y ExXofting Adrhis Fortadiaudit logm [PRGuide]provides
the following audit messages generated by the MDM server:

" "Add Configuration”,"Success","admin","2608-13 15:41:33 +0000","SCEP
SubSubGRSA Enrollment Cert : Version 1","Configuration SubS&E»A
Enrollment Cert added",","/1/","","20189-13 15:41:33
+0000","1",™,"™ " " "Application Setting",","20189-13 15:41:33
+0000",","","201809-13 15:41:33 +0000","{configld=11, name=SubSuRSA
Enrollment Cert, configType=SCEP, version=1}","","","","userAction","",

"Modify Configuration”,"Success","misystem”,"2008-13 15:17:30
+0000","Certificate System- TLS Trust Certificate Chain for Mobile Managemen
Version 3","Configuration SystenTLS Trust Certificate Chain for Mobile
Management modified","","/1/","","201809-13 15:17:30
+0000","1",™ ™ "™ "™ "Application Setting",","20189-13 15:17:30
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Certificate Chain for Mobile Management, configType=Certificate,
version=3}","","","","userAction","",

Install applications, (MDF Function
16)

Thea / 2t f SOGAY 3 | RRI RSP ORERGHI@EN O]
indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

INSTALL_APPLICATION: _package_name_

{ SO0 A 2 y ExXpofting Adrhis Fortadiaudit logm [PRGuide] provides
the following audit messages generated by the MDM server:

Install Application
"Add App","Success","admin”,"20118-29 18:02:34 +0000","Android Utility 1.0

(Android- In-House)","Application 'Android Utility 1.0' supported on Android
platform isadded to catalog”,"Global","/1/","","20180-29 18:02:34
+0000","1","," "","118","App","","201810-29 18:02:34 +0000","","","20130-29
18:02:34 +0000",™,"™,"™ " "userAction","",

"Apply Label To App","Success","admin","2d1829 18:03:00 +0000","Andid
Utility 1.0 (Android In-House)","Label 'Test Devices' is applied to application
‘Android Utility".","Global","/1/","","201810-29 18:03:00 +0000","1","","3","Test
Devices","118","App",™,"2014.0-29 18:03:00 +0000",",","201:80-29 18:03:00
+0000",";"LABEL","","","userAction","",

"Install App","Success","user","20418-29 18:05:18 +0000","user (Android 8.0
PDA 3)","App Android Utility 1.0 Installed",","™,"{principal=user, miUserld=9002
email=}","201810-29 18:05:18 +0000","1","","™,"™" ,"8702282¥86547e58b2a
2f36d3738e93","Smartphone”,™,"20180-29 18:05:18
+0000",","{phoneNumber=PDA 3, uuid=87022886547e58b2a2f36d3738e93,
platform=Android 8.0}","2018.0-29 18:05:18 +0000",","","™","" "userAction",",

Update system software, (MDF
Functio 15)

Thea/ 2t £ SOGAY 3 | dzRA G S @Sy ([ARGHIGN] !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

APP_STORE_QUARANTINE_ACTION_CONFIGURED: Qurantined/Unquaran

{ SO0 A 2 y ExXpoftind Adhis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM se(wéich in this
case are different for Android and iOS)

ForAndroid devices the serveraudit message is the following:

Suba SOGA2Yy a! LJILJX e f1o0St G2 LkfAoe
(2 t2fA08asdmpEobik A DESKH t A2GSR Ay
relevant to Protection Profil® S LIt 2 &8 Y Sy (i ARPOY LABEL 5@
POLICY AUDIT EVENTSY R kh@tlthis gagticularfunction maps to an
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G!' LILX & [FoSt G2 t 2t A Od&dowingzRelyge S ¢
attribute:

EAS_BLOCK_ANDROID_OS

This attributeO2 NNB & L2 y Ra (2

a2F0ol NS¢ o

For iOS deviceshe server auditmessage is the following:

"Update OS Software","Success","admin","2@817 12:35:52 +0000","user (i0S
11.3- PDA 40)","Request for Update OS Softwamahe
device","Global","/1/","{principal=user, miUserld=9002,
email=johnmessiha@gossamersec.com}","2088L7 12:35:52
+0000","1",™,"™ " "62a2858375704724976k
dfb07986b1c1","Smartphone”,","20188-17 12:35:52
+0000","","{phoneNumber=PDA 40, uuid=2858375704724976b
dfb07986b1cl, platform=iOS 11.3}","2008-17 12:35:52
+0000","™,"," "™ "userAction","",

Remove applications, (MDF
Function %)

Thea/ 2t f SOGAY 3 | dzRAG S @Sy ([ARGHIGN] !
indicates that this audit iofged to the device logs on the Samsung devi
and includes the following message:

REMOVE_APPLICATION: _package_name_

{ SO0 A 2 y ExXpoftind Adhis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

6Remove Label From App","Success","admin”,"20080 21:34:34
+0000","Android Utility 1.0 (Androidin-House)","Label 'Test Devices' is removed
from application 'Android Utility'.","Global","/1/","","2018.0-30 21:34:34
+0000","1",","3","Test Devices","I8","App",™,"201810-30 21:34:34

+0000","","™ "201810-30 21:34:34 +0000","","LABEL","","","userAction","",

AUninstall App","Success","user","2018-31 16:24:50 +0000","user (Android 8.0
PDA 3)","App Android Utility 1.0 Uninstalled","",","{principager, miUserld=9002
email=}","201810-31 16:24:50 +0000","1","","™ " "8702282¥86547e58bh2a
2f36d3738e93","Smartphone",™,"20180-31 16:24:50
+0000","","{phoneNumber=PDA 3, uuid=870228B6547e58h2a2f36d3738e93,
platform=Android 8.0}","2018.0-31 16:24:50 +0000",","",","" "userAction","",

Remove Enterprise applications,
(MDF Function 7)

See above. The TOE does not distinguish between enterprise aadtarprise
applications.

Remove imported X.509v3
certificates and default X.509v3

Thea/ 2t £t SOGAY I | dzRAG S @Sy G[BRGEI@N] !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following message
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certificates in the Trust Anchor
DatabasgMDF Function 12)

Samsung Only

CA_CERTIFICATE_REMOVE: Removal of CA certificate _alias_ succeeded!/ fg
ID_CERTIFICATE_REMOVE: Removal of ID certificate _alias_ succeeded/ fail

{ SO0 A 2 y ExXpoftind Admis Fortadiaudit logs [PRGuide]provides
the following audit messaggenerated by the MDM server:

"Remove Label From Configuration”,"Success","admin","20:85 12:20:53
+0000","Certificate Action 9 RootCA ECDSA : Version 1","Label Test Devices
removed from configuration Action 9 RootCA ECDSA","™,"/1/","","201-85
12:20:53 +0000","1",","3","Test Devices","","Application Setting","","2a1B05
12:20:53 +0000",","","2018.1-05 12:20:53 +0000","{configld=11, name=Action
RootCA ECDSA, configType=Certificate, version=1}","Label","","" "userAction",’

Import keys/secets into the secure
key storaggMDF Function 9)

NOTE:The TOE does not support a mechanism for direct import/deletion to the
key/secret storage. See actions below related to import/deletion of certificates
wireless networks, both of which relg the import/deletion of keys/secrets on the
MD.

Thea/ 2t f SOGAY 3 | dzRAG S @Sy ([BRGHI@N] !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following messages:

CA_CERTIFICATE_IMPORT: Import of CA certificate _alias_ succeeded!/ failed
ID_CERTIFICATE_IMPORT: Import of ID certificate _alias_ succeeded/ failed

POLICY_APPLICATION: WIFI configuration for: _ssid_

{ SO0 A 2 y ExXpofting Adrhis Fortadiaudit logm [PRGuide]provides
the following audit messages generated by the MDM server:

"Create Device Certificate","Success","misystem"”,"20029 16:24:58
+0000","user (Android 8.0PDA 3)"," SCEP Name: 'Systavtutual Auth CE
setting’, Serial Number: '101%","™,"{principal=user, miUserld=9002,
email=gss4testing2@gmail.com}","2018-29 16:24:58
+0000","1","","65","65","870228271.86547e58b2a
2f36d3738e93","Certificate”,","201:80-29 16:24:58
+0000","","{phoneNumber=PDA 3, uuid=870228B6547e58b2a2f36d3738e93,
platform=Android 8.0}","2018.0-29 16:24:58
+0000",","Certificate","","","userAction","",

"Register Device","Success","user","2al®@29 16:24:58 +0000","user (Android 8.
- PDA 3)","Device is fully registered”,",™,"","2018-29 16:24:58
+0000","1","","™" "™ "87022827186547e58h2a
2f36d3738e93","Smartphone","™,"20180-29 16:24:58
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+0000","","{phoneNumber=PDA 3, uuid=87022886547e58b2a2f36d3738e93,
platform=Android 8.0}","2014.0-29 16:24:58 +0000","","","","" "userAction","",

Degroy imported keys/secrets in | NOTE:The TOE does not support a mechanism for direct import/deletion to the
the secure key storag@DF key/secret storage. See actions below related to import/deletion of certificates

. wireless networkgyoth of which rely on the import/deletion of keys/secrets on th
Function 10) MD.

Thea / 2t f SOGAY 3 | dzRAG S @Sy ([BRGEI@NI !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following messages

CA_CERTIFICATE_REMOVE: Removal of CA certificate _alias_ succeeded/ f
ID_CERTIFICATE_REMOVE: Removal of ID certificate _alias_ succeeded/ fail
POLICY_APPLICATION: WIFI configuration for: _ssid_

{ SO0 A 2 y ExXpoftind Adrhis Fortadiaudit logm [PRGuide]provides
the following audit message generated by the MDM server:

"Remove Label From Configuration”,"Success","admin","201t85 12:20:53
+0000","Certificate Action 9 RootCA ECDSA : Version 1","Label Test Devices
removed from configuratin Action 9 RootCA ECDSA",","/1/","","2018-05
12:20:53 +0000","1",","3" " Test Devices",","Application Setting","","2¢a1805
12:20:53 +0000","™,"","2018.1-05 12:20:53 +0000","{configld=11, name=Action
RootCA ECDSA, configType=Certificate, versjtriLabel","","","userAction","",

Read audit logs kept by the mobild Thed / 2t f SOGAyYy 3 | dzRAG S @Sy ([BRGH@N] !
device(MDF Function 32) indicates that this audit is logged to the device logs on the Samsungese
and includes the following message:

Samsung Only

UPLOAD_LOGS: Client logs uploaded/Client logs upload failed: _error_code_

{ SO0 A 2 y ExXofting Adrhis Fortadiaudit logm [PRGuide]provides
the following audit message generated by the MDM server:

"PullClient Logs","Success","System","2a1®30 21:07:46 +0000","user (Android
8.0- PDA 3)","Successfully uploaded client logs",","","{principal=user,
miUserld=9002, email=}","20183-30 21:07:46 +0000","1","" """ "87022827
186547e58b2a2f36d3738e93","Sartphone","","201810-30 21:07:46
+0000","","{phoneNumber=PDA 3, uuid=870228B6547e58h2a2f36d3738e93,
platform=Android 8.0}","2014.0-30 21:07:46 +0000","","","","" "userAction","",
Password Policy Thea/ 2t f SOGAY 3 | dzRA G S @Sy ([ARGHIGN] !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

|
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Minimum password length

Minimum password POLICY_APPLICATIR&ssword

complexity A s , A P . =
Suba SOUAZ2Y a! LILX & f | ounderEkpdrtingJ&dimik O &

Maximum password lifetime Portal audit logsn the[PP—Guide]If{ SaONAOSa GKS a&! L
FdzRAG S@Syidsz || &FYLXS 2F 6KAOK A
(MDF Function 1) Protection Profile deploy@ y (i & ¢ ® APRLY BABBL T® PG@LICY AU
EVENTS A y R Ah@tlthis fadticular function maps to ain ! LILIE &
t2tA08¢ | dzRAG S BIBWingruldtype aitribhitgs:Ot dzR
SECURITY_PWD_TYPE
SECURITY_PWD_LENGTH
SECURITY_PWD_MIN_COMPLEX_CHAR

SECURITY_PWD_MAX_AGE
These attributes correspond to treministrator action taconfigure the

Gtlraag2NR t2ftA08¢d

Session locking policy Thea/ 2t £ SOGAY 3 | dzRAG S @Sy ([BRGEI@N] !
indicates that this audit is logged to the device logs on the Samsung de
Screenlock enabled/disabled | and includes the following messages:

Screen lock timeout
POLICY_APPLICATION: Session locking

Number of authentication o o .
failures Suba SOUA2Y a! LILJXdeR Atdl obsd& FupaatiogJ&dimikh O
Portal audit logsn the[PRGuide]RS&a ONA 6 Sa (G KS a! LIl
(MDF Function 2) FdzZRAG S@SyaGs | aryYLES 2F gKAOK A
t NPGSOGAZ2Y t NBRFTAL SAPRLY LABRLETY BOLICK Aul
EVENT8 A y R ih@tlthis Sadticular function mapsto ain! LILI & [
t 2t A08¢ | dzRAG S BIBwingrulétype ditribkitgs:O f dzR S
SECURITY_INACTIVITY_TIMEOUT
SECURITY_PWD_MAX_FAILED_ATTEMPTS
These attributes correspond to thedministrator ation to configure the

a{Saarzy t201Ay3 LRtAO&¢D

Wireless networks (SSIDs)towhiq Thed / 2f € SOGAY 3 | dzRA G S @Sy ([BRGHIGeN] !
the MD may connecM/LAN Client | indicates that this audit is logged to the device logs on the Samsung de
EP Function 2) and includes the following messages:

POLICY_APPLICATION: WIFI SSIDs black listed: _list_of_ssids_ / WIFI SSIDs

Samsung Onl
9 y listing failed for: _list_of_ssids_

Suba $OGA2Y ©! LRI BI2 € k O dekEogRring AGH S v
Portal audit logsn the[PRGuide]RS&a ONA 6 Sa G(KS a! LIl

|
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FdzRAG S@Syidsz || alryYLXS 2F gKAOK A

t NEGSOGA2Y t NRTA{ SAPRS LABRLIFOLIGN INADHTY

EVENT8 A y R ih@tlthis Badticular function maps to ain ! LILJ &

t 2t A08¢ | dzRAG S BIBwingrulétype aitribkitg” Ot dzR
LOCKDOWN_WIFI_SSID @IST

This attributecorresponds to thedministrator action taconfigure the

G2ANBft Saa ySig2N1a o{{L5a0 (2 6K

Security policy for each wireless | Thea / 2f € SOGAY 3 I dzZRA G S @Sy ([RRGHiGeNJI !
network indicates that this audit is logged to the device logs on the Samsung de
and includes the following messages:

Specify the CA(s) from which
the MD will accept WLAN

authentication server { §00 A 2 y BExXpoftind Allhis Fortagiaudit logim [PRGuide]provides
certificate(s) the following audit message generated by the MDM server:

POLICY_APPLICATION: WIFI configuration for: _ssid_

Ability to specify security type| a! LILIX & [Fo6St ¢2 / 2y TAIdzNI-05A22§:35> b { dzO
+0000","WiFi Action 28- Wifi Security Policy : Version 1","Label Test Devices
Ability to specify applied to configuration Action 28Wifi Security Policy™;,"/1/ *,"","2018 -11-05
authentication potocol 12:25:35 +0000","1","","3","Test Devices"," "Application Setting","","2€111805
12:25:35 +0000","™,"™,"2018 1-05 12:25:35 +0000","{configld=44, name=Action !
Specify the client credentials | - wifi Security Policy, configType=WiFi, version=1}","Label","" $&tction"”,"",
to be used for authentication

(WLAN Client EP Function 2)

Application installation policy Thed/ 2t f SOGAY 3 | dzRAG S @Sy ([BRGHI@NI !
indicates that this audit is logged to the device logs on the Samsung de
Specifying authorized and includes the following messages:

application repository(s)

Samsung Only POLICY_APPLICATION: Google market is enabled/disabled

Specifying a set of allowed <timestamp>5/1/1/3666/0/ ApplicationPolicy/Admin com.mobileiron.mdmpp has
applications and versions (an| added com.uber.android to package name whitelist.
application whitelist);
Samsung Only

<timestamp>5/1/1/3666/0/ ApplicationPolicy/Admin com.mobileiron.mdmpp has
added com.skype.android to package name blacklist.
Denying application , _
i . . NOTE:The values 5/1/1 mean Notice/Security/Success.
installationg iOS Only
_ { SO0 A 2 y ExXpoftind Adrhis Fortadiaudit logm [PRGuide]provides
(MDFFunction 8) the following audit message generated by the MDM server:

For Android devices the serveraudit message is the following:
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Suba SOGA2Y a! LILX & f I oudderEdpdrtingJ&dimik O &
Portal audit logsn the[PRGuide]RS&a ONA 6 Sa GKS a! LIl
dzRAG S@Sydsz || aryYLXS 2F gKAOK A
t NEGSOGAZ2Y t NB ¥ ot BPREY LABRLETY BQLICY AU
9+9b¢{ AGAYRAOIFIGS& GKFG Gd&ARLILE NI
t 2t A08¢ | dzRAG S BIBwingrulétype ditribkitgs:O f dzR S
LOCKDOWN_GOOGLE_MARKET
LOCKDOWN_APP_CONTRMHT
These attributes correspond to tredministrator actioisto configure the
G! LILX AOIFGA2Yy LyadGlrttlaAazy LRtAOSE

ForiOSdevicesthe serveraudit messagdor denying application installatioris
the following:

"Apply Label To Configuration”,"Success","admi01811-17 19:56:38
+0000","Restrictions Action 29- Deny App Installation : Version 1","Label Test
Devices applied to configuration Action 2Deny App
Installation","™,"/1/",","2018-11-17 19:56:38 +0000","1","","3","Test
Devices","™,"Application Settg",","201811-17 19:56:38 +0000",","","20181-17
19:56:38 +0000","{configld=13, name=Action-Z%ny App Installation,
configType=Restrictions, version=1}","Label","",","userAction","",
Enable/disable policy for [camera | Thed / 2 f t SOGAY 3 | dzZRA G S @Sy ([BRGHIGN] !
and microphone]MDF Functin 5) | indicates that this audit is logged to the device logs on the Samsung de
and includes the following messages:

Camera is supported for both, but
Microphone is IOS only ENABLE_DISABLE_CAMERA: Enabled/ Disabled
ENABLE_DISABLE_MIC: Enabled/ Disabled

Subda SOt A2y a! LILX & f | oudderEkpdrting&dimik O &

Portal audit logsn the[PRGuide]RS&a ONA 6 Sa G(KS a! LI

FdzRAG S@Syidsz | &FYLXS 2F 6KAOK A

t NPGSOGAZ2Y t NRTA{ SAPRLY LABRLETY BOLICK Aul

9+9b¢{ AGAYRAOFGSE GKFG (&R RLILEOND

t2f AO@¢ | dzRA G S @IBwingrulétypk attribhitgs:O t dzR §
LOCKDOWNAMERA

LOCKDOWNICROPHONE
These attributes correspond to tredministrator actiosto W9 y' I 6 f S

iKS LRtAOE FT2NJ OFYSN} FYyR YAONRLU

Enable/disable policy for théPN | Thea/ 2t t SOGAyYy 3 | dzRAG S @Sy G[BRGEI@N] !
(MDF Function 3) indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

|
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iOS Only
ENABLE_DISABLE_VPN: VPN _name_ efeablielihg failed.

{ SO0 A 2 y ExXoftind Admis Fortadiaudit logs [PRGuide]provides
the following audit message generated by the MDM server:

"Apply Label To Configuration”,"Success","admin","20187 20:11:16
+0000","Restrictions Action 31- VPN Protection : Version 1","Label Test Deviceq
applied to configuration Action 31VPN Protection”,","/1/ ","","201811-17
20:11:16 +0000","1","","3","Test Devices","","Application Setting","","2a1817
20:11:16 +0000",™,™"2014.1-17 20:11:16 +0QW',"{configld=14, name=Action 31
- VPN Protection, configType=Restrictions, version=1}","Label","","","userAction

Enable/disable policy for NFC, Thea/ 2t £ SOGAY 3 | dzRAG S @Sy ([BRGEI@N] !
Bluetooth, WiFi, and cellular indicates that this audit is logged to the device logs on the Samsung de

radios(MDF Function 4) and includes the following messages:

ENABLE_DISABLE_RADIOS: NFC/WIFI/ Bluetooth enabled/disabled
Samsun@nly

<timestamp®/1/1/3789/0/ RestrictionPolicytdevice
administratorssom.mobileiron.mdmp p has disabled cellular data.
<timestamp®/1/1/3789/0/ RestrictionPolicytdevice
administratoreom.mobileiron.mdmp p has enabled cellular data.

NOTE: The values 5/1/1 mean Notice/$@g/Success

Suba SO A2y a! LILX & f | oudderEidpdrting&dimih O &
Portal audit logsn the[PRGuide]RS&a ONA 6 Sa (G KS a! LIl
FdzRAG S@Syids | &FYLXS 2F 6KAOK A
Protection Profile deJt 2 & Y Sy (i & ARPLY LABEG TGSPORICYIAU
9+9b¢{ GAYRAOIGSA G(KIFG G&KABLILE N
t 2t A0@¢ | dzRAG S BIBWingrulétype attribkitgs:O f dzR 3
LOCKDOWNBLUETOOTH
LOCKDOWMNFC
LOCKDOWN_WIFI

LOCKDOWN_CELLULAR_DATA
These attributes correspond to tredministrator actiosto W9 y' | 6 f S

the policy for NFC, Bluetooth, WA 'y R OSf f dzf I NJ NI

Enable/disable policy for [protocol{ Thed / 2t t SOGAyY 3 | dzRAG S @Sy G[BRGHI@N] !
supporting remote access indicates that this audit is logged to the device logs on the Samsung de
Hotspot, USB and Bluetooth and includes the following messages:

tethering] (MDF Function%),

|
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SamsungOonly ENABLE_DISABLE_USB_TETHBERdM®Babled
POLICY_APPLICATION: BlueTooth tethering Enabled/Disabled

POLICY_APPLICATION: WIFI tethering Enabled/Disabled

Suba §OGAZ2Y 64! LILX & t I oudderEspdrtingladimin O &
Portal audit logsn the[PRGuide]RS&a ONA 6 Sa G K$ 62t
dzRAG S@Sydsz || aryYLXtS 2F gKAOK A
t NEGSOGA2Y t NRTA{ SAPRS LAUBRLETY BQLICY AUl
9+9b¢{ GAYRAOIFGSA GKIG G&KABRLILE NI
t 2f AO@ ¢ | ataRcludes tBddIBwing rulétype attributes:

LOCKDOWNVIFI_TETHERING

LOCKDOWNBT_TETHERING

LOCKDOWN_USB_TETHERING
These attributes correspond to thedministrator actiosto W9 y' | 6 f S

the policy for protocols supporting remote accesdotspot, USBnd
.1 dz2Si220K GSGKSNAYy3IDQ

Enable/disable policy for developel Thed / 2t f SOGAY 3 | dzRAG S @Sy ([BRGH@NI !

modes (MDF Functior}, indicates that this audit is logged to the device logs on the Samsung de
andincludes the following messages:

Samsun@nly

ENABLE_DISABLE_DEVELOPMENT_MODE: Enabled/Disabled

Suba SOGA2yYy a! LILX & f1I der EtipprtingJ&dimik O &
Portal audit logsn the [PRGuide]R S & O S&a GKS a! LI
audit event, a sample of whO K A & A&GSR Ay ¢ of
t NEGSOGAZY t NP TA{ SAPRS LUBRLETY BOLICY AU
9+9b¢{ GAYRAOIGSaA G(KIFG G&KABLILE N
t 2t A0@¢ | dzRAG S BIBWinD ruletipe attibitg/ Ot dzR 3
LOCKDOWN_DEVELOPER_OPTIONS
Thisattribute corresponds to theadministrator action to?9 y I 6 £ S«
L2t AO08 FT2NJ RSPSE 2LISNI Y2RSa®0Q
Enable policy for datat rest Thea/ 2t £t SOGAY 3 | dzRAG S @Sy G[BRGEI@N] !
protection (MDF Function@, indicates that this audit is logged to the device logs on the Samsung de
and includes the following messages:

SamsungOnly

POLICY_APPLICATION: Encryption: _description_of_policy_/Failed to apply
encryption policy:_description_of_policy

|
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Suba SOGA2Y a! LILX & f I oudderEdpdrtingJ&dimik O &
Portal audit logsn the[PRGuide]RS&a ONA 6 Sa GKS a! LIl
FdzRAG S@Sydsz || alFYLES 2F gKanQK A
t NPGSOGAZ2Y t NP TAL SAPRLY LABRLETY BOLICY Aul
9+9b¢{ AGAYRAOIFIGSa GKI G OG&WERLIALE NI
t 2f AO@¢ I dzRA G S BIBWinD ruletifpe attricutgsO  dzR S
SECURITY _ENCRYPT_DEVICE
SECURITENCRYPT_FILE_TYPE
Theseattributes correspond to th@dministrator actionto?9 y' I 6 f S
fordatazatNB & i LINRGSOGA2Yy Qd

Enable policy for removable Thea/ 2t f SOGAY 3 | dzRAG S @Sy ([ARGHIGN] !
media's dataat-rest protection indicates that this audit is logged to the device logs on the Samsung de
(MDF Function D) and includes the following messages:

Samsungonly POLICY_APPLICATION: Encryption: _description_of_policy_/Failed to apply

encryption policy:_description_of_policy

Suba SOt A2y a! LILX & f | oudderEidpdrting&dimik O &
Portal audit logsn the[PRGuide]RS&a ONA 6 Sa G KS a! LIl
FdzRAG S@Sydsz || alFYLXS 2F gKanQK A
t NPGSOGAZ2Y t NBRTA{ SAPRY LABRLETY BOLICK Aul
9+9b¢{ AGAYRAOIFIGSa GKIG OG&WERLILE NI
t 2t AO@¢ | dzRA (i S BIBWinD ruletpe attrivutg: O f dzR S
SECURITY_ENCRYPT_SDCARD
Thisattribute corresponds to theadministrator action to¥9 y' I 6 f S
NEY2@l ot S MINBRHQANRIGEIOGAZ2Y Qb
Enable/disable policy for display | { S Ol A 2 y EXpoftingAdniin$ertal @udit logsin [PRGuide]provides
notification in the locked state of | the following audit message generated by the MDM server:
all notifications(MDF Function 19)

"Apply Label To Configuration”,"Success","admin","20187 20:31:01
+0000","Restrictions Action 40- Notifications : Version 1","Label Td3evices
applied to configuration Action 40Notifications","","/1/",","2018-11-17 20:31:01
+0000","1",","3","Test Devices","","Application Setting","","2618-17 20:31:01
+0000",","™"201811-17 20:31:01 +0000","{configld=15, name=Action 40
Notifications, configType=Restrictions, version=1}","Label","","","userAction","",
Enable/Disabl€ertificate used to | { S Ol A 2 y EXpoftind Airs Fortafiaudit lagis [PRGuide]provides
validate digital signature on the following audit message generated by the MDM server:

applicationg MDF Function 33)

iOS only

"Apply Label To Configuration”,"Success","admin","208®6 15:22:05
+0000","Provisioning Profildos 2aeb0dféc861-4a2491b7-e8671d707a78 :

iOS onl
y Version 1","Label iOS applied to configuration ios 2aeb@8®l-4a2491b7-

|
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e8671d707a78",","/1/","","201808-06 15:22:05 +0000","1","" "
4""i0S","","Application Setting",","20188-06 15:22:05 +0000","","","20188-06
15:22:05 +0000","{configld=37, name=ios 2aeb0d8b14a2491b7-
e8671d707a78, configType=Provisioning Profile,
version=1}","Label","","","userétion","",

Configure theunlock banner policy
(MDF Function 36),

Thea/ 2t £ SOGAY 3 | dzRAG S @Sy ([BRGEHI@NI !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following messages:

CONFIGURE_UNLOCK_BANNER: Enabled/ Disabled
{ SO0 A 2 y ExXoftind Adrhis Fortadiaudit logm [PRGuide]provides

the following audit messages generated by the MDM server (which in th
case are different for the iOS and Android functions):

For Android devicesthe serveraudit message is the following:

Subda SOl A2y a! LILX & f | oudderEspdrting&dimik O &
Portal audit logsn the[PRGuide]RS & ONA 6 Sa G(KS a! LI
audit event, a sample of which is listed in Tabte2 dzZRA G 2 3 a

t NEGSOGAZ2Y t NP TA{ SAPRS LUBRLETY BOLICY AU

EVENTS A y R Ah@tlthis fadticular function maps to ain ! LILJE &

t 2t A0@¢ | dzRAG S BIBWiInDrulétype atribkitgs:O f dzR
PRIVACY_ANDROIDCK_SCREEN_BANNER_ENABLED
PRIVACY_ANDROID_LOCK_SCREEN_BANNER_TEXT

These attribute® 2 NNB &aLI2y R (2 G KS CoRiyukeyhe a

dzyt 201 ol yySNI LI2tA0eé¢ 2y (G(KS ! yHR

For iOS deviceghe server auditmessage is the following:

"Settings","Acknowledged","<MDM>","204@3-08 12:21:17 +0000","user
(I0S 11.314109261314)","{""request_data™":""Wallpapers{
\""referenceCountProperty" : \""476a90b6d88d-4ae5ah88
2e79f4752a9¢" \n \""wallpaperimagelnfoList" : [ {\n
\""wallpaperScreenimageTyp¥ : \"'LOCK_SCREEN\n \"fileld\"" :
\""8f5c6bcdfb66-4cbb-8943a10edbfb4f45™"\n }

N\n}™, "' message™":""Completed MDM request.""}","","","{principal=user,
miUserld=null, email=user}","201@3-08 12:21:17 +0000","1","""
"'476a0Db6-d88d-4ae5ab882e79f4752a9e™, "wallpaperimagelnfoList”
""Wallpaper={ "'referenceCountProperty" : "'476a900688d-4ae5
ab882e79f4752a9e™, "wallpaperimagelnfoList™ : [ {
""wallpaperScreenimageType™ : "'LOCK_SCREEN", "fileld™ :
"8f5c6bcdfb66-4cbb-8943-a10edbfb4f45™ } 1}","1edbd998057-42e3
a4bba37e8764ac49","MDM Event","","20183-08 12:21:17
+0000","","{phoneNumber=14109261314, uuid=1edbd9@h7-42e3
adbba37e8764ac49, platform=iOS 11.3}","260808 12:21:10
+0000","","Applicion Setting",","","userAction","",
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Configure the auditable item@IDF
Function 37)

Samsun@nly

Thea/ 2t £t SOGAY 3 | dzRAG S @Sy G[BRGEI@N] !
indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

AUDIT_CONFIGURATION_CHANGE: AuditLog configuration changed:
_description_of_change_

Note that _description_of _change_ shows the currentesity rule, current
outcome rule, and the list of active audit groups, audit events, and UID list after
change. For example

severityRule = 5 outcomeRule = 2 groupsRule = [4] usersList =
[0] events: [AUDIT_CONFIGURATION_CHANGE, POLICY_APPLICATION]

{ SO0 A 2 y ExXpoftind Adhis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Apply Label To Policy","Success","admin","20823 10:14:46 +0000","Samsung
General Samsung Audit Config : Versidii'lLabel 'Android' is applied to policy
‘Samsung Audit Config".","Global","/1/*,","201@8-23 10:14:46 +0000","1","" *"
10","Android","","Policy",","201808-23 10:14:46 +0000",","","20188-23
10:14:46 +0000","{configld=27, name=Samsung Audit Config,
configType=SAMSUNG_GENERAL,
version=1}","LABEL","","","userAction","{deviceSpaceld:1,deviceSpacePath:""/1

Config",policyVersion:1,policy Type:""ENTERPRISE™ profileType:""SAMSUNG
RAL", status:""Active",activere,defaultPolicy:false,deviceSpaceName:"'Globa
lastModifiedAt:1535018868040,deviceCount:0,pendingCount:0,priority:1,labels
evices:[],mailboxes:[],deletePolicyFile:false,deleteBooleanFile:false,deleteAudit
onfigFile:false,rules:[{ruleType:"'SAMSGNAUDITING_USERS" value:""" client
ue:""" resourceDTOs:[]} {ruleType:""SAMSUNG_MANAGEMENT_KEY"",resou
Os:[1},{ruleType:"'SAMSUNG_AUDITING_ENABLED"",value:""1"" clientValue:'
esourceDTOs:[1},{ruleType:"'SAMSUNG_FAIL_ATTESTATION_ON_TIMH@UT
"false™ clientValue:"'false™ resourceDTOs:[]},{ruleType:""'SAMSUNG_ATTES
N"" value:""false" clientValue:"'false™ ,resourceDTOs:[]},{ruleType:"'SAMSUNC(
UDITING_OUTCOME_RULE" value:"'2" clientValue:"'2"" resourceDTOs:[[} {n
pe:"'SAMSUNG_KNOLICENSE™ value:""KLMD6ZNWW7K42P307FIFJD1
FAFHO" clientValue:""KLM@B6ZNWW7K42P307FIFID1

FAFHO" resourceDTOs:[]},{ruleType:"'SAMSUNG_AUDITING_GROUPS™ val
,2,3,4"" clientValue:"0,1,2,3,4"" resourceDTOs:[J},{ruleType:"'SAMSUNG_AUL
G_SEVERITY_LEVEL" value:"™'4™ clientValue:"'4"" resourceDTOs:[]},{ruleTyp
MSUNG_AUDITING_EVENTS™ value:"0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,1

4,15,16,17,18,120,21,22,23,24,25,26,27,28,29"" ,resourceDTOs:[]}],mailboxGui
litems:{}}",
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Enable/disable [a. USB mass Thea/ 2t f SOGAY3A | dzRAG S @Sy ([ARGHIGeN] !
storage mode] (MDF Function 39] indicates that this audit ibgged to the device logs on the Samsung devi
and includes the following message:

Samsun@nly

POLICY_APPLICATION: USB Media Player Enabled/Disabled

Suba §OGAZ2Y 64! LILX & t I oudderEspdrtingladimin O &
Portal audit logsn the [PRGuide]describedi K S & ! LILIX & [ I
dzRAG S@Sydsz || aryYLXtS 2F gKAOK A
t NPGSOGAZ2Y t NP FTAL SAPRLY LABRLETY BOLICK Aul
9+9b¢{ GAYRAOIFGSa GKIG G&KABRLILE NI
Poli@ ¢ | dzZRA (G S @Sy tollowifglruletype dtdbduezR S a
LOCKDOWN_USB_MASS_STORAGE
LOCKDOWN_USB_MEDIA_PLAYER
These attributes correspon@ 2 G KS | RY A Yy A BndbiidisaBleN
I 1 {. YhIaa 462N} 38 Y2RS¢ o
Enable/disable location services | Thea / 2f f SOGAY 3 | dzZRA G S @Sy G[BRGHIGN] !

(MDF Functior22) indicates that this audit is logged to the device logs on the Samsung de
and includes the following message:

Samsun@nly

ENABE_DISABLE_LOCATION_SERVICES: Enabled/Disabled

Suba SO A2y a! LILX & f | oudderEkdpdrting&dimih O &
Portal audit logsn the[PRGuide]RS&a ONA 6 Sa G(KS a! LI
FdzRAG S@Sydsz || &FYLXS 27 mlavand A
t NEGSOGAZY t NRTA{ SAPRS LABRLETY BOLICY AU
9+9b¢{ AGAYRAOIFIGSa GKIG OG&WERLILE NI
t2f AO&¢ | dzRA G S @IBwing ruletipe attridutg: Ot dzR §
LOCKDOWNEPS
Thisattribute corespondsi 2 G KS | RY A y A BnabieldisaBleNJ
t20FG4A2y aASNBAOSa¢
Enable/disable policy foruseof | Thed/ 2t f SOGAyYy 3 | dzRAG S @Sy ([BRGH@N] !
Biometric Authentication Factor | indicates that this audit is logged to the device logs on the Samsung de
(MDF Function 23) and includes the following message:

ENABLE_DISABLE_BIOMETRICS: Fingerprint/Iris/Face unlock
enabled/e nabling failed.

{ SO0 A 2 y ExXpoftind Adhis Fortadiaudit logm [PRGuide]provides
the following audit message generated by the MDM sefwérich in this
case are different for Android and iOS)

|
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For Android devices the serveraudit message is the following:

Suba SOGA2Y a! LILX & f I oudderEdpatind d@imin O &
Portal audit logsn the[PRGuide]RS&a ONA 6 Sa GKS a! LIl
dzRAG S@Sydsz || aryYLXtS 2F gKAOK A
t NPGSOGAZ2Y t NP TAL SAPRLY LABRLETY BOLICK Aul
9+9b¢{ aA yiRsipQricuias fanctibrknhafs to am ! LILI &

t 2t A0&¢ | dzRAG S BIBWing ruletipe attridutgsO t dzR
SECURITY_BLOCK_FINGERPRINT
SECURITY_BLOCK_SMART_LOCK

These attributes correspon@ 2 G KS | RY A y A BnédbiidisaBleN
policyF 2 NJ dzaS 2F . A2YSONARO ! dziKSy (A

ForiOSdevicesthe serveraudit messagés the following:

"Apply Label To Configuration”,"Success","admin","20187 20:22:23
+0000","Restrictions Action 55- Bio Auth : Version 1","Label Test Deviapplied
to configuration Action 55Bio Auth","","/1/",","2018- 11-17 20:22:23
+0000","1",","3","Test Devices","","Application Setting","","2018-17 20:22:23
+0000",","™,"201811-17 20:22:23 +0000","{configld=17, name=Action Bfo

Auth, configTyp=Restrictions, version=1}","Label",","","userAction","",

MDMPP30:FMT_SMF.1(3erver Configuration of Server Functions

ChooseX.509v3 certificates for
MDM Server use

{ SO A 2 y ExXpoftind Adrhis Fortadiaudit logm [PRGuide]provides
the following audit message generated by the MDM server:

"Add Configuration","Success","admin","2008-13 15:41:33 +0000","SCEP
SubSubGRSA Enrollment Cert : Version 1","Configuration SubS&E»A
Enroliment Cert added",","/1/","","20189-13 15:41:33
+00007;"1",™, ™ ™ " "Application Setting",","201809-13 15:41:33
+0000",",","201809-13 15:41:33 +0000","{configld=11, name=SubSuRGA

Enrollment Cert, configType=SCEP, version=1}","","","","userAction","",

"Modify Configuration”,"Success","misystem"028-09-13 15:17:30
+0000","Certificate System TLS Trust Certificate Chain for Mobile Managemen
Version 3","Configuration SystenTLS Trust Certificate Chain for Mobile
Management modified","","/1/","","201809-13 15:17:30
+0000","1",™,"™ " " "Application Setting",","20189-13 15:17:30
+0000","™,","201809-13 15:17:30 +0000","{configleh; name= SystemTLS Trust
Certificate Chain for Mobile Management, configType=Certificate,
version=3}","","","","userAction","",

Configure the [number afevices]
allowed for enrollment [

{ SO0 A 2 y ExXpoftind Adrhis Fortadiaudit logm [PRGuide]provides
the following audit message generated by the MDM server:

Preference Config Changes","Success","misystem”," 20430 16:04:51
+0000","System","Modify Preference limitDevices to 30",",","","2al@®
30 16:04:51 +0000","1",™ ™ " " "Settings Preferences","","2018-30
16:04:51 +0000",","™,"2018.0-30 16:04:51
+0000",",","","","userAction","",
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Configure server session lock
timeout

{ SO0 A 2 y ExXpoftind Admis Fortadiaudit logs [PRGuide]provides
the following audit message generated by the MDM server:

Preference Config Changes","Success","misystem”," 20430 15:58:40
+0000","System","Modify Preference adminPa&essionTimeout from 10
to 90",IIII,IIII,IIII,II2018_10_30 15:58:40 _'_OOOOII'II]-II,IIII,IIII,IIII,IIII'IISettir1gs
Preferences",","2018.0-30 15:58:40 +0000",",","201-80-30 15:58:40
+0000","","","”'"","uSerACtiOn",""'

Configure the TOE unlock banner,

{ SO A 2 y BExoytiighdniindPErtalcaudit logsn [PRGuide]provides
the following audit message generated by the MDM server:

"Preference Config Changes","Success","admin”,"20081 22:05:23
+0000","System","Show Login banner",",","""2018-01 22:05:23
+0000","1","™"™ " " "Settings Preferences","","20180-01 22:05:23
+0000",",","201810-01 22:05:23 +0000","",","" ""userAction","",

"Preference Config Changes","Success","admin","2081 22:05:23
+0000","System","Update Login banner text",","™,","2018-01 22:05:23
+0000","1","™ ™ "™ "™ "Settings Preferences","","20180-01 22:05:23
+0000",",","201810-01 2205:23 +0000","","","","","userAction","This is
GSS Login Text Banner"”,

"Preference Config Changes","Success","admin","20181 22:06:19
+0000","System","Hide Login banner",","™,"™ "2018-01 22:06:19

+0000","1","™ ™ " " "Settings Preferences","201810-01 22:06:19
+0000",",","201810-01 22:06:19 +0000","","," " "userAction","",

Configure periodicity of the
following commands to the agent:
1. query connectivity status

2. query the current version of the
MD firmware/software

3. query the curent version of the
hardware model of the device

4. query the current version of
installed mobile applications

{ SO0 A 2 y ExXoftind Adrhiis Fortadiaudit logm [PRGuide]provides
the following audit message generated by the MDM server:

"Apply Label To Policy","Success","miadmin","200@2 18:56:21 +0000","Sync
SyncTest : Version 1","Label 'Android’ is applied to policy
'SyncTest".","Global","/1/","","2018.0-22 18:56:21 +0000","1","" *"
10","Android","","Policy","","201810-22 18:5621 +0000","","","201810-22
18:56:21 +0000","{configld=2, name=SyncTest, configType=SYNC,
version=1}","LABEL","","","userAction","{deviceSpaceld:1,deviceSpacePath:" "/

endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil
e:false,deleteBooleanFile:false,delete AlldgConfigFile:false,rules:[{rul
eType:"'SYNC_LONGER_INTERVAL™" value:"'42"" clientValue:"42"" ,resource

" resourceDTOs:[]},{ruleType:"'SYNC_MULTITASK_INVERVAL" valueli"'15""
entValue:""15"" resourceDTOs:[]},{ruleType:"'SYNC_REQUIRE_TLS" value:""
" clientValue:""yes™ resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_URL"
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0"",resourceDTOs:[]}.{rulePe:"'SYNC_INTERVAL"" value:"'240™ clientValue

to™",resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MODE"" \afti&client
Value:""off"",resourceDTOs:[[} {ruleType:"'SYNC_OS_UPDATE_NOW"" ,resou

" resourceDTOs:[]},{ruleType:"'SYNC_SERVERIP"",value:""app283.auto.mobil
ron.com™ cliertValue:"'app283.auto.mobileiron.com™ resourceDTOs:[]},{rul

eDTOs:[[} {ruleType:"'SYNC_MTD_WAKEUP_INTERVAL™ value:"'15", client\{
900", resourceDTOs:[]} {ruleType:"'SYNC_CFDATE_SCHED"',resourceDTO

esourceDTOs:[]},{ruleType:"'"MA_CERT_GRACE_PERIOD" value
MDMPP30:FMT_SMF3MAS Server Functions

Configure application access SectionS y (i A Expo&iRy Admin Portal audit log [PRGuide]provides
groups the following audit message generated by the MDM server:

"Apply Label To App","Success"”,"admin”,"2a1829 18:03:00
+0000","Android Utility 1.0 (Androidin-House)","Label 'Test Devices
applied to application 'Android Utility".","Global","/1/","","20£80-29
18:03:00 +0000","1",","3","Test Devices","118","App",","2016-29
18:03:00 +0000",","","2018.0-29 18:03:00
+0000","","LABEL","","","userAction","",

Download applicationsito a Thea/ 2t f SOGAY 3 | dzRAG S @Sy ([ARRGHIGN] !
mobile device. indicates that this audit is logged to the device logs on the Samsung de
and includes the following messages:

INSTALL_APPLICATION: _package_name_

SectionS y {i A Expo&iRy Admin Portal audit logs [PRGuide]provides
the following audit message generated by the MDM server:

"Install App","Success”,"user","201%-29 18:05:18 +0000","user (Androi
8.0- PDA 3)","App Android Utility 1l@stalled","","","{principal=user,
miUserld=9002, email=}","2018)-29 18:05:18
+0000","1","™","™ " "87022827186547e58b2a
2f36d3738e93","Smartphone”,"","20180-29 18:05:18
+0000","","{phoneNumber=PDA 3, uuid=87022886547e58b2a
2f36d3738e93, platfion=Android 8.0}","2018.0-29 18:05:18
+0000","™,","" " "userAction","",

MDMAEP3@FMT_SMFEXT.3
Import the certificatestobe used | Thed / 2f t SOGAY 3 | dzZRA G S @Sy ([BPGEiI@N] !
for authentication of MDM Agent | indicates that this audit is logged to the device logs on the Samsung de
communications and includes the following message:

CA_CERTIFICATE_IMPORT: Import of CA certificate _alias_ succeeded/ faileg

ID_CERTIFICATE_IMPORT: Import of ID certificate _alias_ suttattked

|
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{ SO0 A 2 y ExXpoftind Admis Fortadiaudit logs [PRGuide]provides
the following audit message generated by the MDM server:

"Create Device Certificate","Success","misystem"”,"200&9 16:24:58
+0000","user (Android 8.0PDA 3)"," SCE¥ame: 'SystemMutual Auth CE
setting', Serial Number: '101',",","","{principal=user, miUserld=9002,
email=gss4testing2@gmail.com}","2016-29 16:24:58
+0000","1","","65","65","87022827186547e58b2a
2f36d3738e93","Certificate”,","201:80-29 16:24:58
+0000",","{phoneNumber=PDA 3, uuid=87022886547e58b2a2f36d3738e93,
platform=Android 8.0}","2018.0-29 16:24:58
+0000",","Certificate”,"","","userAction","",

"Register Device","Success","user","201®29 16:24:58 +0000","user (Android 8.
- PDA3)","Device is fully registered",","","","20180-29 16:24:58
+0000","1"," """ "87022827186547e58b2a
2f36d3738e93","Smartphone”,"™,"20180-29 16:24:58
+0000",","{phoneNumber=PDA 3, uuid=870228B6547e58b2a2f36d3738e93,
platform=Android 8.0}"2018-10-29 16:24:58 +0000","","","","","userAction","",

Enroll in management { SO A 2 y ExXpoftind Adrhis Fortadiaudit logm [PRGuide]provides
the following audit message generated by the MDM server:

"RegisteiDevice","Success","user","204%-01 20:54:09 +0000","user (Android 8.
- PDA 1)","Device is fully registered",",","","2018-01 20:54:09
+0000","1","" """ "2e6cda2&f31a44e0-8535
70f8968fd86c","Smartphone”,™,"20180-01 20:54:09
+0000",","{phoneNimber=PDA 1, uuid=2e6cdafl a-44e0-853570f8968fd86c,
platform=Android 8.0}","2014.0-01 20:54:09 +0000","",","","","userAction","",

Note: The agent is not able to generate an audit message for this event since
auditing cannot be enabled until the Ages already enrolled. The Agent relies or
the server to generate this audit event.

Configure whether users can { SO0 A 2 y ExXpoftind Adrhis Fortadiaudit logs [PRGuide]provides
unenroll from management the following audit message generated te MDM server:

"Apply Label To Policy","Success","admin","2Q0831 22:33:44
+0000","Lockdown Prevent Unenroll Policy : Version 1","Label 'Test
Devices' is applied to policy 'Prevent Unenroll
Policy'.","Global","/1/","","201810-31 22:33:44 +0000","1","3","Test
Devices","","Policy",","201840-31 22:33:44 +0000","",","201:80-31
22:33:44 +0000","{configld=4, name=Prevent Unenroll Policy,
configType=LOCKDOWN,
version=1}""LABEL","",","userAction","{deviceSpaceld:1,deviceSpacel
"/1/™ policyld:4,policyName:""Prevent Unenroll
Policy™,policyVersion:1,policyType:""ENTERPRISE"",profile Type:""'LO(
WN'"™,status:""Active"",active:true,defaultPolicy:false,deviceSpaceName
Global™,lastModifiedAt:1541025212976,deviceCount:0,pendingCount:(
ority:1,labels:[],devices:[],mailboxes:[],deletePolicyFile:false,deleteBoole
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File:false,deleteAuditLogConfigFile:false,rules:[....{ruleType:"'LOCKDO
MANAGEMENT_REMOVAL" value:"'off" clientValue:""1"" resourceD1
1},...],;mailboxGuids:[],items:{}}",

NOTE: Dut the size of this audit record, parts of the policy that contain
configurable rule settings that are not relevant to this audit have been removed
These other rules reflect attributes that have the potential to change depending
the lockdown policy cdigured by the administrator. Regardless of policy, this au
record will at least contain the information shown here.

Configure periodicity of
reachability events

{ SO A 2 y ExXpoftind Adrhis Fortadiaudit logm [PRGuide]provides
the followingaudit message:

"Apply Label To Policy","Success","miadmin","2Q0&2 18:56:21 +0000","Sync
SyncTest : Version 1","Label 'Android' is applied to policy
'SyncTest".","Global","/1/","","2018.0-22 18:56:21 +0000","1","" *'

18:56:21 +0000","{configld=2, name=SyncTest, configType=SYNC,
version=1}","LABEL","","" "userAction","{deviceSpaceld:1,deviceSpacePath:" "/

se,deviceSpaceName:""'Global" lastModifiedAt:1540233873111,deviceCount:C
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil
e:false,deleteBooleankiifalse,delete AuditLogConfigFile:false,rules:[{rul
eType:"'SYNC_LONGER_INTERVAL" value:"'42" clientValue:""42" resource

" resourceDTOs:[J},{ruleType:"'SYNC_MULTITASK_INVERMA¢:""15"" cli
entValue:""15"" resourceDTOs:[]},{ruleType:"'SYNC_REQUIRE_TLS" value:""

0" resoureDTOs:[]},{ruleType:"'SYNC_INTERVAL"" value:"'240"" clientValue
:"'14400™ resourceDTOs:[]},{ruleType:""'SYNC_NTP_SERVER"',resourceDTO|

Os:[1},{ruleType:"'"MA_CERT_RENEWAL_WINDOW"" value:"'60""clientValue:
",resourceDTOs:[]},{ruleType:"'SYNC_SERVERIP"" value:""app283.autd.mobil
ron.com™ clientValue:"™app283.auto.mobileiron.com™ resourceDTOs:[]},{rul

eType:""'SYNC_BLOCK_WHEN_ROAMING"" value:"'mai"",clientValue:""on"",rg
eDTOs:[[} {ruleType:"'SYNC_MTD_WAKEUP_INTERVAL" value:"'15", client\{
900", resourceDTOs:[]} {ralype:"'SYNC_OS_UPDATE_SCHED"",resourceD

e:""30"" resourceDTOs:[]}],mailboxGuids:[],items:{}}",

Additional Administrative Actions Identified during the Evaluation

Add User

{ SO0 A 2 y ExXpoftind Adrhis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Add User","Success","admin","2008-14 19:54:56 +0000","testuser
bad@email.com”,"User testuser is added.","","","{principal=testuser,
miUserld=9003, email=bad@email.com}","2a1814 19:54:56
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+0000","1",","™,","9003","User","","201809-14 19:54:56 +000","","","2018-09-

Change user password

{ SO0 A 2 y ExXpoftind Adrhis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Modify User","Success"”,"admif201809-14 19:55:17 +0000","testuser
bad@email.com”,"User testuser modified.","","","{principal=testuser,
miUserld=9003, email=bad@email.com}","2a1814 19:55:17
+0000","1","™," "™ "9003","User",","201809-14 19:55:17 +0000","","™,"201-89
14 19:5517 +0000","" ™ "™ " "userAction","",

Delete user

{ SO0 A 2 y ExXpoftind Adhis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Delete User","Success","admin","2008-14 19:55:24+0000","testuser
bad@email.com","User testuser is deleted.","","","{principal=testuser,
miUserld=9003, email=bad@email.com}","201814 19:55:24
+0000","1",™,"™ " "9003","User","","201809-14 19:55:24 +0000",","","20189-
14 19:55:24 +0000",™ """ "userAction","",

Add label

{ SO A 2 y ExXpoftind Adrhis Fortadiaudit logm [PRGuide]provides
the following audit messages generated by the MDM server:

"Add Label","Success","admin","2008-14 19:55:44 +0000","Test Device","Label
'Test Devie' is added successfully. ","™,"™,","2048-14 19:55:44

+0000","1"," "1","Global","","Label","","20189-14 19:55:44 +0000","","","2018
09-14 19:55:44 +0000","","Device Space",","","userAction","",

Delete label

{ SO0 A 2 y ExXpoftind Admis Fortafudit logg in [PRGuide]provides
the following audit messages generated by the MDM server:

"Delete Label","Success","admin”,"2008-14 19:57:01 +0000","Test
Device","Label 'Test Device' is deleted successfully.”,",™ ", "20884 19:57:01
+0000",'1",“",”1",“Global'l,”","Label”,"”,“201&)9‘14 19:57:01 +OOOO",”",”","201‘8
09-14 19:57:01 +0000","","Device Space","","","userAction","",

Apply label

{ SO0 A 2 y EXoftind Admis Fortadiaudit logs [PRGuide]provides
the following audit messages gerated by the MDM server:

"Apply Label","Success","admin","2008-14 19:55:57 +0000","user (Android 8.0
PDA 2)","Label: 'Test Device' applied to devices. Number of associated policies
Number of associated configurations: 0. ","Global","/1/","{miipal=user,
miUserld=9002, email=null}","204®-14 19:55:57 +0000","1","","3" " Test
Device","aacal7e8754403ahb964 4b2f0e2aba66","Smartphone”,™,"20189-14
19:55:57 +0000","","{phoneNumber=PDA 2, uuid=aaca¥&s+403ab964
4h2f0e2aba66, platform=Amdid 8.0}","201809-14 19:55:57
+0000","","Label","","","userAction","",

Remove label from device

{ SO A 2 y ExXpoftindi Admis FRdrtafiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Remove Label","Success","admin","200814 19:56:06 +0000","user (Android 8
- PDA 2)","Label(s): 'Test Device' removed from devices. Policies removed from
devices. Policies added to 0 devices. Configurations removed from 0 devices. A
removed from6 devices. Number of apps removed:

0","Global","/1/","{principal=user, miUserld=9002, email=null}","260814
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19:56:06 +0000","1",","3","Test Device","aacal7&&64403ab964
4h2f0e2aba66","Smartphone”,™,"20189-14 19:56:06
+0000","","{phoneNumber=PD2, uuid=aacal7e8754403ahb964 4b2f0e2aba66,
platform=Android 8.0}","20189-14 19:56:06

+0000","","Label","™,"" "userAction",""

Add Policy

{ SO0 A 2 y ExXpoftind Adhis Fortadiaudit logs [PRGuide]provides
the following audit messages generdtby the MDM server:

"Add Policy","Success","miadmin","2018-22 18:44:33 +0000","SyR&SyncTest :
Version 1","Policy 'SyncTest' is added successfully. “,"Global","/1/",""," 2048
18:44:33 +0000","1",","™ "™ " "Policy",","2018.0-22 18:44:33 +000',"","","2018-
10-22 18:44:33 +0000","{configld=2, name=SyncTest, configType=SYNC,
version=1}","","","" "userAction","{deviceSpaceld:1,deviceSpacePath:""/1/

" policyld:2,policyName:"'SyncTest",policyVersion:1,policyType:"'ENTERPR
ISE™,profileType:""'SYNGstatus:""Active",active:true,defaultPolicy:fal
se,deviceSpaceName:"'Global™, lastModifiedAt:1540233873111,deviceCount:Q
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil
e:false,deleteBooleanFile:false,deleteAuditLogConédalse,rules:[{rul
eType:""'SYNC_LONGER_INTERVAL" value:""42" clientValue:"'42"" resource
s:[I}.{ruleType:"'SYNC_HEARTBEAT_INTERVAL" value:"'14™ clientValue:""8
", resourceDTOs:[]},{ruleType:"'SYNC_MULTITASK_INVERVAL" value:""15""
entValue:"15™ resourceDTOs:[]} {ruleType:""'SYNC_REQUIRE_TLS"" value:"™¢
" clientValue:""yes"",resourceDTOs:[]},{ruleType:"'SYNC_OS_UPDATE_URL"
esourceDTOs:[]},{ruleType:""MIGRATE_CLIENT" value:""off"",clientValue:"'n
0" resourceDTOs:[J} {ruleType:"'SYNC_IRVEL"" value:"240" clientValue
:"14400™ resourceDTOs:[[},{ruleType:"'SYNC_NTP_SERVER", resourceDTO
J{ruleType:""PUSH_NOTIFICATION_MECHANISM™ value:"auto™ clientValue
to"",resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MODE"" value:"offt",clien
Value:""off"",resourceDTOs:[]},{ruleType:"'SYNC_OS_UPDATE_NOW"" resouf
Os:[]},{ruleType:"'"MA_CERT_RENEWAL_WINDOW™ value:"'60"" clientValue:'
" resourceDTOs:[]},{ruleType:""SYNC_SERVERIP" value:"app283.auto.mobilg
ron.com™ clientValue:""app28.auto.mobileiron.com™,resourceDTOs:[]},{rul
eType:"'SYNC_BLOCK_WHEN_ROAMING"" value:""mai",clientValue:"'on™,re
eDTOs:[J},{ruleType:""'SYNC_MTD_WAKEUP_INTERVAL" value:""15™,client\
""900™,resourceDTOs:[J},{ruleType:""'SYNC_OS_UPDATE_S@#6DteDTOS:[
1}{ruleType:"'SYNC_ALWAYS_CONNECTED"" value:""off"clientValue:""off"",
esourceDTOs:[]},{ruleType:"'"MA_CERT_GRACE_PERIOD"" ,value

Apply label to policy

{ SO0 A 2 y EXpoftind Admis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Apply Label To Policy","Success","miadmin","200822 18:56:21 +0000","Sync
SyncTest : Version 1","Label 'Android' is applied to policy
'SyncTest'.","Global","/1/","","2018.0-22 18:56:21 +0000","1"," -
10","Android","","Policy",™,"201810-22 18:56:21 +0000",","","20:80-22
18:56:21 +0000","{configld=2, name=SyncTest, configType=SYNC,
version=1}","LABEL","","" "userAction","{deviceSpaceld:1,deviceSpacePath:" "/
" policyld:2,policyName:"'SyaTest™ policyVersion:1,policy Type:"'"ENTERPR
ISE™ profileType:"'SYNC",status:""Active™,active:true,defaultPolicy:fal
se,deviceSpaceName:"'Global™,lastModifiedAt:1540233873111,deviceCount:0
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[ledePolicyFil
e:false,deleteBooleanFile:false,deleteAuditLogConfigFile:false,rules:[{rul
eType:"'SYNC_LONGER_INTERVAL™" value:"'42"™ clientValue:"'42"" resource
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s:[}.{ruleType:"'SYNC_HEARTBEAT_INTERVAL" value:"'14"™ clientValue:""8

"'14400™ resourceDTOs:[[},{ruleType:"'SYNC_NTP_SERVER" resourceDTO
J{ruleType:"'PUSH_NOTIFICATION_MECHANISM™ value:""auto™ clientValue
to™ ,resourceDTOs:[]},{ruleType:""'SYNC_FULL_BG_MODE"" value:""off"" clien
Value:""off",resourceDTOs:[[} {ruleType:""'SYNC_OS_UPDATE_NOW"",resour
Os:[[}{ruleType:""MA_CERT_RENEWAL_WINDOW"" value:"'60"" clientValue:'

ron.com™ clientValue:""app283.auto.mobileiron.com™ resourceDTOs:[]} {rul
eType:"'SYNC_BLOCK_WHEN_ROAMING" value:"'mai",clientValue:"'on"",re
eDTOs:[[}{ruleType:"'SYNC_MTD_WAKEUP_INTERVAL" value:""tB/§kle=

1}{ruleType:"'SYNC_ALWAYS_CONNECTED"",value:"off",clientValue:""off"",
esourceDTOs:[]},{ruleType:"'"MA_CERT_GRACE_PERIOD"" value:""'30"" client|
e:""30" resourceDTOR}],mailboxGuids:[],items:{}}",

Apply label to configuration

{ SO0 A 2 y ExXpoftind Adrhiis Fortadiaudit logm [PRGuide] provides
the following audit messages generated by the MDM server:

"Apply Label To Configuration","Success","admin”,"2018.7 19:56:38
+0000","Restrictions Action 29- Deny App Installation : Version 1","Label Test
Devices applied to configuration Action 2Beny App
Installation",™,"/1/",","2018-11-17 19:56:38 +0000","1","","3","Test

19:56:38 +0000","{configld=13, name=Action-Z8ny App Installation,

configType=Restrictions, version=1}","Label","","","userAction","",

Remove label from configuration

{ SO0 A 2 y ExXpoftind AdrmiS Fdal d@udit logs in [PRGuide]provides
the following audit messages generated by the MDM server:

awSyY20S [0St CNBY /2y FAIdeNO5A%2B:$3b 3 b
+0000","Certificate Action 9 RootCA ECDSA : Version 1","Label Test Devices
removedfrom configuration Action 9 RootCA ECDSA",™,"/1/ ",","2A1805
12:20:53 +0000","1",","3","Test Devices","","Application Setting","","2a1805
12:20:53 +0000","","","2018.1-05 12:20:53 +0000","{configld=11, name=Action
RootCA ECDSA, configTypetifiaate, version=1}","Label","","","userAction","",

Admin Portal Login

{ SO0 A 2 y EXoftind Admis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Admin Portal Sigin","Success","admin”,"20189-13 15:28:50 +0000","Admin
Portal- 10.0.0.130","Successfully Signed In"," ™" ,"260813 15:28:50
+0000","1","," "™ " "Admin Portal","","201809-13 15:28:50 +0000","",","2018
09-13 15:28:50 +0000","™,"",™,"™ "userAmn","",

Admin Portal logout

{ SO0 A 2 y ExXoftindi Admis Fdrtafiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Admin Portal Sign Out","Success","admin","2@1®814 17:42:26 +0000","Admin
Portal- 10.00.209","Successfully Signed Out","","","","2008-14 17:42:26
+0000","1","," """ "Admin Portal","","201809-14 17:42:26 +0000",",","2018
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Modify LDAP settings { SO0 A 2 y ExXpoftindi Adhis Fortagudit logs in [PRGuide]provides
the following audit messages generated by the MDM server:

"Modify LDAP","Success","admin”,"2008-13 19:55:13 +0000","LDAP
Idaps://tlv0-16x.example.com:636","LDAP Setting is modified for the server
Idaps://tlvO-16xexample.com:636",","","","20189-13 19:55:13

19:55:13 +0000","{configld=null, name=ldaps://d\i®Bx.example.com:636,
configType=LDAP, version=null}","","","" "userAction,",""

Add enrollment setting { SO0 A 2 y ExXpoftind Adhis Fortadiaudit logs [PRGuide]provides
the following audit messages generated by the MDM server:

"Add Configuration”,"Success","admin","2008-13 15:41:33 +0000","SCEP
SubSubGRSA Enrolinmé Cert : Version 1","Configuration SubSubR3A
Enrollment Cert added",™,"/1/","","20189-13 15:41:33
+0000","1",","," " "Application Setting","","20189-13 15:41:33
+0000",","™,"201809-13 15:41:33 +0000","{configld=11, name=SubSuRSA
Enrollment Cert, configType=SCEP, version=1}","","","" "userAction","",
Modify enrollment setting { SO0 A 2 y ExXoftind Adrhis Fortadiaudit logm [PRGuide]provides
the following audit messages generated by the MDM server:

"Modify Configuration","Succes,"admin”,"201809-13 15:41:47 +0000","SCEP
RootRSA Enrollment Cert : Version 2","Configuration FR®A Enroliment Cert
modified”,"","/1/",*","2018-09-13 15:41:47 +0000","1",","" "™ " "Application
Setting",","201809-13 15:41:47 +0000","","","201:89-13 15:41:47
+0000","{configld=10, name=ReBRISA Enrollment Cert, configType=SCEP,
version=2}""""" " "userAction","",

Add trusted certificate { SO A 2 y ExXpoftind Adris Fortadiaudit logm [PRGuide]provides

the following audit messagagenerated by the MDM server:

"Modify Configuration”,"Success","misystem","20@8-13 15:17:30
+0000","Certificate System- TLS Trust Certificate Chain for Mobile Managemen
Version 3","Configuration SystenTLS Trust Certificate Chain for Mobile
Management modified”,™,"/1/","","2018-09-13 15:17:30
+0000","1"," "™ " " "Application Setting","","20189-13 15:17:30
+0000",","™,"201809-13 15:17:30 +0000","{configle4; name= SystemTLS Trust
Certificate Chain for Mobile Management, configType=iieate,
version=3}","","","" "userAction","",

Revoke device certificate { SO0 A 2 y ExXpoftindi Adrhiis Fortadiaudit logm [PRGuide]provides
the following audit messages generated by the MDM server:

"Revoke Device Certificate","Success","adme01809-14 20:21:48 +0000","user
(Android 8.0- PDA 5)"," SCEP Name: 'Systéviutual Auth CE setting', Serial
Number: '106',","","","{principal=user, miUserld=9002,
email=gss4testing@gmail.com}","2008-14 20:21:48
+0000","1","","6a","6a","8e7b1fa@bb541e0aaad
d9f9asfe8136","Certificate”,"","201:89-14 20:21:48
+0000","","{phoneNumber=PDA 5, uuid=8e7b1t#ih541e0aaadd9f9a5fe8136,
platform=Android 8.0}","20189-14 20:21:48
+0000","","Certificate","","™,"userAction","",
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Command Failure (from Admin [ { SOl A 2 y EXpoftind Adriirs Fortafiaudit lags [PR-Guide] provides
Portalg Devices & Users > Devicey the following audit messages generated by the MDM server:

> Actions)
"Send Message","Failed","admin","2008-14 20:20:44 +0000","user (Andra8d0 -
PDA 5)","Request from Admin Portal to deliver via gémailure Message: Failed to
dispatch notification to Ml Gateway. Reason: Internal Error.","","","{principal=us
miUserld=9002, email=gss4testing@gmail.com}","20384 20:20:44
+0000","1",",™,", "8e7b1lfa0dbb541leCaaad
d9f9a5fe8136","Smartphone”,"","20189-14 20:20:44
+0000","","{phoneNumber=PDA 5, uuid=8e7b1t#tih541eCaaadd9f9a5fe8136,

Testing Assuranceaiivities: The evaluator shall test the TOE's ability to correctly generate audit records by having
the TOE generate audit records for the events listed in the provided table and administrative actions. This should
include all instances of an event. Theakator shall test that audit records are generated for the establishment
and termination of a channel for each of the cryptographic protocols contained in the ST. For administrative
actions, the evaluator shall test that each action determined by theuawal above to be security relevant in the
context of this PP is auditable.

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms
directly. For example, testing performed to ensure that the administragivielance provided is correct verifies
that AGD_OPE.1 is satisfied and should address the invocation of the administrative actions that are neede
verify the audit records are generated as expected.

The evaluator constructed a list of required audit erisebased on the TOE Security Tan@f). The evaluator then
either identified events generated when performing a corresponding function in another test or performed
operations directly (e.g., log in and log out) to cause each required audit eventgertazated For each of the
various log file locations, the evaluator viewed and exported the audit events which are all documented in the
Detailed Test Report (DTR).

|2.1.42 MDMPP30: FAU_GEN.1.2(1)

TSS Assurance ActivitieEhe evaluator shall check the TSS amslienthat it provides a format for audit records.
Each audit record format type must be covered, along with a brief description of each field.

Section 6.1 of the ST statieat in addition to identifying the security event, each audit records incudeseadgiamp,
identify of the responsible user (where applicable), and the outcome of the event (success or fdibks)2 and 3
also identify any additional content that is included in the audit records for each event.

Guidance Assurance ActivitieSheevaluator shall check the administrative guide and ensure that it provides
format for audit records. Each audit record format type must be covered, along with a brief description of each
field. The evaluator shall check to make sure that the descrififdhe fields contains the information required i
FAU_GEN.1.2.

E———
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The TOE includes several repositories for audit d@iteea / 2 f £ SOGAy3as @ASgAy3aAT | yR SEfRN
[PRGuide]describes the various formats and locations of the audit recthhdsare generated by the MDM Server
and the MDM Agent.

{SOGA2Y GO9ELRNIAY3 ! HPRGYideldesdibes the AdrdzRPorial atidk Bgs that org” G K S
generated by the MDM Server. This section describes each of the coepaaated fields tat are included in the
Admin Portal audit records when they are exported to a CSV file. The CSV file has the followingsepamatzd

fields:

Action - The action the administrator took

State- The status of the action such as succeeded, failed, or iaitiat
PerformedBy-! aSNJ y I YS 2F (GKS FRYAYAAUNI G2NJ 6K2 (G221 fJiK:
the action

Action Date- Time and date of the action

Performed On- Component the action is directed to, such as the device, a Core policy or
configuraion, or LDAP server

Details- Description of the action

Space Name The delegated administrator space

Space Pathinternal ID of the space

Actor - Same as Performed by

Logged At Same as Action Date

Version- Not used

User Role- Not used

Object Id- Not used

Object Name- Not used

Subject ID Internal identifier of user who took the action

Subject Type Whether the action is on a policy, configuration, or other entity
Subject Owner NameNot used

Completed At- Same as Logged At

Cookie- Not usel

Device- Device details if the action is on a device

Requested At Time the action was initiated

Configuration- Configuration details if the action is on a configuration

Object Type Not used

Parent ID- Not used

Update Request Id Not used

LogType! t 6 8& adzaSNI OQGAz2yé

Updated Blob- The data of the subject

Message- Not used

w
w
w
w
w
w
w
w
w
w
w
w
w
w
w
w
w
w
w
w
w
w
w

ThesuBd SOGA2Y a530A 0S8 { (I (Eeparting Aifniyi Baital AuditSoyddte BBGuidalzy R S NJ
describes the device status alert audit events generated by the MDM Served Sbi A 2y & G 9ELR NI AV i
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a0l ddza S@oSyida Fa + /{x FTAESE IyR a¢KS SELRNISR RSOA
format and fields and how toxport them. The device status event CSV file has the following ceseparated
fields:

Alert Type¢ KS (éLIS 2F £t SNI 6KAOK Ay GKAa Ol as
Alert Status The status of the alert, such as whether it has been dispatched

Comments Theoptional note added by the administrator before generating the CSV file
Alert Text- The text of the alert

Recipient Either user, admin, or both

Alert Date- When the alert was sent

IsActive- Always true

Device UUIBUUID of the device causing tegent

=A =4 =4 =4 4 -4 -4 - -4

Alert Severity Critical, warning, or information

Note that the iOS related device status audit events are not the same format as the Android related status events
and are identified in Table 2 Admin Portal

¢tKS aSOGA2Y &9 ELRNIA 2 IEe 2 (BENEE Sy iSfoyihaticziescribing the
System Manager audit records that are generated by the MDM Server along with the records contents. The
System Manager audit records are located in various different log files includilgS, MIFS, log, Application log,
var/log//httpd/https -error_log, var/log/httpd/portal_error_log, var/log/secure and upgrade_status.log.

¢CKS adzoaSOiGAz2y aC2NXIG 2F S@SyiGa A ¥xpatnd JystemMaAragera L C {
audit logsoverviewin [PRGuide]states that events in the MICS log, MIFS, log, and Application log have the
following format:

<date> <timestamp> <log level> <class name and method> <thread ID> <message>
Where:

<date> is the date the event was logged

<timestamp> ithe time the event was logged

<log level> is either ERROR, WARNING, INFO, DEBUG, TRACE

<class name and method> indicates the code in Mobilelron Core that logged the event
<thread ID> indicates the thread in Mobilelron Core that logged the event
<messagedepends on the event.

¢KS adz0aSOGA2y GC2NXI i 25NNy i2A3T Alyy R Od Bk NI {3 Kk K (LIRLJIA
Exporting System Manager audit logs overvie\lPR-Guide]states that events in /var/log/httpd/httpserror_log
and /var/log/httpd/portal_error_log files have the following format:

<timestamp> <module>:<log level> <process ID> <IP address of client> <log message>

Where:

S ———
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<timestamp> is the time the event was logged

<module> is the code module in Mobilelron Core that loggedethent

<log level> is either ERROR, WARNING, INFO, DEBUG, TRACE

<process ID> indicates the process in Mobilelron Core that logged the event
<IP address of client> indicates the IP address of the client making the request
<message> depends on the event

CKS adzoaSOGA2y aC2NXI G 2 FExg @ Bystdm Mayiager gukiNdgd oRefvieiPE O dzNE 1

Guide]states that events in log file /var/log/secure have the following format:
<timestamp> <hostname> <module name> <message>
Where:

<timestamp is the time the event was logged

<hostname> is the hostname of Mobilelron Core

<module name> indicates the code module in Mobilelron Core that logged the event
<message> depends on the event.

dz

¢tKS adzoaSOGA2y GC2NXI G 27T S@PStyidiSysteinWandgelhddit BgS gvaradwi dza o @2 3

[PRGuide]states that events in upgrade_status.lg have the following format:
<timestamp> <log level> <module name> <filename and line number> <message>
Where:

<timestamp> is the time the event was logged

<log level> is either ERROR, WARNING, INFO, DEBUG, TRACE

<module name> indicates the code module in Mobilelron Core that logged the event
<filename and line number> indicates the code in Mobilelron Core that logged the event
<message> depends on the event

Thea/ 2t £ SOGAY 3 | dzRAG S@Syia [PRENIe]HegdRbeRiheRudRSedts DS dre
logged to the device logs on the Samsung devices including their format and fields

¢CKS adzo0aSO0GA2y GaC2N¥YI G 2F SOBYSECAEYS MBS f@ Hndrpid Y & dzll 3

devicedn [PRGuide]states that these events have the following format:

1531304770883 5/4/1/21636/0/com.mobileiron.mdmpp/SamsungLockdownProvider/ENABLE_DISABLE_MIC :
Disabled

Where:

w 1531304770883 Timestanp of the event occurrence.
w 5-Severity

S ———
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4 - Module group

1- Outcome. 1 for success and 0 for failure

21636- Process ID (PID) that triggered the event

0- User ID that triggered the event

com.mobileiron.mdmpp Package name of Mobile@Work for Androidrinst cases, except
SamsunglLockdownProvideBoftware component where the event occurred
ENABLE_DISABLE_MThe event name

Disabled Details about the event

€ e &g e €k egeg

CKS adzoaSOGAz2y atlé&f2FR aA3yl (ddz2NB S @Sligding adt &vgngsiar G SR
Android devices [PRGuide]states thatthe payload signature events have the following format:

<date><time>:<log level>:<process ID>:<thread name>:<class name>:<message>
Where:

<date> is the date the event was logged
<time> is the timehe event was logged
<log level> is a one letter code indicating the log level which for these events is either | for Info or W
for Warning.
w <process ID> indicates the process Mobile@Work that logged the event
w <class name> indicates the class name of ttieedn Mobile@Work that logged the event
w <message> depends on the event

Testing Assurance Activitie¥Vhen verifying the test results from FAU_GEN.1.1, the evaluator shall ensure th
audit records generated during testing match the format specified iratiiministrative guide, and that the fields
in each audit record have the proper entries.

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms
directly. For example, testing performed to ensure that theniistrative guidance provided is correct verifies
that AGD_OPE.1 is satisfied and should address the invocation of the administrative actions that are neede
verify the audit records are generated as expected.

The Auditable Events table includes optrselectiorbased and objective requirements. The auditing of these
requirements are only required if the requirement is included in the ST.

While performing the FAU_GEN.1(1).1 tests, the evaluators collected and confirmed that the required audit record
content was present in each audit record.

Component TSS Assurance Activitidédne Defined
Component Guidance Assurance Activitidéone Defined

Component Testing Assurance Activitiddone Defined

E———
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§2.15 AupiT DATA GENERATION (MDMAEP30:FAU_GEN.1(  2))

|2151 MDMAEP30: FAU_GEN.L1( 2)

TSS Assurance ActivitieShe evaluator shall check the TSS and ensure that it provides a format for audit recprds.
Each audit record format type must be covered, along with a brief description of each field.

Section 6.1 of the ST statdwat the MDM Agentcomponent of the TOcludesin each audit record the following
information: date and time of the event, type of event, subject identity, (if relevant) the outcome (success or failure)
of the event, and the additional information identiflen Table3 of the ST.

Guidance Assurance Activitieblone Defined

Testing Assurance ActivitieIhe evaluator shall use the TOE to perform the auditable events defined in Tabl
and observe that accurate audit records are generated with contents amaafiting consistent with those

described in the TSS. Note that this testing can be accomplished in conjunction with the testing of the securi
mechanisms directly.

While performing the FAU_GEN.1(1).1 tests, the evaluators collected and confirmed thegjtiieed audit record
content was present in each audit record.

|2152 MDMAEP30: FAU_GEN.L2( 2)

TSS Assurance ActivitieEhe evaluator shall check the TSS and ensure that it provides a format for audit recprds.
Each audit record format type must be covered, alaritl a brief description of each field.

Section 6.1 of the ST statdsat the MDM Agentcomponent of the TOEBcludesin each audit record the following
information: date and time of the event, type of event, subject identity, (if relevant) the outcome (success or failure)
of the event, and the additional information identified in TaBlef the ST.

Guidance AssurancActivities: None Defined

Testing Assurance Activitie¥Vhen verifying the test results, the evaluator shall ensure the audit records
generated during testing match the format specified in the administrative guide, and that the fields in each qudit
record have the proper entries.

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms
directly.

While performing the FAU_GEN.1(1).1 tests, the evaluators collected and confirmed that the required audit record
content was present in each audit record.

Component TSS Assurance Activitidé®ne Defined

Component Guidance Assurance Activitidéone Defined

E———
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Component Testing Assurance Activitidgdone Defined

§2.1.6 NETWORK REACHABILITY REVIEW (MDMPP30:FAU_NET_EXT.1)

|2.1.6.1 MDMPP 30:FAU_NET_EXT.L.1

TSS Assurance ActivitieNone Defined
Guidance Assurance ActivitieBlone Defined
Testing Assurance Activitie®one Defined

Component TSS Assurance Activitid$ie evaluator ensures that the TSS describes how reachability events &
implemented, for each supported mobile platform. The evaluator verifies that this description clearly indicate
who (MDM Agent or MDM Server) initiates reachability events.

Section 6.1 of the ST states thhe MDM Server component of the TOE provides the ability for an administrator to
determine the connectivity status of any MDM Agent. Device clieakormally occurs periodically, where an
administrator configured the period. Device cheéek can also be indted by the mobile device user using the MDM
Agent or by an administrator using the MDM Server web interface to cause an immediateigtiecknsure or
determine the current connectivity status. While an administrator can check the last-ahet&tus ¢ any device

via the administrator web interface, the administrator can also configure a policy to send an alert if a device has not
checkedin for a configured number of days.

Component Guidance Assurance Activitidhe evaluator shall verify that the igance instructs administrators
on the method of determining the network connectivity status of an enrolled agent.

¢tKS aSOGA2y Syidaidt SR a-inkoBredivityadi | NSRS dida]giovidds ngtrudtioniR OK S
on determining when the masecent checkin of each mobile device has occurred.

Component Testing Assurance Activitidsor each MDM Agent/platform listed as supported in the ST:

The evaluator shall configure the MDM Agent/platform to perform a network reachability test, boithan
without such connectivity and shall ensure that by following the guidance, the evaluator can determine results that
reflect both.

The evaluator configured network connectivity between the mobile device and the MDM sardettempted to

use the server to cheelk with the MD Agent. The evaluator observed on the server that the device -thecks
successful. The evaluator then changed the network connectivity such that the mobile device cannot reach the
MDM server. With thenetwork between the mobile device and the MDM server disrupted, the evaluator

E———
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attempted to use the agent to chedk to the MDM server. The evaluator observed on the server that the device
checkin was NOT successful. Finally, the evaluatastablisked connectivity and observed that the cheick
occurred.

§2.1.7 Aupit REVEW (MDMPP30:FAU SAR.1)

|2.1.7.1 MDMPP30:FAU_SAR.1.1

TSS Assurance ActivitieNone Defined
Guidance Assurance Activitieblone Defined

Testing Assurance ActivitietNone Defined

| 2.1.72 MDMPP30:FAU_SAR.1 .2

TSS Assurance Activitiedone Defined

Guidance Assurance ActivitieBlone Defined
Testing Assurance ActivitietNone Defined
Component TSS Assurance Activitidone Defined

Component Guidance Assurance Activitidihe evaluator shall check the AGiidance and ensure that it
describes how the administrator accesses the audit data and describes the format of the audit record.

See MDMPP30:FAU_GEN.1.2(1) above which documents the format of each audit record as descrijBéin the
Guide]

The TOE inatles several repositories for audit datihea / 2 f £ SOGAy3s @ASgAy3aAT I yR SEfRN
[PRGuide]describes the various formats and locations of the audit recordsahagenerated by the MDM Server
and the MDM Agent.

{ SOGAZ2Y WBREALR NTiANIH f [PRERifeldestrides thé Admiy Poitakabidit logs that are

generated by the MDM Servefhese logs are viewed via the Admin Portal and can also be exported to a CSV file.
The[PRGuidelNE FSNE G2 GKS a+xASgAy3a I dzR Acidndfoid] And [DEVMEENDB) G A 2 v €
where more detailed instructions are provided for viewing and exporting these audit records.

ax
w

Thesubi SOGA2Y a5S8S@A0S { i (Edparting Lifin/Pbrial abddISgidihe [EBGUIdalzy R S NJ

describes the device status alert audit events generated by the MDM Sghieh are also viewed via the Admin
Portal Subd SOl A2y & GOELRNIAY3I G(KS RSEGAOS all (idaedrdSvia + §
FAESQa FTAStRa¢é RSAONAROGS | ESNI FdzRAG S@OSyYyid F2NX¥YIG |y T
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¢tKS aS0GA2y G9ELRNIAY3 { &4&{PBGuideldonfdindisfdtaticizBesciibing hed & 2 &
System Manager audit records that are generatedieyMDM Server along with the records contents. The

System Manager audit records are located in various different log files including: MICS, MIFS, log, Application log,
var/log//httpd/https -error_log, var/log/httpd/portal_error_log, var/log/secure and gmde_status.logSub
aS00GA2Y GO9ELRNIAY3I {&aidSY alyl3ISNI dRAG €238 G2 FAft

CKS adzoaSOGA2Yy da=*ASgA Yy ddeBxgoiirg Bystanh Mahages alidit-logeRoketviefPR 3 & £
Guide]provides instactions for logging into the System Manager and viewing the audit records located in the
MIFS, MICS, Secure (var/log/secure) and Application (var/log/application.log) log files via Troubleshooting > View
az2RdzZ S [ 234 ¢ KS &dzoa SONIAIZ¢ER X ® EfLP HiapdriyigASyFrdaiMBnber dry i $
audit logs overvievin [PRGuide]provides instructions for exporting the audit logs in /var/log/secure,

Ivar/log/httpd/, the MIFS log, the MICS log, the Application log and the upgrade_status.ldgpubleshooting >

Export Logs.

The[PRGuide]alsoreferstoda SO A2y a G2 2NJ Ay3 6A0K [SyavEdwhichlprguiiesd ¢ NB dzo
instructions for viewing and exporting ttf&ystem Manageaudit logs.

¢CKS a/2tftSOGAYy3a | dzRDS 46 D8 ¢ PRAUEE MR AYSRNKBULiReveRtStiEat are

logged to the device logs on the Samsung devices including their format and fiehésdevice logs are pulled to
a2oAf SLNRY /2NB IyR (KSy I 00SaaSR dzaAay3a (GKS {eaiSy
3SYSNF SR 2y { | Y& dzCdlecthy audit eveigior AnBraid deviagERREGNidle] states that

the payloadsignature events are also pulled to Mobilelron Core and are available in the log.txt file.

¢CKS adzoaSOGA2y atdz fAy3d RSIiedd aidigedents ibraAndeoll devitefPR N2 Y/
Guide]provides instructions fopulling the devie logs from a device to which a Samsung General Policy has been
applied The devicéogs include the log.txt file and the dump.gz fileK S &dzo aSOGA 2y a! OO0Saaa
az2oAf SLNRY olle2tiNgaédit ezgnis ©NAndroid devidgagPRGuide]provides instructiongor

accessing the device logs using the System Manager once you have pulled them from a device.

Component Testing Assurance Activitiebhe evaluator shall attempt to view the audit record as the authorize
administrator andverify that the action succeeds. The evaluator shall ensure the audit records generated dufi
testing match the format specified in the administrative guide.

The evaluator viewed audit records through the Admin Portal Interfanmkas displayed in expodeCSV format.

The evaluator also viewed the various log files viaSkistem Manager Interface amdso exported these audits as

zip files and was able to extract and view the individual audit files. The evaluator found that the records generated
matchedthe various formats specified in the guidance documentation.

E———
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§2.1.8 SEecuriTY AupIT EVENT SELECTION (MDMAEP30:FAU_SEL.1(2))

|2.1.81 MDMAEP30: FAU_SEL.1.1(2)

TSS Assurance Activitietdone Defined

Guidance Assurance Activitielone Defined
Testing Assuranc@ctivities: None Defined
Component TSS Assurance Activitid®ne Defined

Component Guidance Assurance Activitidhe evaluator shall examine the operational guidance to determine
that it contains instructions on how to define the set of auditable evexstsvell as explains the syntax for multi
value selection (if applicable). The evaluator shall also verify that the operational guidance shall identify those
audit records that are always recorded, regardless of the selection criteria currently beingezhforc

¢KS a/2ttSOGAYy3I I dzRAG S @Sy [PRGUEEPIvidey iRsNRtoiR foRrcSnfigurdthies &
Samsung General Policy which provides settings to control what audit events are logged to the device logs on
Samsung Knox Devices.iByplkpplication events are always logget@he instructions include selecting audit events
based onthe following attributes: event type; success of auditable secwitgnts; failureof auditable security

events.

Component Testing Assurance Activitiegest 1: For each attribute listed in the requirement, the evaluator shdl
devise a test to show that selecting the attribute causes only audit events with that attribute (or those that are
always recorded, as identified in the administrative guidance)etodzorded.

Test 2 [conditional]: If the TSF supports specification of more complex aueefeetion criteria (e.g., multiple
attributes, logical expressions using attributes) then the evaluator shall devise tests showing that this capabijlity is
correcly implemented. The evaluator shall also, in the test plan, provide a short narrative justifying the set of tests
as representative and sufficient to exercise the capability.

Test 1.The evaluator created several different audit policies for this.tégst, the evaluator created a permissive
policy that allowed all events (no filtering) to ensure that the auditing was working as expethesh the
evaluator created a restrictive policy that prevented some audit events from being generated. Thisteddies
performing a set of actions that would normally produce audit events that meet the filtering criteria as well as
audit events that do no. The evaluator confirmed that only the audits allowed by the policy were generated.
These tests were performedr each configurable attribute.

Test 2:Not Applicable, the device does not claim any additional attributes to filter on or any complex audit pre
selection criteria.

|
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§2.19 EXTERNAL AUDIT TRAIL STORAGE (MDMPP30:FAU_STG_EXT.1(1))

|21.9.1 MDMPP30: FAU _STG_EXT.1.1(1)

TSS Assurance ActivitieNone Defined
Guidance Assurance ActivitieBlone Defined
Testing Assurance ActivitietNone Defined

Component TSS Assurance Activitid$ie evaluator shall examine the TSS to ensure it describes the means [
whichthe audit data are transferred to the external audit server, and how the trusted channel is provided.

Section 6.1 of the SSlates that theMDM Server component of the TOE provides the ability to export audit records
via a function available in the admitrtor web interface and the exported records are protected via the HTTPS/TLS
connection to that interface. This export transmits audit data in either CSV (comma separated values) format, text
format, or a compressed archive format, depending upon thecgjpeaudit data being exported.

Component Guidance Assurance Activitidhe evaluator shall also examine the operational guidance to
determine that it describes the relationship between the local audit data and the audit data that are sent to t
audit log server. For example, when an audit event is generated, is it simultaneously sent to the external sel
and the local store, or is the local store used as a buffer and 'cleared' periodically by sending the data to the
server.

The evaluator shalllso examine the operational guidance to ensure it describes how to establish the trusted
channel to the audit server, as well as describe any requirements on the audit server (particular audit serve
protocol, version of the protocol required, etc.), asligs configuration of the TOE needed to communicate wit
the audit server.

SeeSection 2.1.7.2Y4DMPP30:FAU_SAR Jabove which documents the location of the local audit data and the
instructions for exporting the audit data as describedhia various sctions of thefPRGuide]

As explained isection 6.1 of the SAnd further described in thfFPRGuide] the MDM Server component of the
TOE provides the ability to export audit recordsfuiactions available in the Admin Portal and System Manager.
The exported records are protected via the HTTPS/TLS connectitiese interfaces This export transmits audit
data in either CSV (comma separated values) format, text format, or a compressed archive format, depending
upon the specific audit data beingmorted. The specific sections in tfER-Guide]with instructions for how to
export the various logs have been documented previously in Section 2.1.7.2 of thig AABlowdto deploy
Mobilelron Core 10.0.1.0 in Common Criteria mbde & S O i APPBuide]yfefeis KofGetStart]for accessing

the Admin Portal and t§SysMgr]for accessing the System Manager.

¢tKS
ECDSA or RSA certificaaeMobilelron Coreor the Portal HTTPS certificat¢. KS &/ 2y FA I dzNAy 3 { (i N
the [PRGuide]provides instructions for configuring strict SSL and trust certificates for connections to external
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services.¢ KS a/ KIF y3Ay 3 ichobin thifARGuidR]Bravities yhsirdcionsidd setting the port

aStiAay3aa 6KAOK AyOfdzRS aSitdAy3a GKS tNRGAaAA2YlE tNR(GRO2
administration access to the Admin Portal and the System Manager musrfemed through an HTTPS/TLS

protected connection. Use of nesecure protocols (e.g. http) must not be allowed.

Component Testing Assurance Activitiebesting of the trusted channel mechanism will be performed as spec
in the associated assurancetaities for the particular trusted channel mechanism.

The evaluator shall perform the following test for this requirement:

Test: The evaluator shall establish a session between the TOE and the audit server according to the configuiration
guidance providedThe evaluator shall then examine the traffic that passes between the audit server and the TOE
during several activities of the evaluator's choice designed to generate audit data to be transferred to the aydit
server. The evaluator shall observe that thekata are not able to be viewed in the clear during this transfer, and
that they are successfully received by the audit server. The evaluator shall record the particular software (hame,
version) used on the audit server during testing.

The evaluator expoed audit data from the MDM server and obtaineghacket capture during the export activity

in FTP_ITC.1(Wising a standard web browsevlicrosoft Edget2.17134.1.94 2 G KS S @I f dz (2 ND & YR
laptop. A reviewof the packet captureshowedthat the data transferred is not plaintextA review of the audit

data following the export showethat the audit records are transferred accuratelyhe most recent audit event

displayed on the audit log screen, also appekin the exported audit file.

§2.1.10 AuDIT EVENT STORAGE (MDMPP30:FAU_STG_EXT.2)

| 2.1.10.1 MDMPP30:FAU_STG_EXT.2.1

TSS Assurance ActivitieNone Defined
Guidance Assurance Activitieblone Defined
Testing Assurance ActivitietNone Defined

Component TSS Assurance Activitid$ie evaluator shall ensure thide TSS describes how the audit records are
protected from unauthorized modification or deletion. The evaluator shall ensure that the TOE uses audit trai
specific protection mechanisms.

Section 6.1 of the ST indicates that the MDM Server componeneof @E provides the functions necessary for an
administrator to review all of the collected audit records, while ensuring that the audit records cannot be
modified. The MDM Servetoes notoffer any functions that allow the audit log or individual auditasts therein

to be modified, inserted, or deleted.
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Component Guidance Assurance Activiidéone Defined
Component Testing Assurance Activitiebhe evaluator shall perform the following tests:

Test 1: The evaluator shall access the audit trail asnawithorized user and attempt to modify and delete the
audit records. The evaluator shall verify that these attempts fail.

Test 2: The evaluator shall access the audit trail as an authorized user and attempt to modify and delete the
records. The evahtor shall verify that these attempts succeed. The evaluator shall verify that only the record
intended for modification and deletion are modified and deleted.

Test 1.The evaluator attempted to access tAelmin Portal and System Manager Web &Hd thelocal console in
without correctly authenticating to any accounthis proved that amauthenticated user can only access the
commands to log into an account and there is nothing available to modify or delete the audit log data from the
login screenThe evaluator created an unprivileged user account (user) and attempted to modify the audit
configuration. For the TOE, the audit configuration is split between the System Manager and the Admin Web
portal, both of which require administrator access. The estiuattempted to access both features and found
that the user account could not access either of these pages.

Test 2:.The evaluator logged into the System Manager and viewed the Audit Configuratitns Ul, the evaluator
confirmed that it was possible® modify the existing audit configuration and clear audit log data.

I 2.2 CRYPTOGRAPHIC SUPPORT (FCS)

221 CRYPTOGRAPHIC KEY GENERATION (MDMPP30:FCS_CKM.1)

|22.1.1  MDMPP30:FCS_CKM.1.1

TSS Assurance Activitieone Defined

Guidance Assurance ActivitieBlone Defined

Testing Assurance Activitie®one Defined

Component TSS Assurance Activiti@equirement met by the platform

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the key
generation claimed in that platform's ST contains the key generation requirement in the MDM Server's ST. T
evaluator shall also examine the T8$he MDM Server's ST to verify that it describes (for each supported
platform) how the key generation functionality is invoked (it should be noted that this may be through a
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mechanism that is not implemented by the MDM Server; nonetheless, that mechavilsbe identified in the TSI
as part of this assurance activity).

Requirement met by the TOE

The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE. If the ST specifies m
one scheme, the evaluator shall examine ¥®S to verify that it identifies the usage for each scheme.

This requirement is met by the TQEDM Serverand the TOE platforrtServer Platform)Section 6.2 of the ST

states that the TOE and its platform include and make use of available cryptogramhidasto perform

cryptographic operations to support higher level functions such as communication protocols. The MDM Server
component includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) and also utilizes the Red Hat
Enterprise Linux OpeSSL Module 5.0 cryptographic functions available in its platform.

Section 6.2f the STincludesTable 5 which provides all of tlapplicableCAVP certificateshich the MDM server,
Server Platform and MDM Agehave receivedThis table alsidentifiesthe key sizeand the usage for each
scheme supported by the TQ@Ed the TOE Platformvhich are theRSA, ECC and FFC scherReser to the table
G¢h9o /! xt /[ SNI A T rotxhisiABRvEich epfodyces té tabie fromvitte 1 Midentifyitiee CA/P
certificates.

The evaluator checked tH&edHat Platformdocument andound that the key generation describéa Table 4

and Section 6.inatches the key generation claimed in MDMPP30:FCS_CKM.1. Section 6.[RefdiHat

Platform] document states that fogenerating RSA, DSA and ECDSA keys the module implements asymmetric key
generation services compliant witiPS 18@. Section 2 of thgRedHat Platformdocument states that the

logical interface to the cryptographic module i€¥anguage Application Program Interface (API).

Component Guidance Assurance Activitidshe evaluator shall verify that the AGD guidance instructs the
administrator how to configure the TOE to use the selected key generation scheme(s) and key siak (s3der
defined in this PP.

¢CKS a1 26 G2 RSLI 28 az2o0Af SLNRBY / 2NB w[PRGuidapdvides y / 2YYRY |
instructions for configuring the TOE into Common Criteria Mode which refers to a set of features which meet the
requiremernts for this evaluation and ensures that the TOE installation will operate in a manner consistent with the
CCevaluationt KS a{ St SOGAyYy 3 Ay 02 YA y[BRGHdelidkiSatesd thataheén$ha TOE&SHO G A 2 2
Common Criteria mode, the System Mager displays only permitted incoming cipher suites for incoming SSL/TLS
O2yySOiArAzya FTNRBY SEGSNYyIt aSNIBSNEO® {AYAfTINIe&s GKS @{ S
outgoing cipher suites for outgoing SSL/TLS connections.

The section et A (i OpH&ingia validtrusted, FIPScompatible certificaté in [PRGuide]describes how to upload

a valid, trusted FIR&mpatible certificate (ECDSA or RSA) to the TIAE key generation scheme and key size
depends on the certificate that is upload. This sectiofurther describes the implications of using ECDSA
certificates upon the EC curves acceptable to the TOE configured with that certilda¢e. Mobilelron Core
performs ECDHE key agreement, the curve in the key agreement will match teeirctine certificate.The
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aSOUA2Y &/ SNISysmariprbvites detatiey instructios’s for uploading certificates in System Manager
AL {SOdNRAGe B /SNIAFAOIGS adYld 6KSNB Wal yl3aS / SNIA

TKS aSOGAz2y &/ §NEVrprovitkesid&ailed hatriictionsifof uploading certificates in System
alylF3ISNI gAl {SOdz2NAGE& B /SNIAFAOFGS adaYld oKSNB Wal yl
¢[{ @ ¢ KS odpSdy SAS NISA F A @ ByEMoE prodide Sitistku2tins whyich identify both RSA and
ECDSA options and the key length field for which 2048)72can be specified for each key in the pair. The self
signed certificate can be used for the Portal HTTPS certificate or for the Client TLS certificate.

Component Testing Assurance Activitidsey Generation for FIPS PUB-488SA Schemes

The evaluator shll verify the implementation of RSA Key Generation by the TOE using the Key Generation test.
This test verifies the ability of the TSF to correctly produce values for the key components including the public

verification exponent e, the private prime factop and g, the public modulus n and the calculation of the private
signature exponent d.

Key Pair generation specifies 5 ways (or methods) to generate the primes p and g. These include:
1. Random Primes:

a. Provable primes

b. Probable primes

2. Primes wit Conditions:

a. Primes p1, p2, q1,92, p and g shall all be provable primes

b. Primes p1, p2, g1, and g2 shall be provable primes and p and g shall be probable primes

c. Primes p1, p2, q1,92, p and g shall all be probable primes

To test the key generation method for the Random Provable primes method and for all the Primes with Conditions
methods, the evaluator must seed the TSF key generation routine with sufficient data to deterministically generate
the RSA key pair. This inclisdtae random seed(s), the public exponent of the RSA key, and the desired key length.
For each key length supported, the evaluator shall have the TSF generate 25 key pairs. The evaluator shallverify
the correctness of the TSFA;jAls implementation by corimgavalues generated by the TSF with those generated
from a known good implementation.

If possible, the Random Probable primes method should also be verified against a known good implementation as
described above. Otherwise, the evaluator shall have tifegeherate 10 keys pairs for each supported key length
nlen and verify:

-n =p*q,

- p and g are probably prime according to MitiRabin tests,
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-GCD(gL,e) = 1,

-GCD(eL,e) = 1,

-2716 <= e <= 27256 and e is an odd integer,

- |p-q| > 2~(nlen/2- 100),

- p >= squareroot(2)*( 2*(nlen/2L) ),

- g >= squareroot(2)*( 2*(nlen/2L) ),

- 2M(nlen/2) < d < LCM{p,a-1),

-e*d = 1 mod LCM{,0+-1).

Key Generation for Elliptic Curve Cryptography (ECC)
FIPS 18@ ECC Key Generation Test

For each supported NIST carv.e., P256, R384 and F521, the evaluator shall require the implementation unde
test (IUT) to generate 10 private/public key pairs. The private key shall be generated using an approved ran
generator (RBG). To determine correctness, the evalusthall submit the generated key pairs to the public key
verification (PKV) function of a known good implementation.

FIPS 18@ Public Key Verification (PKV) Test

For each supported NIST curve, i.e258, R384 and F521, the evaluator shall generate péivate/public key
pairs using the key generation function of a known good implementation and modify five of the public key va
so that they are incorrect, leaving five values unchanged (i.e., correct). The evaluator shall obtain in respon
of 10 PASS/FAIL values.

Key Generation for FinitEield Cryptography (FFC)

The evaluator shall verify the implementation of the Parameters Generation and the Key Generation for FF(
TOE using the Parameter Generation and Key Generation test. Thisrissube ability of the TSF to correctly
produce values for the field prime p, the cryptographic prime q (dividiig, phe cryptographic group generator
and the calculation of the private key x and public key y.

The Parameter generation specifiesvdys (or methods) to generate the cryptographic prime g and the field pr
p:

Cryptographic and Field Primes:
- Primes q and p shall both be provable primes

- Primes q and field prime p shall both be probable primes

r
dom bit
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and two ways to generate the cryptograig group generator g:

Cryptographic Group Generator:

- Generator g constructed through a verifiable process

- Generator g constructed through an unverifiable process.

The Key generation specifies 2 ways to generate the private key x:

Private Key:

- len(qg)bit output of RBG where 1 <=x <q

-len(qg) + 64 bit output of RBG, followed by a medl gperation where 1<= x<=h

The security strength of the RBG must be at least that of the security offered by the FFC parameter set.

To test the cryptographic anfield prime generation method for the provable primes method and/or the group
generator g for a verifiable process, the evaluator must seed the TSF parameter generation routine with sufficient
data to deterministically generate the parameter set.

For eaclkey length supported, the evaluator shall have the TSF generate 25 parameter sets and key pairs.
evaluator shall verify the correctness of the TSFAjA!s implementation by comparing values generated by th
with those generated from a known good impientation. Verification must also confirm

-g!=0,1
- q divides p1

-ggmodp=1
-g™Xmodp=y

for each FFC parameter set and key pair.

This requirement is met by the TQEEDM Serverand the TOE PlatforifServer Platformandhas been CAVP
tested. Refer to the CAVP certificates identifiediirkK S  (rOB GASP Certificatds Section 1.1.2.

222 CRYPTOGRAPHIC KEY GENERATION (MDMAEP30:FCS_CKM.1)

|2.2.2.1 MDMAEP30: FCS_CKM.1.1

| TSS Assurance ActivitieNone Defined
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Guidance Assurance Activitielone Defined
Testing Assurance Activitie®None Defined
Component TSS Assurance Activiti®equirement met by the platform

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the key
generation claimed in that platforts ST contains the key generation requirement in the MDM Server's ST. Th
evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported
platform) how the key generation functionality is invoked (it should beddhat this may be through a
mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will be identified in tk
as part of this assurance activity).

Requirement met by the TOE

The evaluator shall ensure that the TSS identtfieskey sizes supported by the TOE. If the ST specifies more {
one scheme, the evaluator shall examine the TSS to verify that it identifies the usage for each scheme.

For the MDM Agent (which this requirement applies to), thquirement is met by th@ OE.Section 6.2 of the ST
includes a table indicating the applical@&VP certificatewhich theMDM Agent has received.

The CAVP table in Section 6.2 of the ST identifies the key sizes and the usage for each scheme supported by the
TOE which are the BGand FFC schemes. S TSNJ (2 GKS GFofS a¢h9 /1 xt [/ SNIA
which reproduces the table from the ST identifying the CAVP certificates.

Component Guidance Assurance Activitidhe evaluator shall verify that the AGD guidaimstructs the
administrator how to configure the TOE to use the selected key generation scheme(s) and key size(s) for al
defined in this PP.

¢tKS aSOiAz2y a9yl oftAy3a /2YY2y [ NAX UGS NA[PRGYideRiSscribes Naw{ | Y a @
to configure and enforce Common Criteria mode on the Samsung devices to ensure that only the allowed
cryptographic functions permitted in the evaluated configuration are available.

¢KS awS3IAaGSNRY3I (2 az2oAif SLNE ¥ctionNBPPGyidefstatéskhatk (i NHz& G
Mobile@Work 10.0.1.0 for Android (the MDM agent) allows registering to a Mobilelron Core (the MDM server)
only if Core uses a trusted SSL certificate for device registration. That is, the certificate chain isaidatiyd.

CKS a/ 2y FTAIdzNR Y I Ydzi dzl {[PRGdze]icdicAtésih@tias parg of @nfigusng hutualy A y
authentication, a certificate enrollment setting that specifies how the identity certificate that the device presents

to Mobilelron Cee is generated must be selected. For Android devices, the client identity certificate that the

device presents to Mobilelron Core must use ECDSA (Elliptical Curve Digital Signature Algorithm). This section alsd
NBEFSNB (2 a9yl of A yoEApMalatddaindroid ldedddek iBginighADdraidfagdfDeviVig-iOS]

which provide instructions for configuring Mobilelron Core for client mutual authentication. Mutual
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' dz KSYGAOFGA2Y Ada O2y FTAIdzNBR Ay (KS ficdonbryAndradilent,t o &
iOS client and Apple MDM in Settings > System Settings > Security > Certificate Authentication.

CKS a/ 2y FAIdzNRAY I |y 9/5{! OtASyd ARSY(lAPRBuUIdESMESA FAOL
that for Androiddevices, the client identify certificate that the device presents to Mobilelron Core must use
9/5{! ® a20Af SLNRY /2NB o0SKI@Sa +rta | €20t /! FyR LN
aA3y SR OSNI A T ARMGUidS]HesdlilRONDK tRygherdte/the $efBigned certificate via the Admin

Portal configuring the Local CA Name, the Key type (Elliptical Curve) and the Issuer Name. This certificate is then
specified in the certificate enroliment settings for the client identiértificate.

¢CKS G+SNATFAOFGAZ2Y 2F &AIYSR | ¢c¢t{ [PRSadghgicadsthatvNedy a2 @At

using mutual authentication, Mobilelron Core digitally signs HTTPS responses that it sends to Mobile@Work for
Android. Core sigithe responses using the Portal HTTPS certificate that is uploaded in the System Manager at
Security > Certificate MgmiThe Portal HTTPS certificate is used to automatically sign all payloads, such as policies
and configurations, and commands, sent te tthevice. Mobile@Work 10.0.1.0 verifies the signatifréhe

verification fails, Mobile@Work 10.0.1.0 ignores the response.

Component Testing Assurance Activitidsey Generation for FIPS PUB-288SA Schemes

The evaluator shall verify the implementatiohRSA Key Generation by the TOE using the Key Generation test.
This test verifies the ability of the TSF to correctly produce values for the key components including the publi
verification exponent e, the private prime factors p and g, the public magloland the calculation of the private
signature exponent d.

Key Pair generation specifies 5 ways (or methods) to generate the primes p and g. These include:
1. Random Primes:

NeC tNROGIotS

NeC tNBolofS

2. Primes with Conditions:

Ne C t NJp¥ §132, bJand q shall all be provable primes

NeC t NAYSE LMX LHZI jmZ FYR ljn akKltf o6S LINRGI O

NeC tNAYSa LMXI LHI |jmMIljHE LI FYR |j aKktt +Fftft o

To test the key generation method for the Random\Rible primes method and for all the Primes with Conditions

methods, the evaluator must seed the TSF key generation routine with sufficient data to deterministically generate
the RSA key pair. This includes the random seed(s), the public exponent ofthkeRrand the desired key lengthh.
For each key length supported, the evaluator shall have the TSF generate 25 key pairs. The evaluator shall|verify
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the correctness of the TSFAjAls implementation by comparing values generated by the TSF with those @jen
from a known good implementation.

If possible, the Random Probable primes method should also be verified against a known good implemental

erate

tion as

described above. Otherwise, the evaluator shall have the TSF generate 10 keys pairs for each supportgthkey len

nlen and verify:

-n =p*q,

- p and q are probably prime according to MitiRabin tests,
-GCD(gl,e) = 1,

-GCD(eL,e) = 1,

-2M16 <= e <= 2256 and e is an odd integer,

- |p-q| > 2*(nlen/2-100),

- p >= squareroot(2)*( 2*(nlen/2L) ),

- g >= squagroot(2)*( 2~(nlen/2-1) ),

- 2N(nlen/2) < d < LCM¢p,a-1),

-e*d = 1 mod LCM@,q-1).

Key Generation for Elliptic Curve Cryptography (ECC)
FIPS 18@ ECC Key Generation Test

For each supported NIST curve, i.e258, R384 and F521, the evaluatoshall require the implementation under

test (IUT) to generate 10 private/public key pairs. The private key shall be generated using an approved random bit

generator (RBG). To determine correctness, the evaluator shall submit the generated key pairgublit&ey
verification (PKV) function of a known good implementation.

FIPS 18@ Public Key Verification (PKV) Test

For each supported NIST curve, i.e298, R384 and F521, the evaluator shall generate 10 private/public key
pairs using the key geneiah function of a known good implementation and modify five of the public key valu

so that they are incorrect, leaving five values unchanged (i.e., correct). The evaluator shall obtain in respon
of 10 PASS/FAIL values.

Key Generation for FinitBield Cryptography (FFC)

The evaluator shall verify the implementation of the Parameters Generation and the Key Generation for FF(
TOE using the Parameter Generation and Key Generation test. This test verifies the ability of the TSF to co

eS
5e a set

C by the
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produce values for the field prime p, the cryptographic prime q (divididg, phe cryptographic group generator
and the calculation of the private key x and public key y.

The Parameter generation specifies 2 ways (or methods) to generate the cryptogpaipiecq and the field prime)
p:

Cryptographic and Field Primes:

- Primes q and p shall both be provable primes

- Primes q and field prime p shall both be probable primes

and two ways to generate the cryptographic group generator g:
Cryptographic Group Geretor:

- Generator g constructed through a verifiable process

- Generator g constructed through an unverifiable process.

The Key generation specifies 2 ways to generate the private key x:

Private Key:

- len(q) bit output of RBG where 1 <=x <% q

- len(g)+ 64 bit output of RBG, followed by a mod @peration where 1<= x<=h
The security strength of the RBG must be at least that of the security offered by the FFC parameter set.

To test the cryptographic and field prime generation method for the provphilees method and/or the group
generator g for a verifiable process, the evaluator must seed the TSF parameter generation routine with sufficient
data to deterministically generate the parameter set.

For each key length supported, the evaluator shall theeT SF generate 25 parameter sets and key pairs. The
evaluator shall verify the correctness of the TSFAjA!s implementation by comparing values generated by th
with those generated from a known good implementation. Verification must also confirm

-g=0,1

- g divides p1
-ghgmodp=1
-g™Xmodp=y

for each FFC parameter set and key pair.
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This requirement is met by the TOE (MDM Agent) laasibeen CAVP tested. Refer to the CAVP certificates
identified ini K S  (TOBEASP Certifica¢és Section 1.1.2.

2.2.3 CRYPTOGRAPHIC KEY ESTABLISHMENT (MDMPP30:FCS_CKM.2)

|2.23.1 MDMPP30:FCS_CKM.2.1

TSS Assurance ActivitieNone Defined

Guidance Assurance ActivitieBlone Defined

Testing Assurance ActivitietNone Defined

Component TSS Assurance Activiti®equirement met by the platform

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the key
establishment claimed in that platform's ST contains the key establishment requirement in the MDM Server's ST.
Theevaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported

platform) how the key establishment functionality is invoked (it should be noted that this may be through a
mechanism that is not implemented byegiMDM Server; nonetheless, that mechanism will be identified in the [TSS
as part of this assurance activity).

Requirement met by the TOE

The evaluator shall ensure that the supported key establishment schemes correspond to the key generatior
schemes identiéd in FCS_CKM.1.1. If the ST specifies more than one scheme, the evaluator shall examine
to verify that it identifies the usage for each scheme.

The evaluator shall ensure that the TSS describes how the TOE handles decryption errors. In acedrdbihseE
Special Publication 8686B, the TOE must not reveal the particular error that occurred, either through the
contents of any outputted or logged error message or through timing variations. {{EP is supported, the
evaluator shall create s@pate contrived ciphertext values that trigger each of the three decryption error chec
described in NIST Special Publication-B6B section 7.2.2.3, ensure that each decryption attempt results in ar
error, and ensure that any outputted or logged erroessage is identical for each. If KREMKWS is supported,
the evaluator shall create separate contrived ciphertext values that trigger each of the three decryption erro
checks described in NIST Special Publicatiorb8@0section 7.2.3.3, ensure that éagecryption attempt results
in an error, and ensure that any outputted or logged error message is identical for each.

This requirement is met by the TOE (MDM Server) and the TOE platform (Server Pl&#mtion 6.2 of the ST
states that the TOE and igatform include and make use of available cryptographic modules to perform
cryptographic operations to support higher level functions such as communication protocols. The MDM Server
component includes the Bouncy Castle (1.0.1) cryptographic library RGiY52) operating in the Java SE

Runtime Environmen8, andalso utilizes the Red Hat Enterprise Linux OpenSSL Module 5.0 cryptographic
functions available in its platform.
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Section 6.2f the ST includes Table 5 which identities applicableCAVP ceificateswhich the MDM server,

Server Platform and MDM Agent have receivéthis table alsidentifies the usage for each scheme supported by
the TOE The supported schemes are listed as finite fledded key establishment schemes, elliptic ctivased

key establishment schemes and R&&ed key establishment schemes. This is consistent with the FFC, ECC and
RSA schemes identifiedRCS_CKM.linthe STWSFSNJ 2 GKS GFo6fS a¢h9o /1! xt |/
this AAR which reproduces the talftom the ST identifying the CAVP certificates.

Section 6.2 of the ST states that in the event of decryption errors, particularly for communication (e.g. key
establishment), the associated function for both the server and agent will fail and be logged, where appropriate, as
a higher level session faikiwith no specific details about the decryption failure being disclosed.

The evaluator checked tH&edHat Platformjdocument and found that the key generation and establishment
described in Table 4 and Section 6.1 matches the key generation claimedMPRBD:FCS_CKM.1. Section 6.1 of
the [RedHat Platformljdocument states that for generating RSA, DSA and ECDSA keys the module implements
asymmetric key generation services compliant viitRS 18@. Section 2 of thRedHat Platformldocument

states that he logical interface to the cryptographic module is-m@uage Application Program Interface (API).

Component Guidance Assurance Activitighe evaluator shall verify that the AGD guidance instructs the
administrator how to configure the TOE to use Swected key establishment scheme(s).

CKS al2¢ G2 RSLIX 28 az20Af SLNRBY / 2NB w™[PROudapyides y / 2YY
instructions for configuring the TOE into Common Criteria Mode which refers to a set of features which meet the
requirements for this evaluation and ensures that the TOE installation will operate in a manner consistent with the
I/ S@Ftdzr A2y ® ¢tKS a{ St SOl A PBGukisfitdRates tfid wheritha R GENS i dzA (
Common Criteria mode, theyS8tem Manager displays only permitted incoming cipher suites for incoming SSL/TLS
O2yySOilArzya FTNRY SEGSNYIf aSNISNEO® {AYAfTINI&x GKS
outgoing cipher suites for outgoing SSL/TLS connections.

Thea SO G A 2 y Udodding divialigtirsted, FIPScompatible certificaté  [RRGuide]describes how to upload

a valid, trusted FIR&mpatible certificate (ECDSA or RSA) to the TOE. It further describes the implications of using
ECDSA certificates uptimee EC curves acceptable to the TOE configured with that certifiéédten Mobilelron

Core performs ECDHE key agreement, the curve in the key agreement will match the curve in the certificate.

¢tKS aSOGA2y a/ [Syslgfovides defiledndrictiohs for yploading certificates in System
alylF3ISNI @Al {SOdzNAGe B /SNIAFAOFGS adaYld 6KSNB Wal yl
TLS¢ KS aDSySad AySS R  GSNIFA Bysdd ifaBides iasBudtinris vigh idenyify kbth RSA and
ECDSA options and the key length field for which 204872can be specified for each key in the pair. The-self
signed certificate can be used for the Portal HTTPS certificate or for the Client TLS certificate.

Component Testig Assurance ActivitiesThe evaluator shall verify the implementation of the key establishme
schemes supported by the TOE using the applicable tests below.

SP80Eb6A Key Establishment Schemes
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The evaluator shall verify a TOE's implementation of SB8B(key agreement schemes using the following
Function and Validity tests. These validation tests for each key agreement scheme verify that a TOE has
implemented the components of the key agreement scheme according to the specifications in the
RecommendationThese components include the calculation of the primitives (the shared secret value Z) and the
calculation of the derived keying material (DKM) via the Key Derivation Function (KDF). If key confirmation i
supported, the evaluator shall also verify tthe components of key confirmation have been implemented
correctly, using the test procedures described below. This includes the parsing of the DKM, the generation
MACdata and the calculation of MACtag.

Function Test

The Function test verifies the abjliof the TOE to implement the key agreement schemes correctly. To condu
this test the evaluator shall generate or obtain test vectors from a known good implementation of the TOE
supported schemes. For each supported key agreement scHi@yagreement rie combination, KDF type, and, |i
supported, key confirmation rol&key confirmation type combination, the tester shall generate 10 sets of test
vectors. The data set consists of one set of domain parameter values (FFC) or the NIST approved curvel(E
sets of public keys. These keys are static, ephemeral or both depending on the scheme being tested.

The evaluator shall obtain the DKM, the corresponding TOE's public keys (static and/or ephemeral), the MA
tag(s), and any inputs used in the KDF, sagcthe Other Information field Ol and TOE id fields.

If the TOE does not use a KDF defined in S’8B80the evaluator shall obtain only the public keys and the has
value of the shared secret.

The evaluator shall verify the correctness of the TSF'emmgntation of a given scheme by using a known good
implementation to calculate the shared secret value, derive the keying material DKM, and compare hashes pr MAC
tags generated from these values.

If key confirmation is supported, the TSF shall performateve for each implemented approved MAC algorithm.
Validity Test

The Validity test verifies the ability of the TOE to recognize another party's valid and invalid key agreement results
with or without key confirmation. To conduct this test, the evaluatioalsobtain a list of the supporting
cryptographic functions included in the SP&RA key agreement implementation to determine which errors thg
TOE should be able to recognize. The evaluator generates a set of 24 (FFC) or 30 (ECC) test vectorsfconsisting
data sets including domain parameter values or NIST approved curves, the evaluator's public keys, the TOE's

public/private key pairs, MACTag, and any inputs used in the KDF, such as the other info and TOE id fields

The evaluator shall inject an error some of the test vectors to test that the TOE recognizes invalid key agreement

results caused by the following fields being incorrect: the shared secret value Z, the DKM, the other information
field Ol, the data to be MACed, or the generated MACTalge [T OE contains the full or partial (only ECC) publi
key validation, the evaluator will also individually inject errors in both parties' static public keys, both parties'
ephemeral public keys and the TOE's static private key to assure the TOE detastinathe public key validation
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function and/or the partial key validation function (in ECC only). At least two of the test vectors shall remain
unmodified and therefore should result in valid key agreement results (they should pass).

The TOE shall uskdase modified test vectors to emulate the key agreement scheme using the corresponding
parameters. The evaluator shall compare the TOE's results with the results using a known good implementation
verifying that the TOE detects these errors.

SP80666B Key &ablishment Schemes

The evaluator shall verify that the TSS describes whether the TOE acts as a sender, a recipient, or bath for|RSA
based key establishment schemes.

If the TOE acts as a sender, the following assurance activity shall be perforerslte the proper operation of
every TOE supported combination of R&&ed key establishment scheme:

To conduct this test the evaluator shall generate or obtain test vectors from a known good implementation df the
TOE supported schemes. For each combamatif supported key establishment scheme and its options (with or|
without key confirmation if supported, for each supported key confirmation MAC function if key confirmation i
supported, and for each supported mask generation function it®AEP is sumpted), the tester shall generate
10 sets of test vectors. Each test vector shall include the RSA public key, the plaintext keying material, any
additional input parameters if applicable, the MacKey and MacTag if key confirmation is incorporated, and the
outputted ciphertext. For each test vector, the evaluator shall perform a key establishment encryption operation

on the TOE with the same inputs (in cases where key confirmation is incorporated, the test shall use the MacKey
from the test vector instead dhe randomly generated MacKey used in hormal operation) and ensure that the
outputted ciphertext is equivalent to the ciphertext in the test vector.

If the TOE acts as a receiver, the following assurance activities shall be performed to ensure the et
of every TOE supported combination of R#s&ed key establishment scheme:

To conduct this test the evaluator shall generate or obtain test vectors from a known good implementation @
TOE supported schemes. For each combination of supporteddtaplishment scheme and its options (with our
without key confirmation if supported, for each supported key confirmation MAC function if key confirmation|i
supported, and for each supported mask generation function if®AEP is supported), the testshall generate
10 sets of test vectors. Each test vector shall include the RSA private key, the plaintext keying material (KeyData),
any additional input parameters if applicable, the MacTag in cases where key confirmation is incorporated, and the
outputted ciphertext. For each test vector, the evaluator shall perform the key establishment decryption operation

on the TOE and ensure that the outputted plaintext keying material (KeyData) is equivalent to the plaintext keying

material in the test vector. In s@s where key confirmation is incorporated, the evaluator shall perform the key
confirmation steps and ensure that the outputted MacTag is equivalent to the MacTag in the test vector.

This requirement is met by the TOE (MDM Server) and the TOE Platfarrar(Blatform) andhas been CAVP
tested. Refer to the CAVP certificates identified ik S  (TrOB CASP Certificatds Section 1.1.2.
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J2.2.4 CRYPTOGRAPHIC KEY ESTABLISHMENT (MDMAEP30:FCS_CKM.2)

|2.24.1 MDMAEP30: FCS_CKM.2.1

TSS Assurance ActivitieNone Defined

Guidance Assurance ActivitieBlone Defined

Testing Assurance ActivitietNone Defined

Component TSS Assurance Activiti®equirement met by the platform

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensuhe they
establishment claimed in that platform's ST contains the key establishment requirement in the MDM Server's ST.
The evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported
platform) how the key esblishment functionality is invoked (it should be noted that this may be through a
mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will be identified in the TSS
as part of this assurance activity).

Requirement met by theQE

The evaluator shall ensure that the supported key establishment schemes correspond to the key generatiorn
schemes identified in FCS_CKM.1.1. If the ST specifies more than one scheme, the evaluator shall examine the TS
to verify that it identifies theusage for each scheme.

The evaluator shall ensure that the TSS describes how the TOE handles decryption errors. In accordance wi
Special Publication 8686B, the TOE must not reveal the particular error that occurred, either through the
contents ofany outputted or logged error message or through timing variations. ¥ ®AEP is supported, the
evaluator shall create separate contrived ciphertext values that trigger each of the three decryption error checks
described in NIST Special Publication-B6B section 7.2.2.3, ensure that each decryption attempt results in an
error, and ensure that any outputted or logged error message is identical for each-KEMISWS is supported,
the evaluator shall create separate contrived ciphertext values thggét each of the three decryption error
checks described in NIST Special Publicatior6880section 7.2.3.3, ensure that each decryption attempt resul
in an error, and ensure that any outputted or logged error message is identical for each.

This requirement is met by the TOE (MDM Agent). Section 6.2 of the ST includes a table indicating the applicable
CAVP certificatewhich the MDM Agenhasreceived.

Table 5n Section 6.2 of the ST identifies the usage for each scheme supported by th& f&@&tipported

schemes are listed as finite fielthsed key establishment schemeesd elliptic curvebased key establishment
schemes. This is consistent with the RIRGECC schemes identifiedMDMAEP3®CS_CKM.1.1 in the ST. Refer
G2 GKS (I 5t S/ FNIWRFAOI 1844 Ay {SOGAZ2Y mMoOmMdH 2F (KAA
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Section 6.2 of the ST states that in the event of decryption errors, particularly for communication (e.g. key
establishment), the associated function for both the srand agent will fail and be logged, where appropriate,
a higher level session failure with no specific details about the decryption failure being disclosed.

Component Guidance Assurance Activitigshe evaluator shall verify that the AGD guidanctucss the
administrator how to configure the TOE to use the selected key establishment scheme(s).

See MDMAEP30:FCS_CKM.1.1 above identifies where this is described in the guidance.

Component Testing Assurance ActivitieBhe evaluator shall verify thmplementation of the key establishment
schemes supported by the TOE using the applicable tests below.

SP80Eb6A Key Establishment Schemes

The evaluator shall verify a TOE's implementation of SIB880key agreement schemes using the following
Function andvalidity tests. These validation tests for each key agreement scheme verify that a TOE has
implemented the components of the key agreement scheme according to the specifications in the
Recommendation. These components include the calculation of the Din@iyes (the shared secret value Z) an
the calculation of the derived keying material (DKM) via the Key Derivation Function (KDF). If key confirmat
supported, the evaluator shall also verify that the components of key confirmation have been inm&zine
correctly, using the test procedures described below. This includes the parsing of the DKM, the generation
MACdata and the calculation of MACtag.

Function Test

The Function test verifies the ability of the TOE to implement the key agreement scleemestly. To conduct
this test the evaluator shall generate or obtain test vectors from a known good implementation of the TOE
supported schemes. For each supported key agreement sci@ynagreement role combination, KDF type, and, i
supported, key cofirmation role- key confirmation type combination, the tester shall generate 10 sets of test
vectors. The data set consists of one set of domain parameter values (FFC) or the NIST approved curve (E
sets of public keys. These keys are static, epdral or both depending on the scheme being tested.

The evaluator shall obtain the DKM, the corresponding TOE's public keys (static and/or ephemeral), the MA
tag(s), and any inputs used in the KDF, such as the Other Information field Ol and TOE id fields.

If the TOE does not use a KDF defined in S’5880the evaluator shall obtain only the public keys and the has
value of the shared secret.

The evaluator shall verify the correctness of the TSF's implementation of a given scheme by using a known
implementation to calculate the shared secret value, derive the keying material DKM, and compare hashes
tags generated from these values.

If key confirmation is supported, the TSF shall perform the above for each implemented approved MAC algg
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The Validity test verifies the ability of the TOE to recognize another party's valid and invalid key agreement results
with or without key confirmation. To conduct this test, the evaluator shall obtain a list of the supporting
cryptographic @inctions included in the SP8@BA key agreement implementation to determine which errors thg
TOE should be able to recognize. The evaluator generates a set of 24 (FFC) or 30 (ECC) test vectors consisting of
data sets including domain parameter values ¢ Napproved curves, the evaluator's public keys, the TOE's

public/private key pairs, MACTag, and any inputs used in the KDF, such as the other info and TOE id fields

The evaluator shall inject an error in some of the test vectors to test that the TOgniees invalid key agreement
results caused by the following fields being incorrect: the shared secret value Z, the DKM, the other information
field OlI, the data to be MACed, or the generated MACTag. If the TOE contains the full or partial (only E&CC)|publ
key validation, the evaluator will also individually inject errors in both parties' static public keys, both parties’
ephemeral public keys and the TOE's static private key to assure the TOE detects errors in the public key validation
function and/or the partial key validation function (in ECC only). At least two of the test vectors shall remain
unmodified and therefore should result in valid key agreement results (they should pass).

The TOE shall use these modified test vectors to emulate the key agnéescheme using the corresponding
parameters. The evaluator shall compare the TOE's results with the results using a known good implementation
verifying that the TOE detects these errors.

SP806b6B Key Establishment Schemes

The evaluator shall verify théhe TSS describes whether the TOE acts as a sender, a recipient, or both-for RS
based key establishment schemes.

If the TOE acts as a sender, the following assurance activity shall be performed to ensure the proper operation of
every TOE supportecbmbination of RSAased key establishment scheme:

To conduct this test the evaluator shall generate or obtain test vectors from a known good implementation d
TOE supported schemes. For each combination of supported key establishment scheme atiohiss(wjith or
without key confirmation if supported, for each supported key confirmation MAC function if key confirmationl|i
supported, and for each supported mask generation function if®AEP is supported), the tester shall generatg
10 sets of test vetors. Each test vector shall include the RSA public key, the plaintext keying material, any
additional input parameters if applicable, the MacKey and MacTag if key confirmation is incorporated, and t
outputted ciphertext. For each test vector, the evalar shall perform a key establishment encryption operation
on the TOE with the same inputs (in cases where key confirmation is incorporated, the test shall use the Mg
from the test vector instead of the randomly generated MacKey used in normal opeyatnd ensure that the
outputted ciphertext is equivalent to the ciphertext in the test vector.

If the TOE acts as a receiver, the following assurance activities shall be performed to ensure the proper operation
of every TOE supported combination of R#&&ed key establishment scheme:

To conduct this test the evaluator shall generate or obtain test vectors from a known good implementation df the
TOE supported schemes. For each combination of supported key establishment scheme and its options (with our
without key confirmation if supported, for each supported key confirmation MAC function if key confirmation|is
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supported, and for each supported mask generation function if®AEP is supported), the tester shall generate
10 sets of test vectors. Each testt@ shall include the RSA private key, the plaintext keying material (KeyData),
any additional input parameters if applicable, the MacTag in cases where key confirmation is incorporated, and the
outputted ciphertext. For each test vector, the evaluatoaliperform the key establishment decryption operation
on the TOE and ensure that the outputted plaintext keying material (KeyData) is equivalent to the plaintext keying
material in the test vector. In cases where key confirmation is incorporated, thaawalshall perform the key
confirmation steps and ensure that the outputted MacTag is equivalent to the MacTag in the test vector.

This requirement is met by the TOE (MBiden) andhas been CAVP tested. Refer to the CAVP certificates
identified inthe t 6 fTOE @AVP Certificatés Section 1.1.2.

§2.25 CRYPTOGRAPHIC KEY DESTRUCTION (MDMPP30:FCS_CKM_EXT.4)

|2.25.1 MDMPP30:FCS_CKM_EXT.4.1

TSS Assurance ActivitieNone Defined
Guidance Assurance Activitieblone Defined

Testing Assurance ActivitietNone Defined

|2.25.2  MD MPP30:FCS_CKM_EXT.4.2

TSS Assurance ActivitieEhe evaluator shall check to ensure the TSS lists each type of plaintext key materia) and
CSP (authentication data, authorization data, secret/private symmetric keys, data used to derive keys, etc.)|and its
origin and storage location.

The evaluator shall verify that the TSS describes when each type of key material and CSP is no longer nee
Requirement met by the platform

For each platform listed in the ST, the evaluator shall examine the TSS of the ST of the platform to ensure t
of the secret keys, private keys, and CSPs used to generate key listed above are covered.

Requirement met by the TOE

The evaluator shalllso verify that, for each type, the type of clearing procedure that is performed is listed. If
different types of memory are used to store the materials to be protected, the evaluator shall check to ensure that
the TSS describes the clearing procedureeims of the memory in which the data are stored (for example, 'secret

keys stored on flash are cleared by overwriting once with zeros, while secret keys stored on the internal persistent
storage device are cleared by overwriting one time with a randomepatthat is changed before each write'). Far
block erases, the evaluator shall also ensure that the block erase command used is listed and shall verify that the
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command used also addresses any copies of the plaintext key material that may be createst ito aqgtimize
the use of flash memory.

This requirement is met by both the TQOMDM Serverpand the TOE PlatforifServer Platform)

Section 6.2 of the ST states that the T{@&d MDM server platformjestroys cryptographic keys when they are no
longer in use by the MDM Server and MDM Agent. Keys stored in memory are overwritten with zeros, while keys
stored on nonvolatile media are overwritten as required by FIPS-24\ table is provided in Sectiét? which

lists the keys and CSPs that are managed by the MDM Server and the MDM Agent. It includes the Key or CSP,
where it is stored andvhen it is no longer needed, theethod of destruction.

Guidance Assurance Activitieblone Defined

Testing Assunace Activities None Defined

ComponentTSS Assurance Activities
Component Guidance Assurance Activitidéone Defined
Component Testing Assurance ActivitiRequirement met by TSF

For each software and firmware key clearing situation the evaluator skt the following tests. Note that at
this time hardwarebound keys are explicitly excluded from testing.

Test 1: The evaluator shall utilize appropriate combinations of specialized operational environment and

development tools (debuggers, simulatorsc.¢ for the TOE and instrumented TOE builds to test that keys are
cleared correctly, including all intermediate copies of the key that may have been created internally by the T
during normal cryptographic processing with that key.

Cryptographic TOE imghentations in software shall be loaded and exercised under a debugger to perform s
tests. The evaluator shall perform the following test for each key subject to clearing, including intermediate (
of keys that are persisted encrypted by the TOE:

1.Load the instrumented TOE build in a debugger.

2. Record the value of the key in the TOE subject to clearing.

3. Cause the TOE to perform a normal cryptographic processing with the key from #1.
4. Cause the TOE to clear the key.

5. Cause the TOE to stdmetexecution but not exit.

6. Cause the TOE to dump the entire memory footprint of the TOE into a binary file.
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7. Search the content of the binary file created in #4 for instances of the known key value from #1.
The test succeeds if no copies of the keynfr#1 are found in step #7 above and fails otherwise.

The evaluator shall perform this test on all keys, including those persisted in encrypted form, to ensure
intermediate copies are cleared.

Test 2: In cases where the TOE is implemented in firmware petes in a limited operating environment that
does not allow the use of debuggers, the evaluator shall utilize a simulator for the TOE on a general purpos
operating system. The evaluator shall provide a rationale explaining the instrumentation ofrthiatsd test
environment and justifying the obtained test results.

Test 1.The evaluator created a custom SSL library which generated an output file for each TLS session key used fo
communications with a network peer. Using a client configured to usectistom library, the evaluator

established an administrative web session with the TOE (i.e., an HTTPS connection to the TOE TLS server). The
evaluator captured the traffic for this session, recorded the TLS session key provided by the custom library, and
closed the connection. Immediately following the termination of the session, the evaluator obtained a memory
dump of the virtual machine within which the TOE was executing. The evaluator searched the memory dump for
the TLS session key and determinedttthe TLS session keys was not in memory.

A similar test was performed for both the local CA and Web Portal private Kegsvaluator uploaded a Web

Portal certificate using the System Administrator Web Ul and viewed the certificate contents. UsimgSDjon

the Test Server, the evaluator extracted the private key information from the certificate bundle and translated it
into a format that can be searched. The evaluator then followed the same process to upload a different certificate
and private keys the Web Portal certificate. With the test certificate no longer in use, the evaluator terminated
the MDM server and restarted the server so that memory could be dumplee evaluator searched the memory
dump forand could find no evidence of the keyhis test was repeated with the local CA certificate.

Test 2: Not Applicable. The TOE is no implemented in firmware.

2.2.6 CRYPTOGRAPHIC KEY DESTRUCTION (MDMAEP30:FCS_CKM_EXT.4(1))

|2.26.1 MDMAEP30: FCS_CKM_EXT.4.1(1)

TSS Assurance ActivitieNone Defined
Guidance Assurance ActivitieBlone Defined

Testing Assurance Activitietone Defined
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2.2.62 MDMAEP30: FCS_CKM_EXT.4.2(1)

TSS Assurance ActivitieNone Defined
Guidance Assurance ActivitieBlone Defined
Testing Assurance Activitie®one Defined

Component TSBssurance ActivitiesAssurance Activity Note: The Assurance Activity used is dependent on ¢
selection made in FCS_CKM_EXT.4.1.

The evaluator shall check to ensure the TSS lists each type of plaintext key material and CSP (authenticatiq
authorizaion data, secret/private symmetric keys, data used to derive keys, etc.) and its origin and storage
location.

The evaluator shall verify that the TSS describes when each type of key material and CSP is no longer nee
Requirement met by the platform

Foreach platform listed in the ST, the evaluator shall examine the TSS of the ST of the platform to ensure that each
of the secret keys, private keys, and CSPs used to generate key listed above are covered.

Requirement met by the TOE

The evaluator shall alseerify that, for each type of key, the type of clearing procedure that is performed is listed.
If different types of memory are used to store the materials to be protected, the evaluator shall check to ensure
that the TSS describes the clearing procedorerms of the memory in which the data are stored (for example
'secret keys stored on flash are cleared by overwriting once with zeros, while secret keys stored on the intefnal
persistent storage device are cleared by overwriting one time with a ranglmitern that is changed before each
write"). For block erases, the evaluator shall also ensure that the block erase command used is listed and shall
verify that the command used also addresses any copies of the plaintext key material that may be created in
to optimize the use of flash memory.

This requirement is met by the TOE (MDM Agent).

Section 6.2 of the ST states that the TOE destroys cryptographic keys when they are no longer in use by the MDM
Server and MDM Agent. Keys stored in memoryaerwritten with zeros, while keys stored on neolatile

media are overwritten as required by FIPS-P4Q0A table is provided in Section 6.2 which lists the keys and CSPs
that are managed by the MDM Server and the MDM Agent. It includes the Key art@®®it is stored and when

it is no longer needed, the method of destruction.

Component Guidance Assurance Activitidéone Defined

Component Testing Assurance Activitidsor each software and firmware key clearing situation the evaluator shall
repeat the following tests. Note that at this time hardwab®und keys are explicitly excluded from testing.
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Test 1: The evaluator shall utilize appropriate combinations of specialized operational environment and

development tools (debuggers, simulators, etc.)tfoe TOE and instrumented TOE builds to test that keys are
cleared correctly, including all intermediate copies of the key that may have been created internally by the T
during normal cryptographic processing with that key.

Cryptographic TOE implementatis in software shall be loaded and exercised under a debugger to perform s
tests. The evaluator shall perform the following test for each key subject to clearing, including intermediate ¢
of keys that are persisted encrypted by the TOE:

1. Load tle instrumented TOE build in a debugger.

2. Record the value of the key in the TOE subject to clearing.

3. Cause the TOE to perform a normal cryptographic processing with the key from #1.

4. Cause the TOE to clear the key.

5. Cause the TOE to stop the extémo but not exit.

6. Cause the TOE to dump the entire memory footprint of the TOE into a binary file.

7. Search the content of the binary file created in #4 for instances of the known key value from #1.

The test succeeds if no copies of the key from #lfaund in step #7 above and fails otherwise. The evaluator
shall perform this test on all keys, including those persisted in encrypted form, to ensure intermediate copies are
cleared.

Test 2: In cases where the TOE is implemented in firmware and opénadsnited operating environment that
does not allow the use of debuggers, the evaluator shall utilize a simulator for the TOE on a general purpos
operating system. The evaluator shall provide a rationale explaining the instrumentation of the sintektted
environment and justifying the obtained test results.

Test 1.The evaluator created a custom SSL library which generated an output file for each TLS session key used fo
communications with a network peer. Usitigg MD agent (i.e., a TLS client) #healuator connected to a test

server that wagonfigured to use this custom libraryThe evaluatoattempted to enroll a new device, which

established a TLS session with the test server. The MD Agent terminated the TLS session and the evaluator
capturedthe traffic for this sessiorgndrecorded the TLS session kapvided by the custom librarylmmediately
following the termination of the session, the evaluator obtained a memory dump oiftbigile device using an

Android debugger.The evaluator seared the memory dump for the TLS session key and determined that the TLS
session keys was not in memory.

A similar test was performed for the certificate private k€fie evaluator used a custobouild of the TOE MD
Agentwhich had been modified to dumgliert certificate private keyso it KS Y20Af S RSOATOS Qa
evaluator enrolled the TOE device and extracted the private key information from the log message. The evaluator
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restarted the device running the TOE Agent and then dumped the menTdry.evaluator searched the memory
dump and determined that the private key was not in memory.

Test 2: Not Applicable. The TOE isimplemented in firmware.

2.2.7 CRYPTOGRAPHIC OPERATION (CONFIDENTIALITY ALGORITHMS )
(MDMPP30:FCS_COP.1(1))

|22.7.1 MDMPP30: FCS_COP.1.1(1)

TSS Assurance Activitietdone Defined

Guidance Assurance Activitieblone Defined

Testing Assurance ActivitietNone Defined

Component TSS Assurance Activiti®equirement met by the platform

For each platform listed in the ST, the evaluatball examine the ST of the platform to ensure that the
encryption/decryption function(s) claimed in that platform's ST contains the encryption/decryption function(s) i
the MDM Server's ST. The evaluator shall also examine the TSS of the MDM Serversri§tiat it describes
(for each supported platform) how the encryption/decryption functionality is invoked for each mode and key
selected in the MDM Server's ST (it should be noted that this may be through a mechanism that is not
implemented by he MDM Server; nonetheless, that mechanism will be identified in the TSS as part of this
assurance activity).

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Plegfection 6.2 states that
the TOE and its platform includsd make use of available cryptographic modules to perform cryptographic
operations to support higher level functions (such as communication protoddle)MDM Server component
includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) antlles the Red Hat Enterprise
Linux OpenSSL Module 5.0 cryptographic functions available in its platform.

Section 6.2 of the ST includes a table indicating the applica®\éP certificateshich the MDM server, Server
Platform and MDM Agent have receth. wSTSNJ (2 GKS GlroftS a¢h9 /1 £t [/ SNIUA
which identifies the CAVP certificates.

The evaluator checked tH&edHat Platformjdocument and found that the key encryption and decryption
described in Table 4 matches theykgeneration claimed in MDMPP30:FCS_COPRS¢€ttion 2 of thgRedHat
Platform] document states that the logical interface to the cryptographic module idaam@uage Application
Program Interface (API).

Component Guidance Assurance Activitiddéone Defied
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Component Testing Assurance ActivitidRequirement met by the TOE
AESCBC Tests
AESCBC Known Answer Tests

There are four Known Answer Tests (KATS), described below. In all KATs, the plaintext, ciphertext, and IV values
shall be 12&it blocks. The rasdts from each test may either be obtained by the evaluator directly or by supplying

the inputs to the implementer and receiving the results in response. To determine correctness, the evaluatoy shall
compare the resulting values to those obtained by subingtthe same inputs to a known good implementation.

KAT1. To test the encrypt functionality of AEBC, the evaluator shall supply a set of 10 plaintext values and
obtain the ciphertext value that results from AEBC encryption of the given plaintexinga key value of all
zeros and an 1V of all zeros. Five plaintext values shall be encrypted withoit A#&eros key, and the other five
shall be encrypted with a 256it all-zeros key.

To test the decrypt functionality of AEBC, the evaluat@hall perform the same test as for encrypt, using 10
ciphertext values as input and AEBC decryption.

KAT2. To test the encrypt functionality of AEBC, the evaluator shall supply a set of 10 key values and obtai
ciphertext value that results froAESCBC encryption of an &éros plaintext using the given key value and an
of all zeros. Five of the keys shall be -h28keys, and the other five shall be 268 keys.

To test the decrypt functionality of AEEBC, the evaluator shall perform teame test as for encrypt, using an-al
zero ciphertext value as input and AEBC decryption.

KAT3. To test the encrypt functionality of AEEBC, the evaluator shall supply the two sets of key values desciibed
below and obtain the ciphertext value thatselts from AES encryption of an-adros plaintext using the given key
value and an IV of all zeros. The first set of keys shall have 128tl28/s, and the second set shall have 256-256
bit keys. Key i in each set shall have the leftmost i bits be and the rightmost N bits be zeros, for i in [1,N].

To test the decrypt functionality of AEBC, the evaluator shall supply the two sets of key and ciphertext valu
pairs described below and obtain the plaintext value that results from@&S decrypiin of the given ciphertext
using the given key and an IV of all zeros. The first set of key/ciphertext pairs shall have -ba&gRiphertext
pairs, and the second set of key/ciphertext pairs shall have 25&R3@y/ciphertext pairs. Key i in easket shall
have the leftmost i bits be ones and the rightmost bits be zeros, for i in [1,N]. The ciphertext value in each pai
shall be the value that results in an-aéiros plaintext when decrypted with its corresponding key.

KAT4. To test the encryipfunctionality of AESCBC, the evaluator shall supply the set of 128 plaintext values
described below and obtain the two ciphertext values that result from-&BE encryption of the given plaintext
using a 12&it key value of all zeros with an IV ofzdros and using a 288t key value of all zeros with an 1V of
zeros, respectively. Plaintext value i in each set shall have the leftmost i bits be ones and the rightmdists128
be zeros, foriin [1,128].
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To test the decrypt functionality of AEBC, the evaluator shall perform the same test as for encrypt, using
ciphertext values of the same form as the plaintext in the encrypt test as input andCBE Slecryption.

AESCBC MultBlock Message Test

The evaluator shall test the encrypt functionality encrypting an-block message where 1 <i <=10. The evaluator

shall choose a key, an IV and plaintext message of length i blocks and encrypt the message, using the mode to be
tested, with the chosen key and IV. The ciphertext shall be compared t@#oét of encrypting the same plaintext
message with the same key and IV using a known good implementation.

The evaluator shall also test the decrypt functionality for each mode by decryptinglackimessage where 1 < i
<=10. The evaluator shall chooskey, an IV and a ciphertext message of length i blocks and decrypt the meg
using the mode to be tested, with the chosen key and IV. The plaintext shall be compared to the result of
decrypting the same ciphertext message with the same key and IV aigingwn good implementation.

AESCBC Monte Carlo Tests

The evaluator shall test the encrypt functionality using a set of 200 plaintext, 1V, anetlkple8. 100 of these
shall use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and I\stalubs 12&it blocks. For each-3
tuple, 1000 iterations shall be run as follows:

# Input: PT, IV, Key for i =1 to 1000:

ifi ==

CT[1] = AESBGENcrypt(Key, IV, PT) PT

else:
CTI[i] = AEEBCENcrypt(Key, PT) PT = €I]i

The ciphertext computechithe 1000th iteration (i.e., CT[1000]) is the result for that trial. This result shall be
compared to the result of running 1000 iterations with the same values using a known good implementation

The evaluator shall test the decrypt functionality using #ame test as for encrypt, exchanging CT and PT and
replacing AEEBCEnNcrypt with AEEBEDecrypt.

AESGCM Test

The evaluator shall test the authenticated encrypt functionality of-@&E3/ for each combination of the following
input parameter lengths:

- 128 bit and 256 bit keys
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- Two plaintext lengths. One of the plaintext lengths shall be azero integer multiple of 128 bits, if supported.
The other plaintext length shall not be an integer multiple of 128 bits, if supported.

- Three AAD lengths. O#6AD length shall be 0, if supported. One AAD length shall be-aerorinteger multiple
of 128 bits, if supported. One AAD length shall not be an integer multiple of 128 bits, if supported.

- Two IV lengths. If 96 bit IV is supported, 96 bits shall beobtiee two IV lengths tested.

The evaluator shall test the encrypt functionality using a set of 10 key, plaintext, AAD, and IV tuples for eacl
combination of parameter lengths above and obtain the ciphertext value and tag that results fro@@HES
authenticated encrypt. Each supported tag length shall be tested at least once per set of 10. The IV value m
supplied by the evaluator or the implementation being tested, as long as it is known.

The evaluator shall test the decrypt functionality using ac$eitO key, ciphertext, tag, AAD, and Pfuples for
each combination of parameter lengths above and obtain a Pass/Fail result on authentication and the decry
plaintext if Pass. The set shall include five tuples that Pass and five that Fail.

The resuk from each test may either be obtained by the evaluator directly or by supplying the inputs to the
implementer and receiving the results in response. To determine correctness, the evaluator shall compare t
resulting values to those obtained by subnmitiithe same inputs to a known good implementation.

AESCCM Tests

The evaluator shall test the generatiemcryption and decryptioiverification functionality of AESCM for the
following input parameter and tag lengths:

- 128 bit and 256 bit keys

- Two payoad lengths. One payload length shall be the shortest supported payload length, greater than or equal to
zero bytes. The other payload length shall be the longest supported payload length, less than or equal to 32 bytes
(256 bits).

- Two or three associatl data lengths. One associated data length shall be 0, if supported. One associated data
length shall be the shortest supported payload length, greater than or equal to zero bytes. One associated data
length shall be the longest supported payload lendglss than or equal to 32 bytes (256 bits). If the
implementation supports an associated data length of 216 bytes, an associated data length of 216 bytes shall be
tested.

- Nonce lengths. All supported nonce lengths between 7 and 13 bytes, inclusivéyestesdted.

- Tag lengths. All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytes shall be tested.

To test the generatiomencryption functionality of AESCM, the evaluator shall perform the following four tests:
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Test 1. For EACH supported key amsbamted data length and ANY supported payload, nonce and tag length
evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values
obtain the resulting ciphertext.

Test 2. For EACH supported key and paylength and ANY supported associated data, honce and tag length
evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values
obtain the resulting ciphertext.

Test 3. For EACH supported key and nonegtlteand ANY supported associated data, payload and tag length,
evaluator shall supply one key value and 10 associated data, payload and nonce-tglles &ind obtain the
resulting ciphertext.

Test 4. For EACH supported key and tag length and ANWrsegh associated data, payload and nonce length, t
evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values
obtain the resulting ciphertext.

To determine correctness in each of the above tests, théuatar shall compare the ciphertext with the result of
generationencryption of the same inputs with a known good implementation.

To test the decryptiofverification functionality of AESCM, for EACH combination of supported associated data
length, paylod length, nonce length and tag length, the evaluator shall supply a key value and 15 nonce,
associated data and ciphertexit@ples and obtain either a FAIL result or a PASS result with the decrypted payload.
The evaluator shall supply 10 tuples that slibBAIL and 5 that should PASS per set of 15.

AES Key Wrap (AKSV) and Key Wrap with Padding (A88P) Test

The evaluator shall test the authenticated encryption functionality of-KBSfor EACH combination of the
following input parameter lengths:

- 128 and 256 bit key encryption keys (KEKS)

- Three plaintext lengths. One of the plaintext lengths shall be two semiblocks (128 bits). One of the plaintex
lengths shall be three serbiocks (192 bits). The third data unit length shall be the longest suppeptéeédtext
length less than or equal to 64 setiibcks (4096 bits)

using a set of 100 key and plaintext pairs and obtain the ciphertext that results frorK\AEeithenticated
encryption. To determine correctness, the evaluator shall use thekAE&uthentiated- encryption function of a
known good implementation.

The evaluator shall test the authenticatel@cryption functionality of AERW using the same test as for
authenticatedencryption, replacing plaintext values with ciphertext values andiESuthenticated encryption
with AESKW authenticateedecryption.

The evaluator shall test the authenticatethcryption functionality of AERWP using the same test as for AB8
authenticatedencryption with the following change in the three plaintext |emsgt
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- One plaintext length shall be one octet. One plaintext length shall be 20 octets (160 bits).
- One plaintext length shall be the longest supported plaintext length less than or equal to 512 octets (4096 bits).

The evaluator shall test the authentieztdecryption functionality of AERWP using the same test as for ABSP
authenticatedencryption, replacing plaintext values with ciphertext values andiQ®8 authenticated
encryption with AEXWP authenticatedlecryption.

This requirement is met by thEOE (MDM Server) and the TOE Platform (Server Platfornf)eanoeen CAVP
tested. Refer to the CAVP certificates identified ik S  (TOBGASP Qertificates Section 1.1.2.

2.2.8 CRYPTOGRAPHIC OPERATION (CONFIDENTIALITY ALGORITHMS)
(MDMAEP30:FCS_COP.1( 1))

|2.2.81 MDMAEP30: FCS_COP.1.1(1)

TSS Assurance Activitietdone Defined

Guidance Assurance ActivitieBlone Defined

Testing Assurance ActivitietNone Defined

Component TSS Assurance Activiti®equirement met by the platform

For each platform listed in th8T, the evaluator shall examine the ST of the platform to ensure that the
encryption/decryption function(s) claimed in that platform's ST contains the encryption/decryption function(s) in
the MDM Server's ST. The evaluator shall also examine the TSSWiDMe&erver's ST to verify that it describes
(for each supported platform) how the encryption/decryption functionality is invoked for each mode and key [size
selected in the MDM Server's ST (it should be noted that this may be through a mechanism that is no
implemented by the MDM Server; nonetheless, that mechanism will be identified in the TSS as part of this
assurance activity).

This requirement is met by the TOE (MDM Agent).

Component Guidance Assurance Activitiddéone Defined
Component Testing Assunae Activities FROM MDMPP30
Requirement met by the TOE

AESCBC Tests

AESCBC Known Answer Tests

|
GSS Cssurance Activity Report Pagel09of 206 © 2019 Gossamer Security Solutions, Inc.
DocumentVID10934 All rights reserved.




Version 02, 01/08/2019

There are four Known Answer Tests (KATS), described below. In all KATs, the plaintext, ciphertext, and IV
shall be 12&it blocks. The results from eatdst may either be obtained by the evaluator directly or by supplyi
the inputs to the implementer and receiving the results in response. To determine correctness, the evaluato
compare the resulting values to those obtained by submitting the siamets to a known good implementation.

KATL. To test the encrypt functionality of AEBC, the evaluator shall supply a set of 10 plaintext values and
obtain the ciphertext value that results from AEBC encryption of the given plaintext using a keyevafiall
zeros and an IV of all zeros. Five plaintext values shall be encrypted withoit d&eros key, and the other five
shall be encrypted with a 256it all-zeros key.

To test the decrypt functionality of AEEBC, the evaluator shall perform thame test as for encrypt, using 10
ciphertext values as input and AEBC decryption.

KAT2. To test the encrypt functionality of AEBC, the evaluator shall supply a set of 10 key values and obtai
ciphertext value that results from AESBC encryptio of an alzeros plaintext using the given key value and an
of all zeros. Five of the keys shall be -h28keys, and the other five shall be 268 keys.

To test the decrypt functionality of AEEBC, the evaluator shall perform the same test astiorygpt, using an all
zero ciphertext value as input and AEBC decryption.

KAT3. To test the encrypt functionality of AEBC, the evaluator shall supply the two sets of key values desciibed
below and obtain the ciphertext value that results from AES\gton of an alzeros plaintext using the given key
value and an IV of all zeros. The first set of keys shall have 128tl28/s, and the second set shall have 256-256
bit keys. Key i in each set shall have the leftmost i bits be ones and the rightihinb#s be zeros, for i in [1,N].

To test the decrypt functionality of AEBC, the evaluator shall supply the two sets of key and ciphertext valu
pairs described below and obtain the plaintext value that results from@&S decryption of the giverpbertext
using the given key and an IV of all zeros. The first set of key/ciphertext pairs shall have -b&ggRiphertext
pairs, and the second set of key/ciphertext pairs shall have 256R3@y/ciphertext pairs. Key i in each set sha
have theleftmost i bits be ones and the rightmostiMits be zeros, for i in [1,N]. The ciphertext value in each pai
shall be the value that results in an-adiros plaintext when decrypted with its corresponding key.

KAT4. To test the encrypt functionality &ESCBC, the evaluator shall supply the set of 128 plaintext values
described below and obtain the two ciphertext values that result from-&BE encryption of the given plaintext
using a 12&it key value of all zeros with an IV of all zeros and usRisdit key value of all zeros with an IV of
zeros, respectively. Plaintext value i in each set shall have the leftmost i bits be ones and the rightmdsts1 28
be zeros, foriin [1,128].

To test the decrypt functionality of AEBC, the evaluat@hall perform the same test as for encrypt, using
ciphertext values of the same form as the plaintext in the encrypt test as input arCBE Slecryption.

AESCBC MultBlock Message Test
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The evaluator shall test the encrypt functionality by encrypting-alock message where 1 < i <=10. The evalua
shall choose a key, an IV and plaintext message of length i blocks and encrypt the message, using the mod
tested, with the chosen key and IV. The ciphertext shall be compared to the result of engryyisame plaintext
message with the same key and IV using a known good implementation. The evaluator shall also test the d
functionality for each mode by decrypting ahlock message where 1 <i <=10. The evaluator shall choose a k
an IV and @iphertext message of length i blocks and decrypt the message, using the mode to be tested, wit
chosen key and IV. The plaintext shall be compared to the result of decrypting the same ciphertext messags
the same key and IV using a known good am@ntation.

The evaluator shall also test the decrypt functionality for each mode by decryptinglackimessage where 1 < i
<=10. The evaluator shall choose a key, an IV and a ciphertext message of length i blocks and decrypt the
using the modédo be tested, with the chosen key and 1V. The plaintext shall be compared to the result of
decrypting the same ciphertext message with the same key and IV using a known good implementation.

AESCBC Monte Carlo Tests

The evaluator shall test the encryptrfctionality using a set of 200 plaintext, 1V, and key@es. 100 of these
shall use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and IV values shaliibkld@8&. For each-3
tuple, 1000 iterations shall be run as follows:

# Input: PTIV, Key

fori=1 to 1000:

ifi == 1:

CT[1] = AEEBGENcrypt(Key, IV, PT)
PT =1V

else:

CTJ[i] = AEEBCENcrypt(Key, PT)

PT = CHi]

The ciphertext computed in the 1000th iteration (i.e., CT[1000]) is the result for that trial. This result shall be
compared to the result of running 1000 iterations with the same values using a known good implementation

The evaluator shall test the decrypt functionality using the same test as for encrypt, exchanging CT and PT
replacing AEEBCEnNcrypt with AEEBEDecrypt.

AESGCM Test

The evaluator shall test the authenticated encrypt functionality of-@&ES/ for each combination of the following
input parameter lengths:
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- 128 bit and 256 bit keys

- Two plaintext lengths. One of the plaintext lengths shall be mzeyo integer multiple of 128 bits, if supported.
The other plaintext length shall not be an integer multiple of 128 bits, if supported.

- Three AAD lengths. One AAD length shall be 0, if supported. One AAD length shall ize@noieger multiple
of 128 bits, if supported. One AAD length shall not be an integer multiple of 128 bits, if supported.

- Two IV lengths. If 96 bit IV is supported, 96 bits shall be one of the two IV lengths tested.

The evaluator shall test the encrypt functionality using ac$eitO key, plaintext, AAD, and IV tuples for each
combination of parameter lengths above and obtain the ciphertext value and tag that results froc@@HES
authenticated encrypt. Each supported tag length shall be tested at least once per set of 10va@he Iviay be
supplied by the evaluator or the implementation being tested, as long as it is known.

The evaluator shall test the decrypt functionality using a set of 10 key, ciphertext, tag, AAD, augblas Sor
each combination of parameter lengths@ke and obtain a Pass/Fail result on authentication and the decrypte
plaintext if Pass. The set shall include five tuples that Pass and five that Fail.

The results from each test may either be obtained by the evaluator directly or by supplying thetmthes
implementer and receiving the results in response. To determine correctness, the evaluator shall compare t
resulting values to those obtained by submitting the same inputs to a known good implementation.

AESCCM Tests

The evaluator shall test thgenerationencryption and decryptioiverification functionality of AESCM for the
following input parameter and tag lengths:

- 128 bit and 256 bit keys

- Two payload lengths. One payload length shall be the shortest supported payload length, greatar ¢loaal to
zero bytes. The other payload length shall be the longest supported payload length, less than or equal to 32
(256 bits).

- Two or three associated data lengths. One associated data length shall be 0, if supported. One associated
lengh shall be the shortest supported payload length, greater than or equal to zero bytes. One associated d
length shall be the longest supported payload length, less than or equal to 32 bytes (256 bits). If the
implementation supports an associated dagamdth of 216 bytes, an associated data length of 216 bytes shall &
tested.

- Nonce lengths. All supported nonce lengths between 7 and 13 bytes, inclusive, shall be tested.

- Tag lengths. All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytdsestesited.

To test the generatiomencryption functionality of AESCM, the evaluator shall perform the following four tests:
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Test 1. For EACH supported key and associated data length and ANY supported payload, nonce and tag le

evaluator shall supg one key value, one nonce value and 10 pairs of associated data and payload values and

obtain the resulting ciphertext.

Test 2. For EACH supported key and payload length and ANY supported associated data, nonce and tag le
evaluator shall supplgne key value, one nonce value and 10 pairs of associated data and payload values ar
obtain the resulting ciphertext.

Test 3. For EACH supported key and nonce length and ANY supported associated data, payload and tag le
evaluator shall supply oneey value and 10 associated data, payload and nonce vatuel& and obtain the
resulting ciphertext.

Test 4. For EACH supported key and tag length and ANY supported associated data, payload and nonce le
evaluator shall supply one key value eomonce value and 10 pairs of associated data and payload values and
obtain the resulting ciphertext.

To determine correctness in each of the above tests, the evaluator shall compare the ciphertext with the res
generationencryption of the same inpstwith a known good implementation.

To test the decryptiofverification functionality of AESCM, for EACH combination of supported associated data

length, payload length, nonce length and tag length, the evaluator shall supply a key value and 15 nonce,
associated data and ciphertexttBiples and obtain either a FAIL result or a PASS result with the decrypted pa
The evaluator shall supply 10 tuples that should FAIL and 5 that should PASS per set of 15.

AES Key Wrap (AKSV) and Key Wrap with PaddiriHSKWP) Test

The evaluator shall test the authenticated encryption functionality of-KBSfor EACH combination of the
following input parameter lengths:

- 128 and 256 bit key encryption keys (KEKS)

- Three plaintext lengths. One of the plaintext lengssll be two semblocks (128 bits). One of the plaintext
lengths shall be three serbiocks (192 bits). The third data unit length shall be the longest supported plaintex
length less than or equal to 64 setiibcks (4096 bits).

using a set of 100 key amdaintext pairs and obtain the ciphertext that results from AB8 authenticated
encryption. To determine correctness, the evaluator shall use thekAE&uthenticateeencryption function of a
known good implementation.

The evaluator shall test the authgeated-decryption functionality of AERW using the same test as for
authenticatedencryption, replacing plaintext values with ciphertext values andi&FSuthenticateeencryption
with AESKW authenticateedecryption.

The evaluator shall test the authéoated-encryption functionality of AERWP using the same test as for AB8
authenticatedencryption with the following change in the three plaintext lengths:

ngth, thd
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- One plaintext length shall be one octet. One plaintext length shall be 20 octets (160 bits).
- One plaintext length shall be the longest supported plaintext length less than or equal to 512 octets (4096 bits).

The evaluator shall test the authenticatel@cryption functionality of AERWP using the same test as for ABSP
authenticatedencryption,replacing plaintext values with ciphertext values and-KB&° authenticated
encryption with AEXWP authenticatedlecryption.

This requirement is met by the TOE (MDM Agent) laasibeen CAVP tested. Refer to the CAVP certificates
identified ini K S  (TOBEASP Certifica¢és Section 1.1.2.

2.2.9 CRYPTOGRAPHIC OPERATION (HASHING ALGORITHMS)
(MDMPP30:FCS_COP.1(2))

|22.9.1 MDMPP30: FCS_COP.1.1(2)

TSS Assurance Activitietdone Defined

Guidance Assurance ActivitieBlone Defined

Testing Assurance ActivitietNoneDefined

Component TSS Assurance Activiti®equirement met by the platform

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the hash
function(s) claimed in that platform's ST contains the hash funct)jan(the MDM Server's ST. The evaluator shall
also examine the TSS of the MDM Server's ST to verify that it describes (for each supported platform) how the has
functionality is invoked for each digest size selected in the MDM Server's ST (it shouledéhabthis may be
through a mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will be identified
in the TSS as part of this assurance activity).

Requirement met by the TOE

The evaluator shall check that the associatiothef hash function with other TSF cryptographic functions (for
example, the digital signature verification function) is documented in the TSS. The evaluator checks the AG
documents to determine that any configuration that is required to be done to cordithug functionality for the
required hash sizes is present. The TSF hashing functions can be implemented in one of two modes. The first modq
is the byteoriented mode. In this mode the TSF only hashes messages that are an integral number of bytesi|i
length; i.e., the length (in bits) of the message to be hashed is divisible by 8. The second mode istileateit
mode. In this mode the TSF hashes messages of arbitrary length. As there are different tests for each mode,
indication is given in the followg sections for the bibriented vs. the byteoriented testmacs.
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This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Pl&t#atioh 6.2 states that

the TOE and its platform include and make use of available cryptographic esddyberform cryptographic
operations to support higher level functions (such as communication protoddle)MDM Server component
includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) and also utilizes the Red Hat Enterprise
Linux OpenSSL Module 5.0 cryptographic functions available in its platform.

Section 6.2 of the Siicludes Table 5 whicidentifies theapplicableCAVP certificatewhich the MDM server,
{SNDBSNJ tf0F2NY YR ab5a ! 3Syld KIFI @S NBEOSAGSRO® wSFSNIRG 2
AAR which identifies the CAVP certificates.

Section 6.2 (MDMPP30:FCS_RBXT.1) of the ST indicates that the MDM Server uses HMAC_DRBG w2B6SHA

Section 6.2 (MDMPP30:FCS_TLSC_EXT.1/MDMPP30:FCS_TLSS_EXT.1) of the ST indicates that the TLS cipher fites
supported by both the MDM Server and the MDM Agent include eitherZ6for SHAB84.

Section 6.5 of the ST states thaetMDM Server leverages its platform RPM Package Manager (RPM) functions to
verify the integrity of its own executable files during stagt. The platform maintains a database of all installed
RPMs, inclding the TOE, and during boot each RPM is checked with al#0R&A signature and nen

configuration files inside each RPM are checked with-Z56fhashes.

The evaluator checked tH&edHat Platformjdocument and found that the hash function described able 4
matches the hash function claimed in MDMPP30:FCS_COP.1(1). Section [RefitHat PlatformlJdocument
states that the logical interface to the cryptographic module islanQuage Application Program Interface (API).

w»

CKS al2¢ (2 RERPNBE va®a®PMOSLONRY / 2 YY2Y[PRGNHelp®wded az2RS¢fa
instructions for configuring the TOE into Common Criteria Mode which refers to a set of features which meet the
requirements for this evaluation and ensures that the TOE instaflatil operate in a manner consistent with the

I/ S@Ftdzr A2y D ¢KS a{ St SOl A PBGukiefitdRates tfid wheritha R GENS i dzA (
Common Criteria mode, the System Manager displays only permitted incoming cipher suitesfoinigg SSL/TLS
O02yySOiAz2ya TNRY SEGSNYlIf &ASNBSNAOD {AYAfTINI&x GKS @{ S
outgoing cipher suites for outgoing SSL/TLS connections.

QX
™=

Component Guidance Assurance Activiti€3ee TSS assurance activity above.

See TSS assurance activity above.

Component Testing Assurance Activitiebhe evaluator shall perform all of the following tests for each hash
algorithm implemented by the TSF and used to satisfy the requirementssoPth

Short Messages TesBit-oriented Mode

The evaluators devise an input set consisting of m+1 messages, where m is the block length of the hash algorithm.
The length of the messages range sequentially from O to m bits. The message text shall lnegrsinmdly
generated. The evaluators compute the message digest for each of the messages and ensure that the correct
result is produced when the messages are provided to the TSF.
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Short Messages TesByte-oriented Mode

The evaluators devise an input sensisting of m/8+1 messages, where m is the block length of the hash
algorithm. The length of the messages range sequentially from 0 to m/8 bytes, with each message being an
integral number of bytes. The message text shall be pseudorandomly generatedvallbaters compute the
message digest for each of the messages and ensure that the correct result is produced when the message
provided to the TSF.

Selected Long Messages TeBtt-oriented Mode

The evaluators devise an input set consisting of m ngsssavhere m is the block length of the hash algorithm.
The length of the ith message is 512 + 99*, where 1<= i<=m. The message text shall e pseudorandomly gegnerated,

The evaluators compute the message digest for each of the messages and ensure tloatdbieresult is
produced when the messages are provided to the TSF.

Selected Long Messages T€Byte-oriented Mode

The evaluators devise an input set consisting of m/8 messages, where m is the block length of the hash algprithm.
The length of the ith m&sage is 512 + 99*i, where 1<= i<=m. The message text shall e pseudorandomly gengrated.
The evaluators compute the message digest for each of the messages and ensure that the correct result is
produced when the messages are provided to the TSF.

Pseudorandmly Generated Messages Test

This test is for byt@riented implementations only. The evaluators randomly generate a seed that is n bits lor
where n is the length of the message digest produced by the hash function to be tested. The evaluators the
formulate a set of 100 messages and associated digests by following the algorithm provided in Figure 1 of [
The evaluators then ensure that the correct result is produced when the messages are provided to the TSF

This requirement is met by the TOE (MD&f\&r) and the TOE Platform (Server Platform) Hzeen CAVP tested.
Refer to the CAVP certificates identifiedirkK S  (TOBCASP Certificatés Section 1.1.2.

2.2.10 CRYPTOGRAPHIC OPERATION (HASHING ALGORITHMS )
(MDMAEP30:FCS COP.1(  2))

|2.2.10.1 MDMAEP30: FCS_COP.1.1(2)

TSS Assurance ActivitieNone Defined
Guidance Assurance ActivitieBlone Defined

Testing Assurance ActivitietNone Defined
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Component TSS Assurance Activiti@®equirement met by the platform

For each platform listed in the ST, the evaluatball examine the ST of the platform to ensure that the hash
function(s) claimed in that platform's ST contains the hash function(s) in the MDM Server's ST. The evaluator shall
also examine the TSS of the MDM Server's ST to verify that it describescticsuggported platform) how the hash
functionality is invoked for each digest size selected in the MDM Server's ST (it should be noted that this may be
through a mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will bigeidienti
in the TSS as part of this assurance activity).

Requirement met by the TOE

The evaluator shall check that the association of the hash function with other TSF cryptographic functions (1
example, the digital signature verification function) is docuteenn the TSSThe evaluator checks the AGD
documents to determine that any configuration that is required to be done to configure the functionality for tf
required hash sizes is present. The TSF hashing functions can be implemented in one of twd hefiet. mode
is the byteoriented mode. In this mode the TSF only hashes messages that are an integral number of bytes|i
length; i.e., the length (in bits) of the message to be hashed is divisible by 8. The second mode is the bitorig
mode. In this mde the TSF hashes messages of arbitrary length. As there are different tests for each mode,
indication is given in the following sections for the bitoriented vs. the byteoriented testmacs.

This requirement is met by the TOE (MDM Age8gction 6.2 stis that theMDM Agent component includes its
own OpenSSL (1.0.2h with FIPS) cryptogrdjiinary.

Section 6.2 of the Scludes Table 5 which identifies tapplicableCAVP certificateshich the MDM server,
Server Platform and MDM Agent have receivedS FSNJ (2 GKS GFrofS ac¢h9 /! £t
AAR which identifies the CAVP certificates.

Section 6.2 (MDMPP30:FCS_TLSC_EXT.1/MDMPP30:FCS_TLSS_EXT.1) of the ST indicates that the TLS cipher {
supported by both the MDM Servend the MDM Agent include either SK256 or SHA84.

Component Guidance Assurance Activiti€3ee TSS assurance activities above.

See TSS assurance activities above.

Component Testing Assurance Activitiebhe evaluator shall perform all of the followitests for each hash
algorithm implemented by the TSF and used to satisfy the requirements of this PP.

Short Messages TesBit-oriented Mode

The evaluators devise an input set consisting of m+1 messages, where m is the block length of the hash algorithm.
The length of the messages range sequentially from 0 to m bits. The message text shall be pseudorandomly
generated. The evaluators compute the message digest for each of the messages and ensure that the corre
result is produced when the messages arevinled to the TSF.

Short Messages TesByte-oriented Mode
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The evaluators devise an input set consisting of m/8+1 messages, where m is the block length of the hash
algorithm. The length of the messages range sequentially from 0 to m/8 bytes, with eachgadmsng an
integral number of bytes. The message text shall be pseudorandomly generated. The evaluators compute t
message digest for each of the messages and ensure that the correct result is produced when the message
provided to the TSF.

Selected_ong Messages TesBit-oriented Mode

The evaluators devise an input set consisting of m messages, where m is the block length of the hash algorithm.
The length of the ith message is 512 + 99*, where 1 <= i <= m. The message text shall be pseudorandomly
generated. The evaluators compute the message digest for each of the messages and ensure that the correct
result is produced when the messages are provided to the TSF.

Selected Long Messages T€Byte-oriented Mode

The evaluators devise an input set s@ting of m/8 messages, where m is the block length of the hash algorit
The length of the ith message is 512 + 8*99*i, where 1 <= i <= m/8. The message text shall be pseudorandg
generated. The evaluators compute the message digest for each of theages and ensure that the correct
result is produced when the messages are provided to the TSF.

Pseudorandomly Generated Messages Test

This test is for byteoriented implementations only. The evaluators randomly generate a seed that is n bits Io
where nis the length of the message digest produced by the hash function to be tested. The evaluators ther
formulate a set of 100 messages and associated digests by following the algorithm provided in Figure 1 of [
The evaluators then ensure that the cect result is produced when the messages are provided to the TSF.

This requirement is met by the TOE (MDM Agent) laassibeen CAVP tested. Refer to the CAVP certificates
identified ini K S  (TOBEASP Certifica¢és Section 1.1.2.

2.2.11 CRYPTOGRAPHIC OPER ATION (SIGNATURE ALGORITHMS )
(MDMPP30:FCS_COP.1(3))

| 2.2.11.1 MDMPP30: FCS_COP.1.1(3)

TSS Assurance ActivitieNone Defined
Guidance Assurance Activitieblone Defined
Testing Assurance ActivitietNone Defined

Component TSS Assurance Activiti@®equirement meby the platform

|
GSS Cssurance Activity Report Pagel18of 206 © 2019 Gossamer Security Solutions, Inc.
DocumentVID10934 All rights reserved.




Version 02, 01/08/2019

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the digital
signature functions claimed in that platform's ST contains the digital signature functions in the MDM Server's ST.
The evaluadr shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported
platform) how the digital signature functionality is invoked for each operation they are used for in the MDM $erver
(it should be noted that this may beribugh a mechanism that is not implemented by the MDM Server;
nonetheless, that mechanism will be identified in the TSS as part of this assurance activity).

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Pl&fotioh 6.2tates that
the TOE and its platform include and make use of available cryptographic modules to perform cryptographic
operations to support higher level functions (such as communication protoddle)MDM Server component
includes the Bouncy Castle (1.pctyptographic library (CMVP #3152) and also utilizes the Red Hat Enterprise
Linux OpenSSL Module 5.0 cryptographic functions available in its platform.

Section 6.2 of the Siicludes Table 5 which identifiapplicableCAVP certificateswhich the MDM sever, Server
Platform and MDM Agent have receivee.STSNJ (2 GKS Gl otS a¢h9 /1 +t [/ SNIAQA
which identifies the CAVP certificates.

O

Section 6.4 (MDMPP30:FMT_POL_EXT.1) of the ST states that the MDM Server providgsidigialpolicies
and policy updates to the MDM Agent. It uses the same certificate as that configured for TLS security.

Section 6.4 (MDMAEP30:FMT_POL_EXT.2) of the ST statdsethddM Agent only accepts policies and policy
updates that are digitallgigned by the Enterprise. The MDM Agent will only install policies if the gitining
certificate is deemed valid (i.e., the same certificate as that used for TLS communication with the MDM server).

Section 6.§MDMPP30:FPT_TST_EXdflhe ST stateshtat the MDM Server leverages its platform RPM Package
Manager (RPM) functions to verify the integrity of its own executable files duringugtarthe platform maintains

a database of all installed RPMs, including the TOE, and during boot each RPMesd eVittta 204&it RSA
signature and nowtonfiguration files inside each RPM are checked with-Z56*hashes.

Section 6.5 (MDMPP30:FPT_TUD_EXT.1) of the ST statekethdDM Server component of the TOE provides
functions to query and update the MDM Sensoftware version. When updating the MDM Server software, each
new update is installed as an RPM package and is verified using a Mobilelron digital signature prior to installation.

wtad INB aA3dySR 6A0GK Dt D 0O0Db! Q& is RIA204BSNRACRNASBigningkey a 0 A |
is RSA 4096. When a package is installed, RedHat/CentOS validate the PGP signature on the package. The R@M
includes digests of the files within the RPM. These digests are stored in a database on the system duag® pack

install. During boot, the contents of each file are verified against the stored digests.

The evaluator checked tH&edHat PlatformjJdocument and found that the digital signature function described in
Table 4 matches the digital signature function claimed in MDMPP30:FCS_COP.1(3). SectiofRedHae
Platform] document states that the logical interface to the cryptographic modsie Elanguage Application
Program Interface (API).

Component Guidance Assurance Activitiddéone Defined
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Component Testing Assurance ActivitidRequirement met by the TOE
ECDSA Algorithm Tests
ECDSA FIPS 18®&ignature Generation Test

For each supportedlIST curve (i.e. 256, P384 and F521) and SHA function pair, the evaluator shall generate
1024bit long messages and obtain for each message a public key and the resulting signature values R and
determine correctness, the evaluator shall uke signature verification function of a known good
implementation.

ECDSA FIPS 18@ignature Verification Test

For each supported NIST curve (i.e298, P384 and F521) and SHA function pair, the evaluator shall generate
set of 10 1024it messagepublic key and signature tuples and modify one of the values (message, public ke
signature) in five of the 10 tuples. The evaluator shall obtain in response a set of 10 PASS/FAIL values.

RSA Signature Algorithm Tests
Signature Generation Test

The evalator shall verify the implementation of RSA Signature Generation by the TOE using the Signature
Generation Test. To conduct this test the evaluator must generate or obtain 10 messages from a trusted ref
implementation for each modulus size/SHA conabion supported by the TSF. The evaluator shall have the T(
use their private key and modulus value to sign these messages.

The evaluator shall verify the correctness of the TSF's signature using a known good implementation and th
associated public keys verify the signatures.

Signature Verification Test

The evaluator shall perform the Signature Verification test to verify the ability of the TOE to recognize anoth
party's valid and invalid signatures. The evaluator shall inject errors into the tetsirggoroduced during the
Signature Verification Test by introducing errors in some of the public keys e, messages, IR format, and/or
signatures. The TOE attempts to verify the signatures and returns success or failure.

The evaluator shall use these tesictors to emulate the signature verification test using the corresponding
parameters and verify that the TOE detects these errors.

erence
DE

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platforn®dma@AVP tested.
Refer to the VP certificates identified in K S (TOBGASP Qertificates Section 1.1.2.
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2.2.12 CRYPTOGRAPHIC OPERATION (SIGNATURE ALGORITHMS )
(MDMAEP30:FCS_COP.1(  3))

|2.2.121 MDMAEP30: FCS_COP.1.1(3)

TSS Assurance Activitietdone Defined

Guidance Assurance ActivitieloneDefined

Testing Assurance ActivitietNone Defined

Component TSS Assurance Activiti®equirement met by the platform

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the digif
signature functions eimed in that platform's ST contains the digital signature functions in the MDM Server's

The evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported
platform) how the digital signature functionality invoked for each operation they are used for in the MDM Sefver

(it should be noted that this may be through a mechanism that is not implemented by the MDM Server;
nonetheless, that mechanism will be identified in the TSS as part of this assurancg)activit

This requirement is met by the TOE (MDM Agent).

Component Guidance Assurance Activitiddéone Defined

Component Testing Assurance Activitid®Requirement met by the TOE
ECDSA Algorithm Tests

ECDSA FIPS 18®&ignature Generation Test

For each supporig NIST curve (i.e.;56, RP384 and F521) and SHA function pair, the evaluator shall generate
1024bit long messages and obtain for each message a public key and the resulting signature values R and
determine correctness, the evaluator shall uke signature verification function of a known good
implementation.

ECDSA FIPS 18®&ignature Verification Test

For each supported NIST curve (i.e298, P384 and F521) and SHA function pair, the evaluator shall generate
set of 10 1024it messagepublic key and signature tuples and modify one of the values (message, public ke
signature) in five of the 10 tuples. The evaluator shall obtain in response a set of 10 PASS/FAIL values.

RSA Signature Algorithm Tests

Signature Generation Test

|
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The evalator shall verify the implementation of RSA Signature Generation by the TOE using the Signature
Generation Test. To conduct this test the evaluator must generate or obtain 10 messages from a trusted reference
implementation for each modulus size/SHA congtion supported by the TSF. The evaluator shall have the TOE

use their private key and modulus value to sign these messages.

The evaluator shall verify the correctness of the TSF's signature using a known good implementation and th
associated public keys verify the signatures.

Signature Verification Test

The evaluator shall perform the Signature Verification test to verify the ability of the TOE to recognize anoth
party's valid and invalid signatures. The evaluator shall inject errors into thedetsirs produced during the
Signature Verification Test by introducing errors in some of the public keys e, messages, IR format, and/or
signatures. The TOE attempts to verify the signatures and returns success or failure.

The evaluator shall use these testctors to emulate the signature verification test using the corresponding
parameters and verify that the TOE detects these errors.

This requirement is met by the TOE (MDM Agent) laaslbeen CAVP tested. Refer to the CAVP certificates
identified inthe t 6 fTOE @AVP Certifica¢és Section 1.1.2.

2.2.13 CRYPTOGRAPHIC OPERATION (K EYED HASH MESSAGE AUTHENTICATION )
(MDMPP30:FCS_COP.1(4))

|2.2.131 MDMPP30: FCS_COP.1.1(4)

TSS Assurance ActivitieMone Defined

Guidance Assurance ActivitieBlone Defined

Testing Assuranc@ctivities: None Defined

Component TSS Assurance Activiti@®equirement met by the platform

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that thbasy
function(s) claimed in that platform's $dntains the keyedhash function(s) in the MDM Server's ST. The
evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported
platform) how the keyeéhash functionality is invoked for each mode and key sizsctad in the MDM Server's S
(it should be noted that this may be through a mechanism that is not implemented by the MDM Server;
nonetheless, that mechanism will be identified in the TSS as part of this assurance activity).

Requirement met by the TOE

|
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The evaluator shall examine the TSS to ensure that it specifies the following values used by the HMAC function: key
length, hash function used, block size, and output MAC length used. Test For each of the supported parameter

sets, the evaluator shall compose 4é&ts of test data. Each set shall consist of a key and message data. The
evaluator shall have the TSF generate HMAC tags for these sets of test data. The resulting MAC tags shall be
compared to the result of generating HMAC tags with the same key ansiiy a known good implementation.

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Pl&atioh 6.2 states that

the TOE and its platform include and make use of available cryptographic modules to perform cryptographic
operations to support higher level functions (such as communication protoddig) MDM Server component
includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) and also utilizes the Red Hat Enterprise
Linux OpenSSL Module 5.0 cryptographic fiomst available in its platform.

Section 6.2 of the Siicludes Table 5 which identifies thgplicableCAVP certificatewhich the MDM server,

Server Platform and MDM Agent have receiv@the certificates cover the HMARHA256 and HMAGHA384
algorithnms with key length equal to output MAC length, hash function as identified in the specific HMAC algorithm,
and block size 512 for HMASHA256 and 1024 for HMAGHA384.

WSTFSNI G2 GKS GlrofS a¢h9 /! £t /[ SNI A EshheICAVP aettificatgs. { SO0 A

The evaluator checked tH&edHat PlatformjJdocument and found that the keyed hash message authentication
functions described in Table 4 matches the keyed hash message authentication functions claimed in
MDMPP30:FCS_COP.1(4xtfee 2 of the[RedHat Platformdocument states that the logical interface to the
cryptographic module is al@nguage Application Program Interface (API).

Component Guidance Assurance Activitiddéone Defined

Component Testing Assurance Activitidsor ech of the supported parameter sets, the evaluator shall compose
15 sets of test data. Each set shall consist of a key and message data. The evaluator shall have the TSF generate
HMAC tags for these sets of test data. The resulting MAC tags shall be edmpéne result of generating HMAQ
tags with the same key and IV using a known good implementation.

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platforo@em@A VP tested.
Refer to the CAVP certificates identifiediirkK S  (TOBGASP Certificatés Section 1.1.2.

2.2.14 CRYPTOGRAPHIC OPERATION (KEYED-HASH MESSAGE AUTHENTICATION )
(MDMAEP30:FCS_COP.1(  4))

|2.2.141 MDMAEP30: FCS_COP.L1( 4)

TSS Assurance ActivitieNone Defined

Guidance Assurance Activitieblone Defined
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TestingAssurance ActivitiesNone Defined
Component TSS Assurance Activiti®equirement met by the platform

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that thbdsy
function(s) claimed in that platforfm ST contains the keydthsh function(s) in the MDM Server's ST. The
evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported
platform) how the keyeéhash functionality is invoked for each mode and keg sielected in the MDM Server's §
(it should be noted that this may be through a mechanism that is not implemented by the MDM Server;
nonetheless, that mechanism will be identified in the TSS as part of this assurance activity).

Requirement met by the TOE

The evaluator shall examine the TSS to ensure that it specifies the following values used by the HMAC fungti
length, hash function used, block size, and output MAC length used.

This requirement is met by the TOE (MDM Ageftle MDM Agent componernicludes itsown OpenSSL (1.0.2h
with FIPS) cryptographiibrary.

Section 6.2 of the ST includes Table 5 which identifies the appliC&\® certificatewhich the MDM server,

Server Platform and MDM Agent have received. The certificates cover the SMAZ56 and HMAGHA384
algorithms with key length equal to output MAC length, hash function as identified in the specific HMAC algorithm,
and block size 512 for HMASHA256 and 1024 for HMAGHA384.

wSFSNI G2 GKS GF ot S d thol.2/ofthistAAR whibtliderEifleihe CA\EP ertificdtes{ S O A

Component Guidance Assurance Activiidéone Defined
Component Testing Assurance ActivitiRequirement met by the TSF

For each of the supported parameter sets, the evaluator shall composet&®f test data. Each set shall consis
of a key and message data. The evaluator shall have the TSF generate HMAC tags for these sets of test dg
resulting MAC tags shall be compared to the result of generating HMAC tags with the same keysang & u
known good implementation.

This requirement is met by the TOE (MDM Agent) andoeas CAVP tested. Refer to the CAVP certificates
identified inG K S  (TOBCASP Certificatés Section 1.1.2.

§2.2.15 HTTPS PrRotocoL (MDMPP30:FCS HTTPS_EXT.1)

|2.2.151 MDMPP 30:FCS_HTTPS_EXT.1.1

| TSS Assurance ActivitieNone Defined
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Guidance Assurance ActivitieBlone Defined

Testing Assurance Activitiedlone Defined

2.2.15.2 MDMPP30:FCS_HTTPS_EXT.1.2

TSS Assurance ActivitieNone Defined

Guidance Assurance ActivitieBlone Defined

Testing Assurance Activitie®one Defined

2.2.15.3 MDMPP30:FCS_HTTPS_EXT.1.3

TSS Assurance ActivitieNone Defined
Guidance Assurance Activitieblone Defined

Testing Assurance ActivitietNone Defined

Component TSS Assurance Activitidone Defined

ComponentGuidance Assurance ActivitieBlone Defined

Component Testing Assurance Activitiebest 1: The evaluator shall attempt to establish an HTTPS connectio
with a web server, observe the traffic with a packet analyzer, and verify that the connection suecekttat the
traffic is identified as TLS or HTTPS.

Other tests are performed in conjunction with the TLS evaluation activities.

Certificate validity shall be tested in accordance with testing performed for FIA_X509 EXT.1, and the evaluator
shall perform he following test:

Test 2: The evaluator shall demonstrate that using a certificate without a valid certification path results in an
application notification. Using the administrative guidance, the evaluator shall then load a valid certificate an
certification path, and demonstrate that the function succeeds. The evaluator then shall delete one of the
certificates, and show that the selection listed in the ST occurs.

Test 1.The MDM server acts as a TLS server for remote administration. The packet sdporeests performed
in FTP_TRP.1(Mere analyzed and showed that traffietween a remote administrator and the MDM server is
protected by HTTPS, using TLS version 1.2. The packet captures also show that theotiptairgext

Test 2 Thiss a diplication ofthe test performed for FIA_ X509 EXT.1, in which valid certificates and certificates
not having a valid certification path were used during a TLS connediease see FIA_X509 EXT.1
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J2.216 HTTPS PRrotocoL (MDMAEP30:FCS_HTTPS_EXT.1(1))

|2.2.161 MDMAEP30: FCS_HTTPS_EXT.1.1(1)

TSS Assurance ActivitieNone Defined

Guidance Assurance ActivitieBlone Defined

Testing Assurance Activitie®one Defined

2.2.16.2 MDMAEP30: FCS_HTTPS_EXT.1.2(1)

TSS Assurance ActivitieNone Defined
Guidance Assurance ActivitiebloneDefined

Testing Assurance Activitie®one Defined

2.2.16.3 MDMAEP30: FCS_HTTPS_EXT.1.3(1)

TSS Assurance Activitietdone Defined

Guidance Assurance ActivitieBlone Defined

Testing Assurance ActivitietNone Defined

Component TSS Assurance Activitid®ne Defined
Component Guidance Assurance Activiidéone Defined

Component Testing Assurance Activitiebest 1: The evaluator shall attempt to establish an HTTPS connectio
with a web server, observe the traffic with a packet analyzer, and verify thatdheection succeeds and that the
traffic is identified as TLS or HTTPS.

Other tests are performed in conjunction with the TLS evaluation activities.

Certificate validity shall be tested in accordance with testing performed for FIA_X509_EXT.1, and #terevalu
shall perform the following test:

Test 2: The evaluator shall demonstrate that using a certificate without a valid certification path results in an
application notification. Using the administrative guidance, the evaluator shall then load a vaiitta&riand
certification path, and demonstrate that the function succeeds. The evaluator then shall delete one of the
certificates, and show that the selection listed in the ST occurs.
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Test 1: TheTOEANdroid Agent acts aslTTP8lient forcommunicatirg with the MDM server. During a cheick
the TOE Agent communicates with the TOE MDM server with HTTPS traffic to initiate théncllesknload a
policy, and report back to the serveReview of the packet captures from tegterformed inFPT_ITT.1.dhow
that traffic between the client and the MDM server is protected by HTWMABh isbased upon TLS version 1.2,
The packet captures also show that the data is not plaintext.

Test 2: This is a duplicationtbk test performed for FIA_X509_EXT.lwhich valid certificates and certificates
not having a valid certification path were used during a TLS connection. Please see FIA_X509 EXT.1

B§2.2.17 ExTENDED :RANDOM BIT GENERATION (MDMPP30:FCS RBG EXT.1)

| 22171 MDMPP30:FCS_RBG_EXT.1.1

TSS Assurance ActivitieRequiement met by the platform

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the RB(
functions claimed in that platform's ST contains the RBG functions in the MDM Server's ST. The evaluator S
exanine the TSS of the MDM Server's ST to verify that it describes (for each supported platform) how the R
functionality is invoked for each operation they are used for in the MDM Server (it should be noted that this
be through a mechanism that is nobplemented by the MDM Server; nevertheless, that mechanism will be
identified in the TSS as part of this assurance activity).

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Pl&t#atioh 6.2 states that
the TOE and its atform include and make use of available cryptographic modules to perform cryptographic
operations to support higher level functions (such as communication protoddle)MDM Server component
includes the Bouncy Castle (1.0.1) cryptographic library (CR8¥52) and also utilizes the Red Hat Enterprise
Linux OpenSSL Module 5.0 cryptographic functions available in its platform.

Section 6.2 of the Siicludes Table 5 which identifies th@plicableCAVP certificatewhich the MDM server,
Server Platformand 5a ! 3Sy i KIFI @S NBOSAOGSR® wSTSNI (2 (GKS
AAR which identifies the CAVP certificates.

Section 6.2 (MDMPP30:FCS_RBG_ExfTtHg ST states that in the case of OpenSSL on the Server Platform, the
library provides an AE356 CTR_DRBG deterministic random bit generation that is seeded wihit38#
platform-based entropy with a security strength of 2b8s. In the case of Bouncy Castle, the MDM Server
implements a SH256 HMAG@RBG also seeded with 3B#s of platformbased entropy with a security strength

of 256bits.

The evaluator checked tH&edHat Platformjdocument and found that the RBG functions described in Table 4
match the RBG functions claimed in MDMPP30:FCS_RBG_EXT.1. SectiofRedtHaePlatformldocument
states that the logical interface to the cryptographic module islanQuage Application Program Interface (API).
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