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1.  INTRODUCTION  

This document presents evaluations results of the MobileIron Platform MDMPP30/MDMAEP30 evaluation.  This 

document contains a description of the assurance activities and associated results as performed by the evaluators. 

1.1  EQUIVALENCE  

This section presents explains why the test subset was adequate to address all product installations. 

1.1.1  SOFTWARE EQUIVALENCE  

The TOE is the MobileIron Platform consisting of the following software components 

¶ MobileIron Core, Version 10.0.1.0 

¶ MobileIron Client ς Mobile@Work for Android, Version 10.0.1.0 

MobileIron Core is a server based on a CentOS 7.4 Linux operating system (OS) with Apache 2.4 (or later) that runs 

on an Intel x64 architecture server platform.  MobileIron supports the MobileIron Core operating on one physical 

server appliance that they distribute (Mobile Iron M2600) as well as virtual deployments in VMWare ESXi (5.1, 5.5, 

or 6.0) and Microsoft Hyper-V (Server 2008 R2 or Server 2012 R2).   

The MobileIron Core server also supports enrollment and the subsequent management of Apple iPad and iPhone 

Mobile Devices with iOS 11.2, though there are no security functions claimed for the iOS device agent itself.  The 

iOS MDM agent has already been evaluated on Apple iPad and iPhone Mobile Devices with iOS 11.2 (NIAP VID 

10851). 

The MobileIron Client consists of apps deployed on Android mobile devices. These components are identified as the 

άa5a !ƎŜƴǘέΦ  The following devices are supported in the evaluated configuration: 

¶ Samsung Galaxy Devices on Android 8: Samsung Galaxy S8, S8+, S8 Active, Note 8, S9 and S9+. 

¶ Samsung Galaxy Devices on Android 7.1: Samsung Galaxy Note8 and Tab Active 2. 

¶ Samsung Galaxy Devices with Android 7: Samsung Galaxy S6, S6 Active, S6 Edge, S6 Edge+, Note 5, S7, S7 

Active, S7 Edge, S8, S8 Active, S8+, and Tab S3. 

 

MobileIron Core (MDM Server) 

The same CentOS 7.4 Linux operating system is used on hardware or virtual hardware devices.  All of these 

platforms (both physical and virtual) utilize a 64-bit Intel architecture CPU, with one or more Ethernet network 

adapters.   

The same MDM server software is installed on all of the platforms.  All of the security functions provided by the 

TOE are implemented in software. Thus, all TOE security behavior is the same on all the MDM Server platforms for 

each of the SFRs defined by the MDMPP30. The only differences between using a virtual machine running on 

identical hardware as the physical appliance is that the virtual machine may not be able to take advantage of CPU-

level optimizations, depending on the host environment, that do not affect security relevant behavior.  
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The evaluators ran the entire test suite on the virtual hardware provided by the Microsoft Hyper-V on Windows 

Server 2012 R2.  A sampling of test cases was repeated on the physical M2600 hardware appliance.  The test 

procedures were based on the available guidance and proved to be identical in each case. Similarly, the results 

prove to be identical in each case. This further substantiates that the underlying hardware features did not have 

any bearing on the security claims.  

Mobile@Work (MDM Agent) 

All testing was performed using a Samsung Galaxy S9+ mobile device.  A subset of the test cases, most notably the 

application of policies required by FMT_SMF.1(1), was exercised for many of the other claimed client devices.  

Those clients that were tested to ensure they accepted the policies required by FMT_SMF.1(1) are as follows: 

¶ Samsung Galaxy S9+ with Android 8 

¶ Samsung Galaxy S7 Edge with Android 8 

¶ Samsung Galaxy S8 With Android 8 

¶ Samsung Galaxy Note 8 with Android 7.1 

¶ Samsung Galaxy Tab S3 with Android 7 

Throughout testing, the evaluator found that there were no apparent differences between how the server treats 

different Android devices. Additionally, the evaluator saw no difference in the behavior for how the TOE server 

interacts with different Operating Systems used by the Agent Platform (Android, iOS) except for policy application 

and reporting back device warnings/errors which the evaluator tested separately and included results for both 

cases.   

 

1.1.2  CAVP  CERTIFICATE EQUIVALENCE  

The TOE has cryptographic algorithms that have been validated according to the National Institute of Standards 

and Technology (NIST) Cryptographic Algorithm Validation Program (CAVP).  As a result, the evaluator is relying on 

the CAVP validation results to address test assurance activities for the following security functional requirements: 

¶ MDMPP30:FCS_CKM.1 

¶ MDMPP30:FCS_CKM.2 

¶ MDMAEP30:FCS_CKM.1 

¶ MDMAEP30:FCS_CKM.2 

¶ MDMPP30:FCS_COP.1(1) 

¶ MDMAEP30:FCS_COP.1(1) 

¶ MDMPP30:FCS_COP.1(2) 

¶ MDMAEP30:FCS_COP.1(2) 

¶ MDMPP30:FCS_COP.1(3) 

¶ MDMAEP30:FCS_COP.1(3) 

¶ MDMPP30:FCS_COP.1(4) 

¶ MDMAEP30:FCS_COP.1(4) 



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 8 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

¶ MDMPP30:FCS_RBG_EXT.1 

¶ MDMAEP30:FCS_RBG_EXT.1 

 

The TOE and its platform include and make use of available cryptographic modules to perform cryptographic 

operations to support higher level functions (such as communication protocols).  

¶ The MDM Server component includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152), 

operating in the Java SE Runtime Environment 8 

¶ The MDM Server also utilizes the Red Hat Enterprise Linux OpenSSL Module 5.0 (CMVP #3016) 

cryptographic functions available in its platform.  

¶ The MDM Agent component includes its own OpenSSL (1.0.2h with FIPS) cryptographic library  

The MobileIron Core (MDM Server) is based on a CentOS 7.4 Linux operating system (OS) that runs on an Intel x64 

architecture server platform.   

The CAVP certificates claimed for the MobileIron Agent were obtained specifically for this evaluation and include 

all currently evaluated hardware platforms claimed by the Security Target. 

The CAVP certificates claimed for the Server platform (as listed ƛƴ ǘƘŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ǘŀōƭŜ ōŜƭƻǿ), 

identify the Red Hat Enterprise Linux OpenSSL Module 5.0 on an Intel Xeon E5 CPU on Red Hat Enterprise Linux 

(RHEL) 7.4 operating system. The Server Platform uses the same unmodified Red Hat Enterprise Linux OpenSSL 

Module 5.0 library as that identified by the CAVP certificates and the M2600 appliances are based on a CentOS 7.4 

Linux OS running on Intel Xeon E5 CPUs.  The TOE implementation of CentOS 7.4 is a source recompile of RHEL 7.4, 

therefore, CentOS and RHEL are equivalent.   

The CAVP certificates claimed for the MDM Server (ŀǎ ƭƛǎǘŜŘ ƛƴ ǘƘŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ǘŀōƭŜ ōŜƭƻǿ), identify the 

Bouncy Castle FIPS Java API 1.0.1 on Intel Xeon X5670 w/ Java SE Runtime Environment 8 on Red Hat Enterprise Linux 

7.3 on VMware ESXi 5.5.  The MDM Server uses the same unmodified Bouncy Castle cryptographic library version 

and the same Java SE Runtime Environment 8 as identified by the CAVP certificates.  The MDM server also uses an 

equivalent Intel x64 based processor from the same Intel Xeon family of processors.  As noted previously, the MDM 

ǎŜǊǾŜǊΩǎ /Ŝƴǘh{ тΦп ƛǎ ŜǉǳƛǾŀƭŜƴǘ ǘƻ wI9[ тΦп ŀƴŘ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜ ōŜǘǿŜŜƴ ǘƘŜ wI9[ тΦп ŀƴŘ wI9[ тΦо ƛǎ Ƨǳǎǘ ŀ ƳƛƴƻǊ 

release change which is allowed by policy.   

The ST indicates that the TOE supports the virtual deployments on VMWare ESXi (5.1, 5.5, or 6.0) and Microsoft 

Hyper-V (Server 2008 R2 or Server 2012 R2), whereas the CAVP certificates only identify VMware ESXi 5.5. VMWare 

ESXi 5.1 is just a minor version release change.  Although the numbering implies a major version change, the 

differences between ESXi 5.5 and 6.0 also represent minor version variations.  These variations are related to 

performance only.  ESXi 6.0 supports more RAM (memory) per host, more processors per host, etc.  Similarly, the 

differences between ESXi and Microsoft Hyper-V are related to memory, performance and scalability.  These 

differences are not relevant since the hardware platforms included in the evaluation do not make use of these 

differences between the ESXi versions and the Hyper-± ǾŜǊǎƛƻƴǎ ŀƴŘ ǘƘŜǊŜ ƛǎ ƴƻ ŜŦŦŜŎǘ ƻƴ ǘƘŜ ¢h9Ωǎ ŎǊȅǇǘƻƎǊŀǇƘƛŎ 

ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ǿƘƛŎƘ ƛǎ ŜȄŀŎǘƭȅ ǘƘŜ ǎŀƳŜ ŀŎǊƻǎǎ ŀƭƭ ǇƭŀǘŦƻǊƳǎΦ  ¢Ƙƛǎ ƛǎ ŦǳǊǘƘŜǊ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ŦŀŎǘ ǘƘŀǘ WŀǾŀΩǎ 

virtual machine aƴŘ άǿǊƛǘŜ ƻƴŎŜ Ǌǳƴ ŀƴȅǿƘŜǊŜέ ƴŀǘǳǊŜ ŜƴŀōƭŜǎ ŀƴ ŜȄǇŀƴǎƛǾŜ ǎŜǘ ƻŦ ŎƻƳǇŀǘƛōƭŜ ƻǊ ŜǉǳƛǾŀƭŜƴǘ 



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 9 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

platforms.  The Bouncy Castle 1.0.1 library is a JAVA software library that is identical when moved between hardware 

and operating system environments. It is not just unchanged, but it is the same bytecode.   

The available cryptographic functions and their CAVP certificates are identified in the table below: 

 

TOE CAVP Certificates 

Requirement Component Function Details 
FIPS 

Algorithm 
Certificate 

MDMPP30:FCS_CKM.2 MDM 
Server 

generate asymmetric 
cryptographic keys 
used for key 
establishment 

 bL{¢ {ǇŜŎƛŀƭ tǳōƭƛŎŀǘƛƻƴ 
800-56A, 
άwŜŎƻƳƳŜƴŘŀǘƛƻƴ ŦƻǊ tŀƛǊ-
Wise Key Establishment 
Schemes Using Discrete 
[ƻƎŀǊƛǘƘƳ /ǊȅǇǘƻƎǊŀǇƘȅέ 
for finite field-based key 
establishment schemes  

 NIST Special Publication 
800-56A, 
άwŜŎƻƳƳŜƴŘŀǘƛƻƴ ŦƻǊ tŀƛǊ-
Wise Key Establishment 
Schemes Using Discrete 
[ƻƎŀǊƛǘƘƳ /ǊȅǇǘƻƎǊŀǇƘȅέ 
for elliptic curve-based key 
establishment schemes and 
ƛƳǇƭŜƳŜƴǘƛƴƎ άbL{¢ 
ŎǳǊǾŜǎέ t-256, P-384 and 
[P-521] (as defined in FIPS 
PUB 186-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘέύ 

 bL{¢ {ǇŜŎƛŀƭ tǳōƭƛŎŀǘƛƻƴ 
800-56B, 
άwŜŎƻƳƳŜƴŘŀǘƛƻƴ ŦƻǊ tŀƛǊ-
Wise Key Establishment 
Schemes Using Integer 
Factorization 
/ǊȅǇǘƻƎǊŀǇƘȅέ ŦƻǊ w{!-
based key establishment 
schemes 

RSA- 
Vendor 
affirmed as 
no CAVP 
test exists 

ECDSA 
#1191 

KAS #135 

MDMPP30:FCS_CKM.2 Server 
Platform 

generate asymmetric 
cryptographic keys 
used for key 
establishment 

 bL{¢ {ǇŜŎƛŀƭ tǳōƭƛŎŀǘƛƻƴ 
800-56A, 
άwŜŎƻƳƳŜƴŘŀǘƛƻƴ ŦƻǊ tŀƛǊ-
Wise Key Establishment 
Schemes Using Discrete 
[ƻƎŀǊƛǘƘƳ /ǊȅǇǘƻƎǊŀǇƘȅέ 

RSA- 
Vendor 
affirmed as 
no CAVP 
test exists 
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Requirement Component Function Details 
FIPS 

Algorithm 
Certificate 

for finite field-based key 
establishment schemes  

 bL{¢ {ǇŜŎƛŀƭ tǳōƭƛŎŀǘƛƻƴ 
800-56A, 
άwŜŎƻƳƳŜƴŘŀǘƛƻƴ ŦƻǊ tŀƛǊ-
Wise Key Establishment 
Schemes Using Discrete 
[ƻƎŀǊƛǘƘƳ /ǊȅǇǘƻƎǊŀǇƘȅέ 
for elliptic curve-based key 
establishment schemes and 
ƛƳǇƭŜƳŜƴǘƛƴƎ άbL{¢ 
cǳǊǾŜǎέ t-256, P-384 and 
[P-521] (as defined in FIPS 
PUB 186-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘέύ 

 bL{¢ {ǇŜŎƛŀƭ tǳōƭƛŎŀǘƛƻƴ 
800-56B, 
άwŜŎƻƳƳŜƴŘŀǘƛƻƴ ŦƻǊ tŀƛǊ-
Wise Key Establishment 
Schemes Using Integer 
Factorization 
/ǊȅǇǘƻƎǊŀǇƘȅέ ŦƻǊ w{!-
based key establishment 
schemes 

ECDSA 
#1144, 1150 

CVL #1298, 
1318 

MDMPP30:FCS_CKM.1 MDM 
Server 

generate asymmetric 
cryptographic keys 
used for 
authentication 

 CLt{ t¦. мус-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘ ό5{{ύέΣ 
Appendix B.4 for ECDSA 
schemes and implementing 
άbL{¢ ŎǳǊǾŜǎέ t-256, P-384 
and [P-521]; 

 CLt{ t¦. мус-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘ ό5{{ύέΣ 
Appendix B.1 for FFC 
schemes  

ECDSA 
#1191 

DSA #1279 

MDMPP30:FCS_CKM.1 Server 
Platform 

generate asymmetric 
cryptographic keys 
used for 
authentication 

 CLt{ t¦. мус-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘ ό5{{ύέΣ 
Appendix B.3 for RSA 
schemes; 

 CLt{ t¦. мус-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘ ό5{{ύέΣ 
Appendix B.4 for ECDSA 
schemes and implementing 

RSA #2535, 
2546 

ECDSA 
#1144, 1150 

DSA #1228, 
1237  
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Requirement Component Function Details 
FIPS 

Algorithm 
Certificate 

άbL{¢ ŎǳǊǾŜǎέ t-256, P-384 
and [P-521]; 

 CLt{ t¦. 186-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘ ό5{{ύέΣ 
Appendix B.1 for FFC 
schemes  

MDMAEP30:FCS_CKM.2 MDM Agent generate asymmetric 
cryptographic keys 
used for key 
establishment 

 bL{¢ {ǇŜŎƛŀƭ tǳōƭƛŎŀǘƛƻƴ 
800-56A, 
άwŜŎƻƳƳŜƴŘŀǘƛƻƴ ŦƻǊ tŀƛǊ-
Wise Key Establishment 
Schemes Using Discrete 
[ƻƎŀǊƛǘƘƳ /ǊȅǇǘƻƎǊŀǇƘȅέ 
for finite field-based key 
establishment schemes  

 bL{¢ {ǇŜŎƛŀƭ tǳōƭƛŎŀǘƛƻƴ 
800-56A, 
άwŜŎƻƳƳŜƴŘŀǘƛƻƴ ŦƻǊ tŀƛǊ-
Wise Key Establishment 
Schemes Using Discrete 
[ƻƎŀǊƛǘƘƳ /ǊȅǇǘƻƎǊŀǇƘȅέ 
for elliptic curve-based key 
establishment schemes and 
ƛƳǇƭŜƳŜƴǘƛƴƎ άbL{¢ 
ŎǳǊǾŜǎέ t-256, P-384 and 
[P-521] (as defined in FIPS 
PUB 186-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘέύ 

ECDSA 
#1549 

CVL #2087 

 

MDMAEP30:FCS_CKM.1 MDM Agent generate asymmetric 
cryptographic keys 
used for 
authentication 

 CLt{ t¦. мус-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘ ό5{{ύέΣ 
Appendix B.4 for ECDSA 
schemes and implementing 
άbL{¢ ŎǳǊǾŜǎέ t-256, P-384 
and [P-521]; 

 CLt{ t¦. мус-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘ ό5{{ύέΣ 
Appendix B.1 for FFC 
schemes  

ECDSA 
#1549 

DSA #1466 

MDMPP30:FCS_COP.1(3) MDM 
Server 

cryptographic 
signature services 

 w{! 5ƛƎƛǘŀƭ {ƛƎƴŀǘǳǊŜ 
Algorithm (RSA) with a key 
size (modulus) of 2048 bits 
or greater that meets FIPS 
PUB 186-2 or FIPS PUB 186-

RSA #2602 

ECDSA 
#1191 
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Requirement Component Function Details 
FIPS 

Algorithm 
Certificate 

пΣ ά5ƛƎƛǘŀƭ Signature 
{ǘŀƴŘŀǊŘέΣ 

 9ƭƭƛǇǘƛŎ /ǳǊǾŜ 5ƛƎƛǘŀƭ 
Signature Algorithm 
(ECDSA) with a key size of 
256 bits or greater] that 
meets FIPS PUB 186-4, 
ά5ƛƎƛǘŀƭ {ƛƎƴŀǘǳǊŜ 
{ǘŀƴŘŀǊŘέ ǿƛǘƘ άbL{¢ 
ŎǳǊǾŜǎέ t-256, P-384 and 
[P-521] (as defined in FIPS 
PUB 186-пΣ ά5ƛƎƛǘŀƭ 
SiƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘέύΣ 

MDMPP30:FCS_COP.1(3)  Server 
Platform 

cryptographic 
signature services 

 w{! 5ƛƎƛǘŀƭ {ƛƎƴŀǘǳǊŜ 
Algorithm (RSA) with a key 
size (modulus) of 2048 bits 
or greater that meets FIPS 
PUB 186-2 or FIPS PUB 186-
4, ά5ƛƎƛǘŀƭ {ƛƎƴŀǘǳǊŜ 
{ǘŀƴŘŀǊŘέΣ 

 9ƭƭƛǇǘƛŎ /ǳǊǾŜ 5ƛƎƛǘŀƭ 
Signature Algorithm 
(ECDSA) with a key size of 
256 bits or greater] that 
meets FIPS PUB 186-4, 
ά5ƛƎƛǘŀƭ {ƛƎƴŀǘǳǊŜ 
{ǘŀƴŘŀǊŘέ ǿƛǘƘ άbL{¢ 
ŎǳǊǾŜǎέ t-256, P-384 and 
[P-521] (as defined in FIPS 
PUB 186-пΣ ά5igital 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘέύΣ 

RSA #2535, 
2546 

ECDSA 
#1144, 1150 

MDMPP30:FCS_COP.1(4) MDM 
Server 

keyed-hash message 
authentication 

HMAC-SHA-256, HMAC-
SHA-384, HMAC-SHA-512 
with key length equal to 
output MAC length, hash 
function as identified in the 
specific HMAC algorithm, 
and block size 512 for 
HMAC-SHA-256 and 1024 
for HMAC-SHA-384 and 
HMAC-SHA-512 

HMAC 
#3170 

MDMPP30:FCS_COP.1(4) Server 
Platform 

keyed-hash message 
authentication 

HMAC-SHA-256, HMAC-
SHA-384, HMAC-SHA-512 

HMAC 
#3076, 
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Requirement Component Function Details 
FIPS 

Algorithm 
Certificate 

with key length equal to 
output MAC length, hash 
function as identified in the 
specific HMAC algorithm, 
and block size 512 for 
HMAC-SHA-256 and 1024 
for HMAC-SHA-384 and 
HMAC-SHA-512 

3090, 3107, 
3110 

MDMPP30:FCS_COP.1(1)  MDM 
Server 

encryption/decryption  !9{-CBC (as defined in 
NIST SP 800-38A) mode, 

 !9{-GCM (as defined in 
NIST SP 800-38D) 

AES #4759 

MDMPP30:FCS_COP.1(1) Server 
Platform 

encryption/decryption  !9{-CBC (as defined in 
NIST SP 800-38A) mode, 

 !9{-GCM (as defined in 
NIST SP 800-38D) 

AES #4644, 
4666, 4695, 
4698 

MDMPP30:FCS_COP.1(2) MDM 
Server 

cryptographic hashing SHA-256, SHA-384, SHA-
512 

SHS #3901 

MDMPP30:FCS_COP.1(2) Server 
Platform 

cryptographic hashing SHA-256, SHA-384, SHA-
512 

SHS #3807, 
3823, 3842, 
3845 

MDMAEP30:FCS_COP.1(3)
  

MDM Agent cryptographic 
signature services 

 w{! 5ƛƎƛǘŀƭ {ƛƎƴŀǘǳǊŜ 
Algorithm (RSA) with a key 
size (modulus) of 2048 bits 
or greater that meets FIPS 
PUB 186-2 or FIPS PUB 186-
пΣ ά5ƛƎƛǘŀƭ {ƛƎƴŀǘǳǊŜ 
{ǘŀƴŘŀǊŘέΣ 

 9ƭƭƛǇǘƛŎ /ǳǊǾŜ 5ƛƎƛǘŀƭ 
Signature Algorithm 
(ECDSA) with a key size of 
256 bits or greater] that 
meets FIPS PUB 186-4, 
ά5ƛƎƛǘŀƭ {ƛƎƴŀǘǳǊŜ 
{ǘŀƴŘŀǊŘέ ǿƛǘƘ άbL{¢ 
ŎǳǊǾŜǎέ t-256, P-384 and 
[P-521] (as defined in FIPS 
PUB 186-пΣ ά5ƛƎƛǘŀƭ 
{ƛƎƴŀǘǳǊŜ {ǘŀƴŘŀǊŘέύΣ 

RSA #3068 

ECDSA 
#1549 
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Requirement Component Function Details 
FIPS 

Algorithm 
Certificate 

MDMAEP30:FCS_COP.1(4) MDM Agent keyed-hash message 
authentication 

HMAC-SHA-256, HMAC-
384 with key length equal 
to output MAC length, hash 
function as identified in the 
specific HMAC algorithm, 
and block size 512 for 
HMAC-SHA-256 and 1024 
for HMAC-SHA-384 

HMAC 
#3797 

MDMAEP30:FCS_COP.1(1) MDM Agent encryption/decryption  !9{-CBC (as defined in 
NIST SP 800-38A) mode, 

 !9{-GCM (as defined in 
NIST SP 800-38D) 

AES #5700 

MDMAEP30:FCS_COP.1(2)
  

MDM Agent cryptographic hashing SHA-256, SHA-384 SHS # 4570 

MDMPP30:FCS_RBG_EXT.1 Server 
Platform 

RBG AES-256 CTR_DRBG DRBG# 
1567, 1578, 
1593, 1596 

MDMPP30:FCS_RBG_EXT.1 MDM 
Server 

RBG SHA-256 HMAC-DRBG DRBG# 
1636 

MDMAEP30:FCS_RBG_EXT.1 MDM Agent RBG AES-256 CTR_DRBG DRBG# 
2311 

 

Note that all platforms in the evaluated configuration have been subject to CAVP testing and share the same 

cryptographic libraries. As such, it is concluded that the cryptographic functions are equivalent despite any model 

differences. 

1.2  REFERENCES  

The following evidence was used to complete the Assurance Activities: 

¶ MobileIron Platform (MDMPP30 and MDMAEP30) Security Target, Version 0.8, 01/04/2019 (ST) 

¶ MobileIron Core and Android and iOS Client Mobile Device Management Protection Profile Guide, Version 

1.1, January 10, 2019 [PP-Guide] 

¶ Getting Started with MobileIron Core 10.0.0.0, July 20, 2018 [GetStart] 

¶ MobileIron Core 10.0.0.0 Device Management Guide for Android and Android enterprise Devices, June 29, 

2018 [DevMgt ς Android] 

¶ MobileIron Core 10.0.0.0 Device Management Guide for iOS and macOS Devices, June 29, 2018 [DevMgt ς 

iOS] 

¶ MobileIron Core 10.0.0.0 System Manager Guide, June 6, 2018 [SysMgr] 
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¶ MobileIron Core 10.0.0.0 Apps@Work Guide, June 6, 2018 [Apps@Work] 

¶ MobileIron Core and Connector 10.0.1.0 Release and Upgrade Notes, November 15, 2018 [Release] 

¶ MobileIron Core 10.0.0.0 AppConnect and AppTunnel Guide, June 13, 2018 [AppConnect] 

¶ MobileIron Core Delegated Administration Guide 10.0.0.0, June 12, 2018 [Admin] 

¶ MobileIron Core 9.7.0.0 Command Line Interface (CLI) Reference, March 7, 2018 [CLI] 

¶ On-Premise Installation Guide for MobileIron Core and Enterprise Connector 10.0.0.0, June 20, 2018 

[Install] 

¶ Samsung Electronics Co., Ltd. Samsung Galaxy Devices on Android 8 (MDFPP31/WLANCEP10/VPNC21) 

Security Target, Version 0.4, 05/15/2018 https://www.niap-ccevs.org/MMO/Product/st_vid10898-st.pdf 

[Samsung Platform-ST Android 8] 

¶ Samsung Electronics Co., Ltd. Samsung Galaxy Devices on Android 7.1 (MDFPP31/WLANCEP10) Security 

Target, Version 0.7, 2017/11/15 https://www.niap-ccevs.org/Product/Compliant.cfm?PID=10849 

[Samsung Platform-ST Android 7.1] 

¶ Samsung Electronics Co., Ltd. Samsung Galaxy Devices on Android 7 (MDFPP31/WLANCEP10) Security 

Target, Version 0.3, 05/30/2017   https://www.niap-ccevs.org/MMO/Product/st_vid10809-st.pdf 

[Samsung Platform-ST Android 7] 

¶ All three Samsung Platform STs [Samsung Platform STs] 

¶ Red Hat Enterprise Linux OpenSSL Cryptographic Module v5.0 and Red Hat Enterprise Linux OpenSSL 

Cryptographic Module v6.0 (CMVP #3016) FIPS 140-2 Non-proprietary Security Policy, Version 1.2, Last 

Update: 2018-02-19 https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-

program/documents/security-policies/140sp3016.pdf [RedHat Platform] 

 

The following are the relevant protection profiles and extended packages used for this evaluation: 

o Protection Profile for Mobile Device Management, Version 3.0, 21 November 2016 (MDMPP30) 
with the following NIAP TDs applied: TD0163, TD0212, TD0231, TD0232, TD0234, TD0267, 
TD0304, TD0305, and TD0318 

o Extended Package for Mobile Device Management Agents, Version 3.0, 21 November 2016 
(MDMAEP30) with the following NIAP TD applied: TD0237 

 

 

 

https://www.niap-ccevs.org/MMO/Product/st_vid10898-st.pdf
https://www.niap-ccevs.org/Product/Compliant.cfm?PID=10849
https://www.niap-ccevs.org/MMO/Product/st_vid10809-st.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp3016.pdf
https://csrc.nist.gov/CSRC/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp3016.pdf
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2.  PROTECTION PROFILE SFR  A SSURANCE A CTIVITIES  

This section of the AAR identifies each of the assurance activities included in the claimed Protection Profiles and 

describes the findings in each case. 

2.1  SECURITY AUDIT (FAU)  

 

2.1.1  SERVER A LERTS  (MDMPP30:FAU_ALT_EXT.1)  

 

2.1.1.1  MDMPP30:FAU_ALT_EXT.1.1  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: The evaluator shall examine the TSS and verify that it describes how the 

alert system is implemented. The evaluator shall also verify that a description of each assigned event is provided in 

the TSS. 

Section 6.1 of the ST indicates that the TOE can alert administrators based upon values in the device configuration 

database including newly enrolled devices and failed policy deployment. While a device could effectively be 

unenrolled by being factory reset, there is no explicit unenroll function available to the MDM Agent, though a mobile 

device can be retired (and hence unenrolled) at the MDM Server. Alerts can be configured and can be displayed on 

the administrator console, be sent to a configured e-mail address, text (SMS), or a push notification to a configured 

device.  

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: For each MDM Agent/platform listed as supported in the ST: 

Test 1: The evaluator shall enroll a device and ensure that the MDM server alerts the administrator of the change 

in enrollment status. The evaluator shall unenroll (retire) a device and ensure that the MDM server alerts the 

administrator of the change in enrollment status. 

Test 2: The evaluator shall configure policies, which the MDM agent should not be able to apply. These policies 

shall include: 

.. a setting which is configurable on the MDM Server interface but not supported by the platform on which the 

MDM Agent runs, if any such settings exist 

.. a valid configuration setting with an invalid parameter, which may require manual modification of the policy 

prior to transmission to the device  
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The evaluator shall deploy such policies and verify that the MDM server alerts the administrator about the failed 

application of the policy. 

Test 3: (Conditional) The evaluator shall trigger each of the events listed and ensure that the MDM Server alerts 

the administrator. 

Test 1: The evaluator configured the TOE to connect to an external SMTP server as per the ǎŜŎǘƛƻƴ άExporting 

device status eventsέ ƛƴ the [PP-Guide].  After testing the connection to the SMTP server, the evaluator configured 

alerts and proceeded to enroll and unenroll a device.  The evaluator observed that the alerts were properly 

generated in response to the action performed. 

Test 2: The evaluator configured policies as defined below and ensured that the failure condition was detected and 

an alert was sent to the administrator using the configured methods. 

1. Configure a policy that is not supported by the platform and verify that the MDM server alerts the 

administrator. 

2. Manually modify a policy prior to transmission to the device such that it contains a valid configuration 

variable with an invalid value, then verify that the MDM server alerts the administrator. 

Test 3 was not performed as there were no additional events beyond those tested by the preceding test cases. 

 

2.1.2  A GENT A LERTS  (MDMAEP30:FAU_ALT_EXT.2)  

 

2.1.2.1  MDMAEP30:FAU_ALT_EXT.2.1  

TSS Assurance Activities: The evaluator shall examine the TSS and verify that it describes how the alerts are 

implemented. 

The evaluator ensures that the TSS describes how the candidate policy updates are obtained; and the actions that 

take place for successful (policy update installed) and unsuccessful (policy update not installed) cases. The 

software components that are performing the processing must also be identified in the TSS and verified by the 

evaluator. 

The evaluator also ensures that the TSS describes how reachability events are implemented, and if configurable 

are selected in FMT_SMF_EXT.3.2. The evaluator verifies that this description clearly indicates who (MDM Agent or 

MDM Server) initiates reachability events. 

Section 6.1 of the ST states that alerts can be configured and can be displayed on the administrator console, be sent 

to a configured e-mail address, text (SMS), or a push notification to a configured device.  The TOE supports the ability 

to periodically synchronize the MDM Server and MDM Agents. The synchronization includes retrieving information 

about the policies that are installed, thereby ensuring the MDM Server is informed about which policies have been 
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applied. The MDM Server can force a check-in (ie. synchronization) at any time and that would serve to determine 

MDM Agent connectivity status.  

When a mobile device checks in, the mobile device performs a compliance check based on configured policies. If any 

of the settings have not been reported to and acknowledged by the MDM server, the mobile device reports those 

changes. Hence, if something happens, such as a network disruption, that prevents the MDM server from receiving 

the mobile device compliance information or prevents the mobile device from receiving an acknowledgement from 

the MDM server, that information will be sent the next time the device connects until it is finally acknowledged. 

Section 6.4 of the ST further describes how the candidate policy updates are obtained and processed. When the 

MDM Agent checks in with the MDM server, the MDM server will send any policy or policy updates to the MDM 

agent via a secure TLS channel if the policy or policy update has not yet been applied by the MDM agent. When the 

MDM agent receives the policy or policy update, it creates a SHA-256 hash of its contents (less the signed hash), 

verifies the hash matches and then verifies that the hash was signed using the same MDM server portal certificate 

that was used to receive the policy or policy update.  The MDM agent will only install policies and policy updates if 

both the hash matches and the hash was signed by the expected certificate.  If the verification fails, the policy or 

policy update is discarded and an alert is sent to the MDM server.  This process is repeated during the next checking 

since the policy current on the MDM server has not been applied.   

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: Test 1: The evaluator shall perform a policy update from the test environment MDM 

server. The evaluator shall verify the MDM Agent accepts the update, makes the configured changes, and reports 

the success of the policy update back to the MDM Server. 

Test 2: The evaluator shall perform each of the actions listed in FAU_ALT_EXT.1.1 and verify that the alert does in 

fact reach the MDM Server. 

Test 3: The evaluator shall configure the MDM Agent to perform a network reachability test, both with and 

without such connectivity and ensure that results reflect each. 

Test 1:  The evaluator configured a policy and applied it to the label used by the test device so that it would be 

pushed to the phone and downloaded on the next check-in.  The evaluator checked in with the mobile device and 

confirmed that both the Agent and Server updated their times for the last client check-in and the agent reported 

back to the server that the policy was applied.     

Test 2:  The actions listed in FAU_ALT_EXT.1.1 include the ability to generate an alert for successful application of 

policies, receiving periodic reachability requests, and changing the enrollment state.  Test 1 covers the successful 

application of policies.  Test 3 below covers the periodic reachability events.  For change in enrollment state, see 

FAU_ALT_EXT.1.1 where the evaluator tested this.  Before a device is enrolled, the server does not contain any 

information on the test device in thŜ !ŘƳƛƴ ²Ŝō ¦LΩǎ ƭƛǎǘƛƴƎ ƻŦ ŘŜǾƛŎŜǎΦ  hƴŎŜ ŜƴǊƻƭƭŜŘΣ ǘƘŜ ŘŜǾƛŎŜ ǿƛƭƭ ŀǇǇŜŀǊ ƛƴ 

the web UI where an administrator can then send commands, push policies, and review device information.   

Test 3: For periodic reachability events, the MDM Server and the MDM Agent both report back the time of last 

check-in.  The evaluator configured the MDM server to receive a periodic reachability event in the form of a 
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ΨŎƘŜŎƪ-ƛƴΩ ŦǊƻƳ ǘƘŜ a5 ŀƎŜƴǘ ǿƛǘƘ ŀ ǎȅƴŎ ƛƴǘŜǊǾŀƭ ƻŦ мр ƳƛƴǳǘŜǎ and then checked in with the device.  After 14 

minutes had passed, the evaluator viewed the check in status again and saw that each of the enrolled devices 

checked in again with the server and the last check in time was updated appropriately.  

2.1.2.2  MDMAEP30:FAU_ALT_EXT.2.2  

TSS Assurance Activities: The evaluator shall ensure that the TSS describes under what circumstances, if any, the 

alert may not be generated (e.g., the device is powered off or disconnected from the trusted channel), how alerts 

are queued, and the maximum amount of storage for queued messages. 

Section 6.1 of the ST indicates that any network disruption that prevents the MDM server from receiving the mobile 

device compliance information or prevents the mobile device from receiving an acknowledgement from the MDM 

server, that information will be sent the next time the device connects until it is finally acknowledged. The MDM 

Agent will store unsent alerts in the application storage available on the mobile device and that space is limited only 

by the space available on the mobile device non-volatile flash.  

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: The evaluator shall remove network connectivity from the MDM Agent and generate 

an alert/event in FAU_ALT_EXT.2.1. The evaluator shall restore network connectivity to the MDM Agent and verify 

that the alert generated while the TOE was disconnected is sent by the MDM Agent upon re-establishment of the 

connectivity. 

Alerts were configured during the testing performed for FAU_ALT_EXT.2.1.   The evaluator observed that the MDM 

server received the queued alerts upon re-establishment of network connectivity. 

Component TSS Assurance Activities: None Defined 

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: None Defined 

 

 

2.1.3  SUPPORT FOR COMPLIANCE REPORTING OF M OBILE DEVICE CONFIGURATION  

(MDMPP30:FAU_CRP_EXT.1)  

 

2.1.3.1  MDMPP30:FAU_CRP_EXT.1.1  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 
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Component TSS Assurance Activities: None Defined 

Component Guidance Assurance Activities: The evaluator shall check to ensure that the operational guidance 

contains instructions on how to access the MDM Server's compliance reporting interface. 

{ŜŎǘƛƻƴ ά/ƻƴŦƛƎǳǊƛƴƎ ǘƘŜ {ȅƴŎ LƴǘŜǊǾŀƭέ ŦƻǊ ŀ ŘŜǾƛŎŜ ƛƴ ǘƘŜ [PP-Guide] provides instructions on how to configure the 

frequency for starting the synchronization process between a device and the MobileIron Core Server.  Compliance 

verification checks occur during the device check-in (ie. sync) intervals. ¢Ƙƛǎ ǎŜŎǘƛƻƴ ŦǳǊǘƘŜǊ ǊŜŦŜǊŜƴŎŜǎ ǘƘŜ ά{ȅƴŎ 

tƻƭƛŎƛŜǎέ ǎŜŎǘƛƻƴ ƛƴ [GetStart] which describes how to configure Sync policies specifying how the MDM Agent 

behaves on the device and interacts with MobileIron Core. These interactions include synchronizing profiles, 

configurations, and app inventory.  

¢ƘŜ ǎŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ ά/ƘŜŎƪƛƴƎ ǊŜƎƛǎǘǊŀǘƛƻƴ ŀƴŘ ŎƘŜŎƪ-in/connectivity ǎǘŀǘǳǎέ ƛƴ [PP-Guide] provides instructions 

on determining when the most recent check-in of each mobile device has occurred.   

{ŜŎǘƛƻƴ ά5ŜŦƛƴƛƴƎ ŀ ŎǳǎǘƻƳ ŎƻƳǇƭƛŀƴŎŜ ŀŎǘƛƻƴέ ƛƴ ǘƘŜ [PP-Guide] also describes how a custom compliance action 

can be configured by the administrator and implemented locally on a device by the MDM agent when certain 

ǎȅǎǘŜƳ ŜǾŜƴǘǎ ƘŀǾŜ ƻŎŎǳǊǊŜŘ ǘƘŀǘ ŎŀǳǎŜ ŀ ŎƻƳǇƭƛŀƴŎŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ŎƘŜŎƪΦ  ¢ƘŜ ǎŜǘǘƛƴƎ Ψ9ƴŦƻǊŎŜ /ƻƳǇƭƛŀƴŎŜ Actions 

[ƻŎŀƭƭȅ ƻƴ 5ŜǾƛŎŜǎΩ Ƴǳǎǘ ōŜ ŜƴŀōƭŜŘΦ  

Component Testing Assurance Activities: Test 1: Using the operational guidance, the evaluator shall demonstrate 

the ability to access the compliance reporting interface from an authorized entity and successfully obtain 

information about enrolled devices. 

Test 2: The evaluator shall attempt to access the compliance reporting interface from an unauthorized entity and 

demonstrate that the attempt is denied. 

Test 1: Compliance information is available through the MDM Server Admin Portal Web UI.  The evaluator followed 

guidance to select the device from the list of devices and was able to review specific information on a device 

including basic device details, the status of applied or pending policies and configurations, labels applied to the 

device, MDM logs and installed applications.  

Test 2: The evaluator also attempted to connect to the MDM server using a non-secure version of the protocol 

claimed (ie. http) and found that the web browser automatically redirected the service to the https version of the 

Web UI. This was tested again on an Ubuntu test server and the redirection occurred again which confirmed that it 

was being redirected by the server and not the web browser. As can be seen the TOE only permits log-in to the 

Web UIs through HTTPS.   
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2.1.4  A UDIT DATA GENERATION  (MDMPP30:FAU_GEN.1(1))  

 

2.1.4.1  MDMPP30: FAU_GEN.1.1(1)  

TSS Assurance Activities: The evaluator shall check the TSS and ensure that it lists all of the auditable events. The 

evaluator shall check to make sure that every audit event type mandated by the PP is described in the TSS. The 

evaluator shall verify that for every audit event described in the TSS, the description indicates where the audit 

event is generated (TSF, TOE platform). 

Section 6.1 of the ST refers to Table 2 and Table 3 in the ST which provides a list of all of the auditable events 

which it indicates are all generated by the TSF (the MDM Server and the MDM Agent). Table 2 of the ST provides a 

list of auditable events that match the list of events in the MDMPP30, while Table 3 provides a list of auditable 

events that match the list of events in the MDMAEP30.  

Guidance Assurance Activities: The evaluator shall check the administrative guide and ensure that it lists all of the 

auditable events. The evaluator shall check to make sure that every audit event type mandated by the PP is 

described. 

The evaluator shall also make a determination of the administrative actions that are relevant in the context of this 

PP including those listed in the Management section. The evaluator shall examine the administrative guide and 

make a determination of which administrative commands are related to the configuration (including enabling or 

disabling) of the mechanisms implemented in the TOE that are necessary to enforce the requirements specified in 

the PP. The evaluator shall document the methodology or approach taken while determining which actions in the 

administrative guide are security relevant with respect to this PP. The evaluator may perform this activity as part of 

the activities associated with ensuring the AGD_OPE guidance satisfies the requirements. 

The [PP-Guide] lists all of the required auditable events identified in the ST.  It also describes the location and 

format for each of the various types of audit records that are generated by the MDM Server and the MDM Agent.  

{ŜŎǘƛƻƴ άExporting Admin Portal audit logsέ in the [PP-Guide] contains information describing the Admin Portal 

audit logs that are generated by the MDM Server and describes each of the comma-separated fields when the 

audit records are exported to a CSV file. These audit records are viewed and exported via the Admin Portal. Table 2 

άAUDIT LOGS RELEVANT TO PROTECTION PROFILE DEPLOYMENTSέ in the [PP-Guide] identifies these audit records 

generated by the MDM Server that are relevant to this evaluation.     

The sub-ǎŜŎǘƛƻƴ άDevice Status Events Overviewέ ǳƴŘŜǊ ά9ȄǇƻǊǘƛƴƎ !ŘƳƛƴ tƻǊǘŀƭ ŀǳŘƛǘ ƭƻƎǎέ ƛƴ ǘƘŜ [PP-Guide] 

describes the device status alert audit events generated by the MDM Server.  Sub-ǎŜŎǘƛƻƴǎ ά9ȄǇƻǊǘƛƴƎ ǘƘŜ ŘŜǾƛŎŜ 

ǎǘŀǘǳǎ ŜǾŜƴǘǎ ŀǎ ŀ /{± ŦƛƭŜέ ŀƴŘ ά¢ƘŜ ŜȄǇƻǊǘŜŘ ŘŜǾƛŎŜ ǎǘŀǘǳǎ ŜǾŜƴǘ /{± ŦƛƭŜΩǎ ŦƛŜƭŘǎέ ŘŜǎŎǊƛōŜ ŀƭŜǊǘ ŀǳŘƛǘ ŜǾŜƴǘ 

format and fields and how to export them.  Table 4 άDEVICE STATUS EVENTS RELEVANT TO PROTECTION PROFILE 

DEPLOYMENTSέ identifies the Android related device status events relative to this evaluation. Note that the iOS 

related device status audit events are not the same format as the Android related status events and are identified 

in Table 2 Admin Portal 
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The section άExporting System Manager audit logs overviewέ ƛƴ [PP-Guide] contains information describing the 

System Manager audit records that are generated by the MDM Server along with the records contents.  The 

System Manager audit records are located in various different log files including:  MICS, MIFS, log, Application log, 

var/log//httpd/https -error_log, var/log/httpd/portal_error_log, var/log/secure and upgrade_status.log.  The 

ŦƻǊƳŀǘ ŀƴŘ ŦƛŜƭŘǎ ŦƻǊ ǘƘŜ ƭƻƎǎ ŦƻǳƴŘ ƛƴ ŜŀŎƘ ƭƻŎŀǘƛƻƴ ŀǊŜ ŘŜǎŎǊƛōŜŘ ŀƴŘ ¢ŀōƭŜ р άEXPORTING SYSTEM MANAGER 

AUDIT LOGS RELEVANT TO PROTECTION PROFILE DEPLOYMENTSέ ƳŀǇǎ ǘƘŜ {ȅǎǘŜƳ ƳŀƴŀƎŜǊ ŀǳŘƛǘ ǊŜŎƻǊŘ ƳŜǎǎŀƎŜ 

relevant to this evaluation to the log file that they are found under.  Instructions are also provided for how to view 

each of the log files and also how to export them.  The System Manager can be accessed via the Admin Portal or 

via URL.  

¢ƘŜ ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] describes the audit events that are 

logged to the device logs on the Samsung devices including their format and fields and.  It also includes 

instructions for pulling the device logs to the MDM Server in order to view them.  These audit records are 

ƎŜƴŜǊŀǘŜŘ ōȅ ōƻǘƘ ǘƘŜ a5a ŀƎŜƴǘ ŀƴŘ ōȅ ǘƘŜ {ŀƳǎǳƴƎ ǇƭŀǘŦƻǊƳΦ  ¢ŀōƭŜ с ά9±9b¢{ D9bERATED ON SAMSUNG 

Ybh· 59±L/9{έΣ ¢ŀōƭŜ т ά9±9b¢{ D9b9w!¢95 hb {!a{¦bD Ybh· 59±L/9{ 5¦9 ¢h /I!bD9{ hb ¢I9 

[h/Y5h²b th[L/¸έ ŀƴŘ ¢ŀōƭŜ у άt!¸[h!5 {LDb!¢¦w9 9±9b¢{ D9b9w!¢95 hb {!a{¦bD Ybh· 59±L/9{έ ŀƭƭ 

identify the device audit logs relevant to this evaluation.  

The following table shows a mapping of the audit requirements from the ST to the corresponding audit records 

found in the [PP-Guide]. 

MDMPP30 Documentation of Audit Records 

Requirement  Auditable Event & Content  [PP-Guide] Mapping 

FAU_ALT_EXT.1  Type of alert.  

Required Content:  Identity of 
Mobile Device that sent alert.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ ƛƴ 

the [PP-Guide] provides the following audit records 

for this requirement: 

Android device registered 

"DEVICE_STATUS_ALERT","DISPATCHED","","WARNING::PD

A 11 (user) Device Registered","user,[]","Tue Aug 21 

16:16:01 UTC 2018","TRUE","c152d1f1- 5a95-4cc4-af25-

360049b0251f","WARNING" 

Android device registered 

"DEVICE_STATUS_ALERT","DISPATCHED","","WARNING::PD

A 10 (user) Device RETIRE initiated","user,[]","Tue Aug 21 

16:16:01 UTC 2018","TRUE","dcee86ef-420c-4b72-be7e-

e399d41b816c","WARNING" Android device reported 

warning while applying a policy  

Android device reported warning while applying a policy 

"DEVICE_STATUS_ALERT","DISPATCHED","","WARNING::PD

A 6 (user ) Device reported warning(s) while applying the 

following policies: Lockdown.","user,[]","Tue Sep 18 
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Requirement  Auditable Event & Content  [PP-Guide] Mapping 
16:11:01 UTC 2018","TRUE","0dde8523-ce4d- 44ce-a135-

1ca8b588c337","WARNING" 

Android device reported error while applying a policy 

"DEVICE_STATUS_ALERT","DISPATCHED","","WARNING::PD

A 6 (user ) Device reported error(s) while applying the 

following configurations: Name: FAU_ALT_EXT.1-t2-

unsupported-vpn & Type: VPN.","user,[]","Tue Sep 18 

16:11:01 UTC 2018","TRUE","0dde8523-ce4d-44ce-a135-

1ca8b588c337","WARNING" 

iOS Device Registered 

"Register Device","Success","admin","2018-08-06 16:48:16 

+0000","admin (iOS - PDA 2)","Device is fully 

registered","","","","2018-08-06 16:48:16 

+0000","1","","","","ec7ca012-8fd1-4d68-9d4c-

5ee16401b608","Smartphone","","2018-08-06 16:48:16 

+0000","","{phoneNumber=PDA 2, uuid=ec7ca012-8fd1-

4d68-9d4c-5ee16401b608, platform=iOS}","2018-08-06 

16:48:16 +0000","","","","","userAction","", 

iOS Device Retired 

"Retire","Success","admin","2018-08-07 10:55:08 

+0000","admin (iOS 11.3 - 14109261314)","Request for 

Retire on the device","Global","/1/","{principal=admin, 

miUserId=9001, email=gss4testing@gmail.com}","2018-08-

07 10:55:08 +0000","1","","","","ec7ca012-8fd1-4d68-9d4c-

5ee16401b608","Smartphone","","2018-08-07 10:55:08 

+0000","","{phoneNumber=14109261314, uuid=ec7ca012-

8fd1-4d68-9d4c-5ee16401b608, platform=iOS 11.3}","2018-

08-07 10:55:08 +0000","","","","","userAction","", 

iOS device reported error while applying a policy 

"Install Encrypted Sub-Profile","Error","<MDM>","2018-10-

29 18:21:25 +0000","user (iOS 11.3 - PDA 

2)","{""request_data"":""Bad VPN config 

(VPN.1011)"",""error"":""<?xml 

version=\""1.0\ ""?>\n<!DOCTYPE plist SYSTEM 

\""file://localhost/System/Library/DTDs/PropertyList.dtd\ ""

>\n<plist version=\""1.0\ "">\n    <dict>\n        

<key>CommandUUID<\ /key>\n        <string>4ec892fe-bcd6-

4686-800f-2af0a8cfb600<\ /string>\n\n        

<key>ErrorChain<\ /key>\n        <array>\n            <dict>\n                

<key>ErrorCode<\ /key>\n                

<integer>4001<\ /integer>\n\n                

<key>ErrorDomain<\ /key>\n                
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Requirement  Auditable Event & Content  [PP-Guide] Mapping 
<string>MCInstallationErrorDomain<\ /string>\n\n                

<key>LocalizedDescription<\ /key>\n                <string>Profile 

Installation Failed<\ /string>\n\n                

<key>USEnglishDescription<\ /key>\n                

<string>Profile Installation Failed<\ /string>\n            

<\ /dict>\n            <dict>\n                <key>ErrorCode<\ /key>\n                

<integer>4001<\ /integer>\n\n                

<key>ErrorDomain<\ /key>\n                

<string>MCInstallationErrorDomain<\ /string>\n\n                

<key>LocalizedDescription<\ /key>\n                <string>Profile 

Failed to Install<\ /string>\n\n                

<key>USEnglishDescription<\ /key>\n                

<string>Profile Failed to Install<\ /string>\n            <\ /dict>\n            

<dict>\n                <key>ErrorCode<\ /key>\n                

<integer>1009<\ /integer>\n\n                

<key>ErrorDomain<\ /key>\n                

<string>MCProfileErrorDomain<\ /string>\n\n                

<key>LocalizedDescription<\ /key>\n                <string>The 

profile &#8220;Bad VPN config&#8221; could not be install

 ed.<\ /string>\n\n                

<key>USEnglishDescription<\ /key>\n                <string>The 

profile &#8220;Bad VPN config&#8221; could not be 

installed.<\ /string>\n            <\ /dict>\n            <dict>\n                

<key>ErrorCode<\ /key>\n                

<integer>15000<\ /integer>\n\n                

<key>ErrorDomain<\ /key>\n                

<string>MCVPNErrorDomain<\ /string>\n\n                

<key>LocalizedDescription<\ /key>\n                <string>PPTP 

is deprecated starting from iOS 10 and valid configurations 

can not be created.<\ /string>\n\n                

<key>USEnglishDescription<\ /key>\n                <string>PPTP 

is deprecated starting from iOS 10 and valid configurations 

can not be created.<\ /string>\n            <\ /dict>\n        

<\ /array>\n\n        <key>Status<\ /key>\n        

<string>Error<\ /string>\n\n        <key>UDID<\ /key>\n        

<string>019037a6715246588d1c36cea8ef0a1c2303e952<\ /

string>\n    

<\ /dict>\n<\ /plist>\n"",""message"":""Completed MDM 

request.""}","","","{principal=user, miUserId=null, 

email=user}","2018-10-29 18:21:25 +0000","1","","11","Bad 

VPN config (VPN.1011)","f5eb0f65-5251-4bff-b8ec-

9bb7c01c09d9","MDM Event","","2018-10-29 18:21:25 

+0000","","{phoneNumber=PDA 2, uuid=f5eb0f65-5251-

4bff-b8ec-9bb7c01c09d9, platform=iOS 11.3}","2018-10-29 
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Requirement  Auditable Event & Content  [PP-Guide] Mapping 
18:21:17 +0000","","Application 

Setting","","","userAction","", 

FAU_GEN.1(1) Startup and Shutdown of the 

MDM Server 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ ƛƴ 

the [PP-Guide] provides the following audit records 

for this requirement: 

Start up 

"Application Started","Success","misystem","2018-07-25 

15:31:30 +0000","System","Core application 

started","","","","2018-07-25 15:31:30 

+0000","1","","AuditLog Service","","","NA","","2018-07-25 

15:31:30 +0000","","","2018-07-25 15:31:30 

+0000","","","","","userAction","", 

Shutdown 

"Application Stopped","Initiated","misystem","2018-07-25 

15:33:00 +0000","System","Core application shutdown 

initiated","","","","2018-07-25 15:33:00 

+0000","1","","AuditLog Service","","","NA","","2018-07-25 

15:33:00 +0000","","","2018-07-25 15:33:00 

+0000","","","","","userAction","", 

FCS_CKM .1  Failure of key generation activity 

for authentication keys.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

MIFS log or MICS log with the following message: 

keyGenerator failed to generate key pair  

or  

Generating key pair  

followed by 

Caught an exception servicing an API V2 request 

org.springframework.web.util.NestedServl etException: 

Handler dispatch failed; nested exception is 

org.bouncycastle.cr ypto.fips.FipsConsistencyTestFailedError 

: Exception on consistency test: <exception details> 

FCS_HTTPS_EXT.1  Failure of the certificate validity 

check. 

Normal HTTPS access does not request client certificates. 

Refer to audits for FIA_X509_EXT.1 and FIA_X509_EXT.2 for 

server TLSS communications with enrolled devices that uses 

HTTPS. 
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Requirement  Auditable Event & Content  [PP-Guide] Mapping 

Required Content:  Issuer Name 

and Subject Name of certificate.    

 

FCS_RBG_EXT.1  Failure of the randomization 

process.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

MIFS log or MICS log with the following message: 

SecureRandom.nextBytes failed to  

generate random data  

FCS_TLSC_EXT.1  Failure to establish a TLS session. 

Failure to verify presented 

identifier.  

Required Content: Reason for 

failure. 

Presented identifier and 

reference identifier.  

 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

MIFS log with the following message:  

Failure to establish a TLS session 

Failed to create the SSL socket. Remote 

endpoint details: <remote address details> 

using protocol/cipher: <Cipher details>  

or  

Failed to create the SSL socket. Remote 

endpoint details: <remote address details>  

or  

RSA : server : Certificate chain validation 

failed : <certificate chain> Reason: 

<Reason> Exception stack trace: <stack 

trace>  

or  

Failed to create the TLS socket. Reas on TLS 

Peer Unverifiable: 

java.security.cert.CertificateException: 

Could not find root certificate in the 

certificate chain presented by the server 

with subject: <subject> Remote endpoint 

details: <remote address details>  

Failure to verify presented identifier 

The SSL certificate hostname does not match 

<hostname>.  

 

OR 
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Requirement  Auditable Event & Content  [PP-Guide] Mapping 
Certificate subject for <hostname> doesn't 

contain a common name and does not have 

alternative names" (In this case, there was 

no presented identifier)  

 

OR 

 

Certificate for <hostname> doesn' t match any 

of the subject alternative names: <subject 

alternative names> (In  

this case, no valid presented identifier was 

found in the subject alternative names)  

 

OR 

 

Certificate for <hostname> doesn't match 

common name of the certificate subject: 

<common name> (In this case, no  

valid presented identifier was found in the 

common name) 

FCS_TLSS_EXT.1  Failure to establish a TLS session.  

Required Content: Reason for 

failure.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

/var/log/httpd/https -error_log with the following 

messages: 

Message if the client requests a cipher suite that Core does 

not support: 

SSL Library Error: 336109761 

error:1408A0C1:SSL 

routines:SSL3_GET_CLIENT_HELLO:no sh ared 

cipher Too restrictive SSLCipherSuite or 

using DSA server certificate?  

Connection closed to child 0 with  abortive 

shutdown (server <Core URL>)  

Message if the client presents an invalid certificate:  

SSL Library Error: 336151576 

error:14094418:SSL 

rou tines:SSL3_READ_BYTES:tlsv1 alert unknown 

ca  

Connection closed to child 0 with  abortive 

shutdown (server <Core URL>)  
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Requirement  Auditable Event & Content  [PP-Guide] Mapping 

FIA_ENR_EXT.1  Failure of MD user 

authentication.  

Required Content: Presented 

username.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

MIFS log with the following message:  

Registration failed for device with  

platform: Android. Reason:  

authentication failed for user. -  User:  

<user Id>  

FIA_X509_EXT.1  Failure to validate X.509 

certificate.  

Required Content: Reason for 

failure.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

MIFS log with the following messages: 

<RSA | ECDSA> :  <server | client>: 

Certificate chain validation failed  

Failed to create the TLS socket. Reason TLS 

Peer Unverifiable: 

java.security.cert.CertificateException: 

Could not find root certificate in the 

certificate chain presented by the server 

with subject: <subject> Remote endpoint 

details: <remote address details>  

RSA : server : Certificate chain validation 

failed : #012Subject: <subject> Serial 

Number<serial number> Issuer <issuer> Berfore 

<valid date> After <expiration date> | #012 -

---  <certificate>  

Reason: Unable to Verify Certificate 

' <subject> ' with serial number ' <serial 

number>'#012 Certificate <Issuer subject> 

serial number <serial number> status: 

revoked Exception stack trace: 

com.mobileiron.security.SecurityModuleTr 

ustManager.checkRevocationVerificat ionRe 

sults(SecurityModuleTrustManager.java:17 

4)#012com.mobileiron.security.SecurityMo 

duleTrustManager.checkTrustedStrict(Secu 

rityModuleTrustManager.java:321)#012com. 

mobileiron.securit...  

Device enrollment certificate is revoked, 

returning 403(HTTP_FORBIDDEN) for the device 

<device ID> ..  
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Requirement  Auditable Event & Content  [PP-Guide] Mapping 
Failed to retrieve the CRL for Certifi - cate 

with Subject: <subject> Serial Num - ber: 

<serial number> Issuer: <Issuer>  

the error code = NOT_A_VALID_CA_CERTIFICATE 

 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

/var/log/httpd/https -error_log with the following 

messages: 

AH02276: Certificate Verification: Error 

(26): unsupported certificate purpose 

[sub ject: <subject> / issuer: <issuer> / 

serial: <serial number> / notbefore: <valid 

date and time> / notafter: <expiration date 

and time> ]  

Certificate Verification: Error (10): 

certificate has expired  

FIA_X509_EXT.2  Failure to establish connection to 

determine revocation status.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

MIFS Log with the following message:  

Could not fetch CRL from: http:// <URL> for 

cert ificate with serial number: <serial 

number>, <certificate information>  

Failed to retrieve the CRL for Certificate 

with Serial number: <serial number>, 

<certificate information>  

FMT_MOF.1(1)  Issuance of command to perform 

function. 

Change of policy settings.  

Required Content: Command 

sent and identity of MDM Agent 

recipient.  

Policy changed and value or full 

policy.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ ƛƴ 

the [PP-Guide] provides the following audit records 

for this requirement: 

Change of policy settings 

"Modify Policy","Success","admin","2018-10-30 21:24:55 

+0000","Samsung General - PolicyName : Version 2","Policy 

'PolicyName' is modified successfully. 

","Global","/1/","","2018-10-30 21:24:55 

+0000","1","","","","","Policy","","2018-10-30 21:24:55 

+0000","","","2018-10-30 21:24:55 +0000","{configId=2, 

name=PolicyName, configType=SAMSUNG_GENERAL, 
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version=2}","","","","userAction","{deviceSpaceId:1,deviceS

pacePath:""/1/"",policyId:2,policyName:""PolicyName"",poli

cyVersion:2,policyType:""ENTERPRISE"",profileType:""SAMS

UNG_GENERAL"",status:""Active"",active:true,defaultPolicy:

false,deviceSpaceName:""Global"",lastModifiedAt:1540934

695581,description:""<<Description>>"",deviceCount:0,pen

dingCount:0,priority:1,labels:[],devices:[],mailboxes:[],delet

ePolicyFile:false,deleteBooleanFile:false,deleteAuditLogConf

igFile:false,rules:[{ruleType:""SAMSUNG_AUDITING_USERS"

",value:"""",clientValue:"""",resourceDTOs:[]},{ruleType:""S

AMSUNG_FAIL_ATTESTATION_ON_TIMEOUT"",value:""false

"",clientValue:""false"",resourceDTOs:[]},{ruleType:""SAMS

UNG_AUDITING_GROUPS"",value:"""",clientValue:"""",reso

urceDTOs:[]},{ruleType:""SAMSUNG_ATTESTATION"",value:"

"false"",clientValue:""false"",resourceDTOs:[]},{ruleType:""S

AMSUNG_AUDITING_ENABLED"",value:""2"",clientValue:""

2"",resourceDTOs:[]},{ruleType:""SAMSUNG_AUDITING_EVE

NTS"",value:"""",clientValue:"""",resourceDTOs:[]},{ruleType

:""SAMSUNG_AUDITING_SEVERITY_LEVEL"",value:""2"",clie

ntValue:""2"",resourceDTOs:[]},{ruleType:""SAMSUNG_KNO

X_LICENSE"",value:""<<Knox-license-

key>>"",clientValue:""<<Knox-license-

key>>"",resourceDTOs:[]},{ruleType:""SAMSUNG_AUDITING

_OUTCOME_RULE"",value:""2"",clientValue:""2"",resourceD

TOs:[]},{ruleType:""SAMSUNG_MANAGEMENT_KEY"",resour

ceDTOs:[]}],mailboxGuids:[],items:{}}", 

Issuance of command to perform function 

See Table of Administrative actions below.  MDM Agent 

identities can be determined by the name of the device or by 

the name of the test label used by the device. 

FMT_MOF.1(2)  Enrollment by a user.  

Required Content: Identity of 

user.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ ƛƴ 

the [PP-Guide] provides the following audit record for 

this requirement: 

"Register Device","Success","user","2018-10-01 20:54:09 

+0000","user (Android 8.0 - PDA 1)","Device is fully 

registered","","","","2018-10-01 20:54:09 

+0000","1","","","","2e6cda2e-f31a-44e0-8535- 

70f8968fd86c","Smartphone","","2018-10-01 20:54:09 

+0000","","{phoneNumber=PDA 1, uuid=2e6cda2e-f31a-

44e0-8535-70f8968fd86c, platform=Android 8.0}","2018-10-

01 20:54:09 +0000","","","","","userAction","", 
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FMT_SAE_EXT.1 Enrollment attempted after 

expiration of authentication 

data. 

Required Content: Identity of 

user. 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

MIFS log with the message:  

Registration failed for device with 

platform: Android. Reason: Device not 

found for provided PIN -  User: user  

FMT_SMF.1(2)  Success or failure of function.  Section entitled άExporting Admin Portal audit logsέ ƛƴ 

the [PP-Guide] provides the following audit records 

for this requirement: 

Choose X509v3 certificate: 

"Add Configuration","Success","admin","2018-09-13 

15:41:33 +0000","SCEP - SubSubCARSA 

Enrollment Cert : Version 1","Configuration SubSubCA-RSA 

Enrollment Cert added","","/1/","","2018-09-13 15:41:33 

+0000","1","","","","","Application Setting","","2018-09-13 

15:41:33 +0000","","","2018-09-13 15:41:33 

+0000","{configId=11, name=SubSubCA-RSA Enrollment 

Cert, configType=SCEP, version=1}","","","","userAction","", 

 

"Modify Configuration","Success","misystem","2018-09-13 

15:17:30 +0000","Certificate - System - 

TLS Trust Certificate Chain for Mobile Management : Version 

3","Configuration System - TLS Trust 

Certificate Chain for Mobile Management 

modified","","/1/","","2018-09-13 15:17:30 

+0000","1","","","","","Application Setting","","2018-09-13 

15:17:30 +0000","","","2018-09-13 

15:17:30 +0000","{configId=-4, name= System - TLS Trust 

Certificate Chain for Mobile Management, 

configType=Certificate, version=3}","","","","userAction","", 

 

 

Configure number of devices: 

"Preference Config Changes","Success","misystem","2018-

10-31 21:08:44 +0000","System","Modify Preference 

limitDevices to 2","","","","2018-10-31 21:08:44 

+0000","1","","","","","Settings Preferences","","2018-10-31 

21:08:44 +0000","","","2018-10-31 21:08:44 

ҌллллϦΣϦϦΣϦϦΣϦϦΣϦϦΣϦǳǎŜǊ!ŎǘƛƻƴϦΣέϦΣ  

 

Configure Server Session lock timeout: 

"Preference Config Changes","Success","misystem","2018-

10-30 14:36:58 +0000","System","Modify Preference 
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adminPortalSessionTimeout from 60 to 5","","","","2018-10-

30 14:36:58 +0000","1","","","","","Settings 

Preferences","","2018-10-30 14:36:58 +0000","","","2018-

10-30 14:36:58 +0000","","","","","userAction","",  

 

Configure TOE unlock banner 

"Preference Config Changes","Success","admin","2018-10-

01 22:05:23 +0000","System","Update Login banner 

text","","","","2018-10-01 22:05:23 

+0000","1","","","","","Settings Preferences","","2018-10-01 

22:05:23 +0000","","","2018-10-01 22:05:23 

+0000","","","","","userAction","This is a GSS Login Text 

Banner",  

 

Configure periodicity of status queries to agent: 

"Apply Label To Policy","Success","miadmin","2018-10-22 

18:56:21 +0000","Sync - SyncTest : Version 1","Label 

'Android' is applied to policy 

'SyncTest'.","Global","/1/","","2018-10-22 18:56:21 

+0000","1","","'- 10","Android","","Policy","","2018-10-22 

18:56:21 +0000","","","2018-10-22 18:56:21 

+0000","{configId=2, name=SyncTest, configType=SYNC, 

version=1}","LABEL","","","userAction","{deviceSpaceId:1,de

viceSpacePath:" "/1/ 

"",policyId:2,policyName:""SyncTest"",policyVersion:1,policy

Type:""ENTERPR 

ISE"",profileType:""SYNC"",status:""Active"",active:true,def

aultPolicy:fal 

se,deviceSpaceName:""Global"",lastModifiedAt:154023387

3111,deviceCount:0,p 

endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],del

etePolicyFil 

e:false,deleteBooleanFile:false,deleteAuditLogConfigFile:fals

e,rules:[{rul 

eType:""SYNC_LONGER_INTERVAL"",value:""42"",clientValu

e:""42"",resourceDTO 

s:[]},{ruleType:""SYNC_HEARTBEAT_INTERVAL"",value:""14"

",clientValue:""840 

"",resourceDTOs:[]},{ruleType:""SYNC_MULTITASK_INVERVA

L"",value:""15"",cli 

entValue:""15"",resourceDTOs:[]},{ruleType:""SYNC_REQUI

RE_TLS"",value:""on 

"",clientValue:""yes"",resourceDTOs:[]},{ruleType:""SYNC_O

S_UPDATE_URL"",r 

esourceDTOs:[]},{ruleType:""MIGRATE_CLIENT"",value:""off

"",clientValue:""n 

o"",resourceDTOs:[]},{ruleType:""SYNC_INTERVAL"",value:""
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240"",clientValue 

:""14400"",resourceDTOs:[]},{ruleType:""SYNC_NTP_SERVER

"",resourceDTOs:[]} 

,{ruleType:""PUSH_NOTIFICATION_MECHANISM"",value:""a

uto"",clientValue:""au 

to"",resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MODE"",

value:""off"",client 

Value:""off"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDA

TE_NOW"",resourceDT 

Os:[]},{ruleType:""MA_CERT_RENEWAL_WINDOW"",value:"

"60"",clientValue:""60" 

",resourceDTOs:[]},{ruleType:""SYNC_SERVERIP"",value:""ap

p283.auto.mobilei 

ron.com"",clientValue:""app283.auto.mobileiron.com"",res

ourceDTOs:[]},{rul 

eType:""SYNC_BLOCK_WHEN_ROAMING"",value:""mai"",cli

entValue:""on"",resourc 

eDTOs:[]},{ruleType:""SYNC_MTD_WAKEUP_INTERVAL"",val

ue:""15"",clientValue: 

""900"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_SC

HED"",resourceDTOs:[ 

]},{ruleType:""SYNC_ALWAYS_CONNECTED"",value:""off"",cl

ientValue:""off"",r 

esourceDTOs:[]},{ruleType:""MA_CERT_GRACE_PERIOD"",va

lue:""30"",clientValu 

e:""30"",resourceDTOs:[]}],mailboxGuids:[],items:{}}",  

 

Command Failure (from Admin Portal) 

"Send Message","Failed","admin","2018-09-14 20:20:44 

+0000","user (Android 8.0 - PDA 5)","Request from Admin 

Portal to deliver via gcm - Failure Message: Failed to 

dispatch notification to MI Gateway. Reason: Internal 

Error.","","","{principal=user, miUserId=9002, 

email=gss4testing@gmail.com}","2018-09-14 20:20:44 

+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136","Smartphone","","2018-09-14 20:20:44 

+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-

41e0-aaad-d9f9a5fe8136, platform=Android 8.0}","2018-09-

14 20:20:44 +0000","","","","","userAction","", 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates that these audit records 

are collected in the MIFS logs with the following 

messages:   
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Failure 

Registration failed for device with 

platform: Android. Reason: Device Limit of 

<device limit> reached. -  User: <user ID>  

Registration failed for device with 

platform: Android. Reason: Device not found 

for provided PIN -  User: user  

Registration failed for d evice with  

platform: Android. Reason:  

authentication failed for user. -  User:  

<user Id>  

 

See Table of Administrative actions below for all functions.   

FPT_ITT.1(1)  Initiation and termination of the 

trusted channel.  

Required Content: Trusted 

channel protocol. Identity of 

initiator and recipient.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

/var/log/httpd/portal_error_log with the following 

messages: 

Initiation  

AH01964: Connection to child 8 established 

(server  <server FQDN>:443)  

 

Termination 

AH02001: Connection closed to child 8 with 

standard  shutdown (server <server FQDN>:443)  

FPT_TST_EXT.1  Initiation of self-test. Failure of 

self-test. 

Detected integrity violation.  

Required Content: Algorithm 

that caused failure. 

The TSF code file that caused the 

integrity violation.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

/var/log/secure with the following messages: 

Initiation 

secure: <date - time> <hostname> /mi/bin/ 

verifyRpmIntegrity: RPM Verification Self -

Test Ƶ Start  

<date - time> <hostname> /mi/bin/ 

verifyRpmIntegrity: Verifying mobileiron -

core - base- 10.0.1.0 - 108.x86_64 RPM for 

integrity  

<date - time> <hostname> /mi/bin/ 

verifyRpmIntegrity: RPM mobileiron - core -

base- 10.0.1.0 - 108.x86_64 has been verified  



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 35 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

Requirement  Auditable Event & Content  [PP-Guide] Mapping 
ƛ 

<date - time>  <hostname> /mi/bin/ 

verifyRpmIntegrity: RPM Verification Self -

Test -  Complete  

Failure 

secure: <date time> <hostname> /mi/bin/ 

verifyRpmIntegrity: /m obileiron.com/ 

programs/com.mobileiron.core.base/etc/ 

stock - mobileiron - ownership.mobileiron - core -

base- 10.0.1.0 - 108.x86_64 has failed RPM 

verification check  

<date time> <hostname> /mi/bin/ 

verifyRpmIntegrity: MD5 Sum has changed for 

/mobileiron.com/program s/ 

com.mobileiron.core.base/etc/stock -

ownership.sh  

<date time> <hostname> /mi/bin/ 

verifyRpmIntegrity: RPM Verification Self -

Test - Failed  

FPT_TUD_EXT.1  Success or failure of signature 

verification.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

Application log with the following message: 

Success 

"download_status": "Verifying updates..."  

StepUpgrader: User: <user ID> Download 

status message Download is successful.Please 

click on the Stage for I nstall and then 

Reboot the system. download completed: true  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

upgrade_status.log with the following message: 

Failure 

WARNING get- supported - upgrades [/mi /bin/ 

get - supported - upgrades.py:738] Software 

updates/RPM(s) signature verification 

failed. Hence deleting the updates folder.  
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FTA_TAB.1  Change in banner setting.  {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in 

[PP-Guide] provides the following audit messages for 

this requirement: 

"Preference Config Changes","Success","admin","2018-10-

01 22:05:23 +0000","System","Show Login 

banner","","","","2018-10-01 22:05:23 

+0000","1","","","","","Settings Preferences","","2018-10-01 

22:05:23 +0000","","","2018-10-01 22:05:23 

+0000","","","","","userAction","",  

"Preference Config Changes","Success","admin","2018-10-

01 22:05:23 +0000","System","Update Login banner 

text","","","","2018-10-01 22:05:23 

+0000","1","","","","","Settings Preferences","","2018-10-01 

22:05:23 +0000","","","2018-10-01 22:05:23 

+0000","","","","","userAction","This is a GSS Login Text 

Banner", 

"Preference Config Changes","Success","admin","2018-10-

01 22:06:19 +0000","System","Hide Login 

banner","","","","2018-10-01 22:06:19 

+0000","1","","","","","Settings Preferences","","2018-10-01 

22:06:19 +0000","","","2018-10-01 22:06:19 

+0000","","","","","userAction","", 

FTP_ITC.1(1)  Initiation and termination of the 

trusted channel.  

Required Content: Trusted 

channel protocol. Non-TOE 

endpoint of connection.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

the MIFS log with the following messages: 

Initiation 

Created the SSL socket successfully. Remote 

endpoint details: <remote address details> 

Local endpoint details: <local address 

details> using protocol/cipher: <cipher 

details>  

 

Or 

  

Created the TLS socket successfully. Remote 

endpoint details: <remote address details> 

Local endpoint details: <local address 

details>  

 

Termination 
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SSL socket closed successfully. Remote 

endpoint details: <remote address details> 

Local endpoint details: <local address 

details>  

FTP_ITC.1(2) Initiation and termination of the 

trusted channel.  

Required Content: Trusted 

channel protocol. Non-TOE 

endpoint of connection. 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

/var/log/httpd/portal_error_log with the following 

messages: 

Initiation  

AH01964: Connectio n to child 8 established 

(server  <server FQDN>:443)  

 

Termination 

AH02001: Connection closed to child 8 with 

standard  shutdown (server <server FQDN>:443)  

FTP_TRP.1(1)  Initiation and termination of the 

trusted channel.  

Required Content: Trusted 

channel protocol. Identity of 

administrator.  

Initiation of the trusted channel 

{ŜŎǘƛƻƴ άExporting Admin Portal audit logsέ ƛƴ [PP-

Guide] provides the following audit record for the 

initiation of the trusted channel. 

"Admin Portal Sign In","Success","admin","2018-09-13 

15:28:50 +0000","Admin Portal - 10.0.0.130","Successfully 

Signed In","","","","2018-09-13 15:28:50 

+0000","1","","","","","Admin Portal","","2018-09-13 

15:28:50 +0000","","","2018-09-13 15:28:50 

+0000","","","","","userAction","", 

SeŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

/var/log/httpd/portal_error_ log with the message: 

AH01964: Connection to child 0 established 

(server <server FQDN> :8443)  

Termination of the trusted channel 

{ŜŎǘƛƻƴ άExporting Admin Portal audit logsέ ƛƴ [PP-

Guide] provides the following audit record for the 

termination of the trusted channel. 

"Admin Portal Sign Out","Success","admin","2018-09-14 

17:42:26 +0000","Admin Portal - 10.0.0.209","Successfully 

Signed Out","","","","2018-09-14 17:42:26 

+0000","1","","","","","Admin Portal","","2018-09-14 
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17:42:26 +0000","","","2018-09-14 17:42:26 

+0000","","","","","userAction","", 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

/var/log/httpd/portal_error_ log with the message: 

AH02001: Connection closed to child 0 with 

standard shutdown (server <server 

FQDN>:8443)  

FTP_TRP.1(2)  Initiation and termination of the 

trusted channel.  

Required Content: Trusted 

channel protocol.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit 

logsέ ƛƴ [PP-Guide] indicates this audit is collected in 

/var/log/httpd/portal_error_ log with the messages: 

Initiation 

AH01964: Connection to child 0  established 

(server <server FQDN>:8443)  

 

Termination 

AH02001: Connection closed to child 0  with 

standard shutdown (server <server  

FQDN>:8443) 

 

MDMAEP30 Documentation of Audit Records 

Requirement Auditable Event & 
Content  

[PP-Guide] Mapping 

FAU_ALT_EXT.2 Type of alert.  

 

{ŜŎǘƛƻƴ άExporting Admin Portal audit logsέ ƛƴ [PP-Guide] 

provides the following audit records meeting this requirement. 

Change in enrollment state (register device) 

"Register Device","Success","user","2018-10-01 20:54:09 +0000","user 

(Android 8.0 - PDA 1)","Device is fully registered","","","","2018-10-01 

20:54:09 +0000","1","","","","2e6cda2e-f31a-44e0-8535- 

70f8968fd86c","Smartphone","","2018-10-01 20:54:09 

+0000","","{phoneNumber=PDA 1, uuid=2e6cda2e-f31a-44e0-8535-

70f8968fd86c, platform=Android 8.0}","2018-10-01 20:54:09 

+0000","","","","","userAction","", 

Retire device 

"Send Alert","Success","misystem","2018-09-14 20:21:59 +0000","user 

(Android 8.0 - PDA 5)","(Client #1073741836) was STONITH'd. Reason: 

rsn mismatch, expected Device is retired, got e46649074d2c1643 and 
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null","","","{principal=user, miUserId=9002, 

email=gss4testing@gmail.com}","2018-09-14 20:21:59 

+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136","Smartphone","","2018-09-14 20:21:59 

+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136, platform=Android 8.0}","2018-09-14 20:21:59 

+0000","","","","","userAction","", 

Successful application of policies to a mobile device 

The MDM Agent audits application of policies for each MDM relevant 

security function individually.  See the table of Administrative Actions 

below which maps audit messages to each of the applicable 

FMT_SMF.1(1) management functions. 

FAU_GEN.1(2) Startup and 

Shutdown of the 

MDM Agent 

¢ƘŜ ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-

Guide] indicates that this audit is logged to the device log on 

the Samsung devices and includes the following messages: 

1541176318823 5/2/1/3377/-1/ShutdownThread/Android will 

be shutdown 

1541176421450 5/2/1/3379/-

1/ActivityManagerService/Android boot completed 

See FMT_MOF.1(1) in the table above for auditing of commands 

and policy changes by the MDM server.  

FAU_SEL.1(2) All modifications to 

the audit 

configuration that 

occur while the audit 

collection functions 

are operating.  

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-

Guide] indicates that this audit is logged to the device log on 

the Samsung devices and is part of the Samsung General Policy.  

It includes the following message: 

AUDIT_CONFIGURATION_CHANGE: AuditLog configuration 

changed: _description_of_change_  

Note that _description_of_change_ shows the current severity 

rule, current outcome rule, and the list of active audit groups, 

audit events, and UID list after the change. For example:  

severityRule = 5 outcomeRule = 2 groupsRule = [4] 

usersList = [0] events: [AUDIT_CONFIGURATION_CHANGE, 

POLICY_APPLICATION] 
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FCS_TLSC_EXT.1  Failure to establish a 

TLS session. 

 

Failure to verify 

presented identifier.  

 

Establishment/termi

nation of a TLS 

session. 

Required Content: 

Reason for failure. 

Presented identifier 

and reference 

identifier.  

Non-TOE endpoint of 

connection.  

 

¢ƘŜ ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-

Guide] indicates that this audit is logged to the device log on 

the Samsung devices and includes the following messages: 

Failure to establish a TLS session 

TLS_SESSION_FAILURE: _description_o f_failure_reason  

 

Failure to verify presented identifier: 

TLS_SESSION_FAILURE : The server connection is 

rejected because an unsafe SSL certificate is 

detected. Details: Hostname mismatch. <MobileIron 

Core FQDN> != <hostname in the certificate>  

Establishment of a TLS session: 

TLS_SESSION_ESTABLISHED:  

Termination of a TLS session: 

TLS_SESSION_TERMINATED:  

FIA_ENR_EXT.2 Enrollment in 

management 

Required Content: 

Reference identifier 

of MDM Server 

The άExporting Admin Portal audit logsέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 

provides the following audit messages: 

"Register Device","Success","user","2018-10-01 20:54:09 +0000","user 

(Android 8.0 - PDA 1)","Device is fully registered","","","","2018-10-01 

20:54:09 +0000","1","","","","2e6cda2e-f31a-44e0-8535- 

70f8968fd86c","Smartphone","","2018-10-01 20:54:09 

+0000","","{phoneNumber=PDA 1, uuid=2e6cda2e-f31a-44e0-8535-

70f8968fd86c, platform=Android 8.0}","2018-10-01 20:54:09 

+0000","","","","","userAction","", 

Note:  The agent is not able to generate an audit message for this 

event since auditing cannot be enabled until the Agent is already 

enrolled.  The Agent relies on the server to generate this audit event.  

FMT_POL_EXT.2 Failure of policy 

validation. 

Required Content: 

Reason for failure of 

validation. 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-

Guide] indicates that this audit is logged to the device logs on 

the Samsung devices and includes the following messages: 

POLICY_VALIDATION_FAILURE: 

_description_of_policy_error_  

Unsigned policy 
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GetUpdatedProfileTLVHandler:Payload signature 

missing  

Incorrectly signed policy 

PayloadSignatureVerifier: Payload signature 

verification failed with cert: <certificate>  

Corrupted signature for policy 

PayloadSignatureVerifier:Base 64.decode failed with 

java.lang.IllegalArgumentException: bad base - 64   

PayloadSignatureVerifier:Payload signature was 

corrupted. Signing cert thumbprint: <thumbprint>  

FMT_SMF_EXT.3  Success or failure of 

function.  

Section ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ ƛƴ ǘƘŜ [PP-

Guide] provides the following audit records for this 

requirement: 

Import the certificates to be used for authentication of the MDM 

Agent communications 

"Create Device Certificate","Success","misystem","2018-10-29 16:24:58 

+0000","user (Android 8.0 - PDA 3)"," SCEP Name: 'System - Mutual 

Auth CE setting', Serial Number: '101',","","","{principal=user, 

miUserId=9002, email=gss4testing2@gmail.com}","2018-10-29 16:24:58 

+0000","1","","65","65","87022827-1865-47e5-8b2a- 

2f36d3738e93","Certificate","","2018-10-29 16:24:58 

+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-

2f36d3738e93, platform=Android 8.0}","2018-10-29 16:24:58 

+0000","","Certificate","","","userAction","",  

 

"Register Device","Success","user","2018-10-29 16:24:58 +0000","user 

(Android 8.0 - PDA 3)","Device is fully registered","","","","2018-10-29 

16:24:58 +0000","1","","","","87022827-1865-47e5-8b2a- 

2f36d3738e93","Smartphone","","2018-10-29 16:24:58 

+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-

2f36d3738e93, platform=Android 8.0}","2018-10-29 16: 

  

Enroll in Management 

"Register Device","Success","user","2018-10-01 20:54:09 +0000","user 

(Android 8.0 - PDA 1)","Device is fully registered","","","","2018-10-01 

20:54:09 +0000","1","","","","2e6cda2e-f31a-44e0-8535- 

70f8968fd86c","Smartphone","","2018-10-01 20:54:09 

+0000","","{phoneNumber=PDA 1, uuid=2e6cda2e-f31a-44e0-8535-

70f8968fd86c, platform=Android 8.0}","2018-10-01 20:54:09 

+0000","","","","","userAction","",  
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Configure whether users can unenroll from management 

"Apply Label To Policy","Success","admin","2018-10-31 22:33:44 

+0000","Lockdown - Prevent Unenroll Policy : Version 1","Label 'Test 

Devices' is applied to policy 'Prevent Unenroll Policy'.","Global","/1/ 

","","2018-10-31 22:33:44 +0000","1","","3","Test 

Devices","","Policy","","2018-10-31 22:33:44 +0000","","","2018-10-31 

22:33:44 +0000","{configId=4, name=Prevent Unenroll Policy, 

configType=LOCKDOWN, 

version=1}","LABEL","","","userAction","{deviceSpaceId:1,deviceSpace

Path:" "/1/"",policyId:4,policyName:""Prevent Unenroll 

Policy"",policyVersion:1,policyType:""ENTERPRISE"",profileType:""LOC

KDOWN" 

",status:""Active"",active:true,defaultPolicy:false,deviceSpaceName:""

Global"",lastModifiedAt:1541025212976,deviceCount:0,pendingCount:

0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFile:false,delete

BooleanFile 

:false,deleteAuditLogConfigFile:false,rules:[...,{ruleType:""LOCKDOWN_

MANAGEMENT_REMOVAL"",value:""off"",clientValue:""1"",resourceD

TOs:[]},...],mai lboxGuids:[],items:{}}",  

Note that because of the size of this audit record, parts of the lockdown 

policy that contain settings that are not relevant to this audit are not 

displayed in this sample message. These other settings reflect attributes 

that have the potential to change depending on the lockdown policy 

configured by the administrator. However, the audit record will show at 

least the information shown in this sample message.  

Command Failure (from Admin Portal) 

"Send Message","Failed","admin","2018-09-14 20:20:44 +0000","user 

(Android 8.0 - PDA 5)","Request from Admin Portal to deliver via gcm - 

Failure Message: Failed to dispatch notification to MI Gateway. 

Reason: Internal Error.","","","{principal=user, miUserId=9002, 

email=gss4testing@gmail.com}","2018-09-14 20:20:44 

+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136","Smartphone","","2018-09-14 20:20:44 

+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136, platform=Android 8.0}","2018-09-14 20:20:44 

+0000","","","","","userAction","", 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting System Manager audit logsέ ƛƴ [PP-

Guide] indicates that these audit records are collected in the 

MIFS logs with the following messages:   

Failure 
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Registration failed for device with platform: 

Android. Reason: Device Limit of <device limit> 

reached. -  User: <user ID>  

Registration failed for device with platform: 

Android. Reason: Device not found for provided PIN -  

User: user  

Registration failed for d evice with  

platform: Android. Reason:  

authentication failed for user. -  User:  

<user Id>  

 

Administrator-provided device management functions in MDM PP 

See the Table of Administrative actions below. The client audits each of 

the management functions from SMF.1(1) when applied to the test 

device.  Each audit appears in the platform audit storage and has an 

associated severity, group, and success/failure.  

FPT_ITC.1(2)/FPT_ITT.

1 

Initiation and 

termination of the 

trusted channel.  

Required Content: 

Trusted channel 

protocol. Non-TOE 

endpoint of 

connection.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άCollecting audit events for Android devicesέ ƛƴ 

[PP-Guide] indicates this audit is collected in MIFS log with the 

following messages: 

Initiation 

TLS_SESSION_ESTABLISHED: 

Termination 

TLS_SESSION_TERMINATED:  

 

Administrative Actions 

From a review of the ST, the [PP-Guide] and through testing, the evaluator determined that the guidance contains 

a list of all administrative actions and their associated audit events that are relevant to both the MDMPP30 and 

MDMAEP30 and to use of the TOE.  These administrative actions are consistent with the security requirements 

implemented in the TOE and were found to have appropriate management capabilities identified in the guidance 

documentation.  

NOTE:  The audit records in the table below include those generated by the MDM server and by the MDM Agent on 

the Samsung devices.  The only audits applicable to iOS in this evaluation are the MDM Server side audit events.  

Except where noted in the table below, the audit records generated by the MDM Server for device management 

functions apply to both Android and iOS.   
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MDMPP30:FMT_SMF.1(1) Server Configuration of Agent Functions  

Transition to a locked state (MDF 

Function 6) 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 

 
POLICY_APPLICATION: Device locked/Device locking failed  

 
{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Send Message","Initiated","misystem","2018-09-14 20:19:58 +0000","user 

(Android 8.0 - PDA 5)","Auto-generated message to notify action: Lock via 

email","","","{principal=user, miUserId=null, email=gss4testing@gmail.com}","2018-

09-14 20:19:58 +0000","1","","","","","Smartphone","","2018-09-14 20:19:58 

+0000","","{phoneNumber=PDA 5, uuid=null, platform=Android 8.0}","2018-09- 14 

20:19:58 +0000","","","","","userAction","",  

"Lock","Success","admin","2018-09-14 20:19:58 +0000","user (Android 8.0 - PDA 

5)","Request for Lock on the device","Global","/1/","{principal=user, 

miUserId=9002, email=gss4testing@gmail.com}","2018-09-14 20:19:58 

+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136","Smartphone","","2018-09-14 20:19:58 

+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-d9f9a5fe8136, 

platform=Android 8.0}","2018-09-14 20:19:58 +0000","","","","","userAction","", 

Full wipe of protected data, (MDF 

Function 7)  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server (which in this 
case are different for Android and iOS devices): 
 
For Android devices, the server audit message is the following: 

Wipe","Success","admin","2018-08-15 11:06:25 +0000","user (Android 8.0 - PDA 
18)","Request for Wipe on the device","Global","/1/","{principal=user, 
miUserId=9002, email=johnmessiha@gossamersec.com}","2018-08-15 11:06:25 
+0000","1","","","","c1c4fcb1-eef5-4d03-88b4-
868260d19191","Smartphone","","2018-08-15 11:06:25 
+0000","","{phoneNumber=PDA 18, uuid=c1c4fcb1-eef5-4d03-88b4-868260d19191, 
platform=Android 8.0}","2018-08-15 11:06:25 +0000","","","","","userAction","", 

 
For iOS devices, the server audit message is the following: 

"Wipe","Success","admin","2018-08-15 15:43:57 +0000","user (iOS 11.3 - 
14109261314)","Request for Wipe on the device","Global","/1/","{principal=user, 
miUserId=9002, email=johnmessiha@gossamersec.com}","2018-08-15 15:43:57 
+0000","1","","","","1edbd995-4057-42e3-a4bb-
a37e8764ac49","Smartphone","","2018-08-15 15:43:57 
+0000","","{phoneNumber=14109261314, uuid=1edbd995-4057-42e3-a4bb-
a37e8764ac49, platform=iOS 11.3}","2018-08-15 15:43:57 
+0000","","","","","userAction","", 
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Note:  All audits on the device itself get wiped along with all the protected 

data.  

Unenroll from management {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Send Alert","Success","misystem","2018-09-14 20:21:59 +0000","user (Android 8.0 

- PDA 5)","(Client #1073741836) was STONITH'd. Reason: rsn mismatch, expected 

Device is retired, got e46649074d2c1643 and null","","","{principal=user, 

miUserId=9002, email=gss4testing@gmail.com}","2018-09-14 20:21:59 

+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136","Smartphone","","2018-09-14 20:21:59 

+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-d9f9a5fe8136, 

platform=Android 8.0}","2018-09-14 20:21:59 +0000","","","","","userAction","", 

Note:  Once the device is unenrolled, the administrator has no way to recover the 

client audits from the device.  The server audits the initiation of the command and 

the retiring process which indicates a response from the Agent.  

Install policies {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Add Policy","Success","miadmin","2018-10-22 18:44:33 +0000","Sync - SyncTest : 

Version 1","Policy 'SyncTest' is added successfully. ","Global","/1/","","2018-10-22 

18:44:33 +0000","1","","","","","Policy","","2018-10-22 18:44:33 

+0000","","","2018-10-22 18:44:33 +0000","{configId=2, name=SyncTest, 

configType=SYNC, 

version=1}","","","","userAction","{deviceSpaceId:1,deviceSpacePath:""/1/ 

"",policyId:2,policyName:""SyncTest"",policyVersion:1,policyType:""ENTERPR 

ISE"",profileType:""SYNC"",status:""Active"",active:true,defaultPolicy:fal 

se,deviceSpaceName:""Global"",lastModifiedAt:1540233873111,deviceCount:0,p 

endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil 

e:false,deleteBooleanFile:false,deleteAuditLogConfigFile:false,rules:[{rul 

eType:""SYNC_LONGER_INTERVAL"",value:""42"",clientValue:""42"",resourceDTO 

s:[]},{ruleType:""SYNC_HEARTBEAT_INTERVAL"",value:""14"",clientValue:""840 

"",resourceDTOs:[]},{ruleType:""SYNC_MULTITASK_INVERVAL"",value:""15"",cli 

entValue:""15"",resourceDTOs:[]},{ruleType:""SYNC_REQUIRE_TLS"",value:""on 

"",clientValue:""yes"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_URL"",r 

esourceDTOs:[]},{ruleType:""MIGRATE_CLIENT"",value:""off"",clientValue:""n 

o"",resourceDTOs:[]},{ruleType:""SYNC_INTERVAL"",value:""240"",clientValue 

:""14400"",resourceDTOs:[]},{ruleType:""SYNC_NTP_SERVER"",resourceDTOs:[]} 

,{ruleType:""PUSH_NOTIFICATION_MECHANISM"",value:""auto"",clientValue:""au 

to"",resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MODE"",value:""off"",client 

Value:""off"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_NOW"",resourceDT 

Os:[]},{ruleType:""MA_CERT_RENEWAL_WINDOW"",value:""60"",clientValue:""60" 
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",resourceDTOs:[]},{ruleType:""SYNC_SERVERIP"",value:""app283.auto.mobilei 

ron.com"",clientValue:""app283.auto.mobileiron.com"",resourceDTOs:[]},{rul 

eType:""SYNC_BLOCK_WHEN_ROAMING"",value:""mai"",clientValue:""on"",resourc 

eDTOs:[]},{ruleType:""SYNC_MTD_WAKEUP_INTERVAL"",value:""15"",clientValue: 

""900"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_SCHED"",resourceDTOs:[ 

]},{ruleType:""SYNC_ALWAYS_CONNECTED"",value:""off"",clientValue:""off"",r 

esourceDTOs:[]},{ruleType:""MA_CERT_GRACE_PERIOD"",value:""30"",clientValu 

e:""30"",resourceDTOs:[]}],mailboxGuids:[],items:{}}", 

"Apply Label To Policy","Success","miadmin","2018-10-22 18:56:21 +0000","Sync - 

SyncTest : Version 1","Label 'Android' is applied to policy 

'SyncTest'.","Global","/1/","","2018-10-22 18:56:21 +0000","1","","'- 

10","Android","","Policy","","2018-10-22 18:56:21 +0000","","","2018-10-22 

18:56:21 +0000","{configId=2, name=SyncTest, configType=SYNC, 

version=1}","LABEL","","","userAction","{deviceSpaceId:1,deviceSpacePath:" "/1/ 

"",policyId:2,policyName:""SyncTest"",policyVersion:1,policyType:""ENTERPR 

ISE"",profileType:""SYNC"",status:""Active"",active:true,defaultPolicy:fal 

se,deviceSpaceName:""Global"",lastModifiedAt:1540233873111,deviceCount:0,p 

endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil 

e:false,deleteBooleanFile:false,deleteAuditLogConfigFile:false,rules:[{rul 

eType:""SYNC_LONGER_INTERVAL"",value:""42"",clientValue:""42"",resourceDTO 

s:[]},{ruleType:""SYNC_HEARTBEAT_INTERVAL"",value:""14"",clientValue:""840 

"",resourceDTOs:[]},{ruleType:""SYNC_MULTITASK_INVERVAL"",value:""15"",cli 

entValue:""15"",resourceDTOs:[]},{ruleType:""SYNC_REQUIRE_TLS"",value:""on 

"",clientValue:""yes"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_URL"",r 

esourceDTOs:[]},{ruleType:""MIGRATE_CLIENT"",value:""off"",clientValue:""n 

o"",resourceDTOs:[]},{ruleType:""SYNC_INTERVAL"",value:""240"",clientValue 

:""14400"",resourceDTOs:[]},{ruleType:""SYNC_NTP_SERVER"",resourceDTOs:[]} 

,{ruleType:""PUSH_NOTIFICATION_MECHANISM"",value:""auto"",clientValue:""au 

to"",resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MODE"",value:""off"",client 

Value:""off"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_NOW"",resourceDT 

Os:[]},{ruleType:""MA_CERT_RENEWAL_WINDOW"",value:""60"",clientValue:""60" 

",resourceDTOs:[]},{ruleType:""SYNC_SERVERIP"",value:""app283.auto.mobilei 

ron.com"",clientValue:""app283.auto.mobileiron.com"",resourceDTOs:[]},{rul 

eType:""SYNC_BLOCK_WHEN_ROAMING"",value:""mai"",clientValue:""on"",resourc 

eDTOs:[]},{ruleType:""SYNC_MTD_WAKEUP_INTERVAL"",value:""15"",clientValue: 

""900"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_SCHED"",resourceDTOs:[ 

]},{ruleType:""SYNC_ALWAYS_CONNECTED"",value:""off"",clientValue:""off"",r 

esourceDTOs:[]},{ruleType:""MA_CERT_GRACE_PERIOD"",value:""30"",clientValu 

e:""30"",resourceDTOs:[]}],mailboxGuids:[],items:{}}", 

Query connectivity status,  The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
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WAKEUP_FROM_SERVER: CheckIn with server initiated 

 
Section ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 

"Wakeup","Success","admin","2018-09-14 20:21:23 +0000","user (Android 8.0 - 

PDA 5)","Request for Force Device Check-In.","Global","/1/ ","{principal=user, 

miUserId=9002, email=gss4testing@gmail.com}","2018-09- 14 20:21:23 

+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136","Smartphone","","2018-09-14 20:21:23 

+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-d9f9a5fe8136, 

platform=Android 8.0}","2018-09-14 20:21:23 +0000","","","","","userAction","", 

Query the current version of the 

MD firmware/software  

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 

 

QUERY_CURRENT_SOFTWARE_VERSION: _OS_VERSION_ 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 

"Wakeup","Success","admin","2018-09-14 20:21:23 +0000","user (Android 8.0 - 

PDA 5)","Request for Force Device Check-In.","Global","/1/ ","{principal=user, 

miUserId=9002, email=gss4testing@gmail.com}","2018-09- 14 20:21:23 

+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136","Smartphone","","2018-09-14 20:21:23 

+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-d9f9a5fe8136, 

platform=Android 8.0}","2018-09-14 20:21:23 +0000","","","","","userAction","", 

Query the current version of the 

hardware model of the device  

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 

 

QUERY_CURRENT_HARDWARE_VERSION: _device_model_ 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 

"Wakeup","Success","admin","2018-09-14 20:21:23 +0000","user (Android 8.0 - 

PDA 5)","Request for Force Device Check-In.","Global","/1/ ","{principal=user, 

miUserId=9002, email=gss4testing@gmail.com}","2018-09- 14 20:21:23 
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+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136","Smartphone","","2018-09-14 20:21:23 

+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-d9f9a5fe8136, 

platform=Android 8.0}","2018-09-14 20:21:23 +0000","","","","","userAction","", 

Query the current version of 

installed mobile applications  

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 

 

REPORT_APP_INVENTORY: Reporting of app inventory succeeded/ failed. 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 

"Wakeup","Success","admin","2018-09-14 20:21:23 +0000","user (Android 8.0 - 

PDA 5)","Request for Force Device Check-In.","Global","/1/ ","{principal=user, 

miUserId=9002, email=gss4testing@gmail.com}","2018-09- 14 20:21:23 

+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-

d9f9a5fe8136","Smartphone","","2018-09-14 20:21:23 

+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-d9f9a5fe8136, 

platform=Android 8.0}","2018-09-14 20:21:23 +0000","","","","","userAction","", 

Import X.509v3 certificates into the 

Trust Anchor Database, (MDF 

Function 11)  

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 
CA_CERTIFICATE_IMPORT: Import of CA certificate _alias_ succeeded/ failed 
 
ID_CERTIFICATE_IMPORT: Import of ID certificate _alias_ succeeded/ failed 

 
{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
" "Add Configuration","Success","admin","2018-09-13 15:41:33 +0000","SCEP - 
SubSubCA-RSA Enrollment Cert : Version 1","Configuration SubSubCA-RSA 
Enrollment Cert added","","/1/","","2018-09-13 15:41:33 
+0000","1","","","","","Application Setting","","2018-09-13 15:41:33 
+0000","","","2018-09-13 15:41:33 +0000","{configId=11, name=SubSubCA-RSA 
Enrollment Cert, configType=SCEP, version=1}","","","","userAction","",  
 
"Modify Configuration","Success","misystem","2018-09-13 15:17:30 
+0000","Certificate - System - TLS Trust Certificate Chain for Mobile Management : 
Version 3","Configuration System - TLS Trust Certificate Chain for Mobile 
Management modified","","/1/","","2018-09-13 15:17:30 
+0000","1","","","","","Application Setting","","2018-09-13 15:17:30 
+0000","","","2018-09-13 15:17:30 +0000","{configId=-4, name= System - TLS Trust 
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Certificate Chain for Mobile Management, configType=Certificate, 
version=3}","","","","userAction","", 

Install applications, (MDF Function 

16)  

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 
INSTALL_APPLICATION: _package_name_ 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
Install Application 
"Add App","Success","admin","2018-10-29 18:02:34 +0000","Android Utility 1.0 

(Android - In-House)","Application 'Android Utility 1.0' supported on Android 

platform is added to catalog","Global","/1/","","2018-10-29 18:02:34 

+0000","1","","","","118","App","","2018-10-29 18:02:34 +0000","","","2018-10-29 

18:02:34 +0000","","","","","userAction","", 

"Apply Label To App","Success","admin","2018-10-29 18:03:00 +0000","Android 

Utility 1.0 (Android - In-House)","Label 'Test Devices' is applied to application 

'Android Utility'.","Global","/1/","","2018-10-29 18:03:00 +0000","1","","3","Test 

Devices","118","App","","2018-10-29 18:03:00 +0000","","","2018-10-29 18:03:00 

+0000","","LABEL","","","userAction","", 

"Install App","Success","user","2018-10-29 18:05:18 +0000","user (Android 8.0 - 

PDA 3)","App Android Utility 1.0 Installed","","","{principal=user, miUserId=9002, 

email=}","2018-10-29 18:05:18 +0000","1","","","","87022827-1865-47e5-8b2a-

2f36d3738e93","Smartphone","","2018-10-29 18:05:18 

+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-2f36d3738e93, 

platform=Android 8.0}","2018-10-29 18:05:18 +0000","","","","","userAction","", 

Update system software, (MDF 

Function 15)  

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 
APP_STORE_QUARANTINE_ACTION_CONFIGURED: Qurantined/Unquarantined  
 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server (which in this 
case are different for Android and iOS): 
 
For Android devices, the server audit message is the following: 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ 

ǘƻ tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ, a sample of ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ 

relevant to Protection Profile ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO 

POLICY AUDIT EVENTS άƛƴŘƛŎŀǘŜǎ that this particular function maps to an 
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ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype 

attribute: 

EAS_BLOCK_ANDROID_OS  

This attribute ŎƻǊǊŜǎǇƻƴŘǎ ǘƻ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŀŎǘƛƻƴ ǘƻ ά¦ǇŘŀǘŜ ǎȅǎǘŜƳ 

ǎƻŦǘǿŀǊŜέΦ  

 
For iOS devices, the server audit message is the following: 

"Update OS Software","Success","admin","2018-08-17 12:35:52 +0000","user (iOS 

11.3 - PDA 40)","Request for Update OS Software on the 

device","Global","/1/","{principal=user, miUserId=9002, 

email=johnmessiha@gossamersec.com}","2018-08-17 12:35:52 

+0000","1","","","","62a28583-7570-4724-976b-

dfb07986b1c1","Smartphone","","2018-08-17 12:35:52 

+0000","","{phoneNumber=PDA 40, uuid=62a28583-7570-4724-976b-

dfb07986b1c1, platform=iOS 11.3}","2018-08-17 12:35:52 

+0000","","","","","userAction","", 

Remove applications, (MDF 

Function 14)  

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 

REMOVE_APPLICATION: _package_name_ 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
άRemove Label From App","Success","admin","2018-10-30 21:34:34 

+0000","Android Utility 1.0 (Android - In-House)","Label 'Test Devices' is removed 

from application 'Android Utility'.","Global","/1/","","2018-10-30 21:34:34 

+0000","1","","3","Test Devices","118","App","","2018-10-30 21:34:34 

+0000","","","2018-10-30 21:34:34 +0000","","LABEL","","","userAction","", 

 

άUninstall App","Success","user","2018-10-31 16:24:50 +0000","user (Android 8.0 - 

PDA 3)","App Android Utility 1.0 Uninstalled","","","{principal=user, miUserId=9002, 

email=}","2018-10-31 16:24:50 +0000","1","","","","87022827-1865-47e5-8b2a- 

2f36d3738e93","Smartphone","","2018-10-31 16:24:50 

+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-2f36d3738e93, 

platform=Android 8.0}","2018-10-31 16:24:50 +0000","","","","","userAction","", 

Remove Enterprise applications, 

(MDF Function 17)  

See above.  The TOE does not distinguish between enterprise and non-enterprise 
applications.  

 

Remove imported X.509v3 

certificates and default X.509v3 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 51 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

Management Function [PP-Guide] Mapping 

certificates in the Trust Anchor 

Database (MDF Function 12) 

Samsung Only 

 
CA_CERTIFICATE_REMOVE: Removal of CA certificate _alias_ succeeded/ failed 

 
ID_CERTIFICATE_REMOVE: Removal of ID certificate _alias_ succeeded/ failed 
 
{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Remove Label From Configuration","Success","admin","2018-11-05 12:20:53 

+0000","Certificate - Action 9 RootCA ECDSA : Version 1","Label Test Devices 

removed from configuration Action 9 RootCA ECDSA","","/1/","","2018-11-05 

12:20:53 +0000","1","","3","Test Devices","","Application Setting","","2018-11-05 

12:20:53 +0000","","","2018-11-05 12:20:53 +0000","{configId=11, name=Action 9 

RootCA ECDSA, configType=Certificate, version=1}","Label","","","userAction","", 

Import keys/secrets into the secure 

key storage (MDF Function 9) 

NOTE:  The TOE does not support a mechanism for direct import/deletion to the MD 
key/secret storage.  See actions below related to import/deletion of certificates and 
wireless networks, both of which rely on the import/deletion of keys/secrets on the 
MD. 

 
The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 
CA_CERTIFICATE_IMPORT: Import of CA certificate _alias_ succeeded/ failed 
 
ID_CERTIFICATE_IMPORT: Import of ID certificate _alias_ succeeded/ failed 
 
POLICY_APPLICATION: WIFI configuration for: _ssid_ 

 
{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Create Device Certificate","Success","misystem","2018-10-29 16:24:58 

+0000","user (Android 8.0 - PDA 3)"," SCEP Name: 'System - Mutual Auth CE 

setting', Serial Number: '101',","","","{principal=user, miUserId=9002, 

email=gss4testing2@gmail.com}","2018-10-29 16:24:58 

+0000","1","","65","65","87022827-1865-47e5-8b2a- 

2f36d3738e93","Certificate","","2018-10-29 16:24:58 

+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-2f36d3738e93, 

platform=Android 8.0}","2018-10-29 16:24:58 

+0000","","Certificate","","","userAction","",  

"Register Device","Success","user","2018-10-29 16:24:58 +0000","user (Android 8.0 

- PDA 3)","Device is fully registered","","","","2018-10-29 16:24:58 

+0000","1","","","","87022827-1865-47e5-8b2a- 

2f36d3738e93","Smartphone","","2018-10-29 16:24:58 
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+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-2f36d3738e93, 

platform=Android 8.0}","2018-10-29 16:24:58 +0000","","","","","userAction","",  

Destroy imported keys/secrets in 

the secure key storage (MDF 

Function 10) 

NOTE:  The TOE does not support a mechanism for direct import/deletion to the MD 
key/secret storage.  See actions below related to import/deletion of certificates and 
wireless networks, both of which rely on the import/deletion of keys/secrets on the 
MD. 

 
The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 
CA_CERTIFICATE_REMOVE: Removal of CA certificate _alias_ succeeded/ failed 

ID_CERTIFICATE_REMOVE: Removal of ID certificate _alias_ succeeded/ failed 

POLICY_APPLICATION: WIFI configuration for: _ssid_ 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Remove Label From Configuration","Success","admin","2018-11-05 12:20:53 

+0000","Certificate - Action 9 RootCA ECDSA : Version 1","Label Test Devices 

removed from configuration Action 9 RootCA ECDSA","","/1/","","2018-11-05 

12:20:53 +0000","1","","3","Test Devices","","Application Setting","","2018-11-05 

12:20:53 +0000","","","2018-11-05 12:20:53 +0000","{configId=11, name=Action 9 

RootCA ECDSA, configType=Certificate, version=1}","Label","","","userAction","", 

Read audit logs kept by the mobile 

device (MDF Function 32) 

Samsung Only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 

UPLOAD_LOGS: Client logs uploaded/Client logs upload failed: _error_code_ 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Pull Client Logs","Success","System","2018-10-30 21:07:46 +0000","user (Android 

8.0 - PDA 3)","Successfully uploaded client logs","","","{principal=user, 

miUserId=9002, email=}","2018-10-30 21:07:46 +0000","1","","","","87022827-

1865-47e5-8b2a-2f36d3738e93","Smartphone","","2018-10-30 21:07:46 

+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-2f36d3738e93, 

platform=Android 8.0}","2018-10-30 21:07:46 +0000","","","","","userAction","", 

Password Policy The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
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- Minimum password length 

- Minimum password 

complexity 

- Maximum password lifetime 

(MDF Function 1) 

 

POLICY_APPLICATION: Password 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

Protection Profile deploymŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

EVENTS άƛƴŘƛŎŀǘŜǎ that this particular function maps to an ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attributes: 

SECURITY_PWD_TYPE 
SECURITY_PWD_LENGTH 
SECURITY_PWD_MIN_COMPLEX_CHAR 
SECURITY_PWD_MAX_AGE 

These attributes correspond to the administrator action to configure the 

άtŀǎǎǿƻǊŘ tƻƭƛŎȅέΦ  

Session locking policy 

- Screen-lock enabled/disabled 

- Screen lock timeout 

- Number of authentication 

failures 

(MDF Function 2) 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 

POLICY_APPLICATION: Session locking 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

EVENTS άƛƴŘƛŎŀǘŜǎ that this particular function maps to an ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attributes: 

SECURITY_INACTIVITY_TIMEOUT 

SECURITY_PWD_MAX_FAILED_ATTEMPTS 

These attributes correspond to the administrator action to configure the 

ά{Ŝǎǎƛƻƴ ƭƻŎƪƛƴƎ ǇƻƭƛŎȅέΦ 

Wireless networks (SSIDs) to which 

the MD may connect (WLAN Client 

EP Function 2) 

Samsung Only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 
POLICY_APPLICATION: WIFI SSIDs black listed: _list_of_ssids_ / WIFI SSIDs black 

listing failed for: _list_of_ssids_ 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 
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ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

EVENTS άƛƴŘƛŎŀǘŜǎ that this particular function maps to an ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attribute: 

LOCKDOWN_WIFI_SSID_LISTΩ  

This attribute corresponds to the administrator action to configure the 

ά²ƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪǎ ό{{L5ǎύ ǘƻ ǿƘƛŎƘ ǘƘŜ a5 Ƴŀȅ ŎƻƴƴŜŎǘέΦ 

Security policy for each wireless 

network 

- Specify the CA(s) from which 

the MD will accept WLAN 

authentication server 

certificate(s) 

- Ability to specify security type 

- Ability to specify 

authentication protocol 

- Specify the client credentials 

to be used for authentication 

(WLAN Client EP Function 2) 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 
POLICY_APPLICATION: WIFI configuration for: _ssid_ 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
ά!ǇǇƭȅ [ŀōŜƭ ¢ƻ /ƻƴŦƛƎǳǊŀǘƛƻƴϦΣϦ{ǳŎŎŜǎǎϦΣϦŀŘƳƛƴϦΣϦнлму-11-05 12:25:35 

+0000","WiFi - Action 28 - Wifi Security Policy : Version 1","Label Test Devices 

applied to configuration Action 28 - Wifi Security Policy","","/1/ ","","2018 -11-05 

12:25:35 +0000","1","","3","Test Devices","","Application Setting","","2018-11-05 

12:25:35 +0000","","","2018-11-05 12:25:35 +0000","{configId=44, name=Action 28 

- Wifi Security Policy, configType=WiFi, version=1}","Label","","","userAction","", 

Application installation policy 

- Specifying authorized 

application repository(s) 

Samsung Only 

- Specifying a set of allowed 

applications and versions (an 

application whitelist) ς 

Samsung Only 

- Denying application 

installation ς iOS Only 

(MDF Function 8) 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 

POLICY_APPLICATION: Google market is enabled/disabled 

<timestamp> 5/1/1/3666/0/ ApplicationPolicy/Admin com.mobileiron.mdmpp has 

added com.uber.android to package name whitelist.  

<timestamp> 5/1/1/3666/0/ ApplicationPolicy/Admin com.mobileiron.mdmpp has 

added com.skype.android to package name blacklist.  

NOTE: The values 5/1/1 mean Notice/Security/Success.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 

For Android devices, the server audit message is the following: 
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Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ŦǳƴŎǘƛƻƴ ƳŀǇǎ ǘƻ ŀƴ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attributes: 

LOCKDOWN_GOOGLE_MARKET 
LOCKDOWN_APP_CONTROL_LIST 

These attributes correspond to the administrator actions to configure the 

ά!ǇǇƭƛŎŀǘƛƻƴ Lƴǎǘŀƭƭŀǘƛƻƴ ǇƻƭƛŎȅέΦ 

For iOS devices, the server audit message for denying application installation is 

the following: 

"Apply Label To Configuration","Success","admin","2018-11-17 19:56:38 

+0000","Restrictions - Action 29 - Deny App Installation : Version 1","Label Test 

Devices applied to configuration Action 29 - Deny App 

Installation","","/1/","","2018-11-17 19:56:38 +0000","1","","3","Test 

Devices","","Application Setting","","2018-11-17 19:56:38 +0000","","","2018-11-17 

19:56:38 +0000","{configId=13, name=Action 29 - Deny App Installation, 

configType=Restrictions, version=1}","Label","","","userAction","", 

Enable/disable policy for [camera 

and microphone] (MDF Function 5) 

Camera is supported for both, but 

Microphone is iOS only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 

ENABLE_DISABLE_CAMERA: Enabled/ Disabled 

ENABLE_DISABLE_MIC: Enabled/ Disabled 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ŦǳƴŎǘƛƻƴ ƳŀǇǎ ǘƻ ŀƴ ά!ǇǇƭȅ [ŀōŜl to 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attributes: 

LOCKDOWN_CAMERA 
LOCKDOWN_MICROPHONE 

These attributes correspond to the administrator actions to Ψ9ƴŀōƭŜκŘƛǎŀōƭŜ 

ǘƘŜ ǇƻƭƛŎȅ ŦƻǊ ŎŀƳŜǊŀ ŀƴŘ ƳƛŎǊƻǇƘƻƴŜΩΦ  

Enable/disable policy for the VPN 

(MDF Function 3) 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
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iOS Only  

ENABLE_DISABLE_VPN: VPN _name_ enabled/enabling failed. 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Apply Label To Configuration","Success","admin","2018-11-17 20:11:16 

+0000","Restrictions - Action 31 - VPN Protection : Version 1","Label Test Devices 

applied to configuration Action 31 - VPN Protection","","/1/ ","","2018-11-17 

20:11:16 +0000","1","","3","Test Devices","","Application Setting","","2018-11-17 

20:11:16 +0000","","","2018-11-17 20:11:16 +0000","{configId=14, name=Action 31 

- VPN Protection, configType=Restrictions, version=1}","Label","","","userAction","", 

Enable/disable policy for NFC, 

Bluetooth, Wi-Fi, and cellular 

radios (MDF Function 4) 

Samsung Only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 
ENABLE_DISABLE_RADIOS: NFC/WIFI/ Bluetooth enabled/disabled 

<timestamp>5/1/1/3789/0/ RestrictionPolicy/<device 

administrator>com.mobileiron.mdmp p has disabled cellular data. 

<timestamp>5/1/1/3789/0/ RestrictionPolicy/<device 

administrator>com.mobileiron.mdmp p has enabled cellular data.  

NOTE: The values 5/1/1 mean Notice/Security/Success 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

Protection Profile deǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ŦǳƴŎǘƛƻƴ ƳŀǇǎ ǘƻ ŀƴ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attributes: 

LOCKDOWN_BLUETOOTH 
LOCKDOWN_NFC 
LOCKDOWN_WIFI 
LOCKDOWN_CELLULAR_DATA 

These attributes correspond to the administrator actions to Ψ9ƴŀōƭŜκŘƛǎŀōƭŜ 

the policy for NFC, Bluetooth, Wi-Cƛ ŀƴŘ ŎŜƭƭǳƭŀǊ ǊŀŘƛƻǎΩΦ  

Enable/disable policy for [protocols 

supporting remote access ς 

Hotspot, USB and Bluetooth 

tethering] (MDF Function 25), 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
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Samsung Only ENABLE_DISABLE_USB_TETHER: Enabled/Disabled 

POLICY_APPLICATION: BlueTooth tethering Enabled/Disabled 

POLICY_APPLICATION: WIFI tethering Enabled/Disabled 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ŦǳƴŎǘƛƻƴ ƳŀǇǎ ǘƻ ŀƴ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘat includes the following ruletype attributes: 

LOCKDOWN_WIFI_TETHERING 
LOCKDOWN_BT_TETHERING 
LOCKDOWN_USB_TETHERING 

These attributes correspond to the administrator actions to Ψ9ƴŀōƭŜκŘƛǎŀōƭŜ 

the policy for protocols supporting remote access ς Hotspot, USB and 

.ƭǳŜǘƻƻǘƘ ǘŜǘƘŜǊƛƴƎΦΩ 

Enable/disable policy for developer 

modes (MDF Function 26), 

Samsung Only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 

ENABLE_DISABLE_DEVELOPMENT_MODE: Enabled/Disabled 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

audit event, a sample of whƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ŦǳƴŎǘƛƻƴ ƳŀǇǎ ǘƻ ŀƴ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attribute: 

LOCKDOWN_DEVELOPER_OPTIONS 

This attribute corresponds to the administrator action to Ψ9ƴŀōƭŜκŘƛǎŀōƭŜ 

ǇƻƭƛŎȅ ŦƻǊ ŘŜǾŜƭƻǇŜǊ ƳƻŘŜǎΦΩ 

Enable policy for data-at rest 

protection (MDF Function 20), 

Samsung Only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 

POLICY_APPLICATION: Encryption: _description_of_policy_/Failed to apply 

encryption policy:_description_of_policy_ 
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Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾant to 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ŦǳƴŎǘƛƻƴ ƳŀǇǎ ǘƻ ŀƴ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attributes: 

SECURITY _ENCRYPT_DEVICE 

SECURITY_ENCRYPT_FILE_TYPE 

These attributes correspond to the administrator action to Ψ9ƴŀōƭŜ ǇƻƭƛŎȅ 

for data-at-ǊŜǎǘ ǇǊƻǘŜŎǘƛƻƴΩΦ  

Enable policy for removable 

media's data-at-rest protection 

(MDF Function 21), 

Samsung Only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 

POLICY_APPLICATION: Encryption: _description_of_policy_/Failed to apply 

encryption policy:_description_of_policy_ 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾant to 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ŦǳƴŎǘƛƻƴ ƳŀǇǎ ǘƻ ŀƴ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attribute: 

SECURITY_ENCRYPT_SDCARD  

This attribute corresponds to the administrator action to Ψ9ƴŀōƭŜ ǇƻƭƛŎȅ ŦƻǊ 

ǊŜƳƻǾŀōƭŜ ƳŜŘƛŀΩǎ Řŀǘŀ-at-ǊŜǎǘ ǇǊƻǘŜŎǘƛƻƴΩΦ   

Enable/disable policy for display 

notification in the locked state of 

all notifications (MDF Function 19) 

iOS only 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 

"Apply Label To Configuration","Success","admin","2018-11-17 20:31:01 

+0000","Restrictions - Action 40 - Notifications : Version 1","Label Test Devices 

applied to configuration Action 40 - Notifications","","/1/","","2018-11-17 20:31:01 

+0000","1","","3","Test Devices","","Application Setting","","2018-11-17 20:31:01 

+0000","","","2018-11-17 20:31:01 +0000","{configId=15, name=Action 40 - 

Notifications, configType=Restrictions, version=1}","Label","","","userAction","", 

Enable/Disable Certificate used to 

validate digital signature on 

applications (MDF Function 33) 

iOS only 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Apply Label To Configuration","Success","admin","2018-08-06 15:22:05 

+0000","Provisioning Profile - ios 2aeb0df6-c861-4a24-91b7-e8671d707a78 : 

Version 1","Label iOS applied to configuration ios 2aeb0df6-c861-4a24-91b7- 
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e8671d707a78","","/1/","","2018-08-06 15:22:05 +0000","1","","'- 

4","iOS","","Application Setting","","2018-08-06 15:22:05 +0000","","","2018-08-06 

15:22:05 +0000","{configId=37, name=ios 2aeb0df6- c861-4a24-91b7-

e8671d707a78, configType=Provisioning Profile, 

version=1}","Label","","","userAction","", 

Configure the unlock banner policy 

(MDF Function 36), 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 
CONFIGURE_UNLOCK_BANNER: Enabled/ Disabled 
 
{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server (which in this 
case are different for the iOS and Android functions): 
 
For Android devices, the server audit message is the following: 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

audit event, a sample of which is listed in Table 2 ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

EVENTS άƛƴŘƛŎŀǘŜǎ that this particular function maps to an ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attributes:  

PRIVACY_ANDROID_LOCK_SCREEN_BANNER_ENABLED  

PRIVACY_ANDROID_LOCK_SCREEN_BANNER_TEXT 

These attributes ŎƻǊǊŜǎǇƻƴŘ ǘƻ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŀŎǘƛƻƴ ǘƻ άConfigure the 

ǳƴƭƻŎƪ ōŀƴƴŜǊ ǇƻƭƛŎȅέ ƻƴ ǘƘŜ !ƴŘǊƻƛŘ ŘŜǾƛŎŜΦ  

 
For iOS devices, the server audit message is the following: 

"Settings","Acknowledged","<MDM>","2018-08-08 12:21:17 +0000","user 
(iOS 11.3 - 14109261314)","{""request_data"":""Wallpaper={\n  
\ ""referenceCountProperty\ "" : \ ""476a90b6-d88d-4ae5-ab88-
2e79f4752a9e\ "",\n  \ ""wallpaperImageInfoList\ "" : [ {\n    
\ ""wallpaperScreenImageType\"" : \ ""LOCK_SCREEN\"",\n    \ ""fileId\ "" : 
\ ""8f5c6bcd-fb66-4cbb-8943-a10edbfb4f45\""\n  } 
]\n}"",""message"":""Completed MDM request.""}","","","{principal=user, 
miUserId=null, email=user}","2018-08-08 12:21:17 +0000","1",""," 
""476a90b6-d88d-4ae5-ab88-2e79f4752a9e"",  ""wallpaperImageInfoList"" 
","Wallpaper={  ""referenceCountProperty"" : ""476a90b6-d88d-4ae5-
ab88-2e79f4752a9e"",  ""wallpaperImageInfoList"" : [ {   
""wallpaperScreenImageType"" : ""LOCK_SCREEN"",    ""fileId"" : 
""8f5c6bcd-fb66-4cbb-8943-a10edbfb4f45""  } ]}","1edbd995-4057-42e3-
a4bb-a37e8764ac49","MDM Event","","2018-08-08 12:21:17 
+0000","","{phoneNumber=14109261314, uuid=1edbd995-4057-42e3-
a4bb-a37e8764ac49, platform=iOS 11.3}","2018-08-08 12:21:10 
+0000","","Application Setting","","","userAction","", 
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Configure the auditable items (MDF 

Function 37) 

Samsung Only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 
AUDIT_CONFIGURATION_CHANGE: AuditLog configuration changed: 

_description_of_change_  

Note that _description_of_change_ shows the current severity rule, current 

outcome rule, and the list of active audit groups, audit events, and UID list after the 

change. For example:  

severityRule = 5 outcomeRule = 2 groupsRule = [4] usersList = 

[0] events: [AUDIT_CONFIGURATION_CHANGE, POLICY_APPLICATION] 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Apply Label To Policy","Success","admin","2018-08-23 10:14:46 +0000","Samsung 

General - Samsung Audit Config : Version 1","Label 'Android' is applied to policy 

'Samsung Audit Config'.","Global","/1/","","2018-08-23 10:14:46 +0000","1","","'-

10","Android","","Policy","","2018-08-23 10:14:46 +0000","","","2018-08-23 

10:14:46 +0000","{configId=27, name=Samsung Audit Config, 

configType=SAMSUNG_GENERAL, 

version=1}","LABEL","","","userAction","{deviceSpaceId:1,deviceSpacePath:""/1/"",

policyId:27,policyName:""Samsung Audit 

Config"",policyVersion:1,policyType:""ENTERPRISE"",profileType:""SAMSUNG_GENE

RAL"",status:""Active"",active:true,defaultPolicy:false,deviceSpaceName:""Global"",

lastModifiedAt:1535018868040,deviceCount:0,pendingCount:0,priority:1,labels:[],d

evices:[],mailboxes:[],deletePolicyFile:false,deleteBooleanFile:false,deleteAuditLogC

onfigFile:false,rules:[{ruleType:""SAMSUNG_AUDITING_USERS"",value:"""",clientVal

ue:"""",resourceDTOs:[]},{ruleType:""SAMSUNG_MANAGEMENT_KEY"",resourceDT

Os:[]},{ruleType:""SAMSUNG_AUDITING_ENABLED"",value:""1"",clientValue:""1"",r

esourceDTOs:[]},{ruleType:""SAMSUNG_FAIL_ATTESTATION_ON_TIMEOUT"",value:

""false"",clientValue:""false"",resourceDTOs:[]},{ruleType:""SAMSUNG_ATTESTATIO

N"",value:""false"",clientValue:""false"",resourceDTOs:[]},{ruleType:""SAMSUNG_A

UDITING_OUTCOME_RULE"",value:""2"",clientValue:""2"",resourceDTOs:[]},{ruleTy

pe:""SAMSUNG_KNOX_LICENSE"",value:""KLM06-D6ZNW-W7K42-P307T-IFJD1-

F4FHO"",clientValue:""KLM06-D6ZNW-W7K42-P307T-IFJD1-

F4FHO"",resourceDTOs:[]},{ruleType:""SAMSUNG_AUDITING_GROUPS"",value:""0,1

,2,3,4"",clientValue:""0,1,2,3,4"",resourceDTOs:[]},{ruleType:""SAMSUNG_AUDITIN

G_SEVERITY_LEVEL"",value:""4"",clientValue:""4"",resourceDTOs:[]},{ruleType:""SA

MSUNG_AUDITING_EVENTS"",value:""0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,1

8,19,20,21,22,23,24,25,26,27,28,29"",clientValue:""0,1,2,3,4,5,6,7,8,9,10,11,12,13,1

4,15,16,17,18,19,20,21,22,23,24,25,26,27,28,29"",resourceDTOs:[]}],mailboxGuids:[

],items:{}}", 
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Enable/disable [a. USB mass 

storage mode]  (MDF Function 39), 

Samsung Only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 

POLICY_APPLICATION: USB Media Player Enabled/Disabled 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] describes ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ŦǳƴŎǘƛƻƴ ƳŀǇǎ ǘƻ ŀƴ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

Policȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attributes:  

LOCKDOWN_USB_MASS_STORAGE  

LOCKDOWN_USB_MEDIA_PLAYER 

These attributes correspond ǘƻ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŀŎǘƛƻƴ ǘƻ άEnable/disable 

ŀ ¦{. Ƴŀǎǎ ǎǘƻǊŀƎŜ ƳƻŘŜέΦ   

Enable/disable location services 

(MDF Function 22) 

Samsung Only 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 

ENABLE_DISABLE_LOCATION_SERVICES: Enabled/Disabled 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ relevant to 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘƛǎ ǇŀǊǘƛŎǳƭŀǊ ŦǳƴŎǘƛƻƴ ƳŀǇǎ ǘƻ ŀƴ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attribute: 

LOCKDOWN_GPS 

This attribute corresponds ǘƻ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŀŎǘƛƻƴ ǘƻ άEnable/disable 

ƭƻŎŀǘƛƻƴ ǎŜǊǾƛŎŜǎέ.    

Enable/disable policy for use of 

Biometric Authentication Factor 

(MDF Function 23) 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 
ENABLE_DISABLE_BIOMETRICS: Fingerprint/Iris/Face unlock 

enabled/e nabling failed.  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server (which in this 
case are different for Android and iOS): 
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For Android devices, the server audit message is the following: 

Sub-ǎŜŎǘƛƻƴ ά!ǇǇƭȅ ƭŀōŜƭ ǘƻ ǇƻƭƛŎȅ ŀǳŘƛǘ ŜǾŜƴǘǎέ under Exporting Admin 

Portal audit logs in the [PP-Guide] ŘŜǎŎǊƛōŜǎ ǘƘŜ ά!ǇǇƭȅ [ŀōŜƭ ǘƻ tƻƭƛŎȅέ 

ŀǳŘƛǘ ŜǾŜƴǘΣ ŀ ǎŀƳǇƭŜ ƻŦ ǿƘƛŎƘ ƛǎ ƭƛǎǘŜŘ ƛƴ ¢ŀōƭŜ н ά!ǳŘƛǘ ƭƻƎǎ ǊŜƭŜǾŀƴǘ ǘƻ 

tǊƻǘŜŎǘƛƻƴ tǊƻŦƛƭŜ ŘŜǇƭƻȅƳŜƴǘǎέΦ  ¢ŀōƭŜ о άAPPLY LABEL TO POLICY AUDIT 

9±9b¢{ άƛƴŘƛŎŀǘŜǎ ǘƘŀǘ this particular function maps to an ά!ǇǇƭȅ [ŀōŜƭ ǘƻ 

tƻƭƛŎȅέ ŀǳŘƛǘ ŜǾŜƴǘ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ following ruletype attributes: 

SECURITY_BLOCK_FINGERPRINT 
SECURITY_BLOCK_SMART_LOCK 

These attributes correspond ǘƻ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŀŎǘƛƻƴ ǘƻ άEnable/disable 

policy ŦƻǊ ǳǎŜ ƻŦ .ƛƻƳŜǘǊƛŎ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ CŀŎǘƻǊέΦ     

 

For iOS devices, the server audit message is the following: 

"Apply Label To Configuration","Success","admin","2018-11-17 20:22:23 

+0000","Restrictions - Action 55 - Bio Auth : Version 1","Label Test Devices applied 

to configuration Action 55 - Bio Auth","","/1/","","2018- 11-17 20:22:23 

+0000","1","","3","Test Devices","","Application Setting","","2018-11-17 20:22:23 

+0000","","","2018-11-17 20:22:23 +0000","{configId=17, name=Action 55 - Bio 

Auth, configType=Restrictions, version=1}","Label","","","userAction","",  

MDMPP30:FMT_SMF.1(2) Server Configuration of Server Functions 

Choose X.509v3 certificates for 
MDM Server use  

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Add Configuration","Success","admin","2018-09-13 15:41:33 +0000","SCEP - 
SubSubCA-RSA Enrollment Cert : Version 1","Configuration SubSubCA-RSA 
Enrollment Cert added","","/1/","","2018-09-13 15:41:33 
+0000","1","","","","","Application Setting","","2018-09-13 15:41:33 
+0000","","","2018-09-13 15:41:33 +0000","{configId=11, name=SubSubCA-RSA 
Enrollment Cert, configType=SCEP, version=1}","","","","userAction","", 

 
"Modify Configuration","Success","misystem","2018-09-13 15:17:30 
+0000","Certificate - System - TLS Trust Certificate Chain for Mobile Management : 
Version 3","Configuration System - TLS Trust Certificate Chain for Mobile 
Management modified","","/1/","","2018-09-13 15:17:30 
+0000","1","","","","","Application Setting","","2018-09-13 15:17:30 
+0000","","","2018-09-13 15:17:30 +0000","{configId=-4, name= System - TLS Trust 
Certificate Chain for Mobile Management, configType=Certificate, 
version=3}","","","","userAction","", 

Configure the [number of devices] 
allowed for enrollment [ 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
Preference Config Changes","Success","misystem","2018-10-30 16:04:51 
+0000","System","Modify Preference limitDevices to 30","","","","2018-10-
30 16:04:51 +0000","1","","","","","Settings Preferences","","2018-10-30 
16:04:51 +0000","","","2018-10-30 16:04:51 
+0000","","","","","userAction","", 
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Configure server session lock 
timeout 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 

Preference Config Changes","Success","misystem","2018-10-30 15:58:40 
+0000","System","Modify Preference adminPortalSessionTimeout from 10 
to 90","","","","2018-10-30 15:58:40 +0000","1","","","","","Settings 
Preferences","","2018-10-30 15:58:40 +0000","","","2018-10-30 15:58:40 
+0000","","","","","userAction","", 

Configure the TOE unlock banner, {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 

"Preference Config Changes","Success","admin","2018-10-01 22:05:23 

+0000","System","Show Login banner","","","","2018-10-01 22:05:23 

+0000","1","","","","","Settings Preferences","","2018-10-01 22:05:23 

+0000","","","2018-10-01 22:05:23 +0000","","","","","userAction","",  

"Preference Config Changes","Success","admin","2018-10-01 22:05:23 

+0000","System","Update Login banner text","","","","2018-10-01 22:05:23 

+0000","1","","","","","Settings Preferences","","2018-10-01 22:05:23 

+0000","","","2018-10-01 22:05:23 +0000","","","","","userAction","This is a 

GSS Login Text Banner", 

"Preference Config Changes","Success","admin","2018-10-01 22:06:19 
+0000","System","Hide Login banner","","","","2018-10-01 22:06:19 
+0000","1","","","","","Settings Preferences","","2018-10-01 22:06:19 
+0000","","","2018-10-01 22:06:19 +0000","","","","","userAction","", 

Configure periodicity of the 
following commands to the agent: 
1. query connectivity status 
2. query the current version of the 
MD firmware/software 
3. query the current version of the 
hardware model of the device 
4. query the current version of 
installed mobile applications 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Apply Label To Policy","Success","miadmin","2018-10-22 18:56:21 +0000","Sync - 
SyncTest : Version 1","Label 'Android' is applied to policy 
'SyncTest'.","Global","/1/","","2018-10-22 18:56:21 +0000","1","","'- 
10","Android","","Policy","","2018-10-22 18:56:21 +0000","","","2018-10-22 
18:56:21 +0000","{configId=2, name=SyncTest, configType=SYNC, 
version=1}","LABEL","","","userAction","{deviceSpaceId:1,deviceSpacePath:" "/1/ 
"",policyId:2,policyName:""SyncTest"",policyVersion:1,policyType:""ENTERPR 
ISE"",profileType:""SYNC"",status:""Active"",active:true,defaultPolicy:fal 
se,deviceSpaceName:""Global"",lastModifiedAt:1540233873111,deviceCount:0,p 
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil 
e:false,deleteBooleanFile:false,deleteAuditLogConfigFile:false,rules:[{rul 
eType:""SYNC_LONGER_INTERVAL"",value:""42"",clientValue:""42"",resourceDTO 
s:[]},{ruleType:""SYNC_HEARTBEAT_INTERVAL"",value:""14"",clientValue:""840 
"",resourceDTOs:[]},{ruleType:""SYNC_MULTITASK_INVERVAL"",value:""15"",cli 
entValue:""15"",resourceDTOs:[]},{ruleType:""SYNC_REQUIRE_TLS"",value:""on 
"",clientValue:""yes"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_URL"",r 
esourceDTOs:[]},{ruleType:""MIGRATE_CLIENT"",value:""off"",clientValue:""n 
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o"",resourceDTOs:[]},{ruleType:""SYNC_INTERVAL"",value:""240"",clientValue 
:""14400"",resourceDTOs:[]},{ruleType:""SYNC_NTP_SERVER"",resourceDTOs:[]} 
,{ruleType:""PUSH_NOTIFICATION_MECHANISM"",value:""auto"",clientValue:""au 
to"",resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MODE"",value:""off"",client 
Value:""off"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_NOW"",resourceDT 
Os:[]},{ruleType:""MA_CERT_RENEWAL_WINDOW"",value:""60"",clientValue:""60" 
",resourceDTOs:[]},{ruleType:""SYNC_SERVERIP"",value:""app283.auto.mobilei 
ron.com"",clientValue:""app283.auto.mobileiron.com"",resourceDTOs:[]},{rul 
eType:""SYNC_BLOCK_WHEN_ROAMING"",value:""mai"",clientValue:""on"",resourc 
eDTOs:[]},{ruleType:""SYNC_MTD_WAKEUP_INTERVAL"",value:""15"",clientValue: 
""900"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_SCHED"",resourceDTOs:[ 
]},{ruleType:""SYNC_ALWAYS_CONNECTED"",value:""off"",clientValue:""off"",r 
esourceDTOs:[]},{ruleType:""MA_CERT_GRACE_PERIOD"",value 

MDMPP30:FMT_SMF.1(3) MAS Server Functions 

Configure application access 
groups 

Section ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Apply Label To App","Success","admin","2018-10-29 18:03:00 
+0000","Android Utility 1.0 (Android - In-House)","Label 'Test Devices' is 
applied to application 'Android Utility'.","Global","/1/","","2018-10-29 
18:03:00 +0000","1","","3","Test Devices","118","App","","2018-10-29 
18:03:00 +0000","","","2018-10-29 18:03:00 
+0000","","LABEL","","","userAction","", 

Download applications into a 
mobile device. 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following messages: 
 
INSTALL_APPLICATION: _package_name_ 

 
 
Section ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Install App","Success","user","2018-10-29 18:05:18 +0000","user (Android 
8.0 - PDA 3)","App Android Utility 1.0 Installed","","","{principal=user, 
miUserId=9002, email=}","2018-10-29 18:05:18 
+0000","1","","","","87022827-1865-47e5-8b2a-
2f36d3738e93","Smartphone","","2018-10-29 18:05:18 
+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-
2f36d3738e93, platform=Android 8.0}","2018-10-29 18:05:18 
+0000","","","","","userAction","", 

MDMAEP30:FMT_SMF_EXT.3  

Import the certificates to be used 
for authentication of MDM Agent 
communications 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ [PP-Guide] 
indicates that this audit is logged to the device logs on the Samsung devices 
and includes the following message: 
 
CA_CERTIFICATE_IMPORT: Import of CA certificate _alias_ succeeded/ failed 
 
ID_CERTIFICATE_IMPORT: Import of ID certificate _alias_ succeeded/ failed 
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{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Create Device Certificate","Success","misystem","2018-10-29 16:24:58 
+0000","user (Android 8.0 - PDA 3)"," SCEP Name: 'System - Mutual Auth CE 
setting', Serial Number: '101',","","","{principal=user, miUserId=9002, 
email=gss4testing2@gmail.com}","2018-10-29 16:24:58 
+0000","1","","65","65","87022827-1865-47e5-8b2a-
2f36d3738e93","Certificate","","2018-10-29 16:24:58 
+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-2f36d3738e93, 
platform=Android 8.0}","2018-10-29 16:24:58 
+0000","","Certificate","","","userAction","", 
 
"Register Device","Success","user","2018-10-29 16:24:58 +0000","user (Android 8.0 
- PDA 3)","Device is fully registered","","","","2018-10-29 16:24:58 
+0000","1","","","","87022827-1865-47e5-8b2a-
2f36d3738e93","Smartphone","","2018-10-29 16:24:58 
+0000","","{phoneNumber=PDA 3, uuid=87022827-1865-47e5-8b2a-2f36d3738e93, 
platform=Android 8.0}","2018-10-29 16:24:58 +0000","","","","","userAction","", 

 

Enroll in management {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Register Device","Success","user","2018-10-01 20:54:09 +0000","user (Android 8.0 
- PDA 1)","Device is fully registered","","","","2018-10-01 20:54:09 
+0000","1","","","","2e6cda2e-f31a-44e0-8535- 
70f8968fd86c","Smartphone","","2018-10-01 20:54:09 
+0000","","{phoneNumber=PDA 1, uuid=2e6cda2e-f31a-44e0-8535-70f8968fd86c, 
platform=Android 8.0}","2018-10-01 20:54:09 +0000","","","","","userAction","", 

 
Note:  The agent is not able to generate an audit message for this event since 
auditing cannot be enabled until the Agent is already enrolled.  The Agent relies on 
the server to generate this audit event. 

Configure whether users can 
unenroll from management 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message generated by the MDM server: 
 
"Apply Label To Policy","Success","admin","2018-10-31 22:33:44 
+0000","Lockdown - Prevent Unenroll Policy : Version 1","Label 'Test 
Devices' is applied to policy 'Prevent Unenroll 
Policy'.","Global","/1/","","2018-10-31 22:33:44 +0000","1","","3","Test 
Devices","","Policy","","2018-10-31 22:33:44 +0000","","","2018-10-31 
22:33:44 +0000","{configId=4, name=Prevent Unenroll Policy, 
configType=LOCKDOWN, 
version=1}","LABEL","","","userAction","{deviceSpaceId:1,deviceSpacePath:
""/1/"",policyId:4,policyName:""Prevent Unenroll 
Policy"",policyVersion:1,policyType:""ENTERPRISE"",profileType:""LOCKDO
WN"",status:""Active"",active:true,defaultPolicy:false,deviceSpaceName:""
Global"",lastModifiedAt:1541025212976,deviceCount:0,pendingCount:0,pri
ority:1,labels:[],devices:[],mailboxes:[],deletePolicyFile:false,deleteBoolean
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File:false,deleteAuditLogConfigFile:false,rules:[...,{ruleType:""LOCKDOWN_
MANAGEMENT_REMOVAL"",value:""off"",clientValue:""1"",resourceDTOs:[
]},...],mailboxGuids:[],items:{}}", 

NOTE:  Due to the size of this audit record, parts of the policy that contain 

configurable rule settings that are not relevant to this audit have been removed. 

These other rules reflect attributes that have the potential to change depending on 

the lockdown policy configured by the administrator. Regardless of policy, this audit 

record will at least contain the information shown here.  

Configure periodicity of 
reachability events 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit message: 
 
"Apply Label To Policy","Success","miadmin","2018-10-22 18:56:21 +0000","Sync - 
SyncTest : Version 1","Label 'Android' is applied to policy 
'SyncTest'.","Global","/1/","","2018-10-22 18:56:21 +0000","1","","'- 
10","Android","","Policy","","2018-10-22 18:56:21 +0000","","","2018-10-22 
18:56:21 +0000","{configId=2, name=SyncTest, configType=SYNC, 
version=1}","LABEL","","","userAction","{deviceSpaceId:1,deviceSpacePath:" "/1/ 
"",policyId:2,policyName:""SyncTest"",policyVersion:1,policyType:""ENTERPR 
ISE"",profileType:""SYNC"",status:""Active"",active:true,defaultPolicy:fal 
se,deviceSpaceName:""Global"",lastModifiedAt:1540233873111,deviceCount:0,p 
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil 
e:false,deleteBooleanFile:false,deleteAuditLogConfigFile:false,rules:[{rul 
eType:""SYNC_LONGER_INTERVAL"",value:""42"",clientValue:""42"",resourceDTO 
s:[]},{ruleType:""SYNC_HEARTBEAT_INTERVAL"",value:""14"",clientValue:""840 
"",resourceDTOs:[]},{ruleType:""SYNC_MULTITASK_INVERVAL"",value:""15"",cli 
entValue:""15"",resourceDTOs:[]},{ruleType:""SYNC_REQUIRE_TLS"",value:""on 
"",clientValue:""yes"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_URL"",r 
esourceDTOs:[]},{ruleType:""MIGRATE_CLIENT"",value:""off"",clientValue:""n 
o"",resourceDTOs:[]},{ruleType:""SYNC_INTERVAL"",value:""240"",clientValue 
:""14400"",resourceDTOs:[]},{ruleType:""SYNC_NTP_SERVER"",resourceDTOs:[]} 
,{ruleType:""PUSH_NOTIFICATION_MECHANISM"",value:""auto"",clientValue:""au 
to"",resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MODE"",value:""off"",client 
Value:""off"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_NOW"",resourceDT 
Os:[]},{ruleType:""MA_CERT_RENEWAL_WINDOW"",value:""60"",clientValue:""60" 
",resourceDTOs:[]},{ruleType:""SYNC_SERVERIP"",value:""app283.auto.mobilei 
ron.com"",clientValue:""app283.auto.mobileiron.com"",resourceDTOs:[]},{rul 
eType:""SYNC_BLOCK_WHEN_ROAMING"",value:""mai"",clientValue:""on"",resourc 
eDTOs:[]},{ruleType:""SYNC_MTD_WAKEUP_INTERVAL"",value:""15"",clientValue: 
""900"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_SCHED"",resourceDTOs:[ 
]},{ruleType:""SYNC_ALWAYS_CONNECTED"",value:""off"",clientValue:""off"",r 
esourceDTOs:[]},{ruleType:""MA_CERT_GRACE_PERIOD"",value:""30"",clientValu 
e:""30"",resourceDTOs:[]}],mailboxGuids:[],items:{}}", 

Additional Administrative Actions Identified during the Evaluation 

Add User {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Add User","Success","admin","2018-09-14 19:54:56 +0000","testuser - 
bad@email.com","User testuser is added.","","","{principal=testuser, 
miUserId=9003, email=bad@email.com}","2018-09-14 19:54:56 



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 67 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

Management Function [PP-Guide] Mapping 

+0000","1","","","","9003","User","","2018-09-14 19:54:56 +0000","","","2018-09-
14 19:54:56 +0000","","","","","userAction","", 

Change user password {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Modify User","Success","admin","2018-09-14 19:55:17 +0000","testuser - 
bad@email.com","User testuser modified.","","","{principal=testuser, 
miUserId=9003, email=bad@email.com}","2018-09-14 19:55:17 
+0000","1","","","","9003","User","","2018-09-14 19:55:17 +0000","","","2018-09-
14 19:55:17 +0000","","","","","userAction","", 

Delete user {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Delete User","Success","admin","2018-09-14 19:55:24 +0000","testuser - 
bad@email.com","User testuser is deleted.","","","{principal=testuser, 
miUserId=9003, email=bad@email.com}","2018-09-14 19:55:24 
+0000","1","","","","9003","User","","2018-09-14 19:55:24 +0000","","","2018-09-
14 19:55:24 +0000","","","","","userAction","", 

Add label {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Add Label","Success","admin","2018-09-14 19:55:44 +0000","Test Device","Label 
'Test Device' is added successfully. ","","","","2018-09-14 19:55:44 
+0000","1","","1","Global","","Label","","2018-09-14 19:55:44 +0000","","","2018-
09-14 19:55:44 +0000","","Device Space","","","userAction","", 

Delete label {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Delete Label","Success","admin","2018-09-14 19:57:01 +0000","Test 
Device","Label 'Test Device' is deleted successfully.","","","","2018-09- 14 19:57:01 
+0000","1","","1","Global","","Label","","2018-09-14 19:57:01 +0000","","","2018-
09-14 19:57:01 +0000","","Device Space","","","userAction","", 

Apply label {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Apply Label","Success","admin","2018-09-14 19:55:57 +0000","user (Android 8.0 - 
PDA 2)","Label: 'Test Device' applied to devices. Number of associated policies: 0. 
Number of associated configurations: 0. ","Global","/1/","{principal=user, 
miUserId=9002, email=null}","2018-09-14 19:55:57 +0000","1","","3","Test 
Device","aaca17ea-8754-403a-b964- 4b2f0e2aba66","Smartphone","","2018-09-14 
19:55:57 +0000","","{phoneNumber=PDA 2, uuid=aaca17ea-8754-403a-b964-
4b2f0e2aba66, platform=Android 8.0}","2018-09-14 19:55:57 
+0000","","Label","","","userAction","", 

Remove label from device {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Remove Label","Success","admin","2018-09-14 19:56:06 +0000","user (Android 8.0 
- PDA 2)","Label(s): 'Test Device' removed from devices. Policies removed from 0 
devices. Policies added to 0 devices. Configurations removed from 0 devices. Apps 
removed from 6 devices. Number of apps removed: 
0","Global","/1/","{principal=user, miUserId=9002, email=null}","2018-09-14 
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19:56:06 +0000","1","","3","Test Device","aaca17ea-8754-403a-b964-
4b2f0e2aba66","Smartphone","","2018-09-14 19:56:06 
+0000","","{phoneNumber=PDA 2, uuid=aaca17ea-8754-403a-b964- 4b2f0e2aba66, 
platform=Android 8.0}","2018-09-14 19:56:06 
+0000","","Label","","","userAction","" 

Add Policy {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Add Policy","Success","miadmin","2018-10-22 18:44:33 +0000","Sync - SyncTest : 
Version 1","Policy 'SyncTest' is added successfully. ","Global","/1/","","2018-10-22 
18:44:33 +0000","1","","","","","Policy","","2018-10-22 18:44:33 +0000","","","2018-
10-22 18:44:33 +0000","{configId=2, name=SyncTest, configType=SYNC, 
version=1}","","","","userAction","{deviceSpaceId:1,deviceSpacePath:""/1/ 
"",policyId:2,policyName:""SyncTest"",policyVersion:1,policyType:""ENTERPR 
ISE"",profileType:""SYNC"",status:""Active"",active:true,defaultPolicy:fal 
se,deviceSpaceName:""Global"",lastModifiedAt:1540233873111,deviceCount:0,p 
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil 
e:false,deleteBooleanFile:false,deleteAuditLogConfigFile:false,rules:[{rul 
eType:""SYNC_LONGER_INTERVAL"",value:""42"",clientValue:""42"",resourceDTO 
s:[]},{ruleType:""SYNC_HEARTBEAT_INTERVAL"",value:""14"",clientValue:""840 
"",resourceDTOs:[]},{ruleType:""SYNC_MULTITASK_INVERVAL"",value:""15"",cli 
entValue:""15"",resourceDTOs:[]},{ruleType:""SYNC_REQUIRE_TLS"",value:""on 
"",clientValue:""yes"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_URL"",r 
esourceDTOs:[]},{ruleType:""MIGRATE_CLIENT"",value:""off"",clientValue:""n 
o"",resourceDTOs:[]},{ruleType:""SYNC_INTERVAL"",value:""240"",clientValue 
:""14400"",resourceDTOs:[]},{ruleType:""SYNC_NTP_SERVER"",resourceDTOs:[]} 
,{ruleType:""PUSH_NOTIFICATION_MECHANISM"",value:""auto"",clientValue:""au 
to"",resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MODE"",value:""off"",client 
Value:""off"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_NOW"",resourceDT 
Os:[]},{ruleType:""MA_CERT_RENEWAL_WINDOW"",value:""60"",clientValue:""60" 
",resourceDTOs:[]},{ruleType:""SYNC_SERVERIP"",value:""app283.auto.mobilei 
ron.com"",clientValue:""app283.auto.mobileiron.com"",resourceDTOs:[]},{rul 
eType:""SYNC_BLOCK_WHEN_ROAMING"",value:""mai"",clientValue:""on"",resourc 
eDTOs:[]},{ruleType:""SYNC_MTD_WAKEUP_INTERVAL"",value:""15"",clientValue: 
""900"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_SCHED"",resourceDTOs:[ 
]},{ruleType:""SYNC_ALWAYS_CONNECTED"",value:""off"",clientValue:""off"",r 
esourceDTOs:[]},{ruleType:""MA_CERT_GRACE_PERIOD"",value 

Apply label to policy {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Apply Label To Policy","Success","miadmin","2018-10-22 18:56:21 +0000","Sync - 
SyncTest : Version 1","Label 'Android' is applied to policy 
'SyncTest'.","Global","/1/","","2018-10-22 18:56:21 +0000","1","","' - 
10","Android","","Policy","","2018-10-22 18:56:21 +0000","","","2018-10-22 
18:56:21 +0000","{configId=2, name=SyncTest, configType=SYNC, 
version=1}","LABEL","","","userAction","{deviceSpaceId:1,deviceSpacePath:" "/1/ 
"",policyId:2,policyName:""SyncTest"",policyVersion:1,policyType:""ENTERPR 
ISE"",profileType:""SYNC"",status:""Active"",active:true,defaultPolicy:fal 
se,deviceSpaceName:""Global"",lastModifiedAt:1540233873111,deviceCount:0,p 
endingCount:0,priority:1,labels:[],devices:[],mailboxes:[],deletePolicyFil 
e:false,deleteBooleanFile:false,deleteAuditLogConfigFile:false,rules:[{rul 
eType:""SYNC_LONGER_INTERVAL"",value:""42"",clientValue:""42"",resourceDTO 



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 69 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

Management Function [PP-Guide] Mapping 

s:[]},{ruleType:""SYNC_HEARTBEAT_INTERVAL"",value:""14"",clientValue:""840 
"",resourceDTOs:[]},{ruleType:""SYNC_MULTITASK_INVERVAL"",value:""15"",cli 
entValue:""15"",resourceDTOs:[]},{ruleType:""SYNC_REQUIRE_TLS"",value:""on 
"",clientValue:""yes"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_URL"",r 
esourceDTOs:[]},{ruleType:""MIGRATE_CLIENT"",value:""off"",clientValue:""n 
o"",resourceDTOs:[]},{ruleType:""SYNC_INTERVAL"",value:""240"",clientValue 
:""14400"",resourceDTOs:[]},{ruleType:""SYNC_NTP_SERVER"",resourceDTOs:[]} 
,{ruleType:""PUSH_NOTIFICATION_MECHANISM"",value:""auto"",clientValue:""au 
to"" ,resourceDTOs:[]},{ruleType:""SYNC_FULL_BG_MODE"",value:""off"",client 
Value:""off"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_NOW"",resourceDT 
Os:[]},{ruleType:""MA_CERT_RENEWAL_WINDOW"",value:""60"",clientValue:""60" 
",resourceDTOs:[]},{ruleType:""SYNC_SERVERIP"",value:""app283.auto.mobilei 
ron.com"",clientValue:""app283.auto.mobileiron.com"",resourceDTOs:[]},{rul 
eType:""SYNC_BLOCK_WHEN_ROAMING"",value:""mai"",clientValue:""on"",resourc 
eDTOs:[]},{ruleType:""SYNC_MTD_WAKEUP_INTERVAL"",value:""15"",clientValue: 
""900"",resourceDTOs:[]},{ruleType:""SYNC_OS_UPDATE_SCHED"",resourceDTOs:[ 
]},{ruleType:""SYNC_ALWAYS_CONNECTED"",value:""off"",clientValue:""off"",r 
esourceDTOs:[]},{ruleType:""MA_CERT_GRACE_PERIOD"",value:""30"",clientValu 
e:""30"",resourceDTOs:[]}],mailboxGuids:[],items:{}}", 

Apply label to configuration {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Apply Label To Configuration","Success","admin","2018-11-17 19:56:38 
+0000","Restrictions - Action 29 - Deny App Installation : Version 1","Label Test 
Devices applied to configuration Action 29 - Deny App 
Installation","","/1/","","2018-11-17 19:56:38 +0000","1","","3","Test 
Devices","","Application Setting","","2018-11-17 19:56:38 +0000","","","2018-11-17 
19:56:38 +0000","{configId=13, name=Action 29 - Deny App Installation, 
configType=Restrictions, version=1}","Label","","","userAction","", 

Remove label from configuration {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
άwŜƳƻǾŜ [ŀōŜƭ CǊƻƳ /ƻƴŦƛƎǳǊŀǘƛƻƴϦΣϦ{ǳŎŎŜǎǎϦΣϦŀŘƳƛƴϦΣϦнлму-11-05 12:20:53 
+0000","Certificate - Action 9 RootCA ECDSA : Version 1","Label Test Devices 
removed from configuration Action 9 RootCA ECDSA","","/1/ ","","2018-11-05 
12:20:53 +0000","1","","3","Test Devices","","Application Setting","","2018-11-05 
12:20:53 +0000","","","2018-11-05 12:20:53 +0000","{configId=11, name=Action 9 
RootCA ECDSA, configType=Certificate, version=1}","Label","","","userAction","", 

Admin Portal Login {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Admin Portal Sign In","Success","admin","2018-09-13 15:28:50 +0000","Admin 
Portal - 10.0.0.130","Successfully Signed In","","","","2018-09-13 15:28:50 
+0000","1","","","","","Admin Portal","","2018-09-13 15:28:50 +0000","","","2018-
09-13 15:28:50 +0000","","","","","userAction","", 

Admin Portal logout {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Admin Portal Sign Out","Success","admin","2018-09-14 17:42:26 +0000","Admin 
Portal - 10.0.0.209","Successfully Signed Out","","","","2018-09-14 17:42:26 
+0000","1","","","","","Admin Portal","","2018-09-14 17:42:26 +0000","","","2018-
09-14 17:42:26 +0000","","","","","userAction","", 
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Modify LDAP settings {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Modify LDAP","Success","admin","2018-09-13 19:55:13 +0000","LDAP - 
ldaps://tlv0-16x.example.com:636","LDAP Setting is modified for the server 
ldaps://tlv0-16x.example.com:636","","","","2018-09-13 19:55:13 
+0000","1","","","","","LDAP","","2018-09-13 19:55:13 +0000","","","2018- 09-13 
19:55:13 +0000","{configId=null, name=ldaps://tlv0- 16x.example.com:636, 
configType=LDAP, version=null}","","","","userAction","", 

Add enrollment setting {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Add Configuration","Success","admin","2018-09-13 15:41:33 +0000","SCEP - 
SubSubCA-RSA Enrollment Cert : Version 1","Configuration SubSubCA-RSA 
Enrollment Cert added","","/1/","","2018-09-13 15:41:33 
+0000","1","","","","","Application Setting","","2018-09-13 15:41:33 
+0000","","","2018-09-13 15:41:33 +0000","{configId=11, name=SubSubCA-RSA 
Enrollment Cert, configType=SCEP, version=1}","","","","userAction","", 

Modify enrollment setting {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Modify Configuration","Success","admin","2018-09-13 15:41:47 +0000","SCEP - 
Root-RSA Enrollment Cert : Version 2","Configuration Root-RSA Enrollment Cert 
modified","","/1/","","2018-09-13 15:41:47 +0000","1","","","","","Application 
Setting","","2018-09-13 15:41:47 +0000","","","2018-09-13 15:41:47 
+0000","{configId=10, name=Root-RSA Enrollment Cert, configType=SCEP, 
version=2}","","","","userAction","", 

Add trusted certificate {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Modify Configuration","Success","misystem","2018-09-13 15:17:30 
+0000","Certificate - System - TLS Trust Certificate Chain for Mobile Management : 
Version 3","Configuration System - TLS Trust Certificate Chain for Mobile 
Management modified","","/1/","","2018-09-13 15:17:30 
+0000","1","","","","","Application Setting","","2018-09-13 15:17:30 
+0000","","","2018-09-13 15:17:30 +0000","{configId=-4, name= System - TLS Trust 
Certificate Chain for Mobile Management, configType=Certificate, 
version=3}","","","","userAction","", 

Revoke device certificate {ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Revoke Device Certificate","Success","admin","2018-09-14 20:21:48 +0000","user 
(Android 8.0 - PDA 5)"," SCEP Name: 'System - Mutual Auth CE setting', Serial 
Number: '106',","","","{principal=user, miUserId=9002, 
email=gss4testing@gmail.com}","2018-09-14 20:21:48 
+0000","1","","6a","6a","8e7b1fa0-dbb5-41e0-aaad-
d9f9a5fe8136","Certificate","","2018-09-14 20:21:48 
+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-d9f9a5fe8136, 
platform=Android 8.0}","2018-09-14 20:21:48 
+0000","","Certificate","","","userAction","", 
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Command Failure (from Admin 
Portal ς Devices & Users > Devices 
> Actions) 

{ŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άExporting Admin Portal audit logsέ in [PP-Guide] provides 
the following audit messages generated by the MDM server: 
 
"Send Message","Failed","admin","2018-09-14 20:20:44 +0000","user (Android 8.0 - 
PDA 5)","Request from Admin Portal to deliver via gcm - Failure Message: Failed to 
dispatch notification to MI Gateway. Reason: Internal Error.","","","{principal=user, 
miUserId=9002, email=gss4testing@gmail.com}","2018-09-14 20:20:44 
+0000","1","","","","8e7b1fa0-dbb5-41e0-aaad-
d9f9a5fe8136","Smartphone","","2018-09-14 20:20:44 
+0000","","{phoneNumber=PDA 5, uuid=8e7b1fa0-dbb5-41e0-aaad-d9f9a5fe8136, 
platform=Android 8.0}","2018-09-14 20:20:44 +0000","","","","","userAction","", 

 

Testing Assurance Activities: The evaluator shall test the TOE's ability to correctly generate audit records by having 

the TOE generate audit records for the events listed in the provided table and administrative actions. This should 

include all instances of an event. The evaluator shall test that audit records are generated for the establishment 

and termination of a channel for each of the cryptographic protocols contained in the ST. For administrative 

actions, the evaluator shall test that each action determined by the evaluator above to be security relevant in the 

context of this PP is auditable. 

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms 

directly. For example, testing performed to ensure that the administrative guidance provided is correct verifies 

that AGD_OPE.1 is satisfied and should address the invocation of the administrative actions that are needed to 

verify the audit records are generated as expected. 

The evaluator constructed a list of required audit events based on the TOE Security Target (ST).  The evaluator then 

either identified events generated when performing a corresponding function in another test or performed 

operations directly (e.g., log in and log out) to cause each required audit event to be generated. For each of the 

various log file locations, the evaluator viewed and exported the audit events which are all documented in the 

Detailed Test Report (DTR).  

2.1.4.2  MDMPP30: FAU_GEN.1.2(1)  

TSS Assurance Activities: The evaluator shall check the TSS and ensure that it provides a format for audit records. 

Each audit record format type must be covered, along with a brief description of each field. 

Section 6.1 of the ST states that in addition to identifying the security event, each audit records incudes a time stamp, 

identify of the responsible user (where applicable), and the outcome of the event (success or failure).  Table 2 and 3 

also identify any additional content that is included in the audit records for each event.  

Guidance Assurance Activities: The evaluator shall check the administrative guide and ensure that it provides a 

format for audit records. Each audit record format type must be covered, along with a brief description of each 

field. The evaluator shall check to make sure that the description of the fields contains the information required in 

FAU_GEN.1.2. 
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The TOE includes several repositories for audit data.  The ά/ƻƭƭŜŎǘƛƴƎΣ ǾƛŜǿƛƴƎΣ ŀƴŘ ŜȄǇƻǊǘƛƴƎ ƭƻƎǎέ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ 

[PP-Guide] describes the various formats and locations of the audit records that are generated by the MDM Server 

and the MDM Agent.  

{ŜŎǘƛƻƴ ά9ȄǇƻǊǘƛƴƎ !ŘƳƛƴ tƻǊǘŀƭ ŀǳŘƛǘ ƭƻƎǎέ ƛƴ ǘƘŜ [PP-Guide] describes the Admin Portal audit logs that are 

generated by the MDM Server.  This section describes each of the comma-separated fields that are included in the 

Admin Portal audit records when they are exported to a CSV file. The CSV file has the following comma-separated 

fields: 

ω Action - The action the administrator took 

ω State - The status of the action such as succeeded, failed, or initiated 

ω Performed By - ¦ǎŜǊ ƴŀƳŜ ƻŦ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǿƘƻ ǘƻƻƪ ǘƘŜ ŀŎǘƛƻƴΣ ƻǊ άǎȅǎǘŜƳέ ƛŦ ǘƘŜ /ƻǊŜ ƛƴƛǘƛŀǘŜŘ 

the action 

ω Action Date - Time and date of the action 

¶ Performed On -- Component the action is directed to, such as the device, a Core policy or 

configuration, or LDAP server 

ω Details - Description of the action 

ω Space Name - The delegated administrator space 

ω Space Path- Internal ID of the space 

ω Actor - Same as Performed by 

ω Logged At - Same as Action Date 

ω Version - Not used 

ω User Role -- Not used 

ω Object Id - Not used 

ω Object Name-- Not used 

ω Subject ID - Internal identifier of user who took the action 

ω Subject Type - Whether the action is on a policy, configuration, or other entity 

ω Subject Owner Name - Not used 

ω Completed At - Same as Logged At 

ω Cookie - Not used 

ω Device - Device details if the action is on a device 

ω Requested At - Time the action was initiated 

ω Configuration - Configuration details if the action is on a configuration 

ω Object Type - Not used 

ω Parent ID - Not used 

ω Update Request Id - Not used 

ω Log Type - !ƭǿŀȅǎ άǳǎŜǊ!Ŏǘƛƻƴέ 

ω Updated Blob - The data of the subject 

ω Message - Not used 

 

The sub-ǎŜŎǘƛƻƴ ά5ŜǾƛŎŜ {ǘŀǘǳǎ 9ǾŜƴǘǎ hǾŜǊǾƛŜǿέ ǳƴŘŜǊ Exporting Admin Portal audit logs in the [PP-Guide] 

describes the device status alert audit events generated by the MDM Server.  Sub-ǎŜŎǘƛƻƴǎ ά9ȄǇƻǊǘƛƴƎ ǘƘŜ ŘŜǾƛŎŜ 
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ǎǘŀǘǳǎ ŜǾŜƴǘǎ ŀǎ ŀ /{± ŦƛƭŜέ ŀƴŘ ά¢ƘŜ ŜȄǇƻǊǘŜŘ ŘŜǾƛŎŜ ǎǘŀǘǳǎ ŜǾŜƴǘ /{± ŦƛƭŜΩǎ ŦƛŜƭŘǎέ ŘŜǎŎǊƛōŜ ŀƭŜǊǘ ŀǳŘƛǘ ŜǾŜƴǘ 

format and fields and how to export them.  The device status event CSV file has the following comma-separated 

fields: 

¶ Alert Type - ¢ƘŜ ǘȅǇŜ ƻŦ ŀƭŜǊǘ ǿƘƛŎƘ ƛƴ ǘƘƛǎ ŎŀǎŜ ƛǎ άŘŜǾƛŎŜ ǎǘŀǘǳǎ ŜǾŜƴǘέ 

¶ Alert Status - The status of the alert, such as whether it has been dispatched 

¶ Comments - The optional note added by the administrator before generating the CSV file 

¶ Alert Text - The text of the alert 

¶ Recipient - Either user, admin, or both 

¶ Alert Date - When the alert was sent 

¶ IsActive - Always true 

¶ Device UUID - UUID of the device causing the event 

¶ Alert Severity - Critical, warning, or information 

Note that the iOS related device status audit events are not the same format as the Android related status events 

and are identified in Table 2 Admin Portal 

¢ƘŜ ǎŜŎǘƛƻƴ ά9ȄǇƻǊǘƛƴƎ {ȅǎǘŜƳ aŀƴŀƎŜǊ ŀǳŘƛǘ ƭƻƎǎ ƻǾŜǊǾƛŜǿέ ƛƴ [PP-Guide] contains information describing the 

System Manager audit records that are generated by the MDM Server along with the records contents.  The 

System Manager audit records are located in various different log files including:  MICS, MIFS, log, Application log, 

var/log//httpd/https -error_log, var/log/httpd/portal_error_log, var/log/secure and upgrade_status.log.   

¢ƘŜ ǎǳōǎŜŎǘƛƻƴ άCƻǊƳŀǘ ƻŦ ŜǾŜƴǘǎ ƛƴ aL/{ ƭƻƎΣ aLC{ ƭƻƎΣ ŀƴŘ !ǇǇƭƛŎŀǘƛƻƴ ƭƻƎέ ǳƴŘŜǊ Exporting System Manager 

audit logs overview in [PP-Guide] states that events in the MICS log, MIFS, log, and Application log have the 

following format: 

<date> <timestamp> <log level> <class name and method> <thread ID> <message> 

Where: 

¶ <date> is the date the event was logged 

¶ <timestamp> it the time the event was logged 

¶ <log level> is either ERROR, WARNING, INFO, DEBUG, TRACE 

¶ <class name and method> indicates the code in MobileIron Core that logged the event 

¶ <thread ID> indicates the thread in MobileIron Core that logged the event 

¶ <message> depends on the event.  

 

¢ƘŜ ǎǳōǎŜŎǘƛƻƴ άCƻǊƳŀǘ ƻŦ ŜǾŜƴǘǎ ƛƴ κǾŀǊκƭƻƎκƘǘǘǇŘκƘǘǘǇǎ-ŜǊǊƻǊψƭƻƎ ŀƴŘ κǾŀǊκƭƻƎκƘǘǘǇŘκǇƻǊǘŀƭψŜǊǊƻǊψƭƻƎέ ǳƴŘŜǊ 

Exporting System Manager audit logs overview in [PP-Guide] states that events in /var/log/httpd/https-error_log 

and /var/log/httpd/portal_error_log files have the following format: 

<timestamp> <module>:<log level> <process ID> <IP address of client> <log message> 

Where: 
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¶ <timestamp> is the time the event was logged 

¶ <module> is the code module in MobileIron Core that logged the event 

¶ <log level> is either ERROR, WARNING, INFO, DEBUG, TRACE 

¶ <process ID> indicates the process in MobileIron Core that logged the event 

¶ <IP address of client> indicates the IP address of the client making the request 

¶ <message> depends on the event 

¢ƘŜ ǎǳōǎŜŎǘƛƻƴ άCƻǊƳŀǘ ƻŦ ŜǾŜƴǘǎ ƛƴ κǾŀǊκƭƻƎκǎŜŎǳǊŜέ ǳƴŘŜǊ Exporting System Manager audit logs overview in [PP-

Guide] states that events in log file /var/log/secure have the following format: 

<timestamp> <hostname> <module name> <message> 

Where: 

ω <timestamp> is the time the event was logged 

ω <hostname> is the hostname of MobileIron Core 

ω <module name> indicates the code module in MobileIron Core that logged the event 

ω <message> depends on the event. 

¢ƘŜ ǎǳōǎŜŎǘƛƻƴ άCƻǊƳŀǘ ƻŦ ŜǾŜƴǘǎ ƛƴ ǳǇƎǊŀŘŜψǎǘŀǘǳǎΦƭƻƎέ ǳƴŘŜǊ Exporting System Manager audit logs overview in 

[PP-Guide] states that events in upgrade_status.lg have the following format: 

<timestamp> <log level> <module name> <filename and line number> <message> 

Where: 

ω <timestamp> is the time the event was logged 

ω <log level> is either ERROR, WARNING, INFO, DEBUG, TRACE 

ω <module name> indicates the code module in MobileIron Core that logged the event 

ω <filename and line number> indicates the code in MobileIron Core that logged the event 

ω <message> depends on the event 

The ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] describes the audit events that are 

logged to the device logs on the Samsung devices including their format and fields.   

¢ƘŜ ǎǳōǎŜŎǘƛƻƴ άCƻǊƳŀǘ ƻŦ ŜǾŜƴǘǎ ƎŜƴŜǊŀǘŜŘ ƻƴ {ŀƳǎǳƴƎ YƴƻȄ ŘŜǾƛŎŜǎέ ǳƴŘŜǊ Collecting audit events for Android 

devices in [PP-Guide] states that these events have the following format: 

1531304770883 5/4/1/21636/0/com.mobileiron.mdmpp/SamsungLockdownProvider/ENABLE_DISABLE_MIC : 

Disabled 

Where: 

ω 1531304770883 - Timestamp of the event occurrence. 

ω 5 - Severity 
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ω 4 - Module group 

ω 1 - Outcome. 1 for success and 0 for failure 

ω 21636 - Process ID (PID) that triggered the event 

ω 0 - User ID that triggered the event 

ω com.mobileiron.mdmpp - Package name of Mobile@Work for Android in most cases, except 

ω SamsungLockdownProvider - Software component where the event occurred 

ω ENABLE_DISABLE_MIC : - The event name 

ω Disabled - Details about the event 

¢ƘŜ ǎǳōǎŜŎǘƛƻƴ άtŀȅƭƻŀŘ ǎƛƎƴŀǘǳǊŜ ŜǾŜƴǘǎ ƎŜƴŜǊŀǘŜŘ ƻƴ {ŀƳǎǳƴƎ YƴƻȄ ŘŜǾƛŎŜǎέ ǳƴŘŜǊ Collecting audit events for 

Android devices in [PP-Guide] states that the payload signature events have the following format: 

<date><time>:<log level>:<process ID>:<thread name>:<class name>:<message> 

Where: 

ω <date> is the date the event was logged 

ω <time> is the time the event was logged 

ω <log level> is a one letter code indicating the log level which for these events is either I for Info or W 

for Warning. 

ω <process ID> indicates the process Mobile@Work that logged the event 

ω <class name> indicates the class name of the code in Mobile@Work that logged the event 

ω <message> depends on the event 

Testing Assurance Activities: When verifying the test results from FAU_GEN.1.1, the evaluator shall ensure the 

audit records generated during testing match the format specified in the administrative guide, and that the fields 

in each audit record have the proper entries. 

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms 

directly. For example, testing performed to ensure that the administrative guidance provided is correct verifies 

that AGD_OPE.1 is satisfied and should address the invocation of the administrative actions that are needed to 

verify the audit records are generated as expected. 

The Auditable Events table includes optional, selection-based and objective requirements. The auditing of these 

requirements are only required if the requirement is included in the ST. 

While performing the FAU_GEN.1(1).1 tests, the evaluators collected and confirmed that the required audit record 

content was present in each audit record. 

Component TSS Assurance Activities: None Defined 

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: None Defined 
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2.1.5  A UDIT DATA GENERATION  (MDMAEP30:FAU_GEN.1( 2 )) 

 

2.1.5.1  MDMAEP30: FAU_GEN.1.1( 2 ) 

TSS Assurance Activities: The evaluator shall check the TSS and ensure that it provides a format for audit records. 

Each audit record format type must be covered, along with a brief description of each field. 

Section 6.1 of the ST states that the MDM Agent component of the TOE includes in each audit record the following 

information: date and time of the event, type of event, subject identity, (if relevant) the outcome (success or failure) 

of the event, and the additional information identified in Table 3 of the ST.  

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: The evaluator shall use the TOE to perform the auditable events defined in Table 1 

and observe that accurate audit records are generated with contents and formatting consistent with those 

described in the TSS. Note that this testing can be accomplished in conjunction with the testing of the security 

mechanisms directly. 

While performing the FAU_GEN.1(1).1 tests, the evaluators collected and confirmed that the required audit record 

content was present in each audit record. 

2.1.5.2  MDMAEP30: FAU_GEN.1.2( 2 ) 

TSS Assurance Activities: The evaluator shall check the TSS and ensure that it provides a format for audit records. 

Each audit record format type must be covered, along with a brief description of each field. 

Section 6.1 of the ST states that the MDM Agent component of the TOE includes in each audit record the following 

information: date and time of the event, type of event, subject identity, (if relevant) the outcome (success or failure) 

of the event, and the additional information identified in Table 3 of the ST.  

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: When verifying the test results, the evaluator shall ensure the audit records 

generated during testing match the format specified in the administrative guide, and that the fields in each audit 

record have the proper entries. 

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms 

directly. 

While performing the FAU_GEN.1(1).1 tests, the evaluators collected and confirmed that the required audit record 

content was present in each audit record. 

Component TSS Assurance Activities: None Defined 

Component Guidance Assurance Activities: None Defined 
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Component Testing Assurance Activities: None Defined 

 

 

2.1.6  N ETWORK REACHABILITY REVIEW  (MDMPP30:FAU_NET_EXT.1)  

 

2.1.6.1  MDMPP 30:FAU_NET_EXT.1.1  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: The evaluator ensures that the TSS describes how reachability events are 

implemented, for each supported mobile platform. The evaluator verifies that this description clearly indicates 

who (MDM Agent or MDM Server) initiates reachability events. 

Section 6.1 of the ST states that the MDM Server component of the TOE provides the ability for an administrator to 

determine the connectivity status of any MDM Agent. Device check-in normally occurs periodically, where an 

administrator configured the period.  Device check-ins can also be initiated by the mobile device user using the MDM 

Agent or by an administrator using the MDM Server web interface to cause an immediate check-in to ensure or 

determine the current connectivity status. While an administrator can check the last check-in status of any device 

via the administrator web interface, the administrator can also configure a policy to send an alert if a device has not 

checked-in for a configured number of days. 

Component Guidance Assurance Activities: The evaluator shall verify that the guidance instructs administrators 

on the method of determining the network connectivity status of an enrolled agent. 

¢ƘŜ ǎŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ ά/ƘŜŎƪƛƴƎ ǊŜƎƛǎǘǊŀǘƛƻƴ ŀƴŘ ŎƘŜŎƪ-in/connectivity ǎǘŀǘǳǎέ ƛƴ [PP-Guide] provides instructions 

on determining when the most recent check-in of each mobile device has occurred.   

Component Testing Assurance Activities: For each MDM Agent/platform listed as supported in the ST: 

The evaluator shall configure the MDM Agent/platform to perform a network reachability test, both with and 

without such connectivity and shall ensure that by following the guidance, the evaluator can determine results that 

reflect both. 

The evaluator configured network connectivity between the mobile device and the MDM server and attempted to 

use the server to check-in with the MD Agent.  The evaluator observed on the server that the device check-in was 

successful.  The evaluator then changed the network connectivity such that the mobile device cannot reach the 

MDM server.  With the network between the mobile device and the MDM server disrupted, the evaluator 
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attempted to use the agent to check-in to the MDM server.  The evaluator observed on the server that the device 

check-in was NOT successful.  Finally, the evaluator re-established connectivity and observed that the check-in 

occurred. 

 

2.1.7  A UDIT REVIEW  (MDMPP30:FAU_SAR.1)  

 

2.1.7.1  MDMPP30:FAU_SAR.1.1  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

2.1.7.2  MDMPP30:FAU_SAR.1 .2  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: None Defined 

Component Guidance Assurance Activities: The evaluator shall check the AGD guidance and ensure that it 

describes how the administrator accesses the audit data and describes the format of the audit record. 

See MDMPP30:FAU_GEN.1.2(1) above which documents the format of each audit record as described in the [PP-

Guide].  

The TOE includes several repositories for audit data.  The ά/ƻƭƭŜŎǘƛƴƎΣ ǾƛŜǿƛƴƎΣ ŀƴŘ ŜȄǇƻǊǘƛƴƎ ƭƻƎǎέ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ 

[PP-Guide] describes the various formats and locations of the audit records that are generated by the MDM Server 

and the MDM Agent.   

{ŜŎǘƛƻƴ ά9ȄǇƻǊǘƛƴƎ !ŘƳƛƴ tƻǊǘŀƭ ŀǳŘƛǘ ƭƻƎǎέ ƛƴ ǘƘŜ [PP-Guide] describes the Admin Portal audit logs that are 

generated by the MDM Server.  These logs are viewed via the Admin Portal and can also be exported to a CSV file.  

The [PP-Guide] ǊŜŦŜǊǎ ǘƻ ǘƘŜ ά±ƛŜǿƛƴƎ ŀǳŘƛǘ ƭƻƎ ƛƴŦƻǊƳŀǘƛƻƴέ ǎŜŎǘƛƻƴ ƛƴ ώ5ŜǾaƎǘ ς Android] and [DevMgt ς iOS] 

where more detailed instructions are provided for viewing and exporting these audit records.   

The sub-ǎŜŎǘƛƻƴ ά5ŜǾƛŎŜ {ǘŀǘǳǎ 9ǾŜƴǘǎ hǾŜǊǾƛŜǿέ ǳƴŘŜǊ Exporting Admin Portal audit logs in the [PP-Guide] 

describes the device status alert audit events generated by the MDM Server which are also viewed via the Admin 

Portal.  Sub-ǎŜŎǘƛƻƴǎ ά9ȄǇƻǊǘƛƴƎ ǘƘŜ ŘŜǾƛŎŜ ǎǘŀǘǳǎ ŜǾŜƴǘǎ ŀǎ ŀ /{± ŦƛƭŜέ ŀƴŘ ά¢ƘŜ ŜȄǇƻǊǘŜŘ ŘŜǾƛŎŜ ǎǘŀǘǳǎ event CSV 

ŦƛƭŜΩǎ ŦƛŜƭŘǎέ ŘŜǎŎǊƛōŜ ŀƭŜǊǘ ŀǳŘƛǘ ŜǾŜƴǘ ŦƻǊƳŀǘ ŀƴŘ ŦƛŜƭŘǎ ŀƴŘ Ƙƻǿ ǘƻ ŜȄǇƻǊǘ ǘƘŜƳΦ   
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¢ƘŜ ǎŜŎǘƛƻƴ ά9ȄǇƻǊǘƛƴƎ {ȅǎǘŜƳ aŀƴŀƎŜǊ ŀǳŘƛǘ ƭƻƎǎ ƻǾŜǊǾƛŜǿέ ƛƴ [PP-Guide] contains information describing the 

System Manager audit records that are generated by the MDM Server along with the records contents.  The 

System Manager audit records are located in various different log files including:  MICS, MIFS, log, Application log, 

var/log//httpd/https -error_log, var/log/httpd/portal_error_log, var/log/secure and upgrade_status.log.  Sub-

ǎŜŎǘƛƻƴ ά9ȄǇƻǊǘƛƴƎ {ȅǎǘŜƳ aŀƴŀƎŜǊ ŀǳŘƛǘ ƭƻƎǎ ǘƻ ŦƛƭŜǎέ ŘŜǎŎǊƛōŜǎ Ƙƻǿ ǘƻ ŜȄǇƻǊǘ ǘƘŜ ǾŀǊƛƻǳǎ ƭƻƎ ŦƛƭŜǎΦ  

¢ƘŜ ǎǳōǎŜŎǘƛƻƴ ά±ƛŜǿƛƴƎ {ȅǎǘŜƳ aŀƴŀƎŜǊ ŀǳŘƛǘ ƭƻƎǎέ under Exporting System Manager audit logs overview in [PP-

Guide] provides instructions for logging into the System Manager and viewing the audit records located in the 

MIFS, MICS, Secure (var/log/secure) and Application (var/log/application.log) log files via Troubleshooting > View 

aƻŘǳƭŜ [ƻƎǎΦ  ¢ƘŜ ǎǳōǎŜŎǘƛƻƴ ά9ȄǇƻǊǘƛƴƎ {ȅǎǘŜƳ aŀƴŀƎŜǊ ŀǳŘƛǘ ƭƻƎǎ ǘƻ ŦƛƭŜǎέ ǳƴŘŜǊ Exporting System Manager 

audit logs overview in [PP-Guide] provides instructions for exporting the audit logs in /var/log/secure, 

/var/log/httpd/, the MIFS log, the MICS log, the Application log and the upgrade_status.log via Troubleshooting > 

Export Logs.  

The [PP-Guide] also refers to ǎŜŎǘƛƻƴǎ ά²ƻǊƪƛƴƎ ǿƛǘƘ ƭƻƎǎέ ŀƴŘ ά¢ǊƻǳōƭŜǎƘƻƻǘƛƴƎέ ƛƴ [SysMgr] which provides 

instructions for viewing and exporting the System Manager audit logs.   

¢ƘŜ ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] describes the audit events that are 

logged to the device logs on the Samsung devices including their format and fields.   The device logs are pulled to 

aƻōƛƭŜLǊƻƴ /ƻǊŜ ŀƴŘ ǘƘŜƴ ŀŎŎŜǎǎŜŘ ǳǎƛƴƎ ǘƘŜ {ȅǎǘŜƳ aŀƴŀƎŜǊΦ  ¢ƘŜ ǎǳōǎŜŎǘƛƻƴ άtŀȅƭƻŀŘ ǎƛƎƴŀǘǳǊŜ ŜǾŜƴǘǎ 

ƎŜƴŜǊŀǘŜŘ ƻƴ {ŀƳǎǳƴƎ YƴƻȄ ŘŜǾƛŎŜǎέ ǳƴŘŜǊ Collecting audit events for Android devices in [PP-Guide] states that 

the payload signature events are also pulled to MobileIron Core and are available in the log.txt file.   

¢ƘŜ ǎǳōǎŜŎǘƛƻƴ άtǳƭƭƛƴƎ ŘŜǾƛŎŜ ƭƻƎǎ ǘƻ aƻōƛƭŜLǊƻƴ /ƻǊŜέ ǳƴŘŜǊ Collecting audit events for Android devices in [PP-

Guide] provides instructions for pulling the device logs from a device to which a Samsung General Policy has been 

applied.  The device logs include the log.txt file and the dump.gz file.  ¢ƘŜ ǎǳōǎŜŎǘƛƻƴ ά!ŎŎŜǎǎƛƴƎ ǘƘŜ ŘŜǾƛŎŜ ƭƻƎǎ ƻƴ 

aƻōƛƭŜLǊƻƴ /ƻǊŜέ ǳƴŘŜǊ /ollecting audit events for Android devices in [PP-Guide] provides instructions for 

accessing the device logs using the System Manager once you have pulled them from a device.  

Component Testing Assurance Activities: The evaluator shall attempt to view the audit record as the authorized 

administrator and verify that the action succeeds. The evaluator shall ensure the audit records generated during 

testing match the format specified in the administrative guide. 

The evaluator viewed audit records through the Admin Portal Interface and as displayed in exported CSV format.  

The evaluator also viewed the various log files via the System Manager Interface and also exported these audits as 

zip files and was able to extract and view the individual audit files.  The evaluator found that the records generated 

matched the various formats specified in the guidance documentation. 
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2.1.8  SECURITY A UDIT EVENT SELECTION  (MDMAEP30:FAU_SEL.1(2))  

 

2.1.8.1  MDMAEP30: FAU_SEL.1.1(2)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: None Defined 

Component Guidance Assurance Activities: The evaluator shall examine the operational guidance to determine 

that it contains instructions on how to define the set of auditable events as well as explains the syntax for multi-

value selection (if applicable). The evaluator shall also verify that the operational guidance shall identify those 

audit records that are always recorded, regardless of the selection criteria currently being enforced. 

¢ƘŜ ά/ƻƭƭŜŎǘƛƴƎ ŀǳŘƛǘ ŜǾŜƴǘǎ ŦƻǊ !ƴŘǊƻƛŘ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] provides instructions for configuring the 

Samsung General Policy which provides settings to control what audit events are logged to the device logs on 

Samsung Knox Devices. Policy application events are always logged.   The instructions include selecting audit events 

based on the following attributes:  event type; success of auditable security events; failure of auditable security 

events. 

Component Testing Assurance Activities: Test 1: For each attribute listed in the requirement, the evaluator shall 

devise a test to show that selecting the attribute causes only audit events with that attribute (or those that are 

always recorded, as identified in the administrative guidance) to be recorded. 

Test 2 [conditional]: If the TSF supports specification of more complex audit pre-selection criteria (e.g., multiple 

attributes, logical expressions using attributes) then the evaluator shall devise tests showing that this capability is 

correctly implemented. The evaluator shall also, in the test plan, provide a short narrative justifying the set of tests 

as representative and sufficient to exercise the capability. 

Test 1: The evaluator created several different audit policies for this test.  First, the evaluator created a permissive 

policy that allowed all events (no filtering) to ensure that the auditing was working as expected.  Then the 

evaluator created a restrictive policy that prevented some audit events from being generated.  This was tested by 

performing a set of actions that would normally produce audit events that meet the filtering criteria as well as 

audit events that do no.  The evaluator confirmed that only the audits allowed by the policy were generated.  

These tests were performed for each configurable attribute.  

Test 2:  Not Applicable, the device does not claim any additional attributes to filter on or any complex audit pre-

selection criteria.   
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2.1.9  EXTERNAL A UDIT TRAIL STORAGE  (MDMPP30:FAU_STG_EXT.1(1))  

 

2.1.9.1  MDMPP30: FAU _STG_EXT.1.1(1)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: The evaluator shall examine the TSS to ensure it describes the means by 

which the audit data are transferred to the external audit server, and how the trusted channel is provided. 

Section 6.1 of the ST states that the MDM Server component of the TOE provides the ability to export audit records 

via a function available in the administrator web interface and the exported records are protected via the HTTPS/TLS 

connection to that interface.  This export transmits audit data in either CSV (comma separated values) format, text 

format, or a compressed archive format, depending upon the specific audit data being exported. 

Component Guidance Assurance Activities: The evaluator shall also examine the operational guidance to 

determine that it describes the relationship between the local audit data and the audit data that are sent to the 

audit log server. For example, when an audit event is generated, is it simultaneously sent to the external server 

and the local store, or is the local store used as a buffer and 'cleared' periodically by sending the data to the audit 

server. 

The evaluator shall also examine the operational guidance to ensure it describes how to establish the trusted 

channel to the audit server, as well as describe any requirements on the audit server (particular audit server 

protocol, version of the protocol required, etc.), as well as configuration of the TOE needed to communicate with 

the audit server. 

See Section 2.1.7.2 (MDMPP30:FAU_SAR.1.2) above which documents the location of the local audit data and the 

instructions for exporting the audit data as described in the various sections of the [PP-Guide].  

As explained in Section 6.1 of the ST and further described in the [PP-Guide], the MDM Server component of the 

TOE provides the ability to export audit records via functions available in the Admin Portal and System Manager.   

The exported records are protected via the HTTPS/TLS connection to these interfaces.  This export transmits audit 

data in either CSV (comma separated values) format, text format, or a compressed archive format, depending 

upon the specific audit data being exported.  The specific sections in the [PP-Guide] with instructions for how to 

export the various logs have been documented previously in Section 2.1.7.2 of this AAR.  ¢ƘŜ άHow to deploy 

MobileIron Core 10.0.1.0 in Common Criteria modeέ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ [PP-Guide], refers to [GetStart] for accessing 

the Admin Portal and to [SysMgr] for accessing the System Manager.  

¢ƘŜ ά¦ǇƭƻŀŘƛƴƎ ŀ ǾŀƭƛŘΣ ǘǊǳǎǘŜŘΣ CLt{-ŎƻƳǇŀǘƛōƭŜ ŎŜǊǘƛŦƛŎŀǘŜέ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ [PP-Guide] describes how to upload an 

ECDSA or RSA certificate to MobileIron Core for the Portal HTTPS certificate.  ¢ƘŜ ά/ƻƴŦƛƎǳǊƛƴƎ {ǘǊƛŎǘ {{[έ ǎŜŎǘƛƻƴ ƛƴ 

the [PP-Guide] provides instructions for configuring strict SSL and trust certificates for connections to external 
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services.   ¢ƘŜ ά/ƘŀƴƎƛƴƎ ǘƘŜ ǇƻǊǘ ǎŜǘǘƛƴƎǎέ ǎŜction in the [PP-Guide] provides instructions for setting the port 

ǎŜǘǘƛƴƎǎ ǿƘƛŎƘ ƛƴŎƭǳŘŜ ǎŜǘǘƛƴƎ ǘƘŜ tǊƻǾƛǎƛƻƴŀƭ tǊƻǘƻŎƻƭ ǘƻ ΨƘǘǘǇǎΩΦ  ! ƴƻǘŜ ƛƴ ǘƘƛǎ ǎŜŎǘƛƻƴ ǎǘŀǘŜǎ ǘƘŀǘ ŀƭƭ ǊŜƳƻǘŜ 

administration access to the Admin Portal and the System Manager must be performed through an HTTPS/TLS 

protected connection.  Use of non-secure protocols (e.g. http) must not be allowed.  

Component Testing Assurance Activities: Testing of the trusted channel mechanism will be performed as specified 

in the associated assurance activities for the particular trusted channel mechanism. 

The evaluator shall perform the following test for this requirement: 

Test: The evaluator shall establish a session between the TOE and the audit server according to the configuration 

guidance provided. The evaluator shall then examine the traffic that passes between the audit server and the TOE 

during several activities of the evaluator's choice designed to generate audit data to be transferred to the audit 

server. The evaluator shall observe that these data are not able to be viewed in the clear during this transfer, and 

that they are successfully received by the audit server. The evaluator shall record the particular software (name, 

version) used on the audit server during testing. 

The evaluator exported audit data from the MDM server and obtained a packet capture during the export activity 

in FTP_ITC.1(1) using a standard web browser (Microsoft Edge 42.17134.1.0) ǘƻ ǘƘŜ ŜǾŀƭǳŀǘƻǊΩǎ ²ƛƴŘƻǿǎ мл 

laptop.  A review of the packet capture showed that the data transferred is not plaintext.  A review of the audit 

data following the export showed that the audit records are transferred accurately.  The most recent audit event 

displayed on the audit log screen, also appeared in the exported audit file.  

 

2.1.10  A UDIT EVENT STORAGE  (MDMPP30:FAU_STG_EXT.2)  

 

2.1.10.1  MDMPP30:FAU_STG_EXT.2.1  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: The evaluator shall ensure that the TSS describes how the audit records are 

protected from unauthorized modification or deletion. The evaluator shall ensure that the TOE uses audit trail 

specific protection mechanisms. 

Section 6.1 of the ST indicates that the MDM Server component of the TOE provides the functions necessary for an 

administrator to review all of the collected audit records, while ensuring that the audit records cannot be 

modified. The MDM Server does not offer any functions that allow the audit log or individual audit records therein 

to be modified, inserted, or deleted. 



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 83 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: The evaluator shall perform the following tests: 

Test 1: The evaluator shall access the audit trail as an unauthorized user and attempt to modify and delete the 

audit records. The evaluator shall verify that these attempts fail. 

Test 2: The evaluator shall access the audit trail as an authorized user and attempt to modify and delete the audit 

records. The evaluator shall verify that these attempts succeed. The evaluator shall verify that only the records 

intended for modification and deletion are modified and deleted. 

Test 1: The evaluator attempted to access the Admin Portal and System Manager Web UIs and the local console in 

without correctly authenticating to any account.  This proved that an authenticated user can only access the 

commands to log into an account and there is nothing available to modify or delete the audit log data from the 

login screen. The evaluator created an unprivileged user account (user) and attempted to modify the audit 

configuration.  For the TOE, the audit configuration is split between the System Manager and the Admin Web 

portal, both of which require administrator access.  The evaluator attempted to access both features and found 

that the user account could not access either of these pages. 

Test 2: The evaluator logged into the System Manager and viewed the Audit Configuration. In this UI, the evaluator 

confirmed that it was possible to modify the existing audit configuration and clear audit log data.   

 

2.2  CRYPTOGRAPHIC SUPPORT  (FCS)  

 

2.2.1  CRYPTOGRAPHIC K EY GENERATION  (MDMPP30:FCS_CKM.1)  

 

2.2.1.1  MDMPP30:FCS_CKM.1.1  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the key 

generation claimed in that platform's ST contains the key generation requirement in the MDM Server's ST. The 

evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported 

platform) how the key generation functionality is invoked (it should be noted that this may be through a 
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mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will be identified in the TSS 

as part of this assurance activity). 

Requirement met by the TOE 

The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE. If the ST specifies more than 

one scheme, the evaluator shall examine the TSS to verify that it identifies the usage for each scheme. 

This requirement is met by the TOE (MDM Server) and the TOE platform (Server Platform). Section 6.2 of the ST 

states that the TOE and its platform include and make use of available cryptographic modules to perform 

cryptographic operations to support higher level functions such as communication protocols.  The MDM Server 

component includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) and also utilizes the Red Hat 

Enterprise Linux OpenSSL Module 5.0 cryptographic functions available in its platform.  

Section 6.2 of the ST includes Table 5 which provides all of the applicable CAVP certificates which the MDM server, 

Server Platform and MDM Agent have received. This table also identifies the key sizes and the usage for each 

scheme supported by the TOE and the TOE Platform which are the RSA, ECC and FFC schemes.  Refer to the table 

ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн of this AAR which reproduces the table from the ST identifying the CAVP 

certificates.  

The evaluator checked the [RedHat Platform] document and found that the key generation described in Table 4 

and Section 6.1 matches the key generation claimed in MDMPP30:FCS_CKM.1.  Section 6.1 of the [RedHat 

Platform] document states that for generating RSA, DSA and ECDSA keys the module implements asymmetric key 

generation services compliant with FIPS 186-4.  Section 2 of the [RedHat Platform] document states that the 

logical interface to the cryptographic module is a C-language Application Program Interface (API). 

Component Guidance Assurance Activities: The evaluator shall verify that the AGD guidance instructs the 

administrator how to configure the TOE to use the selected key generation scheme(s) and key size(s) for all uses 

defined in this PP. 

¢ƘŜ άIƻǿ ǘƻ ŘŜǇƭƻȅ aƻōƛƭŜLǊƻƴ /ƻǊŜ млΦлΦмΦл ƛƴ /ƻƳƳƻƴ /ǊƛǘŜǊƛŀ aƻŘŜέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] provides 

instructions for configuring the TOE into Common Criteria Mode which refers to a set of features which meet the 

requirements for this evaluation and ensures that the TOE installation will operate in a manner consistent with the 

CC evaluation.  ¢ƘŜ ά{ŜƭŜŎǘƛƴƎ ƛƴŎƻƳƛƴƎ ŎƛǇƘŜǊ ǎǳƛǘŜǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] indicates that when the TOE is in 

Common Criteria mode, the System Manager displays only permitted incoming cipher suites for incoming SSL/TLS 

ŎƻƴƴŜŎǘƛƻƴǎ ŦǊƻƳ ŜȄǘŜǊƴŀƭ ǎŜǊǾŜǊǎΦ  {ƛƳƛƭŀǊƭȅΣ ǘƘŜ ά{ŜƭŜŎǘƛƴƎ ƻǳǘƎƻƛƴƎ ŎƛǇƘŜǊ ǎǳƛǘŜǎέ ŘƛǎǇƭŀȅǎ ƻƴƭȅ ǇŜǊƳƛǘǘŜŘ 

outgoing cipher suites for outgoing SSL/TLS connections.  

The section enǘƛǘƭŜŘ άUploading a valid, trusted, FIPS-compatible certificateέ in [PP-Guide] describes how to upload 

a valid, trusted FIPS-compatible certificate (ECDSA or RSA) to the TOE.  The key generation scheme and key size 

depends on the certificate that is uploaded.  This section further describes the implications of using ECDSA 

certificates upon the EC curves acceptable to the TOE configured with that certificate. When MobileIron Core 

performs ECDHE key agreement, the curve in the key agreement will match the curve in the certificate.  The 
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ǎŜŎǘƛƻƴ ά/ŜǊǘƛŦƛŎŀǘŜ aƎƳǘέ ƛƴ [SysMgr] provides detailed instructions for uploading certificates in System Manager 

Ǿƛŀ {ŜŎǳǊƛǘȅ Ҕ /ŜǊǘƛŦƛŎŀǘŜ aƎƳǘ ǿƘŜǊŜ ΨaŀƴŀƎŜ /ŜǊǘƛŦƛŎŀǘŜΩ Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘ ŦƻǊ tƻǊǘŀƭ I¢¢t{ ŀƴŘκƻǊ /ƭƛŜƴǘ ¢[{Φ  

TƘŜ ǎŜŎǘƛƻƴ ά/ŜǊǘƛŦƛŎŀǘŜ aƎƳǘέ ƛƴ [SysMgr] provides detailed instructions for uploading certificates in System 

aŀƴŀƎŜǊ Ǿƛŀ {ŜŎǳǊƛǘȅ Ҕ /ŜǊǘƛŦƛŎŀǘŜ aƎƳǘ ǿƘŜǊŜ ΨaŀƴŀƎŜ /ŜǊǘƛŦƛŎŀǘŜΩ Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘ ŦƻǊ tƻǊǘŀƭ I¢¢t{ ŀƴŘκƻǊ /ƭƛŜƴǘ 

¢[{Φ  ¢ƘŜ άDŜƴŜǊŀǘŜ ŀ ǎŜƭŦ-signeŘ ŎŜǊǘƛŦƛŎŀǘŜέ ǎŜŎǘƛƻƴ ƛƴ ώSysMgr] provides instructions which identify both RSA and 

ECDSA options and the key length field for which 2048 or 3072 can be specified for each key in the pair. The self-

signed certificate can be used for the Portal HTTPS certificate or for the Client TLS certificate.   

Component Testing Assurance Activities: Key Generation for FIPS PUB 186-4 RSA Schemes 

The evaluator shall verify the implementation of RSA Key Generation by the TOE using the Key Generation test. 

This test verifies the ability of the TSF to correctly produce values for the key components including the public 

verification exponent e, the private prime factors p and q, the public modulus n and the calculation of the private 

signature exponent d. 

Key Pair generation specifies 5 ways (or methods) to generate the primes p and q. These include: 

1. Random Primes: 

a. Provable primes 

b. Probable primes 

2. Primes with Conditions: 

a. Primes p1, p2, q1,q2, p and q shall all be provable primes 

b. Primes p1, p2, q1, and q2 shall be provable primes and p and q shall be probable primes 

c. Primes p1, p2, q1,q2, p and q shall all be probable primes 

To test the key generation method for the Random Provable primes method and for all the Primes with Conditions 

methods, the evaluator must seed the TSF key generation routine with sufficient data to deterministically generate 

the RSA key pair. This includes the random seed(s), the public exponent of the RSA key, and the desired key length. 

For each key length supported, the evaluator shall have the TSF generate 25 key pairs. The evaluator shall verify 

the correctness of the TSFÂ¡Â¦s implementation by comparing values generated by the TSF with those generated 

from a known good implementation. 

If possible, the Random Probable primes method should also be verified against a known good implementation as 

described above. Otherwise, the evaluator shall have the TSF generate 10 keys pairs for each supported key length 

nlen and verify: 

- n = p*q, 

- p and q are probably prime according to Miller-Rabin tests, 
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- GCD(p-1,e) = 1, 

- GCD(q-1,e) = 1, 

- 2^16 <= e <= 2^256 and e is an odd integer, 

- |p -q| > 2^(nlen/2 - 100), 

- p >= squareroot(2)*( 2^(nlen/2 -1) ), 

- q >= squareroot(2)*( 2^(nlen/2 -1) ), 

- 2^(nlen/2) < d < LCM(p-1,q-1), 

- e*d = 1 mod LCM(p-1,q-1). 

Key Generation for Elliptic Curve Cryptography (ECC) 

FIPS 186-4 ECC Key Generation Test 

For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall require the implementation under 

test (IUT) to generate 10 private/public key pairs. The private key shall be generated using an approved random bit 

generator (RBG). To determine correctness, the evaluator shall submit the generated key pairs to the public key 

verification (PKV) function of a known good implementation. 

FIPS 186-4 Public Key Verification (PKV) Test 

For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall generate 10 private/public key 

pairs using the key generation function of a known good implementation and modify five of the public key values 

so that they are incorrect, leaving five values unchanged (i.e., correct). The evaluator shall obtain in response a set 

of 10 PASS/FAIL values. 

Key Generation for Finite-Field Cryptography (FFC) 

The evaluator shall verify the implementation of the Parameters Generation and the Key Generation for FFC by the 

TOE using the Parameter Generation and Key Generation test. This test verifies the ability of the TSF to correctly 

produce values for the field prime p, the cryptographic prime q (dividing p-1), the cryptographic group generator g, 

and the calculation of the private key x and public key y. 

The Parameter generation specifies 2 ways (or methods) to generate the cryptographic prime q and the field prime 

p: 

Cryptographic and Field Primes: 

- Primes q and p shall both be provable primes 

- Primes q and field prime p shall both be probable primes 



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 87 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

and two ways to generate the cryptographic group generator g: 

Cryptographic Group Generator: 

- Generator g constructed through a verifiable process 

- Generator g constructed through an unverifiable process. 

The Key generation specifies 2 ways to generate the private key x: 

Private Key: 

- len(q) bit output of RBG where 1 <=x <= q-1 

- len(q) + 64 bit output of RBG, followed by a mod q-1 operation where 1<= x<=q-1. 

The security strength of the RBG must be at least that of the security offered by the FFC parameter set. 

To test the cryptographic and field prime generation method for the provable primes method and/or the group 

generator g for a verifiable process, the evaluator must seed the TSF parameter generation routine with sufficient 

data to deterministically generate the parameter set. 

For each key length supported, the evaluator shall have the TSF generate 25 parameter sets and key pairs. The 

evaluator shall verify the correctness of the TSFÂ¡Â¦s implementation by comparing values generated by the TSF 

with those generated from a known good implementation. Verification must also confirm 

- g != 0,1 

- q divides p-1 

- g^q mod p = 1 

- g^x mod p = y 

for each FFC parameter set and key pair. 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform) and has been CAVP 

tested.  Refer to the CAVP certificates identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

 

2.2.2  CRYPTOGRAPHIC K EY GENERATION  (MDMAEP30:FCS_CKM.1)  

 

2.2.2.1  MDMAEP30: FCS_CKM.1.1  

TSS Assurance Activities: None Defined 
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Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the key 

generation claimed in that platform's ST contains the key generation requirement in the MDM Server's ST. The 

evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported 

platform) how the key generation functionality is invoked (it should be noted that this may be through a 

mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will be identified in the TSS 

as part of this assurance activity). 

Requirement met by the TOE 

The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE. If the ST specifies more than 

one scheme, the evaluator shall examine the TSS to verify that it identifies the usage for each scheme. 

For the MDM Agent (which this requirement applies to), the requirement is met by the TOE.  Section 6.2 of the ST 

includes a table indicating the applicable CAVP certificates which the MDM Agent has received.  

The CAVP table in Section 6.2 of the ST identifies the key sizes and the usage for each scheme supported by the 

TOE which are the ECC and FFC schemes.  wŜŦŜǊ ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн ƻŦ ǘƘƛǎ !!w 

which reproduces the table from the ST identifying the CAVP certificates.  

Component Guidance Assurance Activities: The evaluator shall verify that the AGD guidance instructs the 

administrator how to configure the TOE to use the selected key generation scheme(s) and key size(s) for all uses 

defined in this PP. 

¢ƘŜ ǎŜŎǘƛƻƴ ά9ƴŀōƭƛƴƎ /ƻƳƳƻƴ /ǊƛǘŜǊƛŀ ƳƻŘŜ ŦƻǊ {ŀƳǎǳƴƎ YƴƻȄ ŘŜǾƛŎŜǎέ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ [PP-Guide] describes how 

to configure and enforce Common Criteria mode on the Samsung devices to ensure that only the allowed 

cryptographic functions permitted in the evaluated configuration are available.  

¢ƘŜ άwŜƎƛǎǘŜǊƛƴƎ ǘƻ aƻōƛƭŜLǊƻƴ /ƻǊŜ ƻƴƭȅ ǿƛǘƘ ǘǊǳǎǘŜŘ {{[ ŎŜǊǘƛŦƛŎŀǘŜǎέ ǎection in the [PP-Guide] states that 

Mobile@Work 10.0.1.0 for Android (the MDM agent) allows registering to a MobileIron Core (the MDM server) 

only if Core uses a trusted SSL certificate for device registration. That is, the certificate chain is strictly validated. 

¢ƘŜ ά/ƻƴŦƛƎǳǊƛƴƎ Ƴǳǘǳŀƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΩ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ [PP-Guide] indicates that as part of configuring mutual 

authentication, a certificate enrollment setting that specifies how the identity certificate that the device presents 

to MobileIron Core is generated must be selected.  For Android devices, the client identity certificate that the 

device presents to MobileIron Core must use ECDSA (Elliptical Curve Digital Signature Algorithm). This section also 

ǊŜŦŜǊǎ ǘƻ ά9ƴŀōƭƛƴƎ Ƴǳǘǳŀƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ Ŧor Apple and Android devices in [Devmgt-Android] and [DevMgt-iOS] 

which provide instructions for configuring MobileIron Core for client mutual authentication.  Mutual 
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ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ǘƘŜ !ŘƳƛƴ tƻǊǘŀƭ ōȅ ǎŜƭŜŎǘƛƴƎ ά9ƴŀōƭŜ ŎƭƛŜƴǘ Ƴǳǘǳŀƭ ŎŜǊǘƛfication on Android client, 

iOS client and Apple MDM in Settings > System Settings > Security > Certificate Authentication.  

¢ƘŜ ά/ƻƴŦƛƎǳǊƛƴƎ ŀƴ 9/5{! ŎƭƛŜƴǘ ƛŘŜƴǘƛŦȅ ŎŜǊǘƛŦƛŎŀǘŜ ŦƻǊ Ƴǳǘǳŀƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴέ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ [PP-Guide] states 

that for Android devices, the client identify certificate that the device presents to MobileIron Core must use 

9/5{!Φ aƻōƛƭŜLǊƻƴ /ƻǊŜ ōŜƘŀǾŜǎ ŀǎ ŀ ƭƻŎŀƭ /! ŀƴŘ ǇǊƻǾƛŘŜǎ ǘƘƛǎ ŎƭƛŜƴǘ ƛŘŜƴǘƛǘȅ ŎŜǊǘƛŦƛŎŀǘŜΦ  ¢ƘŜ άDŜƴŜǊŀǘƛƴƎ ŀ ǎŜƭŦ-

ǎƛƎƴŜŘ ŎŜǊǘƛŦƛŎŀǘŜέ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ [PP-Guide] describes how to generate the self-signed certificate via the Admin 

Portal configuring the Local CA Name, the Key type (Elliptical Curve) and the Issuer Name.  This certificate is then 

specified in the certificate enrollment settings for the client identify certificate.  

¢ƘŜ ά±ŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ǎƛƎƴŜŘ I¢¢t{ ǊŜǎǇƻƴǎŜǎ ŦǊƻƳ aƻōƛƭŜLǊƻƴ /ƻǊŜέ ǎŜŎǘƛƻƴ ƛƴ ǘƘŜ [PP-Guide] indicates that when 

using mutual authentication, MobileIron Core digitally signs HTTPS responses that it sends to Mobile@Work for 

Android. Core signs the responses using the Portal HTTPS certificate that is uploaded in the System Manager at 

Security > Certificate Mgmt. The Portal HTTPS certificate is used to automatically sign all payloads, such as policies 

and configurations, and commands, sent to the device. Mobile@Work 10.0.1.0 verifies the signature. If the 

verification fails, Mobile@Work 10.0.1.0 ignores the response. 

Component Testing Assurance Activities: Key Generation for FIPS PUB 186-4 RSA Schemes 

The evaluator shall verify the implementation of RSA Key Generation by the TOE using the Key Generation test. 

This test verifies the ability of the TSF to correctly produce values for the key components including the public 

verification exponent e, the private prime factors p and q, the public modulus n and the calculation of the private 

signature exponent d. 

Key Pair generation specifies 5 ways (or methods) to generate the primes p and q. These include: 

1. Random Primes: 

ŃϵϹ tǊƻǾŀōƭŜ ǇǊƛƳŜǎ 

ŃϵϹ tǊƻōŀōƭŜ ǇǊƛƳŜǎ 

2. Primes with Conditions: 

ŃϵϹ tǊƛƳŜǎ Ǉм, p2, q1,q2, p and q shall all be provable primes 

ŃϵϹ tǊƛƳŜǎ ǇмΣ ǇнΣ ǉмΣ ŀƴŘ ǉн ǎƘŀƭƭ ōŜ ǇǊƻǾŀōƭŜ ǇǊƛƳŜǎ ŀƴŘ Ǉ ŀƴŘ ǉ ǎƘŀƭƭ ōŜ ǇǊƻōŀōƭŜ ǇǊƛƳŜǎ 

ŃϵϹ tǊƛƳŜǎ ǇмΣ ǇнΣ ǉмΣǉнΣ Ǉ ŀƴŘ ǉ ǎƘŀƭƭ ŀƭƭ ōŜ ǇǊƻōŀōƭŜ ǇǊƛƳŜǎ 

To test the key generation method for the Random Provable primes method and for all the Primes with Conditions 

methods, the evaluator must seed the TSF key generation routine with sufficient data to deterministically generate 

the RSA key pair. This includes the random seed(s), the public exponent of the RSA key, and the desired key length. 

For each key length supported, the evaluator shall have the TSF generate 25 key pairs. The evaluator shall verify 
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the correctness of the TSFÂ¡Â¦s implementation by comparing values generated by the TSF with those generated 

from a known good implementation. 

If possible, the Random Probable primes method should also be verified against a known good implementation as 

described above. Otherwise, the evaluator shall have the TSF generate 10 keys pairs for each supported key length 

nlen and verify: 

- n = p*q, 

- p and q are probably prime according to Miller-Rabin tests, 

- GCD(p-1,e) = 1, 

- GCD(q-1,e) = 1, 

- 2^16 <= e <= 2^256 and e is an odd integer, 

- |p -q| > 2^(nlen/2 - 100), 

- p >= squareroot(2)*( 2^(nlen/2 -1) ), 

- q >= squareroot(2)*( 2^(nlen/2 -1) ), 

- 2^(nlen/2) < d < LCM(p-1,q-1), 

- e*d = 1 mod LCM(p-1,q-1). 

Key Generation for Elliptic Curve Cryptography (ECC) 

FIPS 186-4 ECC Key Generation Test 

For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall require the implementation under 

test (IUT) to generate 10 private/public key pairs. The private key shall be generated using an approved random bit 

generator (RBG). To determine correctness, the evaluator shall submit the generated key pairs to the public key 

verification (PKV) function of a known good implementation. 

FIPS 186-4 Public Key Verification (PKV) Test 

For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall generate 10 private/public key 

pairs using the key generation function of a known good implementation and modify five of the public key values 

so that they are incorrect, leaving five values unchanged (i.e., correct). The evaluator shall obtain in response a set 

of 10 PASS/FAIL values. 

Key Generation for Finite-Field Cryptography (FFC) 

The evaluator shall verify the implementation of the Parameters Generation and the Key Generation for FFC by the 

TOE using the Parameter Generation and Key Generation test. This test verifies the ability of the TSF to correctly 
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produce values for the field prime p, the cryptographic prime q (dividing p-1), the cryptographic group generator g, 

and the calculation of the private key x and public key y. 

The Parameter generation specifies 2 ways (or methods) to generate the cryptographic prime q and the field prime 

p: 

Cryptographic and Field Primes: 

- Primes q and p shall both be provable primes 

- Primes q and field prime p shall both be probable primes 

and two ways to generate the cryptographic group generator g: 

Cryptographic Group Generator: 

- Generator g constructed through a verifiable process 

- Generator g constructed through an unverifiable process. 

The Key generation specifies 2 ways to generate the private key x: 

Private Key: 

- len(q) bit output of RBG where 1 <=x <= q-1 

- len(q) + 64 bit output of RBG, followed by a mod q-1 operation where 1<= x<=q-1. 

The security strength of the RBG must be at least that of the security offered by the FFC parameter set. 

To test the cryptographic and field prime generation method for the provable primes method and/or the group 

generator g for a verifiable process, the evaluator must seed the TSF parameter generation routine with sufficient 

data to deterministically generate the parameter set. 

For each key length supported, the evaluator shall have the TSF generate 25 parameter sets and key pairs. The 

evaluator shall verify the correctness of the TSFÂ¡Â¦s implementation by comparing values generated by the TSF 

with those generated from a known good implementation. Verification must also confirm 

- g != 0,1 

- q divides p-1 

- g^q mod p = 1 

- g^x mod p = y 

for each FFC parameter set and key pair. 
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This requirement is met by the TOE (MDM Agent) and has been CAVP tested.  Refer to the CAVP certificates 

identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

2.2.3  CRYPTOGRAPHIC K EY ESTABLISHMENT  (MDMPP30:FCS_CKM.2)  

 

2.2.3.1  MDMPP30:FCS_CKM.2.1  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the key 

establishment claimed in that platform's ST contains the key establishment requirement in the MDM Server's ST. 

The evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported 

platform) how the key establishment functionality is invoked (it should be noted that this may be through a 

mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will be identified in the TSS 

as part of this assurance activity). 

Requirement met by the TOE 

The evaluator shall ensure that the supported key establishment schemes correspond to the key generation 

schemes identified in FCS_CKM.1.1. If the ST specifies more than one scheme, the evaluator shall examine the TSS 

to verify that it identifies the usage for each scheme. 

The evaluator shall ensure that the TSS describes how the TOE handles decryption errors. In accordance with NIST 

Special Publication 800-56B, the TOE must not reveal the particular error that occurred, either through the 

contents of any outputted or logged error message or through timing variations. If KTS- OAEP is supported, the 

evaluator shall create separate contrived ciphertext values that trigger each of the three decryption error checks 

described in NIST Special Publication 800-56B section 7.2.2.3, ensure that each decryption attempt results in an 

error, and ensure that any outputted or logged error message is identical for each. If KTS-KEM-KWS is supported, 

the evaluator shall create separate contrived ciphertext values that trigger each of the three decryption error 

checks described in NIST Special Publication 800-56B section 7.2.3.3, ensure that each decryption attempt results 

in an error, and ensure that any outputted or logged error message is identical for each. 

This requirement is met by the TOE (MDM Server) and the TOE platform (Server Platform). Section 6.2 of the ST 

states that the TOE and its platform include and make use of available cryptographic modules to perform 

cryptographic operations to support higher level functions such as communication protocols.  The MDM Server 

component includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152), operating in the Java SE 

Runtime Environment 8, and also utilizes the Red Hat Enterprise Linux OpenSSL Module 5.0 cryptographic 

functions available in its platform.  
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Section 6.2 of the ST includes Table 5 which identifies the applicable CAVP certificates which the MDM server, 

Server Platform and MDM Agent have received.  This table also identifies the usage for each scheme supported by 

the TOE.  The supported schemes are listed as finite field-based key establishment schemes, elliptic curve-based 

key establishment schemes and RSA-based key establishment schemes. This is consistent with the FFC, ECC and 

RSA schemes identified in FCS_CKM.1.1 in the ST.   wŜŦŜǊ ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн ƻŦ 

this AAR which reproduces the table from the ST identifying the CAVP certificates.  

Section 6.2 of the ST states that in the event of decryption errors, particularly for communication (e.g. key 

establishment), the associated function for both the server and agent will fail and be logged, where appropriate, as 

a higher level session failure with no specific details about the decryption failure being disclosed.  

The evaluator checked the [RedHat Platform] document and found that the key generation and establishment 

described in Table 4 and Section 6.1 matches the key generation claimed in MDMPP30:FCS_CKM.1.  Section 6.1 of 

the [RedHat Platform] document states that for generating RSA, DSA and ECDSA keys the module implements 

asymmetric key generation services compliant with FIPS 186-4. Section 2 of the [RedHat Platform] document 

states that the logical interface to the cryptographic module is a C-language Application Program Interface (API). 

Component Guidance Assurance Activities: The evaluator shall verify that the AGD guidance instructs the 

administrator how to configure the TOE to use the selected key establishment scheme(s). 

¢ƘŜ άIƻǿ ǘƻ ŘŜǇƭƻȅ aƻōƛƭŜLǊƻƴ /ƻǊŜ млΦлΦмΦл ƛƴ /ƻƳƳƻƴ /ǊƛǘŜǊƛŀ aƻŘŜέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] provides 

instructions for configuring the TOE into Common Criteria Mode which refers to a set of features which meet the 

requirements for this evaluation and ensures that the TOE installation will operate in a manner consistent with the 

// ŜǾŀƭǳŀǘƛƻƴΦ  ¢ƘŜ ά{ŜƭŜŎǘƛƴƎ ƛƴŎƻƳƛƴƎ ŎƛǇƘŜǊ ǎǳƛǘŜǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] indicates that when the TOE is in 

Common Criteria mode, the System Manager displays only permitted incoming cipher suites for incoming SSL/TLS 

ŎƻƴƴŜŎǘƛƻƴǎ ŦǊƻƳ ŜȄǘŜǊƴŀƭ ǎŜǊǾŜǊǎΦ  {ƛƳƛƭŀǊƭȅΣ ǘƘŜ ά{ŜƭŜŎǘƛƴƎ ƻǳǘƎƻƛƴƎ ŎƛǇƘŜǊ ǎǳƛǘŜǎέ ŘƛǎǇƭŀȅǎ ƻƴƭȅ ǇŜǊƳƛǘǘŜŘ 

outgoing cipher suites for outgoing SSL/TLS connections.  

The ǎŜŎǘƛƻƴ ŜƴǘƛǘƭŜŘ άUploading a valid, trusted, FIPS-compatible certificateέ ƛƴ [PP-Guide] describes how to upload 

a valid, trusted FIPS-compatible certificate (ECDSA or RSA) to the TOE.  It further describes the implications of using 

ECDSA certificates upon the EC curves acceptable to the TOE configured with that certificate. When MobileIron 

Core performs ECDHE key agreement, the curve in the key agreement will match the curve in the certificate.   

¢ƘŜ ǎŜŎǘƛƻƴ ά/ŜǊǘƛŦƛŎŀǘŜ aƎƳǘέ ƛƴ [SysMgr] provides detailed instructions for uploading certificates in System 

aŀƴŀƎŜǊ Ǿƛŀ {ŜŎǳǊƛǘȅ Ҕ /ŜǊǘƛŦƛŎŀǘŜ aƎƳǘ ǿƘŜǊŜ ΨaŀƴŀƎŜ /ŜǊǘƛŦƛŎŀǘŜΩ Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘ ŦƻǊ tƻǊǘŀƭ I¢¢t{ ŀƴŘκƻǊ /ƭƛŜƴǘ 

TLS.  ¢ƘŜ άDŜƴŜǊŀǘŜ ŀ ǎŜƭŦ-ǎƛƎƴŜŘ ŎŜǊǘƛŦƛŎŀǘŜέ ǎŜŎǘƛƻƴ ƛƴ ώSysMgr] provides instructions which identify both RSA and 

ECDSA options and the key length field for which 2048 or 3072 can be specified for each key in the pair. The self-

signed certificate can be used for the Portal HTTPS certificate or for the Client TLS certificate.   

Component Testing Assurance Activities: The evaluator shall verify the implementation of the key establishment 

schemes supported by the TOE using the applicable tests below. 

SP800-56A Key Establishment Schemes 
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The evaluator shall verify a TOE's implementation of SP800-56A key agreement schemes using the following 

Function and Validity tests. These validation tests for each key agreement scheme verify that a TOE has 

implemented the components of the key agreement scheme according to the specifications in the 

Recommendation. These components include the calculation of the primitives (the shared secret value Z) and the 

calculation of the derived keying material (DKM) via the Key Derivation Function (KDF). If key confirmation is 

supported, the evaluator shall also verify that the components of key confirmation have been implemented 

correctly, using the test procedures described below. This includes the parsing of the DKM, the generation of 

MACdata and the calculation of MACtag. 

Function Test 

The Function test verifies the ability of the TOE to implement the key agreement schemes correctly. To conduct 

this test the evaluator shall generate or obtain test vectors from a known good implementation of the TOE 

supported schemes. For each supported key agreement scheme-key agreement role combination, KDF type, and, if 

supported, key confirmation role- key confirmation type combination, the tester shall generate 10 sets of test 

vectors. The data set consists of one set of domain parameter values (FFC) or the NIST approved curve (ECC) per 10 

sets of public keys. These keys are static, ephemeral or both depending on the scheme being tested. 

The evaluator shall obtain the DKM, the corresponding TOE's public keys (static and/or ephemeral), the MAC 

tag(s), and any inputs used in the KDF, such as the Other Information field OI and TOE id fields. 

If the TOE does not use a KDF defined in SP 800-56A, the evaluator shall obtain only the public keys and the hashed 

value of the shared secret. 

The evaluator shall verify the correctness of the TSF's implementation of a given scheme by using a known good 

implementation to calculate the shared secret value, derive the keying material DKM, and compare hashes or MAC 

tags generated from these values. 

If key confirmation is supported, the TSF shall perform the above for each implemented approved MAC algorithm. 

Validity Test 

The Validity test verifies the ability of the TOE to recognize another party's valid and invalid key agreement results 

with or without key confirmation. To conduct this test, the evaluator shall obtain a list of the supporting 

cryptographic functions included in the SP800-56A key agreement implementation to determine which errors the 

TOE should be able to recognize. The evaluator generates a set of 24 (FFC) or 30 (ECC) test vectors consisting of 

data sets including domain parameter values or NIST approved curves, the evaluator's public keys, the TOE's 

public/private key pairs, MACTag, and any inputs used in the KDF, such as the other info and TOE id fields. 

The evaluator shall inject an error in some of the test vectors to test that the TOE recognizes invalid key agreement 

results caused by the following fields being incorrect: the shared secret value Z, the DKM, the other information 

field OI, the data to be MACed, or the generated MACTag. If the TOE contains the full or partial (only ECC) public 

key validation, the evaluator will also individually inject errors in both parties' static public keys, both parties' 

ephemeral public keys and the TOE's static private key to assure the TOE detects errors in the public key validation 
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function and/or the partial key validation function (in ECC only). At least two of the test vectors shall remain 

unmodified and therefore should result in valid key agreement results (they should pass). 

The TOE shall use these modified test vectors to emulate the key agreement scheme using the corresponding 

parameters. The evaluator shall compare the TOE's results with the results using a known good implementation 

verifying that the TOE detects these errors. 

SP800-56B Key Establishment Schemes 

The evaluator shall verify that the TSS describes whether the TOE acts as a sender, a recipient, or both for RSA-

based key establishment schemes. 

If the TOE acts as a sender, the following assurance activity shall be performed to ensure the proper operation of 

every TOE supported combination of RSA-based key establishment scheme: 

To conduct this test the evaluator shall generate or obtain test vectors from a known good implementation of the 

TOE supported schemes. For each combination of supported key establishment scheme and its options (with or 

without key confirmation if supported, for each supported key  confirmation MAC function if key confirmation is 

supported, and for each supported mask generation function if KTS-OAEP is supported), the tester shall generate 

10 sets of test vectors. Each test vector shall include the RSA public key, the plaintext keying material, any 

additional input parameters if applicable, the MacKey and MacTag if key confirmation is incorporated, and the 

outputted ciphertext. For each test vector, the evaluator shall perform a key establishment encryption operation 

on the TOE with the same inputs (in cases where key confirmation is incorporated, the test shall use the MacKey 

from the test vector instead of the randomly generated MacKey used in normal operation) and ensure that the 

outputted ciphertext is equivalent to the ciphertext in the test vector. 

If the TOE acts as a receiver, the following assurance activities shall be performed to ensure the proper operation 

of every TOE supported combination of RSA-based key establishment scheme: 

To conduct this test the evaluator shall generate or obtain test vectors from a known good implementation of the 

TOE supported schemes. For each combination of supported key establishment scheme and its options (with our 

without key confirmation if supported, for each supported key confirmation MAC function if key confirmation is 

supported, and for each supported mask generation function if KTS-OAEP is supported), the tester shall generate 

10 sets of test vectors. Each test vector shall include the RSA private key, the plaintext keying material (KeyData), 

any additional input parameters if applicable, the MacTag in cases where key confirmation is incorporated, and the 

outputted ciphertext. For each test vector, the evaluator shall perform the key establishment decryption operation 

on the TOE and ensure that the outputted plaintext keying material (KeyData) is equivalent to the plaintext keying 

material in the test vector. In cases where key confirmation is incorporated, the evaluator shall perform the key 

confirmation steps and ensure that the outputted MacTag is equivalent to the MacTag in the test vector. 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform) and has been CAVP 

tested.  Refer to the CAVP certificates identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 
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2.2.4  CRYPTOGRAPHIC K EY ESTABLISHMENT  (MDMAEP30:FCS_CKM.2)  

 

2.2.4.1  MDMAEP30: FCS_CKM.2.1  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the key 

establishment claimed in that platform's ST contains the key establishment requirement in the MDM Server's ST. 

The evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported 

platform) how the key establishment functionality is invoked (it should be noted that this may be through a 

mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will be identified in the TSS 

as part of this assurance activity). 

Requirement met by the TOE 

The evaluator shall ensure that the supported key establishment schemes correspond to the key generation 

schemes identified in FCS_CKM.1.1. If the ST specifies more than one scheme, the evaluator shall examine the TSS 

to verify that it identifies the usage for each scheme. 

The evaluator shall ensure that the TSS describes how the TOE handles decryption errors. In accordance with NIST 

Special Publication 800-56B, the TOE must not reveal the particular error that occurred, either through the 

contents of any outputted or logged error message or through timing variations. If KTS- OAEP is supported, the 

evaluator shall create separate contrived ciphertext values that trigger each of the three decryption error checks 

described in NIST Special Publication 800-56B section 7.2.2.3, ensure that each decryption attempt results in an 

error, and ensure that any outputted or logged error message is identical for each. If KTS-KEM-KWS is supported, 

the evaluator shall create separate contrived ciphertext values that trigger each of the three decryption error 

checks described in NIST Special Publication 800-56B section 7.2.3.3, ensure that each decryption attempt results 

in an error, and ensure that any outputted or logged error message is identical for each. 

This requirement is met by the TOE (MDM Agent). Section 6.2 of the ST includes a table indicating the applicable 

CAVP certificates which the MDM Agent has received. 

Table 5 in Section 6.2 of the ST identifies the usage for each scheme supported by the TOE.  The supported 

schemes are listed as finite field-based key establishment schemes and elliptic curve-based key establishment 

schemes. This is consistent with the FFC and ECC schemes identified in MDMAEP30:FCS_CKM.1.1 in the ST.   Refer 

ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн ƻŦ ǘƘƛǎ !!w ǿƘƛŎƘ ƛŘŜƴǘƛŦƛŜǎ ǘƘŜ /!±t ŎŜǊǘƛŦƛŎŀǘŜǎΦ   



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 97 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

Section 6.2 of the ST states that in the event of decryption errors, particularly for communication (e.g. key 

establishment), the associated function for both the server and agent will fail and be logged, where appropriate, as 

a higher level session failure with no specific details about the decryption failure being disclosed.  

Component Guidance Assurance Activities: The evaluator shall verify that the AGD guidance instructs the 

administrator how to configure the TOE to use the selected key establishment scheme(s). 

See MDMAEP30:FCS_CKM.1.1 above identifies where this is described in the guidance.    

Component Testing Assurance Activities: The evaluator shall verify the implementation of the key establishment 

schemes supported by the TOE using the applicable tests below. 

SP800-56A Key Establishment Schemes 

The evaluator shall verify a TOE's implementation of SP800-56A key agreement schemes using the following 

Function and Validity tests. These validation tests for each key agreement scheme verify that a TOE has 

implemented the components of the key agreement scheme according to the specifications in the 

Recommendation. These components include the calculation of the DLC primitives (the shared secret value Z) and 

the calculation of the derived keying material (DKM) via the Key Derivation Function (KDF). If key confirmation is 

supported, the evaluator shall also verify that the components of key confirmation have been implemented 

correctly, using the test procedures described below. This includes the parsing of the DKM, the generation of 

MACdata and the calculation of MACtag. 

Function Test 

The Function test verifies the ability of the TOE to implement the key agreement schemes correctly. To conduct 

this test the evaluator shall generate or obtain test vectors from a known good implementation of the TOE 

supported schemes. For each supported key agreement scheme-key agreement role combination, KDF type, and, if 

supported, key confirmation role- key confirmation type combination, the tester shall generate 10 sets of test 

vectors. The data set consists of one set of domain parameter values (FFC) or the NIST approved curve (ECC) per 10 

sets of public keys. These keys are static, ephemeral or both depending on the scheme being tested. 

The evaluator shall obtain the DKM, the corresponding TOE's public keys (static and/or ephemeral), the MAC 

tag(s), and any inputs used in the KDF, such as the Other Information field OI and TOE id fields. 

If the TOE does not use a KDF defined in SP 800-56A, the evaluator shall obtain only the public keys and the hashed 

value of the shared secret. 

The evaluator shall verify the correctness of the TSF's implementation of a given scheme by using a known good 

implementation to calculate the shared secret value, derive the keying material DKM, and compare hashes or MAC 

tags generated from these values. 

If key confirmation is supported, the TSF shall perform the above for each implemented approved MAC algorithm. 

Validity Test 
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The Validity test verifies the ability of the TOE to recognize another party's valid and invalid key agreement results 

with or without key confirmation. To conduct this test, the evaluator shall obtain a list of the supporting 

cryptographic functions included in the SP800-56A key agreement implementation to determine which errors the 

TOE should be able to recognize. The evaluator generates a set of 24 (FFC) or 30 (ECC) test vectors consisting of 

data sets including domain parameter values or NIST approved curves, the evaluator's public keys, the TOE's 

public/private key pairs, MACTag, and any inputs used in the KDF, such as the other info and TOE id fields. 

The evaluator shall inject an error in some of the test vectors to test that the TOE recognizes invalid key agreement 

results caused by the following fields being incorrect: the shared secret value Z, the DKM, the other information 

field OI, the data to be MACed, or the generated MACTag. If the TOE contains the full or partial (only ECC) public 

key validation, the evaluator will also individually inject errors in both parties' static public keys, both parties' 

ephemeral public keys and the TOE's static private key to assure the TOE detects errors in the public key validation 

function and/or the partial key validation function (in ECC only). At least two of the test vectors shall remain 

unmodified and therefore should result in valid key agreement results (they should pass). 

The TOE shall use these modified test vectors to emulate the key agreement scheme using the corresponding 

parameters. The evaluator shall compare the TOE's results with the results using a known good implementation 

verifying that the TOE detects these errors. 

SP800-56B Key Establishment Schemes 

The evaluator shall verify that the TSS describes whether the TOE acts as a sender, a recipient, or both for RSA-

based key establishment schemes. 

If the TOE acts as a sender, the following assurance activity shall be performed to ensure the proper operation of 

every TOE supported combination of RSA-based key establishment scheme: 

To conduct this test the evaluator shall generate or obtain test vectors from a known good implementation of the 

TOE supported schemes. For each combination of supported key establishment scheme and its options (with or 

without key confirmation if supported, for each supported key confirmation MAC function if key confirmation is 

supported, and for each supported mask generation function if KTS-OAEP is supported), the tester shall generate 

10 sets of test vectors. Each test vector shall include the RSA public key, the plaintext keying material, any 

additional input parameters if applicable, the MacKey and MacTag if key confirmation is incorporated, and the 

outputted ciphertext. For each test vector, the evaluator shall perform a key establishment encryption operation 

on the TOE with the same inputs (in cases where key confirmation is incorporated, the test shall use the MacKey 

from the test vector instead of the randomly generated MacKey used in normal operation) and ensure that the 

outputted ciphertext is equivalent to the ciphertext in the test vector. 

If the TOE acts as a receiver, the following assurance activities shall be performed to ensure the proper operation 

of every TOE supported combination of RSA-based key establishment scheme: 

To conduct this test the evaluator shall generate or obtain test vectors from a known good implementation of the 

TOE supported schemes. For each combination of supported key establishment scheme and its options (with our 

without key confirmation if supported, for each supported key confirmation MAC function if key confirmation is 
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supported, and for each supported mask generation function if KTS-OAEP is supported), the tester shall generate 

10 sets of test vectors. Each test vector shall include the RSA private key, the plaintext keying material (KeyData), 

any additional input parameters if applicable, the MacTag in cases where key confirmation is incorporated, and the 

outputted ciphertext. For each test vector, the evaluator shall perform the key establishment decryption operation 

on the TOE and ensure that the outputted plaintext keying material (KeyData) is equivalent to the plaintext keying 

material in the test vector. In cases where key confirmation is incorporated, the evaluator shall perform the key 

confirmation steps and ensure that the outputted MacTag is equivalent to the MacTag in the test vector. 

This requirement is met by the TOE (MDM Agent) and has been CAVP tested.  Refer to the CAVP certificates 

identified in the tŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

 

2.2.5  CRYPTOGRAPHIC K EY DESTRUCTION  (MDMPP30:FCS_CKM_EXT.4)  

 

2.2.5.1  MDMPP30:FCS_CKM_EXT.4.1  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

2.2.5.2  MD MPP30:FCS_CKM_EXT.4.2  

TSS Assurance Activities: The evaluator shall check to ensure the TSS lists each type of plaintext key material and 

CSP (authentication data, authorization data, secret/private symmetric keys, data used to derive keys, etc.) and its 

origin and storage location. 

The evaluator shall verify that the TSS describes when each type of key material and CSP is no longer needed. 

Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the TSS of the ST of the platform to ensure that each 

of the secret keys, private keys, and CSPs used to generate key listed above are covered. 

Requirement met by the TOE 

The evaluator shall also verify that, for each type, the type of clearing procedure that is performed is listed. If 

different types of memory are used to store the materials to be protected, the evaluator shall check to ensure that 

the TSS describes the clearing procedure in terms of the memory in which the data are stored (for example, 'secret 

keys stored on flash are cleared by overwriting once with zeros, while secret keys stored on the internal persistent 

storage device are cleared by overwriting one time with a random pattern that is changed before each write'). For 

block erases, the evaluator shall also ensure that the block erase command used is listed and shall verify that the 
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command used also addresses any copies of the plaintext key material that may be created in order to optimize 

the use of flash memory. 

This requirement is met by both the TOE (MDM Server) and the TOE Platform (Server Platform).  

Section 6.2 of the ST states that the TOE (and MDM server platform) destroys cryptographic keys when they are no 

longer in use by the MDM Server and MDM Agent. Keys stored in memory are overwritten with zeros, while keys 

stored on non-volatile media are overwritten as required by FIPS 140-2.  A table is provided in Section 6.2 which 

lists the keys and CSPs that are managed by the MDM Server and the MDM Agent.  It includes the Key or CSP, 

where it is stored and when it is no longer needed, the method of destruction.  

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

 

Component TSS Assurance Activities 

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: Requirement met by TSF 

For each software and firmware key clearing situation the evaluator shall repeat the following tests. Note that at 

this time hardware-bound keys are explicitly excluded from testing. 

Test 1: The evaluator shall utilize appropriate combinations of specialized operational environment and 

development tools (debuggers, simulators, etc.) for the TOE and instrumented TOE builds to test that keys are 

cleared correctly, including all intermediate copies of the key that may have been created internally by the TOE 

during normal cryptographic processing with that key. 

Cryptographic TOE implementations in software shall be loaded and exercised under a debugger to perform such 

tests. The evaluator shall perform the following test for each key subject to clearing, including intermediate copies 

of keys that are persisted encrypted by the TOE: 

1. Load the instrumented TOE build in a debugger. 

2. Record the value of the key in the TOE subject to clearing. 

3. Cause the TOE to perform a normal cryptographic processing with the key from #1. 

4. Cause the TOE to clear the key. 

5. Cause the TOE to stop the execution but not exit. 

6. Cause the TOE to dump the entire memory footprint of the TOE into a binary file. 
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7. Search the content of the binary file created in #4 for instances of the known key value from #1. 

The test succeeds if no copies of the key from #1 are found in step #7 above and fails otherwise. 

The evaluator shall perform this test on all keys, including those persisted in encrypted form, to ensure 

intermediate copies are cleared. 

Test 2: In cases where the TOE is implemented in firmware and operates in a limited operating environment that 

does not allow the use of debuggers, the evaluator shall utilize a simulator for the TOE on a general purpose 

operating system. The evaluator shall provide a rationale explaining the instrumentation of the simulated test 

environment and justifying the obtained test results. 

Test 1: The evaluator created a custom SSL library which generated an output file for each TLS session key used for 

communications with a network peer.  Using a client configured to use this custom library, the evaluator 

established an administrative web session with the TOE (i.e., an HTTPS connection to the TOE TLS server).  The 

evaluator captured the traffic for this session, recorded the TLS session key provided by the custom library, and 

closed the connection.  Immediately following the termination of the session, the evaluator obtained a memory 

dump of the virtual machine within which the TOE was executing.  The evaluator searched the memory dump for 

the TLS session key and determined that the TLS session keys was not in memory.  

A similar test was performed for both the local CA and Web Portal private keys. The evaluator uploaded a Web 

Portal certificate using the System Administrator Web UI and viewed the certificate contents.  Using OpenSSL on 

the Test Server, the evaluator extracted the private key information from the certificate bundle and translated it 

into a format that can be searched.  The evaluator then followed the same process to upload a different certificate 

and private key as the Web Portal certificate.  With the test certificate no longer in use, the evaluator terminated 

the MDM server and restarted the server so that memory could be dumped. The evaluator searched the memory 

dump for and could find no evidence of the key.  This test was repeated with the local CA certificate.  

Test 2:  Not Applicable.  The TOE is no implemented in firmware.  

 

2.2.6  CRYPTOGRAPHIC K EY DESTRUCTION  (MDMAEP30:FCS_CKM_EXT.4(1))  

 

2.2.6.1  MDMAEP30: FCS_CKM_EXT.4.1(1)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 
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2.2.6.2  MDMAEP30: FCS_CKM_EXT.4.2(1)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Assurance Activity Note: The Assurance Activity used is dependent on the 

selection made in FCS_CKM_EXT.4.1. 

The evaluator shall check to ensure the TSS lists each type of plaintext key material and CSP (authentication data, 

authorization data, secret/private symmetric keys, data used to derive keys, etc.) and its origin and storage 

location. 

The evaluator shall verify that the TSS describes when each type of key material and CSP is no longer needed. 

Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the TSS of the ST of the platform to ensure that each 

of the secret keys, private keys, and CSPs used to generate key listed above are covered. 

Requirement met by the TOE 

The evaluator shall also verify that, for each type of key, the type of clearing procedure that is performed is listed. 

If different types of memory are used to store the materials to be protected, the evaluator shall check to ensure 

that the TSS describes the clearing procedure in terms of the memory in which the data are stored (for example, 

'secret keys stored on flash are cleared by overwriting once with zeros, while secret keys stored on the internal 

persistent storage device are cleared by overwriting one time with a random pattern that is changed before each 

write'). For block erases, the evaluator shall also ensure that the block erase command used is listed and shall 

verify that the command used also addresses any copies of the plaintext key material that may be created in order 

to optimize the use of flash memory. 

This requirement is met by the TOE (MDM Agent).  

Section 6.2 of the ST states that the TOE destroys cryptographic keys when they are no longer in use by the MDM 

Server and MDM Agent. Keys stored in memory are overwritten with zeros, while keys stored on non-volatile 

media are overwritten as required by FIPS 140-2.  A table is provided in Section 6.2 which lists the keys and CSPs 

that are managed by the MDM Server and the MDM Agent.  It includes the Key or CSP, where it is stored and when 

it is no longer needed, the method of destruction.  

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: For each software and firmware key clearing situation the evaluator shall 

repeat the following tests. Note that at this time hardware-bound keys are explicitly excluded from testing. 
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Test 1: The evaluator shall utilize appropriate combinations of specialized operational environment and 

development tools (debuggers, simulators, etc.) for the TOE and instrumented TOE builds to test that keys are 

cleared correctly, including all intermediate copies of the key that may have been created internally by the TOE 

during normal cryptographic processing with that key. 

Cryptographic TOE implementations in software shall be loaded and exercised under a debugger to perform such 

tests. The evaluator shall perform the following test for each key subject to clearing, including intermediate copies 

of keys that are persisted encrypted by the TOE: 

1. Load the instrumented TOE build in a debugger. 

2. Record the value of the key in the TOE subject to clearing. 

3. Cause the TOE to perform a normal cryptographic processing with the key from #1. 

4. Cause the TOE to clear the key. 

5. Cause the TOE to stop the execution but not exit. 

6. Cause the TOE to dump the entire memory footprint of the TOE into a binary file. 

7. Search the content of the binary file created in #4 for instances of the known key value from #1. 

The test succeeds if no copies of the key from #1 are found in step #7 above and fails otherwise. The evaluator 

shall perform this test on all keys, including those persisted in encrypted form, to ensure intermediate copies are 

cleared. 

Test 2: In cases where the TOE is implemented in firmware and operates in a limited operating environment that 

does not allow the use of debuggers, the evaluator shall utilize a simulator for the TOE on a general purpose 

operating system. The evaluator shall provide a rationale explaining the instrumentation of the simulated test 

environment and justifying the obtained test results. 

Test 1: The evaluator created a custom SSL library which generated an output file for each TLS session key used for 

communications with a network peer.  Using the MD agent (i.e., a TLS client) the evaluator connected to a test 

server that was configured to use this custom library.  The evaluator attempted to enroll a new device, which 

established a TLS session with the test server.  The MD Agent terminated the TLS session and the evaluator 

captured the traffic for this session, and recorded the TLS session key provided by the custom library.  Immediately 

following the termination of the session, the evaluator obtained a memory dump of the mobile device using an 

Android debugger.  The evaluator searched the memory dump for the TLS session key and determined that the TLS 

session keys was not in memory. 

A similar test was performed for the certificate private key. The evaluator used a custom build of the TOE MD 

Agent which had been modified to dump client certificate private keys to ǘƘŜ ƳƻōƛƭŜ ŘŜǾƛŎŜΩǎ ƭƻƎŎŀǘ ǎǘƻǊŀƎŜ.  The 

evaluator enrolled the TOE device and extracted the private key information from the log message.  The evaluator 
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restarted the device running the TOE Agent and then dumped the memory.  The evaluator searched the memory 

dump and determined that the private key was not in memory.  

Test 2:  Not Applicable.  The TOE is not implemented in firmware.  

 

2.2.7  CRYPTOGRAPHIC OPERATION (CONFIDENTIALITY A LGORITHMS )  

(MDMPP30:FCS_COP.1(1))  

 

2.2.7.1  MDMPP30: FCS _COP.1.1(1)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the 

encryption/decryption function(s) claimed in that platform's ST contains the encryption/decryption function(s) in 

the MDM Server's ST. The evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes 

(for each supported platform) how the encryption/decryption functionality is invoked for each mode and key size 

selected in the MDM Server's ST (it should be noted that this may be through a mechanism that is not 

implemented by the MDM Server; nonetheless, that mechanism will be identified in the TSS as part of this 

assurance activity). 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform).  Section 6.2 states that 

the TOE and its platform include and make use of available cryptographic modules to perform cryptographic 

operations to support higher level functions (such as communication protocols). The MDM Server component 

includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) and also utilizes the Red Hat Enterprise 

Linux OpenSSL Module 5.0 cryptographic functions available in its platform.  

Section 6.2 of the ST includes a table indicating the applicable CAVP certificates which the MDM server, Server 

Platform and MDM Agent have received.  wŜŦŜǊ ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн ƻŦ ǘƘƛǎ !!w 

which identifies the CAVP certificates.   

The evaluator checked the [RedHat Platform] document and found that the key encryption and decryption 

described in Table 4 matches the key generation claimed in MDMPP30:FCS_COP.1(1). Section 2 of the [RedHat 

Platform] document states that the logical interface to the cryptographic module is a C-language Application 

Program Interface (API). 

Component Guidance Assurance Activities: None Defined 
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Component Testing Assurance Activities: Requirement met by the TOE 

AES-CBC Tests 

AES-CBC Known Answer Tests 

There are four Known Answer Tests (KATs), described below. In all KATs, the plaintext, ciphertext, and IV values 

shall be 128-bit blocks. The results from each test may either be obtained by the evaluator directly or by supplying 

the inputs to the implementer and receiving the results in response. To determine correctness, the evaluator shall 

compare the resulting values to those obtained by submitting the same inputs to a known good implementation. 

KAT-1. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 plaintext values and 

obtain the ciphertext value that results from AES-CBC encryption of the given plaintext using a key value of all 

zeros and an IV of all zeros. Five plaintext values shall be encrypted with a 128-bit all-zeros key, and the other five 

shall be encrypted with a 256-bit all-zeros key. 

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using 10 

ciphertext values as input and AES-CBC decryption. 

KAT-2. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 key values and obtain the 

ciphertext value that results from AES-CBC encryption of an all-zeros plaintext using the given key value and an IV 

of all zeros. Five of the keys shall be 128-bit keys, and the other five shall be 256-bit keys. 

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using an all-

zero ciphertext value as input and AES-CBC decryption. 

KAT-3. To test the encrypt functionality of AES-CBC, the evaluator shall supply the two sets of key values described 

below and obtain the ciphertext value that results from AES encryption of an all-zeros plaintext using the given key 

value and an IV of all zeros. The first set of keys shall have 128 128-bit keys, and the second set shall have 256 256-

bit keys. Key i in each set shall have the leftmost i bits be ones and the rightmost N-i bits be zeros, for i in [1,N]. 

To test the decrypt functionality of AES-CBC, the evaluator shall supply the two sets of key and ciphertext value 

pairs described below and obtain the plaintext value that results from AES-CBC decryption of the given ciphertext 

using the given key and an IV of all zeros. The first set of key/ciphertext pairs shall have 128 128-bit key/ciphertext 

pairs, and the second set of key/ciphertext pairs shall have 256 256-bit key/ciphertext pairs. Key i in each set shall 

have the leftmost i bits be ones and the rightmost N-i bits be zeros, for i in [1,N]. The ciphertext value in each pair 

shall be the value that results in an all-zeros plaintext when decrypted with its corresponding key. 

KAT-4. To test the encrypt functionality of AES-CBC, the evaluator shall supply the set of 128 plaintext values 

described below and obtain the two ciphertext values that result from AES-CBC encryption of the given plaintext 

using a 128-bit key value of all zeros with an IV of all zeros and using a 256-bit key value of all zeros with an IV of all 

zeros, respectively. Plaintext value i in each set shall have the leftmost i bits be ones and the rightmost 128-i bits 

be zeros, for i in [1,128]. 
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To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using 

ciphertext values of the same form as the plaintext in the encrypt test as input and AES-CBC decryption. 

AES-CBC Multi-Block Message Test 

The evaluator shall test the encrypt functionality by encrypting an i-block message where 1 < i <=10. The evaluator 

shall choose a key, an IV and plaintext message of length i blocks and encrypt the message, using the mode to be 

tested, with the chosen key and IV. The ciphertext shall be compared to the result of encrypting the same plaintext 

message with the same key and IV using a known good implementation. 

The evaluator shall also test the decrypt functionality for each mode by decrypting an i-block message where 1 < i 

<=10. The evaluator shall choose a key, an IV and a ciphertext message of length i blocks and decrypt the message, 

using the mode to be tested, with the chosen key and IV. The plaintext shall be compared to the result of 

decrypting the same ciphertext message with the same key and IV using a known good implementation. 

AES-CBC Monte Carlo Tests 

The evaluator shall test the encrypt functionality using a set of 200 plaintext, IV, and key 3-tuples. 100 of these 

shall use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and IV values shall be 128-bit blocks. For each 3-

tuple, 1000 iterations shall be run as follows: 

# Input: PT, IV, Key for i = 1 to 1000: 

if i == 1 

CT[1] = AES-CBC-Encrypt(Key, IV, PT) PT 

= IV 

else: 

CT[i] = AES-CBC-Encrypt(Key, PT) PT = CT[i-1] 

The ciphertext computed in the 1000th iteration (i.e., CT[1000]) is the result for that trial. This result shall be 

compared to the result of running 1000 iterations with the same values using a known good implementation. 

The evaluator shall test the decrypt functionality using the same test as for encrypt, exchanging CT and PT and 

replacing AES-CBC-Encrypt with AES-CBC-Decrypt. 

AES-GCM Test 

The evaluator shall test the authenticated encrypt functionality of AES-GCM for each combination of the following 

input parameter lengths: 

- 128 bit and 256 bit keys 
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- Two plaintext lengths. One of the plaintext lengths shall be a non-zero integer multiple of 128 bits, if supported. 

The other plaintext length shall not be an integer multiple of 128 bits, if supported. 

- Three AAD lengths. One AAD length shall be 0, if supported. One AAD length shall be a non-zero integer multiple 

of 128 bits, if supported. One AAD length shall not be an integer multiple of 128 bits, if supported. 

- Two IV lengths. If 96 bit IV is supported, 96 bits shall be one of the two IV lengths tested. 

The evaluator shall test the encrypt functionality using a set of 10 key, plaintext, AAD, and IV tuples for each 

combination of parameter lengths above and obtain the ciphertext value and tag that results from AES-GCM 

authenticated encrypt. Each supported tag length shall be tested at least once per set of 10. The IV value may be 

supplied by the evaluator or the implementation being tested, as long as it is known. 

The evaluator shall test the decrypt functionality using a set of 10 key, ciphertext, tag, AAD, and IV 5- tuples for 

each combination of parameter lengths above and obtain a Pass/Fail result on authentication and the decrypted 

plaintext if Pass. The set shall include five tuples that Pass and five that Fail. 

The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the 

implementer and receiving the results in response. To determine correctness, the evaluator shall compare the 

resulting values to those obtained by submitting the same inputs to a known good implementation. 

AES-CCM Tests 

The evaluator shall test the generation-encryption and decryption-verification functionality of AES-CCM for the 

following input parameter and tag lengths: 

- 128 bit and 256 bit keys 

- Two payload lengths. One payload length shall be the shortest supported payload length, greater than or equal to 

zero bytes. The other payload length shall be the longest supported payload length, less than or equal to 32 bytes 

(256 bits). 

- Two or three associated data lengths. One associated data length shall be 0, if supported. One associated data 

length shall be the shortest supported payload length, greater than or equal to zero bytes. One associated data 

length shall be the longest supported payload length, less than or equal to 32 bytes (256 bits). If the 

implementation supports an associated data length of 216 bytes, an associated data length of 216 bytes shall be 

tested. 

- Nonce lengths. All supported nonce lengths between 7 and 13 bytes, inclusive, shall be tested. 

- Tag lengths. All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytes shall be tested. 

To test the generation-encryption functionality of AES-CCM, the evaluator shall perform the following four tests: 
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Test 1. For EACH supported key and associated data length and ANY supported payload, nonce and tag length, the 

evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values and 

obtain the resulting ciphertext. 

Test 2. For EACH supported key and payload length and ANY supported associated data, nonce and tag length, the 

evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values and 

obtain the resulting ciphertext. 

Test 3. For EACH supported key and nonce length and ANY supported associated data, payload and tag length, the 

evaluator shall supply one key value and 10 associated data, payload and nonce value 3-tuples and obtain the 

resulting ciphertext. 

Test 4. For EACH supported key and tag length and ANY supported associated data, payload and nonce length, the 

evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values and 

obtain the resulting ciphertext. 

To determine correctness in each of the above tests, the evaluator shall compare the ciphertext with the result of 

generation-encryption of the same inputs with a known good implementation. 

To test the decryption-verification functionality of AES-CCM, for EACH combination of supported associated data 

length, payload length, nonce length and tag length, the evaluator shall supply a key value and 15 nonce, 

associated data and ciphertext 3-tuples and obtain either a FAIL result or a PASS result with the decrypted payload. 

The evaluator shall supply 10 tuples that should FAIL and 5 that should PASS per set of 15. 

AES Key Wrap (AES-KW) and Key Wrap with Padding (AES-KWP) Test 

The evaluator shall test the authenticated encryption functionality of AES-KW for EACH combination of the 

following input parameter lengths: 

- 128 and 256 bit key encryption keys (KEKs) 

- Three plaintext lengths. One of the plaintext lengths shall be two semiblocks (128 bits). One of the plaintext 

lengths shall be three semi-blocks (192 bits). The third data unit length shall be the longest supported plaintext 

length less than or equal to 64 semi-blocks (4096 bits) 

using a set of 100 key and plaintext pairs and obtain the ciphertext that results from AES-KW authenticated 

encryption. To determine correctness, the evaluator shall use the AES-KW authenticated- encryption function of a 

known good implementation. 

The evaluator shall test the authenticated-decryption functionality of AES-KW using the same test as for 

authenticated-encryption, replacing plaintext values with ciphertext values and AES-KW authenticated- encryption 

with AES-KW authenticated-decryption. 

The evaluator shall test the authenticated-encryption functionality of AES-KWP using the same test as for AES-KW 

authenticated-encryption with the following change in the three plaintext lengths: 
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- One plaintext length shall be one octet. One plaintext length shall be 20 octets (160 bits). 

- One plaintext length shall be the longest supported plaintext length less than or equal to 512 octets (4096 bits). 

The evaluator shall test the authenticated-decryption functionality of AES-KWP using the same test as for AES-KWP 

authenticated-encryption, replacing plaintext values with ciphertext values and AES-KWP authenticated-

encryption with AES-KWP authenticated-decryption. 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform) and has been CAVP 

tested.  Refer to the CAVP certificates identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

 

2.2.8  CRYPTOGRAPHIC OPERATION (CONFIDENTIALITY A LGORITHMS )  

(MDMAEP30:FCS_COP.1( 1 )) 

 

2.2.8.1  MDMAEP30: FCS_COP.1.1(1)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the 

encryption/decryption function(s) claimed in that platform's ST contains the encryption/decryption function(s) in 

the MDM Server's ST. The evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes 

(for each supported platform) how the encryption/decryption functionality is invoked for each mode and key size 

selected in the MDM Server's ST (it should be noted that this may be through a mechanism that is not 

implemented by the MDM Server; nonetheless, that mechanism will be identified in the TSS as part of this 

assurance activity). 

This requirement is met by the TOE (MDM Agent).   

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: FROM MDMPP30 

Requirement met by the TOE 

AES-CBC Tests 

AES-CBC Known Answer Tests 
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There are four Known Answer Tests (KATs), described below. In all KATs, the plaintext, ciphertext, and IV values 

shall be 128-bit blocks. The results from each test may either be obtained by the evaluator directly or by supplying 

the inputs to the implementer and receiving the results in response. To determine correctness, the evaluator shall 

compare the resulting values to those obtained by submitting the same inputs to a known good implementation. 

KAT-1. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 plaintext values and 

obtain the ciphertext value that results from AES-CBC encryption of the given plaintext using a key value of all 

zeros and an IV of all zeros. Five plaintext values shall be encrypted with a 128-bit all-zeros key, and the other five 

shall be encrypted with a 256-bit all-zeros key. 

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using 10 

ciphertext values as input and AES-CBC decryption. 

KAT-2. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 key values and obtain the 

ciphertext value that results from AES-CBC encryption of an all-zeros plaintext using the given key value and an IV 

of all zeros. Five of the keys shall be 128-bit keys, and the other five shall be 256-bit keys. 

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using an all-

zero ciphertext value as input and AES-CBC decryption. 

KAT-3. To test the encrypt functionality of AES-CBC, the evaluator shall supply the two sets of key values described 

below and obtain the ciphertext value that results from AES encryption of an all-zeros plaintext using the given key 

value and an IV of all zeros. The first set of keys shall have 128 128-bit keys, and the second set shall have 256 256-

bit keys. Key i in each set shall have the leftmost i bits be ones and the rightmost N-i bits be zeros, for i in [1,N]. 

To test the decrypt functionality of AES-CBC, the evaluator shall supply the two sets of key and ciphertext value 

pairs described below and obtain the plaintext value that results from AES-CBC decryption of the given ciphertext 

using the given key and an IV of all zeros. The first set of key/ciphertext pairs shall have 128 128-bit key/ciphertext 

pairs, and the second set of key/ciphertext pairs shall have 256 256-bit key/ciphertext pairs. Key i in each set shall 

have the leftmost i bits be ones and the rightmost N-i bits be zeros, for i in [1,N]. The ciphertext value in each pair 

shall be the value that results in an all-zeros plaintext when decrypted with its corresponding key. 

KAT-4. To test the encrypt functionality of AES-CBC, the evaluator shall supply the set of 128 plaintext values 

described below and obtain the two ciphertext values that result from AES-CBC encryption of the given plaintext 

using a 128-bit key value of all zeros with an IV of all zeros and using a 256-bit key value of all zeros with an IV of all 

zeros, respectively. Plaintext value i in each set shall have the leftmost i bits be ones and the rightmost 128-i bits 

be zeros, for i in [1,128]. 

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using 

ciphertext values of the same form as the plaintext in the encrypt test as input and AES-CBC decryption. 

AES-CBC Multi-Block Message Test 
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The evaluator shall test the encrypt functionality by encrypting an i-block message where 1 < i <=10. The evaluator 

shall choose a key, an IV and plaintext message of length i blocks and encrypt the message, using the mode to be 

tested, with the chosen key and IV. The ciphertext shall be compared to the result of encrypting the same plaintext 

message with the same key and IV using a known good implementation. The evaluator shall also test the decrypt 

functionality for each mode by decrypting an i-block message where 1 < i <=10. The evaluator shall choose a key, 

an IV and a ciphertext message of length i blocks and decrypt the message, using the mode to be tested, with the 

chosen key and IV. The plaintext shall be compared to the result of decrypting the same ciphertext message with 

the same key and IV using a known good implementation. 

The evaluator shall also test the decrypt functionality for each mode by decrypting an i-block message where 1 < i 

<=10. The evaluator shall choose a key, an IV and a ciphertext message of length i blocks and decrypt the message, 

using the mode to be tested, with the chosen key and IV. The plaintext shall be compared to the result of 

decrypting the same ciphertext message with the same key and IV using a known good implementation. 

AES-CBC Monte Carlo Tests 

The evaluator shall test the encrypt functionality using a set of 200 plaintext, IV, and key 3-tuples. 100 of these 

shall use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and IV values shall be 128-bit blocks. For each 3-

tuple, 1000 iterations shall be run as follows: 

# Input: PT, IV, Key 

for i = 1 to 1000: 

if i == 1: 

CT[1] = AES-CBC-Encrypt(Key, IV, PT) 

PT = IV 

else: 

CT[i] = AES-CBC-Encrypt(Key, PT) 

PT = CT[i-1] 

The ciphertext computed in the 1000th iteration (i.e., CT[1000]) is the result for that trial. This result shall be 

compared to the result of running 1000 iterations with the same values using a known good implementation. 

The evaluator shall test the decrypt functionality using the same test as for encrypt, exchanging CT and PT and 

replacing AES-CBC-Encrypt with AES-CBC-Decrypt. 

AES-GCM Test 

The evaluator shall test the authenticated encrypt functionality of AES-GCM for each combination of the following 

input parameter lengths: 



 
 

  Version 0.2, 01/08/2019 
  
    

 

  
GSS CCT Assurance Activity Report Page 112 of 206  © 2019 Gossamer Security Solutions, Inc. 
Document: VID10934  All rights reserved. 

- 128 bit and 256 bit keys 

- Two plaintext lengths. One of the plaintext lengths shall be a non-zero integer multiple of 128 bits, if supported. 

The other plaintext length shall not be an integer multiple of 128 bits, if supported. 

- Three AAD lengths. One AAD length shall be 0, if supported. One AAD length shall be a non-zero integer multiple 

of 128 bits, if supported. One AAD length shall not be an integer multiple of 128 bits, if supported. 

- Two IV lengths. If 96 bit IV is supported, 96 bits shall be one of the two IV lengths tested. 

The evaluator shall test the encrypt functionality using a set of 10 key, plaintext, AAD, and IV tuples for each 

combination of parameter lengths above and obtain the ciphertext value and tag that results from AES-GCM 

authenticated encrypt. Each supported tag length shall be tested at least once per set of 10. The IV value may be 

supplied by the evaluator or the implementation being tested, as long as it is known. 

The evaluator shall test the decrypt functionality using a set of 10 key, ciphertext, tag, AAD, and IV 5-tuples for 

each combination of parameter lengths above and obtain a Pass/Fail result on authentication and the decrypted 

plaintext if Pass. The set shall include five tuples that Pass and five that Fail. 

The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the 

implementer and receiving the results in response. To determine correctness, the evaluator shall compare the 

resulting values to those obtained by submitting the same inputs to a known good implementation. 

AES-CCM Tests 

The evaluator shall test the generation-encryption and decryption-verification functionality of AES-CCM for the 

following input parameter and tag lengths: 

- 128 bit and 256 bit keys 

- Two payload lengths. One payload length shall be the shortest supported payload length, greater than or equal to 

zero bytes. The other payload length shall be the longest supported payload length, less than or equal to 32 bytes 

(256 bits). 

- Two or three associated data lengths. One associated data length shall be 0, if supported. One associated data 

length shall be the shortest supported payload length, greater than or equal to zero bytes. One associated data 

length shall be the longest supported payload length, less than or equal to 32 bytes (256 bits). If the 

implementation supports an associated data length of 216 bytes, an associated data length of 216 bytes shall be 

tested. 

- Nonce lengths. All supported nonce lengths between 7 and 13 bytes, inclusive, shall be tested. 

- Tag lengths. All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytes shall be tested. 

To test the generation-encryption functionality of AES-CCM, the evaluator shall perform the following four tests: 
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Test 1. For EACH supported key and associated data length and ANY supported payload, nonce and tag length, the 

evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values and 

obtain the resulting ciphertext. 

Test 2. For EACH supported key and payload length and ANY supported associated data, nonce and tag length, the 

evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values and 

obtain the resulting ciphertext. 

Test 3. For EACH supported key and nonce length and ANY supported associated data, payload and tag length, the 

evaluator shall supply one key value and 10 associated data, payload and nonce value 3-tuples and obtain the 

resulting ciphertext. 

Test 4. For EACH supported key and tag length and ANY supported associated data, payload and nonce length, the 

evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values and 

obtain the resulting ciphertext. 

To determine correctness in each of the above tests, the evaluator shall compare the ciphertext with the result of 

generation-encryption of the same inputs with a known good implementation. 

To test the decryption-verification functionality of AES-CCM, for EACH combination of supported associated data 

length, payload length, nonce length and tag length, the evaluator shall supply a key value and 15 nonce, 

associated data and ciphertext 3-tuples and obtain either a FAIL result or a PASS result with the decrypted payload. 

The evaluator shall supply 10 tuples that should FAIL and 5 that should PASS per set of 15. 

AES Key Wrap (AES-KW) and Key Wrap with Padding (AES-KWP) Test 

The evaluator shall test the authenticated encryption functionality of AES-KW for EACH combination of the 

following input parameter lengths: 

- 128 and 256 bit key encryption keys (KEKs) 

- Three plaintext lengths. One of the plaintext lengths shall be two semi-blocks (128 bits). One of the plaintext 

lengths shall be three semi-blocks (192 bits). The third data unit length shall be the longest supported plaintext 

length less than or equal to 64 semi-blocks (4096 bits). 

using a set of 100 key and plaintext pairs and obtain the ciphertext that results from AES-KW authenticated 

encryption. To determine correctness, the evaluator shall use the AES-KW authenticated-encryption function of a 

known good implementation. 

The evaluator shall test the authenticated-decryption functionality of AES-KW using the same test as for 

authenticated-encryption, replacing plaintext values with ciphertext values and AES-KW authenticated-encryption 

with AES-KW authenticated-decryption. 

The evaluator shall test the authenticated-encryption functionality of AES-KWP using the same test as for AES-KW 

authenticated-encryption with the following change in the three plaintext lengths: 
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- One plaintext length shall be one octet. One plaintext length shall be 20 octets (160 bits). 

- One plaintext length shall be the longest supported plaintext length less than or equal to 512 octets (4096 bits). 

The evaluator shall test the authenticated-decryption functionality of AES-KWP using the same test as for AES-KWP 

authenticated-encryption, replacing plaintext values with ciphertext values and AES-KWP authenticated-

encryption with AES-KWP authenticated-decryption. 

This requirement is met by the TOE (MDM Agent) and has been CAVP tested.  Refer to the CAVP certificates 

identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

 

2.2.9  CRYPTOGRAPHIC OPERATION (H ASHING A LGORITHMS )  

(MDMPP30:FCS_COP.1(2))  

 

2.2.9.1  MDMPP30: FCS_COP.1.1(2)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the hash 

function(s) claimed in that platform's ST contains the hash function(s) in the MDM Server's ST. The evaluator shall 

also examine the TSS of the MDM Server's ST to verify that it describes (for each supported platform) how the hash 

functionality is invoked for each digest size selected in the MDM Server's ST (it should be noted that this may be 

through a mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will be identified 

in the TSS as part of this assurance activity). 

Requirement met by the TOE 

The evaluator shall check that the association of the hash function with other TSF cryptographic functions (for 

example, the digital signature verification function) is documented in the TSS. The evaluator checks the AGD 

documents to determine that any configuration that is required to be done to configure the functionality for the 

required hash sizes is present. The TSF hashing functions can be implemented in one of two modes. The first mode 

is the byte-oriented mode. In this mode the TSF only hashes messages that are an integral number of bytes in 

length; i.e., the length (in bits) of the message to be hashed is divisible by 8. The second mode is the bit-oriented 

mode. In this mode the TSF hashes messages of arbitrary length. As there are different tests for each mode, an 

indication is given in the following sections for the bit-oriented vs. the byte-oriented testmacs. 
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This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform). Section 6.2 states that 

the TOE and its platform include and make use of available cryptographic modules to perform cryptographic 

operations to support higher level functions (such as communication protocols). The MDM Server component 

includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) and also utilizes the Red Hat Enterprise 

Linux OpenSSL Module 5.0 cryptographic functions available in its platform.  

Section 6.2 of the ST includes Table 5 which identifies the applicable CAVP certificates which the MDM server, 

{ŜǊǾŜǊ tƭŀǘŦƻǊƳ ŀƴŘ a5a !ƎŜƴǘ ƘŀǾŜ ǊŜŎŜƛǾŜŘΦ  wŜŦŜǊ ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн ƻŦ ǘƘƛǎ 

AAR which identifies the CAVP certificates.   

Section 6.2 (MDMPP30:FCS_RBG_EXT.1) of the ST indicates that the MDM Server uses HMAC_DRBG with SHA-256.   

Section 6.2 (MDMPP30:FCS_TLSC_EXT.1/MDMPP30:FCS_TLSS_EXT.1) of the ST indicates that the TLS cipher suites 

supported by both the MDM Server and the MDM Agent include either SHA-256 or SHA-384.  

Section 6.5 of the ST states that the MDM Server leverages its platform RPM Package Manager (RPM) functions to 

verify the integrity of its own executable files during start-up.  The platform maintains a database of all installed 

RPMs, including the TOE, and during boot each RPM is checked with a 2048-bit RSA signature and non-

configuration files inside each RPM are checked with SHA-256 hashes. 

The evaluator checked the [RedHat Platform] document and found that the hash function described in Table 4 

matches the hash function claimed in MDMPP30:FCS_COP.1(1). Section 2 of the [RedHat Platform] document 

states that the logical interface to the cryptographic module is a C-language Application Program Interface (API). 

¢ƘŜ άIƻǿ ǘƻ ŘŜǇƭƻȅ aƻōƛƭŜLǊƻƴ /ƻǊŜ млΦлΦмΦл ƛƴ /ƻƳƳƻƴ /ǊƛǘŜǊƛŀ aƻŘŜέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] provides 

instructions for configuring the TOE into Common Criteria Mode which refers to a set of features which meet the 

requirements for this evaluation and ensures that the TOE installation will operate in a manner consistent with the 

// ŜǾŀƭǳŀǘƛƻƴΦ  ¢ƘŜ ά{ŜƭŜŎǘƛƴƎ ƛƴŎƻƳƛƴƎ ŎƛǇƘŜǊ ǎǳƛǘŜǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ [PP-Guide] indicates that when the TOE is in 

Common Criteria mode, the System Manager displays only permitted incoming cipher suites for incoming SSL/TLS 

ŎƻƴƴŜŎǘƛƻƴǎ ŦǊƻƳ ŜȄǘŜǊƴŀƭ ǎŜǊǾŜǊǎΦ  {ƛƳƛƭŀǊƭȅΣ ǘƘŜ ά{ŜƭŜŎǘƛƴƎ ƻǳǘƎƻƛƴƎ ŎƛǇƘŜǊ ǎǳƛǘŜǎέ ŘƛǎǇƭŀȅǎ ƻƴƭȅ ǇŜǊƳƛǘǘŜŘ 

outgoing cipher suites for outgoing SSL/TLS connections.  

Component Guidance Assurance Activities: See TSS assurance activity above.  

See TSS assurance activity above.  

Component Testing Assurance Activities: The evaluator shall perform all of the following tests for each hash 

algorithm implemented by the TSF and used to satisfy the requirements of this PP. 

Short Messages Test - Bit-oriented Mode 

The evaluators devise an input set consisting of m+1 messages, where m is the block length of the hash algorithm. 

The length of the messages range sequentially from 0 to m bits. The message text shall be pseudorandomly 

generated. The evaluators compute the message digest for each of the messages and ensure that the correct 

result is produced when the messages are provided to the TSF. 
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Short Messages Test - Byte-oriented Mode 

The evaluators devise an input set consisting of m/8+1 messages, where m is the block length of the hash 

algorithm. The length of the messages range sequentially from 0 to m/8 bytes, with each message being an 

integral number of bytes. The message text shall be pseudorandomly generated. The evaluators compute the 

message digest for each of the messages and ensure that the correct result is produced when the messages are 

provided to the TSF. 

Selected Long Messages Test - Bit-oriented Mode 

The evaluators devise an input set consisting of m messages, where m is the block length of the hash algorithm. 

The length of the ith message is 512 + 99*i, where 1<= i<=m. The message text shall e pseudorandomly generated. 

The evaluators compute the message digest for each of the messages and ensure that the correct result is 

produced when the messages are provided to the TSF. 

Selected Long Messages Test - Byte-oriented Mode 

The evaluators devise an input set consisting of m/8 messages, where m is the block length of the hash algorithm. 

The length of the ith message is 512 + 99*i, where 1<= i<=m. The message text shall e pseudorandomly generated. 

The evaluators compute the message digest for each of the messages and ensure that the correct result is 

produced when the messages are provided to the TSF. 

Pseudorandomly Generated Messages Test 

This test is for byte-oriented implementations only. The evaluators randomly generate a seed that is n bits long, 

where n is the length of the message digest produced by the hash function to be tested. The evaluators then 

formulate a set of 100 messages and associated digests by following the algorithm provided in Figure 1 of [SHAVS]. 

The evaluators then ensure that the correct result is produced when the messages are provided to the TSF. 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform) have been CAVP tested.  

Refer to the CAVP certificates identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

 

2.2.10  CRYPTOGRAPHIC OPERATION (H ASHING A LGORITHMS )  

(MDMAEP30:FCS_COP.1( 2 )) 

 

2.2.10.1  MDMAEP30: FCS _COP.1.1(2)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 
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Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the hash 

function(s) claimed in that platform's ST contains the hash function(s) in the MDM Server's ST. The evaluator shall 

also examine the TSS of the MDM Server's ST to verify that it describes (for each supported platform) how the hash 

functionality is invoked for each digest size selected in the MDM Server's ST (it should be noted that this may be 

through a mechanism that is not implemented by the MDM Server; nonetheless, that mechanism will be identified 

in the TSS as part of this assurance activity). 

Requirement met by the TOE 

The evaluator shall check that the association of the hash function with other TSF cryptographic functions (for 

example, the digital signature verification function) is documented in the TSS. The evaluator checks the AGD 

documents to determine that any configuration that is required to be done to configure the functionality for the 

required hash sizes is present. The TSF hashing functions can be implemented in one of two modes. The first mode 

is the byteoriented mode. In this mode the TSF only hashes messages that are an integral number of bytes in 

length; i.e., the length (in bits) of the message to be hashed is divisible by 8. The second mode is the bitoriented 

mode. In this mode the TSF hashes messages of arbitrary length. As there are different tests for each mode, an 

indication is given in the following sections for the bitoriented vs. the byteoriented testmacs. 

This requirement is met by the TOE (MDM Agent).  Section 6.2 states that the MDM Agent component includes its 

own OpenSSL (1.0.2h with FIPS) cryptographic library.  

Section 6.2 of the ST includes Table 5 which identifies the applicable CAVP certificates which the MDM server, 

Server Platform and MDM Agent have received. wŜŦŜǊ ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн ƻŦ ǘƘƛǎ 

AAR which identifies the CAVP certificates.   

Section 6.2 (MDMPP30:FCS_TLSC_EXT.1/MDMPP30:FCS_TLSS_EXT.1) of the ST indicates that the TLS cipher suites 

supported by both the MDM Server and the MDM Agent include either SHA-256 or SHA-384.  

Component Guidance Assurance Activities: See TSS assurance activities above.  

See TSS assurance activities above.  

Component Testing Assurance Activities: The evaluator shall perform all of the following tests for each hash 

algorithm implemented by the TSF and used to satisfy the requirements of this PP. 

Short Messages Test - Bit-oriented Mode 

The evaluators devise an input set consisting of m+1 messages, where m is the block length of the hash algorithm. 

The length of the messages range sequentially from 0 to m bits. The message text shall be pseudorandomly 

generated. The evaluators compute the message digest for each of the messages and ensure that the correct 

result is produced when the messages are provided to the TSF. 

Short Messages Test - Byte-oriented Mode 
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The evaluators devise an input set consisting of m/8+1 messages, where m is the block length of the hash 

algorithm. The length of the messages range sequentially from 0 to m/8 bytes, with each message being an 

integral number of bytes. The message text shall be pseudorandomly generated. The evaluators compute the 

message digest for each of the messages and ensure that the correct result is produced when the messages are 

provided to the TSF. 

Selected Long Messages Test - Bit-oriented Mode 

The evaluators devise an input set consisting of m messages, where m is the block length of the hash algorithm. 

The length of the ith message is 512 + 99*i, where 1 <= i <= m. The message text shall be pseudorandomly 

generated. The evaluators compute the message digest for each of the messages and ensure that the correct 

result is produced when the messages are provided to the TSF. 

Selected Long Messages Test - Byte-oriented Mode 

The evaluators devise an input set consisting of m/8 messages, where m is the block length of the hash algorithm. 

The length of the ith message is 512 + 8*99*i, where 1 <= i <= m/8. The message text shall be pseudorandomly 

generated. The evaluators compute the message digest for each of the messages and ensure that the correct 

result is produced when the messages are provided to the TSF. 

Pseudorandomly Generated Messages Test 

This test is for byteoriented implementations only. The evaluators randomly generate a seed that is n bits long, 

where n is the length of the message digest produced by the hash function to be tested. The evaluators then 

formulate a set of 100 messages and associated digests by following the algorithm provided in Figure 1 of [SHAVS]. 

The evaluators then ensure that the correct result is produced when the messages are provided to the TSF. 

This requirement is met by the TOE (MDM Agent) and has been CAVP tested.  Refer to the CAVP certificates 

identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

 

2.2.11  CRYPTOGRAPHIC OPER ATION (SIGNATURE A LGORITHMS )  

(MDMPP30:FCS_COP.1(3))  

 

2.2.11.1  MDMPP30: FCS_COP.1.1(3)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 
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For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the digital 

signature functions claimed in that platform's ST contains the digital signature functions in the MDM Server's ST. 

The evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported 

platform) how the digital signature functionality is invoked for each operation they are used for in the MDM Server 

(it should be noted that this may be through a mechanism that is not implemented by the MDM Server; 

nonetheless, that mechanism will be identified in the TSS as part of this assurance activity). 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform). Section 6.2 states that 

the TOE and its platform include and make use of available cryptographic modules to perform cryptographic 

operations to support higher level functions (such as communication protocols). The MDM Server component 

includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) and also utilizes the Red Hat Enterprise 

Linux OpenSSL Module 5.0 cryptographic functions available in its platform.  

Section 6.2 of the ST includes Table 5 which identifies applicable CAVP certificates which the MDM server, Server 

Platform and MDM Agent have received.  wŜŦŜǊ ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн ƻŦ ǘƘƛǎ !!w 

which identifies the CAVP certificates.   

Section 6.4 (MDMPP30:FMT_POL_EXT.1) of the ST states that the MDM Server provides digitally signed policies 

and policy updates to the MDM Agent.  It uses the same certificate as that configured for TLS security.  

Section 6.4 (MDMAEP30:FMT_POL_EXT.2) of the ST states that the MDM Agent only accepts policies and policy 

updates that are digitally signed by the Enterprise. The MDM Agent will only install policies if the policy-signing 

certificate is deemed valid (i.e., the same certificate as that used for TLS communication with the MDM server). 

Section 6.5 (MDMPP30:FPT_TST_EXT.1) of the ST states that the MDM Server leverages its platform RPM Package 

Manager (RPM) functions to verify the integrity of its own executable files during start-up.  The platform maintains 

a database of all installed RPMs, including the TOE, and during boot each RPM is checked with a 2048-bit RSA 

signature and non-configuration files inside each RPM are checked with SHA-256 hashes. 

Section 6.5 (MDMPP30:FPT_TUD_EXT.1) of the ST states that the MDM Server component of the TOE provides 

functions to query and update the MDM Server software version. When updating the MDM Server software, each 

new update is installed as an RPM package and is verified using a MobileIron digital signature prior to installation. 

wtaǎ ŀǊŜ ǎƛƎƴŜŘ ǿƛǘƘ DtD όDb¦Ωǎ tDt ǾŜǊǎƛƻƴύΦ ¢ƘŜ aƻōƛƭŜLǊƻƴ ǎƛƎƴƛƴƎ ƪŜȅ is RSA 2048 and the CentOS signing key 

is RSA 4096. When a package is installed, RedHat/CentOS validate the PGP signature on the package. The RPM 

includes digests of the files within the RPM. These digests are stored in a database on the system during package 

install. During boot, the contents of each file are verified against the stored digests. 

The evaluator checked the [RedHat Platform] document and found that the digital signature function described in 

Table 4 matches the digital signature function claimed in MDMPP30:FCS_COP.1(3). Section 2 of the [RedHat 

Platform] document states that the logical interface to the cryptographic module is a C-language Application 

Program Interface (API). 

Component Guidance Assurance Activities: None Defined 
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Component Testing Assurance Activities: Requirement met by the TOE 

ECDSA Algorithm Tests 

ECDSA FIPS 186-4 Signature Generation Test 

For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate 10 

1024-bit long messages and obtain for each message a public key and the resulting signature values R and S. To 

determine correctness, the evaluator shall use the signature verification function of a known good 

implementation. 

ECDSA FIPS 186-4 Signature Verification Test 

For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate a 

set of 10 1024-bit message, public key and signature tuples and modify one of the values (message, public key or 

signature) in five of the 10 tuples. The evaluator shall obtain in response a set of 10 PASS/FAIL values. 

RSA Signature Algorithm Tests 

Signature Generation Test 

The evaluator shall verify the implementation of RSA Signature Generation by the TOE using the Signature 

Generation Test. To conduct this test the evaluator must generate or obtain 10 messages from a trusted reference 

implementation for each modulus size/SHA combination supported by the TSF. The evaluator shall have the TOE 

use their private key and modulus value to sign these messages. 

The evaluator shall verify the correctness of the TSF's signature using a known good implementation and the 

associated public keys to verify the signatures. 

Signature Verification Test 

The evaluator shall perform the Signature Verification test to verify the ability of the TOE to recognize another 

party's valid and invalid signatures. The evaluator shall inject errors into the test vectors produced during the 

Signature Verification Test by introducing errors in some of the public keys e, messages, IR format, and/or 

signatures. The TOE attempts to verify the signatures and returns success or failure. 

The evaluator shall use these test vectors to emulate the signature verification test using the corresponding 

parameters and verify that the TOE detects these errors. 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform) have been CAVP tested.  

Refer to the CAVP certificates identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 
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2.2.12  CRYPTOGRAPHIC OPERATION (SIGNATURE A LGORITHMS )  

(MDMAEP30:FCS_COP.1( 3 )) 

 

2.2.12.1  MDMAEP30: FCS_COP.1.1(3)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the digital 

signature functions claimed in that platform's ST contains the digital signature functions in the MDM Server's ST. 

The evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported 

platform) how the digital signature functionality is invoked for each operation they are used for in the MDM Server 

(it should be noted that this may be through a mechanism that is not implemented by the MDM Server; 

nonetheless, that mechanism will be identified in the TSS as part of this assurance activity). 

This requirement is met by the TOE (MDM Agent).  

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: Requirement met by the TOE 

ECDSA Algorithm Tests 

ECDSA FIPS 186-4 Signature Generation Test 

For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate 10 

1024-bit long messages and obtain for each message a public key and the resulting signature values R and S. To 

determine correctness, the evaluator shall use the signature verification function of a known good 

implementation. 

ECDSA FIPS 186-4 Signature Verification Test 

For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate a 

set of 10 1024-bit message, public key and signature tuples and modify one of the values (message, public key or 

signature) in five of the 10 tuples. The evaluator shall obtain in response a set of 10 PASS/FAIL values. 

RSA Signature Algorithm Tests 

Signature Generation Test 
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The evaluator shall verify the implementation of RSA Signature Generation by the TOE using the Signature 

Generation Test. To conduct this test the evaluator must generate or obtain 10 messages from a trusted reference 

implementation for each modulus size/SHA combination supported by the TSF. The evaluator shall have the TOE 

use their private key and modulus value to sign these messages. 

The evaluator shall verify the correctness of the TSF's signature using a known good implementation and the 

associated public keys to verify the signatures. 

Signature Verification Test 

The evaluator shall perform the Signature Verification test to verify the ability of the TOE to recognize another 

party's valid and invalid signatures. The evaluator shall inject errors into the test vectors produced during the 

Signature Verification Test by introducing errors in some of the public keys e, messages, IR format, and/or 

signatures. The TOE attempts to verify the signatures and returns success or failure. 

The evaluator shall use these test vectors to emulate the signature verification test using the corresponding 

parameters and verify that the TOE detects these errors. 

This requirement is met by the TOE (MDM Agent) and has been CAVP tested.  Refer to the CAVP certificates 

identified in the tŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

 

2.2.13  CRYPTOGRAPHIC OPERATION (K EYED -H ASH M ESSAGE A UTHENTICATION )  

(MDMPP30:FCS_COP.1(4))  

 

2.2.13.1  MDMPP30: FCS_COP.1.1(4)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the keyed-hash 

function(s) claimed in that platform's ST contains the keyed-hash function(s) in the MDM Server's ST. The 

evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported 

platform) how the keyed-hash functionality is invoked for each mode and key size selected in the MDM Server's ST 

(it should be noted that this may be through a mechanism that is not implemented by the MDM Server; 

nonetheless, that mechanism will be identified in the TSS as part of this assurance activity). 

Requirement met by the TOE 
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The evaluator shall examine the TSS to ensure that it specifies the following values used by the HMAC function: key 

length, hash function used, block size, and output MAC length used. Test For each of the supported parameter 

sets, the evaluator shall compose 15 sets of test data. Each set shall consist of a key and message data. The 

evaluator shall have the TSF generate HMAC tags for these sets of test data. The resulting MAC tags shall be 

compared to the result of generating HMAC tags with the same key and IV using a known good implementation. 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform). Section 6.2 states that 

the TOE and its platform include and make use of available cryptographic modules to perform cryptographic 

operations to support higher level functions (such as communication protocols). The MDM Server component 

includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) and also utilizes the Red Hat Enterprise 

Linux OpenSSL Module 5.0 cryptographic functions available in its platform.  

Section 6.2 of the ST includes Table 5 which identifies the applicable CAVP certificates which the MDM server, 

Server Platform and MDM Agent have received.  The certificates cover the HMAC-SHA-256 and HMAC-SHA-384 

algorithms with key length equal to output MAC length, hash function as identified in the specific HMAC algorithm, 

and block size 512 for HMAC-SHA-256 and 1024 for HMAC-SHA-384.  

wŜŦŜǊ ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн ƻŦ ǘƘƛǎ !!w ǿƘƛŎƘ ƛŘŜƴǘƛŦƛes the CAVP certificates.   

The evaluator checked the [RedHat Platform] document and found that the keyed hash message authentication 

functions described in Table 4 matches the keyed hash message authentication functions claimed in 

MDMPP30:FCS_COP.1(4). Section 2 of the [RedHat Platform] document states that the logical interface to the 

cryptographic module is a C-language Application Program Interface (API). 

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: For each of the supported parameter sets, the evaluator shall compose 

15 sets of test data. Each set shall consist of a key and message data. The evaluator shall have the TSF generate 

HMAC tags for these sets of test data. The resulting MAC tags shall be compared to the result of generating HMAC 

tags with the same key and IV using a known good implementation. 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform) have been CAVP tested.  

Refer to the CAVP certificates identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

 

2.2.14  CRYPTOGRAPHIC OPERATION (K EYED -H ASH M ESSAGE A UTHENTICATION )  

(MDMAEP30:FCS_COP.1( 4 )) 

 

2.2.14.1  MDMAEP30: FCS_COP.1.1( 4 ) 

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 
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Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the keyed-hash 

function(s) claimed in that platform's ST contains the keyed-hash function(s) in the MDM Server's ST. The 

evaluator shall also examine the TSS of the MDM Server's ST to verify that it describes (for each supported 

platform) how the keyed-hash functionality is invoked for each mode and key size selected in the MDM Server's ST 

(it should be noted that this may be through a mechanism that is not implemented by the MDM Server; 

nonetheless, that mechanism will be identified in the TSS as part of this assurance activity). 

Requirement met by the TOE 

The evaluator shall examine the TSS to ensure that it specifies the following values used by the HMAC function: key 

length, hash function used, block size, and output MAC length used. 

This requirement is met by the TOE (MDM Agent). The MDM Agent component includes its own OpenSSL (1.0.2h 

with FIPS) cryptographic library. 

Section 6.2 of the ST includes Table 5 which identifies the applicable CAVP certificates which the MDM server, 

Server Platform and MDM Agent have received.  The certificates cover the HMAC-SHA-256 and HMAC-SHA-384 

algorithms with key length equal to output MAC length, hash function as identified in the specific HMAC algorithm, 

and block size 512 for HMAC-SHA-256 and 1024 for HMAC-SHA-384.  

wŜŦŜǊ ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛon 1.1.2 of this AAR which identifies the CAVP certificates.   

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: Requirement met by the TSF 

For each of the supported parameter sets, the evaluator shall compose 15 sets of test data. Each set shall consist 

of a key and message data. The evaluator shall have the TSF generate HMAC tags for these sets of test data. The 

resulting MAC tags shall be compared to the result of generating HMAC tags with the same key and IV using a 

known good implementation. 

This requirement is met by the TOE (MDM Agent) and has been CAVP tested.  Refer to the CAVP certificates 

identified in ǘƘŜ ǘŀōƭŜ άTOE CAVP Certificatesέ in Section 1.1.2. 

 

2.2.15  HTTPS  PROTOCOL  (MDMPP30:FCS_HTTPS_EXT.1)  

 

2.2.15.1  MDMPP 30:FCS_HTTPS_EXT.1.1  

TSS Assurance Activities: None Defined 
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Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

 

2.2.15.2  MDMPP30:FCS_HTTPS_EXT.1.2  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

 

2.2.15.3  MDMPP30:FCS_HTTPS_EXT.1.3  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: None Defined 

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: Test 1: The evaluator shall attempt to establish an HTTPS connection 

with a web server, observe the traffic with a packet analyzer, and verify that the connection succeeds and that the 

traffic is identified as TLS or HTTPS. 

Other tests are performed in conjunction with the TLS evaluation activities. 

Certificate validity shall be tested in accordance with testing performed for FIA_X509_EXT.1, and the evaluator 

shall perform the following test: 

Test 2: The evaluator shall demonstrate that using a certificate without a valid certification path results in an 

application notification. Using the administrative guidance, the evaluator shall then load a valid certificate and 

certification path, and demonstrate that the function succeeds. The evaluator then shall delete one of the 

certificates, and show that the selection listed in the ST occurs. 

Test 1: The MDM server acts as a TLS server for remote administration.  The packet captures from tests performed 

in FTP_TRP.1(1) were analyzed and showed that traffic between a remote administrator and the MDM server is 

protected by HTTPS, using TLS version 1.2.  The packet captures also show that the data is not plaintext. 

Test 2:  This is a duplication of the test performed for FIA_X509_EXT.1, in which valid certificates and certificates 

not having a valid certification path were used during a TLS connection.  Please see FIA_X509_EXT.1 
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2.2.16  HTTPS  PROTOCOL  (MDMAEP30:FCS_HTTPS_EXT.1(1))  

 

2.2.16.1  MDMAEP30: FC S_HTTPS_EXT.1.1(1)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

 

2.2.16.2  MDMAEP30: FCS_HTTPS_EXT.1.2(1)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

 

2.2.16.3  MDMAEP30: FCS_HTTPS_EXT.1.3(1)  

TSS Assurance Activities: None Defined 

Guidance Assurance Activities: None Defined 

Testing Assurance Activities: None Defined 

Component TSS Assurance Activities: None Defined 

Component Guidance Assurance Activities: None Defined 

Component Testing Assurance Activities: Test 1: The evaluator shall attempt to establish an HTTPS connection 

with a web server, observe the traffic with a packet analyzer, and verify that the connection succeeds and that the 

traffic is identified as TLS or HTTPS. 

Other tests are performed in conjunction with the TLS evaluation activities. 

Certificate validity shall be tested in accordance with testing performed for FIA_X509_EXT.1, and the evaluator 

shall perform the following test: 

Test 2: The evaluator shall demonstrate that using a certificate without a valid certification path results in an 

application notification. Using the administrative guidance, the evaluator shall then load a valid certificate and 

certification path, and demonstrate that the function succeeds. The evaluator then shall delete one of the 

certificates, and show that the selection listed in the ST occurs. 
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Test 1:  The TOE Android Agent acts as a HTTPS client for communicating with the MDM server.  During a check-in, 

the TOE Agent communicates with the TOE MDM server with HTTPS traffic to initiate the check-in, download a 

policy, and report back to the server.  Review of the packet captures from tests performed in FPT_ITT.1.1 show 

that traffic between the client and the MDM server is protected by HTTPS, which is based upon TLS version 1.2.  

The packet captures also show that the data is not plaintext.  

Test 2:  This is a duplication of the test performed for FIA_X509_EXT.1, in which valid certificates and certificates 

not having a valid certification path were used during a TLS connection.  Please see FIA_X509_EXT.1 

 

2.2.17  EXTENDED : RANDOM B IT GENERATION  (MDMPP30:FCS_RBG_EXT.1)  

 

2.2.17.1  MDMPP30:FCS_RBG_EXT.1.1  

TSS Assurance Activities: Requirement met by the platform 

For each platform listed in the ST, the evaluator shall examine the ST of the platform to ensure that the RBG 

functions claimed in that platform's ST contains the RBG functions in the MDM Server's ST. The evaluator shall also 

examine the TSS of the MDM Server's ST to verify that it describes (for each supported platform) how the RBG 

functionality is invoked for each operation they are used for in the MDM Server (it should be noted that this may 

be through a mechanism that is not implemented by the MDM Server; nevertheless, that mechanism will be 

identified in the TSS as part of this assurance activity). 

This requirement is met by the TOE (MDM Server) and the TOE Platform (Server Platform). Section 6.2 states that 

the TOE and its platform include and make use of available cryptographic modules to perform cryptographic 

operations to support higher level functions (such as communication protocols). The MDM Server component 

includes the Bouncy Castle (1.0.1) cryptographic library (CMVP #3152) and also utilizes the Red Hat Enterprise 

Linux OpenSSL Module 5.0 cryptographic functions available in its platform.   

Section 6.2 of the ST includes Table 5 which identifies the applicable CAVP certificates which the MDM server, 

Server Platform and a5a !ƎŜƴǘ ƘŀǾŜ ǊŜŎŜƛǾŜŘΦ wŜŦŜǊ ǘƻ ǘƘŜ ǘŀōƭŜ ά¢h9 /!±t /ŜǊǘƛŦƛŎŀǘŜǎέ ƛƴ {ŜŎǘƛƻƴ мΦмΦн ƻŦ ǘƘƛǎ 

AAR which identifies the CAVP certificates.   

Section 6.2 (MDMPP30:FCS_RBG_EXT.1) of the ST states that in the case of OpenSSL on the Server Platform, the 

library provides an AES-256 CTR_DRBG deterministic random bit generation that is seeded with 384-bits of 

platform-based entropy with a security strength of 256-bits. In the case of Bouncy Castle, the MDM Server 

implements a SHA-256 HMAC-DRBG also seeded with 384-bits of platform-based entropy with a security strength 

of 256-bits. 

The evaluator checked the [RedHat Platform] document and found that the RBG functions described in Table 4 

match the RBG functions claimed in MDMPP30:FCS_RBG_EXT.1.  Section 2 of the [RedHat Platform] document 

states that the logical interface to the cryptographic module is a C-language Application Program Interface (API). 






























































































































































