One Identity Manager v8.1
Assurance Activities Report
Version 1.2
February 3, 2020

Prepared by:

Leidos Inc.
https://www.leidos.com/CC-FIPS140

Common Criteria Testing Laboratory
6841 Benjamin Franklin Drive
Columbia, MD 21046

Prepared for:
National Information Assurance Partnership
Common Criteria Evaluation and Validation Scheme
The Developer of the TOE:
One Identity LLC
4 Polaris Way
Aliso Viejo, CA 92656
United States

The TOE Evaluation was Sponsored by:
One Identity LLC
4 Polaris Way
Aliso Viejo, CA 92656
United States

Evaluation Personnel:
Greg Beaver
Justin Fisher
Furukh Siddique
Kevin Steiner

Common Criteria Versions
 Common Criteria for Information Technology Security Evaluation Part 1: Introduction, Version
3.1, Revision 4, dated: September 2012.
 Common Criteria for Information Technology Security Evaluation Part 2: Security Functional
Components, Revision 4, dated: September 2012.
 Common Criteria for Information Technology Security Evaluation Part 3: Security Assurance
Components, Revision 4, dated: September 2012.
Common Evaluation Methodology Versions
 Common Methodology for Information Technology Security Evaluation, Evaluation
Methodology, Version 3.1, Revision 4, dated: September 2012.
Protection Profiles
 [ESMICM] Standard Protection Profile for Enterprise Security Management Identity and
Credential Management, Version 2.1, October 24, 2013

1

Table of Contents
1

Introduction........................................................................................................................ 4
1.1

NIAP Technical Decisions ......................................................................................................... 4

1.2 Evidence .............................................................................................................................................. 4
2

Security Functional Requirement Assurance Activities ................................................... 6
2.1

2.2

Security Audit (FAU) .................................................................................................................. 6
2.1.1

Audit Data Generation (FAU_GEN.1) ...................................................................... 6

2.1.2

External Audit Trail Storage (FAU_STG_EXT.1).................................................. 11

Identification and Authentication (FIA) .................................................................................. 12
2.2.1

2.3

2.4

2.5

2.6

3

User-Subject Binding (FIA_USB.1)........................................................................... 12

Security Management (FMT) .................................................................................................... 15
2.3.1

Management of Functions Behavior (FMT_MOF.1).............................................. 15

2.3.2

Management of TSF Data (FMT_MTD.1) ............................................................... 19

2.3.3

Specification of Management Functions (FMT_SMF.1) ....................................... 20

2.3.4

Security Management Roles (FMT_SMR.1) ............................................................ 23

Protection of the TSF (FPT) ...................................................................................................... 25
2.4.1

Protection of Stored Credentials (FPT_APW_EXT.1) ........................................... 25

2.4.2

Protection of Secret Key Parameters (FPT_SKP_EXT.1) ..................................... 26

Trusted Path/Channels (FTP) .................................................................................................... 27
2.5.1

Inter-TSF trusted channel (FTP_ITC.1) .................................................................... 27

2.5.2

Trusted Path (FTP_TRP.1) ........................................................................................... 28

Enterprise Security Management (ESM) ................................................................................ 29
2.6.1

Reliance on Enterprise Authentication (ESM_EAU.2) .......................................... 29

2.6.2

Reliance on Enterprise Identification (ESM_EID.2) .............................................. 30

2.6.3

Identity and Credential Definition (ESM_ICD.1) ................................................... 31

2.6.4

Identity and Credential Transmission (ESM_ICT.1) .............................................. 40

Security Assurance Requirements ..................................................................................... 42
3.1

Class ADV: Development .......................................................................................................... 42

2

3.1.1
3.2

3.3

3.4

Class AGD: Guidance Documents ........................................................................................... 44
3.2.1

AGD_OPE.1 Operational User Guidance ................................................................. 44

3.2.2

AGD_PRE.1 Preparative Procedures ......................................................................... 44

Class ALC: Life-Cycle Support ................................................................................................ 44
3.3.1

ALC_CMC.1 Labeling of the TOE Assurance Activity ........................................ 44

3.3.2

ALC_CMS.1 TOE CM Coverage Assurance Activity ........................................... 47

Class ATE: Tests .......................................................................................................................... 48
3.4.1

3.5

ADV_FSP.1 Basic Functional Specification ............................................................ 42

ATE_IND.1 Independent Testing – Conformance Assurance Activity .............. 48

Class AVA: Vulnerability Assessment .................................................................................... 49
3.5.1

AVA_VAN.1 Vulnerability Survey Assurance Activity ....................................... 49

3

1 INTRODUCTION
This document presents assurance activity evaluation results of the One Identity Manager v8.1 evaluation.
There are three types of assurance activities and the following is provided for each:
1. TOE Summary Specification (TSS)—an indication that the required information is in the TSS
section of the Security Target
2. Guidance—a specific reference to the location in the guidance is provided for the required
information
3. Test—a summary of the test procedure and result is provided for each required test activity.
This Assurance Activities Report contains sections for each functional class and family and sub-sections
addressing each of the SFRs specified in the Security Target.
1.1 NIAP Technical Decisions
The following NIAP Technical Decisions apply to this PP and have been accounted for in the ST
development and the conduct of the evaluation:
TD0042:

Removal of Low-level Crypto Failure Audit from PPs
This TD is not applicable to the TOE. The TOE does not claim the affected cryptographic
requirements.

TD0055:

Move FTA_TAB.1 to Selection-Based Requirement
This TD is applicable to the TOE.

TD0066:

Clarification of FAU_STG_EXT.1 Requirement in ESM PPs
This TD is applicable to the TOE.

TD0071:

Use of SHA-512 in ESM PPs
This TD is not applicable to the TOE. The TOE does not claim the affected cryptographic
requirements.

TD0079:

RBG Cryptographic Transitions per NIST SP 800-131A Revision 1
This TD is not applicable to the TOE. The TOE does not claim the affected cryptographic
requirements.

TD0245:

Updates to FTP_ITC and FTP_TRP for ESM PPs
This TD is applicable to the TOE.

TD0320:

TLS ciphers in ESM PPs
This TD is not applicable to the TOE. The TOE does not claim the affected cryptographic
requirements.

1.2 Evidence




[ST] One Identity Manager v8.1 Security Target Version 1.2, February 3, 2020
[Install] One Identity Manager 8.1 Installation Guide, April 2019
[Config] One Identity Manager 8.1 Configuration Guide, March 2019
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[User] One Identity Manager 8.1 User Guide for One Identity Manager Tools User Interface,
March 2019
[Portal] One Identity Manager 8.1 Web Portal User Guide, March 2019
[Web App] One Identity Manager 8.1 Web Application Configuration Guide, March 2019
[Roles] One Identity Manager 8.1 System Roles Administration Guide, March 2019
[Target] One Identity Manager 8.1 Target System Base Module Administration Guide, March
2019
[AD] One Identity Manager 8.1 Administration Guide for Connecting to Active Directory,
March 2019
[Business] One Identity Manager 8.1 Business Roles Administration Guide, March 2019
[Auth] One Identity Manager 8.1 Authorization and Authentication Guide, March 2019
[Base] One Identity Manager 8.1 Identity Management Base Module Administration Guide,
March 2019
[Operation] One Identity Manager 8.1 Operational Guide, March 2019
[REST] One Identity Manager 8.1 REST API Reference Guide, March 2019
[Sync] One Identity Manager 8.1 Target System Synchronization Reference Guide, March 2019
[Process] One Identity Manager 8.1.1 Process Monitoring and Troubleshooting Guide
[ACF2] One Identity Manager 8.1 LDAP Connector for CA ACF2 Reference Guide, March
2019
[Top Secret] One Identity Manager 8.1 LDAP Connector for CA Top Secret Reference Guide,
March 2019
[AS/400] One Identity Manager 8.1 LDAP Connector for IBM AS/400 Reference Guide, March
2019
[RACF] One Identity Manager 8.1 LDAP Connector for IBM RACF Reference Guide, March
2019
[Azure] One Identity Manager 8.1 Administration Guide for Connecting to Azure Active
Directory, March 2019
[Exchange] One Identity Manager 8.1 Administration Guide for Connecting to Exchange Online,
March 2019
[G Suite] One Identity Manager 8.1 Administration Guide for Connecting to G Suite, March
2019
[Exchange 2] One Identity Manager 8.1 Administration Guide for Connecting to Microsoft
Exchange, March 2019
[SharePoint] One Identity Manager 8.1 Administration Guide for Connecting to SharePoint,
March 2019
[SharePoint 2] One Identity Manager 8.1 Administration Guide for Connecting to SharePoint
Online, March 2019
[Unix] One Identity Manager 8.1 Administration Guide for Connecting to Unix-Based Target
Systems, March 2019
[LDAP] One Identity Manager 8.1 Administration Guide for Connecting to LDAP, March 2019
[CCECG] One Identity Manager 8.1 Common Criteria Supplemental Admin Guidance, February
2020
[Test] One Identity Manager v8.1 Test Report and Procedures, Version 1.2, February 3, 2020
[VA] One Identity Manager v8.1 Vulnerability Assessment, Version 1.2, 17 January 2020
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2 SECURITY FUNCTIONAL REQUIREMENT ASSURANCE ACTIVITIES
This section describes the assurance activities associated with the SFRs defined in the ST and the results
of those activities as performed by the evaluation team. The assurance activities are derived from
[ESMICM].
2.1

Security Audit (FAU)

2.1.1 Audit Data Generation (FAU_GEN.1)
2.1.1.1 TSS Assurance Activity
The evaluator shall check the TSS and ensure that it summarizes the auditable events and describes the
contents of the audit records.
[ST] Section 6.2.1 identifies the log records for security relevant events as they occur. The events that can
cause an audit record to be logged include the following auditable events:











Startup and shutdown of the audit functions
All use of the authentication mechanism
Creation or modification of identity and credential data
Enrollment or modification of subject
All attempts to transmit information
Establishment and disestablishment of communications with audit server
All modifications of TSF function behavior
Use of the management functions
All use of trusted channel functions
All attempted uses of the trusted path functions

Startup/shutdown of the audit function occurs when the product is started/stopped. The logged audit
records identify the date and time, the nature or type of the triggering event, an indication of the outcome
of the event, and the identity of the user responsible for the event. The logged audit records also include
event-specific content that includes at least all of the content required in [ST] Table 3.
2.1.1.2 Guidance Assurance Activities
The evaluator shall check the operational guidance and ensure that it lists all of the auditable events
and provides description of the content of each type of audit record. Each audit record format type shall
be covered, and shall include a brief description of each field. The evaluator shall check to make sure
that every audit event type mandated by the PP is described and that the description of the fields
contains the information required in FAU_GEN 1.2, and the additional information specified in Table
3.
The auditable events from [ST] are described in the “Audit data generation (FAU_GEN.1)” section of
[CCECG] and summarized below, along with the audit record contents required by [ST]:


Start-up and shutdown of the audit functions – [CCECG] logs enabling/disabling of individual
auditable events in the DialogWatchOperation and DialogConfigParm tables. For example,
6

enabling/disabling auditing for user login events would be logged as a modification to the
Common\Journal\LoginAudit object, with the DialogWatchProperty table.
o Date/time of the event: DialogWatchOperation.OperationDate
o Type of event: DialogWatchOperation.OperationType (for whether the operation is to
create, modify, etc.) and DialogWatchOperation.DisplayValue (for the data that the
operation is performed on)
o Subject identity (if applicable): DialogWatchOperation.OperationUser
o Outcome: DialogWatchProperty.ContentShort
o Additional audit record contents (None): N/A


All use of the authentication mechanism – [CCECG] states successful and failed events logged in
the DialogJournal table.
o Date/time of the event: DialogJournal.MessageDate
o Type of event: DialogJournal.Message – can be inferred both from the message text itself
(e.g. “Login failed”) as well as the presence of the record in the DialogJournal table.
o Subject identity (if applicable): DialogJournal.Message – the message includes the user
name of the subject.
o Outcome: DialogJournal.Message – “Login failed” and “Login succeeded” are unique
events and are logged with different messages.
o Additional audit record contents (None): N/A



Creation or modification of identity and credential data – events logged in the
DialogWatchOperation and DialogWatchProperty tables.
o Date/time of the event: DialogWatchOperation.OperationDate
o Type of event: DialogWatchOperation.OperationType (for whether the operation is to
create, modify, etc.) and DialogWatchOperation.DisplayValue (for the data that the
operation is performed on)
o Subject identity (if applicable): DialogWatchOperation.OperationUser
o Outcome: DialogWatchProperty.ContentShort
o Additional audit record contents (The attributes modified):
DialogWatchOperation.DisplayValue



Enrollment or modification of subject – [CCECG] references ‘creation or modification of
identity and credential data’; the OperationType value of the DialogWatchOperation record
distinguishes whether the operation is enrollment (I) or modification (U).
o Date/time of the event: DialogWatchOperation.OperationDate
o Type of event: DialogWatchOperation.OperationType (for whether the operation is to
create, modify, etc.) and DialogWatchOperation.DisplayValue (for the data that the
operation is performed on)
o Subject identity (if applicable): DialogWatchOperation.OperationUser
o Outcome: DialogWatchProperty.ContentShort
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o Additional audit record contents (The subject created or modified):
DialogWatchOperation.DisplayValue – if a user is created/modified, DisplayValue will
just show the user.
o Additional audit record contents (The attributes modified (if applicable)):
DialogWatchOperation.DisplayValue – if an attribute associated with a user is
created/modified, DisplayValue will show both the user and the attribute. If an attribute is
created/modified on its own (e.g. a new application role is defined), DisplayValue will
show just the attribute.


All attempts to transmit information – [CCECG] references the DPRJournal, DPRJournalObject,
and DPRJournalMessage tables as containing data for all attempts to synchronize data with thirdparty systems. This identifies the target of the transmission, the data that is transmitted, and a
message string if applicable.
o Date/time of the event: DPRJournal.CreationTime
o Type of event: DPRJournal.UID_DPRProjectionConfig – identifies both the external
target system and the type of synchronization performed.
o Subject identity (if applicable): N/A
o Outcome: DPRJournal.MessageString
o Additional audit record contents (The destination to which the transmission was
attempted): DPRJournal.UID_DPRProjectionConfig – identifies both the external target
system and the type of synchronization performed.



Establishment and disestablishment of communications with audit server – the audit server is the
database that the TOE uses to store is configuration and operational data. Therefore, a lack of
connectivity to the audit server would be indicative of a non-functioning TOE which would then
not be capable of generating audit events in the first place. However, as part of enabling the audit
configuration, the administrator must enable logging for all required auditable events, which
logically establishes communication of that data to the audit server. This is addressed by the
“Start-up and shutdown of the audit functions” item above.



All modifications of TSF function behavior – [CCECG] references that for administrative role
assignments, this is shown in the same DialogWatchOperation and DialogWatchProperty tables
as ‘creation or modification of identity and credential data’ because a TOE administrator is
designed by associating an application role with their employee record, same as modifying any
other identity data. [CCECG] also provides additional examples for functions that are not related
to manipulation of user records, specifically configuration of synchronization behavior and
creation/modification of application roles.
o Date/time of the event: DialogWatchOperation.OperationDate
o Type of event: DialogWatchOperation.OperationType (for whether the operation is to
create, modify, etc.) and DialogWatchOperation.DisplayValue (for the data that the
operation is performed on)
o Subject identity (if applicable): DialogWatchOperation.OperationUser
o Outcome: DialogWatchProperty.ContentShort
o Additional audit record contents (None): N/A
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Use of the management functions – [CCECG] references that this is shown in the same
DialogWatchOperation and DialogWatchProperty tables as ‘creation or modification of identity
and credential data’.



All use of trusted channel functions – [CCECG] references that this is shown in the same tables
as the auditing for ESM_ICT.1 because the use of trusted channels is implicit in the
communications with environmental entities.



All attempted uses of the trusted path functions – [CCECG] references this coincides with
administrator login. The evaluators determined this is appropriate because that is the only time
the trusted path is initiated, and since there is no untrusted path, all administrator
communications can be assumed to traverse the trusted path.

Note that the TOE stores audit events in multiple tables in the database. The evaluators reviewed
[CCECG] and determined that information in disparate tables is linked in the following manner:


For events logged in DialogJournal, there is no secondary table. All user login attempts are
logged entirely within this table.



For events logged in DialogWatchOperation and DialogWatchProperty: the primary key of
DialogWatchOperation is UID_DialogWatchOperation, which is an arbitrary hexadecimal string.
This field is the foreign key for the DialogWatchProperty table.



For events logged in DPRJournal, DPRJournalObject, and DPRJournalMessage: DPRJournal
and DPRJournalObject have a foreign key to DPRJournal.

The evaluator shall review the operational guidance, and any available interface documentation, in
order to determine the administrative interfaces (including subcommands, scripts, and configuration
files) that permit configuration (including enabling or disabling) of the mechanisms implemented in the
TOE that are necessary to enforce the requirements specified in the PP. The evaluator shall document
the methodology or approach taken to do this. The evaluator may perform this activity as part of the
activities associated with ensuring the AGD_OPE guidance satisfies the requirements. Using this list,
the evaluation shall confirm that each security relevant administrative interface has a corresponding
audit event that records the information appropriate for the event.
The “Audit data generation (FAU_GEN.1)” section of [CCECG] describes the following setup steps
needed to ensure that auditing is performed as described in [ST]:


Log One Identity Manager logins and logouts: In Designer, activate the Common | Journal |
LoginAudit and Common | Journal | LogoffAudit configuration parameters. For more
information, refer to the One Identity Manager Process Monitoring and Troubleshooting Guide
chapter Recording logins and logoffs in the system journal.

The evaluator reviewed [Process] and determined that the section in question is present and describes how
to enable the required logging.


Log data changes: In Designer, activate the Common | ProcessState | PropertyLog and Common |
ProcessState | PropertyLog | AllDefaultPropertiesForModel configuration parameters. For more
information, refer to the One Identity Manager Configuration Guide chapter Logging data
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changes.
The evaluator reviewed [Config] and determined that the section in question is present and describes how
to enable the required logging.


Configure target system logging to generate audit data. For more information, refer to the One
Identity Manager Target System Synchronization Reference Guide chapter Configuring the
synchronization log.

The evaluator reviewed [Sync] and determined that the section in question is present and describes how
to enable the required logging.


Label the following additional columns to be part of the change data logging as described in the
One Identity Manager Configuration Guide in chapter Labeling columns for recording changes
to data: <actual table omitted for length>

The evaluator reviewed [Config] and determined that the section in question is present and describes how
to enable logging for individual field changes. This is sufficient to provide guidance on how to enable
logging for the specific fields listed in [CCECG].
Overall, the evaluator observed that the configuration changes are used in Designer, which [ST] also refers
to as the “fat client.” This application is described in [ST] as being used for initial setup of the TOE.
2.1.1.3 Test Activities
The evaluator shall test the TOE’s audit function by having the TOE generate audit records for all
events that are defined in the ST and/or have been identified in the previous two activities. The evaluator
shall then check the audit repository defined by the ST, operational guidance, or developmental
evidence (if available) in order to determine that the audit records were written to the repository and
contain the attributes as defined by the ST.
This testing may be done in conjunction with the exercise of other functionality. For example, if the ST
specifies that an audit record will be generated when an incorrect authentication secret is entered, then
audit records will be expected to be generated as a result of testing identification and authentication.
The evaluator shall also check to ensure that the content of the logs are consistent with the activity
performed on the TOE. For example, if a test is performed that revokes a credential from a user, the
audit log for the event should correctly indicate a revocation operation.
The evaluator performed testing of the SFR audits claimed in Table 3: Auditable Events in the ST and
management activity audits listed in Table 4: TOE Management Functions. These audits were generated
while the SFR relevant testing or management activity testing was run for FMT_MOF.1. The audits were
compare to the ST and vendor claimed audit in guidance and verified that all audits and fields were
represented and matching.
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2.1.2 External Audit Trail Storage (FAU_STG_EXT.1)
2.1.2.1 TSS Assurance Activity
The evaluator shall check the TSS in order to determine that it describes the location where the TOE
stores its audit data, and if this location is remote, the trusted channel that is used to protect the data
in transit.
[ST] Section 6.2.2 states that the TOE stores audit records in the operational environment in the Microsoft
SQL Server 2017 database. Section 6.6.1 of [ST] states that communications with the database use
platform-provided TLS.
2.1.2.2 Guidance Assurance Activities
The evaluator shall check the operational guidance in order to determine that it lists any configuration
steps required to set up audit storage. If audit data is stored in a remote repository, the evaluator shall
also check the operational guidance in order to determine that a discussion on the interface to this
repository is provided, including how the connection to it is established, how data is passed to it, and
what happens when a connection to the repository is lost and subsequently re-established.
[CCECG] includes a section for ‘External audit trail storage (FAU_STG_EXT.1).’ In this section, the
configuration of TLS for the database connection, used for auditing among other functions, is described.
The “Logging in to the One Identity Manager database” section of [Install] also includes information for
the configuration of TLS for SQL Server connectivity.
2.1.2.3 Test Activities
The evaluator shall test this function in conjunction with testing of FAU_GEN.1 by confirming that the
same set of audit records are received by each of the configured audit destinations. The evaluator shall
also make the connection to the external audit storage unavailable, perform audited events on the TOE,
re-establish the connection, and observe that the external audit trail storage is synchronized with the
local storage. Similar to the testing for FAU_GEN.1, this testing can be done in conjunction with the
exercise of other functionality. Finally, since the requirement specifically calls for the audit records to
be transmitted over the trusted channel established by FTP_ITC.1, verification of that requirement is
sufficient to demonstrate this part of this one.
The evaluator established a remote connection from the TOE to the SQL audit server and confirmed the
audits were received and were protected according to FTP_ITC.1. The evaluator then broke the connection
and performed actions that would generate an audit record. The evaluator confirmed that the action could
not be performed and the audit was not successfully sent. Upon reestablishing the connection to the SQL
audit server the evaluator confirmed that the changes were committed and the TOE sent audits to the SQL
audit server.
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2.2 Identification and Authentication (FIA)
2.2.1 User-Subject Binding (FIA_USB.1)
2.2.1.1 TSS Assurance Activity
The evaluator shall check the TSS in order to determine that it describes the security attributes that are
assigned to administrators and the means by which the administrator is associated with these attributes,
both during initial assignment and when any changes are made to them.
[ST] Section 6.3.1 defines user-subject binding in two situations:


The binding of the administrator and user to their assigned privileges in the object layer during
initial authentication.
If a user or administrator’s privileges are changed while they are logged in, the change won’t
take effect until their next session. This applies both to their role (i.e. what functions they can
perform) and scoping (i.e. what objects they can perform their allowed functions against). For
the web service interface, the binding is made through generated tokens (e.g. OAuth). The
specific interfaces that can be accessed is derived from role and entitlement membership or by
direct assignment to account



The binding of user ‘identities’ defined by the product to accounts on external systems.
This binding is done through implicit or explicit mapping. For example, a workflow can be created
that automatically creates a new AD account for a user (using scripts for example) if the product
ingests a new user from the HR system. The new user would be created as an ‘identity’ (the subject)
and its various accounts on external systems would be directly mapped to it. Rules can also exist
to change some aspects of that identity if a specific change is detected on a specific external system.
The “user” is the person in the organization who is authorized to perform activities in the
organization, and the “subject” is the ‘identity’ that is defined for them in the TOE. The ‘binding’
is the notion that the subject attributes are used to go out and change the configurations of accounts
that the user actually uses, which affects what they can do on the organizational systems. The
“initial association” between user security attributes and subjects is the notion that you can script
things to say that when a new identity is created, this will automatically trigger certain other
accounts to be created based on the identity attributes that were filled out.
Enterprise users (including those that have administrative privileges) are associated with all user
security attributes during user subject binding.
2.2.1.2 Guidance Assurance Activities

The evaluator shall check the operational guidance in order to verify that it describes the mechanism
by which external data sources are invoked and mapped to user data that is controlled by the TSF.
The evaluator notes that there are two situations where users are bound to subject data:
-

Binding of administrator and TOE user to assigned privileges during initial authentication
Binding of ‘identities’ defined on the TOE to accounts on external systems (e.g. Active
12

Directory)
The “User-subject binding (FIA_USB.1)” section of [CCECG] says that changing the system user (i.e.
the user’s role or permissions) associated with a person does not take effect until the user logs out of the
TOE and logs back in. This section also states that when an account is disabled while that user is logged
in, the active session will stop working after 20 minutes. [CCECG] references the “Enabling the validity
of a login” section in [Auth] for this information. The evaluator confirmed this section of [Auth] discusses
the referenced materials, and that it provides an option for changing the interval from 20 minutes to some
other value.
The “User-subject binding (FIA_USB.1)” section of [CCECG] also describes how external data sources
are invoked and mapped to user data for organizational users. Specifically, it states that these users may
be created using the TOE directly without the involvement of external data sources, or that they may be
created through automatic assignment after synchronizing with Active Directory.
For users that are created using the TOE, [CCECG] references the “Entering employee master data”
section of [Base] and the “Adding employees” section of [Portal]. The evaluator reviewed [Base] and
[Portal] and determined that the referenced information is present in the cited sections
For users that are created through interaction with an external Active Directory system, [CCECG]
references the “Linking user accounts to employees” section of [AD]. The evaluation reviewed [AD] and
determined that this is an introductory section that in turn references other sections of [AD] that describe
the configuration process for automatically associating environmental AD users with “employees” as
defined by the TOE. [CCECG] also references the “Editing search criteria for automatic employee
assignment” section of [Target]. The evaluators reviewed [Target] and determined that this is an
introductory section that in turn references other sections of [Target] that describes the configuration
process.
The guides for the various connectors also describe how to associate identities maintained by the TOE
with accounts, as follows:
-

-

-

-

-

[ACF2] the “Initializing and configuring the LDAP connector for CA ACF2” describes how to
use the TOE to configure LDAP attributes stored on an external ACF2 system, which may
include mapping users defined on that system to those defined by the TOE.
[Top Secret] the “Initializing and configuring the LDAP connector for CA Top Secret” describes
how to use the TOE to configure LDAP attributes stored on an external Top Secret system,
which may include mapping users defined on that system to those defined by the TOE.
[AS/400] the “Initializing and configuring the LDAP connector for IBM AS/400” describes how
to use the TOE to configure LDAP attributes stored on an external AS/400 system, which may
include mapping users defined on that system to those defined by the TOE.
[RACF] the “Initializing and configuring the LDAP connector for RACF” describes how to use
the TOE to configure LDAP attributes stored on an external RACF system, which may include
mapping users defined on that system to those defined by the TOE.
[Azure] describes throughout how to configure the association between identities defined by the
TOE and external users defined in an Active Directory instance hosted on Microsoft Azure.
[Exchange] describes throughout how to configure the association between identities defined by
the TOE and external users defined in Exchange Online. This document also notes that not all
aspects of Exchange Online are customizable due to its extensive dependencies. The evaluators
note that one example of this is that on-premise Exchange mailboxes cannot be moved to/from
Exchange Online due to dependency issues.
13

-

-

[G Suite] describes throughout how to configure the association between identities defined by
the TOE and external users defined in G Suite.
[Exchange] describes throughout how to configure the association between identities defined by
the TOE and external users defined in Microsoft Exchange. This document also notes that not all
aspects of Exchange Online are customizable due to its extensive dependencies. The evaluators
note that one example of this is that on-premise Exchange mailboxes cannot be moved to/from
Exchange Online due to dependency issues.
[SharePoint] describes throughout how to configure the association between identities defined by
the TOE and external users defined in SharePoint.
[SharePoint 2] describes throughout how to configure the association between identities defined
by the TOE and external users defined in SharePoint Online.
[Unix] section “Unix user accounts” describes how to bind TOE users to Unix external data
sources.
[LDAP] describes how to synchronize TOE data with a generic LDAP directory.

From these materials, it is clear that the process by which “identities” maintained by the TOE are
associated with external accounts in the operational environment is fully described for each supported
external account type. It is also clear how permissions are associated with TOE administrators during
session establishment such that the TSF’s reaction to a change in administrator permissions while that
administrator is active is predictable.
2.2.1.3 Test Activities
The evaluator shall test this capability by configuring the TSF to accept user information from external
sources as defined by the ST. The evaluator shall then perform authentication activities using these
methods and validate that authentication is successful in each instance. Based on the defined privileges
assigned to each of the subjects, the evaluator shall then perform various management tests in order to
determine that the user authorizations are consistent with their externally-defined attributes and the
configuration of the TSF’s access control policy. For example, if a user who is defined in an LDAP
repository belongs to a certain group and the TSF is configured such that members of that group only
have read-only access to a certain set of data, the evaluator shall authenticate to the TSF as that user
and verify that as a subject under the control of the TSF, they do not have write access to that data. This
verifies that the aspects of the user’s identity data that are pertinent to how the TSF treats the user are
appropriately taken from external sources and used in order to determine what the user is able to do.
The evaluator connected the TOE to Active Directory and confirmed that the account permissions and
attributes were properly synced with the TOE. The evaluator then created an additional account with
differing permissions and confirmed that they were synced with the TOE. The evaluator then confirmed
the TOE’s enforcement of the account permissions by attempting access data that should not have access
to and verifying that this attempt was denied. Finally, the evaluator logged in with one of the user accounts
then altered the account permissions. The evaluator confirmed that logging out and logging back on as
that user prompted the permission change to be enforced. The testing to show that the TOE can manage
user identities and attributes from external systems is performed in conjunction with ESM_ICD.1 testing.
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2.3 Security Management (FMT)
2.3.1 Management of Functions Behavior (FMT_MOF.1)
2.3.1.1 TSS Assurance Activity
The evaluator shall check the TSS in order to determine that the assignments were completed in a
manner that is consistent with the guidance provided by the application note(s).
[ST] Sections 6.4.1 FMT_MOF.1 and 6.4.3 FMT_SMF.1 both reference [ST] Table 4. The list-of-function
assignment in FMT_MOF.1.1 refers to [ST] Table 4. See column Management Activities. The list-of
management functions assignment FMT_SMF.1 refers to Table 4, too. Hence, the lists of management
functions in FMT_MOF.1 and FMT_SMF.1 are identical. The authorized-identified-roles assignment in
FMT_MOF.1.1 refers to [ST] Table 4. Table 4 list all the management activities listed in [ESMICM]
Table 4 TOE Management Functions.
The Role/Entitlement column contains the following roles.


One Identity Manager administrator



TOE users

FMT_SMR.1 specifies the following roles.


One Identity Manager administrator



TOE users

Thus, the management roles in FMT_MOF.1 are included in the roles identified in FMT_SMR.1.
The evaluator shall also check the TSS to see that it describes the ability of the TSF to perform the
required management functions and the authorizations that are required to do this.
[ST] Section 6.4.1 FMT_MOF.1 references Table 4. [ST] Table 4 list all the management activities listed
in [ESMICM] Table 4 TOE Management Functions. The Role/Entitlement column identified the roles
authorized for each operation and management activity. It is also understood from section 6.6.4 of [ST]
that by default, the One Identity Administrator role has full privileges to execute the management
functions of the TSF.
2.3.1.2 Guidance Assurance Activities
The evaluator shall review the operational guidance in order to determine what restrictions are in place
on management of these attributes and how the TSF enforces them. For example, if management
authority is role-based, then the operational guidance shall indicate this.
The evaluator reviewed the vendor guidance and determined that the following documents provided
general guidance on how to use the administrative interfaces provided for the TOE: [REST], [User],
[Base], [Sync], and [Portal]. The evaluator also reviewed [CCECG] and determined that instructions for
managing the TOE (during initial configuration and/or operation) from the REST API, Web Portal,
Password Reset Portal, Manager, Designer, and Synchronization Editor as needed for different functions.
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Specifically, the evaluator observed that [CCECG] includes a section titled “Management of functions
behavior (FMT_MOF.1)” that includes guidance on the execution of the management functions specified
in Table 4 of [ST] as follows:
-

Management of authentication data for both interactive users and authorized IT entities (if
managed by the TSF)

[ST] states that this is managed by the One Identity Manager administrator or by a TOE user with the
change/set password permission and the Entitlement(s) for the particular external system and resource. It
also states that a user may change their own password at any time. [CCECG] identifies that all users have
the VI_4_ALLUSER application role, which allows them to modify their own data. It also confirms [ST]
by stating that members of the target system administrator application roles for a particular system get the
permissions granted to set passwords for the account in that particular system (e.g. if an administrator has
the entitlement to change data on AD, they can modify a user password that is stored in AD).
[CCECG] describes how an administrative user can change their own password using the Password Reset
Portal. [CCECG] includes instructions for this and also references the “Change password” section of
[Portal]. The evaluator confirmed that relevant information is present in [Portal].
It also references use of the Manager (Web GUI) and REST API for administrators to change the
passwords of other users, and that target system administrator roles must have permission to set passwords
for accounts in their target system. [CCECG] includes instructions for this and also references the
“entering master data for Active Directory user accounts” section of [AD]. The evaluator confirmed that
relevant information is present in [AD].
-

Definition of identity and credential data that can be associated with users (activate, suspend,
revoke credential, etc.)

[ST] states that identity data can be managed by the One Identity Manager administrator or by a TOE user
with the change data permission and the Entitlement(s) for the particular external system and resource.
[CCECG] includes instructions and references for the following operations against identity data:
Creating users: [CCECG] describes how to create a user using the Web Portal. It also references the
“Entering employee master data” section of [Base] and the “Adding employees” section of [Portal]. The
evaluator confirmed both references relate to the ability to use the TOE to define new users.
Editing users: [CCECG] describes how to edit a user using the Web Portal. It also references the
“Entering employee master data” section of [Base] and the “Editing employee data” section of [Portal].
The evaluator confirmed both references relate to the ability to use the TOE to modify existing users.
Changing passwords of users: [CCECG] describes how to change a user’s ‘central password’ (i.e. the
password that gets replicated to synchronized accounts) using Manager. It also references the “Employee’s
Central Password” section of [Base] for configuration of how this password is used, e.g. whether it should
automatically be used for any new accounts created that are mapped to the employee’s identity.
Locking/unlocking users: [CCECG] describes how to lock and unlock users using the Web Portal and
REST API. It also references the “Disabling and deleting employees” section of [Base] and “Editing
employee data” section of [Portal]. The evaluator confirmed both references relate to the ability to use the
TOE to lock/unlock users, which is an attribute of the user’s ‘master data.’
Assigning/removing application roles to/from users: [CCECG] describes how to assign application
roles to users (thereby making them TOE administrators) using the Manager and REST API.

16

Assigning/removing accounts to/from users: [CCECG] describes how to associate user accounts with
external Active Directory accounts using the Manager and REST API. It also references the “Entering
master data for Active Directory user accounts” section of [AD]. The evaluator confirmed this reference
relates to the ability of associating Active Directory user accounts with users as defined by the TOE.
[ST] states that the password policy can be managed by the One Identity Manager administrator or by a
TOE user with insert/update/delete permissions to change/set password policy. Likewise, [CCECG} states
that Administrators can create password policies for employees, and that members of a target system
administrator role (i.e. they have insert/update/delete permissions for the tables that define configuration
for those target systems) can create password policies for individual target systems. [CCECG] describes
how to manage password policies in Manager under “Managing password policies (ESM_ICD.1).”
Specifically, it describes how to create/edit Active Directory password policies. However, it also
references the “Application roles for target systems” section of [Auth], the “Password policies for
employees” section of [Base], and the “Password policies for Active Directory user accounts” section of
[AD]. These references describe how to ensure an administrator is sufficiently privileged to manage the
password policy for a target system, how to define password policies internal to the TOE (that can be
applied globally to a user’s master password), and how to define password policies both internally and for
AD accounts specifically.
The evaluators also reviewed the existing vendor guidance and observed that the “Password policies in
One Identity Manager” section of [Operation] introduces the concept of password policies and also
references [Base] for additional guidance on this function.
-

Management of credential status

As described in [ST], credential status is the same as locking/unlocking users (e.g. a suspended credential
is the same thing as the user being temporarily locked, a revoked credential is the same thing as the user
being permanently locked). This behavior is therefore described under “Locking/unlocking users” above.
-

Enrollment of users into repository

Enrollment of users into repository is the same function as creating a new user. This is discussed above in
“Creating users.” The “Enrollment of users into repository (ESM_ICD.1)” section of [CCECG] also states
that users can be automatically enrolled through interaction with external systems via synchronization.
[CCECG] references its FIA_USB.1 section for more information on this. The evaluators confirmed this
information is present.
-

Configuration of circumstances in which transmission of identity and credential data is
performed

[CCECG] states that this function is performed using the Synchronization Editor as part of initial
configuration. It references sections in [Sync] to do this. The evaluator reviewed the cited sections of
[Sync] and determined that these sections describe how to establish synchronization with external systems
and to set up the initial polling interval.
-

Configuration of external audit storage location

[CCECG] notes that the external audit storage location is the SQL Server database by default, and
references the “External audit trail storage (FAU_STG_EXT.1)” section for ensuring that the OS platform
is using TLS to communicate with this database.
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-

Definition of default subject security attributes, modification of subject security attributes

[CCECG] states in the “Definition of default subject security attributes, modification of subject security
attributes (FIA_USB.1)” subsection that this is managed as part of defining identity and credential data
for users. This is therefore covered above under “Editing users” (for configuration of user attributes) and
“Assigning/removing application roles to/from users” (for configuration of administrator privileges).
-

Management of sets of users that can interact with security functions

[CCECG] states in the “Management of sets of users that can interact with security functions
(FMT_MOF.1)” subsection that administrator permissions are managed using application roles. This is
therefore covered above under “Assigning/removing application roles to/from users.”
-

Management of the users that belong to a particular role

[CCECG] states in the “Management of sets of users that belong to a particular role (FMT_SMR.1)”
subsection that roles are assigned using application roles. This is therefore covered above under
“Assigning/removing application roles to/from users.” This section also describes the process for creating
new application roles by referencing various sections of [Auth].
-

Configuration of actions that require trusted channel (if applicable)

[CCECG] states in the “Configuration of actions that require a trusted channel (FTP_ITC.1)” subsection
that the Synchronization Editor is used to edit schedules, which are actions that require invocation of the
trusted channels to external systems. The section “Identity and credential transmission (ESM_ICT.1)”
describes how to set up the TOE interfaces to external systems, including configuration of a trusted
channel where the external systems support them (if not enabled by default).
-

Configuration of actions that require trusted path (if applicable)

[CCECG] states in the “Configuration of actions that require a trusted path (FTP_TRP.1)” subsection that
configuration of this function is not required because the TSF uses HTTPS by default.
2.3.1.3 Test Activities
The evaluator shall test this function by accessing the TSF using one or more appropriately privileged
administrative accounts and determining that the management functions as described in the ST and
operational guidance can be managed in a manner that is consistent with any instructions provided in
the operational guidance. If the TSF can be configured by an authorized and compatible Secure
Configuration Management product, the evaluator shall also configure such a product to manage the
TSF and use this product to perform the defined management activities. In addition, any access
restrictions to this behavior should be enforced in a manner that is consistent with the relevant
documentation. The evaluator shall test this by attempting to perform a sampling of the available
management functions using one or more unprivileged accounts to observe that the activities are
rejected or unavailable.
The evaluator logged onto the TOE as a non-administrative user and confirmed that the user did not have
access to the administrative functions to manage the TOE.
The management functions were tested as an administrator throughout the course of the evaluation where
each management function as described in Table 4: TOE Management Functions of the ST was performed
using the instructions provided in the operational guidance. Each management activity is listed with the
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relevant requirement in Table 4; where it was tested in conjunction with that requirement. This table has
been copied from the ST and can be referenced in section 2.3.3.3.
2.3.2 Management of TSF Data (FMT_MTD.1)
2.3.2.1 TSS Assurance Activity
The evaluator shall review the TSS in order to determine the repository in which the authentication data
used by the TOE is stored. The evaluator shall also determine how communications with this repository
is secured.
[ST] Section 6.4.2 states that authentication data to access the TOE is stored in the environmental Active
Directory. It also states that the TSF may store this data on other environmental systems/applications if
configured to do so. Active Directory communications are secured using TLS. If other targets are used,
Table 6 of [ST] defines the protocol used to secure data in transit to that target.
[ST] section 6.4.1 also describes the process by which a user password on an external system gets updated
through configuration of the “master password” on the TOE.
2.3.2.2 Guidance Assurance Activities
The evaluator shall review the operational guidance in order to determine that it includes the data that
can be managed and who is able to manage this data. This can be separated over multiple roles to
distinguish between user administration and self-service; for example, both a Security Administrator
and a specific user may be able to modify that user’s own password.
The “Management of security data (FMT_MTD.1)” section of [CCECG] describes how end users can
change their own passwords and other personal data using the Web Portal. [CCECG] references two
sections of [Portal] for information on how these actions are performed. The evaluator reviewed [Portal]
and verified that the referenced sections describe this behavior.
The “Management of security data (FMT_MTD.1)” section of [CCECG] also describes how
administrators can set up a password reset capability in the Web Portal by referencing the “Setting up a
Password Reset Portal” section of [Web App].
2.3.2.3 Test Activities
The evaluator shall test this capability by performing the identified management activities with
authorized roles in order to determine that they are allowed. The evaluator shall also attempt to perform
these activities with unauthorized roles in order to determine that they are not allowed. Finally, the
evaluator shall verify that communications between the TSF and the authentication data repository are
secured by repeating the testing for FTP_ITC.1 over the interface between the two components.
The evaluator confirmed that an administrative account authenticated to the TOE was able to access and
modify password authentication data. The evaluator then confirmed that a non-administrative account had
no access or ability to modify password authentication data. Testing to show that communications are
protected appropriately is performed in conjunction with FTP_ITC.1 testing.
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2.3.3 Specification of Management Functions (FMT_SMF.1)
2.3.3.1 TSS Assurance Activity
The evaluator shall check the TSS in order to determine that it summarizes the management functions
that are available.
[ST] Section 6.4.3 summarizes the management functions by referencing Table 4 in the FMT_SMF.1
SFR. The table identifies the management activities, the roles or permissions required to perform the
management activity and the operations that can be performed. As stated in [ST] section 6.4.4, the TOE
also has a One Identity Administrator role that has full control over the TSF.
2.3.3.2 Guidance Assurance Activities
The evaluator shall check the operational guidance in order to determine that it defines all of the
management functions that can be performed against the TSF, how to perform them, and what they
accomplish.
The evaluation activities for FMT_MOF.1 (section 2.3.1.2) identify how [CCECG] and the other guidance
documents that it cites describe how to perform each security-relevant management function supported
by the TOE.
2.3.3.3 Test Activities
The evaluator shall test this capability by accessing the TOE and verifying that all of the defined
management functions exist, that they can be performed in the prescribed manner, and that they
accomplish the documented capability.
The evaluator successfully performed each management function in conjunction from Table 4: TOE
Management Functions in the ST with the listed SFR in the table below:
Requirement
ESM_EAU.2

Management
Activities
Management of
authentication data
for both interactive
users and
authorized IT
entities (if
managed by the
TSF)

Role/Entitlement

Operation

Evidence

One Identity
Manager
administrator

Determine/modify
the behavior of

This
management
activity was
performed in
conjunction
with
ESM_ICD.1.

A TOE user with
the change/set
password
permission and the
Entitlement(s) for
the particular
external system and
resource. See
Application Note.
All users can
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Requirement

Management
Activities

Role/Entitlement

Operation

Evidence

This
management
function was
tested in
conjunction
with
ESM_ICD.1.

change their own
passwords.
ESM_EID.2

See ESM_EAU.2
Management of
authentication data
for both interactive
users and
authorized IT
entities (if
managed by the
TSF)

Determine/modify
the behavior of

ESM_ICD.1

Definition of
identity and
credential data that
can be associated
with users
(activate, suspend,
revoke credential,
etc.)

Determine/Modify/ This
Enable, Disable
management
the behavior of:
activity was
performed in
conjunction
Full control over
with
establishment,
ESM_ICD.1.
removal etc... of
enterprise users
(maintained in the
TOE and/or
modified in
external system)
and their
credentials
including the
ability to activate
(or define a user),
assign users to
roles, and revoke
roles, accounts,
and entitlements.

One Identity
Manager
administrator
A TOE user with
the change data
permission and the
Entitlement(s) for
the particular
external system and
resource. See
Application Note.

One Identity
Manager
administrators
TOE users with
permissions to
change/set
password policy:
“insert” (create),
“update” (change)
or “delete”

Enable, Disable,
Modify the
behavior of the
password
management
function

This function
was tested in
conjunction
with
ESM_ICD.1.
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Management
Activities
Management of
credential status

Role/Entitlement

Operation

Evidence

One Identity
Manager
administrator
TOE users with
permissions to
manage identities

Modify the
behavior of

This
management
activity was
performed in
conjunction
with
ESM_ICD.1.

ESM_ICD.1

Enrollment of
users into
repository

One Identity
Manager
administrator
TOE user with
permissions to
manage identities

Determine the
behavior of

This
management
activity was
performed in
conjunction
with
ESM_ICD.1.

ESM_ICT.1

Configuration of
circumstances in
which
transmission of
identity and
credential data is
performed

One Identity
Manager
administrator

Determine/modify
the behavior of
Enable/Disable

This
management
activity was
performed in
conjunction
with
ESM_ICD.1.

Requirement
ESM_ICD.1

FAU_STG_EXT.1 Configuration of
external audit
storage location

Performed during
Enable, disable.
installation and setup. nlog is
configured by
editing the config
file - however,
changes can be
synced across
multiple external
systems by
uploading a copy of
the config file to
web server - this
requires the
permission
"application start software loader".

This
management
function was
performed
when the TOE
was installed.

FIA_USB.1

See ESM_ICD.1

This
management
activity was
performed in
conjunction

Definition of
default subject
security attributes,
modification of
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Management
Activities
subject security
attributes

Role/Entitlement

FMT_MOF.1

Management of
sets of users that
can interact with
security functions

One Identity
Manager
administrator

Determine/modify
the behavior of

This
management
function was
performed in
conjunction
with
FMT_MOF.1.

FMT_SMR.1

Management of
the users that
belong to a
particular role

One Identity
Manager
administrator

Determine/modify
the behavior of

This
management
function was
performed in
conjunction
with
FMT_SMR.1.

FTP_ITC.1

Configuration of
actions that require
trusted channel (if
applicable)

One Identity
Manager
administrator
TOE user with
permissions to start
synchronization
editor and to
create/edit schedule

Enable/Disable

This
management
function was
performed in
conjunction
with
ESM_ICT.1

FTP_TRP.1

Configuration of
N/A- no
actions that require configuration is
trusted path (if
necessary.
applicable)

Enable/Disable

This
management
activity was
performed in
conjunction
with
ESM_ICT.1

Requirement

Operation

Evidence
with
FIA_USB.1.

The evaluator utilized the REST API as well as the HTTPS GUI interface to perform these functions.
2.3.4 Security Management Roles (FMT_SMR.1)
2.3.4.1 TSS Assurance Activity
The evaluator shall review the TSS to determine the roles that are defined for the TOE.
[ST] Section 6.4.4 identifies the roles defined for the TOE. The TOE maintains the roles: One Identity
Manager administrator and TOE user. Users with the One Identity Manager administrator role have full
permissions to create new users, permissions and roles and manage identities. This user has full
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administrative capabilities to manage the TOE including creating custom role and permissions and
associating users with them.
Users with the One Identity Manager administrator role can create new roles with different levels of
permissions and then assign these roles to TOE users for delegated administration. This is not defined as
a ‘role’ in the ST because an arbitrarily large number of original roles can be created in this manner. If an
organization does not wish to set up their own custom roles, the existing One Identity Manager role is
sufficient to manage the TSF.
The evaluator shall also review the TSS to verify that the roles defined by this SFR are consistently
referenced when discussion how management authorizations are determined.
[ST] Section 6.4.4 consistently references how management authorizations are determined. The TOE
provides pre-defined roles that can be assigned to users, typically administrators of the TOE define their
own custom permissions and roles rather than use the predefined ones. Therefore, the evaluation focusses
on the permissions and entitlements a user must have in order to perform a specific management function.
2.3.4.2 Guidance Assurance Activities
The evaluator shall review the operational guidance in order to verify that it provides instructions on
how to assign users to roles. If the TSF provides only a single role that is automatically assigned to all
users, then the evaluator shall review the operational guidance to verify that this fact is asserted.
The “Security management roles (FMT_SMR.1)” section of [CCECG] describes how administrators are
given privileges through assignment of application roles, which in turn are mapped to permissions groups
to define their authorizations.
[CCECG] includes the following references in [Auth] for the configuration of roles and assignment of
users to roles:
-

“Creating and editing application roles”
“Granting One Identity Manager schema permissions”
“Creating permissions groups”
“Editing table permissions and column permissions”
“Permissions group dependencies”
“Rules for determining the valid permissions for tables and columns”
“Application roles overview”
“Application roles for target systems”

The evaluator reviewed these sections and verified that they relate to how administrator permissions are
granted.
Once application roles are created, users are associated with these roles through modification of their
identity data. This is discussed above under FMT_MOF.1.
2.3.4.3 Test Activities
The evaluator shall test this capability by using the TOE in the manner prescribed by the operational
guidance to associate different users with each of the available roles. If the TSF provides the capability
to define additional roles, the evaluator shall create at least one new role and ensure that a user can be
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assigned to it. Since other assurance activities for management requirements involve the evaluator
assuming different roles on the TOE, it is possible that these testing activities will be addressed in the
course of performing these other assurance activities.
The evaluator created two separate users—an administrator and a non-administrator user. The evaluator
confirmed that the TOE applied the appropriate attribute to each user to identify and enforces its
administrative and non-administrative privileges. The evaluator then logged in as each user and confirmed
it had to appropriate administrative or non-administrative access. The evaluator then created a custom
administrator role and assigned it limited permissions to edit specific connectors. The evaluator logged in
as this administrator and confirmed it only had the ability to edit the assigned connectors.
2.4 Protection of the TSF (FPT)
2.4.1 Protection of Stored Credentials (FPT_APW_EXT.1)
2.4.1.1 TSS Assurance Activity
The evaluator shall examine the TSS to determine that it details all authentication data, other than
private keys addressed by FPT_SKP_EXT.1, that is used or stored by the TSF, and the method used to
obscure the plaintext credential data when stored. This includes credential data stored by the TOE if
the TOE performs authentication of users, as well as any credential data used by the TOE to access
services in the operational environment (such as might be found in stored scripts).
[ST] Section 6.5.1 states that there is no persistent storage of passwords on the TOE, but that password
data is stored temporarily in memory until it can be propagated to target external systems, at which point
it is purged. Administrator and user accounts with passwords are defined on external systems.
The TSS shall also describe the mechanisms used to ensure credentials are stored in such a way that
they are unable to be viewed through an interface designed specifically for that purpose, as outlined in
the application note.
[ST] Section 6.5.1 states that while password data does reside in memory (object layer, database, job
queue) for a short period of time before it is transmitted to external systems, the passwords are encrypted
using RSA. Credentials/keys used by the TOE are persistently stored in the operational environment. The
TOE does not offer any interfaces to view the credentials/keys.
Alternatively, if authentication data is not stored by the TOE because the authoritative repository for
this data is in the Operational Environment, this shall be detailed in the TSS.
[ST] Section 6.5.1 states that the database described in the workflow for password creation is the SQL
server database shown in [ST] Figure 1 and is in the TOE’s operational environment.
The external systems that the TOE supports are equivalent to the connectors identified in [ST] Section
2.2.1. For example, the TOE includes an Active Directory Connector and therefore Active Directory
external systems are supported. In this case, after the TOE communicates with Active Directory to change
the user’s password, persistent storage of the password data is the responsibility of the operational
environment.
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2.4.1.2 Guidance Assurance Activities
There are no operational guidance activities for this SFR.
2.4.1.3 Test Activities
The evaluator shall test this SFR by reviewing all the identified credential repositories to ensure that
credentials are stored obscured, and that the repositories are not accessible to non-administrative
users. The evaluator shall similarly review all scripts and storage for mechanisms used to access
systems in the operational environment to ensure that credentials are stored obscured and that the
system is configured such that data is inaccessible to non-administrative users.
The evaluator confirmed that the TOE stores passwords in the password repository in an obscured, nonplaintext form. The evaluator then confirmed the administrator had access to the provisioning tools and
scripts to access and edit credentials and the non-administrator user was denied access.
2.4.2 Protection of Secret Key Parameters (FPT_SKP_EXT.1)
2.4.2.1 TSS Assurance Activity
The evaluator shall examine the TSS to determine that it details how any pre-shared keys, symmetric
keys, and private keys are stored and that they are unable to be viewed through an interface designed
specifically for that purpose, as outlined in the application note. If these values are not stored in
plaintext, the TSS shall describe how they are protected/obscured.
[ST] Section 6.5.2 states that an administrator is unable to read or view any keys (stored or ephemeral)
through “normal” interfaces, as there are no interfaces to view key data. The TOE stores a private key for
password decryption in the Windows key store in the operational environment. Certificates and their
associated private keys are stored in the Windows Certificate Store. Windows stores private keys
encrypted using RSA. All key management is the responsibility of the environmental cryptographic
components that the product relies on.
2.4.2.2 Guidance Assurance Activities
There are no operational guidance or testing activities for this SFR.
2.4.2.3 Test Activities
None defined.
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2.5 Trusted Path/Channels (FTP)
2.5.1 Inter-TSF trusted channel (FTP_ITC.1)
2.5.1.1 TSS Assurance Activity
The evaluator shall check the TSS in order to determine that the assignments were completed in a
manner that is consistent with the guidance provided by the application note(s).
The assignments in the SFR were completed in a manner that is consistent with the guidance provided by
the application note(s). [ST] Section 6.6.2 indicates that the FCS service is provided by the Operational
Environment through the use of Microsoft Windows Cryptographic Primitives Library
bcryptprimitives.dll (CMVP2937) and cng.sys (CMVP2936) is used for all TLS, SSH, and HTTPS
connections.
The evaluator shall also check the TSS to see that it identifies the trusted channels that are established
and the protocols that they use. If third-party cryptography is used, the evaluator shall check to ensure
that the specific third-party products that are used are identified along with the channel(s) that they are
responsible for securing.
[ST] Section 6.6.2 identifies the trusted channels that are established and the protocols that they use.
The TOE provides trusted communication channels using TLS v1.1, and TLS v1.2 for the following
connections:


External authentication of users and administrators (AD/LDAP)



Transfer of policy data (collection and provisioning)



Transfer of audit records (SQL database)

The TOE provides trusted communication channels between the TOE and UNIX-based systems using
SSH for transfer of policy data. The TOE uses SSHBlackbox for this connection. SSHBlackbox invokes
OS cryptographic libraries for underlying cryptographic functions.
When the web UI, web service, and job service (with connectors) components are in a distributed
architecture, the TOE provides trusted communication channels using HTTPS (HTTP over TLS). TLS
v1.1, and TLS v1.2 are supported.
The evaluator shall also check the TSS to ensure that a discussion is provided on the means by which
secure communications are facilitated. Based on this, the following analysis will be required:
- If cryptography is internal to the TOE, the evaluator shall verify that the product has been
validated by FIPS 140-2 (if evaluating in the United States or Canada) or an equivalent national
standard for the nation in which the evaluation is being conducted.
- If cryptography is provided by the Operational Environment, the evaluator shall review the
design documentation to see how cryptography is used and to verify that the functions used have
been validated by FIPS 140-2 (if evaluating in the United States or Canada) or an equivalent
national standard for the nation in which the evaluation is being conducted.
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[ST] Section 6.6.2 indicates that the FCS service is provided by the Operational Environment through the
use of the Microsoft Windows Cryptographic Primitives Library bcryptprimitives.dll (CMVP2937) and
cng.sys (CMVP2936) is used for all TLS, SSH, and HTTPS connections.
2.5.1.2 Guidance Assurance Activities
The evaluator shall check the operational guidance in order to determine the mechanism by which
secure communications are enabled.
The “Trusted channel (FTP_ITC.1)” section of [CCECG] references the “Identity and credential
transmission (ESM_ICT.1)” section of [CCECG], which describes how each of the connections to external
systems are established. The section also notes that if the setup of a trusted channel as part of establishing
the connection is not mentioned in [CCECG], then the trusted channel is enabled by default.
[CCECG] also has a section entitled “Enabling FIPS mode” to ensure that the TSF is configured to use
the OS platform’s FIPS module for SSH/TLS communications.
2.5.1.3 Test Activities
The evaluator shall test this capability by enabling secure communications on the TOE and placing a
packet sniffer on the local network. They shall then use the TOE to perform actions that require
communications to all trusted IT products with which it communicates and observe the captured packet
traffic that is directed to or from the TOE to ensure that their contents are obfuscated.
The evaluator confirmed that the TOE uses protected TLS or SSH connections when communicating
between TOE components, to the authentication server, audit server and while transferring policy data to
entities using the TLS or SSH connector(s). The evaluator confirmed that the communication was
successful for each and the data was not sent in plaintext. The evaluator also confirmed that recovery from
a physically interrupted connection resulting in the communication being similarly protected when
connectivity was restored.
2.5.2 Trusted Path (FTP_TRP.1)
2.5.2.1 TSS Assurance Activity
The evaluator shall check the TSS to ensure that it identifies the protocol(s) used to establish the trusted
path. If third-party cryptography is used, the evaluator shall check to ensure that the specific thirdparty products that are used are identified.
[ST] Section 6.6.2 states that the TOE provides trusted communication paths using HTTPS for remote
administrators accessing the Web UI. Microsoft Windows Cryptographic Primitives Library
(bcryptprimitives.dll (CMVP2937) and cng.sys (CMVP2936)) is used for the HTTPS connection (i.e.
HTTP over TLS).
2.5.2.2 Guidance Assurance Activities
The evaluator shall check the operational guidance to verify that it discusses the methods by which
users will interact with the TOE such as a web application via HTTPS.
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[CCECG] states that no configuration is necessary to enable the trusted path because HTTPS is enabled
by default. The evaluators determined that remote users will interact with the TOE through the Web Portal,
Password Reset Portal, Manager, or REST API. [CCECG] references [Web App] for configuration of the
Password Reset Portal and Web Portal, and configuration of [Install] for the application server (web
service) and fat clients (which includes Manager’s interaction with the web service).
The evaluator shall also check the operational guidance to determine if it discusses the mechanism by
which a trusted path to the TOE is established and what environmental components (if any) the TSF
relies on to assist in this establishment.
The “Configuration prerequisites” section of [CCECG] states that the TOE relies on the cryptographic
components of the underlying OS platform and provides instructions on how to ensure that the OS
platform is configured to use FIPS-compliant cryptography.
2.5.2.3 Test Activities
The evaluator shall test this capability in a similar manner to the assurance activities for FTP_ITC.1.
If data transmitted between the user and the TOE is obfuscated, the trusted path can be assumed to have
been established.
The evaluator confirmed that the TOE uses protected TLS connections to the TOE’s administrative
interface(s). The evaluator confirmed that the communication was successful for each and that data was
not sent in plaintext. The evaluator also confirmed that recovery from a physically interrupted connection
resulting in the communication being similarly protected when connectivity was restored.
2.6 Enterprise Security Management (ESM)
2.6.1 Reliance on Enterprise Authentication (ESM_EAU.2)
2.6.1.1 TSS Assurance Activity
The evaluator shall check the TSS in order to determine that it describes the TSF as requiring
authentication to use and that it describes, for each type of user or IT entity that authenticates to the
TOE, the identification and authentication mechanism that is used.
[ST] Section 6.1.1 states that the TOE requires each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that subject. The TOE uses an external Active Directory
authentication server in the operational environment for user and administrator authentication.
The evaluator shall also check to ensure that this information is appropriately represented by iterating
the SFR for each authentication mechanism that is used by the TSF.
[ST] Section 6.1.1 states that TOE uses an external authentication server in the operational environment
for user and administrator authentication. Although both user and administrators comprise two distinct
sets of subjects, both use the external authentication server in the operational environment. Therefore, the
SFR does not require iteration. Also, as determined through evaluation of the FMT-class SFRs, the
evaluator determined that a TOE user is made into an administrator through association of an “application
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role” attribute with the user’s identity record within the TOE, so “TOE users” and “TOE administrators”
are fundamentally the same type of object from the perspective of the TOE.
2.6.1.2 Guidance Assurance Activities
The evaluator shall check the operational guidance in order to determine how the TOE determines
whether an interactive user requesting access to it has been authenticated and how the TOE validates
authentication credentials or identity assertions that it receives. If any IT entities authenticate to the
TOE, the evaluator shall also check the operational guidance to verify that it identifies how these entities
are authenticated and what configuration steps must be performed in order to set up the authentication.
The “Reliance on enterprise authentication (ESM_EAU.2)” section of [CCECG] describes how an
administrator authenticates to the TOE’s web interfaces (Manager and Web Portal) using Active
Directory. To configure this, [CCECG] references configuration steps in [Auth] and [Install].
2.6.1.3 Test Activities
The evaluator shall test this capability by accessing the TOE without having provided valid
identification and authentication information and observe that access to the TSF is subsequently denied.
If any IT entities authenticate to the TOE, the evaluator shall instruct these IT entities to provide invalid
identification and authentication information and observe that they are not able to access the TSF.
Note that positive testing of the identification and authentication is assumed to be tested by other
requirements because successful authentication is a prerequisite to manage the TSF (and possibly for
the TSF to interact with external IT entities).
The evaluator configured the TOE to utilize Active Directory for authentication. The evaluator then
provided the correct and incorrect credentials to the TOE and confirmed that the TOE granted access with
the correct credentials and did not grant access with the incorrect credentials.
2.6.2 Reliance on Enterprise Identification (ESM_EID.2)
2.6.2.1 TSS Assurance Activity
This functionality—for both interactive users and authorized IT entities—is verified concurrently with
ESM_EAU.2.
2.6.2.2 Guidance Assurance Activities
This functionality—for both interactive users and authorized IT entities—is verified concurrently with
ESM_EAU.2.
2.6.2.3 Test Activities
This functionality—for both interactive users and authorized IT entities—is verified concurrently with
ESM_EAU.2.
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2.6.3 Identity and Credential Definition (ESM_ICD.1)
2.6.3.1 TSS Assurance Activity
The evaluator shall review the TSS to verify that it identifies compatible ESM products and describes
the identity and credential data that are used by those products.
[ST] Section 6.1.3 identifies the compatible AD ESM and external systems:










Active Directory
UNIX/Linux
Exchange 2010, 2013, 2016
SharePoint 2010, 2013, 2016
Azure AD
Exchange Online
SharePoint Online
Google G-Suite
LDAP (including AS/400, RACF, ACF2, Top Secret)

[ST] section 6.1.2 states that the TOE can define and modify the following security-relevant identity and
credential attributes for enterprise users: name, employee ID, password, business role, system role,
application role, organization data (cost center, department, location).
[ST] section 6.1.2 discusses how external systems (“resources”) make use of identity data. The TOE may
be configured to replicate identity and credential data across different systems so that if that user is defined
in multiple locations, their associated data is consistent everywhere it is used. The TOE may also be
configured to configure accounts and permissions for a user based on conditional attributes of their identity
and credential data. For example, a change to a user’s business role may change the extent to which they
need access to organizational resources, so the TSF can be configured so that changing a user’s business
role to a certain value will automatically grant them access to resources that they did not previously have.
[ST] section 6.1.2 also discusses how credential data is used. As with identity data, credential data
(passwords) can be replicated across multiple systems. Credential data can also be used to determine how
a user’s access to organizational resources is affected. For example, disabling a user’s credential will
revoke all of the accounts associated with that user.
The evaluator shall review public documentation for compatible products and verify that they actually
use the data in the compatible way asserted by the TSS.
The evaluator reviewed the administrative guidance for the various connectors provided by the TOE. In
general, the guidance documentation defined a default relationship between schema objects on the target
system and objects stored on the TOE (whether those are user attributes or other objects related to data
organization). The evaluator then reviewed publicly available information for those external systems to
determine that the external system objects referenced in the TOE documentation actually exist. Listed
below are the TOE connectors and identifies the external system objects that the TOE interfaces with (note
that the semantic presentation of some object names may differ in external system documentation, e.g.
Microsoft documentation refers to the “builtInDomain” object as “Builtin-Domain”).
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Note that per the discussion in section 6.1.2 of [ST], there is not a fixed 1:1 mapping between TOE identity
attributes and attributes on external resources. Any mapping is administrator-defined. For example, in
Active Directory, the TOE’s name attribute for a user can be mapped to the inetOrgPerson ‘displayName’
attribute and also to the ‘user’ attribute. TOE user identity attributes also do not need to leave the TOE to
affect the configuration of external attribute data. For example, a user may only be assigned an account
on a particular resource if one of their identity attributes is set to a certain value; that does not necessarily
mean that any attribute data is transferred to that resource in the process of creating that account.
Active Directory (from [AD]):
-

builtInDomain
computer
contact
container
domainDNS
forest (virtual schema type)
group
inetOrgPerson
msDS-PasswordSettings
organizationalUnit
printQueue
serverInSite
Site
trustedDomain
user

UNIX/Linux (from [Unix])
-

group
host
LoginShell
User

Microsoft Exchange (from [Exchange 2]):
-

ActiveSyncMailboxPolicy
CalendarProcessing
DatabaseAvailabilityGroup
DistributionGroup
DynamicDistributionGroup
ExchangeServer
GlobalAddressList
LocalAddressList
Mailbox
MailboxDatabase
Mailboxstatistics
MailContact
MailPublicFolder
MailUser
ManagedFolderMailboxPolicy
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-

OfflineAddressBook
Organization
OwaMailboxPolicy
PublicFolder
PublicFolderDatabase
RemoteMailbox
RetentionPolicy
RoleAssignmentPolicy
SharingPolicy

SharePoint (from [SharePoint])
-

SPAlternateUrl
SPClaimProvider
SPFarm
SPGroup
SPLanguage
SPPolicy
SPPolicyRole
SPPrefix
SPQuotaTemplate
SPRoleDefinition
RoleAssignment
SPSite
SPUser
SPWeb
SPWebApplication
SPWebTemplate

Azure Active Directory (from [Azure])
-

DirectoryRole
Group
LicenseAssignments
Organization
ServicePlans
SubscribedSku
User
Verified Domain

Exchange Online (from [Exchange]):
-

DistributionGroup
DynamicDistributionGroup
Mailbox
MailContact
MailPublicFolder
MailUser
MobileDeviceMailboxPolicy
PublicFolder
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-

RetentionPolicy
RoleAssignmentPolicy
SharingPolicy
UnifiedGroup

SharePoint Online (from [SharePoint 2]):
-

Tenant
Site
Group
Web
RoleAssignment
RoleDefinition
User

Google G-Suite (from [G Suite]):
-

AdminPrivilege
AdminRole
AdminRoleAssignment
Customer
Domain
DomainAlias
Group
OrgUnit
ProductAndSku
User
UserAddress
UserEmail
UserExternalId
UserIm
UserOrganization
UserPhone
UserRelation
UserWebsite

AS/400 (from [AS/400]):
-

os400-acgcde
os400-astlvl
os400-atnpgm
os400-audlvl
os400-ccsid
os400-chridctl
os400-cntryid
os400-curlib
os400-dlvry
os400-docpwd
os400-dspsgninf
os400-eimassoc
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-

os400-gid
os400-groupmember
os400-grpaut
os400-grpauttyp
os400-grpprf
os400-homedir
os400-IaspStorageInformation
os400-inlmnu
os400-inlpgm
os400-invalidSignonCount
os400-jobd
os400-kbdbuf
os400-langid
os400-lclpwdmgt
os400-lmtdevssn
os400-locale
os400-maxstg
os400-msgq
os400-objaud
os400-outq
os400-owner
os400-password
os400-passwordExpirationDate
os400-passwordLastChanged
os400-previousSignon
os400-profile
os400-prtdev
os400-ptylmt
os400-pwdexp
os400-pwdexpitv
os400-setobatr
os400-sev
os400-spcaut
os400-spcenv
os400-status
os400-storageUsed
os400-storagedUsedOnIasp
os400-supgrpprf
os400-text
os400-uid
os400-usrcls
os400-usropt

RACF (from [RACF]):
-

The schema mapping for RACF differs based on user, group, and data set profile attributes.
Refer to pages 31-34 of [RACF] for the full list of attributes by type.
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ACF2 (from [ACF2]):
-

The TOE supports a large list of ACF2 attributes for mapping to user attributes stored by the
TOE. Refer to pages 13-20 of [ACF2] for the full list of attributes. Note that ACF2 uses
truncated names for these attributes (e.g. “AccessSourceName” in [ACF2] relates to the attribute
ACC-SRCE as maintained by ACF2).

Top Secret (from [Top Secret]):
-

The TOE supports a large list of Top Secret attributes for mapping to user attributes stored by the
TOE. Refer to pages 23-32 of [Top Secret] for the full list of attributes.

LDAP (from [LDAP]):
-

-

-

The LDAP connector defines two different schemas, depending on whether the LDAP directory
is Active Directory Lightweight Directory Services (AD LDS) or OpenDJ compatible. The
respective schemas are as follows:
OpenDJ:
o domain
o organization
o organizationalUnit
o locality
o Container
o groupOfNames
o groupOfUniqueNames
o groupOfURLs
o inetOrgPerson
AD LDS:
o Container
o country
o domainDNS
o foreignSecurityPrincipal
o group
o groupOfNames
o inetOrgPerson
o organization
o organizationalUnit
o user
o userProxy
o userProxyFull

With respect to the requirements regarding credential complexity: the evaluator shall examine the TSS
and operational guidance in order to identify the form of credentials collected:
a. For password-based credentials, the evaluator shall identify that all password composition,
configuration, and aging requirements specified in the ST are discussed in the TSS and AGD
and test these capabilities one at a time (for example: set minimum password length to 6, observe
that a 7 character password and a 16 character password are both accepted, then change the
minimum length to 8, observe that a 7 character password is rejected but that a 16 character
password is accepted)

36

b. For non-password based credentials, the evaluator shall perform a basic strength of function
analysis to determine the solution space of the authentication mechanism and the frequency with
which password attempts can be made. For example, if the authentication is a 4-digit PIN that
can be attempted once an hour, this requirement would not pass. If the strength of the
authentication mechanism can't be determined by strength of function metrics at face value (for
example, if a biometric authentication mechanism is being used), the vendor shall provide some
evidence of the strength of function.
[ST] Section 6.1.2 states that the TOE provides the capability to ensure defined enterprise user credentials
satisfy specified minimum strength rules, via password policies. The TSF can enforce password strength
and password history requirements that meet ESM_ICD.1.8 on the “master password” user attribute.
2.6.3.2 Guidance Assurance Activities
The evaluator shall review the operational guidance in order to verify that it indicates how identity and
credential data are supplied to the TOE and this data is identified.
The “Identity and credential definition (ESM_ICD.1)” section of [CCECG] states that users can be created
directly using the TOE (Manager or Web Portal). It references [Base] and [Portal] for specific instructions
for doing this. This section also states that users can be enrolled using synchronization with external
systems. To do this, [CCECG] references relevant sections in [AD] for defining associations between
external AD accounts and user identities defined by the TOE for the purpose of enrollment.
Once a user has been enrolled and an account is defined for them within the TOE, the “Identity and
credential transmission (ESM_ICT.1)” section of [CCECG] describes how to set up synchronization
activities between the TOE and supported external systems. [CCECG] references the external
documentation for each connector type ([ACF2], [Top Secret], [AS/400], [RACF], etc.). The evaluators
also reviewed [Sync] to determine that it describes how to set up synchronization mappings to external
targets. The evaluators also observed that [Sync] includes a section called “Direction of synchronization
and mapping,” which describes how to define the directionality of the mapping (i.e. whether the “master”
copy of an attribute is the copy stored by the TSF or the copy that is stored in the environment). This
setting is used to determine whether changes to an enrolled user’s data originate on the TOE or is “supplied
to the TOE” as specified in the assurance activity.
This section of [CCECG] also describes how to view the status of user credentials in Manager and Web
Portal. These same interfaces can also be used to view other ‘master data’ for the identity. Lastly,
[CCECG] references how password data for a user can be reset, either through user self-service on the
Web Portal, or through administrative action.
The evaluators reviewed additional vendor guidance documentation and observed that [Business]
describes how to create business roles and assign users to these roles, and [Roles] describes how to create
and assign system roles.
With respect to the requirements regarding credential complexity: the evaluator shall examine the TSS
and operational guidance in order to identify the form of credentials collected:
a. For password-based credentials, the evaluator shall identify that all password composition,
configuration, and aging requirements specified in the ST are discussed in the TSS and AGD
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and test these capabilities one at a time (for example: set minimum password length to 6, observe
that a 7 character password and a 16 character password are both accepted, then change the
minimum length to 8, observe that a 7 character password is rejected but that a 16 character
password is accepted)
b. For non-password based credentials, the evaluator shall perform a basic strength of function
analysis to determine the solution space of the authentication mechanism and the frequency with
which password attempts can be made. For example, if the authentication is a 4-digit PIN that
can be attempted once an hour, this requirement would not pass. If the strength of the
authentication mechanism can't be determined by strength of function metrics at face value (for
example, if a biometric authentication mechanism is being used), the vendor shall provide some
evidence of the strength of function.
The “Identity and credential definition (ESM_ICD.1)” section of [CCECG] references the “Password
policies for employees” section of [Base].
The evaluator examined the “Password policies for employees” section of [Base] and identified the
following information from [ST] was included in the specification of the password policies:
-

-

-

Character composition: the “Lowercase not allowed”, “Uppercase not allowed”, “Digits not
allowed”, and “Special characters not allowed” properties under Table 44: Character classes for
passwords define whether uppercase letters, lowercase letters, numbers, and special characters
are allowed. The “Permitted special characters” field defines the specific special characters that
are allowed, and this can be configured to match what is prescribed by [ST].
Minimum length: the “Min. length” property in Table 43: Policy Settings defines the minimum
password length.
Composition rules: the “Min. number letters”, “Min. number lowercase”, “Min. number digits”,
“Min. number special characters”, “Max. identical characters in succession”, “Max. identical
characters in total”, and “Denied special characters” under Table 44: Character classes for
passwords identify the composition restrictions that can be applied independently of the allowed
character set.
Password history: The “Password history” property in Table 43: Policy Settings defines the
minimum number of successive unique passwords that must be defined before a password can be
re-used.
2.6.3.3 Test Activities

The evaluator shall test this capability by using the TOE to create identity and credential data and
sending this data to the compatible ESM product(s) for consumption. These tests shall exercise each
capability described in the SFR, including the ability to enforce credential complexity requirements.
The evaluator will then perform basic identity and credential-related actions on the compatible ESM
products that use the identity and credential data in order to confirm that the data was applied
appropriately.
The evaluator connected the TOE to Active Directory and imported the managed accounts onto the TOE.
The evaluator then confirmed that the managed accounts could be viewed, configured, deleted and
password requested/changed via external systems (Active Directory, Unix/Linux, Exchange Online,
Google G-Suite and Azure AD) using secure channel connectors (using TLS and SSH) and the TOE. The
evaluator also tested the TOE’s ability to map attributes listed in the ST. The evaluator then tested the
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password policy and composition capability for the managed accounts while testing passwords for
managed accounts that met and did not meet the policy and composition stated in the ST. Passwords
meeting the requirements were accepted and passwords that did not were not accepted.
With respect to the requirements regarding credential complexity: the evaluator shall examine the TSS
and operational guidance in order to identify the form of credentials collected:
a. For password-based credentials, the evaluator shall identify that all password composition,
configuration, and aging requirements specified in the ST are discussed in the TSS and AGD
and test these capabilities one at a time (for example: set minimum password length to 6, observe
that a 7 character password and a 16 character password are both accepted, then change the
minimum length to 8, observe that a 7 character password is rejected but that a 16 character
password is accepted)
b. For non-password based credentials, the evaluator shall perform a basic strength of function
analysis to determine the solution space of the authentication mechanism and the frequency with
which password attempts can be made. For example, if the authentication is a 4-digit PIN that
can be attempted once an hour, this requirement would not pass. If the strength of the
authentication mechanism can't be determined by strength of function metrics at face value (for
example, if a biometric authentication mechanism is being used), the vendor shall provide some
evidence of the strength of function.
The evaluator performed the following testing to support the password composition:

















Configure to the TOE to enforce complex passwords (composed of uppercase, lowercase,
numbers and special characters) with a minimum length of 13—accepted by the TOE.
Attempt to set four different passwords that comply with the policy—accepted by the TOE.
The evaluator attempted to set a password without numbers—not accepted by the TOE.
The evaluator attempted to set a password without uppercase letters—not accepted by the TOE.
The evaluator attempted to set a password without special characters—not accepted by the TOE.
The evaluator attempted to set a password shorter than length 13—not accepted by the TOE.
The evaluator the TOE to enforce passwords of minimum length 8 and maximum length 16—
accepted by the TOE.
The evaluator attempted to set two passwords complying with the new policy—accepted by the
TOE.
The evaluator attempted to set a password that was shorter than length 8—not accepted by the
TOE.
The evaluator attempted to set a password without numbers—not accepted by the TOE.
The evaluator attempted to set a password without uppercase letters—not accepted by the TOE.
The evaluator attempted to set a password without special characters—not accepted by the TOE.
The evaluator attempted to set passwords that complied with the policy and were composed of a
different combination of characters claimed by the ST (all characters claimed tested)—all
accepted by the TOE.
The evaluator configured the TOE password history to three—accepted by the TOE.
The evaluator attempted to set a password with the last three used—not accepted by the TOE.
The evaluator then attempted to set non-compliant the password of accounts linked to external
systems—not accepted by the TOE.
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2.6.4 Identity and Credential Transmission (ESM_ICT.1)
2.6.4.1 TSS Assurance Activity
The evaluator shall check the TSS in order to determine that the assignments were completed in a
manner that is consistent with the guidance provided by the application note(s).
The evaluator determined that the assignments were completed in a manner that is consistent with the
guidance provided by the application note(s) in [ST] Section 6.1.3. The TSF is makes the identity and
credential data it defines available to the Operational Environment in a timely manner so that there is
assurance that the correct data is being used in the enforcement of various policies.
The evaluator shall also check the TSS to see that it describes the ESM data that the TSF transmits to
other ESM products and the circumstances that cause it to be transmitted.
[ST] Section 6.1.3 states that the TOE transmits subject identity and credential data to compatible and
authorized AD ESM and external systems:










Active Directory
UNIX/Linux
Exchange 2010, 2013, 2016
SharePoint 2010, 2013, 2016
Azure AD
Exchange Online
SharePoint Online
Google G-Suite
LDAP (including AS/400, RACF, ACF2, Top Secret)

All outbound transmissions are done immediately following creation or modification of data. Inbound
communications of data is periodic, and depends on configuration of time period for each external system.
The fat client provides interfaces to configure the interval for consumption (e.g. daily, hourly, etc.). This
is configured as part of the initial setup of the TOE.
2.6.4.2 Guidance Assurance Activities
The evaluator shall review the operational guidance to determine how to create and update identity,
credential (and potentially object attribute) data, and the circumstances under which new or updated
data are transmitted to consuming ESM products (and how those circumstances are managed, if
applicable).
[CCECG] describes how to manually configure identity and credential data for users in the “Identity and
credential definition (ESM_ICD.1)” section. This behavior is described under ESM_ICD.1 above.
The “Identity and credential transmission (ESM_ICT.1)” section of [CCECG] describes, for each
supported external system, how to configure the TSF interface with that system, including the
configuration of a trusted channel where applicable. [CCECG] references the external documentation for
each connector type ([ACF2], [Top Secret], [AS/400], [RACF], etc.).
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The “Configuration of circumstances in which transmission of identity and credential data is performed
(ESM_ICT.1)” subsection in [CCECG] describes how to manage ‘startup configurations’ which define
the polling interval used by the TOE to periodically communicate with the synchronized external systems.
2.6.4.3 Test Activities
The evaluator shall test this capability by obtaining the compatible ESM products.
Following the procedures in the operational guidance for both the ICM and other ESM products, the
evaluator shall create the indicated data (i.e., identity, credential, and potentially object attribute data)
and ensure that the defined data is transmitted and installed successfully in compatible ESM products6,
in accordance with the circumstances defined in the SFR. In other words,
(a) if the selection is completed to transmit after creation of new data, then the evaluator shall create
the new data and ensure that, after a reasonable window for transmission, the new data is
installed;
(b) if the selection is completed to transmit periodically, the evaluator shall create the new data, wait
until the periodic period has passed, and then confirm that the new data is present in the appropriate
ESM components; or
(c) if the section is completed to transmit upon the request of a compatible Secure Configuration
Management component, the evaluator shall create the data, use the Secure Configuration Management
component to request transmission, and then confirm that the appropriate ESM components have
received and installed the data. If the ST author has specified “other circumstances”, then a similar
test shall be executed to confirm transmission under those circumstances.
The evaluator shall then make a change to the previously created data, and then repeat the previous
procedure to ensure that the updated data is transmitted to the compatible ESM components in
accordance with the SFR-specified circumstances.
Lastly, as updating data encompasses deletion of data, the evaluator shall repeat the process a third
time, this time deleting the data to ensure it is removed as active data from the compatible ESM
components.
Note: This testing will likely be performed in conjunction with the testing of ESM_ICD.1.
The testing of this requirement was performed in conjunction with testing of ESM_ICD.1. Users were
enrolled to the TOE, and their passwords modified. The password change is reflected on the enterprise
asset immediately after the request is made. Protected channels of communication is tested and shown in
conjunction with FTP_ITC.1.
The evaluator then confirmed that the TOE appropriately sent credential data to the target systems right
after changes were made as well as at periodic intervals.
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3 SECURITY ASSURANCE REQUIREMENTS
3.1 Class ADV: Development
3.1.1 ADV_FSP.1 Basic Functional Specification
3.1.1.1 FSP_FSP.1 Assurance Activity
There are no specific assurance activities associated with these SARs. The functional specification
documentation is provided to support the evaluation activities described for each SFR, and for other
activities described for AGD, ATE, and AVA SARs. The requirements on the content of the functional
specification information is implicitly assessed by virtue of the other assurance activities being
performed; if the evaluator is unable to perform an activity because the there is insufficient interface
information, then an adequate functional specification has not been provided. For example, if the TOE
provides the capability to configure the key length for the encryption algorithm but fails to specify an
interface to perform this function, then the assurance activity associated with FMT_SMF would fail.
The evaluator shall verify that the TOE functional specification describes the set of interfaces the TOE
intercepts or works with. The evaluator shall examine the description of these interfaces and verify that
they include a satisfactory description of their invocation.
The evaluator reviewed [ST] and determined that the TOE includes the interfaces listed below. The
evaluator collected information about these interfaces through a review of [ST] and [CCECG].
-

-

User to Web UI – TLS/HTTPS – invoked by a user to perform self-service of their own
password or identity data.
Admin to Web UI – TLS/HTTPS – invoked by an administrator to manage user identity and
credential data or to configure the TOE.
Admin to Web Service – TLS/HTTPS – invoked by an administrator to manage user identity and
credential data or to configure the TOE.
Object Layer to Database – TLS – this interface is invoked by TOE components during initial
setup (fat client) and operation (Web UI/Web Service/Job Service) to handle the following
interactions:
o Initial setup of TOE settings from Designer (fat client)
o Initial setup of TOE settings from Synchronization Manager (fat client)
o Initial setup of TOE settings from Manager (Web Service)
o Management of TOE settings from Web UI (Web Portal)
o Management of TOE settings from Manager (Web Service)
o Management of TOE settings from Rest API (Web Service)
o Manual administrator configuration of user identity and credential data (Web Portal)
o Automated configuration of user identity and credential data (Job Service)
Web UI/Web Service to Job Service – TLS/HTTPS – invoked to communicate with Active
Directory for user/administrator authentication to the TOE.
Job Service to external systems – protocol depends on external system type (TLS, SSH,
TLS/HTTPS) – this interface is invoked by the TOE to perform data synchronization between its
own database of users and data stored on external systems. Supported external system and data
input/output types include:
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o
o
o
o
o
o
o
o
o

Active Directory
UNIX/Linux
Exchange 2010, 2013, 2016
SharePoint 2010, 2013, 2016
Azure AD
Exchange Online
SharePoint Online
Google G-Suite
LDAP (including AS/400, RACF, ACF2, Top Secret)

The TOE communicates with external systems via the Job Service through configuration of
synchronization. Synchronization defines the target system, the mapping between the target system
attributes and the TOE attributes, and the frequency with which the TOE communicates with the target.
The administrator can also designate whether the TOE’s version of an attribute is the master attribute in
the event there is a discrepancy between the two.
The TOE has several administrative interfaces that are used for different purposes. These interfaces are
relevant to the TSF as follows:
-

Fat client:
o Designer: used during initial configuration of the TOE to set up auditing functionality.
o Synchronization Editor: used during initial configuration of the TOE to set up
connectivity to external systems.

-

Web UI:
o Web Portal: used by users to manage their own identity and master password data, used
by administrators to manage users.
o Password Reset Portal: used by users to reset their master password.

-

Web Service:
o Manager: used by administrators to manage application roles and password policies. Note
that Manager is an application that resides on the local system so it is physically part of
the fat client, but it interfaces logically with the TOE through the Web Service over
HTTPS.
o REST API: used by administrators to perform various tasks programmatically.

All trusted paths and channels between the TOE and its operational environment rely on the operational
environment for cryptographic protocol implementations (SSHBlackbox for SSH, Windows for
TLS/HTTPS). All cryptographic protocol implementations rely on the OS platform’s FIPS module to
implement the cryptographic algorithms used by the protocol.
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3.2 Class AGD: Guidance Documents
3.2.1 AGD_OPE.1 Operational User Guidance
3.2.1.1 AGD_OPE.1 Assurance Activity
Some of the contents of the operational guidance will be verified by the assurance activities with each
SFR. The following additional information is also required.
The operational guidance shall contain instructions for configuring the cryptographic engine
associated with the evaluated configuration of the TOE. It shall provide a warning to the administrator
that use of other cryptographic engines was not evaluated nor tested during the CC evaluation of the
TOE.
The “Configuration prerequisites” section of [CCECG] includes instructions for how to enable the TOE
to leverage the OS platform’s FIPS library by enabling FIPS mode on the OS platform. It includes a
disclaimer that use of other cryptographic engines was not evaluated or tested during the TOE evaluation.
3.2.2 AGD_PRE.1 Preparative Procedures
3.2.2.1 AGD_PRE.1 Assurance Activity
As indicated in the introduction above, there are significant expectations with respect to the
documentation—especially when configuring the operational environment to support TOE functional
requirements. The evaluator shall check to ensure that the guidance provided for the TOE adequately
addresses all platforms (that is, combination of hardware and operating system) claimed for the TOE
in the ST.
The evaluators reviewed the vendor-provided administrative guidance and identified the following duties
are relevant to initial setup of the TOE:
-

[User] describes how to use the Designer and Manager interfaces, which [CCECG] references as
interfaces that are needed to perform configuration of the TOE.

The evaluator confirmed that [Install], [CCECG], and [Config] contained the necessary configuration and
procedures to deploy the TOE in the evaluated configuration.
3.3 Class ALC: Life-Cycle Support
3.3.1 ALC_CMC.1 Labeling of the TOE Assurance Activity
The evaluator shall check the ST to ensure that it contains an identifier (such as a product name/version
number) that specifically identifies the version that meets the requirements of the ST.
The ST identifies the TOE as One Identity Manager v8.1.
Further, the evaluator shall check the AGD guidance and TOE samples received for testing to ensure
that the version number is consistent with that in the ST.
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All of the guidance evidence reviewed by the evaluators clearly reference “One Identity Manager v8.1”
on the title page. The evaluators examined the TOE during testing and observed that it identifies itself as
“One Identity Manager v8.1” on the About page of the Web GUI, as shown in the screenshot below.

This same information is also shown in Manager in the following screenshot:

The same information is also shown in the Synchronization Editor, shown as follows:
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Finally, the same information is also shown in Designer, as follows:
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If the vendor maintains a web site advertising the TOE, the evaluator shall examine the information on
the web site to ensure that the information in the ST is sufficient to distinguish the product.
The vendor maintains a web site advertising the TOE at https://www.oneidentity.com/products/identitymanager/. The product is advertised as “Identity Manger” with “One Identity” clearly visible at the top of
the page. These two pieces of information combined are sufficient to identify the product as One Identity
Manager.
3.3.2 ALC_CMS.1 TOE CM Coverage Assurance Activity
The “evaluation evidence required by the SARs” in this PP is limited to the information in the ST
coupled with the guidance provided to administrators and users under the AGD requirements. By
ensuring that the TOE is specifically identified and that this identification is consistent in the ST and in
the AGD guidance (as done in the assurance activity for ALC_CMC.1), the evaluator implicitly confirms
the information required by this component.
The evaluator confirmed during the evaluation of ALC_CMS.1 that the ST, all guidance evidence, and
the TOE itself are consistently labeled with the TOE’s reference. This evaluation activity is therefore
satisfied.
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3.4 Class ATE: Tests
3.4.1 ATE_IND.1 Independent Testing – Conformance Assurance Activity
The evaluator shall prepare a test plan and report documenting the testing aspects of the system. The
test plan covers all of the testing actions contained in the CEM and the body of this PP’s Assurance
Activities. While it is not necessary to have one test case per test listed in an Assurance Activity, the
evaluator must document in the test plan that each applicable testing requirement in the ST is covered.
The test plan identifies the platforms to be tested, and for those platforms not included in the test plan
but included in the ST, the test plan provides a justification for not testing the platforms. This
justification must address the differences between the tested platforms and the untested platforms, and
make an argument that the differences do not affect the testing to be performed. It is not sufficient to
merely assert that the differences have no affect; rationale must be provided. If all platforms claimed
in the ST are tested, then no rationale is necessary.
The test plan describes the composition of each platform to be tested, and any setup that is necessary
beyond what is contained in the AGD documentation. It should be noted that the evaluator is expected
to follow the AGD documentation for installation and setup of each platform either as part of a test or
as a standard pre-test condition. This may include special test drivers or tools. For each driver or tool,
an argument (not just an assertion) should be provided that the driver or tool will not adversely affect
the performance of the functionality by the TOE and its platform. This also includes the configuration
of the cryptographic engine to be used. The cryptographic algorithms implemented by this engine are
those specified by this PP and used by the cryptographic protocols being evaluated (IPsec, TLS/HTTPS,
SSH).
The test plan identifies high-level test objectives as well as the test procedures to be followed to achieve
those objectives. These procedures include expected results. The test report (which could just be an
annotated version of the test plan) details the activities that took place when the test procedures were
executed, and includes the actual results of the tests. This shall be a cumulative account, so if there was
a test run that resulted in a failure; a fix installed; and then a successful re-run of the test, the report
would show a “fail” and “pass” result (and the supporting details), and not just the “pass” result.
The evaluator installed the TOE, TOE platform and operational environment as defined in the ST. The
TOE installation, configuration, test cases and test results were documented in a detailed test report where
the TOE testing was conducted on the deployment identified in the ST. The evaluator fully tested the
Active Directory, Unix/Linux, Exchange Online, Google G-Suite and Azure AD from Table 6: External
Systems, attributes, and secure channel from the ST. For the remaining external systems, the evaluator
provided justification with rationale to relevant test cases where sufficient coverage is provided in [Test].
The evaluator used the AGD to confirm any relevant configurations were defined and were effective in
applying to the TOE. The evaluator also listed the test steps, objectives, expectations and results for each
test in the detailed test report.
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3.5 Class AVA: Vulnerability Assessment
3.5.1 AVA_VAN.1 Vulnerability Survey Assurance Activity
As with ATE_IND, the evaluator shall generate a report to document their findings with respect to this
requirement. This report could physically be part of the overall test report mentioned in ATE_IND, or
a separate document. The evaluator performs a search of public information to determine the
vulnerabilities that have been found in network infrastructure devices and the implemented
communication protocols in general, as well as those that pertain to the particular TOE. The evaluator
documents the sources consulted and the vulnerabilities found in the report. For each vulnerability
found, the evaluator either provides a rationale with respect to its non-applicability, or the evaluator
formulates a test (using the guidelines provided in ATE_IND) to confirm the vulnerability, if suitable.
Suitability is determined by assessing the attack vector needed to take advantage of the vulnerability.
For example, if the vulnerability can be detected by pressing a key combination on boot-up, a test would
be suitable at the assurance level of this PP. If exploiting the vulnerability requires expert skills and an
electron microscope, for instance, then a test would not be suitable and an appropriate justification
would be formulated.
The evaluators conducted vulnerability research and penetration testing to determine the vulnerability of
the TSF to attackers with Basic Attack Potential.
The evaluators conducted searches in public vulnerability repositories for flaws related to the TOE.
Searches of public vulnerability repositories were performed during the evaluation and then re-performed
a final time on 17 January 2020 to ensure that no additional public vulnerabilities were disclosed prior to
the completion of the evaluation.
The evaluation team searched the following public vulnerability repositories:
 http://web.nvd.nist.gov/view/vuln/search
 https://support.oneidentity.com/identity-manager/all/alerts-notifications
 Google
The evaluation team used the following search terms in the searches of these repositories:
 One Identity Manager (TOE name)
 OneIdentity (alternate branding)
 Quest One Identity Manager (previous name of product)
 Dell One Identity Manager (previous name of product)
 “One Identity Manager” vulnerability (Google search term)
 “One Identity Manager” exploit (Google search term)
The results of these searches did not identify any vulnerabilities that are applicable to the TOE. The
conclusion drawn from the vulnerability analysis is that no residual vulnerabilities exist that are
exploitable by attackers with Basic Attack Potential as defined by the Certification Body in accordance
with the guidance in the CEM.
Searches were performed using the current name of the product and product vendor, as well as previous
names used for the product (e.g. One Quest Identity Manager, One Dell Identity Manager).
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The evaluators did not consider general terms related to the [ICM PP] such as “Enterprise Security
Management” or “Identity and Credential Management” because it was not anticipated that any publiclydisclosed vulnerabilities would apply to an entire technology type without also identifying specific
vulnerable products.
The evaluators also did not consider hardware components or cryptographic modules in its vulnerability
search because the TOE relies on platform cryptography and is sold and distributed entirely as software.
Lastly, the evaluators did not consider vulnerabilities in compatible products (e.g., Microsoft Exchange,
SAP) or the third-party interfaces that vendors support for those products because these vulnerabilities are
beyond the power of the TOE vendor to remedy.
The results of the vulnerability analysis are documented in [VA].
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