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TOE Overview and Description
Venafi Trust Protection Platform secures and protects keys and certificates in the datacenter, on
desktops, on mobile and IoT devices, and in the cloud. This protection improves security posture with
increased visibility, threat intelligence, policy enforcement, and faster incident response for certificaterelated outages and compromises leveraging misused keys and certificates.
The platform supports all Venafi products and provides native integration with thousands of applications
and common APIs for the extensive security ecosystem. Shared and extensible services enable
enterprises to gain complete visibility into their key and certificate inventory, identify certificate
reputation, and establish a baseline. The entire issuance and renewal process can be automated with
policy enforcement and workflows, enabling new encryption dependent applications to be scaled
quickly. Trust Protection Platform keeps organizations secure, helping them comply with standards and
remediate key and certificate misuse.
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TOE Architecture
The TOE boundary is the application software which runs on the host platform. For this evaluation the
TOE runs on Windows Server 2012 R2 configured in FIPS mode. The Universal C Runtime must be
installed. In addition to this the following Microsoft Internet Information (IIS) web server roles must be
installed:
 Common HTTP Features\Static Content
 Common HTTP Features\Default Document
 Health and Diagnostics\HTTP Logging
 Health and Diagnostics\Logging Tools
 Health and Diagnostics\Request Monitor
 Health and Diagnostics\Tracing
 Security\Request Filtering
 Performance\Static Content Compression
It should be noted that this operating system is outside the TOE boundary.
The following third-party libraries come bundled with the TOE and are inside the TOE boundary.

















JSON.Net
PDFSharp
PFDSharp Charting
MigraDoc
MigraDoc.Rendering
MigraDoc.RTFRendering
HTMLAgility Pack
Anti-Cross Site Scripting Library
IronPython
jQuery
Moment JS
Backbone JS
Twitter bootstrap Apache v2
Underscore
Boost
Beast
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 JSON11
 Base64
 Cxxopts
 Chaos.NaCI
The TOE also uses an external database to store credentials, certificates, keys and log data. Microsoft
SQL Server 2012 SP2 is used in the evaluated configuration and Microsoft SQL Server 2014 and 2016 are
also supported. This database is outside the boundary of the TOE and is only used for the storage of
data. All data that is sent to the database is encrypted by the TOE and is stored in the database as
cipherstrings. Decryption of data happens on the TOE after the data is retrieved from the database.
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Assurance Activities Identification
The following table identifies each of the Assurance Activities (testing and documentation review)
executed for this evaluation.
Requirement
Mandatory SFRs
FCS_CKM_EXT.1
FCS_COP.1(1)
FCS_RBG_EXT.1
FCS_SSH_EXT.1
FCS_STO_EXT.1
FDP_DEC_EXT.1
FDP_NET_EXT.1
FDP_DAR_EXT.1
FMT_MEC_EXT.1
FMT_CFG_EXT.1
FMT_SMF.1
FPR_ANO_EXT.1

Description

Cryptographic Key Generation Services
Cryptographic Operation - Encryption/Decryption
Random Bit Generation Services
SSH Protocol
Storage of Credentials
Access to Platform Resources
Network Communications
Encryption of Sensitive Application Data
Supported Configuration Mechanism
Secure by Default Configuration
Specification of Management Functions
User Consent for Transmission of Personally Identifiable
Information
FPT_API_EXT.1
Use of Supported Services and APIs
FPT_AEX_EXT.1
Anti-Exploitation Capabilities
FPT_TUD_EXT.1
Integrity for Installation and Update
FPT_LIB_EXT.1
Use of Third Party Libraries
FPT_IDV_EXT.1
Software Identification and Versions
FTP_DIT_EXT.1
Protection of Data in Transit
Optional, Selection-Based and Objective SFRs
FCS_CKM.1(1)
Cryptographic Asymmetric Key Generation
FCS_CKM.2
Cryptographic Key Establishment
FCS_SSHC_EXT.1
SSH Protocol - Client
FIA_X509_EXT.1
X.509 Certificate Validation
FIA_X509_EXT.2
X.509 Certificate Authentication
FPT_TUD_EXT.2
Integrity for Installation and Update
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4

Test Equivalency Justification

Not applicable. The TOE is a single product being tested on a single platform.
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5

Test Infrastructure

5.1

Test Bed
Visual Diagram
Below is a visual representation of the components included in the test bed:
Test Bed #1:
TOE IP Address: 10.1.2.239
TLS Server IP Address: 10.1.2.160

Test Bed #2:
TOE IP Address: 10.1.2.239
SSH Server IP Address: 10.1.2.160, 10.1.2.162

Test Bed #3:
TOE IP Address: 10.1.2.239
External Web Server IP Address: 169.251.85.62
External Web Server Sub Domain: www.acumensecurity.net

Test Bed #4: TOE Environment
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The Windows Server is the TOE’s underlying platform.
Windows Server IP Address: 10.1.2.239
Windows Server version: 2012 R2
TOE IP address: 10.1.2.239
Test Bed #5: TOE and External CA Server

TOE IP Address: 10.1.2.239
External CA Server IP Address: 64.78.193.234
Router: Cisco Meraki
Router MAC: 68:ef:bd:0a:61:7f
Test Bed #6: TOE and HSM Module

TOE IP Address: 10.1.2.239
External CA Server IP Address: 64.26.130.249
Router: Cisco Meraki
Router MAC: 68:ef:bd:0a:61:7f

5.1.1 Configuration Information
The following provides configuration information about each device on the test network.
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5.1.1.1 TOE Platform







IP address: 10.1.2.239
MAC Address: 00:0c:29:ed:b7:a9
SSH Client IP address: 10.1.2.239
Platform: Windows Server 2012 R2
Platform Build: 9600
Debugger Details: Microsoft Visual Studio 2019 version 16.4

5.1.1.2 TLS Server











OS: Kali Linux Rolling, Release 2020.1
IP address: 10.1.2.160
MAC Address: 00:0c:29:5b:a8:35
OpenSSL version: 1.1.1c
Wireshark Version: 2.6.8
For X.509 tests, FDP_NET_EXT.1.1_T1, and FTP_DIT_EXT.1.1_T3 test the packet captures were
performed on TLS Server.
Acumen-TLSC tool version: 3.6
o Acumen-TLSC tool is an inhouse test tool.
Nmap version: 7.70
Communication from TOE to TLS Server happens over TLS 1.2
All X.509 certificates that were used during the testing were created using tool XCA for Kali
Linux, version 2.1.2 except for the TOE self-signed certificate.

5.1.1.3 SSH Server









OS: Kali Linux Rolling, Release 2020.1
IP address: 10.1.2.160, 10.1.2.162
MAC Address: 00:0c:29:5b:a8:35
OpenSSH Version: 7.9p1.
Wireshark Version: 2.6.8
Acumen-SSHC Tool version: 1.1
o Acumen-SSHC tool is an inhouse test tool.
For SSHC tests the packet captures were performed on SSH Server.
Communication from TOE to SSH Server happens over SSHv2

5.1.1.4 CRL Server







OS: Kali Linux Rolling, Release 2019.4
IP address: 10.1.2.109
MAC Address: 00:0c:29:dc:44:8a
Wireshark Version: 2.6.6
The CRL server was used to host the CRLs and to perform packet captures.
Communication from TOE to the CRL Server happens over http.
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5.1.1.5 Backend Database Details



Database details: Microsoft SQL Server 2012 R2
Default instances of the Database use ODBC Driver 17 and TCP port 1433 by default.

5.1.1.6 IIS Details



IIS Version: 8.5
IIS Application: VedAdmin

5.1.1.7 Managed Host



VedAdmin
Build: 19.2.5.7425

5.1.1.8 Discovery Services




The TOE provides the user with an option to perform host discovery
Build: 19.2.1.7205
Discovery Services is provided by the TOE. The default port for Discovery services is 443.

5.1.1.9 External CA Server





IP address: 64.78.193.234
Hostname: www.digicert.com
The communication with external CA server happens over TLS 1.2
The TOE platform was used to perform packet capture

5.1.1.10






External HSM Module

IP address: 64.26.130.249
Hostname: na.hsm.dpondemand.io
The communication with HSM module happens over TLS 1.2
The TOE platform was used to perform packet capture.

5.2

Test Time & Location
All testing was carried at the Acumen Security offices located in 2400 Research Blvd Suite #395,
Rockville, MD 20850. Testing occurred from August 12, 2019 through February 4, 2020. The TOE was in a
physically protected, access controlled, designated test lab with no unattended entry/exit ways. At the
start of each day, the test bed was verified to ensure that it was not compromised. All evaluation
documentation was always kept with the evaluator.
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6

Assurance Activities for Security Functional Requirements

6.1

Class FCS – Cryptographic Support

6.1.1

FCS_CKM_EXT.1 TSS 1
Assurance The evaluator shall inspect the application and its developer documentation to
Activity determine if the application needs asymmetric key generation services. If not, the
evaluator shall verify the generate no asymmetric cryptographic keys selection is
present in the ST. Otherwise, the evaluation activities shall be performed as stated
in the selection-based requirements.
Pass/Fail with PASS
Explanation
The evaluator found the TSS in section 6 ‘TOE Summary Specification’ Table 9 states:
“The key establishment schemes are RSA-based with key sizes of 2048- or 3072-bits
or elliptic curve-based with NIST curves, P-256, P-384, or P-521. Both of these
schemes are used for TLS. The scheme used is dependent on the selected cipher
suites.”
Based on these findings, this assurance activity is considered satisfied.

6.1.2

FCS_CKM.1/Asymmetric KeyGen TSS 1
Assurance The evaluator shall ensure that the TSS identifies the key sizes supported by the
Activity TOE. If the ST specifies more than one scheme, the evaluator shall examine the TSS
to verify that it identifies the usage for each scheme.

If the application invokes platform-provided functionality for asymmetric key
generation, then the evaluator shall examine the TSS to verify that it describes how
the key generation functionality is invoked.
Pass/Fail with PASS
Explanation
The evaluator found the TSS in section 6 ‘TOE Summary Specification’ Table 9 states:
“The key establishment schemes are RSA-based with key sizes of 2048- or 3072-bits
or elliptic curve-based with NIST curves, P-256, P-384, or P-521. Both of these
schemes are used for TLS. The scheme used is dependent on the selected cipher
suites.”
And
“Through .Net the TOE is able to call the following underlying Windows
cryptographic modules”
Based on these findings, this activity is considered satisfied.

6.1.3

FCS_CKM.1/KeyGen Guidance 1
Assurance The evaluator shall verify that the AGD guidance instructs the administrator how to
Activity configure the TOE to use the selected key generation scheme(s) and key size(s) for
all uses defined in this PP.
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Pass/Fail with PASS
Explanation
The evaluator verified that sections 2 ‘Platform Configuration’ and 4.2 ‘TLS
Connectivity’ of the AGD guidance instructs the administrator how to configure the
TOE to use the selected key generation scheme(s) and key size(s).
Based on these findings, this activity is considered satisfied.

6.1.4

FCS_CKM.1/KeyGen Test 1
Item Data
Assurance The evaluator shall verify the implementation of Key Generation by the TOE using
Activity the Key Generation test.
CAVP ECDSA (Cert. #505)
Algorithm
RSA (Cert. ##1487)
Certificate
Pass/Fail with PASS
Explanation
The implemented cryptographic module employed by the TOE has been subject to
the Key Generation test. The module passed each test. The individual algorithm
implementations have been tested against the CAVP algorithm validation system.
The associated certificate number is listed above.
Based on these findings, this activity is considered satisfied.

6.1.5

FCS_CKM.2 TSS 1
Assurance The evaluator shall ensure that the supported key establishment schemes
Activity correspond to the key generation schemes identified in FCS_CKM.1.1. If the ST
specifies more than one scheme, the evaluator shall examine the TSS to verify that it
identifies the usage for each scheme.
Pass/Fail with PASS
Explanation
The evaluator found the TSS in section 6 ‘TOE Summary Specification’ Table 9 states:
“The TOE uses the cryptographic modules for SSH and TLS connections. The TLS
protocol is also provided by .Net.
The key establishment schemes are RSA-based with key sizes of 2048- or 3072-bits
or elliptic curve-based with NIST curves, P-256, P-384, or P-521. Both of these
schemes are used for TLS. The scheme used is dependent on the selected cipher
suites. For SSH, the key establishment schemes are elliptic curve-based with NIST
curve P-256 and SSH-RSA.”
Based on these findings, this activity is considered satisfied.

6.1.6

FCS_CKM.2 Guidance 1
Assurance The evaluator shall verify that the AGD guidance instructs the administrator how to
Activity configure the TOE to use the selected key establishment scheme(s).
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Pass/Fail with PASS
Explanation
The evaluator verified that sections 2 ‘Platform Configuration’ and 4.1 ‘SSH
Connectivity’ and 4.2 ‘TLS Connectivity’ of the AGD guidance instructs the
administrator how to configure the TOE to use the selected key establishment
scheme(s).
Based on these findings, this activity is considered satisfied.

6.1.7

FCS_CKM.2 Test 1
Assurance The evaluator shall verify the implementation of the key establishment schemes of
Activity the supported by the TOE.
CAVP RSA (Certs. #1487)
Algorithm KAS-ECC (Cert. #47)
Certificate
Pass/Fail with PASS
Explanation
The implemented cryptographic module employed by the TOE has been subject to
the Key Agreement Scheme test. The module passed each test. The individual
algorithm implementations have been tested against the CAVP algorithm validation
system. The associated certificate number is listed above.
Based on these findings, this assurance activity is considered satisfied.

6.1.8

FCS_COP.1(1) Guidance 1
Assurance The evaluator checks the AGD documents to determine that any configuration that
Activity is required to be done to configure the functionality for the required modes and key
sizes is present.
Pass/Fail with PASS
Explanation
The evaluator examined the guidance documents to determine if they describe any
configuration that is required to be done to configure the functionality for the
required modes and key sizes. Sections 2 ‘Platform Configuration’ and 4 ‘Testing’ of
the AGD were used to determine the verdict of this assurance activity.. Upon
investigation, the evaluator confirmed that section 2 ‘Platform Configuration’
contains the installation instructions to configure the TOE to run in FIPS mode and
section 4 ‘Testing’ contains cryptographic settings that are set at initial TOE
installation. No additional cryptographic configuration is required after initial
configuration.
Based on these findings, this assurance activity is considered satisfied.
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6.1.9

FCS_COP.1(1) Test 1
Item Data
Assurance The evaluator shall verify the implementation of symmetric encryption supported
Activity by the TOE.
CAVP AES (Cert. #2832)
Algorithm
Certificate
Pass/Fail with PASS
Explanation
The implemented cryptographic module employed by the TOE has been subject to
the Encryption test. The module passed each test. The individual algorithm
implementations have been tested against the CAVP algorithm validation system.
The associated certificate number is listed below.
Based on these findings, this activity is considered satisfied.

6.1.10 FCS_COP.1(1) Test 1 (TD0240)
Item Data
Assurance If "invoke platform-provided" is selected, the evaluator confirms that SSH
Activity connections are only successful if appropriate algorithms and appropriate key sizes
are configured. To do this, for each listening SSH socket connection on the TOE, the
evaluator configures an SSH client to connect with an invalid cryptographic
algorithm and key-size. The evaluator observes that the connection fails. Likewise,
for initiated connection, the evaluator configures a listening SSH socket on the
remote server that accepts only invalid cryptographic algorithms and keys. The
evaluator observes that the connection fails.
Pass/Fail with PASS
Explanation
This test is performed in conjunction with SSHC tests.

6.1.11 FCS_RBG_EXT.1.1 TSS 1
Assurance If invoke platform-provided DRBG functionality is selected, the evaluator performs
Activity the following activities. The evaluator shall examine the TSS to confirm that it
identifies all functions (as described by the SFRs included in the ST) that obtain
random numbers from the platform RBG. The evaluator shall determine that for
each of these functions, the TSS states which platform interface (API) is used to
obtain the random numbers. The evaluator shall confirm that each of these
interfaces corresponds to the acceptable interfaces listed for each platform below.
Pass/Fail with PASS
Explanation
The evaluator inspected the TSS in section 6 ‘TOE Summary Specification’ Table 9
which states, “Due to its leveraging of platform cryptographic functionality there are
no TOE functions covered by ST SFRs that use random numbers provided by the
platform. All random numbers used by SFR related functions are used by the
platform’s underlying cryptographic functionality..”
Based on these findings, this activity is considered satisfied.
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6.1.12 FCS_RBG_EXT.1.1 Test 1 (TD0416)
Item Data
Assurance If invoke platform-provided DRBG functionality is selected, the following tests shall
Activity be performed:
The evaluator shall decompile the application binary using a decompiler suitable for
the application (TOE). The evaluator shall search the output of the decompiler to
determine that, for each API listed in the TSS, that API appears in the output. If the
representation of the API does not correspond directly to the strings in the following
list, the evaluator shall provide a mapping from the decompiled text to its
corresponding API, with a description of why the API text does not directly
correspond to the decompiled text and justification that the decompiled text
corresponds to the associated API.
The following are the per-platform list of acceptable APIs:
For Windows: The evaluator shall verify that rand_s, RtlGenRandom,
BCryptGenRandom, or CryptGenRandom API is used for classic desktop applications.
The evaluator shall verify the application uses the RNGCryptoServiceProvider class
or derives a class from System.Security.Cryptography.RandomNumberGenerator API
for Windows Universal Applications. It is only required that the API is
called/invoked, there is no requirement that the API be used directly. In future
versions of this document, CryptGenRandom may be removed as an option as it is
no longer the preferred API per vendor documentation.
Test Flow
 Invoke functionality to download a certificate from the TOE, which will
result in the RNG being invoked.
 Use a debugger to show the process running and that
RNGCryptoServiceProvider is invoked.
Pass/Fail with PASS
Explanation
The debugger shows that RNGCryptoServiceProvider service is used for obtaining
random numbers, as stated in the TSS. This meets testing requirements.

6.1.13 FCS_STO_EXT.1.1 TSS 1
Assurance The evaluator shall check the TSS to ensure that it lists all persistent credentials
Activity (secret keys, PKI private keys, or passwords) needed to meet the requirements in
the ST. For each of these items, the evaluator shall confirm that the TSS lists for
what purpose it is used, and how it is stored.
Pass/Fail with PASS
Explanation
The evaluator checked the TSS in section 6 ‘TOE Summary Specification’ Table 9 to
ensure that it lists all persistent credentials (secret keys, PKI private keys, or
passwords) needed to meet the requirements in the ST. The TSS of the ST was used
to determine the verdict of this activity. Upon investigation, the evaluator found TSS
states,
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“The TOE relies on the platform to securely store the following:
 DSN key
 PKCS12 key
 PKCS8 (private key)
 Usernames
 Passwords
 Customer application credentials
The Windows Registry is used for storage of the TOE’s symmetric key. An AES 256
key is used for the encryption and decryption of secrets. It is protected by the
Windows Data Protection API (DPAPI).”
Based on these findings, this activity is considered satisfied.

6.1.14 FCS_STO_EXT.1.1 Test 1
Item Data
Assurance For Windows: The evaluator shall verify that all certificates are stored in the
Activity Windows Certificate Store. The evaluator shall verify that other credentials, like
passwords, are stored in the Windows Credential Manager or stored using the Data
Protection API(DPAPI). For Windows Universal Applications, the evaluator shall
verify that the application is using the ProtectData class and storing credentials in
IsolatedStorage.
Test Flow
 Open Windows Certificate store
 Verify that all certificates are stored in the Windows Certificate Store
 Perform Static code analysis on the TOE
 Verify that other credentials, like passwords, are stored in the Windows
Credential Manager or stored using the Data Protection API(DPAPI)
Pass/Fail with PASS
Explanation
The evaluator verified that:



All certificates are stored in the Windows Certificate Store
Other credentials, like passwords, are stored in the Windows Credential
Manager or stored using the Data Protection API(DPAPI)

This meets testing requirements.

6.1.15 FCS_SSHC_EXT.1.1 TSS 1 (TD0420)
Assurance The evaluator will check to ensure that the TSS contains a description of the public
Activity key algorithms that are acceptable for use for authentication, that this list conforms
to FCS_SSHC_EXT.1.4, and ensure that password-based authentication methods, if
supported, are described.
TD0420 applied
Pass/Fail with PASS
Explanation
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The evaluator checked the TSS in section 6 ‘TOE Summary Specification’ Table 9
entry FCS_SSHC_EXT.1 to ensure that the TSS contains a description of the public
key algorithms that are acceptable for use for authentication, that this list conforms
to FCS_SSHC_EXT.1.4, and ensure that password-based authentication methods are
also allowed. The TSS of the ST was used to determine the verdict of this activity.
Upon investigation, the evaluator found TSS states,
“Both public-key and password-based authentication are supported.”
“SSH-RSA and ECDSA-SHA2-NISTp256 are the supported public key algorithms.”
Based on these findings, this activity is considered satisfied.

6.1.16 FCS_SSHC _EXT.1.1 Test 1 (TD0420)
Item Data
Assurance The evaluator will check to ensure that the TSS contains a description of the public
Activity key algorithms that are acceptable for use for authentication, that this list conforms
to FCS_SSHC_EXT.1.4, and ensure that password-based authentication methods if
supported, are described.
Test 1: The evaluator will, for each public key algorithm supported, show that the
TOE supports the use of that public key algorithm to authenticate a user connection
to an SSH server. Any configuration activities required to support this test shall be
performed according to instructions in the guidance documentation
Test Flow
 Attempt to login with ssh-rsa from the TOE to the SSH Server
 Verify the connection is successful
 Attempt to login with ecdsa-sha2-nistp256 from the TOE to the SSH Server
 Verify the connection is successful
Pass/Fail with PASS
Explanation
TOE supports the use of that public key algorithm to authenticate a user connection
to an SSH server

6.1.17 FCS_SSHC _EXT.1.1 Test 2
Item Data
Assurance The evaluator will check to ensure that the TSS contains a description of the public
Activity key algorithms that are acceptable for use for authentication, that this list conforms
to FCS_SSHC_EXT.1.4, and ensure that password-based authentication methods are
also allowed.
Test 2: [conditional] Using the guidance documentation, the evaluator will configure
the TOE to perform password-based authentication to an SSH server, and
demonstrate that a user can be successfully authenticated by the TOE to an SSH
server using a password as an authenticator.
TD0420 applied
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Test Flow



Using guidance documentation configure the TOE for password-based
authentication to an SSH Server
Attempt to connect from the TOE to an SSH server
Verify the connection attempt is successful via Packet capture



Pass/Fail with PASS
Explanation
The TOE successfully authenticates itself to an SSH Server using password-based
authentication. This meets testing requirements.

6.1.18 FCS_SSHC_EXT.1.2 TSS 1
Assurance The evaluator will check that the TSS describes how “large packets” in terms of RFC
Activity 4253 are detected and handled. The evaluator will demonstrate that if the TOE
receives a packet larger than that specified in this component, that packet is
dropped.
Pass/Fail with PASS
Explanation
The evaluator checked the TSS in section 6 ‘TOE Summary Specification’ Table 9
entry FCS_SSHC_EXT.1 to describe how “large packets” in terms of RFC 4253 are
detected and handled. The evaluator will demonstrate that if the TOE receives a
packet larger than that specified in this component, that packet is dropped. The TSS
of the ST was used to determine the verdict of this activity. Upon investigation, the
evaluator found TSS states,
“If the TOE receives an SSH packet larger than 35,000 bytes the packet is dropped
and the SSH connection is closed.”
Based on these findings, this activity is considered satisfied.

6.1.19 FCS_SSHC_EXT.1.2 Test 1
Item Data
Assurance The evaluator will demonstrate that if the TOE receives a packet larger than that
Activity specified in this component, that packet is dropped.

 Use Acumen SSHC tool to conduct this test
 Verify the TOE drops the large packet
Pass/Fail with PASS
Explanation
The TOE rejects the large packet. This meets testing requirements.
Test Flow

6.1.20 FCS_SSHC_EXT.1.3 TSS 1
Assurance The evaluator will check the description of the implementation of this protocol in
Activity the TSS to ensure that optional characteristics are specified, and the encryption
algorithms supported are specified as well. The evaluator will check the TSS to
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ensure that the encryption algorithms specified are identical to those listed for this
component.
Pass/Fail with PASS
Explanation
The evaluator checked the TSS in section 6 ‘TOE Summary Specification’ Table 9
entry FCS_SSHC_EXT.1 to the description of the implementation of this protocol in
the TSS to ensure that optional characteristics are specified, and the encryption
algorithms supported are specified as well. The evaluator checked the TSS to ensure
that the encryption algorithms specified are identical to those listed for this
component. The TSS of the ST was used to determine the verdict of this activity.
Upon investigation, the evaluator found TSS states,
“Both public-key and password-based authentication are supported. The following
SSH transport algorithms may be used:
 AES128-CBC
 AES256-CBC
 AES128-CTR
 AES256-CTR
SSH-RSA and ECDSA-SHA2-NISTp256 are the supported public key algorithms.
HMAC-SHA1, HMAC-SHA2-256 and HMAC-SHA2-512 may be used for data integrity.
Diffiehellman-group14-sha1 is the only key exchange method used.”
Based on these findings, this activity is considered satisfied.

6.1.21 FCS_SSHC_EXT.1.3 Guidance 1
Assurance The evaluator will also check the guidance documentation to ensure that it contains
Activity instructions on configuring the TOE so that SSH conforms to the description in the
TSS (for instance, the set of algorithms advertised by the TOE may have to be
restricted to meet the requirements).
Pass/Fail with PASS
Explanation
The evaluator checked section 4 ‘Testing’ (4.1 ‘SSH Connectivity’) guidance
documentation to ensure that it contains instructions on configuring the TOE so that
SSH conforms to the description in the TSS (for instance, the set of algorithms
advertised by the TOE may have to be restricted to meet the requirements).

6.1.22 FCS_SSHC_EXT.1.3 Test 1
Item Data
Assurance Test 1: The evaluator will establish an SSH connection using each of the encryption
Activity algorithms specified by the requirement. It is sufficient to observe (on the wire) the
successful negotiation of the algorithm to satisfy the intent of the test.
Test Flow
 Configure the TOE to initiate a SSH connection to the SSH Server
 Add supported ciphers to etc/ssh/sshd_config file on SSH Server (aes128ctr, aes256-ctr, aes128-cbc and aes256-cbc)
 Initiate a SSH connection form the TOE to the SSH Server using each of the
encryption algorithms mentioned above which are consistent with the ST.
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Verify the TOE is successfully able to establish the connection with the SSH
Server

Pass/Fail with PASS
Explanation
The TOE successfully establishes a connection to the SSH Server using encryption
algorithms mentioned in the ST.

6.1.23 FCS_SSHC_EXT.1.3 Test 2
Item Data
Assurance Test 2: The evaluator will configure an SSH server to only allow the 3des-cbc
Activity encryption algorithm and no other encryption algorithms. The evaluator will
attempt to establish an SSH connection from the TOE to the SSH server and observe
that the connection is rejected
Test Flow
 Configure the etc/ssh/sshd_config file on SSH Server to use only 3des-cbc
cipher
 Enable the FipsAlgorithmPolicy flag to 1 on Windows Server
 Attempt a connection from the TOE to the SSH Server
 Verify that the TOE rejects the connection attempt when offered 3des-cbc
 Verify via GUI and packet capture
Pass/Fail with PASS
Explanation
TOE rejects a connection attempt with 3des-cbc cipher.

6.1.24 FCS_SSHC_EXT.1.4 TSS 1
Assurance The evaluator will check the description of the implementation of this protocol in
Activity the TSS to ensure that optional characteristics are specified, and the public key
algorithms supported are specified as well. The evaluator will check the TSS to
ensure that the public key algorithms specified are identical to those listed for this
component.
Pass/Fail with PASS
Explanation
The evaluator checked the TSS in section 6 ‘TOE Summary Specification’ Table 9
entry FCS_SSHC_EXT.1 to the description of the implementation of this protocol in
the TSS to ensure that optional characteristics are specified, and the encryption
algorithms supported are specified as well. The evaluator checked the TSS to ensure
that the encryption algorithms specified are identical to those listed for this
component. The TSS of the ST was used to determine the verdict of this activity.
Upon investigation, the evaluator found TSS states,
“SSH-RSA and ECDSA-SHA2-NISTp256 are the supported public key algorithms.”
Based on these findings, this activity is considered satisfied.
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6.1.25 FCS_SSHC_EXT.1.4 Guidance 1
Assurance The evaluator will also check the guidance documentation to ensure that it contains
Activity instructions on configuring the TOE so that SSH conforms to the description in the
TSS (for instance, the set of algorithms advertised by the TOE may have to be
restricted to meet the requirements).
Pass/Fail with PASS
Explanation
The evaluator checked section 4 ‘Testing’ (4.1 ‘SSH Connectivity’) of the guidance
documentation to ensure that it contains instructions on configuring the TOE so that
SSH conforms to the description in the TSS (for instance, the set of algorithms
advertised by the TOE may have to be restricted to meet the requirements).

6.1.26 FCS_SSHC_EXT.1.4 Test 1
Item Data
Assurance Test 1: The evaluator will establish a SSH connection using each of the public key
Activity algorithms specified by the requirement to authenticate an SSH server to the TOE. It
is sufficient to observe(on the wire) the successful negotiation of the algorithm to
satisfy the intent of the test.
Pass/Fail with PASS
Explanation
This test performed in conjunction with FCS_SSHC_EXT.1.1_TEST_1

6.1.27 FCS_SSHC_EXT.1.4 Test 2
Item Data
Assurance Test 2: The evaluator will configure an SSH server to only allow the ssh-dsa public
Activity key algorithm and no other public key algorithms. The evaluator will attempt to
establish an SSH connection from the TOE to the SSH server and observe that the
connection is rejected.
Test Flow
 Configure the SSH Server to support only ssh-dss
 Attempt a connection from the TOE to the SSH Server
 Verify the connection attempt fails.
Pass/Fail with PASS
Explanation
The TOE fails to establish a connection to the SSH Server with ssh-dss. This meets
testing requirements.

6.1.28 FCS_SSHC_EXT.1.5 TSS 1
Assurance The evaluator will check the TSS to ensure that it lists the supported data integrity
Activity algorithms, and that that list corresponds to the list in this component.
Pass/Fail with PASS
Explanation
The evaluator checked the TSS in section 6 ‘TOE Summary Specification’ Table 9
entry FCS_SSHC_EXT.1 to ensure that it lists the supported data integrity algorithms,
and that that list corresponds to the list in this component. The TSS of the ST was
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used to determine the verdict of this activity. Upon investigation, the evaluator
found TSS states,
“HMAC-SHA1, HMAC-SHA2-256 and HMAC-SHA2-512 may be used for data
integrity.”
Based on these findings, this activity is considered satisfied.

6.1.29 FCS_SSHC_EXT.1.5 Guidance 1
Assurance The evaluator will also check the guidance documentation to ensure that it contains
Activity instructions to the administrator on how to ensure that only the allowed data
integrity algorithms are used in SSH connections with the TOE (specifically, that the
“none” MAC algorithm is not allowed).
Pass/Fail with PASS
Explanation
The evaluator checked section 4 ‘Testing’ (4.1 ‘SSH Connectivity’) of the guidance
documentation to ensure that it contains instructions to the administrator on how
to ensure that only the allowed data integrity algorithms are used in SSH
connections with the TOE (specifically, that the “none” MAC algorithm is not
allowed).

6.1.30 FCS_SSHC_EXT.1.5 Test 1
Item Data
Assurance Test 1: The evaluator will establish a SSH connection using each of the integrity
Activity algorithms specified by the requirement. It is sufficient to observe (on the wire) the
successful negotiation of the algorithm to satisfy the intent of the test.
Test Flow
 Configure the etc/ssh/sshd_config file on SSH Server to use MACs hmacsha1, hmac-sha2-256 and hmac-sha2-512
 Attempt a connection from the TOE to the SSH Server
 Verify that the TOE successfully establishes a connection with each of the
MAC algorithms
 Verify via GUI and packet capture
Pass/Fail with PASS
Explanation
TOE successfully establishes a connection to the SSH Server using hmac-sha1, hmacsha2-256 and hmac-sha2-512 integrity algorithms.

6.1.31 FCS_SSHC_EXT.1.5 Test 2 (TD0446)
Item Data
Assurance Test 2: The evaluator will configure an SSH server to only allow the “none” MAC
Activity algorithm. The evaluator will attempt to connect from the TOE to the SSH server
and observe that the attempt fails.
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Note: To ensure the proposed MAC algorithm is used, the evaluator shall ensure a
non-aes*-gcm@openssh.com encryption algorithm is negotiated while performing
this test.
TD0446 is applied
Test Flow
 Use Acumen SSHC tool to execute this test
 Verify the TOE denies the SSH connection attempt to the SSH Server with
none MAC
Pass/Fail with PASS
Explanation
The TOE denied SSH connection attempt with none MAC.

6.1.32 FCS_SSHC_EXT.1.5 Test 3
Item Data
Assurance Test 3: The evaluator will configure an SSH server to only allow the hmac-md5 MAC
Activity algorithm. The evaluator will attempt to connect from the TOE to the SSH server
and observe that the attempt fails.
Test Flow
 Configure the etc/ssh/sshd_config file on SSH Server to use MACs hmacmd5
 Attempt a connection from the TOE to the SSH Server
 Verify that the TOE rejects the connection attempt with hmac-md5
 Verify via GUI and packet capture
Pass/Fail with PASS
Explanation
TOE denied a connection attempt with hmac-md5

6.1.33 FCS_SSHC_EXT.1.6 TSS 1
Assurance The evaluator will check the TSS to ensure that it lists the supported key exchange
Activity algorithms, and that that list corresponds to the list in this component.
Pass/Fail with PASS
Explanation
The evaluator checked the TSS in section 6 ‘TOE Summary Specification’ Table 9
entry FCS_SSHC_EXT.1 to ensure that it lists the supported key exchange algorithms,
and that that list corresponds to the list in this component. The TSS of the ST was
used to determine the verdict of this activity. Upon investigation, the evaluator
found TSS states,
“Diffiehellman-group14-sha1 is the only key exchange method used.”
Based on these findings, this activity is considered satisfied.

6.1.34 FCS_SSHC_EXT.1.6 Guidance 1
Assurance The evaluator will also check the guidance documentation to ensure that it contains
Activity instructions to the administrator on how to ensure that only the allowed key
exchange algorithms are used in SSH connections with the TOE.
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Pass/Fail with PASS
Explanation
The evaluator checked section 4 ‘Testing’ (4.1 ‘SSH Connectivity’) of the guidance
documentation to ensure that it contains instructions to the administrator on how
to ensure that only the allowed key exchange algorithms are used in SSH
connections with the TOE.

6.1.35 FCS_SSHC_EXT.1.6 Test 1
Item Data
Assurance Test 1: The evaluator will configure an SSH server to permit all allowed key
Activity exchange methods. The evaluator will attempt to connect from the TOE to the SSH
server using each allowed key exchange method, and observe that each attempt
succeeds.
Test Flow
 Configure the etc/ssh/sshd_config file on SSH Server to use KEX Diffiehellman-group14-sha1
 Attempt a connection from the TOE to the SSH Server
 Verify that the TOE rejects the connection attempt with KEX Diffie-hellmangroup14-sha1
 Verify via GUI and packet capture
Pass/Fail with PASS
Explanation
TOE successfully establishes a connection with KEX Diffie-hellman-group14-sha1 to
SSH Server.

6.1.36 FCS_SSHC_EXT.1.7 Test 1 (TD0331)
Item Data
Assurance Test 1: The evaluator will configure the TOE to create a log entry when a rekey
Activity occurs. The evaluator will connect to the TOE with an SSH client and cause a rekey
to occur according to the selection(s) in the ST, and subsequently the evaluator uses
available methods and tools to verify that rekeying occurs. This could be done, e.g.,
by checking that a corresponding audit event has been generated by the TOE, if the
TOE supports auditing of rekey events.
Test Flow
 Start SSH server.
 Attempt a connection from the SSH Client to the Server.
 Upload/transfer data.
Pass/Fail with PASS
Explanation
The SSH Server initiates SSH rekeying with the TOE/SSH Client after the TOE
transfers a huge amount of data (approximately 1 GB and more). In this case, the
rekeying is based on the number of blocks transferred and not on time.
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6.1.37 FCS_SSHC_EXT.1.8 Test 1
Item Data
Assurance Test 1: The evaluator will delete all entries in the TOE’s list of recognized SSH server
Activity host keys and, if selected, all entries in the TOE’s list of trusted certification
authorities. The evaluator will initiate a connection from the TOE to an SSH server.
The evaluator shall ensure that the TOE either rejects the connection or displays the
SSH server’s public key (either the key bytes themselves or a hash of the key using
any allowed hash algorithm) and prompts the user to accept or deny the key before
continuing the connection.
Test Flow
 Delete entry from TOE’s list of recognized SSH server host keys.
 Initiate a connection from the TOE to the SSH Server.
 Verify that TOE rejects the connection or displays the SSH Server’s public
key and prompts the user to accept or deny the key before continuing the
connection.
Pass/Fail with PASS
Explanation
The TOE rejects the connection attempt with an unknown key and presents the user
with an option to trust the key.

6.1.38 FCS_SSHC_EXT.1.8 Test 2
Item Data
Assurance Test 2: The evaluator will add an entry associating a host name with a public key
Activity into the TOE’s local database. The evaluator will replace, on the corresponding SSH
server, the server’s host key with a different host key. The evaluator will initiate a
connection from the TOE to the SSH server using password-based authentication,
shall ensure that the TOE rejects the connection, and shall ensure that the password
was not transmitted to the SSH server (for example, by instrumenting the SSH
server with a debugging capability to output received passwords).
Test Flow
• Copy the existing RSA key pair to a different location.
• Generate a new RSA key pair.
 Try to establish a connection to the SSH server using the newly generated
Key pair.
Pass/Fail with PASS
Explanation
The TOE rejects the connection as expected as well as it does not transmit password
to the SSH server.
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6.2

Class FDP – User Data Protection

6.2.1

FDP_DEC_EXT.1.1 Guidance 1
Assurance The evaluator shall perform the platform-specific actions below and inspect user
Activity documentation to determine the application's access to hardware resources. The
evaluator shall ensure that this is consistent with the selections indicated. The
evaluator shall review documentation provided by the application developer and for
each resource which it accesses, identify the justification as to why access is
required.
Pass/Fail with PASS
Explanation
The evaluator reviewed the documentation provided by the application developer
and for each resource which it accesses, identify the justification as to why access is
required. The ST (TSS section 6 Table 9 entry FDP_DEC_EXT.1) and AGD section 4
(4.6 ‘TOE Access to Platform Resources’) were used to determine the verdict of this
activity.
The TSS states:
“Network connectivity is the only platform resource accessed by the TOE. The
TOE communicates with a backend database, IIS applications, managed hosts,
external CA servers, external HSMs and to perform discovery services.”
During the testing of the software the evaluator did not observe access to any other
resources other than those mentioned above.
Based on these findings, this activity is considered satisfied.

6.2.2

FDP_DEC_EXT.1.1 Test 1 (TD0434)
Item Data
Assurance The evaluator shall install and run the application and inspect its user
Activity documentation to verify that the user is informed of any need to access hardware
resources. The method of doing so varies per platform.

For Windows Desktop Applications the evaluator shall identify in either the
application software or its documentation the list of the required hardware
resources.
Test Flow The evaluator reviewed the Venafi documentation provided by the application
developer and for each resource which it accesses, identified the justification as to
why access is required.
Pass/Fail with PASS
Explanation
After reviewing the Venafi documentation, the evaluator noted that Network
connectivity is the only platform resource accessed by the TOE. This meets testing
requirements.
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6.2.3

FDP_DEC_EXT.1.2 Guidance 1
Item Data
Assurance The evaluator shall perform the platform-specific actions below and inspect user
Activity documentation to determine the application's access to sensitive information
repositories. The evaluator shall ensure that this is consistent with the selections
indicated. The evaluator shall review documentation provided by the application
developer and for each sensitive information repository which it accesses, identify
the justification as to why access is required.
Pass/Fail with PASS
Explanation
The evaluator used the section 4 (4.6 ‘TOE Access to Platform Resources’) and
section 6 (Table 9 entry FDP_DEC_EXT.1) of the TSS in the ST to determine the
verdict of this work unit. Upon investigation, the evaluator found that the TSS states
that the TOE accesses the following resources,
“Network connectivity is the only platform resource accessed by the TOE. The TOE
communicates with a backend database, IIS applications, managed hosts, external
CA servers, external HSMs and to perform discovery services.
System logs are the only sensitive information repository accessed by the TOE. The
TOE writes events to the system logs.”
Next, the evaluator examined the guidance documentation to verify that for each
resource a justification for usage is included. Upon investigation, the evaluator
found that the section 4 (4.6 ‘TOE Access to Platform Resources’) in the guidance
documentation includes a listing of each resource accessed and justification of why
the TOE requires the access.
Based on these findings, this Assurance Activity is considered satisfied.

6.2.4

FDP_DEC_EXT.1.2 Test 1
Item Data
Assurance The evaluator shall install and run the application software and inspect its user
Activity documentation to verify that the user is informed of any need to access these
repositories. The method of doing so varies per platform.

For Windows Desktop Applications the evaluator shall identify in either the
application software or its documentation the list of sensitive information
repositories it accesses.
Pass/Fail with PASS
Explanation
Section 4.6 ‘TOE Access to Platform Resources’ in the guidance documentation lists
access to system logs as the only sensitive information repository it accesses. This
meets testing requirements.

6.2.5

FDP_NET_EXT.1.1 Test 1
Item Data
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Assurance Test 1: The evaluator shall run the application. While the application is running, the
Activity evaluator shall sniff network traffic ignoring all non-application associated traffic
and verify that any network communications witnessed are documented in the TSS
or are user-initiated.
Pass/Fail with PASS
Explanation
The evaluator ran the TOE/application and sniffed network traffic. The evaluator did
not observe undocumented traffic. The evaluator then proceeded to establish a TLS
connection from the TOE to www.acumensecurity.net. The evaluator observed that
the connection was successful. The evaluator verified that the network
communication witnessed was user initiated. This meets testing requirements.

6.2.6

FDP_NET_EXT.1.1 Test 2
Item Data
Assurance Test 2: The evaluator shall run the application. After the application initializes, the
Activity evaluator shall run network port scans to verify that any ports opened by the
application have been captured in the ST for the third selection and its assignment.
This includes connection-based protocols (e.g. TCP, DCCP) as well as connectionless
protocols (e.g. UDP).
Test Flow
 Start the TOE
 Perform Port scanning on the TOE for TCP and UDP
 Verify the port opened by the TOE are captured in the ST
Pass/Fail with PASS
Explanation
The TOE did not open any unexpected ports. This meets the testing requirements.

6.2.7

FDP_DAR_EXT.1.1 TSS 1
Item Data
Assurance The evaluator shall examine the TSS to ensure that it describes the sensitive data
Activity processed by the application. The evaluator shall then ensure that the following
activities cover all of the sensitive data identified in the TSS.
If not store any sensitive data is selected, the evaluator shall inspect the TSS to
ensure that it describes how sensitive data cannot be written to non-volatile
memory. The evaluator shall also ensure that this is consistent with the filesystem
test below.
Pass/Fail with PASS
Explanation
The evaluator inspected the TSS and ensure that it describes the sensitive data
processed by the application. The TSS in section 6 Table 9 of ST was used to
determine the verdict of this activity. Upon investigation, the evaluator found that
listed the sensitive data as:
 DSN key


PKCS12 key



PKCS8 (private key)



Usernames



Passwords
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 Customer application credentials
In addition the TSS stated that, “The only sensitive data stored by the TOE in nonvolatile memory is listed in FCS_STO_EXT.1. No additional sensitive data is stored by
the TOE.”
Based on these findings, this activity is considered satisfied.

6.2.8 FDP_DAR_EXT.1.1 Test 1
All sensitive data stored in non-volatile memory is protected in accordance with FCS_STO_EXT.1, so only
the Evaluation Activities specified in FCS_STO_EXT.1 apply. Please see FCS_STO_EXT.1.1 Test 1.
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6.3

Class FMT – Security Management

6.3.1

FMT_MEC_EXT.1.1 TSS 1 (TD0437,TD0465)
Item Data
Assurance The evaluator shall review the TSS to identify the application's configuration options
Activity (e.g. settings) and determine whether these are stored and set using the
mechanisms supported by the platform or implemented by the application in
accordance with the PP-Module for File Encryption. At a minimum the TSS shall list
settings related to any SFRs and any settings that are mandated in the operational
guidance in response to an SFR.
For Windows: The evaluator shall determine and verify that Windows Universal
Applications use either the Windows.UI.ApplicationSettings namespace or the
IsolatedStorageSettings namespace for storing application specific settings. For .NET
applications, the evaluator shall determine and verify that the application uses one
of the locations listed in https://docs.microsoft.com/enus/dotnet/framework/configure-apps/ for storing application specific settings. For
Classic Desktop applications, the evaluator shall run the application while
monitoring it with the SysInternals tool ProcMon and make changes to its
configuration. The evaluator shall verify that ProcMon logs show corresponding
changes to the the Windows Registry or C:\ProgramData\ directory.

Pass/Fail with PASS
Explanation
The evaluator examined the TSS 6 Table 9 of ST to determine the TOE maintains a
restricted configuration with no management functions being performed by users
and all configuration options are set by the underlying platform. The TSS states:
“The TOE does not store any TSF related configuration options using platform
mechanisms.”
Based on this the assurance activity is considered satisfied.

6.3.2

FMT_MEC_EXT.1.1 Test 1 (TD0437,TD0465)
Item Data
Assurance The evaluator shall review the TSS to identify the application's configuration options
Activity (e.g. settings) and determine whether these are stored and set using the
mechanisms supported by the platform or implemented by the application in
accordance with the PP-Module for File Encryption. At a minimum the TSS shall list
settings related to any SFRs and any settings that are mandated in the operational
guidance in response to an SFR.
For Windows: The evaluator shall determine and verify that Windows Universal
Applications use either the Windows.UI.ApplicationSettings namespace or the
IsolatedStorageSettings namespace for storing application specific settings. For .NET
applications, the evaluator shall determine and verify that the application uses one
of the locations listed in https://docs.microsoft.com/enus/dotnet/framework/configure-apps/ for storing application specific settings. For
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Classic Desktop applications, the evaluator shall run the application while
monitoring it with the SysInternals tool ProcMon and make changes to its
configuration. The evaluator shall verify that ProcMon logs show corresponding
changes to the the Windows Registry or C:\ProgramData\ directory.
Pass/Fail with PASS
Explanation
The TSS states that the TOE does not store any TSF related configuration options
using platform mechanisms.

6.3.3

FMT_CFG_EXT.1.1 TSS 1
Item Data
Assurance The evaluator shall check the TSS to determine if the application requires any type
Activity of credentials and if the applications installs with default credentials.
Pass/Fail with PASS
Explanation
The evaluator examined the TSS to determine if the application requires any
credentials and if it installs with default credentials. Section 6 Table 9 of the ST was
used to determine the verdict of this assurance activity. The evaluator found that
the TSS states:
“There are no default credentials within the TOE. Upon installation the TOE
generates a GUID for the base configuration of the system. The TOE binaries and
installer are signed and installed with permissions to ensure unprivileged users
cannot modify the TOE binaries.”
Based on this the evaluation is considered satisfied.

6.3.4

FMT_CFG_EXT.1.1 Test 1
Item Data
Assurance The evaluator shall install and run the application without generating or loading new
Activity credentials and verify that only the minimal application functionality required to set
new credentials is available.
Pass/Fail with PASS
Explanation
The TSS states that the TOE does not come with default credentials. Therefore, per
the test case, this test case is not applicable, “If the application uses any default
credentials the evaluator shall run the following tests.”

6.3.5

FMT_CFG_EXT.1.1 Test 2
Item Data
Assurance The evaluator shall attempt to clear all credentials and verify that only the minimal
Activity application functionality required to set new credentials is available.
Pass/Fail with PASS
Explanation
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The TSS states that the TOE does not come with default credentials. Therefore, per
the test case, this test case is not applicable, “If the application uses any default
credentials the evaluator shall run the following tests.”

6.3.6

FMT_CFG_EXT.1.1 Test 3
Item Data
Assurance The evaluator shall run the application, establish new credentials and verify that the
Activity original default credentials no longer provide access to the application.
Pass/Fail with PASS
Explanation
The TSS states that the TOE does not come with default credentials. Therefore, per
the test case, this test case is not applicable, “If the application uses any default
credentials the evaluator shall run the following tests.”

6.3.7

FMT_CFG_EXT.1.2 Test 1
Item Data
Assurance The evaluator shall install and run the application. The evaluator shall inspect the
Activity filesystem of the platform (to the extent possible) for any files created by the
application and ensure that their permissions are adequate to protect them. The
method of doing so varies per platform.

For Windows: The evaluator shall run the SysInternals tools, Process Monitor and
Access Check (or tools of equivalent capability, like icacls.exe) for Classic Desktop
applications to verify that files written to disk during an application's installation
have the correct file permissions, such that a standard user cannot modify the
application or its data files. For Windows Universal Applications the evaluator shall
consider the requirement met because of the AppContainer sandbox
Test Flow
 Run the tool accesscheck and verify the files permission
Pass/Fail with PASS
Explanation
Files associated with the TOE are owned by the administrative user and therefore
cannot be modified by a non-administrator.

6.3.8

FMT_SMF.1.1 Guidance 1
Assurance The evaluator shall verify that every management function mandated by the PP is
Activity described in the operational guidance and that the description contains the
information required to perform the management duties associated with the
management function.
Pass/Fail with PASS
Explanation
The evaluator examined the TSS (section 6 table 9) in the ST and the AGD (section
4.4) to determine what management functions are mandated by the PP. According
to FMT_SMF.1,
“The TOE is capable of the following management functions:

37







Logging: It is possible to enable/disable Debug level logging. Debug level
logging has the potential to display internal information. Debug level
logging can be enabled/disabled via an option in the UI on the Engine
(Platform Tree  Engine  Allow Debug)
Stack Traces: By default stack traces are not displayed in the Admin UI
consoles. In order to enable the display of stack traces it is necessary to
modify the web.config file for each application.
Enable/Disable Service Modules: It is possible to enable/disable functions of
the platform. In order to do so, go to the Platforms Tree and Enable/Disable
desired modules.
Web Applications: Upon install, the Admin is given the option to enable
various web applications. Once created, these applications can be modified
by running the Venafi Control Center.”

Upon further investigation the evaluator found that the functions described in the
in section 6 of the ST and section 4.4 ‘Management Functions’ of guidance and the
assurance activity is considered satisfied.

6.3.9

FMT_SMF.1 Test 1
Item Data
Assurance The evaluator shall test the application's ability to provide the management
Activity functions by configuring the application and testing each option selected from
above. The evaluator is expected to test these functions in all the ways in which the
ST and guidance documentation state the configuration can be managed.
Test Flow
 Logging: Within the TOE, Navigate to Platform Tree -> Engine -> Allow
Debug to Enable and/or Disable Logging.
 Stack Traces: Navigate to C:\Program
Files\Venafi\Web\Aperture\API\web.conf file.
 Change the “showStackTrace” value from 0 to 1. This enables Stack Traces
for the TOE.
 Enable/Disable Service Modules: Navigate to Platform Tree. Select any
Service/Module and check /uncheck on Disabled.
 Web Applications: Start Venafi Configuration Console found in
Venafi\Platform\Venafi Configuration Console.msc. Enable/Disable the IIS
website.
Pass/Fail with PASS
Explanation
The evaluator verified that the TOE can be configured as stated in the ST and
Guidance documentation.
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6.4

Class FPR – Privacy

6.4.1

FPR_ANO_EXT.1.1 TSS 1
Assurance The evaluator shall inspect the TSS documentation to identify functionality in the
Activity application where PII can be transmitted.
Pass/Fail with PASS
Explanation
The evaluator examined the TSS in section 6 ‘TOE Summary Specification’ Table 9
entry FPR_ANO_EXT.1 to identify functionality in the application where PII can be
transmitted. Upon investigation, the evaluator found that the TOE does not transmit
PII.
Based on this the assurance activity is considered satisfied.

6.4.2

FPR_ANO_EXT.1.1 Test 1
Item Data
Assurance The evaluator shall run the application and exercise the functionality responsibly for
Activity transmitting PII and verify that user approval is required before transmission of the
PII.
Pass/Fail with PASS
Explanation
As stated, TOE does not expressly transmit any PII. Therefore, this test is considered
satisfied.
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6.5

Class FPT – Protection of the TSF

6.5.1

FPT_API_EXT.1.1 TSS 1
Assurance The evaluator shall verify that the TSS lists the platform APIs used in the application.
Activity
Pass/Fail with PASS
Explanation
The evaluator examined the TSS in section 6 ‘TOE Summary Specification’ Table 9 to
determine if the platform APIs used in the application are listed. Upon investigation,
the evaluator found that the TSS states:
“Microsoft .Net 4.6.1 is used by the TOE.
Through .Net the TOE is able to call the following underlying Windows cryptographic
modules:


Cryptographic Primitives Library (bcryptprimitives.dll and ncryptsslp.dll) (FIPS
Approved algorithms: AES (Cert. #2832); DRBG (Certs. #489); DSA (Cert. #855);
ECDSA (Cert. #505); HMAC (Cert. #1773); KAS (Cert. #47); KBKDF (Cert. #30); PBKDF
(vendor affirmed); RSA (Certs. #1487, #1493 and #1519); SHS (Cert. #2373); TripleDES (Cert. #1692))
 Kernel Mode Cryptographic Primitives Library (cng.sys) (FIPS Approved algorithms:
AES (Cert. #2832); DRBG (Certs. #489); ECDSA (Cert. #505); HMAC (Cert. #1773);
KAS (Cert. #47); KBKDF (Cert. #30); PBKDF (vendor affirmed); RSA (Certs. #1487,
#1493 and #1519); SHS (Cert. # 2373))
The TOE uses the cryptographic modules for SSH and TLS connections. The TLS protocol is
also provided by .Net.”

Based on this the assurance activity is considered satisfied.

6.5.2

FPT_API_EXT.1.1 Test 1
Item Data
Assurance The evaluator shall verify that the TSS lists the platform APIs used in the application.
Activity The evaluator shall then compare the list with the supported APIs (available through
e.g. developer accounts, platform developer groups) and ensure that all APIs listed in
the TSS are supported.
Test Flow
 The evaluator verified that the TSS lists the platform APIs used in the
application.
 The evaluator then compared the list with the supported APIs (available
through e.g. developer accounts, platform developer groups) and ensure that
all APIs listed in the TSS are supported.
Pass/Fail PASS
with
Ensure that all APIs listed in the TSS are supported.
Explanation

6.5.3

FPT_AEX_EXT.1.1 TSS 1
Item Data
Assurance The evaluator shall ensure that the TSS describes the compiler flags used to enable
Activity ASLR when the application is compiled.
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Pass/Fail with PASS
Explanation
The evaluator examined the TSS in section 6 ‘TOE Summary Specification’ Table 9 to
determine if it describes the compiler flags used to enable ASLR. Upon investigation,
the evaluator found that TSS states:
“It is not necessary to use compiler flags to enable ASLR. The TOE’s code is not run
natively, but instead as managed code on top of Microsoft’s .Net.
Similarly, the use of a managed code base means that compiler flags aren’t used for
stack-based buffer overflow protection. Stack Based buffer overflows are protected
in managed code by an exception being thrown by the CLR rather than having the
overflow happen on the stack.”
Based on these findings, this assurance activity is considered satisfied.

6.5.4

FPT_AEX_EXT.1.1 Test 1
Item Data
Assurance The evaluator shall ensure that the TSS describes the compiler flags used to enable
Activity ASLR when the application is compiled. The evaluator shall perform either a static or
dynamic analysis to determine that no memory mappings are placed at an explicit
and consistent address. The method of doing so varies per platform.

For Windows: The evaluator shall run the same application on two different
Windows systems and run a tool that will list all memory mapped addresses for the
application. The evaluator shall then verify the two different instances share no
mapping locations. The Microsoft SysInternals tool, VMMap, could be used to view
memory addresses of a running application. The evaluator shall use a tool such as
Microsoft's BinScope BinaryAnalyzer to confirm that the application has ASLR
enabled.
Test Flow
1. Start the application on two separate platforms (identical platforms)
2. Verify that the memory mappings on each platform are not the same. This
could be done using VMMap
Pass/Fail with PASS
Explanation
The evaluator verified that there was no mapping of locations and that ASLR was
implemented. This meets testing requirements.

6.5.5

FPT_AEX_EXT.1.2 Test 1
Item Data
Assurance The evaluator shall verify that no memory mapping requests are made with write
Activity and execute permissions. The method of doing so varies per platform.
For Windows: The evaluator shall use a tool such as Microsoft's BinScope
BinaryAnalyzer to confirm that the application passes the NXCheck. The evaluator
may also ensure that the /NXCOMPAT flag was used during compilation to verify
that DEP protections are enabled for the application.
Test Flow
 Scan the TOE with Microsoft BinScope with NXCheck
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 Confirm that the TOE passes the NXCheck
Pass/Fail with PASS
Explanation
The TOE passes NXCheck. This meets testing requirement.

6.5.6

FPT_AEX_EXT.1.3 Test 1
Item Data
Assurance The application shall be compatible with security features provided by the platform
Activity vendor.

For Windows: If the OS platform supports the Enhanced Mitigation Experience
Toolkit (EMET) which can be installed on Windows 10 version 1703 and earlier, then
the evaluator shall ensure that the application can run successfully with EMET
configured with the following minimum mitigations enabled; Memory Protection
Check, Randomize memory allocations(Bottom-Up ASLR), Export address filtering
(EAF), and Data Execution Prevention(DEP).
Test Flow
 Download, install and configure EMET on TOE’s underlying platform.
 https://www.microsoft.com/enus/download/confirmation.aspx?id=54264
 Start the TOE and verify the TOE successfully executes.
Pass/Fail with PASS
Explanation
TOE runs successfully when EMET is configured.

6.5.7

FPT_AEX_EXT.1.4 Test 1 (TD0445)
Item Data
Assurance The evaluator shall run the application and determine where it writes its files. For
Activity files where the user does not choose the destination, the evaluator shall check
whether the destination directory contains executable files. This varies per
platform:
For Windows: For Windows Universal Applications the evaluator shall consider the
requirement met because the platform forces applications to write all data within
the application working directory (sandbox). For Windows Desktop Applications the
evaluator shall run the program, mimicking normal usage, and note where all usermodifiable files are written. The evaluator shall ensure that there are no executable
files stored in the same directories to which the application wrote user-modifiable
files.
Test Flow
 Start ProcMon on the TOE machine.
o Adjust/Set the filter to record any file system activity, and any
process creation activity/operation.
o Start recording.
 Start Venafi Trust Protection Platform Console.
o Execute some tasks such as SSH Connection Test (in this case).
 Observe ProcMon for any File System activity and record the same.
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Pass/Fail with PASS
Explanation
The application behaves as mentioned in the Test Objective. Details can be found in
the attached screenshots. The evaluator executed a few tasks to mimic the normal
usage of Venafi Trust Protection Platform Console, however, no file system activity
was observed in those scenarios. This meets testing requirements.

6.5.8

FPT_AEX_EXT.1.5 TSS 1
Item Data
Assurance The evaluator shall ensure that the TSS section of the ST describes the compiler flag
Activity used to enable stack-based buffer overflow protection in the application.
Pass/Fail with PASS
Explanation
The evaluator examined the TSS in section 6 ‘TOE Summary Specification’ Table 9 to
determine if it describes the compiled flag used to enable stack-based buffer
overflow protection. Upon investigation, the evaluator found that the TSS states:
“It is not necessary to use compiler flags to enable ASLR. The TOE’s code is not run
natively, but instead as managed code on top of Microsoft’s .Net.
Similarly, the use of a managed code base means that compiler flags aren’t used for
stack-based buffer overflow protection. Stack Based buffer overflows are protected
in managed code by an exception being thrown by the CLR rather than having the
overflow happen on the stack.”
Based on this, the assurance activity is considered satisfied.

6.5.9

FPT_AEX_EXT.1.5 Test 1
Item Data
Assurance The evaluator will inspect every native executable included in the TOE to ensure
Activity that stack-based buffer overflow protection is present.

For Windows: Applications that run as Managed Code in the .NET Framework do not
require these stack protections. Applications developed in Object Pascal using the
Delphi IDE compiled with RangeChecking enabled comply with this element. For
other code, the evaluator shall review the TSS and verify that the /GS flag was used
during compilation. The evaluator shall run a tool like, BinScope, that can verify the
correct usage of /GS
Test Flow
 Use Microsoft BinScope 2014 to scan the executable
 Use this command:
 BinScope.exe /verbose “WinAdmin.exe”
 The /verbose switch enables the tool to write Passed checks to the Log.
Pass/Fail with PASS
Explanation
Verified the correct usage of /GS flag by the TOE.
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6.5.10 FPT_TUD_EXT.1.1 Test 1
Item Data
Assurance The evaluator shall check for an update using procedures described in the
Activity documentation and verify that the application does not issue an error. If it is
updated or if it reports that no update is available this requirement is considered to
be met.
Test Flow
 Start the TOE (Venafi Trust Protection Platform)
 Click on Help
 Click on About Console
Pass/Fail with PASS
Explanation
No update is available, and the latest version of TOE is being used. This meets
testing requirements.

6.5.11 FPT_TUD_EXT.1.2 Test 1
Item Data
Assurance The evaluator shall query the application for the current version of the software
Activity according to the operational user guidance. The evaluator shall then verify that the
current version matches that of the documented and installed version
Pass/Fail with PASS
Explanation
This test is performed in conjunction with FPT_TUD_EXT.1.1 Test #1.

6.5.12 FPT_TUD_EXT.1.3 Test 1
Item Data
Assurance The evaluator shall verify that the application's executable files are not changed by
Activity the application. The evaluator shall complete the following test:
Test 1: The evaluator shall install the application and then locate all of its executable
files. The evaluator shall then, for each file, save off either a hash of the file or a
copy of the file itself. The evaluator shall then run the application and exercise all
features of the application as described in the ST. The evaluator shall then compare
each executable file with the either the saved hash or the saved copy of the files.
The evaluator shall verify that these are identical.
Test Flow
 Install the TOE and generate a hash of all the executable files and save it to
tud_ext.1.3_t1_hash_before_run.txt
 Run the TOE and exercise all features as described in the ST.
 Generate a hash of all the executable files again and save it to
tud_ext.1.3_t1_hash_after_run.txt.
 Verify that both the files are identical.
Pass/Fail with PASS
Explanation
The evaluator verified that all files are identical. This meets testing requirements.

44

6.5.13 FPT_TUD_EXT.2.1 Test 1
Item Data
Assurance The evaluator shall verify that application updates are distributed in the format
Activity supported by the platform. This varies per platform
For Windows: The evaluator shall ensure that the application is packaged in the
standard Windows Installer (.MSI) format, the Windows Application Software (.EXE)
format signed using the Microsoft Authenticode process, or the Windows Universal
Application package (.APPX) format. See https://msdn.microsoft.com/enus/library/ms537364(v=vs.85).aspx for details regarding Authenticode signing
Test Flow
 Confirm that the TOE’s installation package comes in MSI format.
 Confirm that the TOE is signed using Microsoft Authentication Code Process
Pass/Fail with PASS
Explanation
TOE’s installation package is in the MSI format and is signed by Microsoft
Authentication Code Process.

6.5.14 FPT_TUD_EXT.2.2 Test 1
Item Data
Assurance For All Other Platforms: The evaluator shall record the path of every file on the
Activity entire filesystem prior to installation of the application, and then install and run the
application. Afterwards, the evaluator shall then uninstall the application, and
compare the resulting filesystem to the initial record to verify that no files, other
than configuration, output, and audit/log files, have been added to the filesystem.
Test Flow
 Record the path of every file on the entire filesystem by executing the
command dir /B /S before installing the TOE and save the output to
before_install.txt
 Install and run the TOE.
 Uninstall the TOE.
 Record the path of every file on the entire filesystem by executing the
command dir /B /S and save the output to after_uninstall.txt
 Verify that no files, other than configuration, output, and audit/log files,
have been added to the filesystem.
Pass/Fail with PASS
Explanation
The evaluator verified that no other files, other than configuration, output, and
audit/log files, have been added to the filesystem by the TOE. This meets testing
requirements.

6.5.15 FPT_LIB_EXT.1 Test 1
Item Data
Assurance The evaluator shall install the application and survey its installation directory for
Activity dynamic libraries. The evaluator shall verify that libraries found to be packaged with
or employed by the application are limited to those in the assignment.
Test Flow
 Install the TOE and survey the installation directory
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Verify that libraries found to be packaged with or employed by the
application are limited to those in the assignment.

Pass/Fail with PASS
Explanation
The evaluator Verified that libraries found to be packaged with or employed by the
application are limited to those in the assignment. This meets testing requirements.

6.5.16 FPT_IDV_EXT.1 TSS 1
Assurance If "other version information" is selected the evaluator shall verify that the TSS
Activity contains an explanation of the versioning methodology.
Pass/Fail with PASS
Explanation
The evaluator verified that the TSS (section 6 table 8) contains an explanation of the
versioning methodology. The TSS states:
The application version follows a major.minor.patch.build structure. The build
corresponds to a git tag for that particular build.“

6.5.17 FPT_IDV_EXT.1 Test 1
Item Data
Assurance The evaluator shall install the application, then check for the / existence of version
Activity information. If SWID tags is selected the evaluator shall check for a .swidtag file. The
evaluator shall open the file and verify that is contains at least a SoftwareIdentity
element and an Entity element.
Test Flow
 Ensure application is fully installed and then check for version information
 Confirm it matches with the stated version in the TSS.
Pass/Fail with PASS
Explanation
The TOE version follows a major.minor.patch.build structure. This meets testing
requirements.
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6.6

Class FTP – Trusted Path/Channels

6.6.1

FTP_DIT_EXT.1 TSS 1 (TD0444)
Item Data
Assurance For platform-provided functionality, the evaluator shall verify the TSS contains the
Activity calls to the platform that TOE is leveraging to invoke the functionality.
Pass/Fail with PASS
Explanation
The evaluator verified that the TSS in section 6 table FTP_DIT_EXT.1 entry contains
the calls to the platform that TOE is leveraging to invoke the functionality. The TSS
states,
“All external communications are protected by SSH or TLS. The TLS protocol is
provided by the underlying platform. The TOE uses .NET to invoke the platform’s TLS
functionality.”
Based on this, the assurance activity is considered satisfied.

6.6.2

FTP_DIT_EXT.1 Test 1 (TD0444)
Item Data
Assurance Test 1: The evaluator shall exercise the application (attempting to transmit data; for
Activity example by connecting to remote systems or websites) while capturing packets
from the application. The evaluator shall verify from the packet capture that the
traffic is encrypted with HTTPS, TLS, DTLS, SSH, or IPsec in accordance with the
selection in the ST.
Pass/Fail with PASS
Explanation
This test is performed in conjunction with FCS_SSHC_EXT.1.1 Test#2 (SSH) and
FIA_X509_EXT.1.1 Test#1 (TLS).

6.6.3

FTP_DIT_EXT.1 Test 2 (TD0444)
Item Data
Assurance Test 2: The evaluator shall exercise the application (attempting to transmit data; for
Activity example by connecting to remote systems or websites) while capturing packets
from the application. The evaluator shall review the packet capture and verify that
no sensitive data is transmitted in the clear.
Pass/Fail with PASS
Explanation
This test is performed in conjunction with FCS_SSHC_EXT.1.1 Test#2 (SSH) and
FIA_X509_EXT.1.1 Test#1 (TLS).

6.6.4

FTP_DIT_EXT.1 Test 3 (TD0444)
Item Data
Assurance Test 3: The evaluator shall inspect the TSS to determine if user credentials are
Activity transmitted. If credentials are transmitted the evaluator shall set the
credential to a known value. The evaluator shall capture packets from the
application while causing credentials to be transmitted as described in the
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TSS. The evaluator shall perform a string search of the captured network packets
and verify that the plaintext credential previously set by the evaluator
is not found.
Test Flow
 Set credentials to a known value on the TOE
 Attempt to establish a connection from the TOE to the SSH Server
 Verify that the credentials are not sent in plaintext and there unable to find
them in the PCAP
Pass/Fail with PASS
Explanation
The evaluator performed a string search of the captured network packets and verify
that the plaintext credential previously set by the evaluator is not found. This meets
testing requirements.
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6.7

Class FIA – Identification and Authentication

6.7.1

FIA_X509_EXT.1.1 TSS 1
Assurance The evaluator shall ensure the TSS describes where the check of validity of the
Activity certificates takes place. The evaluator ensures the TSS also provides a description of
the certificate path validation algorithm.
Pass/Fail with PASS
Explanation
The evaluator examined the TSS in section 6 ‘TOE Summary Specification’ Table 9 to
determine that it describes where the check of validity of the certificates takes
place. Section 6 of the ST was used to determine the verdict of this assurance
activity. The evaluator found the certificate validations are listed below:
“As stated in the Windows ST, certificate validation is done in conformance to RFC
5280. Certificate validation paths must terminate with a trusted CA certificate that
contains the basicConstraints extension and a CA flag that is set to TRUE.
ExtendedkeyUsage field validation is also performed.
The TSF validates the extendedKeyUsage field according to the following rules:
 CRLs are configurable and may be used for certificate revocation. Checking
is also done for the basicConstraints extension and the cA flag to determine
whether they are present and set to TRUE. If they are not, the certificate is
not accepted.
 When the platform cannot establish a connection to CRL distribution point
to determine certificate validity the platform will reject the connection.
Based on this the assurance activity is considered satisfied.

6.7.2

FIA_X509_EXT.1.1 Test 1
Item Data
Assurance The evaluator shall demonstrate that validating a certificate without a valid
Activity certification path results in the function failing. The evaluator shall then load a
certificate or certificates as trusted CAs needed to validate the certificate to be used
in the function, and demonstrate that the function succeeds. The evaluator shall
then delete one of the certificates, and show that the function fails.
Test Flow
 Attempt a connection from the TOE to the server without a valid
certification path.
 Verify the connection fails
 Attempt a connection from the TOE to the server with a valid certification
path.
 Verify the connection succeeds
 Attempt a connection from the TOE to the server without a valid
certification path.
 Verify the connection fails
Pass/Fail with PASS
Explanation
The TOE will not validate a certificate with an incomplete path, but it will accept
that same certificate when it has the full CA chain.
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6.7.3

FIA_X509_EXT.1.1 Test 2
Item Data
Assurance The evaluator shall demonstrate that validating an expired certificate results in the
Activity function failing.
Test Flow
 Generate an expired server certificate
 Attempt to connect to TLS server from the TOE.
 Verify that the connection attempt failed.
Pass/Fail with PASS
Explanation
The TOE rejected the connection attempt to a server that has an expired certificate.

6.7.4

FIA_X509_EXT.1.1 Test 3
Item Data
Assurance The evaluator shall test that the TOE can properly handle revoked certificates–
Activity conditional on whether CRL, OCSP, or OCSP Stapling is selected; if multiple methods
are selected, then a test shall be performed for each method.



The evaluator shall test revocation of the node certificate
The evaluator shall also test revocation of and intermediate CA certificate
(i.e. the intermediate CA certificate should be revoked by the root CA), if
intermediate CA certificates are supported.
The evaluator shall ensure that a valid certificate is used, and that the validation
function succeeds. The evaluator then attempts the test with a certificate that has
been revoked (for each method chosen in the selection) to ensure when the
certificate is no longer valid that the validation function fails.
Test Flow
 Attempt a connection with a valid server certificate
 Verify the connection succeeds
 Attempt a connection with a revoked server certificate
 Verify the connection fails
 Attempt a connection with a revoked Intermediate CA certificate
 Verify the connection fails
Pass/Fail with PASS
Explanation
The connection succeeds with a valid server certificate. The connection fails with a
revoked Server certificate and Intermediate CA certificate. This meets testing
requirements.

6.7.5

FIA_X509_EXT.1.1 Test 4
Item Data
Assurance If OCSP is selected, the evaluator shall configure the OCSP server or use a
Activity man-in-the-middle tool to present a certificate that does not have the OCSP signing
purpose and verify that validation of the OCSP response fails. If CRL is selected, the
evaluator shall configure the CA to sign a CRL with a certificate that does not have
the cRLsign key usage bit set, and verify that validation of the CRL fails.
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Test Flow



Present a CRL signed by a CA certificate that does not have the CRL sign KU
bit
Verify that validation of the CRL fails.


Pass/Fail with PASS
Explanation
The connection is rejected when a CRL signed by a CA certificate missing the CRL
signing purpose in the Key Usage was presented to the TOE. The CRL did not
indicate the server certificate was revoked, so the connection was rejected because
validation of the CRL failed. This meets the testing requirements.

6.7.6

FIA_X509_EXT.1.1 Test 5
Item Data
Assurance The evaluator shall modify any byte in the first eight bytes of the certificate and
Activity demonstrate that the certificate fails to validate. (The certificate will fail to parse
correctly.)
Test Flow
 Configure a connection with a peer on the TOE
 Ensure that digital certificates are used for authentication
 During session establishment modify a byte in the first eight bytes of the
certificate
 Verify that the connection does not complete
Pass/Fail with PASS
Explanation
The certificate fails to validate. This meets the testing requirements.

6.7.7

FIA_X509_EXT.1.1 Test 6
Item Data
Assurance The evaluator shall modify any byte in the last byte of the certificate and
Activity demonstrate that the certificate fails to validate. (The signature on the certificate
will not validate.)
Test Flow
 Modify any bit in the last byte of the certificate
 Verify the certificate fails to validate
Pass/Fail with PASS
Explanation
The certificate fails to validate. This meets the testing requirements.

6.7.8

FIA_X509_EXT.1.1 Test 7
Item Data
Assurance The evaluator shall modify any byte in the public key of the certificate and
Activity demonstrate that the certificate fails to validate. (The signature on the certificate
will not validate.)
 Modify any byte in the public key of the certificate
 Demonstrate that the certificate fails to validate
Pass/Fail with PASS
Explanation
It is not possible to use a certificate that has been modified. This meets the testing
requirements.
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6.7.9

FIA_X509_EXT.1.2 Test 1 (TD0495)
Item Data
Assurance The evaluator shall ensure that the certificate of at least one of the CAs in the chain
Activity does not contain the basicConstraints extension. The evaluator shall confirm that
validation of the certificate path fails (i) as part of the validation of the peer
certificate belonging to this chain; and/or (ii) when attempting to add the CA
certificate without the basicConstraints extension to the TOE's trust store.
TD0495 applied
Test Flow
 Create a certificate that does not contain the basicConstraints extension
 Verify that certificate validation fails.
Pass/Fail with PASS
Explanation
Incomplete certificates (without the basicConstraints extension) fail to validate and
are rejected. This meets the testing requirements.

6.7.10 FIA_X509_EXT.1.2 Test 2 (TD0495)
Item Data
Assurance The evaluator shall ensure that the certificate of at least one of the CAs in the chain
Activity has the CA flag in the basicConstraints extension not set. The evaluator shall confirm
that validation of the certificate path fails (i) as part of the validation of the peer
certificate belonging to this chain; and/or (ii) when attempting to add the CA
certificate with the CA flag not set (or set to FALSE) in the basicConstraints
extension to the TOE's trust store.
TD0495 applied
Test Flow
 Create a certificate of the CA issuing the TOE's certificate has the CA flag in
the basicConstraints extension not set
 Verify that certificate validation fails.
Pass/Fail with PASS
Explanation
Certificates without the basicConstraints extension set fail to validate and are
rejected. This meets the testing requirements.

6.7.11 FIA_X509_EXT.2.2 TSS 1
Assurance The evaluator shall check the TSS to ensure that it describes how the TOE chooses
Activity which certificates to use, and any necessary instructions in the administrative
guidance for configuring the operating environment so that the TOE can use the
certificates.
The evaluator shall examine the TSS to confirm that it describes the behavior of the
TOE when a connection cannot be established during the validity check of a
certificate used in establishing a trusted channel. The evaluator shall verify that any
distinctions between trusted channels are described. If the requirement that the
administrator is able to specify the default action, then the evaluator shall ensure
that the operational guidance contains instructions on how this configuration action
is performed.
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Pass/Fail with PASS
Explanation
The evaluator checked the TSS to ensure that it describes how the TOE chooses
which certificates to use, and any necessary instructions in the administrative
guidance for configuring the operating environment so that the TOE can use the
certificates. The TSS in section 6 Table 9 of ST and section 3.2 ‘Manage
Administrative Permissions for System Objects’ of AGD were used to determine the
verdict of this activity. Upon investigation, the evaluator found that the TSS states,
“The TOE uses X.509v3 certificates as defined by RFC 5280 to support
authentication for TLS connections. All certificate validation is performed by the
underlying Windows platform, and certificates are stored in the Windows certificate
store. “
“As stated in the Windows ST, certificate validation is done in conformance to RFC
5280. Certificate validation paths must terminate with a trusted CA certificate that
contains the basicConstraints extension and a CA flag that is set to TRUE.
ExtendedkeyUsage field validation is also performed.”
Based on this the assurance activity is considered satisfied.

6.7.12 FIA_X509_EXT.2.2 Test 1
Item Data
Assurance Test 1: The evaluator shall demonstrate that using a valid certificate that requires
Activity certificate validation checking to be performed in at least some part by
communicating with a non-TOE IT entity. The evaluator shall then manipulate the
environment so that the TOE is unable to verify the validity of the certificate, and
observe that the action selected in FIA_X509_EXT.2.2 is performed. If the selected
action is administrator-configurable, then the evaluator shall follow the operational
guidance to determine that all supported administrator-configurable options
behave in their documented manner.
Test Flow CRL
- The evaluator attempted a connection using valid server certificate from
TOE (10.1.2.239) to TLS server (10.1.2.160) and the connection succeeded
after the CRL check was performed by the CRL server (10.1.2.109)
- The evaluator observed the Wireshark capture below to see that the
connection was successful after the revocation status was found to be good.
- The evaluator shall then manipulated the environment so that the TOE is
unable to verify the validity of the certificate, and observe that the action
selected in FIA_X509_EXT.2.2 is performed i.e. When the application cannot
establish a connection to determine the validity of a certificate, the
application shall reject the certificate.
- The evaluator verified that when the CRL server (10.1.2.109) was offline, the
TOE (10.1.2.239) rejected the certificate and the connection with the TLS
Server failed (10.1.2.160)
Pass/Fail with PASS
Explanation
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The evaluator verified that when the CRL server was online, the revocation check
was successful. The evaluator then manipulated the connection and made the CRL
server offline and the TOE rejected the connection with the server as specified in
FIA_X509_EXT.2.2.

6.7.13 FIA_X509_EXT.2.2 Test 2
Item Data
Assurance Test 2: The evaluator shall demonstrate that an invalid certificate that requires
Activity certificate validation checking to be performed in at least some part by
communicating with a non-TOE IT entity cannot be accepted.
Pass/Fail with PASS
Explanation
This test is performed in conjunction with FIA_X509_EXT.1.1 Test #3
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7

Security Assurance Requirements

7.1

ADV_FSP.1 Development
Assurance There are no specific assurance activities associated with these SARs, except
Activity ensuring the information is provided. The functional specification documentation is
provided to support the evaluation activities described in Section 5.1, and other
activities described for AGD, ATE, and AVA SARs. The requirements on the content
of the functional specification information is implicitly assessed by virtue of the
other assurance activities being performed; if the evaluator is unable to perform an
activity because there is insufficient interface information, then an adequate
functional specification has not been provided.
Pass/Fail with PASS
Explanation
The evaluator found that all assurance activities were able to be performed and all
interfaces were specified in a way that allowed this to occur. Based on these
findings, this work unit is considered satisfied.

7.2

AGD_OPE.1 Guidance 1
Assurance If cryptographic functions are provided by the TOE, the operational guidance shall
Activity contain instructions for configuring the cryptographic engine associated with the
evaluated configuration of the TOE. It shall provide a warning to the administrator
that use of other cryptographic engines was not evaluated nor tested during the CC
evaluation of the TOE.
Pass/Fail with PASS
Explanation
Section 2 ‘Platform Configuration’ and sections 4.2 of AGD was used to determine
the verdict of this work unit. Upon investigation, the evaluator found that no
configuration of the cryptographic engine is necessary.
Based on this the assurance activity is considered satisfied.

7.3

AGD_OPE.1 Guidance 2
Assurance The documentation must describe the process for verifying updates to the TOE by
Activity verifying a digital signature – this may be done by the TOE or the underlying
platform. The evaluator shall verify that this process includes the following steps:
Instructions for obtaining the update itself. This should include instructions for
making the update accessible to the TOE (e.g., placement in a specific directory).
Instructions for initiating the update process, as well as discerning whether the
process was successful or unsuccessful. This includes generation of the hash/digital
signature. The TOE will likely contain security functionality that does not fall in the
scope of evaluation under this PP. The operational guidance shall make it clear to an
administrator which security functionality is covered by the evaluation activities.
Pass/Fail with PASS
Explanation
Section 5 ‘TOE Updates’ of AGD was used to determine the verdict of this work unit.
Upon investigation, the evaluator found that guidance describes User-initiated
update process:
 Checking the software version is located in section 5
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 Installation and updating the TOE is located in sections 5
 Checking for updates is located in section 5
In addition the evaluator found that TSS entry for FPT_TUD_EXT.1 states:
“Updates to the TOE are distributed as .MSI installation files and are performed in
the same manner as a product installation.
All binaries are signed using signtool.exe, which is a .Net framework tool for digital
file signatures. TOE version can be found in the WebAdmin UI in the ‘About Trust
Protection Platform’ selection or on the REST API with the ‘SystemStatus/Version’
call. The removal of the TOE installation package results in the deletion of all traces
of the application.”
Based on this the assurance activity is considered satisfied.

7.4

AGD_PRE.1 Guidance 1
Assurance As indicated in the introduction above, there are significant expectations with
Activity respect to the documentation—especially when configuring the operational
environment to support TOE functional requirements. The evaluator shall check to
ensure that the guidance provided for the TOE adequately addresses all platforms
claimed for the TOE in the ST.
Pass/Fail with PASS
Explanation
Section 1.1 ‘Evaluation Platforms’ and section 2 ‘Platform Configuration’ of AGD
was used to determine the verdict of this work unit. Upon investigation, the
evaluator found that AGD describes the platform on which the TOE resides. Section
1.1 ‘Evaluation Platforms’ of AGD identifies each of the platforms. Based on this the
assurance activity is considered satisfied.

7.5

ALC_CMC.1 TSS 1
Assurance The evaluator shall check the ST to ensure that it contains an identifier (such as a
Activity product name/version number) that specifically identifies the version that meets
the requirements of the ST. Further, the evaluator shall check the AGD guidance and
TOE samples received for testing to ensure that the version number is consistent
with that in the ST. If the vendor maintains a web site advertising the TOE, the
evaluator shall examine the information on the web site to ensure that the
information in the ST is sufficient to distinguish the product.
Pass/Fail with PASS
Explanation
The evaluator examined the ST to ensure that it contains an identifier that
specifically identifies the version that meets the requirement of the ST. Section 1.1
of the ST was used to determine the verdict of this assurance activity. The evaluator
found that the TOE is identified as Venafi Trust Protection Platform with a version of
19.2. This is consistent with how the product is identified in the guidance document
and on Venafi website.
Based on this the assurance activity is considered satisfied.

56

7.6

ALC_CMS.1 Guidance 1
Assurance The "evaluation evidence required by the SARs" in this PP is limited to the
Activity information in the ST coupled with the guidance provided to administrators and
users under the AGD requirements. By ensuring that the TOE is specifically
identified and that this identification is consistent in the ST and in the AGD guidance
(as done in the assurance activity for ALC_CMC.1), the evaluator implicitly confirms
the information required by this component. Life¬cycle support is targeted aspects
of the developer’s life¬cycle and instructions to providers of applications for the
developer’s devices, rather than an in¬depth examination of the TSF manufacturer’s
development and configuration management process. This is not meant to diminish
the critical role that a developer’s practices play in contributing to the overall
trustworthiness of a product; rather, it’s a reflection on the information to be made
available for evaluation.

The evaluator shall ensure that the developer has identified (in guidance
documentation for application developers concerning the targeted platform) one or
more development environments appropriate for use in developing applications for
the developer’s platform. For each of these development environments, the
developer shall provide information on how to configure the environment to ensure
that buffer overflow protection mechanisms in the environment(s) are invoked (e.g.,
compiler flags). The evaluator shall ensure that this documentation also includes an
indication of whether such protections are on by default, or have to be specifically
enabled. The evaluator shall ensure that the TSF is uniquely identified (with respect
to other products from the TSF vendor), and that documentation provided by the
developer in association with the requirements in the ST is associated with the TSF
using this unique identification.
Pass/Fail with PASS
Explanation
As stated in other assurance activities, the TOE has been uniquely identified and all
identifying information is consistent. FPT_AEX_EXT.1 listed in the ST identifies how
buffer overflow protection is invoked. Based on this the assurance activity is
considered satisfied.

7.7

ALC_TSU_EXT.1 TSS 1
Assurance The evaluator shall verify that the TSS contains a description of the timely security
Activity update process used by the developer to create and deploy security updates. The
evaluator shall verify that this description addresses the entire application. The
evaluator shall also verify that, in addition to the TOE developer’s process, any third
party processes are also addressed in the description. The evaluator shall also verify
that each mechanism for deployment of security updates is described. The
evaluator shall verify that, for each deployment mechanism described for the
update process, the TSS lists a time between public disclosure of a vulnerability and
public availability of the security update to the TOE patching this vulnerability, to
include any third-party or carrier delays in deployment. The evaluator shall verify
that this time is expressed in a number or range of days. The evaluator shall verify
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that this description includes the publicly available mechanisms (including either an
email address or website) for reporting security issues related to the TOE. The
evaluator shall verify that the description of this mechanism includes a method for
protecting the report either using a public key for encrypting email or a trusted
channel for a website.
Pass/Fail with PASS
Explanation
The evaluator examined the sections 5.6 and 6 in the TSS of the ST and found that
the entry contains a description of how security updates are created and deployed.
Upon investigation, the evaluator found that updates are provided using the
platform update mechanisms and delivered as part of a system update. If a security
vulnerability is identified for the TOE, the TSS states:
“Updates to the TOE are distributed as .MSI installation files and are performed in
the same manner as a product installation.
All binaries are signed using signtool.exe, which is a .Net framework tool for digital
file signatures.
TOE version can be found in the WebAdmin UI in the ‘About Trust Protection
Platform’ selection or on the REST API with the ‘SystemStatus/Version’ call.”
Section 5.6 table 8 states (ALC_TSU_EXT.1 entry):
“Venafi uses a systematic method for identifying and providing security relevant
updates to the TOEs users via its support infrastructure. Users can report issues
using the Venafi Customer Portal https://customerportal.venafi.com/ or by emailing
support@venafi.com”
Based on these findings, this work unit is considered satisfied.

7.8

ATE_IND.1 Test 1
Assurance The evaluator shall prepare a test plan and report documenting the testing aspects
Activity of the system, including any application crashes during testing. The evaluator shall
determine the root cause of any application crashes and include that information in
the report. The test plan covers all of the testing actions contained in the [CEM] and
the body of this PP’s Assurance Activities.
While it is not necessary to have one test case per test listed in an Assurance
Activity, the evaluator must document in the test plan that each applicable testing
requirement in the ST is covered. The test plan identifies the platforms to be tested,
and for those platforms not included in the test plan but included in the ST, the test
plan provides a justification for not testing the platforms. This justification must
address the differences between the tested platforms and the untested platforms,
and make an argument that the differences do not affect the testing to be
performed. It is not sufficient to merely assert that the differences have no affect;
rationale must be provided. If all platforms claimed in the ST are tested, then no
rationale is necessary. The test plan describes the composition of each platform to
be tested, and any setup that is necessary beyond what is contained in the AGD
documentation. It should be noted that the evaluator is expected to follow the AGD
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documentation for installation and setup of each platform either as part of a test or
as a standard pre-test condition. This may include special test drivers or tools. For
each driver or tool, an argument (not just an assertion) should be provided that the
driver or tool will not adversely affect the performance of the functionality by the
TOE and its platform.
This also includes the configuration of the cryptographic engine to be used. The
cryptographic algorithms implemented by this engine are those specified by this PP
and used by the cryptographic protocols being evaluated (IPsec, TLS, SSH). The test
plan identifies high-level test objectives as well as the test procedures to be
followed to achieve those objectives. These procedures include expected results.
The test report (which could just be an annotated version of the test plan) details
the activities that took place when the test procedures were executed, and includes
the actual results of the tests. This shall be a cumulative account, so if there was a
test run that resulted in a failure; a fix installed; and then a successful re-run of the
test, the report would show a “fail” and “pass” result (and the supporting details),
and not just the “pass” result.
Pass/Fail with PASS
Explanation
In support of the AAs in the PP, the evaluator created a test plan. This test plan
includes an equivalency argument, a description of the test infrastructure (including
the host platforms), each test case, and actual results for each test case.
Based on these findings, this work unit is considered satisfied.

7.9

AVA_VAN.1 Test 1
Assurance The evaluator shall generate a report to document their findings with respect to this
Activity requirement. This report could physically be part of the overall test report
mentioned in ATE_IND, or a separate document. The evaluator performs a search of
public information to find vulnerabilities that have been found in similar
applications with a particular focus on network protocols the application uses and
document formats it parses. The evaluator shall also run a virus scanner with the
most current virus definitions against the application files and verify that no files are
flagged as malicious. The evaluator documents the sources consulted and the
vulnerabilities found in the report.
For each vulnerability found, the evaluator either provides a rationale with respect
to its non-applicability, or the evaluator formulates a test (using the guidelines
provided in ATE_IND) to confirm the vulnerability, if suitable. Suitability is
determined by assessing the attack vector needed to take advantage of the
vulnerability. If exploiting the vulnerability requires expert skills and an electron
microscope, for instance, then a test would not be suitable and an appropriate
justification would be formulated.
Pass/Fail with PASS
Explanation
The evaluator examined sources of information publicly available to identify
potential vulnerabilities in the TOE. The sources of the publicly available information
are provided below.
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The evaluator searched the Internet for potential vulnerabilities in the TOE using the
web sites listed below. The sources of the publicly available information are
provided below.




http://nvd.nist.gov/
http://www.us-cert.gov
http://www.securityfocus.com/

The evaluator performed the public domain vulnerability searches using the
following key words. The search was performed on February 20, 2020.




















Venafi
Trust Platform v19.2
JSON.Net
PDFSharp
MigraDoc
HTMLAgility Pack
MS Anti-Cross Site Scripting Library
IronPython
jQuery v3.4.1
Moment JS v2.24.0
Backbone JS v1.4.0
Twitter bootstrap Apache v2
Underscore
Boost
Beast
JSON11
Base64
Cxxopts
Chaos.NaCI

The evaluator selected the search key words based upon the following criteria.






The vendor name was searched,
The software running on the TOE devices were searched. Further, the
version the TOE software in evaluation was searched,
The name of the hardware devices within the TOE,
The secure protocols supported by the TOE,
The type of TOE device.

The searches returned no applicable vulnerabilities. The full results of the
vulnerability search can be found in the AVA_VAN test report.
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8

Technical Decisions

All NIAP Technical Decisions (TDs) issued to date that are applicable to [SWAPP] and [SSHEP] have been
addressed. The following table identifies all applicable TD:
Identifier

Applicable

0495 – FIA_X509_EXT.1.2 Test Clarification
0471 – Changes to App PP v1.3 related to PPModules
0465 – Configuration Storage for .NET Apps
0446 – Missing selections for SSH
0445 – User Modifiable File Definition
0444 – IPsec selections
0435 – Alternative to SELinux for FPT_AEX_EXT.1.3
0437 – Supported Configuration Mechanism
0434 – Windows Desktop Applications Test
0427 – Reliable Time Source
0416 – Correction to FCS_RBG_EXT.1 Test Activity
0420 – Conflict in FCS_SSHC_EXT.1.1 and
FCS_SSHS_EXT.1.1
0332 – Support for RSA SHA2 host keys
0331 – SSH Rekey Testing
0240 – FCS_COP.1.1(1) Platform provided crypto for
encryption/decryption

Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes

Exclusion Rationale (if applicable)

TOE does not run in Linux environment.

Yes
Yes
Yes

9

Conclusions
All testing and assurance activities pass.
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---End of Document---
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