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Preface

Preface 
The RedSeal User Guide describes how to use the analytical capabilities of the RedSeal 
software to:

 gather computer network traffic and security data 

 interpret that data to facilitate fact-based decision making 

 optimize your computer data security processes 

The RedSeal software can be installed on any host that meets certain minimum 
requirements (see system requirements in the RedSeal Installation and Administration 
Guide), or it can be run from a dedicated RedSeal appliance.

Both the appliance and the software-only implementations use the same client/server 
software to import configurations and vulnerability assessment data, model your 
network, and calculate and map the security risks confronting your network resources. 

Although RedSeal currently models IPv4 networks, it allows data collection from IPv6 
addresses of network devices. 

The principal differences between the two platforms are as follows:

 the appliance is a rack-mounted computer dedicated to the RedSeal server, which is 
managed through a command line interface (CLI) accessible from a direct console 
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connection or SSH session; see the RedSeal Installation and Administration Guide 
for CLI syntax 

 the software-only implementation can be installed from an executable installation 
file onto any computer that meets RedSeal’s minimum requirements; server 
management functions are available through an administrative user interface 
window 

Intended Audience 
This guide is intended for experienced IT system managers, network security officers, 
and members of their organizations who will be responsible for using the RedSeal 
software. 

You should understand TCP/IP networking and network security vulnerabilities and 
remediation procedures in general and you should have a close working knowledge of 
your specific network infrastructure. You should also have a thorough understanding of 
your organization’s network security policies.

Knowledge of the Linux/UNIX operating systems is helpful though not required for 
managing the appliance.

Document Organization 
This guide contains the following sections:

 Introduction to RedSeal  on page  45, describes the RedSeal software’s main features 
and what kinds of results it can produce, and provides a brief, high-level view of the 
appliance’s internal architecture 

 Analysis  on page  57, describes the RedSeal Threat Reference Library (TRL), 
vulnerabilities, and the RedSeal analysis process 

 Building a Network Blueprint  on page  75, describes the network modeling process, 
including import methods and checks for Best Practices 

 Reports and Dashboards  on page  109, describes the reports that are available from 
the Reporting tab in the user interface 

 Policy Management  on page  195, describes how you can use RedSeal to verify 
network compliance with your custom policies, and with the Payment Card 
Industry standard 
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 The User Interface  on page  233, provides a detailed look at the main pages of the 
RedSeal client application user interface 

 UI Tools and Utilities  on page  369, provides a detailed look at utilities accessed from 
menu commands and links on the main user interface pages 

 Creating and Managing Tickets  on page  499, documents RedSeal’s integration with 
BMC Remedy 

 Topology Management  on page  517, discusses strategies and methods for organizing 
the topology map on the Maps & Views tab 

 Configuration Checks  on page  531describes each of the Best Practices checks 
performed by RedSeal 

 Reports  on page  707describes how to generate legacy reports independently of the 
user interface, and itemizes user-settable parameters for legacy reports 

 RedSeal Syslog Events  on page  743 describes RedSeal syslog events 

 Glossary  on page  749 defines terms used by RedSeal 

 Third Party Licenses  on page  755, provides license text for 3rd party open source 
packages used by RedSeal 

RedSeal Documentation 
RedSeal documentation is distributed in electronic format only and can be viewed as 
PDFs from the client application launch page or the Help menu in the client 
application. The online help is an HTML version of the user documentation and is 
displayed in your system’s default browser.

RedSeal may update documents at any time between software releases. You can obtain 
updated versions of documents on the support page.

For more information, contact support@redseal.net.
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1
1Introduction to RedSeal 

The RedSeal vulnerability and network assessment system consists of a client/server 
software application that provides a detailed view of your network infrastructure, 
enabling you to efficiently measure, prioritize, and mitigate security risks in your 
network and optimize compliance with your organization’s policies and best practices. 

See:

 Installing, Using the Client Application 

 Building and Analyzing A Network Object Model 

 Different Views 

 Model, Measure, and Mitigate 

 Keeping Score 

Installing, Using the Client Application 
In order to use the RedSeal software, you must first have a running RedSeal server. 
Installation of the RedSeal client application requires you to connect to the server using a 
web browser. 

For instructions on installing both client and server, see the RedSeal Installation and 
Administration Guide

For a quick overview of how to get started using the client once everything is 
operational, see First Steps  on page  251 of this document.
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Building and Analyzing A Network Object 
Model 

The RedSeal system is designed to analyze your network’s layer 3 devices and traffic. 

During the process of importing device configurations and vulnerability assessment 
reports into the database and then analyzing the data, RedSeal performs the following 
actions:

 conducts a series of Best Practice checks on each device to identify such potential 
problems as conflicts and redundancies in access control lists and security policies 

 maps potential traffic flow among computer systems 

 matches ports and protocols found to be in use on your network hosts against a 
library of vulnerabilities 

The RedSeal client application then displays maps showing the intersections of these 
vulnerabilities and your network.

The in-memory representation of all of this information constitutes the RedSeal object 
model of your network.

Each time you re-import configuration and vulnerability manager data into the database 
and then run analysis, this object model is updated.

Modeling Devices 
If you import configurations during the data collection process for devices that do not 
normally operate at layer 3—switches, for example—RedSeal will run Best Practice 
checks on them and add them to the layer 3 object model. But, unless these devices are 
capable of, and configured for, routing, they will not be part of RedSeal’s analysis. nor 
will they count against your layer 3 licensed device count. They can be left out of your 
data collections with no adverse impact on analysis results. 

Circumstances where you may want to include layer 2 devices include the following:

 devices are integral components of your network security posture, such as 
transparent firewalls or WatchGuard firewalls in drop-in mode 

  layer 2 and layer 3 device configurations are stored in the same repository and 
segregating collections is not a viable or desirable option 
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 you want to see Best Practice check results for your devices 

If you want to view a model that reflects layer 2 data, you can choose to collect layer 2 
data during data collection tasks, including L2 interfaces, MAC addresses, and VLAN 
data. RedSeal uses this information to generate layer 2 maps of your subnets. To use this 
data, you must have a license that supports layer 2 data. For more information, see 
Viewing Layer 2 Information for a Layer 3 Subnet.

Different Views 
RedSeal offers views of your network from several vantage points:

 For the Chief Information Officer (CIO) or Vice President of Operations—
provides an overall view of the interrelationships of the various applications, network 
configurations, and security threats found on complex networks; it also provides 
tools to evaluate security risks and assess the return on investment (ROI) of your 
security budget 

 For auditors and compliance managers—provides visibility into the compliance 
status of systems in the network, allowing you to quickly determine which devices 
are out of compliance and why; once remediation has been completed, RedSeal can 
verify and report on the changes 

 For IT managers and technicians—provides an aggregate view of the network 
and its components: 

 provides information that can be used proactively to prevent attack 

 tells whether your network security risk is increasing or decreasing and helps you 
figure out why 

 pinpoints bad configuration settings and recent changes that break access to an 
application or expose a server to threats; RedSeal uncovers these problems before 
they affect your organization’s ability to conduct its business 

 helps prioritize your workload so that the areas of highest risk will be addressed 
first 

Model, Measure, and Mitigate 
The RedSeal system allows IT and security managers to model a network, measure its 
level of risk, and mitigate vulnerabilities.
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Model 
RedSeal uses actual configurations and vulnerability manager data from your network 
assets to create a model, or blueprint, of your network. 

This model is then analyzed against RedSeal’s Threat Reference Library (TRL), which 
maps known vulnerabilities to specific devices and applications in order to identify the 
threats that can flow from untrusted sources to specific subnets. See Analysis  on page 
57.

RedSeal then generates a topology map of your network, with color-coded links and 
icons identifying your most vulnerable devices and showing the path and direction of 
possible attacks. It also reports any configuration problems encountered as it loaded your 
imported data and modelled network connectivity.

Security blueprints such as this can easily provide answers to such questions as How 
would the Sasser attack flow through my network? or Are my firewalls still configured to 
protect and enable my Oracle VLAN? 

If access to an application is determined to be broken or if vulnerabilities are found, 
RedSeal can provide remediation suggestions.

Measure 
The RedSeal system uses the results of its analysis of your network blueprint to create a 
map showing relative risk for all devices in your network. 

Color-coded rectangles representing devices can be sized and grouped according to 
various criteria, including subnet, prevalent protocol, or operating system, for example, 
and you can filter the color-coding scheme to highlight any number of devices, from all 
devices in the network to only those at the most critical level of risk. 

You can rank your resources by assigning a business value to an application or host. 
When you then run an analysis, you may find, for example, that the server running an e-
commerce site which generates significant revenue should be given a higher priority than 
the server on which your employee benefits intranet runs.

Mitigate 
RedSeal has also created a set of IT security metrics to measure the likelihood of an 
attack and its potential impact on your organization. 

The RedSeal client application can generate exportable, printable reports that enable you 
to view the security status of your network, progress made in implementing security 
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policies, and overall risk assessment—based on IT security metrics—in business terms 
that can be meaningfully conveyed to upper management. 

For example, RedSeal reports can provide you with documentation which demonstrates 
your organization’s compliance with federal or local regulatory requirements such as the 
data-handling and financial disclosure sections of the Sarbanes-Oxley (SOX) or Gramm-
Leach-Bliley (GLB) United States federal laws, or with industry standards such as the 
Payment Card Industry (PCI) standards.

A report showing which devices are most vulnerable to attack, for example, could be 
used to demonstrate that your organization’s critical financial systems are not exposed to 
uncontrolled access.

In addition to generating reports based on threats and vulnerabilities that have been 
identified by analysis of the blueprint, the RedSeal server conducts a series of Best 
Practices and Model Issues checks as it scans your device configurations and models 
network connectivity. 

These checks can identify problematic, contradictory, or questionable configuration 
statements and provide a means of auditing the efficacy of access rules.

RedSeal provides more than 100 of these checks to verify that such conditions as, for 
example, overly permissive access have not been inadvertently created by your network 
configurations. 

Issues covered by these checks include Network Address Translation (NAT), security 
rules (access control lists, or ACLs), and network definition such as overlapping subnets. 

See Best Practices.

Keeping Score 
Since each network, and its definition of acceptable risk, is unique, RedSeal provides a 
variety of ways to view risk.

A report of type Host Level Risk | High Interest Hosts (see High Interest Hosts Report 
Template), sorted by risk, shows which individual servers are most at risk. 

The same report sorted by downstream risk shows where your network defenses are most 
vulnerable. 

In each case, you can narrow the focus to a specified subset of your servers by creating 
groups (zones) within views.
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For a single, network-wide score for overall risk, see Summary of Risk Metrics Report 
Template. Risk values (chart on the left side of the report, and in the table in the lower 
left corner of the page) are a summation of individual host risk scores calculated by the 
RedSeal analysis engine during the most recent run of analysis (see Calculated 
Vulnerability Values). 

A summary view of your network’s risk over time is available in a Trend report (see 
Trends Report Template).

Adaptive Risk 
The RedSeal server performs adaptive risk analysis, a pragmatic approach to performing 
risk analysis and quantification calculations that requires only a minimum data set to 
begin providing visibility into your network’s security profile. 

As the system subsequently learns more about your network, the quality of the analysis 
and the precision of the results increases commensurately.

RedSeal’s strategy allows an organization to install and implement a risk management 
solution extremely quickly, often within a couple of days after importing configurations 
into the system. 

See:

 How RedSeal Software Works 

 Supported Data Sources 

 Network Management Strategies 

How RedSeal Software Works 
Configuration data imported into the system from a variety of network devices—
firewalls and routers—as well as vulnerability managers is used to create a security 
blueprint, or model, of your network.

The raw data required for this model can be obtained from a variety of sources:

 router or firewall configurations, either accessed directly or imported from files 

 network vulnerability managers 

 manual entry of data 

See Supported Data Sources.
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Data can be uploaded manually or you can define tasks to automatically update this 
information on a regular basis. 

See Product Components.

The RedSeal analytical engine builds a model of your network, matches the model 
against a library of known vulnerabilities, and maps your network security profile.

RedSeal maps scanner data and Common Vulnerabilities and Exposures (CVEs, 
published by the National Institutes of Standards and Technology—NIST—an agency 
of the United States Department of Commerce) to the network model. For more 
information about how RedSeal analyzes and presents vulnerability data, see Analysis  on 
page  57.

The RedSeal-generated model provides you with a comprehensive security profile of your 
network:

 Risk analysis shows where the network hot spots are, to help you quickly identify 
threat mitigation priorities and to track the risk posture of key network segments 
daily 

 Threat analysis helps you determine which servers and network devices to patch first 
and where to apply blocking filters to reduce exposure 

 Network analysis lets you verify that unwanted services are not allowed to flow 
through the network 

Supported Data Sources 
RedSeal’s adaptive risk approach can be used with any size data set, from a few device 
configurations to a comprehensive representation of an entire network. 

You can incrementally add network information from any relevant data sources you have 
in your network. 

RedSeal’s solution supports the following data sources:

 Network device configurations (such as routers and firewalls) 

 Vulnerability managers 

For a more detailed list of input sources, see Extensible Architecture.

If the RedSeal system is given data only from router configurations and firewall filtering 
rules, it can infer some basic information about the security posture of subnets and some 
servers (for example, whether web traffic is allowed to reach a particular server). 
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The server can then use its built-in library of threats—HTTPS exploits, for example—to 
provide an intelligent, graphical view of the network’s potential vulnerabilities. As more 
information is given to the system, a more precise view of the server’s risk posture and 
vulnerability state can be presented.

Network Management Strategies 
The following types of security products integrate with RedSeal’s solution but do not of 
themselves perform the same role:

 Reactive technologies, including firewalls and security event/incident managers, 
detect that a threat has entered the network only after the fact. 

 RedSeal’s solution, in contrast, incorporates these systems into its security 
blueprint and can then predict where a threat might occur and provide 
information about how to avoid the problem. 

 Vulnerability analysis (VA) managers are effective at identifying vulnerabilities on 
devices but cannot render a holistic view—the location within the network, the 
downstream impact, or whether the exploit is effectively neutralized by filtering 
devices along its path 

 RedSeal’s security blueprint would accurately reflect that the device is in fact 
secure, and thereby save you from having to investigate whether the alert from 
the VA manager was just another of its many false positives. 

 Firewalls and routers are very important components of an infrastructure, but the 
interrelationships of these devices can make them difficult to coordinate and easy to 
misconfigure. 

 RedSeal’s solution integrates these products to give you a complete view of their 
interactions, and it allows you to perform traffic, risk, and threat analyses. 

Product Components 
RedSeal software consists of four main components:

 The server—if left connected to the network, the RedSeal server can periodically 
update your network topology information base; the system contains an integrated 
data store for maintaining RedSeal’s regularly updated TRL and user and system-
state records; server-based operations, such as database management (backup, 
restoration, or reset, for example), server performance management, plug-in 
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management, license management, and SSL certificate management) are 
documented in the RedSeal Installation and Administration Guide 

 A graphical user interface (GUI)—a Java application that provides user-level access 
to the data modeling and analysis functions of the RedSeal system; user-related 
operations are documented in the RedSeal User Guide 

 A web application user interface (GUI)—a web application that provides user-level 
access to a sub-set of the data modeling and analysis functions of the RedSeal 
system; user-related operations are documented in the RedSeal User Guide 

 Command Line Interface (CLI)—RedSeal’s dedicated appliances are managed from 
a CLI accessed through an SSL (or telnet) session; see the RedSeal Installation and 
Administration Guide for CLI syntax 

Extensible Architecture 
RedSeal’s plug-in architecture for incorporating device information into its models 
means that new data sets and device types can be added quickly.

Plug-ins are provided for importing data from various router, firewall, and VA devices as 
well as communication protocols commonly used for connecting to the devices, 
including telnet, SSH, CVS (Concurrent Versioning System), FTP, and CPMI (Check 
Point Management Interface). 

See the RedSeal Data Import Plugins Guide in the RedSeal documentation set for a 
comprehensive list of supported systems.

Multi-Level Security 
The RedSeal network management solution addresses a broad variety of security 
requirements:

 Secure data exchange (see also Data Security)—data in motion is encrypted: 

 credentials are encrypted with a 128-bit AES key 

 SSL (2048-bit key) is used for communication between the RedSeal client and 
server 
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 SSH (v1 and v2) is used for communication between the RedSeal server and 
various third-party systems; the RedSeal server will attempt to use v2 and only 
use v1 if the first attempt fails to connect 

 Data storage security—backups of the database and operating system image are 
encrypted with a 128-bit AES key 

 Data collection security—during data collection, RedSeal removes and does not 
store passwords to devices, SNMP community strings, and VPN pre-shared keys. 

 Host security—the RedSeal server is hardened to provide only the minimally needed 
functionality; operationally sensitive data is stored in encrypted form and Java code 
is obfuscated using publicly and commercially available tools 

 Client security—client/server communications use a 128-bit SSL (secure sockets 
layer) channel 

 user authentication can be through RedSeal’s authentication implementation, or you 
can use a RADIUS or LDAP system; see User Accounts in the RedSeal Installation 
and Administration Guide.

User Accounts and Permission Levels 
RedSeal supports three user types:

 Java Client 

 Web Interface 

RedSeal User Access Summary 
The following table summarizes which user interfaces each user can access. 

User Type Web Interface Java client

Java Client

• View User 

• Model User 

• Admin User 

Yes Yes

Web Interface Yes No
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Access to Menu Commands 
Various commands on the RedSeal client application’s menus will be enabled or disabled 
according to the permission level of the currently logged in user.

Only Admin user accounts will see the Admin menu displayed in the user interface if 
the server is running on a RedSeal appliance.

Default Account 
A newly installed RedSeal server has the following administrative account defined:

 uiadmin—account in the Admin permissions group; provides administrative-level 
access to the user interface 

See User Accounts in the RedSeal Installation and Administration Guide for information 
about creating and managing accounts in the user interface.
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After the RedSeal system has modeled your network, it can analyze the model to 
determine such information as:

 connectivity among your network resources 

 paths, ports, and services that provide access to those resources from external 
networks 

 which of your network resources are at risk from specific known vulnerabilities as 
defined by the National Vulnerability Database (NVD) 

Your network resources are drawn on a topology map as soon as you import the router 
and firewall configurations that define your network.

To improve performance of network model analysis, configure your RedSeal system with 
the cluster feature. The cluster feature allows a single RedSeal server, called a datahub, to 
distribute its tasks to multiple RedSeal servers, called spokes. See the Cluster 
Configuration chapter of the RedSeal Installation and Administration Guide for detailed 
information on how to configure the RedSeal server cluster.

Vulnerability assessment (VA) manager or scanner data and the RedSeal Threat Reference 
Library (TRL) together provide the information necessary for the RedSeal analyzer to 
calculate the risks that threaten your network and to map individual host vulnerabilities.

After analysis has finished, the RedSeal user interface can draw detailed threat and risk 
maps that can help you visualize the source, targets, and severity of these threats to hosts 
on your network.

See The Risk Tab and The Maps & Views Tab for more information about these maps and 
how to configure them to show customized views of your network’s exposure to risk.

Risk and threat maps are based on vulnerabilities associated with hosts only, not network 
devices such as routers or firewalls. A compromised router is a security breach orders of 
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magnitude more serious than a compromised host. Use the information provided by 
analysis of vulnerabilities together with the Best Practices checks performed by RedSeal 
as your device configurations are imported to get a more complete understanding of your 
network’s router exposure and subnet vulnerabilities.

For more information on understanding your network’s router exposure, see Best 
Practices.

Threat Reference Library 
Everything the RedSeal system knows about individual security risks is contained in the 
TRL, a compressed (.gz) XML file which RedSeal updates weekly.

Entries in the TRL define individual vulnerabilities derived from the NVD (the U.S. 
federal government’s vulnerability database) plus additional vulnerability information 
gathered by various third-party security providers and RedSeal’s own security experts.

The TRL maps these vulnerabilities to their targeted systems. The TRL identifies targeted 
applications (such as Apache or Oracle, for example), protocols (UDP, TCP, or ICMP), 
and the ports through which a related exploit is most likely to be launched.

Application mappings are made by RedSeal based on data obtained from various sources 
including the applications themselves and third party vendors. Port and service mappings 
are derived from the IANA common port registry.

You can also add or edit TRL vulnerabilities, in addition to the CVEs provided by 
RedSeal. For more information, see Adding and Editing Vulnerabilities.

Vulnerabilities Defined 
A vulnerability, in generalized computer networking terms, is a weakness or flaw in a 
system that leaves it susceptible to being exploited by an attacker.

Within the RedSeal environment, a vulnerability is a weakness in a host, found by a 
vulnerability manager and given a unique scanner identification number. One or more 
CVEs is grouped under each vulnerability found by the scanner. 

Each scanner ID represents one vulnerability, regardless of how many associated CVE-
IDs there are. RedSeal lists multiple related CVEs for each scanner ID. The severity of 
the vulnerability is based on the highest scoring associated CVE. RedSeal provides a link 
to the NVD database for each CVE associated with a vulnerability, so you can view 
further details.
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After analysis runs, Risk, Downstream Risk, and Exposure appear based on and sorted by 
scanner ID. The Risk Map and the Threat query also sort vulnerabilities based on 
scanner data rather than by individual CVEs-IDs.

For more information on how vulnerabilities are represented in the user interface, see 
The Vulnerabilities Tab.

CVE Details 
The NVD (National Vulnerability Database) assigns each CVE a unique ID, a loss type, 
and a severity level. See the NVD website for details about how the IDs, loss types, and 
severity levels are created and defined. 

Leapfrogging 
When an attacker uses a vulnerability on one computer system to gain unauthorized 
access to another host on a secure network, the process is called leapfrogging and the 
vulnerability that allows the second attack to occur is said to be leapfroggable.

Specifically, a vulnerability is leapfroggable if the host on which it exists can be used to 
cause an access type loss on a second host, the actual target of the exploit. 

Ignoring or Suppressing Vulnerabilities 
You can flag individual vulnerabilities so that the analysis engine ignores them, either 
globally (for all hosts) or for selected hosts. This is called suppression. For information 
about suppressing vulnerabilities, see Create/Edit Suppression.

Analyzer Results 
When you run the RedSeal analyzer process, vulnerability data from the TRL is applied 
to the network model derived from the configuration, firewall and vulnerability data 
which you previously imported into the database.

The information needed to match vulnerabilities defined in the TRL to individual 
resources on your network comes from:

 VA scan data—considered the most comprehensive, reliable data since it comes from 
information obtained from observation of actual hosts 
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Modeled Objects 
In order to match vulnerabilities to network resources, the analytical process constructs 
sets of six different types of loosely coupled objects:

 vulnerabilities—as provided by scanner data 

 ports—derived from access control lists in configuration files 

 services—software as observed in your scanner data 

 applications—software that performs one or more specific tasks 

 hosts—the hosts in your network, as revealed in your VA data, except that the 
RedSeal analyzer will always model at least one host in every subnet (RedSeal does 
not distinguish between hosts and servers; in the RedSeal blueprint, they are the 
same thing) 

 subnets—derived from your device configurations; see Subnets 

Calculated Vulnerability Values 
The RedSeal analysis engine uses the following information to calculate vulnerability 
values:

 for hosts:

 vulnerability count—total number of vulnerabilities that could be exploited on 
the host

 services—total number of services found in an active state on the host

 value—an estimate of business value for the host, in the range of 0..100; based 
on services found on the host, see Business Value; the calculated value can be 
overridden by user input, see Security Intelligence Center; RedSeal defaults to the 
following assignments:

• database services—75

• mail services (SMTP)—60

• HTTP services—50

• vmware-authd—35

• remote connection services (SSH, FTP, telnet)—20
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• all others, including NetBIOS, POP3—10 

 except: gadu-gadu, WAP Push, Microsoft-ds (a NetBios service)—1

 exposure—a measure of the probability, in the range 0..1, of an attack being 
launched from an untrusted network, either directly or indirectly, against the 
host by an attacker exploiting any one of the vulnerabilities that have been 
found on it; exposure can be modified by a high/medium/low multiplier that 
can be set on the Edit Subnet dialog; see Unreachable Host Exposure and Setting  
Subnet Trust Level 

 risk—the product of RedSeal's calculated exposure times RedSeal's calculated 
value, expressed as an integer (value times exposure rounded to nearest integer
—.5 or greater round up, less than .5 round down)

 downstream risk (DSR)—the sum of the RedSeal-calculated risk scores of all 
hosts downstream (reachable either directly or indirectly and which could 
therefore be exposed to leapfroggable vulnerabilities from this host); see 
Downstream Risk 

 confidence—a measure of RedSeal’s level of certainty in the information, in the 
range 0..1; based on such variables as the date the vulnerability was published, 
and source of the data, such as user input or VA manager (see Confidence Factor)

 for subnets and RedSeal-defined device groups: 

 value—the sum of the RedSeal-calculated value of individual hosts in the group 

 exposure—the maximum RedSeal-calculated exposure value among the 
members of the group 

 risk—group’s RedSeal-calculated value times group’s RedSeal calculated exposure 

 downstream risk—the sum of the RedSeal-calculated downstream risk score for 
individual hosts in the group 

Downstream Risk 
DSR takes into account a threat vector only if it represents a primary threat source; if the 
target host is exposed to the same threat from a different, more direct source—if the 
vulnerability can be exploited directly from an untrusted source, for example—then the 
threat vector will not be used in the current DSR calculation.
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Unreachable Host Exposure 
RedSeal calculates an exposure value for all hosts, even those that are protected and 
therefore not considered reachable from untrusted address space. RedSeal normalizes the 
CVSS score of the highest-scoring vulnerability on a host to a value in the range of 0..1.

This value is then multiplied by RedSeal’s unreachable exploitability multiplier to 
determine the host’s exposure value. This multiplier is set at .1 by default, though it can 
be overridden by setting a Java property in the RedSeal server. You should not change 
this value without first consulting with RedSeal support.

Attack Depth 
Each subnet will have an attack depth associated with it. This number represents the 
smallest number of leapfrogs into your network an attacker has to make in order to reach 
an exploitable vulnerability in that subnet. See Glossary, for RedSeal’s definition of 
exploitable.

An attack depth of 0 means the subnet itself is untrusted. An attack depth of 1 is a 
subnet that might be exploited from a subnet with an attack depth of 0. See Glossary for 
RedSeal’s definition of exploitable.

If a subnet can be attacked from multiple routes, the attack depth shown in the RedSeal 
user interface represents the shortest route from any untrusted network.

Attack depths include intra-subnet as well as inter-subnet leaps. If it takes one leap to get 
to the trusted subnet from the outside and then another leap to get to an exposed host 
within the same subnet, the attack depth will be two, even though the subnet is 
connected to the Internet by a single threat line on the topology map. See Threats, Traffic 
To/From Subnets.

Business Value 
Business value is determined by the RedSeal-calculated value of the highest-valued 
service found to be running on a host. In the RedSeal user interface, both terms—
value and business value—are used interchangeably; both refer to the same calculated 
value, although they reference different points in time.

Value is the value at the most recent analysis. Business value is the value that has been 
manually set by a user. If analysis has been run after the business value has been set, these 
two numbers will be the same. If the business value is changed after analysis has been 
run, the two numbers will be different. See User Defined versus RedSeal Defined Value 
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You can manually set the business value to any integer between 0 and 100, but the 
RedSeal analysis engine will never automatically set a business value to 0.

Since business value is used as a multiplier in calculating risk, the analysis engine will 
never assign any risk to a host which has a business value of 0, regardless of the 
vulnerabilities found on it.

The Incident Response tool that is part of the RedSeal web interface uses business value 
to calculate various potentials for harm to your network if an internal threat is detected. 
During scheduled analysis, Incident Response calculates: Direct potential harm, 
Damage potential harm, and Leapfrog potential harm. For more details, see Incident 
Response.

For information on assigning business values, see:

 Edit Computer System dialog—Editing Computer Systems 

 bulk edit of computer systems—see Host Business Value 

 custom xml—see Importing Custom Data 

 API—see the data/host API in the RedSeal API Guide 

User Defined versus RedSeal Defined Value 
When you run analysis, RedSeal will calculate a value based on the services found 
running on the host. This will be displayed as the Value item under Analysis in the 
bottom panel of the Maps & Views tab when a host is selected.

If you edit the host, the Edit Computer System dialog will show a Business 
Value item in the upper right corner. If you have not manually set a value, this item will 
show Assign Value.

Once you set this value, it will be shown with the label Business Value in the 
Details pane, lower left corner of the Maps & Views tab.

The next time you run analysis, the value shown as Business Value will become the 
value also shown as Value, in the lower right corner of the Maps & Views tab.

When you use the API to retrieve data for a host, the XML will contain a 
<Value> element if you have set a business value manually in the Edit Computer 
System dialog. If you have not done so, the data/host API will not return a 
<Value> element, but there will be a <Value> element returned by the data/metrics/host 
API.
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Contents of the suggestions lists presented on the Zones & Policy tab are based on the 
value calculated by RedSeal if you have not manually set a value.

See Business Value.

Confidence Factor 
Degree of confidence is dependent on the source of the information you provide the 
analysis engine:

 VA data—for information obtained from VA scans, the confidence factor is very 
high because VA scans can confirm the existence of specific hosts, applications and 
their versions, and services and their versions 

 Configuration data—confidence in data obtained from router and firewall 
configuration files is lower than scanned data, because the only information that can 
be confirmed is the existence of the router or firewall 

Attack Depth and Confidence Level 
In addition to the quality of the data itself, the RedSeal confidence calculation takes into 
account how many leapfrog jumps are involved in carrying out a threat.

Threat Map and Traffic Flow 
Based on the vulnerabilities identified for a subnet, the RedSeal analysis engine can draw 
a map that shows sources and targets of threats, as well as potential traffic flows allowed 
by your network. 

Visualizing Threats 
When you select a subnet on the Maps & Views tab by clicking on either an icon in the 
map or an item in the tree and select to view either threats to or threats from the selected 
subnet, red or yellow arrows will be drawn on the map showing source, target and 
direction of threats. Click on the threat line to see details. For more information, see 
Threats, Traffic To/From Subnets.

The threat map will not show threats to or from a trusted subnet that has no hosts.

Consider the following example: subnet A is untrusted, subnet B is trusted but contains 
no hosts, and subnet C is trusted and contains hosts with exposed vulnerabilities.
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A threat query from A to C will return vulnerabilities while the same query from B to C 
will not, even though the query is identical except for source endpoint.

Always Trusted 
You can designate addresses as always trusted even when located in untrusted space. See 
Create/Edit Suppression.

Visualizing Potential Flows 
The Security Intelligence Center can be used to map potential traffic flows between 
subnets or specified computer systems, based on the analysis of your network 
configurations.

When you submit an Access query and click the Show in Topo button, potential flows 
will be drawn as blue arrows on the map and tables showing point to point details for 
traffic flows will be displayed in the details panel.

For more information, see Security Intelligence Center and Threats, Traffic To/From 
Subnets.

HOPOPT Protocol 
If you see HOPOPT in a RedSeal table, it very likely means your network contains an 
access list that is overly permissive, probably due to black listing—rules itemizing access 
that is denied and permitting everything else, rather than the more preferable practice of 
itemizing what is permitted and denying everything else.

For example, your firewall might have an access list that contains rules similar to the 
following:

deny tcp port 80
permit anything else
 

This has the following result in the RedSeal tables that show access allowed by your 
network (protocol 6 is tcp):

protocols 0-5 permitted
protocol 6 ports 0-79 permitted
protocol 6 ports 81-65535 permitted
protocols 7-255 permitted
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Sometimes, RedSeal will reduce the middle two lines to a more readable permit tcp on 
any port except 80, but this does not always happen.

HOPOPT, protocol 0, is an IPv6 protocol. Even though RedSeal only models IPv4 
networks, it allows data collection from IPv6 addresses of network devices, and a black 
list rule that denies some ICMP (protocol 1) access will result in a HOPOPT entry in 
the table. When it does, in a policy table, for example, it is very unlikely that you will 
want, or need, to write a business decision justification for it, but you should look deeper 
to try to understand the access list at its root.

Dynamic Routing Tables 
RedSeal correctly models devices that allow multiple routing tables.

RedSeal also allows you to import a snapshot of a device’s dynamic routing tables, which 
RedSeal calls observed routing tables (ORTs), into the RedSeal model. Consider whether 
you want to include it in security analysis. Do you want analysis to reflect only your 
network security architecture, or do you want it to also reflect the more transient 
operational state of your network?

If you do not include routing data in analysis, network security architecture is evaluated 
independently from dynamic routing. All possible paths through your network are 
factored into the security architecture equation, not just the path in current use. If the 
current path is blocked or otherwise not usable, the device will use alternate egress 
outlets, and network security analysis considers this. 

Including dynamic routing tables during analysis means that you will not receive purely 
network security architecture-based information. Instead, analysis also considers the 
current operational state of your network. 

For more information see:

 When to Enable Routing in RedSeal 

 Consequences of Not Enabling Routing 

If you prefer RedSeal to consider these tables during analysis of your network, the system 
can be set up to do so. 

When Static is selected on the Analysis tab of the System Settings dialog (see 
Analysis), RedSeal maps traffic flow based on static and connected routes.

When Observed is selected on the Analysis tab of the System Settings dialog but no 
ORTs are available in RedSeal, traffic will, with a qualification, be modeled as flowing 
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through all interfaces, not just those in the current table. It is possible for static 
configurations to leak routes that will cause packets to move between tables.

The qualification: Virtual Routing and Forwarding tables (VRFs) are always honored, 
regardless of the enabled/disabled state of routing in RedSeal, and regardless of the 
presence or absence of ORTs. However, in the presence of leaky VRFs, RedSeal will 
flood to all interfaces for its analysis.

If ORTs have been imported into RedSeal and RedSeal routing analysis is set to 
Observed, the imported routing tables will be used.

Enabling Static or Observed routing can extend the time required for RedSeal to analyze 
your network. 

RedSeal routing is disabled by default. However, if routing is used to force traffic towards 
particular policy points (firewalls or routers with traffic filters), RedSeal recommends 
enabling this feature.

If routing is set to Observed, there are no ORTs present, and the device has no dynamic 
routing protocols enabled (for the relevant routing table), then all static routes will be 
followed, and any traffic not matching a static route will be dropped.

If routing is set to Observed, there are no ORTs present, and the device has at least one 
dynamic routing protocol (for the relevant routing table), then:

 if the static route's mask is shorter than /20 or administrative distance is greater than 
one, assume the route is designed to be superseded by unseen dynamic routes and 
allow the flow to use every possible exit path 

 otherwise, accept the static route 

If routing is set to Observed, and an ORT is present, then the ORT content supersedes 
all configuration data, and is followed for all destinations.

For help in creating RedSeal XML, contact RedSeal support.

Imported ORTs will be displayed in a separate tabbed table in the device configuration 
viewer. See Observed Routes.

When to Enable Routing in RedSeal 
RedSeal recommends not selecting Routing Enabled in the System Settings dialog 
unless you have a clearly defined reason to do so, and you fully understand its impact.
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RedSeal routing is, by design, greedy in finding unusual paths that may occur when 
circumstances change in your network. From a Network Operations point of view, this is 
a good thing. From a Security Operations point of view, however, it adds a layer of 
complexity and uncertainty. Today’s dynamic routes do not necessarily represent the state 
of the network 10 minutes from now, much less tomorrow.

You can configure your network to funnel all traffic through choke points (also known as 
bow tie knots). But how can you be sure these choke points will capture all traffic?

RedSeal’s default answer is to analyze your network’s vulnerabilities based on all possible 
answers. If there is a path around your firewall, RedSeal will discover it and show it to 
you, even if routing protocols have to reroute traffic in order to use it.

If a possible route exists, your security staff needs to know about it.

There are cases where enabling routing in RedSeal provides the most workable (or, rarely, 
the only) solution, such as when BGP is used to prevent parts of the network from 
learning about other parts. That in itself is generally not considered a best practice, but 
sometimes it must be done. When it is, RedSeal’s routing feature provides a solution.

Consequences of Not Enabling Routing 
When RedSeal results are derived from an analysis of all possible routes from source to 
destination, the Detailed Path utility can produce some unexpected answers to queries.

The Detailed Path results may show a path from a traffic source to A to B through a 
firewall to C, when NetOps asserts that traffic from A can only go to X.

The NetOps conclusion is most likely based on the current state of your dynamic 
network, while RedSeal’s results are based on security architecture rather than dynamic 
routing.

Static Routes on Check Point Devices 
Static routes are obtained from Check Point firewalls only if the device host runs in 
either the Check Point Secure Platform (SPLAT) or GAiA operating system.

Routing Table Overrides Supported 
Some network devices can be configured to skip the routing table lookup step. For 
example, skipping the routing table lookup step:

 With Cisco devices is called policy based routing  
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 With Juniper Netscreen devices is called source-based routes 

 With Juniper Junos OS devices is called Filter Based Forwarding (FBF) 

RedSeal supports modeling for either of these features.

Address Spoofing 
Security Intelligence Center query results will show all traffic that is allowed through 
your firewall rules and access lists (ACLs).

This can produce some surprising results, if the analysis engine is able to find ways into 
your network that you thought were blocked or otherwise not possible.

For example, addresses that you recognize as belonging to trusted systems located inside 
your network may be identified as the source of threats or traffic originating in untrusted 
networks (either Internet or Extranet; threat links are shown as red arrows on the 
topology map, traffic flows as blue arrows).

If you have not configured your firewalls to filter spoofed addresses, a hostile system on 
the outside may be presenting itself as a friendly internal system and RedSeal will show it 
in the source IP column of the details tables on the topology map and Security 
Intelligence Center.

Many firewalls can be configured to use a built-in anti-spoofing mechanism; check your 
firewall documentation for details.

For firewalls without a built-in filtering process, you can manually add filters denying 
incoming packets that claim to have a source that is within your own address range.

For links between your network and the Internet, you only need to filter your public 
address range.

For links between your internal network and untrusted networks other than the Internet
—extranet or untrusted internal WAN links, for example—you may want to filter both 
public and private addresses that should not be allowed as source addresses.

Time Based ACLs 
RedSeal evaluates periodic time-based permit rules in an access list (ACL) in the same 
way it evaluates a normal permit rule, since traffic is allowed at least some of the time. 
They are added to the model.
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Absolute time based permit rules are modeled if RedSeal collects the configuration data 
during the absolute period. If the configuration data is collected before or after the time 
range, it is not modeled. 

Time-based deny rules are ignored by RedSeal since they aren’t in effect all of the time 
and therefore traffic is still allowed at least some of the time. They are not modeled.

Black Holed Traffic Support 
The RedSeal analysis engine recognizes static routes to a null0 interface, a commonly 
employed technique to send traffic to a black hole (or bit bucket) in place of a deny rule 
in an access list:

ip route 10.1.1.0 255.255.255.0 null0
 

Transparent Devices 
The analysis engine can correctly model devices running in transparent mode (such as a 
Cisco FWSM firewall, ASA firewall, or WatchGuard firewall in drop-in mode) if the 
device is located between a router and a subnet.

RedSeal cannot model transparent-mode devices that are located between a subnet and a 
server, or between two network segments.

Simplifying Traffic Table Output 
RedSeal traffic tables display traffic flows from each known host in the source subnet to 
each reachable host in the destination subnet, one host per line.

When you view traffic from the Internet to a subnet in your internal network, the list of 
flows shown in the table can be extremely long.

If a destination in your network can be reached by any host, the number of lines in the 
table for that destination alone could be in the hundreds or thousands depending on 
what IP addresses are known by RedSeal in the subnet you designated as internet.

One way to reduce the number of lines, if you are more interested in general traffic flow 
than in the flow from a specific source host, is to pick a random IP address that exists in 
the untrusted subnet and enter it as the source address.

For example, with a RedSeal-created demonstration dataset loaded into RedSeal, the 
subnet 4.1.1.0/30 has been designated as internet and the Security Intelligence 
Center query results show traffic from 4.1.1.0/30 to All Subnets.
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By filtering the Source IP table in the query results table to show only flows associated 
with a randomly selected internet address, the table has been reduced from 70 to 7 rows. 
In a real-world network, this reduction could easily be from thousands to dozens.

Since a large number of flows represent ICMP (ping) messages, you could filter the 
Protocol column by TCP and reduce the table still more in a real-world network.

Virtual Routing 
Regardless of whether routing is enabled in your RedSeal server, RedSeal always 
recognizes Virtual Routing and Forwarding (VRF), which allows multiple routing tables 
to co-exist on a network device,.

See Dynamic Routing Tables and Analysis for more details about routing.

Routing Disabled 
When routing is disabled on the RedSeal server, RedSeal will model traffic through a 
VRF by flooding all interfaces in that VRF with all traffic that comes into the VRF.

Routing Enabled 
When routing is enabled, RedSeal will use static routes defined in the VRF routing table 
to determine where traffic can flow, rather than flooding the VRF interfaces. 

Traffic Between VRFs 
The only times RedSeal will model traffic between multiple VRFs are when either of the 
following conditions exist:

 if static routes are explicitly defined from one VRF routing table to another 

 if a VRF routing table defines static routes to an interface not defined in a VRF 

If either of these conditions are true then the RedSeal model will flood incoming traffic 
to all interfaces on the device, regardless of whether routing is enabled or disabled. 

Clusters 
RedSeal will model clusters when encountered in configurations for the following device 
platforms:

RedSeal User Guide 9.4 71



Chapter 2: Analysis 

 Juniper ScreenOS 

 Fortgate FortiOS 

 Cisco ASA and FWSM 

 Forcepoint Sidewinder 

 Citrix Netscaler 

RedSeal will treat two (or more) devices as a cluster when their non-management IP 
addresses are the same. 

For those devices, the cluster will appear on the topology map as a single device. 

Cluster details will be shown in the Details pane of the Maps & Views tab when the 
device is selected in the map or the navigation tree.

Other grouped device configurations (such as HSRP-style HA, Cisco HSRP, or Juniper 
VRRP, for example) will not be considered clusters in the RedSeal object model. Each 
member will be modeled separately, and they will all be displayed independently on the 
topology map.

Historical Threats 
RedSeal allows you to designate addresses in your network as compromised for the 
purposes of assessing the risk that may have been introduced into the network by the 
acquisition of new resources.

To do so, you need to first run analysis on your network and generate some set of reports 
that show levels of risk. You will have to decide for yourself what reports you want to 
review, depending on what specifically you are looking for.

Then identify the address space that you want to designate as compromised, run analysis 
again, and generate the same set of reports.

Be cautious about using this feature. It will affect trending of your data and may cause 
unexpected results in generated reports.

This feature is best used on a secondary RedSeal server not used for day-to-day 
evaluation of your production network.

See Compromised Hosts.
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Designating Compromised Address Space 
On the Show/Hide tab of the System Settings dialog (Edit | System Settings), 
enable the Show compromised ip editor checkbox to add a Compromised tab to the 
Edit Subnets dialog.

On the Maps & Views tab, locate the subnet that contains the space you want to 
identify as compromised and select the Edit command on the Edit menu.

In the Edit Subnet dialog, go to the Compromised tab, select the Subnet 
Compromised checkbox and enter the address space you want to designate as 
compromised. Click Save to close the dialog.

See Compromised Hosts  on page  487.

Locating Compromised Subnets 
Make a note of which subnets have been designated as compromised. Once you select 
something else in the topology or inventory tree, there is no easy way to locate 
compromised space. In order to go back and remove the compromised tag once your 
historical assessment is complete, you will need to consult your notes in order to identify 
the subnet.

 

RedSeal User Guide 9.4 73





3
3Building a Network 
Blueprint 

Overview

To map the risks and vulnerabilities of your network, the RedSeal analytical engine needs 
two things:

 a set of all possible vulnerabilities 

 a map, or blueprint, of your network assets 

The set of vulnerabilities is provided by the RedSeal Threat Reference Library (TRL) that 
is updated weekly. See Analysis  on page  57.

The blueprint is based on data which you provide, in the form of router and firewall 
configurations and VA scanner information. 

Router and firewall configurations provide the RedSeal analysis engine with information 
about such things as:

 router host names 

 IP addresses and subnet masks in use on a network 

 interface names 

Note  Import your device configurations before you import scanner data, so that the 
RedSeal server has a model to work with when it attempts to map hosts and 
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vulnerabilities to your network. Loading configurations first also enhances the RedSeal 
server’s ability to identify unscanned areas of your network.

During analysis, the RedSeal software will use this information to map network paths, 
which are then used to draw topology maps on the Maps & Views tab of the user 
interface, and to display connectivity information in Security Intelligence Center 
query results.

See The Maps & Views Tab and Threats, Traffic To/From Subnets.

VA scanner output files provide the RedSeal analysis engine with information about 
hosts, applications, and services.

Access List Review 
When all of your device configurations and scan results have been analyzed, you can use 
RedSeal to generate various reports containing detailed answers to a multitude of 
connectivity and vulnerability questions. One of these reports can be used to document 
how well your access lists match up with your enterprise’s connectivity policies.

This policy compliance report could be used to show an auditor not only that access 
control mechanisms are in place and up to date, but also that they do in fact control 
access end to end—allowable traffic can reach a specified destination from a specified 
source while undesirable traffic is being blocked.

For example, let's say you’ve added a new server to your network with the internal 
address of 192.168.1.1 and you want to allow Internet access on tcp port 80. 

Adding ACL and NAT entries that correspond to that access may span multiple devices
—a NAT/PAT entry on the external firewall, an ACL update on that firewall, and 
possibly other routers/firewalls along the path to the server. 

To show an auditor that access to this new server meets your connectivity policies, you 
could examine the ACL and NAT entries in each configuration for all of the network 
devices that stand between this server and the Internet, and walk through each ACL to 
ensure that only permissible traffic can reach the next interface. 

Or you could present a single, comprehensive report that documents end-to-end policy 
compliance based on RedSeal’s analysis of your network device configurations.

First, update your network with the necessary ACLs and NAT commands, import the 
updated router and firewall configurations into RedSeal and run an analysis. 

76 RedSeal User Guide 9.4



Access List Review 

You can use RedSeal’s Security Intelligence Center to query access from the Internet 
to 192.168.1.0/24 to verify that tcp port 80 traffic is allowed between the Internet and 
the host at 192.168.1.1. 

Figure 1: New Server Topology

 

To match this against your enterprise’s defined policy, define a RedSeal policy object on 
the Zones & Policy tab.
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Figure 2: New Server Policy

 

The zone named Internet contains the untrusted subnet 4.1.1.0/30 and the zone name 
New Server contains the host 192.168.1.1. The arrows between the zone icons represent 
potential flows between those two endpoints. 

The arrow from the Internet zone to the New Server zone is green because we have 
written the required approvals authorizing the specified traffic. RedSeal calls these 
approvals business decisions. The arrow from the New Server zone to the Internet zone 
is yellow because we have not yet created the required business decision.

In both cases, the RedSeal policy was configured to require approvals for all access traffic.

As soon as you write business decisions justifying all access flows represented by an 
arrow, the arrow will turn green.

The Compliance report, which is a PDF-type Policy report created on the RedSeal 
Reports tab, shows a summary plus itemized details about the current status of your 
network’s compliance with these rules. 
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This report’s summary page shows at a glance the overall status of your network’s 
conformance with the policy. 

The next page contains an itemized, zone-to-zone list of your network’s compliance 
status.

The report also presents itemized lists of all traffic flows that do not yet have required 
approvals and all traffic flows which your current network ACLs allow but which are 
forbidden by your organization’s access policies.

Flows that exist in the network but are forbidden by policy are shown in red on the 
policy map.

When an auditor asks to review your ACLs, you have something to present that is better 
than an ACL review. 

You have the output of an examination of all of your network ACLs cumulatively, the 
policies which permit/forbid access between zones, and your business decisions justifying 
all allowed access. 

Importing the Data 
Information about the resources on your network can be imported directly from your 
network devices, or indirectly from a repository into which device configurations have 
been written.

Data can be imported using manual file import or by creating a data collection task to 
import directly from a device. Both methods can be done from the Data Import dialog. 
Collection tasks can be scheduled to automatically collect the data on a regular basis, or 
they can be run on demand.

After each import, you should run the analyzer.

See:

 Data Collection  on page  389 

You can increase performance of data import tasks by using the clustered import feature. 
In this release, this capability is disabled by default. 

See the Cluster Configuration chapter of the RedSeal Installation and Administration 
Guide for detailed information on how to configure the RedSeal server cluster (datahub 
and spokes), and enable the clustered import feature.
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Direct/Indirect Collections 
Data can be collected either directly from the device or scanner or indirectly from an 
NCCM system such as RANCID, Cisco Prime, TripWire, or an FTP or HTTP server. 

The method you choose depends on your network and operational requirements. It’s also 
possible that the best solution is a combination of direct and indirect collections.

Note that your data collection implementation strategy is directly dependent on the 
network location of your RedSeal server. For direct collections, the RedSeal server must 
be able to communicate with your network devices. For indirect collections, the server 
needs access to your repository. See Chapter 12, Security, in the RedSeal Installation and 
Administration Guide for port access requirements and encryption information.

Both direct and indirect collections can be performed manually on demand or scheduled 
to occur at regular intervals.

In the collection task configuration dialog, the Data Type plug-in identifies the type of 
device from which the data will be collected. You can either pick the data type explicitly 
or let RedSeal autodetect the appropriate data type plug-in based on file contents.

The RedSeal GSD data plug-in allows you to define an import configuration in a 
comma separated values (CSV) file. This allows you to import configurations for devices 
that are not otherwise supported by RedSeal with a platform-specific data type plug-in.

The Communication Method plug-in determines the transport method—direct 
collection from the device using the SSH or telnet plug-in, for example; or indirect 
collection of a configuration that has already been extracted from the device and placed 
in an intermediate repository for collection via the HTTP, CVS, or FTP plug-in, for 
example.

See the Data Import Plug-ins Guide for information about specific plug-ins and 
supported devices.

Collecting From a Repository 
Collecting from a repository can be more convenient than connecting directly to each 
device if your repository can be set up to meet the following criteria:

 contains current configurations of all devices in your network, including routers, 
firewalls and load balancers 

 repository is managed to ensure that collection exceptions, such as failure to collect a 
configuration, are handled 
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 audit trail sufficient to satisfy operational and compliance requirements 

 repository organized to allow per device type batch collections 

You should collect the same type of device from a directory using a single data collection 
task, set to run after the files in the folder have been updated. 

If a collection task that imports multiple files encounters more than one file representing 
the same device, it imports only the most recent version of the device. 

If multiple collection tasks gather data from a single directory at different times, 
however, only the data collected by the last running task is imported. If one of the 
collection tasks has been delayed for some reason, you may not get the device 
configuration you want. 

Collecting by Direct Connection 
Collecting configurations by connecting to individual devices automatically provides an 
audit trail of collections and requires the following:

 direct access to each device is required, including login account names and 
passwords 

 resolution of collection exceptions is a manual task handled in the RedSeal user 
interface 

 the RedSeal administrator is responsible for adding tasks to collect from new devices, 
and removing tasks that target decommissioned devices 

Data Collection Credentials 
Authentication credentials, which the server uses to log in to the network device from 
which information is to be imported, are created as independent objects, which allows 
you to reuse them for multiple collection tasks.

Credentials are managed on the Credentials panel in the Data Collection dialog.

Forcing Collection 
By default, RedSeal will not reimport a configuration if it has not changed since the last 
time it was imported into the RedSeal model.
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Sometimes, however, you may want to force an import operation even if the data has not 
changed. You may have installed a plug-in update, for example, and you want the 
configuration to be parsed by the new plug-in. RedSeal’s default behavior will not allow 
that unless you make some kind of a change to the configuration.

See Data Import.

Scheduling Data Collections 
When you begin your collections depends in part on how you gather the configurations, 
either from a repository or by directly connecting to devices or vulnerability scanners. 
You should also factor in the amount of time it takes RedSeal to analyze your network.

The RedSeal server will not begin analysis while there are scheduled tasks underway or in 
the queue. See Scheduling Multiple Tasks. 

Collection and Analysis 
You should set the interval between data collections at least long enough to allow for 
both collection and analysis to complete. 

How long this interval will be for your network cannot be calculated in advance. You 
will have to monitor the process and adjust your collection schedule accordingly.

Direct Collection 
If you are collecting directly from network devices and vulnerability scanners, the 
schedule should be based on the frequency at which changes are made to the device 
configurations.

If your IT department implements a weekly change window, you should configure your 
collections to start just after the change window closes.

Indirect Collection 
If you are collecting from a repository, you should set your schedule to coincide with a 
frequency and completion time based on the collection schedule for the repository.
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Scheduling Multiple Tasks 
When you have multiple collection tasks, schedule them all to begin at the same time. 
The RedSeal server will place all tasks in a queue, which will be apportioned among 
available processors, each of which will process tasks given to it sequentially (processors 
will work in parallel). Collection from a device should take a couple of minutes. Then 
the configuration must be parsed and converted to XML, Best Practices checks run, and 
the data imported into the RedSeal database. This processing of the data once it has been 
collected can take considerably longer than the downloading of data from the device, 
depending on the complexity of the configuration and the network. 

Finally, when the task queue is empty and all tasks completed, the server will run 
analysis.

Updating the Model 
How and when collected data is integrated into the model depends on what the RedSeal 
analytical engine is doing when the collection task is run.

If the network is small and the time interval between collection and analysis is 
sufficiently large to avoid overlap, the sequence of events is:

 data collection task runs 

 newly gathered configurations and scanner results are imported into the network 
object model 

 RedSeal analyzes the data 

However, some networks are complex enough that collection and analysis each require 
hours to complete, and overlapping intervals make the sequence less clear.

The RedSeal server runs analysis automatically after each scheduled collection task 
completes, provided all queued tasks—either scheduled or manually triggered—have 
completed. If tasks are in the queue, analysis will be delayed until the queue is empty. 

The TRL collection task is not queued with other data collection tasks. Analysis runs 
whether or not the TRL collection task is complete.

If a collection task starts while analysis is in progress, new data will be gathered but it 
will not be included in the analysis currently underway. If the TRL collection task starts 
while analysis is running, that task will fail.
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This newly acquired data will be used to update the display of your network in the client 
interface. Devices will appear on the topology and updated device configurations will be 
accessible for such operations as calculating traffic vectors and detailed paths but the new 
data will not be used in the analysis.

And, as a consequence of running a collection task while analysis is underway, analysis 
will be shown as outdated as soon as it completes.

Emails on Failure 
You can configure a task to send an automatic email to a predefined distribution list 
whenever the task fails. 

For information on configuring this distribution list, see Email  on page  482.

Manual Import 
Data can be imported manually using File > Import.

Prior to doing this, your router and firewall configurations and VA scanner data must 
have been saved as files in a directory that can be reached by the client application.

The RedSeal system contains data import plug-ins for the most commonly found types 
of network devices.

There is also a plug-in for importing XML files that may be provided by RedSeal 
technical support.

These plug-ins are used by the RedSeal system to read the input files and translate the 
data into objects defined by the RedSeal database schema. As the parsers read the 
information, warning messages will be generated for any inconsistencies or unexpected 
data found. These messages will be written to the log, and they will be displayed in the 
Warnings tab of the Configuration viewer. See Configuration Viewer.

See the RedSeal Data Import Plugins Guide for a comprehensive list of devices 
supported.

See Import Data for information about using the plug-ins manually. 

If errors occur during import, a status message will be displayed in the lower right corner 
of the RedSeal window. After the import operation finishes, check the Import 
Status tab in the Data Import dialog for details.

See Import Status.
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Accumulation of Data 
The RedSeal database can accumulate a substantial amount of data in a relatively short 
period of time. The larger the network, and the more you use RedSeal’s query tracking 
and modeling features, the faster the growth.

RedSeal provides a data-purge facility to manage this growth. See Purge Data for 
information about using that facility.

The database stores records representing each of three different types of data:

Data derived from device configurations 
Each time you import configurations for network devices, either manually or by data 
collection tasks, network configuration data, such as NAT rules or access lists, are 
extracted and saved to the database as individual data objects (in addition to the 
configurations themselves, which are also stored as part of computer system network 
model objects).

Query details 
Access and threat queries flagged to be tracked in the Security Intelligence 
Manager are run each time you run analysis. Results are stored for later use in trend 
reports (in addition to trend data objects, consisting of data derived from these query 
results, stored as network model data objects).

Network model data 
Data objects are created for each computer system modeled in the RedSeal object model. 
In addition, when data is imported or analysis is run, new data objects are created for the 
results:

 computer system objects 

 import history 

 data collection task run status 

 routing table list 

 filter rule usage 

 Best Practice Check pass/fail records 
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 analysis run status 

 risk map data 

 policy compliance report data 

 tracked access query report trending data 

 tracked threat query report trending data 

A host object will be created for each host referenced in data imported by a vulnerability 
scanner plug-in. 

These objects are created for each host found in the data, regardless of whether 
vulnerabilities are associated with the host, except that hosts imported by the NCircle 
plug-in will not be added to the model if there are no applications found to be running 
on the host.

As this data ages, it becomes less significant and therefore can, and should, be purged on 
a regular schedule. The frequency of that schedule is dependent on how far back in time 
you want your trend reports to go; how large your network is (and therefore how fast 
you accumulate data); and the impact of your database size on RedSeal performance, 
especially related to the amount of time it takes to run analysis.

Manual Purges 
You control when query and network model data becomes stale by setting age-out time 
periods in the System Settings dialog (see Stale Hosts, Devices). This data is purged 
during the system’s automatic purge process, or you can trigger the purge manually.

Automatic Purge 
For data derived from device configurations, only current data is kept. Data objects 
obtained from collections earlier than the most recent is purged daily, during an 
automatic purge. (Purging the database removes data structures built by the RedSeal 
server for purposes of modeling the devices internally, not the actual device 
configurations.)

Timing of the automatic purge is configurable, by setting the RedSeal server property 
redseal.srm.auto.purge.schedule. See Properties in the RedSeal Installation and 
Administration Guide for information about setting server properties. By default, this 
automatic purge occurs at 11 p.m.
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RedSeal servers running on machines that get turned off at the end of the day are 
presumed unlikely to be managing large, complex networks prone to the type of list-
growth the automatic purge is designed to control. However, if you notice persistently 
degraded performance whenever analysis runs, try leaving the computer on overnight 
periodically to allow this internal purge to take place.

Automatic purge will not run if analysis is running at the time the purge is scheduled. 
Coordinate your purge and collection schedules; analysis runs automatically after all 
queued data collection tasks have completed.

The purge schedule property takes a cron expression as a value. A cron expression is a 
string of configuration data that tells the UNIX cron utility when to run a task.

RedSeal uses the open source Quartz implementation of cron.

The cron expression, as defined by Quartz, takes the form n n n n n n [ n ], where the 
digits represent, in order left to right:

 seconds (0-59) 

 minute of the hour (0-59) 

 hour of the day (0-23) 

 day of the month (1-31) 

 month of the year (1-12, or JAN-DEC) 

 day of the week (1-7, or SUN-SAT) 

 year (optional; if specified, 1970-2099) 

Use the following as wildcard characters:

 * (asterisk)—all 

 ? (question mark)—skip this field 

For example, to run the task at noon every day of the week, the expression would be:

0 0 12 * * ?

Your cron expressions can be considerably more complex than this; see Quartz scheduler 
documentation for a complete discussion of the cron expression syntax accepted by 
Quartz.
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Stale Hosts, Devices 
Stale data is data that has been in the system without being updated longer than a user-
defined threshold. You can set different stale-data time periods for hosts and network 
devices. 

See Stale Data and Purge Data.

These time periods should be synchronized with your data collection schedule. Data that 
has been marked stale should be purged regularly. (Purging not only ensures that analysis 
results, and the reports that use these results, are based on the most current state of your 
network, it also is your only means of managing the size of the database.) 

The time span for devices should be set at three times the collection interval; for hosts, 
three times the scanning interval. If you collect configurations weekly, a device would be 
flagged as stale if its configuration were not seen again after three weeks, a host if it was 
not seen in a manager report after three weeks from the last time it was seen.

NAT Display 
In the client application, addresses that have associated post NAT addresses will be 
shown in tables with a NAT button (arrows pointing left and right) associated with the 
IP address. 

Click on the NAT button to open the IP NAT Mapping dialog. On some tables, right 
click on any entry in the table and select IP Map from the floating menu that appears.

The mapping table will display NAT addresses that exist somewhere in the model. 
Entries in the table affect one or more IP addresses in the ranges displayed in the pre-
NAT and post NAT IP columns. It is possible that no NAT rules are actually applied to 
the flow being examined. Use the Detailed Path feature to find out what happens to a 
given flow. See Detailed Path.

The presence of a NAT icon associated with an IP address is a flag that the address is 
mentioned somewhere in a NAT rule, and you should find out why before you 
implement a change to your network rules.

Each row in the NAT table represents a rule in the configuration of the device named in 
the Rule Location column.

Each line shows the pre-NAT address and, if configured, the pre-NAT port (the 
destination identified by the incoming packet) and the post-NAT address and port (the 
actual physical destination identified in the NAT rule), and the direction of translation 
allowed by the rule (the rule type).
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Rule types will be shown in one of the following ways, where X and Y are the pre-NAT 
and post-NAT addresses respectively, and x and y are the pre- and post-NAT ports (also 
known as port address translation, or PAT):

 X x <-> Y y—references to X and x in forward-moving packets will be translated to 
Y and y, and references to Y and y will be translated to X and x (rules allowing 
replies to these forward-moving packets are considered to be implicit); in most 
networks, this will be the most common of the three rule types, by far 

 X x ->DST Y y—references to X and x will be translated to Y and y as the 
destination address in all forward-moving packets (and their replies), but Y and 
y will not be translated to X and x; the machine at Y will be able to receive and 
respond to requests, but it cannot be used to initiate an exchange 

 X x ->SRC Y y—references to X and x will be translated to Y and y as the source 
(not destination) address in all forward-moving packets, but Y and y will not be 
translated to X and x; in this type of rule, which is found much less frequently than 
either of the other two types, the machine at Y is allowed to initiate communications 
through the public address X, but it cannot receive requests 

Use the Destination NAT and Source NAT buttons at the top of the IP Map dialog 
to filter the contents of the table according to rule type:

 Destination NAT—table will show all items with DST as Type, plus all 
bidirectional translations (neither DST nor SRC in the Type column) 

 Source NAT—table will show all items with SRC as Type, plus all bidirectional 
translations (neither DST nor SRC in the Type column)  

Importing Custom Data 
You can add or modify some objects in the RedSeal model by importing new data 
defined in a CSV (comma separated value) or XML file.

These custom files can be imported either through RedSeal’s Application Programming 
Interface (API), or by using the RedSeal GSD, RedSeal XML and CSV Data or 
RedSeal manager CSV plug-in Changing Business Value (depending on what is being 
imported).

For syntax requirements, see the RedSeal API Guide.
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You can also export existing data in CSV or XML format and use that exported file as a 
template for updated data that can then be re-imported, using either the API or a plug-
in.

To export data collection profiles, for example, click the export button in the upper right 
corner on the Data Import dialog’s Data Collection tab.

See:

 API 

 Writing Custom Best Practice Checks 

 Changing Business Value 

 Importing Policy Business Decisions 

 Importing Views and Groups 

 Importing Data Collection Tasks 

 Importing Host Vulnerabilities 

API 
RedSeal provides access to the database through a REST API. You can retrieve data 
about RedSeal’s inventory and analysis of your network, and you can write data to the 
database:

 policy business decisions 

 data collection tasks 

 definitions for views and groups 

 host vulnerabilities 

Business decisions and data collection tasks can be defined in either XML or CSV 
(comma separated values); host vulnerability data can be imported from an XML file 
using the API, or from a CSV file using the RedSeal manager CSV data type plug-in.

API documentation is available on the RedSeal support website.

See Importing Host Vulnerabilities for information about importing vulnerability data 
from a CSV file.

To access the API in a web browser, go to https://<server>/data.
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Writing Custom Best Practice Checks 
Custom Best Practices checks can be used to search device configurations for the 
presence or absence of character strings that you define as regular expressions in the 
Create Custom Best Practice Check dialog or in a Javascript that you run from the 
dialog.

Custom check can be created in a dialog in the RedSeal client application, or you can 
create them in an XML file and import them using the RedSeal XML and CSV Data 
plug-in.

See Custom Best Practice Checks.

Specify port if your server runs on a software host; omit port if you have a RedSeal 
appliance.

Once you have entered your custom checks into the RedSeal server, you should preserve 
them using the export user inputs feature from the server CLI.

See User Inputs in the RedSeal Installation and Administration Guide.

Changing Business Value 
The business value of a host that is assigned during analysis is based on the installed 
applications that RedSeal finds. 

See Business Value 

This assigned value can be overridden, for individual hosts or for multiple selected hosts, 
in several ways.

 change the value for a single host in the Edit Computer System dialog—see 
Changing Host Business Value 

 change the value for one or multiple hosts using the Set Value command on the 
right-click menu—see Host Business Value 

 import host data via the API—see data/host in the API reference chapter of the 
RedSeal API Guide 

Importing Policy Business Decisions 
Business decisions for a policy can be defined in either a CSV or XML file and imported 
using the RedSeal XML and CSV Data plug-in or by the API.

See Business Decisions.
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For syntax requirements, see RedSeal API Guide.

Specify port if your server runs on a software host; omit port if you have a RedSeal 
appliance.

Importing Views and Groups 
You can import views and groups from an XML file, using the RedSeal XML and CSV 
Data plug-in.

Importing Data Collection Tasks 
Data collection tasks can be defined in either a CSV or XML file and imported using the 
data/import/task API.

For XML syntax requirements, see the RedSeal API Guide, available on the RedSeal 
support website.

Importing Host Vulnerabilities 
Host vulnerability data can be defined in either an XML or CSV file.

The data/host API can import an XML file. See Import Syntax in the RedSeal API 
Guide. 

The RedSeal manager CSV data type plug-in can be used to import host vulnerability 
data that is defined in a CSV file. 

Organizing the Data 
Whenever new information is added to the blueprint database—when new 
configurations are imported or existing configurations updated, either manually or by 
automated collections—the RedSeal software will automatically redraw the topology 
map on the Maps & Views panel as needed to account for any new or removed devices 
or subnets.

However, vulnerability data, including risk and threat maps, will be out of date until you 
re-run the RedSeal analyzer. See First Steps.

White Clouds represent the connectivity inside a service provider core of an MPLS VPN 
fabric. Two connected PE routers have a shared Route Target value applied to a VRF. 
RedSeal models this connectivity using a logical subnet that will appear as a white cloud. 
Because this logical subnet does not have any IP address space of its own, it cannot be 
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used as a source or destination in an access query, but it does provide transit across an 
MPLS VPN backbone in the RedSeal model.

The current status of your analysis is shown in the lower left corner of the RedSeal user 
interface window. Whenever analysis is out of date, you should not trust any threat, risk 
or vulnerability information that the RedSeal user interface may display.

Subnets 
As data is imported into the database, interfaces are organized according to subnet 
address. 

RedSeal recognizes multiple subnet definitions in addition to traditional 
a.b.c.d/mask blocks. Formats recognized include: 

 IPsec, GRE, and DLSw tunnels 

 MPLS VPN Route Targets (RTs) 

MPLS VPN RTs (such as route-target export 65000:100) are applied to VRFs and are 
used to represent the PE to PE connectivity inside an MPLS VPN backbone.

Each time a previously unseen subnet is referenced in a configuration, a subnet icon is 
added to the topology map and a new node added to the tree in the Subnets view on the 
Maps & Views page in the user interface. 

See The Maps & Views Tab.

When all data sources have been imported, these subnet nodes will contain leaves for 
each interface (both devices and hosts) in the subnet. If you subsequently delete network 
devices from the topology, the subnet node will be removed from the tree and the icon 
removed from the map when there are no more network-device interfaces associated with 
the subnet. Hosts associated with deleted subnets are moved to the Unmapped group in 
the tree.

When RedSeal encounters a network in which multiple subnets are configured with 
identical addresses and subnet masks, all of the interfaces in these subnets will be 
displayed under a single subnet icon and tree node. If the duplication of subnets is 
intentional, use the Split tab on the Edit Subnets dialog to subdivide the RedSeal 
subnet representation into multiple subnets.

See Splitting Subnets and Colliding IP Addresses .
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Untrusted Subnets 
Before you can run the RedSeal analyzer, you must designate at least one subnet as 
untrusted.

You can choose to have an untrusted subnet considered internal or external, or you can 
set a level of trust based on where the subnet resides. Each of these choices is assigned a 
value labeled probability of attack. This value will be factored into the RedSeal analysis of 
threats. 

Trust Levels 
Subnet trust levels can be designated as one of the following:

 Trusted 

 Infrastructure 

 Internet 

 Extranet 

 Untrusted Local Subnet 

See Trust Levels Defined for detailed descriptions of these levels.

Strategies for Setting Subnet Trust Levels 
RedSeal recommends that you start out by setting the trust level of your ISP gateway or 
gateways (often a /30 subnet) to Internet.

Run analysis, generate a Top Remediation Priorities report, view threat vectors 
between your untrusted ISPs and your critical servers, and examine the 
Vulnerabilities tables. Get familiar with the Risk tab and using the Security 
Intelligence Center.

As you become more familiar with how RedSeal analyzes and reports vulnerabilities and 
risk, and you have gained some experience in identifying and repairing high priority 
issues raised by RedSeal, you can add more untrusted subnets. 

But too many untrusted subnets too early, before you have reached a comfort zone in 
interpreting the RedSeal results, can be confusing.
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Once this process of trust identification is complete, you should exercise caution when 
considering modifying trust levels. Changes in trust will cause changes in calculated risk 
values and status charts on the home page. 

See Editing Subnets for information about changing a subnet’s trust level.

If you have some flexibility in times between analyses and requirements for external 
distribution of results, you can change from one untrusted level to another in order to 
get answers to different questions. You could focus on only Internet threats one time, 
then focus only on your wireless LANs. Changing trust level designations helps you 
focus on a single set of issues.

Refer to the Risk Analysis panel on the Home tab of the client interface to measure of 
your progress in patching high risks. The green disk represents hosts that are protected. 
You want that disk as large as possible, representing all hosts in your network, and the 
red disk as small as possible.

When you are ready to adjust trust levels, you might set the trust level of a subnet to 
Untrusted Local if you want to evaluate threats from a specific, unsecured area of your 
network where IP addresses are guaranteed to be a part of your network, for example.

The Extranet setting could be used in conjunction with a low or medium threat level to 
designate a business partner network, for example. 

You can also list specific addresses that will always be considered trusted regardless of the 
subnet’s configured trust level, and you can list subnets that should be excluded from the 
network model and RedSeal’s analysis. 

Guidelines for Setting Trust Levels 
Use the following guidelines to determine which trust levels to select for specific types of 
subnets: 

Subnet Type Trust Level 

ISP gateways Internet

DMZs Trusted

business partner or a division in your 
organization, for which you do not have 
access to device configurations

Extranet
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wireless guest LANs Local Threat Source

inbound VPNs for internal use (branch 
offices, remote employees)

Trusted

inbound VPNs for external use (clients, 
customers, partners)

Extranet

IPsec tunnels Trusted

MPLS VPNs, private WAN circuits 
between internal locations

Trusted

Don’t set your DMZs trust level to untrusted. You should be concerned about threats 
that originate in the Internet cloud, not those that pass through your DMZ. If you 
designate the DMZ as untrusted, RedSeal will assume that the DMZ has already been 
compromised. If you designate the DMZ as trusted, RedSeal will evaluate whether an 
attacker from the outside can exploit your DMZ.

RedSeal also recommends that you designate MPLS VPNs and IPsec links as trusted 
unless you are certain the tunnel leads to an entity beyond your control (you do not have 
access to device configurations) and it represents significant potential as a source of 
attack.

Exercise judgment tempered by your immediate goals when deciding how to set trust for 
VPN and IPsec links. 

If the tunnel represents a handoff to an external entity that could be a source of attack, 
mark it untrusted. 

But if the VPN represents users that have already been deemed trustworthy by your 
organization, or the IPsec tunnel connects to an entity within your organization that you 
don’t plan to model in your RedSeal blueprint, leave it as trusted.

Trust Levels Defined 
Level of trust is defined by one of the following settings in the Edit Subnet dialog:

 Trusted—threats originating in this subnet will not be mapped (though the subnet 
may still show up as a threat source, if an attacker can leapfrog from it to another 
subnet) 
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 Infrastructure—in general, the RedSeal analysis engine will not set policy on these 
subnets. They are not part of the set of trusted subnets, but the analysis engine maps 
threats to hosts that reside on them. 

 Internet (public addresses only)—the RedSeal analysis engine will map threats from 
all public address space; excludes t he following private address space (use Extranet if 
you want all address space considered a threat source): 

 10.0.0.0/8—private space 

 127.0.0.0/8—loopback addresses 

 172.16.0.0/12—private space 

 192.0.2.0/24—TEST-NET block 

 192.168.0.0/16—private space 

 192.88.99.0/24—6to4 relay routers 

 198.18.0.0/15—benchmark testing 

 240.0.0.0/4—reserved, formerly known as the Class E address space 

 Untrusted Local Subnet (subnet addressees only)—the RedSeal analysis engine will 
map threats only from addresses local to this subnet 

 Extranet (all address space)—the RedSeal analysis engine will map threats from any 
address (0.0.0.0-255.255.255.255) 

In the context of subnet trust levels, RedSeal uses narrow definitions of trusted and 
untrusted: 

 trusted—address space under your direct control, and for which you want RedSeal 
to calculate risk and vulnerability scores 

 untrusted—address space not under your direct control, for which RedSeal will not 
calculate risk and vulnerability scores 

Both trusted and infrastructure subnets in the object model are under your direct 
control. During analysis, RedSeal will calculate vulnerability scores for infrastructure 
subnets, if they contain hosts. 

By designating a subnet as untrusted, you are telling RedSeal not to calculate those scores 
for any hosts in that space. 
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Device Capabilities 
The topology map identifies routing devices on your network according to each device’s 
primary capability, as defined in the Edit Computer System dialog. 

See Editing Computer Systems.

Device capabilities are set initially according to data in the imported configuration. It is 
possible to edit this data manually in the Edit Computer System dialog if, for example, 
you want to have the device shown in the map by a different icon. 

However, you should exercise caution before manually changing a device’s capabilities.

Also note that such changes made manually in the edit dialog will be overwritten the 
next time the device’s configuration is imported into RedSeal. Because of this behavior, 
you should make changes in the actual device configuration rather than the RedSeal-
modeled object if you want the changes to persist.

Changing a device’s capabilities manually will have the following effects:

 If you deselect the PerformsRouting check box in the Edit Computer 
System dialog, the device will no longer be identified as passing packets between 
subnets and its icon will be removed from the topology map. To restore its status as a 
router, select it in the tree on the left side of the Maps & Views panel, right-click 
the mouse on it, and select Edit from the floating menu to redisplay the Edit 
Computer System dialog. 

 If you remove all capabilities from a routing device, it will be considered an exploit-
capable host on the threat map. This will affect the mapping of threat lines. When 
you select the icon of a subnet connected to it in the threat map, the subnet will no 
longer show any interface that was configured on the device (since it is no longer a 
router). But the device whose capabilities you removed will be shown in the 
vulnerability table as a host on the subnet. 

Whenever you revise information about a device and save it, the current analysis data set 
becomes outdated. 

You should re-run the analysis engine whenever you edit device data.

Criteria for Identifying Device Capabilities 
Plug-ins use an algorithm to determine a device’s primary capability when the device’s 
configuration is imported. Not every device type is capable of acting as either a router or 
switch, and this detection algorithm is not implemented in every plug-in. Among those 
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platforms that can act as both types are Cisco IOS and NX-OS, Brocade, Juniper Junos 
OS, and Arista.

See Editing Computer Systems.

All IOS devices are initially considered switches on import, then tests for the following 
commands are applied:

 if the command ip routing is found in the configuration it’s a router 

 if the command no ip routing is found it’s a switch 

 if neither ip routing nor no ip routing is found, these additional tests are performed: 

 if an IP static route is defined (other than an ip route 0.0.0.0 0.0.0.0... route, for 
example), it’s a router 

 if a dynamic routing protocol is found (router ospf, router bgp, router rip, for 
example), it’s a router 

 if no IP routes are defined and no dynamic routing protocols are found, it’s a 
switch 

Additionally, the device will be considered a router if either of these conditions apply, 
independent of the previous list of tests:

 if any VRF configured on the device is found to be routing 

 if there is any routing instance with more than two RedSeal-modeled, non-loopback, 
non-management interfaces 

IPsec Tunnels 
When you import a device configuration that defines an IPsec security association (SA), 
the RedSeal server will add a virtual interface to the modeled object representing the 
device. 

If both ends of the IPsec tunnel are modeled in the RedSeal blueprint, the two devices 
will automatically be connected in the RedSeal topology. 

If you only load the configuration for one of the two devices on which ends of the IPSec 
tunnel are defined, the IPsec SA will be represented by an unconnected /30 subnet, 
which you may want to designate as untrusted.

Remote access pools will show up in the topology as subnets.
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Wireless Networks 
RedSeal is able to detect some, but not all, wireless access points (WAPs) in your 
network. See the RedSeal Data Import Plugins Guide for details about device detection.

WAPs may be either routing devices (layer 3) or switches (layer 2). RedSeal models 
switches but does not show them in the layer 3 topology map displayed on the Maps & 
Views tab in the user interface. You can view switches in a map by selecting a host or 
subnet on the layer 3 map.

The topology uses a special icon for subnets that are wireless enabled. 

Since there are far more wireless vendors than the RedSeal plug-ins are able to identify, 
you can manually force a subnet’s wireless status using the Edit Subnet dialog if you 
know the subnet to have wireless capabilities and you want this to be visible in the 
topology maps.

Scanner Location 
For maximum effectiveness, your scanner’s source address should have complete, 
unimpeded access to your manager targets. 

This means data from scanners located inside your network will generally produce better 
results for RedSeal analysis than externally sourced scans. 

In networks where no single location has unimpeded access to all network segments, a 
multi-stage scanning strategy may be necessary. 

For example, to get a comprehensive manager of a DMZ may require performing the 
scan from within the DMZ itself, while the rest of the network is scanned from outside 
the DMZ.

Clouds 
You can create clouds on the topology using the Create/Edit Cloud dialog in the 
RedSeal user interface.

The dialog in the UI is opened by the Edit | New | Cloud menu command. See 
Create/Edit Cloud.

When you create a cloud, it will be represented on the topology as a yellow cloud icon, 
and it will be displayed with a similar icon in the inventory tree on the left side of the 
Maps & Views tab in the user interface. 

When you expand the cloud node on the inventory tree, it will contain child nodes for 
each device referenced by the cloud, and when those nodes are expanded they will 
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display child nodes for all interfaces on the device, not just those that were selected in 
the cloud dialog. 

Large Access Lists 
Configuration files that have a discontiguous wildcard in an ACL will be modified by 
SRM during import. 

In some cases, these types of wildcards, if strictly interpreted, could cause SRM to create 
thousands of devices in the network blueprint. Therefore SRM restricts the number of 
devices created (to 1024) by modifying the configuration file it imports. 

In these cases, a parser warning is issued on the Configuration tab, which says: “A large 
discontiguous wildcard was found in ACL: <acl name>. Approximate traffic flow will be 
used” 

Data Security 
For information about security, see Multi-Level Security, and the Security chapter of the 
RedSeal Installation and Administration Guide.

Best Practices 
RedSeal performs a set of Best Practices checks against your network resources to test 
for common security issues and configuration errors. Some of these checks are run when 
the data is imported. Other checks are run at other times, such as during analysis.

See Configuration Checks  on page  531 for a comprehensive list of checks and types of 
devices. 

You can also write your own custom checks. See Custom Best Practice Checks  on page 
383.

Results of Best Practice checks include a high, medium, or low severity ranking which 
can be used to prioritize issues to be addressed in your network. 

When you select a device icon in the Maps & Views Tab of the RedSeal user interface, 
click View Current to see the table labeled Best Practices, populated with failure 
reports associated with the selected item. If none of the checks performed on the selected 
item have failed, the tab which selects the table will not be enabled.

See Best Practices Check Failures  on page  376.
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Checks related to untrusted access to a network are run against device configurations, 
not actual network traffic. A targeted service need not be enabled for a check to fail, for 
example. If a configuration does not block rlogin packets, for example, a warning will be 
issued even if there are no devices on the subnet with rlogin enabled. RedSeal considers 
it a bad practice to allow rlogin packets into the subnet in the first place.

Special Handling 
The following interface-specific checks are not performed on interfaces that have private-
space addresses (as defined in RFC1918):

 Gratuitous ARP Enabled 

 IP Direct Broadcast 

 IP Mask Reply 

 IP Proxy ARPs 

 IP Redirects 

 IP Unreachables 

The gratuitous ARP check is only valid for routers. IOS switches are always presumed to 
pass the check, and Best Practices tallies shown in the RedSeal user interface and in 
reports will reflect this in the totals.

Location in Configuration Files 
Some Best Practices checks will be linked to the location in the device configuration 
that triggered the failure report. 

For those checks, the Best Practices table will show a line number that corresponds to 
the location of the failure in the imported configuration for the devices. Lines associated 
with check failures will be highlighted in red in the Configuration table. See 
Configurations.

To open a dialog that shows a text-searchable version of the configuration, use the Show 
in Config File floating-menu selection (right click on an entry in the failure table). See 
Best Practices Check Failures.

Locations are shown using <file>:<num> syntax. If file is config, num means the line 
number in the device configuration. If file is something like securityRules, num is the 
line number in the file the RedSeal analysis engine associates with the data, such as a 
collection of Check Point Security Rules.
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Note  Only a subset of checks will show associated configuration line numbers. For all 
other checks, the Show in Config File menu selection will be disabled.

Best Practices Severity 
Criteria for these rankings are:

 High—issue poses a direct threat to asset data integrity, or creates a high risk which 
may lead to a compromise of asset data integrity 

 Medium—issue involves disclosure of information regarding your network topology 
or the presence or configuration of a host on the network; or it involves 
confidentiality of asset data 

 Low—check has discovered what RedSeal considers a probable misconfiguration of 
a device on your network, or a violation of best practices 

Note  The same labels—high, medium, and low—but with different meanings are used to 
rate the severity of vulnerabilities. See Vulnerabilities Defined.

Suppressing Check Results 
See Create/Edit Suppression for information about suppressing results of individual or 
multiple Best Practices checks from reports and tables.

Subnet Checks 
When a Best Practices check is run against a subnet, any failures will be reported once 
for each device it is associated with, not just once for the subnet. This can produce 
lengthy Best Practices tables. For example, if a subnet fails the overlapping subnet 
check, there will be one failure report for every device collision.

Device Analysis and Cleanup 
Use RedSeal’s Device Cleanup utility to help manage network access rules. A cleanup 
analysis can identify such things as redundant security rules, expired time-limited rules. 
and disabled or unused rules, as well as locate permit any any rules (configuration 
statements that allow all traffic to pass through your network).
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You can also configure the device cleanup analysis to tell you how often individual access 
rules are being used, by showing packet counts for each rule during a specified time 
period.

For more information about using the Device Cleanup utility, see Device Cleanup.

Inferred Data 
When you create a network blueprint by importing router or firewall configuration files, 
the RedSeal analysis engine interprets the rules contained in the imported data and 
builds a model of your network.

Depending on the permissiveness of a given rule, the RedSeal system might infer the 
existence of a host or application.

This ability to infer hosts and applications is central to RedSeal’s adaptive risk analysis 
approach.

However, it can add significantly to the amount of time required to analyze a network, 
and by default RedSeal disables inference.

Inferred data is of limited value when scanner data is available for only a small 
percentage of the network. The value of inference is highest when it can pinpoint voids 
in a mostly complete map. If most of the network is unscanned, it may not be of much 
value to itemize inferred contents of the unscanned portion. It can be very costly to 
calculate inference when most of a very large network is unscanned.

To enable inference, use the Inference panel on the Analysis tab of the System Settings 
dialog. 

You can control the following behaviors:

 the circumstances under which the analysis engine will infer data 

 which applications and versions will be inferred 

IP Addresses for Inferred Hosts 
Inferred hosts are objects created by the RedSeal analysis engine to represent destinations 
allowed by your network configurations but for which there are no confirmed physical 
hosts.

Vulnerabilities and RedSeal analytical data for all of the destination addresses open on 
the same port within the same subnet will be rolled up into a single inferred host.
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If traffic is also allowed on a different port to a different set of addresses, another inferred 
host will be created for the subnet.

When multiple destination addresses are rolled up into a single inferred host, the address 
will be shown in RedSeal tables and reports as an aggregate of the destinations found by 
the RedSeal analysis engine, as follows:

 a.b.c.d-e.f.g.h—contiguous destination addresses shown as a range 

 a.b.c.d, f.g.h.i, k.l.m.n—non-contiguous addresses shown as a comma 

These formats may be combined for a single inferred host if the destination set includes 
both contiguous and non-contiguous addresses.

Controlling When Data Will Be Inferred 
You can control inference for individual subnets, or globally.

Global Inference 
Use the Analysis tab in the System Settings dialog to configure global inference. When 
configuring inference globally, your choices are:

 Allow Inference 

 Disallow Inference 

 All inference with no rollup vulnerability 

Individual Subnet Inference 
Use the Advanced tab on the Edit Subnet dialog to configure inference for an individual 
subnet. 

When configuring inference for a subnet, your choices are:

 Always—infer applications on real hosts, and always infer hosts 

 When none found 

 if the data confirm the presence of at least one host for a subnet, do not infer the 
presence of any other hosts in that subnet 
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 if the data confirm the presence of at least one application on a host in the 
subnet, do not infer any other applications on that host 

 Never—do not infer either applications or hosts 

Controlling Which Applications Are Inferred 
To be most effective, the RedSeal analysis engine needs some information about 
applications running on hosts on your network.

Vulnerability assessment manager data provides precise information about applications 
found on your network.

The RedSeal analysis engine can then match the applications found on your network 
with vulnerabilities defined in the TRL.

Model Issues 
RedSeal’s analysis of your network security profile is only as good as the network model 
you provide. 

If the model contains hosts with IP addresses that do not map to any subnet known to 
RedSeal, or interfaces with no IP address assignment and which are not linked to 
another unlinked interface, or static routes to IP addresses that do not exist in the model, 
to cite a few examples, then the security profile RedSeal constructs for your network will 
be incomplete.

These conditions are among several others that RedSeal will report as model issues, both 
as an aggregate number in the Status panel on the Home Page and on the Model 
Issues tab in the RedSeal client interface.

Model issues are calculated after each run of analysis, or you can trigger a model issue 
calculation on demand, on the Model Issues tab of the client user interface.

See The Model Issues Tab 

Network Complexity and Analysis Times 
The amount of time it takes the analyzer to analyze a network is dependent on numerous 
variables, both physical—speed of CPU, or amount of available RAM, for example—
and virtual. 

106 RedSeal User Guide 9.4



Network Complexity and Analysis Times 

Each network is unique, and some of them can be very complex. Some networks can 
take several hours of continuous CPU time to analyze. 

However, in most of these cases, that time can be cut dramatically—sometimes to 
minutes—simply by cleaning up old access lists and other configuration complexities.

A network’s complexity can be partially defined by its size, such as numbers of network 
devices, subnets and hosts, and partially by its configuration. A network with thousands 
of access lists or filter rules represents one level of complexity. Another network, with a 
fewer number of rules, may be more complex, requiring more time to analyze, because of 
the way those rules are defined. A rule that references large numbers of discontiguous IP 
addresses, for example, can add hours to the analysis time.

There are several things that can be done to reduce the amount of time required to 
analyze. 

With the help of RedSeal support, some RedSeal server properties can be adjusted; see 
the discussion about network metrics in the RedSeal Installation and Administration 
Guide.

Some things can be done to make the network itself more efficient. In many cases, 
network configurations that have grown organically over a long period of time can 
benefit from a RedSeal-inspired clean-up. RedSeal Best Practices checks can often point 
to systemic problems that have gone undiscovered simply because of the complexity of 
IP networking.

Careful attention to RedSeal Best Practices failure reports after importing device 
configurations can pinpoint many of these problems. See Best Practices.

You can also run a Device Cleanup analysis to identify some other areas in your 
configurations which could be cleaned up. See Device Cleanup.

Some problems that contribute to excessive analysis times are neither network nor 
RedSeal problems, but caused by the complex inter-relationship of the network, RedSeal, 
and the setup and use of a particular VA scanner. Fine-tuning the input obtained from 
the scanner can produce dramatically improved output from the analyzer.

If your analysis times seem excessive, contact RedSeal support to discuss options for 
possible improvements.
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4Reports and Dashboards 

The RedSeal system can generate a number of reports about your network.

Reports are accessible in HTML, PDF, or XML format from the Reports tab of the 
RedSeal client user interface or through RedSeal’s Web Portal, accessed through a web 
browser pointed at a RedSeal server.

Reports can also be scheduled to run automatically at regular intervals, with the resulting 
PDFs sent to a list of email addresses.

Generated reports saved as documents from the Web Portal’s Interactive Viewer will be 
listed in the report documents tables, which will also include documents that were 
generated by scheduled report generation.

See

 Report Definitions 

 Report Designs, Documents 

This chapter of the User Guide focuses on contents of the system-defined reports that 
can be run from the Reports Tab of the client interface or from the Report Designs 
tab of the Web Portal.

For information about creating, running, and scheduling reports your own custom 
reports using report data types, see The Reports Tab.
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Report Definitions 
The Reports tab of the client interface and the RedSeal Web Portal both show the same 
collections of report definitions and report documents. Click the Report Designs and 
Report Documents buttons (client interface) or tabs (Web Portal) to alternate between 
report design and document tables.

Designs are the templates used to generate reports. Documents are the saved instances of 
generated reports.

See Reports Tab Contents.

System Defined Reports 
Reports that are identified as type Web can be displayed and customized in the RedSeal 
Web Portal.

Reports of type PDF are designed to be viewed in a PDF viewer.

The distinction between Web and PDF reports is not absolute. Web-type reports can be 
saved in PDF format and PDF reports can be retrieved in a web browser.

See Report Types.

Note  Not all system-defined reports will contain data when you run them without 
modifying parameters, particularly on a newly installed system. Some, such as the 
Changes in Host Threat Profiles report, are dependent on multiple analyses and may 
require changes in the selected time range; others, such as the Changes in Best Practice 
Failures report, are dependent on multiple collections of the same set of configurations. 
   

This chapter provides detailed descriptions of each report template, for both Web and 
PDF types.

Web Reports 
Web reports are reports that are designed to be viewed primarily in a web browser 
(though they can be exported in other formats).

When you run a web-type report from the client application’s Reports tab, the generated 
report will be displayed in the RedSeal web portal, which you can view in a web browser. 
You can also run many of these same reports from this web portal itself. See Web Portal.

110 RedSeal User Guide 9.4



Web Reports 

RedSeal provides several system-defined web reports, grouped in the user interface into 
several report categories:

 Dashboards 

 Configuration Management 

 Vulnerability Management 

 Access Management 

 Security Model 

 Access Policy 

 Other 

Dashboards 
Dashboard reports include:

 Executive Summary 

 Network Model 

 Network Overview 

 Policy Compliance 

 Vulnerabilities Overview 

See also:

 Data Dependencies 

 Trend Graphs in Drill-down Reports 

Note  dashboard reports and the drill-down reports accessible from them were created 
using design tools not included in the RedSeal user interface. Some of these reports 
contain graphics which cannot be duplicated using the tools provided in the user 
interface.

You can create custom dashboards using the Trends in Traffic Metrics data type when 
creating a new web-type report. See Trends in Traffic Metrics.
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Executive Summary 
The Executive Summary report provides a high-level view of overall network security. 
The report is divided into the following sections: Overview  on page  112, Network 
Security  on page  112, Vulnerability Management  on page  112, and Policy Compliance  
on page  113.

Overview 
The Overview section shows the following:

 cumulative, overall risk score for all hosts in the RedSeal network model 

 a bar chart showing recent changes in risk 

 a trend chart that tracks changes at each run of RedSeal analysis 

Click on the Overall Risk Score heading to open a metric trend report which charts 
overall risk over a customizable period of time. Additional links at the bottom of the 
page open drill-down reports showing how values were calculated.

See Trend Graphs in Drill-down Reports.

Network Security 
The Network Security section shows counts of hosts that comprise your known attack 
surface (addresses accessible from an untrusted source, and known to have 
vulnerabilities) and potential attack surface (currently unoccupied address space 
accessible from an untrusted source), in both numerical form and in bar charts. Trend 
graphs track changes in these numbers at each run of RedSeal analysis.

Click on the Known Attack Surface or Potential Attack Surface heading to open an 
access query trend report that chart changes in attack surface over a customizable period 
of time.

See Trend Graphs in Drill-down Reports.

Vulnerability Management 
The Vulnerability Management section shows numbers of hosts that have 
vulnerabilities and are either directly or indirectly exposed to untrusted address space, 
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hosts that are or not exposed (protected) to untrusted address space. Trend charts track 
changes in these numbers at each run of RedSeal analysis.

Click on the Directly Exposed, Indirectly Exposed or Protected heading to open a 
metric trend report that charts changes over a customizable period of time.

See Trend Graphs in Drill-down Reports.

Policy Compliance 
The Policy Compliance section shows an aggregate of compliance by all of your 
network resources with all rules in all policies defined in the Zones & Policies tab of 
the RedSeal client application.

See Trend Graphs in Drill-down Reports.

Link SubReport Reports Linked to SubReport

Overall Risk Score Trend in Overall Risk • Current Overall Risk 
Scores 

• Change from Last 
Analysis 

• Window Start Value 
(scores on date 
represented by left side 
of graph) 

• Window End Value 
(scores on date 
represented by right 
side of graph) 

• Change in Window 
(changes in scores 
between dates 
represented by left and 
right sides of graph) 
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Link SubReport Reports Linked to SubReport

Known Attack Surface Trend in Known Attack 
Surface Access

• Current Number of 
Destination Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 

114 RedSeal User Guide 9.4



Dashboards 

Link SubReport Reports Linked to SubReport

Potential Attack Surface Trend in Potential Attack 
Surface Access

• Current Number of 
Destination Addresses 

• Change from Last 
Analysis 

• Window Start Value 
(number of addresses 
on date represented by 
left side of graph) 

• Window End Value 
(number of addresses 
on date represented by 
right side of graph) 

• Change in Window 
(changes in address 
count between dates 
represented by left and 
right sides of graph) 
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Link SubReport Reports Linked to SubReport

Directly Exposed Trend in Number of 
Directly Exposed Hosts

• Current Number of 
Directly Exposed Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Indirectly Exposed Trend in Number of 
Indirectly Exposed Hosts

• Current Number of 
Indirectly Exposed 
Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Protected Trend in Number of 
Protected Hosts

• Current Number of 
Protected Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Routers Trend in Router Inventory • Current Number of 
Routers 

• Change from Last 
Analysis 

• Window Start Value 
(number of routers on 
date represented by left 
side of graph) 

• Window End Value 
(number of routers on 
date represented by 
right side of graph) 

• Change in Window 
(changes in router 
count between dates 
represented by left and 
right sides of graph) 
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Firewalls Trend in Firewall Inventory • Current Number of 
Firewalls 

• Change from Last 
Analysis 

• Window Start Value 
(number of firewalls on 
date represented by left 
side of graph) 

• Window End Value 
(number of firewalls on 
date represented by 
right side of graph) 

• Change in Window 
(changes in firewall 
count between dates 
represented by left and 
right sides of graph) 
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Hosts Trend in Host Inventory • Current Number of 
Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Other Network Devices Trend in Other Network 
Device Inventory

• Current Number of 
Other Network Devices 

• Change from Last 
Analysis 

• Window Start Value 
(number of other 
network devices on date 
represented by left side 
of graph) 

• Window End Value 
(number of other 
network devices on date 
represented by right 
side of graph) 

• Change in Window 
(changes in other 
network device count 
between dates 
represented by left and 
right sides of graph) 

  

Network Model 
The RedSeal Model report itemizes the contents of the model of your network that 
RedSeal has constructed from your imported configurations.

In addition to counts of routers, firewalls, hosts, and other devices, the report also shows 
the following:

 Unmapped hosts—hosts referenced in scan data but whose addresses do not map 
to any subnet known to RedSeal 

 Stale Devices—devices whose configurations have not been updated for a user-
defined period of time; see Stale Hosts, Devices 

 Trusted but unconnected /30 subnets—/30 subnets in trusted address space with 
one interfaces not connected to another trusted subnet (possible candidate for a trust 
designation of Internet) 
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 Subnet with no scan data—address space known to RedSeal by reference in device 
configurations but for which no vulnerability scan data is available 

 Stale Hosts—hosts known to RedSeal from scan data that has not been updated in 
user-defined period of time; see Stale Hosts, Devices 

 Failed Data Collections—data collection attempts that failed 

Click on a section heading to see a detailed drilldown report.

Link SubReport Reports Linked to SubReport

Router Count Trend in Router Inventory • Current Number of 
Routers 

• Change from last 
analysis 

• Window Start Value 
(number of routers on 
date represented by left 
side of graph) 

• Window End Value 
(number of routers on 
date represented by 
right side of graph) 

• Change in Window 
(changes in router 
count between dates 
represented by left and 
right sides of graph) 
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Firewall Count Trend in Firewall Inventory • Current Number of 
Firewalls 

• Change from last 
analysis 

• Window Start Value 
(number of firewalls on 
date represented by left 
side of graph) 

• Window End Value 
(number of firewalls on 
date represented by 
right side of graph) 

• Change in Window 
(changes in firewall 
count between dates 
represented by left and 
right sides of graph) 

124 RedSeal User Guide 9.4



Dashboards 

Host Count Trend in Host Inventory • Current Number of 
Hosts 

• Change from last 
analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Other Device Count Trend in Other Device 
Inventory

• Current Number of 
Other Devices 

• Change from last 
analysis 

• Window Start Value 
(number of other 
devices on date 
represented by left side 
of graph) 

• Window End Value 
(number of other 
devices on date 
represented by right 
side of graph) 

• Change in Window 
(changes in other device 
between dates 
represented by left and 
right sides of graph) 

Unmapped Hosts Unmapped Hosts Inventory No drill-down reports

Stale Devices Stale Device Inventory No drill-down reports

Trusted but Unconnected

/30 subnets

Trusted but Unconnected

/30 subnets

No drill-down reports

Host-subnets with no scan 
data

Host-subnets with no scan 
data inventory

No drill-down reports

Stale Hosts Stale Host Inventory No drill-down reports

Failed Data Collections Failed Data Collection 
Inventory

No drill-down reports
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Network Overview 
The Network Security Overview report focuses on attack surfaces and containment 
efforts. The report is divided into the following sections: Attack Surface  on page  127, 
Attack Containment  on page  127, and Critical Systems Protection  on page  128.

Attack Surface 
The Attack Surface section provides counts of known and potential attack surfaces 
(number of hosts in trusted address space that are accessible from an untrusted source, 
and number of unoccupied addresses in trusted space that could be reached from an 
untrusted source), bar charts showing the same data graphically, and trend charts.

Click on the Known Attack Surface or Potential Attack Surface heading to open an 
access query trend report that charts changes in this value over a customizable period of 
time.

See Trend Graphs in Drill-down Reports.

Attack Containment 
The Attack Containment section provides counts of hosts in the DMZ and Database 
Servers groups of your Dashboard Groups view.

See Dashboard Groups View.

This section displays the following information:

 Known DMZ Outlets—all real hosts in trusted subnets that are accessible to 
systems in the DMZ group in the Dashboard Groups view 

 Potential DMZ Outlets—all unoccupied IP addresses in trusted subnets that are 
accessible to systems in the DMZ group in the Dashboard Groups view 

 Known DMZ Bypass—all real hosts in trusted subnets that are accessible from the 
Internet and are not in the DMZ group in the Dashboard Groups view 

 Potential DMZ Bypass—all unoccupied IP addresses in trusted subnets that are 
accessible from the Internet and are not contained in the DMZ group in the 
Dashboard Groups view 
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 SQL Injection Containment—number of real hosts in the Database 
Servers group in the Dashboard Groups view that have access to the Internet 

Click on a topic heading to open an access query trend report that charts changes in 
value over a customizable period of time.

See Trend Graphs in Drill-down Reports.

Critical Systems Protection 
The Critical Assets Protection section provides a count of hosts in your network that 
have access to hosts in the Critical Assets folder of the Dashboard Groups view (but 
are not themselves in that folder).

See Dashboard Groups View.

Click on the Known Critical Assets Access heading to open an access query trend 
report that charts changes in value over a customizable period of time.

See Trend Graphs in Drill-down Reports.

Link SubReport Reports Linked to SubReport
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Known Attack Surface Trend in Known Attack 
Surface Access

• Current Number of 
Destination Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Potential Attack Surface Trend in Potential Attack 
Surface Access

• Current Number of 
Destination Addresses 

• Change from Last 
Analysis 

• Window Start Value 
(number of addresses 
on date represented by 
left side of graph) 

• Window End Value 
(number of addresses 
on date represented by 
right side of graph) 

• Change in Window 
(changes in address 
count between dates 
represented by left and 
right sides of graph) 
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Known DMZ Outlets Trend in Known DMZ 
Outlets Access

• Current Number of 
Destination Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Potential DMZ Outlets Trend in Potential DMZ 
Outlets Access

• Current Number of 
Destination Addresses 

• Change from Last 
Analysis 

• Window Start Value 
(number of addresses 
on date represented by 
left side of graph) 

• Window End Value 
(number of addresses 
on date represented by 
right side of graph) 

• Change in Window 
(changes in address 
count between dates 
represented by left and 
right sides of graph) 

132 RedSeal User Guide 9.4



Dashboards 

Known DMZ Bypass Trend in Known DMZ 
Bypass Access

• Current Number of 
Destination Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Potential DMZ Bypass Trend in Potential DMZ 
Bypass Access

• Current Number of 
Destination Addresses 

• Change from Last 
Analysis 

• Window Start Value 
(number of addresses 
on date represented by 
left side of graph) 

• Window End Value 
(number of addresses 
on date represented by 
right side of graph) 

• Change in Window 
(changes in address 
count between dates 
represented by left and 
right sides of graph) 
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SQL Injection 
Containment

Trend in SQL Injection 
Containment

• Current Number of 
Source Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Known Critical Assets 
Access

Trend in Known Critical 
Assets Access

• Current Number of 
Source Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Potential Critical Assets 
Access

Trend in Potential Critical 
Assets Access

• Current Number of 
Source Addresses 

• Change from Last 
Analysis 

• Window Start Value 
(number of addresses 
on date represented by 
left side of graph) 

• Window End Value 
(number of addresses 
on date represented by 
right side of graph) 

• Change in Window 
(changes in address 
count between dates 
represented by left and 
right sides of graph) 
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High Severity Trend of High Severity Best 
Practice Violations

• Current Number of 
High Severity BPCs 

• Change from Last 
Analysis 

• Window Start Value 
(number of violations 
on date represented by 
left side of graph) 

• Window End Value 
(number of violations 
on date represented by 
right side of graph) 

• Change in Window 
(changes in violation 
count between dates 
represented by left and 
right sides of graph) 
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Medium Severity Trend of Medium Severity 
Best Practice Violations

• Current Number of 
Medium Severity BPCs 

• Change from Last 
Analysis 

• Window Start Value 
(number of violations 
on date represented by 
left side of graph) 

• Window End Value 
(number of violations 
on date represented by 
right side of graph) 

• Change in Window 
(changes in violation 
count between dates 
represented by left and 
right sides of graph) 
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Low Severity Trend of Low Severity Best 
Practice Violations

• Current Number of 
Low Severity BPCs 

• Change from Last 
Analysis 

• Window Start Value 
(number of violations 
on date represented by 
left side of graph) 

• Window End Value 
(number of violations 
on date represented by 
right side of graph) 

• Change in Window 
(changes in violation 
count between dates 
represented by left and 
right sides of graph) 

  

Policy Compliance 
The Compliance report summarizes compliance with all policies that were active at the 
most recent run of RedSeal analysis.

Note  Updating the Zones & Policy tab in the client application and rerunning the 
report are not sufficient to update the compliance report. You must run RedSeal analysis 
before any changes in compliance will be reflected in the report.

See Check Compliance.

Click on a topic heading to see a metric trend report for that topic.

Trend reports will not show any data until there are two runs of analysis after the policy 
has been enabled.

See Trend Graphs in Drill-down Reports.

Link SubReport Reports Linked to SubReport
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Fail Trend of Failures for Policy • Current Number of 
Rules Failed 

• Change from last 
analysis 

• Window Start Value 
(number of rules on 
date represented by left 
side of graph) 

• Window End Value 
(number of rules on 
date represented by 
right side of graph) 

• Change in Window 
(changes in rule count 
between dates 
represented by left and 
right sides of graph) 
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Warning Trend of Warnings for 
Policy

• Current Number of 
Rules With Warnings 

• Change from last 
analysis 

• Window Start Value 
(number of rules on 
date represented by left 
side of graph) 

• Window End Value 
(number of rules on 
date represented by 
right side of graph) 

• Change in Window 
(changes in rule count 
between dates 
represented by left and 
right sides of graph) 
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Pass Trend of Passed for Policy • Current Number of 
Rules Passed 

• Change from last 
analysis 

• Window Start Value 
(number of rules on 
date represented by left 
side of graph) 

• Window End Value 
(number of rules on 
date represented by 
right side of graph) 

• Change in Window 
(changes in rule count 
between dates 
represented by left and 
right sides of graph) 

  

Vulnerabilities Overview 
The Vulnerabilities Overview report provides a detailed look at your network 
resources’ vulnerability to attack and itemizes what RedSeal considers to be your most 
urgent remediation priorities, based on RedSeal’s calculation of downstream risk.

The report is divided into the following sections: Risk Analysis  on page  143, 
Vulnerability Type  on page  144, Remediation Priorities  on page  144, and Scan Coverage  
on page  144.

Risk Analysis 
The Risk Analysis section displays the following information:

 Directly Exposed—count of hosts with vulnerabilities that can be exploited 
directly from untrusted address space 
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 Indirectly Exposed—count of hosts with vulnerabilities that can be exploited from 
untrusted address space by a leapfrog (pivot) attack through a different trusted 
resource 

 Protected—count of hosts with known vulnerabilities that are reachable from either 
trusted or untrusted address space

 Directly Exposed and Pivotable—count of hosts with vulnerabilities that are 
exploitable from untrusted address space and can be used to exploit other hosts in 
the system 

Vulnerability Type 
The Vulnerability Type section displays the following information:

 Directly Exposed (Availability)—count of hosts with CVS-type Availability 
vulnerabilities that can be exploited directly from untrusted address space 

 Directly Exposed (Confidentiality)—count of hosts with CVS-type 
Confidentiality vulnerabilities that can be exploited directly from untrusted address 
space 

 Directly Exposed (Integrity)—count of hosts with CVS-type Integrity 
vulnerabilities that can be exploited directly from untrusted address space 

 Directly Exposed (Security)—count of hosts with CVS-type Security 
vulnerabilities that can be exploited directly from untrusted address space 

Remediation Priorities 
The Remediation Priorities section consists of a table of the top 15 candidates for 
remediation, based on the downstream risk calculated for each host.

Scan Coverage 
The Scan Coverage section quantifies how much of your network resources remain 
unscanned. Lack of scanner coverage limits RedSeal’s ability to evaluate risk. The section 
displays counts of addresses in each of the following categories:

 Potential Attack Surface—number of unused IP addresses in trusted address space 
that are accessible to untrusted address space 
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 Potential DMZ Outlets—all unoccupied IP addresses in trusted subnets that are 
accessible to systems in the DMZ group in the Dashboard Groups view 

 Potential Critical Assets Access—number of unoccupied IP addresses in trusted 
subnets that have access to hosts in the Critical Assets folder of the Dashboard 
Group view 

See Dashboard Groups View. 

Link SubReport Reports Linked to SubReport

Directly Exposed Trend in Number of 
Directly Exposed Hosts

• Current Number of 
Directly Exposed Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Indirectly Exposed Trend in Number of 
Indirectly Exposed Hosts

 

• Current Number of 
Indirectly Exposed 
Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Protected Trend in Number of 
Protected Hosts

• Current Number of 
Protected Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Directly Exposed & 
Pivotable

Trend in Number of 
Directly Exposed, Pivotable 
Hosts

• Current Number of 
Directly Exposed, 
Pivotable Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Directly Exposed 
(Availability)

Trend in Number of 
Directly Exposed 
(Availability) Hosts

 

• Current Number of 
Directly Exposed Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Directly Exposed 
(Confidentiality)

Trend in Number of 
Directly Exposed 
(Confidentiality) Hosts

• Current Number of 
Directly Exposed Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Directly Exposed (Integrity) Trend in Number of 
Directly Exposed (Integrity) 
Hosts

• Current Number of 
Directly Exposed Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 
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Directly Exposed (Security 
Protection)

Trend in Number of 
Directly Exposed (Security 
Protection) Hosts

• Current Number of 
Directly Exposed Hosts 

• Change from Last 
Analysis 

• Window Start Value 
(number of hosts on 
date represented by left 
side of graph) 

• Window End Value 
(number of hosts on 
date represented by 
right side of graph) 

• Change in Window 
(changes in host count 
between dates 
represented by left and 
right sides of graph) 

Potential Attack Surface Trend in Potential Attack 
Surface Access

• Current Number of 
Destination Addresses 

• Change from Last 
Analysis 

• Window Start Value 
(number of addresses 
on date represented by 
left side of graph) 

• Window End Value 
(number of addresses 
on date represented by 
right side of graph) 

• Change in Window 
(changes in address 
count between dates 
represented by left and 
right sides of graph) 
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Data Dependencies 
Some of the system-provided reports (dashboard and drill-downs) are dependent on the 
contents of groups contained in the Dashboard Groups view in the RedSeal user 
interface application.

Counts shown in the dashboards and drill-downs will remain at 0 until you have 
populated these groups.

See Dashboard Groups View.

Note  Reports will not reflect changes made to dashboard groups until after the next 
analysis following the group modification.

Some system-provided reports are dependent on structured database queries. When these 
reports are generated by drilling down from a dashboard report, these queries are 
automatically specified. When you run one of these reports from the Reports tab in the 
RedSeal user interface, you will be asked to specify the query when the report design is 
opened in the Web Portal.

Some reports display a Grouping Selection menu. When the report is displayed from a 
drill-down link (such as the Known Attack Surfaces link in the Executive 
Summary dashboard, which is an instance of the Attack Query Trend report design), 
this menu will not contain any selectable alternatives.

However, when you create an Access Query Trend report of your own, you can specify 
grouping criteria that will then be accessible from this menu in the Web Portal.

See Security Query Manager and Security Intelligence Centerfor information about creating 
queries.

See Web Reports Design Editor for information about specifying grouping criteria. 

Trend Graphs in Drill-down Reports 
Trend graphs in some drill-down reports can be customized.

You can specify precise start and end dates/times by editing the timestamp fields labeled 
Custom period. Entries must be an exact match to valid RedSeal analysis time stamps.

Or, you can click on a preset period of time (10 days or 1 month, for example) in the 
fields following the Zoom label.

The default date/timestamps shown are the dates and times of the first and most recent 
runs of analysis in the RedSeal database.
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You can also change the timespan shown in the graph by clicking and dragging sliders at 
either end of the small graph displayed below the main graph.

Links at the bottom of the report lead to additional drill-down reports.

Dots along the trend line correspond to RedSeal analysis runs. The date/timestamp 
shown above the upper right corner of the graph corresponds to the solid dot on the line.

As you move the mouse over the graph, the analysis date/time will change,

The data displayed above the upper left corner of the graph represents data from the 
currently selected analysis period. If you click and hold the mouse button, the amount of 
data displayed is expanded to show starting and ending data points for the entire time 
range currently depicted by the graph.

If you have used the sliders on the bottom graph to narrow the time span depicted in the 
large graph, you can drag the graph left or right and the time period shown in the 
window will adjust accordingly. Click and hold down the mouse button while dragging.

Numbers associated with the Window Start Value and Window End Value links at 
the bottom of the report represent counts of the tracked value based on the RedSeal 
analysis closest to the left (start) or right (end) side of the displayed graph. If you narrow 
the focus of the graph using the sliders at either end of the lower graph, these numbers 
will change as analysis nodes enter or leave the graph.

Configuration Management 
The Configuration Management report category contains the following RedSeal-
defined reports:

 New Access Rule Cleanup Report 

 Best Practice Check Delta 

 Best Practice Check Violations 

 Best Practice Violations 

You can create custom configuration management reports using the following templates:

 Network Device Best Practice Checks 
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 External Configuration Checks 

New Access Rule Cleanup Report 
The New Access Rule Cleanup Report thumbnail image opens the report design 
editor for an Access Rule Cleanup report, which uses a PDF-type report template.

See PDF-Type Reports.

Best Practice Check Delta 
The Best Practice Check Delta report presents a table showing what changes have 
taken place for all high severity Best Practice check violations between two analysis runs.

To change severity, create a new report, select Network Device Best Practice Checks as 
data type in the New Device BPCs Report dialog and click the Add button. Don’t 
select the Changes Between BPC Analyses data type; that will create a report similar to 
the Best Practices Violations report, which is different. See Best Practice Violations.

When you run the report, the web portal will display a page in which you will need to 
select two different analysis data sets. When you click the Finish button, report will be 
generated, with rows grouped first by whether any changes have occurred, then by Best 
Practice Check title.

Within each group of check titles, each row will represent a unique violation of that 
check.

Column titles in the table are:

 Change Type—state of change between analysis periods 

 Title—title of the Best Practice Check 

 Summary—summary text for the check 

 Device Name—name of the device that failed the check 

 Device Type—type of device 

 Operating System—device’s OS 

 Configuration Details—line number associated with the violation, if available 

 First Noticed—date/timestamp RedSeal first noticed the violation 
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 Last Noticed—date/timestamp of the most recent violation (checks are run each 
time the device’s configuration is collected and imported into RedSeal) 

Best Practice Check Violations 
The Best Practice Check Violations report is similar in appearance to the Best 
Practice Check Violations Delta report, except that it does not contain a Change 
Type column and is grouped only by check title.

When you run the report, the web portal will display a parameters page in which you 
must select an analysis dataset and a severity value.

See Best Practice Check Delta for a description of columns contained in the report.

Best Practice Violations 
The Best Practice Violations report is a PDF-type report. This is not the same report, 
nor is the contents the same, as the Web-style Best Practice Check Violations report.

When you select this report and click the Run button, you must select either PDF or 
XML as output type.

The report that is generated uses the Examples of Best Practices Report Template.

Vulnerability Management 
The Vulnerability Management report category contains the following RedSeal 
defined reports:

 High Risk Vulnerabilities 

 Internal Hosts Open to Attack 

 Scanned Coverage Gaps 

 Threat Query Delta 

 Threat Query Result 

 Threat Query Trends 

 Top Remediation Priorities 

The Vulnerability Management category of reports use threat queries to obtain their 
data. Access queries can be defined in the Security Intelligence Manager. See Security 
Query Manager.
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You can also create custom Vulnerability Management reports using the following 
templates:

 Threats data type (see Threats) 

 Threat Posture at Last Analysis 

 Threat Changes Between Last Two Analyses 

 Trend of Threat Results 

 Vulnerabilities (see Vulnerabilities and Vendor ID, Name Fields) 

 Threats 

 Vulnerabilities 

For definition of the term exploitable in the context of the Threat Posture and Threat 
Changes reports, see Glossary).

High Risk Vulnerabilities 
The High Risk Vulnerabilities report is a Web-type report that itemizes the 10 
vulnerabilities that pose the most risk to your network, and the 10 hosts most at risk 
(highest RedSeal-calculated risk score) from each of the top 10 vulnerabilities.

The report consists of two tables, one itemizing vulnerabilities and the other itemizing 
hosts.

The vulnerabilities table contains the following columns:

 Vulnerability—host vulnerability, ID number assigned to the vulnerability by a 
scanner 

 CVE References—all CVEs associated with the vulnerability 

 Description—text describing the vulnerability 

 Host Count—number of hosts in your network on which this vulnerability has 
been found 

 Total Vulnerability Risk—a score apportioned to the vulnerability based on CVSS 
severity, whether the vulnerability is leapfroggable, and whether RedSeal was able to 
use the vulnerability in attack simulations to break in to the host 

The host table contains the following columns:
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 Host Name—name of the host 

 IP Address—IP address of the host 

 Scan Date—date of scan, from scan report 

 Value—business value of the host 

 Attack Depth—number of hops from an untrusted subnet 

 Combined Risk—host’s risk determined by RedSeal analysis 

Internal Hosts Open to Attack 
The Internal Hosts Open to Attack report is a PDF-type report based on the High 
Interest Hosts report template, filtered by attack depth greater than 1.

Hosts listed in this report are at least one layered removed from direct attack from an 
untrusted network. These are the hosts in the yellow sphere in the Risk Analysis pane on 
the Home tab.

When you select this report and click the Run button, you must select either PDF, 
XML, or TSV (tab separated value) as output type.

The report that is generated uses the High Interest Hosts Report Template, sorted by risk.

Scanned Coverage Gaps 
The Scanned Coverage Gaps report is a PDF-type report. When you select this report 
and click the Run button, you must select either PDF or XML as output type.

The report that is generated uses the High Interest Hosts Report Template, sorted by risk.

Internal Hosts Open to Attack 
The Internal Hosts Open to Attack report is a PDF-type report based on the High 
Interest Hosts report template, filtered by attack depth greater than 1.

Hosts listed in this report are at least one layered removed from direct attack from an 
untrusted network. These are the hosts in the yellow sphere in the Risk Analysis pane 
on the Home tab.

When you select this report and click the Run button, you must select either PDF, 
XML, or TSV (tab separated value) as output type.

The report that is generated uses the High Interest Hosts Report Template, sorted by 
risk.
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Threat Query Delta 
The Threat Query Delta report is a web-type report that displays a Changes in 
Vulnerability table.

When you click the Run button, a parameters page is displayed in the web portal. Select 
each of the following parameters:

 Threat Query—a threat query; either the RedSeal default untrusted to trusted 
subnets threat query, or one which you have previously created and saved using 
RedSeal’s security intelligence tools; see Security Query Manager 

 Newer Analysis Timestamp—date/time of a RedSeal analysis 

 Older Analysis Timestamp—date/time of a RedSeal analysis 

Data for the table in the report is obtained by querying the database with the query 
identified in the parameters page. Columns in the report (not all have data for every 
entry):

 Diff Type—type of change between two specified analyses; can be one of: 

 added 

 removed 

 unchanged 

 Source Subnet—name of the subnet in which the threat vector originates 

 Source Hostname—host name of the system where the threat vector originates 

 Source IP Addresses(es)—IP address or addresses where the threat vector 
originates 

 Protocol—protocol used for the exploit 

 Destination Port—port susceptible to exploit 

 Application Name—name of the application listening at the destination port 

 Destination Hostname—name of the host at risk 

 Destination Subnet—subnet in which the at risk host resides 

 Vulnerability ID—CVE of the vulnerability 

 Pivotable (Leapfrog)—can the exploited host be used to attack other hosts deeper 
in the network? 
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 CVSS Base—CVSS base score 

 NVD Description—vulnerability’s description obtained from the NVD 

Threat Query Result 
The Threat Query Result report is a web-type report that displays threats found when 
the specified query is run.

When you click the Run button, a parameters page is displayed in the web portal. Select 
each of the following parameters

 Threat Query—a threat query; either the RedSeal default untrusted to trusted 
subnets threat query, or one which you have previously created and saved using 
RedSeal’s security intelligence tools; see Security Query Manager 

 Analysis Timestamp—date/time of a RedSeal analysis 

 Topo Layout—layout to be used when creating the map; list shows all saved 
topology layouts; if there are no layouts or you leave the field blank, RedSeal to draw 
the map using the compact layout algorithm; see Topology Maps in Reports 

 Show Full Topology—the entire map appears; if not selected only the section of 
the map with the relevant arrows showing query results appears 

The topology map shows all threat vectors generated by the specified query. Select either 
true or false on the parameters page to determine whether the report displays the full 
map or just the portion of the map that contains the threat vector arrows.

Data for the table in the report is obtained by querying the database with the query and 
analysis run identified in the parameters page.

The report identifies the vulnerabilities represented by the arrows, in a table with the 
following columns (not all columns have data; how much RedSeal knows about a 
vulnerability is dependent on the contents of the TRL, which is derived from the NVD, 
and the information provided by your vulnerability scanner):

 Source Subnet—subnet name or address/mask where the threat vector originates 

 Source IP Address(es)—IP addresses from which the exploit can be launched from 
the source subnet 

 Protocol—protocol used in the exploit 

 Destination Port—port susceptible to the exploit 

 Application Name—name of the application susceptible to the exploit 
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 Destination Hostname—name of the host at risk 

 Destination Subnet—subnet here the threat vector lands 

 Vulnerability —ID number of the vulnerability, as assigned by the scanner 

 Pivotable (Leapfrog)—can the exploited host be used to launch further attacks 
deeper into the network? 

 CVSS Base—CVSS base score 

 NVD Description—description of the vulnerability derived from the NVD 

Threat Query Trends 
The Threat Query Trends report graphs trends in threats using the query and data 
points you select on the parameters page.

When you click the Run button, a parameters page is displayed in the web portal. Set 
each of the following parameters:

 Summary Field—select what you want to see trended; one of: 

 Source IP Addresses 

 Source Hosts 

 Destination IP Addresses 

 Destination Hosts 

 Destination Ports 

 Vulnerabilities 

 Unique Vulnerabilities 

 Source Hosts on Attack Graph 

 Destination Hosts on Attack Graph 

 Threat Query—a threat query; either the RedSeal default untrusted to trusted 
subnets threat query, or one which you have previously created and saved using 
RedSeal’s security intelligence tools; see Security Query Manager 
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 Result Grouping—selects groupings for drill down trends; groupings are defined 
when you create a tracked query in the Security Intelligence Manager (see Security 
Query Manager) using the Grouping Criteria pane 

 in this system report with Summary Field set to Vulnerabilities, the only choice 
is 
THREATMAP_DEST_ATTACK_POSTURE/THREATMAP_VULN_IMPA
CT, which means vulnerability counts are grouped by attack posture first, then 
by vulnerability impact 

Top Remediation Priorities 
The Top Remediation Priorities report is a PDF-type report. When you select this 
report and click the Run button, you must select either PDF, XML, or TSV (tab 
separated value) as output type.

The report that is generated uses the High Interest Hosts Report Template, sorted by 
downstream risk.

Access Management 
The Access Management category of reports contains RedSeal reports that use access 
queries to obtain their data. Access queries can be defined in the Security Intelligence 
Manager. See Security Query Manager.

The category includes these system defined reports:

 Access Query Delta 

 Access Query Result 

 Access Query Trends 

You can create custom Access Management reports using the following data/report 
types:

 Network Access 

 Last Analysis 

 Change Between Last Two Analyses 
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 Trend of Access Results 

Access Query Delta 
The Access Query Delta report is a web-type report that displays a Changes in Query 
table.

When you click the Run button, a parameters page will be displayed in the web portal. 
Select each of the following parameters:

 Access Query—an access query; either one of the default queries defined by 
RedSeal or one which you have previously created and saved using RedSeal’s security 
intelligence tools; see Security Query Manager 

 Analysis Start Date—date/time of a RedSeal analysis 

 Analysis End Date—date/time of a RedSeal analysis 

Data for the table in the report is obtained by querying the database with the query 
identified in the parameters page. Columns in the report are:

 Diff Type—type of change between two specified analyses; can be one of: 

 added 

 removed 

 unchanged 

 Source Subnet—subnet in which the access vector originates 

 Destination Subnet/Device Name—subnet address if the query destination 
endpoint is a subnet, device name if the endpoint is a device 

 Source Host Name—host from which the access vector originates 

 Source IP Address(es)—IP address or addresses associated with the source host 

 Protocol—access protocol 

 Destination Port—port open to access on the destination system 

 Destination IP Address(es)—IP address or addresses associated with the 
destination host 

 Destination Host Name—name of the host that is the destination of the access 
path 
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 L7 App ID—name of the application specified in the access control lists of firewalls 
that support application identifiers. 

Access Query Result 
The Access Query Result report is a web-type report that displays access paths that are 
open between the two endpoints specified in the query.

When you click the Run button, a parameters page will be displayed in the web portal. 
Select each of the following parameters

 Access Query—an access query; either one of the RedSeal default queries, or one 
which you have previously created and saved using RedSeal’s security intelligence 
tools; see Security Query Manager 

 Analysis Timestamp—date/time of a RedSeal analysis 

 Topo Layout—layout to be used when creating the map; list shows all saved 
topology layouts; if there are no layouts or you leave the field blank, RedSeal to draw 
the map using the compact layout algorithm; see Topology Maps in Reports 

The topology map will show all access vectors generated by the specified query. Select 
either true or false on the parameters page to determine whether the report will display 
the full map or just the portion of the map that contains the access vector arrows.

Data for the table in the report is obtained by querying the database with the query and 
analysis run identified in the parameters page.

The report will identify all access paths represented by blue arrows in the topology, in a 
table with the following columns (not all columns will have data; how much RedSeal 
knows about a vulnerability is dependent on the contents of the TRL, which is derived 
from the NVD, and the information provided by your vulnerability scanner):

 Source Subnet—subnet name or address/mask where the threat vector originates 

 Source Hostname—name of the host used to launch the exploit from the source 
subnet 

 Source IP Address(es)—IP addresses from which the exploit can be launched from 
the source subnet 

 Protocol—protocol used in the exploit 

 Destination Port—port susceptible to the exploit 
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 Destination IP Address(es)—IP addresses to which the exploit can be launched 
from the source subnet 

 Application Name—name of the application susceptible to the exploit 

 Destination Hostname—name of the host at risk 

 Destination Subnet—subnet where the threat vector lands 

 Vulnerability—ID number of the vulnerability 

 Pivotable (Leapfrog)—can the exploited host be used to launch further attacks 
deeper into the network? 

 CVSS Base—CVSS base score 

 NVD Description—description of the vulnerability derived from the NVD 

 L7 App ID—name of the application specified in the access control lists of firewalls 
that support application identifiers 

Access Query Trends 
The Access Query Trends report will graph trends in access vectors using the query and 
data points you select on the parameters page.

When you click the Run button, a parameters page will be displayed in the web portal. 
Set each of the following parameters:

 Access Query—an access query; either one of the RedSeal default access queries, or 
one which you have previously created and saved using RedSeal’s security 
intelligence tools; see Security Query Manager 

 Result Grouping—selects groupings for drill down trends; groupings are defined 
when you create a tracked query in the Security Intelligence Manager (see Security 
Query Manager) using the Grouping Criteria pane 

Security Model 
The Security Model category includes the RedSeal Configuration and System 
Model Issues reports, or you can create System Model reports of your own using the 
Model Issues, Network Device, IPv6 Network Device, or Inventory report type.
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RedSeal Configuration Report 
The RedSeal Configuration report summarizes key settings and customer inputs so 
that you can easily see all of the inputs and factors impacting the results found in the 
RedSeal model of your network.

The report contains the following categories:

 System Summary 

 General Information 

 Model Information 

 Plug-in Information 

 TRL Information 

 License Information 

 System Health 

 System Settings and Server Properties 

 System Settings 

 Server Properties 

 Model Issues 

 Model Issues and Suppressions 

 Data Collection 

 Latest Status 

 User-specified Excluded Addresses 

 Devices with ORTs 

 Manual Model Manipulations 

 Untrusted Subnets 

 User-specified Trusted Addresses 

 User-specified Compromised Addresses 
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 User-assigned Interfaces 

 Device Inventory 

System Model Issues 
The System Model Issues report will itemize issues found in the RedSeal model of your 
network.

When you click the Run button, a parameters page will be displayed in the web portal, 
with a drop-down menu listing the different model issue categories.

Select a category to generate a report that mirrors the Model Issues tab in the user 
interface. The report will contain the same contents that is displayed in the UI when you 
select a model issue check on that tab. See The Model Issues Tab.

Access Policy 
The Access Policy category contains a single default report, the PCI Section I 
Compliance report.

This report is based on the PCI Audit policy, defined on the Zones & Policy tab. You 
cannot edit this report except to change the topology layout used when the RedSeal 
server generates the report.

To change the topology layout create a new report in the Access Policy category using 
the Policy data type and the PCI Section I Compliance report type.

If you want a policy report for your custom policies, create one using the Policy data 
type and the Compliance, Compliance by Group, or Rules report type.

PCI Section I Compliance 
The PCI Section I Compliance report is a PDF-type report. When you select this report 
and click the Run button, you must select either PDF or XML as output type.

The report that is generated uses the PCI Section I Compliance Report Template 

Other 
The Other report category contains the following system-defined reports:

 Security Posture 
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 Summary of Risk Trend 

 Topo Image 

 New Other Report 

You can create your own reports in the Other category, using these data and report 
templates:

 Diagnostics data type, with one of the following PDF-type report types: 

 Analysis—see Analysis Report Template 

 Server—see Server Report Template 

 Summary data type, with one of the following PDF-type report templates: 

 Security Posture—see Security Posture Report Template 

 Security Risk Metrics—see Summary of Risk Metrics Report Template 

 Trends—see Trends Report Template 

Security Posture 
The Security Posture report is a PDF-type report. When you select this report and click 
the Run button, you must select either PDF or XML as output type.

The report that is generated uses the Security Posture Report Template 

Summary of Risk Trend 
The Summary of Risk Trend report is a PDF-type report. When you select this report 
and click the Run button, you must select either PDF or XML as output type.

The report that is generated uses the Trends Report Template.

Topo Image 
The Topo Image report is a web-type report that displays the topology map as a .png 
image in a browser page.

When you click the Run button, a parameters page is displayed in your web browser, 
with a drop-down menu listing all currently published topology layouts.

When you select a layout and click the Finish button, the RedSeal server will generate a 
topology using the selected layout with the current makeup of the network model.
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If you have not saved any layouts, the server will generate a topology map using the 
compact layout.

See Topology Maps in Reports.

New Other Report 
The New Other Report is a PDF-type report. When you select this report and click the 
Run button, you must select either PDF or XML as output type. You must also specify 
if the report will be visible to the public.

When you open the Create Report dialog in the Other category; the data types 
available are:

 Diagnostics 

 Summary 

Diagnostics 
When you select the Diagnostics data type, the Select Report Type menu contains 
these PDF-type report templates:

 Analysis 

 Server 

Summary 
When you select the Summary data type, the Select Reports Type menu contains 
these PDF-type report templates:

 Security Posture 

 Summary of Risk Metrics 

 Trends 

PDF-Type Reports 
PDF reports are designed to be viewed primarily in a PDF viewer (though some of them 
can also be exported in XML or tab-separated-value formats).
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PDF report types include:

 Changes Between Analyses (see Changes Between Analyses Reports Category) 

 Changes in Best Practice Violations—generates lists of Best Practices check 
failures for each network device during a specified time period 

 Changes in Host Threat Profiles—itemizes vulnerabilities found on hosts 
during a specified time period; create custom views and folders on the Maps & 
Views tab to isolate hosts of interest (see Managing Views and Groups) 

 Device Configuration Issues (see Device Configuration Issues Reports Category) 

 Access Rule Cleanup—generates lists of access list rules according to usage; see 
Device Cleanup 

 Examples of Best Practice Violations—identifies configuration issues by 
locating devices which fail Best Practices checks; create custom views and folders 
on the Maps & Views tab to group devices in this report or to restrict the set of 
devices to a single folder (see Managing Views and Groups) 

 Per Device Best Practice Violations—generates lists of Best Practices failures 
for each device in a specified group of devices; create custom views and folders 
on the Maps & Views tab to define groups (see Managing Views and Groups) 

 Summary of Best Practice Violations—tracks network configuration 
management issues by check failure/remediation counts 

 Diagnostics (see Diagnostics Reports Category) 

 Analysis—monitors performance of the RedSeal analysis engine 

 Client—monitors performance of the RedSeal client application 

 Server—monitors performance of the RedSeal server processes 

 Host Level Risks (see Host Level Risks Reports Category) 

 High Interest Hosts—finds systems most in need of remediation, with 
optional lists of vulnerabilities that must be fixed; create custom views and 
folders on the Maps & Views tab to create groups to restrict the scope of this 
report; see Managing Views and Groups; for definition of the term exploitable in 
the context of this report, see Glossary 
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 Scanned Coverage Gaps—shows IP address ranges for which insufficient VA 
scanner data has been imported, thereby reducing the reliability of vulnerability 
assessments; subnets represented in this report should be considered candidates 
for increased scanner attention 

 Inventory (see Inventory Reports Category) 

 Computer Systems—can be configured to generate asset inventory lists of 
computer systems by type and user-defined group; create custom views and 
folders on the Maps & Views tab to group systems (see Managing Views and 
Groups) 

 Subnets—generates lists of subnets and their computer system populations 

 Policy (see Policy Reports Category) 

 Compliance—summarizes network compliance with a specified policy 

 Compliance by Group—summarizes compliance with a specified policy by 
systems contained in topology groups 

 PCI Section I Compliance—details your network’s compliance with Payment 
Card Industry standards (see Policy Management). 

 Rules—summarizes the rule set defined for a specified policy 

 Single Host (see Single Host Reports Category) 

 Remediation Details—summarizes threats to a specified host and can 
optionally display remediation details as defined by the National Vulnerability 
Database (NVD) and your vulnerability assessment scanner 

 Threat Detail—same as Remediation Details report except that instead of 
remediation details, you can optionally include itemizations of systems that 
threaten and are threatened by the specified host 

 Summary (see Summary Reports Category) 

 Risk—generates high-level management summary graphs of risk analysis and 
Best Practices checks 

 Evaluation—compares the performance of the RedSeal analysis engine against 
analyzing comparable data manually, with high-level summaries of analysis 
results; use input parameters to define manual-task comparators 
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 Trend—generates high-level management summary graphs of risk, 
vulnerabilities, and resolution of Best Practices checks and vulnerability issues 

PDF-Type Report Summary 
At the top of each PDF-type report is a brief summary panel that identifies the RedSeal 
user account ID in use when the report was generated; a summary of the query 
parameters that were used; a brief description of the report’s contents; and an optional 
notes field containing user-defined text.

See Preferences for information about adding note text or a custom image, such as a 
company logo, to your reports.

A date/timestamp at the bottom of each page of each non-interactive report shows when 
the report was generated. Emailed reports are differentiated from previous version of the 
same report by the addition a string of numerical digits based on the timestamp recorded 
at the time the report was generated.

PDF-Type Report Parameters 
When you select a non-interactive report template in the New Report dialog (see 
Creating Reports), a set of parameter fields for the selected report type is displayed on the 
Parameters tab of the Create New Report dialog.

Parameters limit or expand the scope of a report. 

View and Group Report Parameters 
Several of the PDF-type report designs have View and Group parameters, which are 
linked to the views and groups defined on the Maps & Views tab in the user interface.

When you select an entry on the View menu, the list displayed in the tree immediately 
below the menu will be populated by all of the groups that are contained in the selected 
view on the Maps & Views page.

See The Maps & Views Tab for general information about views and groups. 

Creating Views and Groups 
Views and groups together represent a user-configurable grouping mechanism which you 
can use to isolate and aggregate elements of your network.
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You could, for example, create a view called Geographic Distribution, then create groups 
titled North American Operations, European Operations, and Asian Operations. Each 
folder could be configured to contain all computer systems with IP addresses within 
specified ranges, or which have host names matching a specified expression.

You could then generate reports based on your organization’s geographic divisions.

See Managing Views and Groups for information about how to organize your data.

Dates 
Several report types have parameters for setting dates, either as a time period (specified 
number of hours, days, weeks, months or years) or a range of dates.

Times and dates are relative to the clock of the machine on which the server is installed.

When you specify a time period, the end-date will be the current date and time, 
according to the server’s clock.

When you specify a range, the end date will be the time when the report type was 
selected from the tree, according to the server’s clock.

Values in the date selectors will not persist beyond the current viewing. Whenever the 
parameter panel is redisplayed, these controls will be reset so that the specified range 
ends at the current time and begins one month earlier.

Real and Inferred Hosts 
By default, report contain data about real hosts (explicitly defined in imported files) and 
exclude data about inferred hosts (existence inferred from analyzing the network).

To generate a High Interest Hosts report with inferred hosts included, set the view 
parameter to Subnets. Inferred hosts can be aggregates of multiple IP addresses.

Note  When generating reports from a browser, a report generated with no view 
parameter will contain data for all computer systems, including inferred hosts. In the 
user interface, reports cannot be generated with no view specified if there is a view 
parameter.
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PDF-Type Report Categories Defined 
PDF-type reports are divided into the following categories:

 Changes Between Analyses Reports Category 

 Device Configuration Issues Reports Category 

 Diagnostics Reports Category 

 Host Level Risks Reports Category 

 Inventory Reports Category 

 Policy Reports Category 

 Single Host Reports Category 

 Summary Reports Category 

Most report definitions can be configured by setting query parameters that restrict or 
expand the contents retrieved from the database. Parameters in the user interface and 
parameters specified in a browser URL have different names but otherwise they are the 
same. See Viewing PDF-Type Reports for parameter descriptions.

PDF-type reports generated manually from the RedSeal client interface will be opened in 
the application defined by your computer’s operating system as the default PDF viewer. 
Use that application to send the report to a printer or save it in PDF format.

Alternatively, you can retrieve PDF or XML versions of the reports from a web browser. 
See Viewing PDF-Type Reports. 

Generated reports will contain the following information:

Changes Between Analyses Reports Category 
Reports defined by report types in the Change category itemize objects for which 
known information has changed during a specified time period.

Change reports are intended to show changes in status over time. The more data you 
have for the object and the longer the time span, the more meaningful the information 
in the report.

If you are viewing the report for the first time immediately after importing data into a 
new database, the time period of the report may not be readily apparent. As you 
continue to acquire updates from your network, the presentation will become more clear.
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Change reports also require at least two runs of analysis, one of which must precede the 
time period specified for the report; the other should fall within the specified period. For 
example, if you specify a time period of one week, you must have run analysis at least 8 
days ago and again sometime during the past 7 days.

Graphs 
The graphs labeled # of Vulns in the Host Change Summary section of a 
Hosts report and # of Best Practices failures in the Best Practices Summary section 
of a Best Practices report show quantity of changes during the specified time period.

The x-axis represents the time span of the dataset. If your RedSeal network 
representation is very new, the tic marks may not correlate to your expected time frame.

If only one analysis has been run, the time it was started will be shown as a single x-axis 
tic mark. If more than one analysis has been run, tic marks will represent regular 
intervals of time from the beginning of the specified time period to the end of the period 
(or now if that period exceeds the life of your data set).

Changes in Best Practice Violations Report Template 
A report of type Changes in Best Practice Failures itemizes changes in reports of 
failure of Best Practices checks for individual hosts in the specified view/folder during the 
specified time period.

A Changes in Best Practice Failures change report is intended to show changes in 
status over time.

The graph labeled # of Best Practice failures in the Best Practices Change Summary 
section shows quantity of changes during the time period.

The second chart in the report shows quantities of Best Practices check failures that have 
been resolved, are still current, and have been newly reported during the specified period.

The main body of the report consists of nested groupings of folders and hosts.

For each host a summary table is shown, with the following columns:

 New Failure Date—time stamp when the check failure was first observed 

 Resolved Failure Date—timestamp showing when the condition which caused the 
failure was resolved by importing new data into RedSeal 
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 Severity—measure of how serious RedSeal considers the configuration failure 

 Summary—a brief description of the configuration problem 

 Violation ID—identifier of this instance of failure for the Best Practice check, used 
by the RedSeal server for tracking the failure and its resolution; see Violation IDs 

Changes in Host Threat Profiles Report Template 
A report of type Changes in Host Threat Profiles itemizes changes in vulnerabilities 
for individual hosts in the specified view/folder during the specified time period.

A Changes in Host Threat Profiles report is intended to show changes in host status 
over time.

The graph labeled # of Vulns in the Host Change Summary section shows quantity of 
changes during the time period. See Graphs.

The second chart in the report shows quantities of vulnerabilities that have been 
resolved, are still current, and have been newly reported during the specified period.

The main body of the report consists of nested groupings of folders and hosts.

Individual hosts are listed by IP address. A Security Metric Changes table for each host 
shows how much certain key metrics calculated during RedSeal analysis have changed for 
the host during the time period covered by the report.

For each metric, the table will show the current value, a graphic showing the direction of 
change, and the amount of change.

Direction graphics can be an upward pointing arrow, a downward pointing arrow or a 
dash for no change.

Color of the arrow will be green if the change is an improvement or yellow if the change 
represents a degradation of value.

Figure 3: Change Indicators

Indicator Description

 Metric value increased, security posture improved

 Metric value decreased, security posture improved
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 Metric value increased, security posture degraded

 Metric value decreased, security posture degraded

— No change in metric value

  

If there is no previous value for a metric shown in the table—if this is the first time you 
have imported data into a new database, for example—values will be shown as n/a (not 
available), even though the change indicator may show a value for change. This value 
represents the current metric, shown as a change from not available to the current value.

This table is followed by itemizations of changes in applications found on the host, and 
changes in host vulnerabilities.

Device Configuration Issues Reports Category 
Reports defined by types in the Device Configuration Issues category provide 
information about Best Practices checks that have been run on your network devices.

For general information about Best Practices checks, see Best Practices.

For an itemized explanation of each check, see Configuration Checks.

Best Practices reports are all device-oriented. Checks which the RedSeal analysis engine 
runs against your network fabric rather than individual device configurations will not 
appear in any of these reports.

For a list of checks excluded from reports, see Network Checks (No Devices)  on page 
680.

Violation IDs 
Some Best Practices reports show Violation ID values. These counters are incremented 
any time any unique instance of a check failure is observed for the first time. If the same 
failure is subsequently observed (same Best Practices check, same device or subnet, and 
identical parameter lists), no new ID will be generated.
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Access Rule Cleanup Report Template 
A report of the Access Rule Cleanup type shows the results of a Device 
Cleanup analysis for the device selected in the report parameters list, or for all devices in 
the view/group parameter. See Device Cleanup.

For each device included in the selection parameter, the report will contain tables 
showing:

 Top N rules by usage; most frequently hit by traffic (where N is a user defined 
number set as a report parameters; uncheck the Most used box in the parameters tab 
to show all rules)—columns in the table will show: 

 Config#—line number in the device configuration where the rule is defined 

 Rule Text—access rule as entered in the device configuration 

 Packet Hit Count—number of packets filtered by this rule 

 % Packet Matched 

 Last Used—date this rule was most recently hit by a packet 

 Bottom N rules by usage; least frequently hit by traffic (where N is a user defined 
number set as a report parameters; uncheck the Least used box in the parameters tab 
to show all rules)—columns same as Top 10 table 

 Rules not used—columns in the table will be the same as the Top 10 table, except no 
% Packet Matched column 

 Best Practice Violations—columns in the table will show: 

 Severity of the violation (low, medium or high) 

 Summary of the violation 

 Violation ID—unique identifier of this violation instance 

 Check ID—identifier of the check that was violated, in the form of Prefix-NN, 
where Prefix identifies the library and NN is the ID within the library 

Examples of Best Practices Report Template 
A report of the Examples of Best Practices type contains a bar chart showing 
distribution of a sample of check failures for all computer systems present in the 
view/group specified by the current report parameters. 

178 RedSeal User Guide 9.4



PDF-Type Report Categories Defined 

An accompanying table summarizes the Best Practices data for devices included in the 
report.

The number of checks included in the example report is determined by a user-defined 
parameter specifying a maximum number of violations per folder.

The report will itemize checks failed with a severity rating, description of the failure, and 
suggested remediation.

By default, the report template does not set a Max Violations per Group parameter 
value, which results in a report that shows all check violations per group, for all groups in 
the Primary Capability view. However, the sample report of this type, the Best 
Practices Violations report that is defined on the Configuration Management page 
of the Report Designs tab, has a Max Violations per Group value of 10.

Details for each failure instance are shown under the following column headings:

 Device—name of the device that failed the check 

 Summary—a brief statement summarizing the condition that led to the check 
failure; some summaries are parameterized, which means instance-specific variable 
data has been inserted into the summary text; immediately below the summary text, 
the location or parameter in the device configuration that caused the failure will be 
listed, if it can be determined (not available for all checks) 

 Violation ID—an internally generated identifier for the failure; see Violation IDs 

 First Noticed—date when the failure was first observed by the RedSeal server 

 Last Noticed—date of the most recent failure 

Per Device Best Practice Violations Report Template 
A report of the Per Device Best Practice Violations type contains a bar chart showing 
distribution by severity of all failures for all computer systems in the current report, and 
a table that summarizes the data.

The title inside the generated report will be Best Practice Failures by Device.

The report itemizes failures for each device, in tabular form.

Each device that has failed a configuration check will be identified by name or IP 
address, followed by an itemized list of failures with the following column headings:
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 Severity—RedSeal’s estimation of how dangerous the check failure is to your 
network 

 Summary—a brief statement summarizing the condition that led to the check 
failure (some summaries are parameterized, which means instance-specific variable 
data has been inserted into the summary text); immediately below the summary text, 
the location or parameter in the device configuration that caused the failure will be 
listed, if it can be determined (not available for all checks) 

 Violation ID—an internally generated identifier for the failure; see Violation IDs 

 Check ID—the check’s constant identifier, defined in the RedSeal Best Practices 
library 

 First Noticed—date when the failure was first observed by the RedSeal system 

 Last Noticed—date of the most recent failure 

If you selected the Include Descriptions checkbox in the report’s parameters panel, the 
report will include a descriptive paragraph and a suggestion for remediation for each Best 
Practices check failure.

These passages will follow the table itemizing each device’s Best Practices check failures.

Summary of Best Practice Violations Report Template 
A report of type Summary of Best Practice Failures provides summary data about 
check failures on each device in the selected view and folder.

The report contains a bar chart showing the distribution by severity of all failures for all 
computer systems in the current report, and a table that summarizes the data for each of 
two collections:

 report—totals in the table are based on the number of hosts being reported based 
on the current selection of parameters; check failure totals in the report column do 
not include those that are associated only with subnets 

 network—totals in the table are based on total number of hosts; check failure totals 
in the model column include those associated only with subnets 

The report summarizes the number of failures for each device, in a table with the 
following columns:

 Device—name of device 
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 Total—number of new and resolve failures for this device during the selected time 
period 

 New—number of unique check failures found during the selected time period of 
the report 

 Resolved—number of unique check failures this device has failed that have been 
resolved during the selected time period of the report 

Diagnostics Reports Category 
Reports defined by types in the Performance category show performance statistics for 
RedSeal processes.

Analysis Report Template 
A report of type Analysis contains a collection of graphs mapping performance statistics 
for the RedSeal analysis engine during the specified time period.

Server Report Template 
A report of type Server contains a collection of graphs mapping performance metrics for 
the RedSeal server host during the specified time period. 

Host Level Risks Reports Category 
Reports generated from Host Level Risks category report types provide high-level 
summaries of values calculated during the most recent run of the RedSeal analysis 
engine.

High Interest Hosts Report Template 
Reports based on the High Interest Hosts template show analysis data for hosts 
contained in the folder identified by the view/folder parameters. The report can be 
displayed in one of two formats—with or without vulnerability information for each 
host. Use the Show Vulnerabilities check-box in the parameters panel to select a 
configuration.

In either configuration, the report contains a graph that shows distribution of hosts by 
value selected in the Sort By parameter, and a table that shows oldest, newest and 
average dates of observation of devices in each of two collections:
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 report—lines in the graph and totals in the table are based on the number of hosts 
being reported based on the current selection of parameters 

 network—lines in the graph and totals in the table are based on the total number of 
hosts in your network 

The main table in the report itemizes analysis data for each host in the folder. See Real 
and Inferred Hosts for additional information about contents of this report.

The main table in the report contains the following columns:

 Host—names of hosts, in the form of links to Single Host Remediation 
Details reports; see Single Host Reports Category (these links require that the RedSeal 
server host name be DNS resolvable from the client host; if you access the server 
from a remote location, or email the PDF to a location outside of the local network, 
the links may not work) 

 IP Address—host’s IP address 

 Primary Service—service with the highest numerical value 

 Value—value calculated during analysis (see Business Value) 

 Attack Depth—shortest number of leaps between a potential attacker and the host 
(see Attack Depth) 

 Leapfrog—whether or not the host can be leapfrogged by a vulnerability to reach 
further into the network; can true or false 

 DSR—downstream risk (dsr) score calculated during analysis (see Calculated 
Vulnerability Values) 

 Risk—risk score calculated during analysis 

If you checked the Show Vulnerabilities parameter, the main table will be followed by 
individual tables itemizing lists of confirmed vulnerabilities associated with each host. 

Each host will be listed with a summary of scores calculated during analysis (see 
Calculated Vulnerability Values), followed by a table with the following column headings:

 Vuln—the vulnerability; see CVE Details 

 Severity—the severity of the vulnerability, as defined by the NVD; see CVE Details 

 Exploitable—yes, no or leapfrog (able to penetrate deeper into the network using 
the host as a launchpad); see Glossary, for RedSeal’s definition of exploitable 

 Loss Type—vulnerability loss type, as defined by the NVD; see CVE Details 
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 First Noticed—date RedSeal first associated this vulnerability with this host in the 
RedSeal model 

Scanned Coverage Gaps Report Template 
A report of type Scanned Coverage Gaps aggregates data for inferred hosts found in 
your network. These hosts represent areas in your network for which scanned data is 
lacking. High risk or downstream risk for inferred hosts indicate the need for more 
reliable data.

A generated report will contain a line graph for which the x-axis represents the value 
selected as the Primary Sort parameter, and the y-axis represents the hosts contained in 
the report.

A summary table data for each of two collections—objects contained in the current 
report, and all objects in the RedSeal model of your network.

The report will consists of a table that itemizes each host, with the following columns:

 IP Address—address of the host 

 Attack Depth—number of systems an attacker must compromise in order to 
exploit a vulnerability on this host 

 DSR—a measure of how risk systems in the network if this host is compromised 

 Risk—a measure of how much damage would be caused by this host being 
compromised 

 Value—a calculated or user-defined estimation of how valuable this host is to the 
network; calculation is based on listening ports open on the host 

 Exposure—a measure of likelihood that this host can be compromised 

 Leapfrog—can this host be used to launch an attack deeper into the network? 

This table will be followed by detailed tables showing which applications/ports are 
exposed on each host.

Inventory Reports Category 
Reports defined by report types in the Inventory category are organized according to 
object type. 
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Computer Systems Report Template 
A report of type Computer Systems can be filtered to show only devices (firewalls and 
routers), only hosts, or all computer systems (hosts and devices).

Contents will be limited to those objects that have been changed during the time period 
specified in the report’s parameters.

The generated report will contain a summary pie chart showing distribution of computer 
systems contained in the report, by system type.

A summary table shows oldest, newest and average dates of entry (based on 
configuration/data import date) for each of two collections—objects contained in the 
current report, and all objects in the RedSeal model of your network.

The table that makes up the main body of the report contains the following columns:

 Name—name of the device, from its configuration or scan data reference, or name 
entered in the Edit Device dialog (see Editing Computer Systems) 

 Last Imported—date of most recent configuration/file upload 

 Last Changed—date of most recent change to the computer system (not every 
file/configuration upload results in a change the file system) 

 Primary Capability—type of system (host, router, firewall) 

 IP Address—primary IP address associated with the device 

 Ports—ports referenced in the device’s configuration or VA scan data 

 Applications—applications associated with the device, as referenced in 
configurations or scan data 

Subnets Report Template 
There are no user-settable parameters for a Subnets Inventory report type.

Reports generated by the Subnets type contain a pie chart showing counts of trusted 
versus untrusted subnets, and a summary table showing dates of observation for oldest 
and newest device plus an average date for all devices in each of two categories—those 
devices included in the report and all devices in the RedSeal model of your network.

The table itemizes subnets in each of the different trust levels, with the following 
columns:

184 RedSeal User Guide 9.4



PDF-Type Report Categories Defined 

 Name—name of the subnet as configured in the Edit Subnet dialog (see Editing 
Subnets) 

 IP/Mask—network address of the subnet, in CIDR format 

 Hosts—count of hosts in the subnet 

 Routers—number of routers that include this subnet in their configurations 

 Firewalls—number of firewalls that include this subnet in their configurations 

 Switches—number of network switches that include this subnet in their 
configurations 

 LB—number of load balancers 

 VPNs—number of virtual private networks (VPNs) 

 WAPs—number of wireless access points (WAPs) 

Policy Reports Category 
The Policy category of reports presents a detailed itemization of your network’s 
compliance with your policy standards.

Note  Long zone names, though allowed in the user interface, will be truncated in 
reports; maximum length in reports is 26 characters.

Compliance Report Template 
A report of type Compliance summarizes compliance with a specified policy for your 
entire network.

The report contains the following components:

 a pie chart representing the number of access specification arrows drawn between 
zones in the graphic displayed on the Zones & Policy tab (that graphic is also 
reproduced in the report) 

 a Summary of Compliance table that includes status of the policy’s access control 
and firewall policy statements. 
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 a details table itemizing source/destination access specifications that require but have 
not yet received approval. 

Compliance by Group Report Template 
A report of type Compliance by Group summarizes compliance with a specified policy 
for systems contained each topology group defined on the Maps & Views tab. See 
Topology Groups.

The report is divided into two sections:

 Summary section—one row of graphics for each topology group; each row contains 
four columns of text and images: 

 first column—identifies the topology group by name and denotes whether the 
group as a whole is or is not in compliance with policy rule 

 second column—shows rule compliance status, by number of rules 

 third column—reproduces the policy zones graphic from the Zones & Policy 
tab 

 fourth column—contains a pie chart that displays as a graphic image the same 
data presented in table form in the second row 

 Details section—for each topology group, the row of text/graphics is repeated, 
followed by two tables that provide details about the state of compliance with the 
policy for the systems in the group: 

 “Unapproved” Access Specification—a set of tables, one for each business rule, 
itemizing specifications that require but have not been given approval, according 
to the policy 

 “Forbidden” Access Specification—a set of tables, one for each business rule, 
itemizing access specifications that have been forbidden, according to the policy 

PCI Section I Compliance Report Template 
A report of type PCI Section I Compliance shows a detailed itemization of your 
network’s current state of compliance with the Payment Card Industry Data Security 
Standard (PCI DSS).
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For information about the standard and the RedSeal PCI work page, see Policy 
Management.

The PCI report reproduces both the PCI graphic from the PCI work page and the 
topology.

The topology and PCI graphic images displayed in the report will be generated by the 
server when the report is run.

See Topology Maps in Reports.

The report’s summary page reproduces the graphic displayed on the PCI work page in 
the client interface.

The table presents a summary of your network’s overall compliance with section 1 of the 
PCI standard, as itemized under Build and Maintain a Secure Network in the Security 
Audit Procedures document (pci_audit_procedures_v1-1.pdf ) published by the PCI 
Security Standards Council.

Columns in the table are:

 Requirement—section identifier in the PCI standard 

 In Place—number of sub-sections for which the Requirements section of the 
RedSeal PCI report shows content 

 Not in Place—number of sub-sections for which the Requirements section has no 
or partial content (a section can be both In Place and Not in Place if only a 
portion of the requirement has been met) 

Overall status is shown as non-compliant as long as the Not in Place column shows a 
number greater than 0 for any row.

Following the PCI summary page is a Requirements section. The table that makes up 
this section is based on the PCI DSS Requirements table published in the Security Audit 
Procedures document, beginning on page 8.

The In Place column will itemize those things required by the standard which have been 
found or are available.

The Not in Place column will itemize those things required by the standard which have 
not been found or are not available. Requirements can show both In Place and Not in 
Place entries, if they are only partially met.

Some rows will always show In Place because of one of these seemingly contradictory 
conditions:
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 RedSeal always meets the requirement—all networks will always comply with the 
PCI requirement of a network diagram (section 1.1.2 of the DSS), because the 
topology map from the RedSeal client application’s Maps & Views tab is included 
in the report’s collection of appendices 

 RedSeal never meets the requirement—requirement is outside the scope of RedSeal’s 
PCI solution; compliance must be done outside of RedSeal (subsection 1.1.4, for 
example, requires you to list groups, roles and responsibilities; a placeholder page is 
provided in the RedSeal PCI report, but its contents must be supplied after the 
report is printed) 

The RedSeal PCI report contains the following appendices, which follow the 
requirements table:

 Appendix 1: Topology Diagram—A reproduction of the topology displayed on 
the Maps & Views tab of the RedSeal client application. 

 Appendix 2: Firewall Requirements—A table that lists firewalls, similar to the 
table displayed on the PCI workpage; see Firewalls Table. 

 Appendix 3: Details of Approvals—A collection of tables of flow approvals (see 
Show All Decisions), with the following columns: 

 Source—PCI Zone in which the flow’s source is located 

 Destination—PCI Zone in which the flow’s destination is located 

 Protocol—protocol allowed in the approval 

 Port—port number allowed in the approval 

 Appendix 4: Protocols with no Documentation—A table that lists all 
unapproved protocols and their ports between PCI zones 

 Appendix 5: Flows to and from Internet not routed to the DMZ—A table 
that shows all traffic flows between the General and Cardholder zones and the 
Internet (one of the trust levels in the Untrusted PCI zone) 

 Appendix 6: Database locations—A list of all hosts in the Cardholder PCI zone 
by name and IP address 

 Appendix 7: Locations in General Zone with Outbound Connectivity—A list 
of subnets in the General PCI zone that can access the Internet (one of the trust 
levels in the Untrusted PCI zone) 

 Appendix 8: Outbound Traffic from Payment Card Applications—A 
collection of tables showing all flows from servers in the Cardholder zone to any 
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trusted subnet, by protocol and port. This list is empty when your network is PCI 
compliant. 

 Appendix 9: Externally Accessible Servers—A list of all hosts in the DMZ zone. 
Status indicates whether the host IP address is defined in RFC 1918. 

Rules Report Template 
A report of type Rules itemizes the contents of the business rules that have been created 
for the specified policy.

The report displays a table that lists the defined policy statements and includes a 
reproduction of the graphic displayed in the Zones & Policy tab.

Single Host Reports Category 
Reports defined by types in the Single Host Reports category allow you to specify a 
single host. The report will provide vulnerability and remediation information for that 
host only.

The two report types will generate identical reports if you don’t change any of the 
parameters from their default values.

These reports differ in the type of data you can choose to display or hide by setting 
parameters.

Remediation Details Report Template 
The Remediation Details report includes a check box for displaying or hiding 
vulnerability comments that were generated by your the National Vulnerability Database 
(NVD) and your Vulnerability Assessment scanner.

Threat Details Report Template 
The Threat Details report includes check boxes for displaying or hiding Threats To and 
Threats From details, which are contained in tables itemizing hosts and subnets that 
threaten or can be threatened from the host for which the report was generated.
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Report Contents 
Both reports will display a summary section that shows details about the host and about 
RedSeal analysis results for this host, in the following subsections:

Details Section—The details section contains the following information:

 IP Address—address of the host 

 Primary Service—service with the highest business value 

 Vendor—Name of company which provides the host’s operating system software 

 Operating System—OS running on the host 

 Primary Subnet—subnet in which the host is located (subnet with the highest 
value, if the host is multi-homed) 

 Number of Apps—number of open ports on which the host is listening 

 Last Scan—date and time of the last scan by your vulnerability scanner, or date 
scan report was imported if the scanner does not provide a last-scanned date 

Analysis Results Section—The analysis section contains the following information:

 Attack Depth—number of computer systems that must be compromised in order 
to pose a threat to this host; Attack Depth 

 Exposure—calculated estimate of how vulnerable this host is; see Calculated 
Vulnerability Values 

 Vulnerability Count—number of vulnerabilities associated with this host 

 Value—business value of the host; see Business Value 

 Risk—calculated value of risk; see Calculated Vulnerability Values 

 Downstream Risk—calculated value of how much risk this host poses to other 
hosts in your network; see Calculated Vulnerability Values 

 Confidence—degree of confidence RedSeal has in the calculated values; Confidence 
Factor 

Vulnerabilities Found Section—The Vulnerabilities Found section itemizes each 
vulnerability associated with the host.

Applications Found Section—The Applications Found section itemizes each open 
port on which the host is listening.
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Vulnerabilities Details—If you have selected an item on the Vulnerabilities 
Detail menu other than off in the report template parameters, the report will list 
comments associated with the vulnerabilities by the National Vulnerability Database or 
by your vulnerability assessment scanner, or both.

Threat Details—If you have selected the Threats To and Threats From report template 
parameters, the report will itemize all hosts that can be used to launch attacks against the 
selected host and all hosts that are at risk from attacks from the selected host.

Summary Reports Category 
Reports defined by types in the Summary category present high-level management 
overviews of RedSeal’s analysis of your network’s security profile.

Security Posture Report Template 
A report of type Evaluation summarizes the results of the most recent run of the 
RedSeal analysis engine and compares the amount of time it takes RedSeal to analyze 
your network with the amount of time it would take to achieve the same results 
manually.

Enter estimates, in numbers of minutes (decimal values are accepted), representing the 
amount of time required to manually perform analysis:

 per configuration 

 per filtering element 

 per vulnerability 

Filtering elements used in the calculations include all entities in the configuration that 
allow or deny packets to pass through the network, including filter rules, ACL entries, 
and other explicit itemizations, as well implicit “holes” in the configuration such as those 
created by wildcards in non-contiguous masks.

Implicit rules include such things as anti-spoofing defenses or vendor-supplied features 
to permit or deny classes of traffic.

Wildcard-created holes in the configuration fabric can range in numbers from a few to 
millions in the case of a non-contiguous mask in a form such as 255.0.255.0 or 
*.*.*.255.
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An hours saved table in the upper left corner of the report compares the amount of time 
required for the RedSeal analysis with the amount of time it would take to conduct a 
manual analysis of your network.

The left-hand column also shows an itemized summary of the RedSeal analysis results.

The right-hand portion of the page shows graphically how many hosts in your network 
are at risk from attack from untrusted networks.

The first, or left-most, cylinder represents hosts vulnerable to direct attack from the 
untrusted networks.

The last, or right-most, cylinder represents the number of hosts in your network that are 
not at risk.

In between the two will be some number of cylinders representing hosts at risk from 
attacks that originate in the untrusted networks and leapfrog through your network 
using the directly attackable hosts as a launch pad for the attack. The number of 
cylinders corresponds to number of leaps required to exploit the vulnerability.

The second page of the report contains summary tables showing the results of RedSeal’s 
calculations of risk and value for the 20 most vulnerable hosts that are directly exposed 
and leapfroggable; and failures for the 20 devices with the highest number of high-
severity Best Practices check failures.

Note  This report may be empty, or contain meaningless data, if generated prior to the 
completion of analysis.

Summary of Risk Metrics Report Template 
A report of type Risk provides an at-a-glance summary of how vulnerable your network 
resources are, and the number of Best Practices check failures found during the specified 
time period.

Trends Report Template 
A report of type Trends charts risk, vulnerabilities and resolution of Best Practices check 
failures during the specified time period.
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Marking Reports 
RedSeal enables you to add a classification marking in the banner and footer of 
generated reports in compliance with DoDM 5200.01 Vol. 2. Users can choose one of 
four classification levels and provide any custom control markings when customizing a 
report. Markings vary and depend on the classification level of the information, control 
markings, and category of information. 

In a PDF report, you can mark the report with classification level and control markings 
settings. A classification level setting indicates the level of protection you want to 
indicate on the report. A control marking is a comment that provides more detail for the 
classification. 

To create classified markings, perform the following steps.

1. From the RedSeal home screen, click the Reports tab, then select a report type in 
the left navigation pane. 

2. Identify a PDF report. A PDF report is indicated by a PDF logo in the lower right 
area of a report item. If the item does not contain a PDF logo, it is not in the PDF 
format. 

3. In the reports display area to the right, right-click a PDF report and click Edit. The 
Edit Design dialog box displays. 

4. Make sure the General tab is selected. 

5. In the Report Name field, type a new name for the report. RedSeal requires you to 
provide a different name than the original source file. You cannot save the report if 
you do not provide a different name, you will not be able to save the marking. 

6. In the Description field, type a note describing the report. 

7. In the Format list box, make sure the pdf setting is selected. 

8. In the Classification Banner Line area, click the Add Classification Banner Line 
checkbox. The list boxes in this region are enabled and configurable. 

9. In the Classification Level list box, select the appropriate classification setting for the 
document. 

Typical uses of settings for classification levels are:

 Top Secret. Traditionally, the highest security classification, it applies to 
information which could damage national security. 
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 Secret. The second highest security classification, refers generally to information 
that can create lesser, but still substantial damage to national security. 

 Confidential. The lowest level of secret classification, it refers to information 
that can damage national security if it is not authorized or managed properly. 

 Unclassified. Technically not a classification; this is the default and refers to 
information that can be released to individuals without a clearance. Information 
that is unclassified is sometimes restricted in its dissemination as sensitive, for 
example law enforcement bulletins reported by media when the U.S. terror 
threat level is raised. 

10. In the Control Markings field, type a comment that you want to append to the end 
of the classification string. Prepend the comment with a double forward slash (//). 
Note that the marking string and the comment will both display together as a header 
and footer at the top and bottom areas of each page of the report. 

11. Click Save & Run. If you cannot save the file, make sure you provided a report 
name that is different than the default name in the Report Name field. Then try 
again. 
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RedSeal’s policy management tool allows you to use pre-defined policy sets or create your 
own to segregate your network resources into zones and check that traffic connections in 
your network configuration comply with your policies. You can also generate compliance 
reports.

Multiple policy sets can be active at the same time. This is useful if your network must 
comply with multiple standards. 

Note  A policy set is a collection of zones and rules that define how traffic is allowed to 
flow through the network. While you can have multiple policy sets enabled at the same 
time, remember they all apply to the same network resources. If a policy set forbids 
traffic from Point A to Point B, then traffic between those points is forbidden in all of 
your policy sets. See Show Decisions for Policy.

As part of a custom policy set, you create rules that:

 Require approvals for some or all traffic 

 Allow traffic without approvals 

 Forbid all traffic 

You can also require firewalls between zones and that firewalls enable some form of anti-
spoofing and do not fail any Best Practice checks.

Potential traffic flows between zones appear as colored arrows showing your network’s 
policy compliance. 

Default and custom policy sets are listed in the Policy dropdown menu in the Zones & 
Policy tab.
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You must run analysis at least once to see policy compliance and whenever you add or 
change rules.

See:

 Default Policy Sets 

 Defining Custom Policy Sets 

 Check Compliance 

 Business Decisions 

 Display Options 

 PCI Policy Management 

 Policy Implementation Guidelines 

Default Policy Sets 
RedSeal provides these pre-defined policy sets:

 The PCI Audit policy tracks compliance with the Payment Card Industry’s Data 
Security Standard. You can clone the PCI Audit policy and modify the behavior of 
some of the zones in it. See Cloning a PCI Audit Policy Set. 

 The Assets policy represents an empty user-definable view that you can use however 
you like. The concept is similar to creating a topology group in your model. 

 The Dashboard Groups policy contains zones used in the Dashboard reports. See 
Dashboards. 

 The Topology policy represents your model on the Maps & Views tab. Topology 
groups you create in your model appear on the Zones & Policy tab as zones in the 
Topology policy. Similarly, zones you create in the Zones & Policy tab appear on 
the Maps & Views tab as topology groups. 

See Views and Topology Groups.

Defining Custom Policy Sets 
You can create your own policy sets or clone an existing PCI Audit policy to define 
separate policies for multiple regions.
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As part of defining a policy set, you must create zones, populate zones with specific hosts 
or subnets, and set rules for connectivity between zone pairs. When policy sets are 
defined, you can use RedSeal to calculate potential traffic flows between zones.

Note  An easy way to create a policy and populate its zones is to first create topology 
groups on the Maps & Views tab. See Default Policy Sets.

Creating a New Policy Set 
To create a new policy set: 

1. Select the Manage Policy Sets link (located in the right panel) under the Zones & 
Policy tab and name the new policy. 

2. (Optional) Enter a comment. 

3. (Optional) Check Activate Policy if you want the policy set to be active at the time 
you create it, or you can activate the policy later. See Activating/Deactivating a Policy 

Next, you populate the zones. See Populate Zones. 

Cloning a PCI Audit Policy Set 
1. In the Zones & Policy tab, click Manage Policy Sets and choose PCI Audit from 

the dropdown. 

2. Check the Clone box, and modify the clone default name (PCI AuditClone), for 
example PCI AuditWest. 

3. (Optional) Enter a comment. 

4. (Optional) Check Activate Policy if you want the policy set to be active at the time 
you create it, or you can activate the policy later. See Activating/Deactivating a Policy. 

Pre-defined zones labeled Untrusted, DMZ, Out of Scope, Cardholder, Wireless, and 
General are created in the cloned policy set, and the cloned policy appears in the Policy 
dropdown.

The DMZ, Cardholder, and Out of Scope zones are empty, and you must populate 
them. See Populate Zones.

The General, Untrusted and Wireless zones are based on the model, and you can 
override their behavior.

To override the behavior of cloned General, Untrusted and Wireless zones:
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1. Choose Manage Policy Sets and select the cloned policy from the dropdown. 

2. Check the box next to zones you wish to override. 

When you override zone settings for a cloned policy, you can add and remove subnets to 
it. Suggestions are available for each zone. See Suggestions Button 

Activating/Deactivating a Policy 
When you activate a policy, black arrows appear between zones. Activate a policy one of 
two ways:

 When you create a policy, you can check the Activate Policy box in the Manage 
Policy Sets dialog. This activates the policy at the time you create it. 

 Select an existing policy from the Policy dropdown in Zones & Policy and click 
Activate Policy in the right pane. 

1. The state of a policy is indicated in the Policy menu as: 

 Gray: Inactive 

 Blue: Activated but policy compliance is not yet calculated 

 Pie chart: Active with populated zones and policy compliance is calculated 

To deactivate a policy, select it in the Policy menu and click Deactivate Policy. The 
state of the policy shows gray in the Policy menu.

Zones 
Zones are used to model your organization’s policies in the RedSeal model. 

Groups and zones are the same things, just labeled differently for use in their respective 
contexts. On the Zones & Policy tab, a group appears as a zone when activated for 
policy. Conversely, the zone will appear as a group on the Maps & Views tab as a 
group.

You populate zones with subnets and hosts. Next, you establish rules for communication 
between zones. You then can refine your rules to apply to specific systems contained 
within the zone. 

By default, zones you create use the General zone icon. You can choose other icons. The 
type of icon you choose to represent a zone determines the Suggestions list. See 
Suggestions Button.
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Groups that have been enabled for policy appear in the model as policy zones on the 
Maps & Views tab.

If you create and populate topology groups on the Maps & Views tab to model your 
organization’s regional, logical, or functional zones, you can use the topology groups to 
populate RedSeal zones on the Zones & Policy tab. This ensures your model maps 
correctly to your organization’s policies.

RedSeal recommends you isolate your subnets within these topology groups and place 
them in subgroups to separate subnets and devices. As a general rule, policy zones should 
contain only subnets or hosts, not network devices, unless you have an explicitly defined 
reason for populating.

This might be determined by the way you define cardholder assets for your organization’s 
PCI compliance. Some organizations interpret the PCI standard to mean the 
Cardholder zone should contain the server hosts that contain cardholder data. Other 
organizations interpret the standard to mean the zone should contain the address space 
in which those servers reside. 

How you define your Cardholder zone is a matter for you and your PCI auditor to 
discuss. 

If you prefer to populate your Cardholder zone with hosts and not subnets, you can use 
the Suggestions button to see a list of hosts RedSeal has determined to be likely 
candidates. You can select from this list and add others as appropriate to your network.

Select the policy set to be edited from the row of globes at the top of the Zones & 
Policy tab, then click the Zone link in the left pane. In the dialog that opens, name the 
zone and, optionally, type a description.

Note  Although long zone names are allowed, they are truncated in generated reports. 
Reports allow a maximum length of 26 characters for zone names.

Select an icon from the Zone Icon list or click the Upload Image button. Locate the 
image file you wish to use as the zone icon, give the custom image a unique name to be 
used in the RedSeal diagram. The zone is created using the image you choose.

Note  Custom images must be either .png or .svg images.

Add the zone to the policy set. Repeat this process for as many zones as your policy set 
requires.
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Each time you add a zone, a new icon of the type selected is added to the graphic. Two 
dashed, black arrows appear between all zone pairs, one arrow for each direction of 
possible traffic flow. 

Dashed arrows indicate potential traffic flows for which no rules have been defined. The 
arrow becomes a solid black line when you define a rule for the potential flow.

Edit Rules 
Select an arrow in the diagram and click the Edit Rules button in the detail pane at the 
bottom of the RedSeal interface. 

In the dialog that opens, select the check boxes and radio buttons that define your policy 
set rule. 

In the Access rule group of controls, choices are:

 Approvals required—approvals must be created for all access specifications 
between zones; if specifications exist without approvals, the network will not be in 
compliance with the policy 

 Approvals not required—no approvals are required for any access specifications 

 All access forbidden—no traffic is permitted between zones 

In the Firewall rule group of controls, choices are:

 Firewalls required—compliance means the RedSeal topology map shows a firewall 
on any path connecting any member of the source zone with any member of the 
destination zone (the presence of a firewall is the only requirement; configuration 
details including access filters and routing are not considered) 

 Include Load Balancers 

 Must pass all Best Practice checks (disabled if firewalls are not required)—
firewalls must not have any Best Practice failure instances associated with them 

 Antispoofing required (disabled if firewalls are not required)—if firewalls are 
required, some form of antispoofing must be configured on the firewall 

When you save the rule, the dashed arrow in the diagram will turn to a solid line.

Once the rule has been defined, you can choose another source/destination zone pair 
using the drop-down menus immediately below the Description text field and create 
another rule, without having to close the editor dialog.

200 RedSeal User Guide 9.4



Defining Custom Policy Sets 

Or, you can select another dashed arrow and repeat the process, until all arrows are solid 
lines.

Firewalls Required Rule 
When the Firewalls Required rule set is enabled, the RedSeal server will examine all 
possible connections between any source A and any destination B, ignoring ACLs, 
security policies, and routes.

If there is no firewall on the path from A to B, RedSeal will show a red line between the 
two zones that contain them.

Populate Zones 
To populate zones, click on the zone icon to select the zone, then click the Add button 
at the bottom of the RedSeal client window.

An Add to Zone dialog will open, with a View menu populated with the names of 
views on the Maps & Views tab, as well as all currently active policy sets (which are 
treated as views by the RedSeal software). See Views.

The tree below the menu will show all systems contained in the selected view. You can 
add entire subnets, or single hosts to a zone. You can also add entire groups as defined in 
the Manage Views and Groups editor, or topology groups. See Views and Topology 
Groups.

Expand nodes in the tree to refine the offerings. 

Select one or more device, host or subnet (use Control and Shift keys in conjunction 
with the mouse) and click the Add to Zone button to add the selection to the policy 
zone.

Subnets are not automatically added when you add a network device to a zone. 

If the zone contains a network device, policy compliance vectors will be drawn according 
to access to the device itself, not access to destinations within subnets via the device. 
(RedSeal maps traffic through and to, but not from, network devices; such traffic is 
outside the scope of the RedSeal software.)

A zone with devices only, no subnets, would be useful if you want to test your controls 
for device management—if, for example, you want to test whether your network allows 
expected management traffic to reach a router or firewall while blocking everything else. 
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A good way to build subnet-based zones is to use topology groups created with the Auto 
Group feature. See Auto Group.

After adding subnets, you may have to remove unwanted subnets to avoid overlapping 
subnets. Select the zone on the Zones & Policytab, select the unwanted subnets, and 
click the Remove button.

The Removebutton will remain disabled if you have selected an object that is contained 
in the zone by reference to the group in which the object resides. 

For example, on the Maps & Views tab, create a topology group named topo_group_A, 
put subnet 1.1.1.1/24 in it, then go to the Zones & Policy tab and place 
topo_group_Ain the DMZ zone of your policy.

If you select the DMZzone and then select 1.1.1.1/24 in the contents tree at the bottom 
of the window, the Removebutton will remain disabled. You cannot remove the subnet 
from the policy zone, you must remove it from the parent group in which it resides. 

In the topo_group_Aexample, to get the subnet out of the DMZzone in your policy, you 
must change the membership of topo_group_A, not the DMZzone. Edit the 
Campuszone directly in the Topologypolicy or go to the Maps & Zonestab and remove 
the subnet from the topology group. 

See:

 Dynamically Updated Zones 

 Search by Name or IP 

 Suggestions Button 

Dynamically Updated Zones 
Zones populated by selection of specific hosts or subnets will have a static membership 
that will only change when you manually edit the zone.

If you create a group and add it to the zone, the zone membership will be whatever the 
group contains. If you add or subtract systems in the group on the Maps & Views page, 
those changes will be dynamically reflected in the zone population on the Zones & 
Policy page.

Alternately, you can create a reference group for each policy set in the Manage Views 
and Groups editor (each active policy set on the Zones & Policy page will be shown as 
a view in the view editor). Reference groups are mirrored images of the actual group and 
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therefore cannot be edited—make changes in the original group to update the reference 
groups.

When you select a zone icon that represents a reference group, the details panel at the 
bottom of the screen will identify it as such and will show the parent group and the view 
in which it is contained. See Views 

Search by Name or IP 
If you want to search for specific hosts or subnets by name or IP address, select a view 
that contains the resources you want added to your policy zone, then click the Find 
button.

In the Find dialog that opens, enter the search criteria (wildcards are permitted), then 
click the Search button.

If systems are found which match your criteria, they will be listed in the table at the 
bottom of the dialog. Select those that you want to add to the policy zone and click the 
Select in View button, then, in the Add to Zone dialog, click the Add to Zone 
button.

Suggestions Button 
Select a zone and click the Suggestions button at the bottom of the screen to see a list of 
subnets the RedSeal software considers candidates for the zone, based on the icon you 
have chosen to represent it:

 Cardholder—list will contain all subnets with a business value of 75 or greater (the 
default value assigned by RedSeal to subnets on which a database application has 
been detected), minus those subnets already contained in a zone of this or similar 
type in the current policy set 

 Crown Jewels—same as Cardholder 

 Databases—same as Cardholder 

 DMZ—list will contain subnets with a netmask shorter than 30 which are directly 
reachable from untrusted networks, minus subnets already contained in a zone of 
type DMZ in the current policy set 

 Extranet—list will contain all subnets whose trust level has been set to extranet and 
which are not already contained in a zone of type Extranet in the current policy set 
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 General—list will automatically contain all subnets that were not previously 
populated in a given zone. By default, a Suggestions button is not available for the 
General zone, except when the manual General zone setting is enabled. See 
Enabling Manual General Zone Setting . 

 Internet—list will contain all subnets whose trust level has been set to internet and 
which are not already contained in a zone of type Internet in the current policy set 

 Local Untrusted—list will contain all subnets whose trust level has been set to local 
untrusted and which are not already contained in a zone of type Local Untrusted 
in the current policy set 

 Untrusted—list will contain all subnets whose trust level has been set to anything 
other than trusted and which are not already contained in a zone of any of the 
untrusted types (Internet, Extranet, Local Untrusted, or Untrusted) in the 
current policy set 

 Security Perimeter—same as DMZ 

 SOX—same as Cardholder 

 Wireless—any subnet with wireless capabilities (automatically populated in the 
PCI Audit policy); see Configuring Inference for Subnets for information on wireless 
detection 

For zones of any other type, the suggestion list will contain all subnets not currently 
contained in a zone of any type in the current policy set.

Enabling Manual General Zone Setting 
To change the default behavior that automatically populates the General zone with 
discovered subnets, set the following environment variable to true: 

set property server
redseal.srm.analysis.policy.pci.general_zone_is_manual = 
true

After changing the environment variable from false to true, migration will occur causing 
all subnets that are automatically part of the General zone to be added explicitly to the 
General zone. Note that migration will not happen in reverse (from manual to 
automatic).

The Add and Suggestion buttons now become available for the General and Out of 
Scope zones allowing for manual control of discovered subnets.
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Check Compliance 
When rules have been created for all potential traffic flows, and all zones have been 
populated with subnets or hosts, select the Compliance radio button in the left-hand 
pane of the Zones & Policy tab. 

The mode indicator label in the upper right corner of the user interface window will 
change to Show Compliance, and color-coded arrows will replace the black arrows in 
the diagram. 

The black arrows represent possible routes through which traffic could be permitted to 
flow, and for which the policy set has defined an access or firewall rule. 

If conditions have changed for any active policy (zone membership or business decisions 
added, changed or deleted, for example) since the last time you updated policy 
compliance, a button labeled Update Compliance will be displayed in the left 
navigation pane. 

A yellow warning icon will also be displayed on the Home tab, in upper left corner of 
the Network Policy Analysis pane. See Network Policy Analysis. 

Click either of these buttons (yellow warning icon on the Home tab or compliance 
button on the Zones & Policy tab) to update compliance for all policies.

Note  Saving a business decision, even if no changes have been made, will trigger the out-
of-compliance indicators.

Color-coded arrows show state of compliance with your policy set’s access and firewall 
requirements:

 approval status of potential traffic flows that RedSeal has determined exist between 
zones 

 whether or not required firewalls exist and are configured according to policy 

Line Firewall Access

green Required firewall exists, all 
firewall requirements met

All potential flows meet 
approval requirements

light green Firewall requirements met No access found
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yellow Required firewall exists, one 
or more firewall 
requirements not met

One or more potential 
traffic flows found require 
an approval

red solid Required firewall does not 
exist

One or more potential 
traffic flows found are 
forbidden by policy

red dashed Not applicable to firewalls —Subnets or hosts exist in 
both zones

Click on a red or yellow arrow to see details of which rules are being violated, displayed 
in tables in the details area at the bottom of the RedSeal client window. 

If there are access rules in need of approval and no firewall requirements, there will be an 
Access table in the left side of the details pane, and a Business Decisions table in the 
right side.

If there are only firewall rules but no access paths covered by the policy set, there will be 
a firewalls table in the details pane.

If there are both access paths and firewall requirements, there will be an Access tab and a 
Firewall tab above the access table (lower left corner). 

These tables will include a Status column showing one or more status icons for each 
entry. Icons will be color coded according to the same color scheme as the compliance 
arrows. 

If the table row contains nested specifications, there may be multiple status icons. 

If the status of specifications not currently visible differs from the status of the currently 
displayed entry, there could be, for example, red, yellow and green icons in the same 
table cell.

The Access and Firewall tabs will show a single status icon representing the worst status 
contained in the table. For example, if a table contains six entries, five of them showing 
yellow status and one of them showing red, the icon on the tab will be red.

See:

 Zone Overlap 

 Set Rules Link 
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 Check Compliance Link 

 Email on Violation 

Zone Overlap 
If two zones contain the same subnets or hosts, the zones will be considered overlapping, 
represented by a dashed red line in the diagram. 

Click on the link to see which system or systems are causing the overlap. Select an item 
in the overlap table and click one of the Remove From... buttons (one for each zone) at 
the bottom of the table.

If one of the buttons remains disabled, it means the zone’s contents are contained in a 
reference group. You cannot delete items from a reference group. You can only delete 
items from the parent group.

Set Rules Link 
If you want to modify a policy, click on an arrow representing a traffic specification then 
click the Set Rules link in the left hand status panel.

The diagram will change from color coded arrows to black and grey arrows depicting the 
presence or absence of rules for a zone pair, and the mode indicator in the upper right 
corner of the user interface window will change to Set Rules.

Check Compliance Link 
If you make policy set changes that alter compliance, the Check Compliance link in 
the status panel will turn red. Click this link to update the graphic.

Email on Violation 
To configure a Policy Compliance report so that an email alert is sent if there are 
serious violations, create a report using the Policy Compliance template, schedule it to 
be run after every analysis, but suppress the report if there are no red arrows.

See Compliance Report Template.

Business Decisions 
Business Decisions are the tools used to specify specific paths between two zones that are 
either approved, specifically prohibited, or exceptions to forbidden rules
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You can approve traffic on a single port/protocol specification (from a TCP 80 source to 
a TCP 80 destination, for example), or an aggregate of specifications (all traffic from 
Zone A to Zone B, for example). Just remember when approving or forbidding access, 
the more specific the specification, the more meaningful the report presented to an 
auditor.

To approve a specification, the first step is to select an arrow in the compliance graphic 
(Check Compliance).

Business Decisions can also be defined in bulk, in a CSV (comma separated values) file, 
which can then be imported using the RedSeal XML and CSV Data plug-in or in 
either CSV or XML for import via the RedSeal API. CSV import syntax is described in 
the RedSeal API Guide.

You can approve one or more specifications by selecting a line or lines in the table and 
adding the selection to a business rule.

Right click on a line in the table to locate the source subnet in the topology map on the 
Maps & Views tab. If the source cannot be identified (multiple subnets in range or an 
unnumbered unlinked interface, for example) the Show in Inventory right-click menu 
selection will be disabled. 

The Flatten button in the toolbar immediately above the upper right corner of the table 
opens a Flatten Policy Status table that expands all entries and displays them in a flat 
table. This dialog is a modified version of the Access table in the Security Intelligence 
Center. 

From the Flatten Policy Status dialog, you can:

 Select entries and create a new decision by clicking New Decision at the bottom of 
the dialog. 

 Select entries and add them to an existing decision by clicking Add to Existing at 
the bottom of the dialog. 

Clicking the right-most button in the tool bar of the FlattenPolicy Status window 
opens the Export to File dialog. From this dialog, you can export Business Decisions in 
an XML or CSV file. You can also access the Export to File dialog by right clicking on 
one or more lines and clicking Export as Business Decision from the dialog that 
appears.

Click the second right-most button in the tool bar of the FlattenPolicy Status window 
that opens to keep the table open on the desktop when you click the Flatten button a 
second time. This allows you to compare tables side by side.
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See Access for details about this window and Business Decisions for information about 
Business Decisions. 

See:

 Access Table 

 New Decisions 

 Add to Existing 

 Show Decisions for Policy 

 Show All Decisions 

 Explain Status 

 Business Decisions Editor 

 Firewalls Table 

 Bulk Import of Business Decisions 

Access Table 
When you click on a red or yellow arrow that represents an access specification that is 
governed by your policy, an Access from <zone> to <zone> table will be displayed in 
the details panel at the bottom of the RedSeal client window. 

Select one or more lines in the access table and click one of the following buttons:

 New Decision—opens the Business Decision Editor where you can create a new 
business decision approving or forbidding the access, or add an exception 

 Add to Existing—opens the Add to Existing dialog, in which you can select an 
existing business decision and add the selected access path to it 

You can also choose to show a list of all business decisions, with either of the following 
buttons:

 Show Decisions For Policy—opens a dialog which lists all currently defined 
business decisions for the policy (view) selected in the menu in the upper left corner 
of the Zones & Policy tab 
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 Show All Decisions—opens a dialog which lists all currently defined business 
decisions for all policies (views) 

You can also view a dialog that will show the intersection of the currently selected policy 
and any business decision for any other policy:

 Explain Status—opens an Explain Policy Status dialog 

See:

 New Decisions 

 Add to Existing 

 Show Decisions for Policy 

 Show All Decisions 

 Explain Status 

New Decisions 
When you select click the New Decisions button at the bottom of the Zones & 
Policy tab, the Business Decision Editor opens. 

If you selected an arrow in the diagram before opening the dialog, the Access 
Specification portion of the dialog will be filled in with details from your selection. 

If you did not select an arrow first, the dialog will be empty and you can add any data for 
any access.

Approving Multiple Protocols 
Just as one arrow in the diagram can contain multiple protocols, a single business 
decision can be used to approve or forbid one or several protocols as well.

When you click on an arrow in the diagram, the Access table lists each port/protocol/L7 
App ID specification that currently exists between the zone pair.

Click the plus sign to expand the table entry to show destination addresses, and click the 
plus sign again to see source addresses.

You can click on any one of these entries, and if you select an existing entry in the 
Business Decisions table, you can add the protocol to that the selected decision.

See Business Decisions Editor.
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Add to Existing 
The Add to Existing button will remain disabled until you select an arrow in the 
compliance diagram, then select an entry from the Access table at the bottom of the 
Zones & Policy tab.

When you click on an enabled Add to Existing button, the Add to Existing dialog 
opens.

The top table shows the access paths that were selected in the Access table when the Add 
to Existing dialog opened.

The bottom table shows all business decisions currently defined for the policy.

If you select a business decision and click the Edit button, 

If you select one or more access paths in the top table and a business decision in the 
bottom table, then click the Add to Existing button. 

Show Decisions for Policy 
When you click the Show Decisions for Policy button at the bottom of the Zones & 
Policy tab, a dialog displays a list of all business decisions that have been created for the 
currently displayed policy (view).

Select a decision and click one of the following buttons at the bottom of the dialog:

 Edit—edits the decision. 

 Delete—deletes the decision 

 Show All Decisions—displays a list of all business decisions, for any policy 

Show Access 
Select an access specification within a decision (expand the decision and select one or 
more rows) to enable the Show Access button, to display a table of source and 
destination endpoints.

Export Decision 
You can also click the Export button above the upper right corner of the table to export 
the selected decision in either CSV or XML format. CSV import syntax is described in 
the RedSeal API Guide.
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Show All Decisions 
When you click the Show All button at the bottom of the Zones & Policy tab, a list of 
business decisions, for any policy, will be displayed.

From this dialog, you can edit or delete decisions, or you select a decision and view 
network access paths permitted by the access specification defined by the decision.

The type of access specified by the rule (corresponds to radio button labels in the Access 
Specification portion of the Business Decision Editor) is shown by one of the 
following icons:

Approval  

Forbidden  

Exception  

  

Explain Status 
When you select one or more rows in the access table and click the Explain 
Status button at the bottom of the Zones & Policy tab, a dialog displays a list of all of 
the selected access specifications in the upper table and a collection of lists of business 
decisions.

When you select a row in the upper table, the bottom table will update to display 
decisions that impact the selected access specification.

Decisions in the bottom panel will be divided according to type, with each type itemized 
on a separate tab: 

 Exception—lists all decisions for which an exception has been granted 

 Forbidden—lists all decisions of type forbidden (unless an exception has been 
granted) 

 Approval—lists all decisions of type approval for which approval has been granted 

 Approval Requirement—lists all decisions of type approval for which approval has 
not yet been granted 

The table displayed when you click the Explain Status button will contain a row for 
each access specification represented by the selection in the Access table. If the selected 
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specification is a top level node in a nested list, the generated table could contain 
thousands of entries. 

To get a more meaningful result, you may want to dig deeper into the hierarchy before 
clicking the Explain Status button.

Business Decisions Editor 
When you click the New Decision button at the bottom of the Access table, the 
Business Decision Editor opens.

See Business Decisions.

This is where approval is granted (or denied) for an access specification. When you 
change the status of a specification, the Check Compliance link in the status pane of 
the Policy Set tab will change color from blue to red, indicating that the compliance 
diagram is out of date. When you click this link, compliance will be recalculated. The 
diagram will be redrawn and the status icons in the business decision table will be 
updated.

The top half of the dialog allows you to do any or all of the following:

 create or edit the name of the rule as it will appear in the Business Decision table 
and in reports 

 assign an expiration date for your decision, after which the decision will no longer be 
applied to your network; a yellow exclamation mark (!) will be added to the 
Business Decision table entry (see Exceptions) 

 provide an explanation of why this traffic is or is not necessary or acceptable 

The text you enter into the Description field should contain a detailed rationale for the 
action you are taking, including citations of management authority for the action if 
necessary to convince an auditor that the action is consistent with policy set 
requirements. This description will be used in the Policy Rules report, which can be 
submitted to independent auditors who are validating your organization’s compliance 
with policy set requirements.

See: 

 Edit Access Specification 
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 Exceptions 

Edit Access Specification 
You can access the Edit Access Specification portion of the Business Decision editor 
by clicking Edit at the bottom of the Business Decision Editor dialog. The Edit Access 
Specification dialog allows you to specify the business decision type and to change the 
protocol, port, L7 App ID, source, and destination of the specification.

The decision can be one of the following types:

 Approval—access specified by the business decision is approved; when all access 
specifications that are embodied in a yellow arrow on the diagram have been 
approved, the arrow turns green 

 Forbidden—access specified by the business decision is forbidden; when all access 
embodied in an arrow on the diagram is forbidden, the arrow is red; note that if you 
forbid a subset of access specifications contained in a yellow arrow, the arrow still 
turns red even though some traffic is still allowed 

 Exception—overrides a rule that forbids traffic defined in the Access 
Specification portion of the Business Decision Editor; note that if you forbid 
traffic for any protocol on any port (forbid ANY- ANY) for a rule that was defined as 
approvals required, the rule definition is also changed to all traffic forbidden. 

Note  RedSeal recommends that you use exceptions sparingly, for special circumstances 
that apply to a narrowly defined, and temporary, use case. If the traffic is required by 
more than one person, or for an indeterminate period of time, you should consider 
requiring an approval outright. Exceptions should be accompanied by expiration dates. 
See Exceptions.

The fields in the Source and Destinations groups allow you to select a different 
protocol for the business decision before saving it.

If a decision contains multiple access specifications, a row of tabs is displayed, one tab for 
each specification. 

Icons on the tabs indicate whether the specification has been given approval, is 
forbidden, or has been granted an exception to otherwise forbidden traffic. See Show All 
Decisions.

214 RedSeal User Guide 9.4



Business Decisions 

Use the IP Range and Subnets checkboxes and their associated input fields for refining 
the source and destination references of your business decision. 

Subnets on the dropdown menus must exist within the zone. If an ineligible subnet is 
added to a zone, imported by API, for example, it displays a red X icon, indicating an 
incorrectly formed business decision. You should change this selection in the menu to a 
valid subnet, or disable the checkbox.

When approving access for a subset of IP addresses—that is, if you expand the access 
specification in the Access table and select a subset of source/destination items and then 
open the Business Decisions Editor—deselect the Subnets checkboxes for both source 
and destination. Otherwise, the approval applies to the entire subnets rather than just 
the selected addresses.

Values entered for the IP Range or Subnet fields are shown as drop-down menus in the 
Business Decisions table when the editor is closed. These menus provide a means for 
viewing the full list of values associated with source and destination zones while viewing 
the table. Selection of any of these values in the table is meaningless. 

To manipulate them, you need to reopen the Business Decision Editor.

Exceptions 
Business decisions should either explicitly approve or forbid access without using an 
exception, which should be considered a tool of last resort. 

There are two valid use cases for exceptions:

 a user, possibly a contractor, needs access using a forbidden port/protocol for a 
limited period of time; grant an exception with a defined expiration date for this 
usage; when the expiration date is reach, the approval will no longer be valid 

 a pinhole needs to be opened in an otherwise forbid any-any rule, for example, port 
80 needs to be opened in a zone that is otherwise off limits to external traffic; 
defining such rules manually would be difficult, while granting an exception for a 
single port is quick and virtually foolproof 

If the exception has an expiration date, a yellow exclamation mark (!) icon will be added 
to the decision’s entry in the Business Decisions table when the expiration date passes, 
and the access diagram will be shown as needing an update (the Check 
Compliance link the Zones & Policy tab’s status panel will be red).
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Note  After an exception expires, there will be a few seconds delay before the yellow icon 
is added to the table and the Check Compliance link turns red.     

Firewalls Table 
When you select an arrow in the graphic representing a firewall requirement, a <Policy> 
Firewall Status from <Zone> to <Zone> table will be displayed if firewall rule 
enforcement is enabled. See Firewall Rule Enforcement  on page  217. 

The firewall status table displays the following columns:

 Source zone—policy zone in where traffic originated for the RedSeal firewall test 

 Destination Zone—policy zone targeted by RedSeal for the firewall traffic test 

 Source subnet—subnet where traffic originates 

 Firewall—name of the firewall 

 Spoof Filter—type of anti-spoofing found, when the anti-spoofing requirement is 
enabled in the policy rule 

 Best Practices—status of firewall’s performance with Best Practice checks, when the 
must pass requirement is enabled in the policy rule 

 Destination Subnet—if no firewall was found, subnet that can receive traffic 

 Policy Status—status of compliance with policy requirements; can be one of: 

 Pass 

 No Firewall 

 No Spoof Filtering 

If a firewall is found that blocks traffic as required by the policy set, the Destination 
Subnet column will be empty.

If no anti-spoofing feature is found, the Spoof Filter column will be empty.

RedSeal checks Cisco, Juniper Netscreen, and Check Point firewalls for anti-spoofing 
filters as follows:

 Cisco PIX 6/7/8, FWSM 2/3/4, and ASA8 firewalls—RedSeal checks the firewall’s 
outside interface configuration for the presence of ip verify reverse-path interface 
outside 
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 Juniper Netscreen firewalls—RedSeal looks for the presence of set zone lab screen ip-
spoofing in each zone configuration 

 Check Point—RedSeal looks for Anti-Spoofing: Yes in the General configuration 
created by the RedSeal plug-in when the firewall was imported (based on the state of 
the Anti-Spoofing checkbox in the SmartCenter’s Interface Properties dialog for 
the firewall) 

If no firewall is found where the policy set says there should be one, the Firewall column 
will be empty and the Destination Subnet column will show the subnet that is able to 
receive packets from the subnet shown in the Source Subnet column.

To locate the source and destination subnets associated with the firewall rule violation, 
right click on a row in the table and select either Show Source in Tree or Show 
Destination in Tree. The Maps & Views tab will be displayed, with the source or 
destination subnet selected in both the tree in the navigation pane and in the map.

Firewall Rule Enforcement 
The PCI standard requires firewalls between your DMZ and the internet, and between 
your Cardholder zone and your DMZ and wireless zones. RedSeal’s algorithm for 
enforcing this requirement is very strict—if RedSeal finds a path without a firewall, the 
rule will fail.

However, some network designs can include paths that packets can never follow through 
the topology. Such networks would fail RedSeal’s strict test but may still be considered 
compliant by a PCI auditor. 

If you believe your network is in this category, you can disable RedSeal’s enforcement of 
the PCI policy firewall rules using the Policy tab on the System Settings dialog. See 
System Settings.

The PCI Audit report will note that you have disabled this feature, and you may have to 
justify your decision to a PCI auditor.

Bulk Import of Business Decisions 
Business decisions can be defined in a CSV (comma separated values) file and imported 
from the Data Import dialog using the RedSeal XML and CSV Data plug-in, or in 
either XML or CSV format for import through the RedSeal API.

For XML syntax, see the data/policy/decisions APIs in the RedSeal API Guide. CSV 
import syntax is also described in the RedSeal API Guide.
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Display Options 
The Zones & Policy tab can display your policy set data as either a graphic or a table. 
Click the Check Compliance link in the left panel, then click the Table button in the 
policy set title bar.

When the display is set to table, the status of approvals is shown with the following 
columns:

 Source—container of the subnet that is the traffic source; itemizes access 
specifications by zones plus RedSeal threat source designation (Extranet, Untrusted, 
Local Untrusted) 

 Destination—container of the subnet that is the traffic destination 

 Forbidden—number of forbidden subnet-to-subnet traffic specifications that have 
been found between the source and destination (each subnet-to-subnet flow can 
represent multiple address-to-address specification) 

 Unapproved—number of unapproved (or only partially approved) subnet-to-
subnet traffic specifications between the source and destination 

 Approved—number of approved subnet-to-subnet traffic specifications between the 
source and destination 

Click the same button (now labeled Graphic) to return to the graphic view.    

PCI Policy Management 
RedSeal enables continuous Payment Card Industry (PCI) compliance. The RedSeal 
client application contains a pre-defined policy set in which you can label your network 
resources according to zones that represent different environments of interest to the PCI 
Data Security Standard DSS). 

For more information about PCI DSS, see the PCI Security Standards Council website 
at https://www.pcisecuritystandards.org.

A PCI audit report can be generated at any time to see what has been done and what 
remains to be done in order to achieve PCI compliance. 

See PCI Section I Compliance Report Template for a description of the report’s contents.

When you have changed your network configuration or redefined membership of your 
cardholder zone to eliminate all red lines on the workpage graphic in the Zones & 
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Policy tab and you have approved flows to turn all yellow lines to green, your network 
should be able to pass a PCI audit. 

For more information on using the workpage, see PCI Panel Details.

See:

 Using RedSeal to Meet PCI Requirements 

 Approved Scanning Vendors 

 PCI Panel Details 

 Traffic between Cardholder and Untrusted 

 Traffic Flows and Approvals 

 Vulnerabilities and Attack Depth 

Using RedSeal to Meet PCI Requirements 
RedSeal provides a policy template for PCI that includes PCI-required zones and a 
number of automated queries that produce detailed information required for Firewall 
configurations (Requirement 1) that you can use for a PCI audit. 

When you have added your devices and subnets to the appropriate zones, RedSeal 
provides a summary of the state of your compliance, as well as detailed data required by 
the PCI Report on Compliance (ROC).

To view the PCI audit workpage:

1. Choose Zones & Policy. 

2. In the Policy dropdown, choose PCI Audit. 

To view the PCI audit report for Requirement 1, choose PCI Compliance in the 
Reports section of Zones & Policy tab.

The workpage includes an overview diagram showing the major PCI zones and the state 
of compliance about access between them (traffic flow).   From this workpage, you can 
generate a detailed report that itemizes specific sections of Requirement 1, which your 
auditor can include when submitting the PCI Report on Compliance.

Additionally, many RedSeal features help you meet PCI compliance with sections of 
Requirements 2, 6, and 11. Some of these requirements are process-oriented, and can 
utilize other RedSeal features to produce data required for the ROC. 
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When using RedSeal for PCI compliance, you might want to limit the scope of your 
import to PCI-relevant network devices. 

Alternatively, you can load configurations for your entire network and perform some 
special setup using the Zones & Policytab, PCI Auditview to determine which 
devices are in scope so that model issues are not generated. RedSeal suggests candidates 
for PCI environment zones, including Untrusted, DMZ, and Cardholder zones. 
RedSeal can also help you identify wireless devices. Use the Out of Scope zone for 
resources you consider not subject to PCI policy rules.

The following sections describe the specific requirements that RedSeal helps you address 
and which standard RedSeal features produce the required data for your audit:

 Requirement 1: Firewalls 

 Requirement 2: Default Security Parameters 

 Requirement 6: Maintain Secure Systems 

 Requirement 11: Test Regularly 

Requirement 1: Firewalls 
RedSeal can be used to validate compliance with the following subsections of 
Requirement 1. Corresponding appendixes in the RedSeal PCI Report that address 
specific sections of Requirement 1 are in parentheses.

 Section 1.1.2—Provide a current diagram showing network connections to 
cardholder data and other networks, including any wireless networks. 

Use the topology map on the Maps & Views tab of the RedSeal client application 
as the PCI-required diagram. Subnets with wireless capability are shown in the 
topology with a unique icon. (Appendix 1) 

 Section 1.1.4—Firewall requirements for each Internet connection and between any 
DMZ and the internal network. 

Use RedSeal’s PCI Audit diagram on the Zones & Policy tab that shows color-
coded arrows between firewalls and Internet connections and between any DMZ 
and the internal network to verify that your policy set complies with PCI access and 
firewall requirements (Appendix 2). See Defining Policies for PCI Compliance.

 Section 1.1.6—Document services, protocols and ports allowed, including security 
features used for any non-secure protocols and the ports they use. 
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RedSeal tells you which protocols in your traffic flows are unapproved. (Appendix 4) 

 Section 1.1.7—Review firewall and router rule sets every six months. 

By implementing RedSeal, you automatically meet this requirement.

 Section 1.2—Build configurations that restrict connections between untrusted 
networks and the cardholder data environment. 

By implementing RedSeal, you automatically meet this requirement. (Appendixes 3 
and 4)

 Section 1.2.1—Restrict inbound and outbound traffic to only what is necessary for 
the cardholder data environment. 

RedSeal provides approvals details and a list of non-secure protocols and the ports 
they use. (Appendixes 3 and 4)

 Section 1.3.2—Verify that inbound internet traffic is limited to IP addresses within 
the DMZ. 

RedSeal shows all flows between the different PCI zones, including the flow from 
the Internet not routed to the DMZ. (Appendix 5)

 Section 1.3.3—Implement antispoofing measures. 

RedSeal shows Internet firewalls that have anti-spoofing enabled. (Appendix 2)

 Section 1.3.4—Explicitly authorize outbound traffic from the cardholder data 
environment to Internet. 

RedSeal shows unapproved traffic flows from the Cardholder Zone to the Internet. 
(Appendix 8)

 Section 1.3.5—Verify that firewalls perform stateful inspection, allowing only 
established connections into the network. 

RedSeal verifies that Internet connections have firewalls. (Appendix 2)

 Section 1.3.6—Verify that cardholder data is segregated from the DMZ and other 
untrusted zones. 

When you have placed the database servers containing cardholder data in the 
Cardholder zone, RedSeal automatically and continuously verifies that this zone is 
segregated from the DMZ and other untrusted zones. The flow diagram on the PCI 
workpage shows this segregation. RedSeal also provides a list of the database servers 
contained in the Cardholder zone and their locations. (Appendix 6)

 Section 1.3.7—Do not disclose private IP addresses. 
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RedSeal uses method “Internal use of RFC1918 address space instead of registered 
addresses” and produces a list of addresses in the DMZ that are reachable from the 
Internet. (Appendix 9)

 Section 1.5—Ensure that you have security policies and operational procedures for 
managing firewalls. 

By implementing RedSeal, you automatically meet this requirement.

Requirement 2: Default Security Parameters 
Requirement 2 of the DSS says not to use vendor-supplied defaults for system passwords 
and other security parameters. 

RedSeal Best Practice checks help you meet Requirement 2. RedSeal automatically 
checks device configurations for such things as default passwords and enabled protocols 
that should be disabled. See Best Practices.

RedSeal creates a Best Practice Violations report for each newly detected incident. This 
report remains open in the data base until an updated device configuration is imported 
into RedSeal that fixes the condition. 

Monitor status by generating a Best Practice Violations report, and look for these 
checks:

 RS-16 Unencrypted password 

 RS-25 Default enable password 

 Default password 

Requirement 6: Maintain Secure Systems 
Requirement 6 of the DSS says to develop and maintain secure systems and applications.

RedSeal identifies vulnerabilities and assigns risk in your network so that you can fix 
these. By implementing RedSeal, you ensure that your network is protected against 
vulnerabilities.

You can use RedSeal to validate compliance with the following subsections of 
Requirement 6:

 Section 6.1—Have a process to identify vulnerabilities and assign a risk ranking. 
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RedSeal collects vulnerability and host system information from all leading 
vulnerability scanners. You can assign an asset value to each host based on services 
and applications that run on the host—for example, database, email, or web server. 
Information for each host is then combined with RedSeal’s knowledge of network 
connectivity and access to compute a risk ranking that includes downstream 
accessibility. 

 Section 6.2—Install patches. 

 Section 6.4.1—Separate development test environments from production 
environments. 

Use RedSeal policy to define segmentation between development and production 
environments.

 Section 6.6—Address new threats and vulnerabilities for public-facing web 
applications. 

RedSeal continuously monitors new threats and vulnerabilities, including those for 
public-facing web applications, and uses its access and threat analysis tools to 
identify exploitable host systems.

 Section 6.7—Ensure that you have security policies and procedures for monitoring 
vulnerabilities. 

By implementing RedSeal, you automatically meet this requirement.

Requirement 11: Test Regularly 
Requirement 11 of the DSS says to regularly test security systems and processes. 

You can configure RedSeal to automatically gather network configurations and 
vulnerability assessment data, analyze it, and send scheduled email reports to a user-
defined distribution list.

You can use RedSeal to validate compliance with the following subsections of 
Requirement 11:

 Section 11.3—Implement penetration testing. 

RedSeal supports internal and external virtual penetration testing, including 
continuous validation of segmentation.
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 Section 11.6—Ensure that you have security policies and procedures for monitoring 
and penetration testing. 

Multiple RedSeal functions (Security Impact, Access Query, Threat Query) enable 
virtual penetration testing as an automated process. By implementing RedSeal and 
using these features, you automatically meet this requirement.

Approved Scanning Vendors 
The PCI Security Standards Council’s Approved Scanning Vendors (ASV) program 
validates organizations that provide vulnerability assessment data.

RedSeal is an aggregator and analyzer of that data, not a collector, and therefore does not 
meet the definition of an ASV.

PCI Panel Details 
Zones are:

 Untrusted—will automatically identify subnets whose trust level has been set to an 
untrusted level in the Threat Sources dialog; Suggestions button will open that 
dialog, showing all subnets which RedSeal considers possible untrusted subnets; see 
Traffic between Cardholder and Untrusted 

 DMZ—use this folder to identify those subnets you consider to be in your PCI-
defined DMZ; Suggestions button will show all subnets that are directly accessible 
from an untrusted subnet 

 Cardholder—use this folder to identify hosts that you consider to be in your PCI-
defined cardholder data environment; Suggestions button will show a list of all 
hosts that have a business value equal to or greater than 75; see Calculated 
Vulnerability Values 

 Wireless—will automatically identify any subnet determined by RedSeal to have 
wireless capabilities; Suggestions button will show a list of all subnets in the 
network; see Wireless Zone Membership  on page  225 and Wireless Networks 

 General—will automatically identify all subnets not contained in any of the other 
folders except Wireless; see Wireless Zone Membership  on page  225 

 Out of Scope—use this zone to contain resources that you consider not relevant to 
the PCI audit and therefore not subject to PCI policy rules 

You cannot add or delete zones to the PCI policy set.
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Wireless Zone Membership 
Unlike other zones, Wireless Zone membership is not exclusive. Subnets can be 
members of both the Wireless and other zones simultaneously.

Traffic between Cardholder and Untrusted 
The RedSeal PCI Audit policy defines a zone named Untrusted that, by default, 
includes any subnet you have identified as a potential threat source.

These are the subnets contained in RedSeal’s Untrusted group folder—including subnets 
with a trust levels set to Internet, Extranet, and Local Threat Source. 

For information about RedSeal groups, see Managing Views and Groups. 

For information about setting trust levels, see Threat Sources.

The PCI standard forbids traffic between your cardholder data environment and the 
internet. RedSeal puts subnets with a designated trust level of Internet into one of several 
subgroups of the Untrusted group.

There is no PCI DSS prohibition for traffic to or from these other, non-internet 
untrusted sources. Therefore, the RedSeal PCI policy defines the access rules between the 
Untrusted and Cardholder zones as Approvals required, not Forbidden. 

RedSeal also defines a single default business decision for the PCI Audit policy. This 
decision contains two access specifications—one forbidding access from Internet to 
Cardholder and the other forbidding access from Cardholder to Internet. 

In this context, Internet is not a zone visible on the policy diagram. It is the 
Internet group contained in the PCI Audit policy’s Untrusted zone.

Traffic Flows and Approvals 
The PCI Audit policy set is system defined to model the requirements of the PCI DSS. 
You cannot set or edit rules in the PCI policy set.

The PCI standard requires that you explicitly approve potential traffic to and from the 
cardholder data environment. It does not, however, require you to approve access 
between resources within a single zone.

When you add a single host to the Cardholder zone using the Suggestions button, the 
entire subnet in which the host resides will be added to the zone. You can also add 
subnets to the zone that contain no PCI servers. 
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Access between your cardholder servers and any hosts in these subnets that are in the 
same zone (flows between Subnet A and Subnet B in the diagram) does not have to be 
explicitly approved. 

Access between your cardholder servers and hosts not in the cardholder zone (Subnet C), 
or more precisely all access between zones, does have to be explicitly examined and 
approved.

Access will be identified in the PCI workpage graphic as either approved, waiting 
approval, or not allowed according to the PCI standard. 

Use the Business Decisions Editor (see Business Decisions Editor), or redefine the 
contents of these zones, until the depiction displayed in the graphic matches PCI 
requirements.

You can then use this information to decide how to reconfigure your network, or 
redefine your PCI zones, in order to achieve PCI compliance.

Note that if any hosts in Subnet B in the diagram has connectivity with the internet, a 
solid red line will be drawn between the Cardholder and Untrusted zones, even though 
no cardholder servers are in Subnet B. You may have to justify this access with your PCI 
auditor.

Vulnerabilities and Attack Depth 
Patching hosts to eliminate exposure is the most secure response to the discovery of 
vulnerabilities by a RedSeal analysis, but it is not always the most practical response, even 
when the exposed host is in the Cardholder zone.

Sometimes, other network requirements prevent the application of a specific patch.

In those cases, it might be possible to show a PCI auditor that the exposure is small 
enough to be acceptable.

If the vulnerability has a high attack depth, an attacker would have to traverse a long and 
difficult path through the network in order to exploit the vulnerability. (Attack depth 
represents the number of devices that would have to be compromised in order to reach 
the host of interest; see Attack Depth.)

On the other hand, if the RedSeal analysis shows that the host has a high RedSeal-
calculated exposure score and a low attack depth for a vulnerability, then some kind of 
protection is essential—if not a patch, then a firewall or some other obstacle that 
prevents an attacker from reaching the host.
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Specific access paths to the host can be discovered by using the Security Intelligence 
Center. See Security Intelligence Center.

Policy Implementation Guidelines 
The RedSeal policy feature can be used to achieve several different goals, some of them 
simple to implement, some more complex. Among the things you can expect the policy 
feature to help address:

 monitoring network compliance with your organization's internally defined policies 

 greater visibility into your network topology and the potential traffic flows that are 
allowed among your network resources 

 passing review by external auditors to demonstrate compliance with a set of 
standards defined outside your organization such as the Payment Card Industry 
Data Security Standards (PCI DSS) 

See:

 Setting up a Policy to Explore Existing Access 

 Setting up an Alert Policy 

 Setting up a Self-Audit Policy 

 Writing Business Decisions 

Setting up a Policy to Explore Existing Access 
A good place to begin learning how to use RedSeal's policy feature is by creating an 
exploratory policy designed to show you what traffic flows are currently allowed by your 
network.

Create the new policy (on the Zones & Policy tab in the user interface. Click the 
Policy link in the upper left corner of the tab. With <New Policy Set> visible in the 
Available for use... field, enter the name of the policy in the Name field and be sure 
the Activate Policy Set check box remains enabled; click Save then Close).

See:

 Create Zones 

 Populate the Zones 
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 Set Rules 

Create Zones 
In the new What Is Going On tab created on the Zones & Policies page, create 
several zones, which will then be populated with subnets representing different areas of 
your network.

Start with some approximation of the following zones (customized to show areas of your 
network that are of interest to you; see Defining Custom Policy Sets):

 Internet—add to this zone all subnets with trust level set to Internet 

 DMZ—add to this zone all subnets with an interface that connects directly to a 
subnet with trust level of Internet 

 Extranet—add to this zone all subnets which are accessible to external business 
partners 

 Wireless—add to this zone all subnets with wireless capability 

 Users—add to this zone all subnets with addresses assigned to individual 
workstations in your network, exclusive of external business partners 

 Data Center—add to this zone all subnets to which your organization's sensitive 
data servers are attached (finance, payroll, and human resources, for example) 

You should now have a cluster of icons with grey dashed arrows connecting each zone to 
all of the other zones. Drag the icons apart to make the layout easier to read.

Populate the Zones 
To populate the zones with subnets or hosts, click the mouse on the Internet icon (cloud 
and lightening bolt on a red background), then click the Add button at the bottom of 
the screen to open an Add to Internet dialog.

Display the browse tab, expand the Untrusted entry, then the Internet entry. Select all 
internet subnets (listed with a red cloud icon). Click the Add to Zone button at the 
bottom of the dialog.

You can also try the Suggestions button, which will present a list of subnets RedSeal 
considers candidates for the type of zone, based on the icon you have selected. See 
Suggestions Button.
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Now click each of the other icons in turn and add subnets to them as appropriate for the 
zone type.

Set Rules 
To set rules for your policy, you need to click on each of the dashed arrows and then 
click the Edit Rules button at the bottom of the window.

To start, choose the arrow drawn from the Internet icon to the zone that contains your 
data servers (the zone labeled Data Center, depicted by the crown in the diagram). When 
you click the Edit Rules button, an Edit Rules... dialog opens.

Enter your name or RedSeal user account ID in the Name field.

The source and destination zones are already selected.

Check the Enable access rule checkbox and set the access rule to All access forbidden.

Click Save.

Now click on each dashed arrow in the diagram and set the rules as appropriate for your 
organization's policies governing traffic between the different types of systems.

Each time you create a rule set, the grey dashed arrow turns solid black.

Once all connection arrows are black, it's time to see how closely your network adheres 
to the policy you have just defined. Click the Update Compliance link in the left panel 
of the screen (assuming that RedSeal has already analyzed your network).

The black arrows are replaced by color coded arrows showing the current state of your 
network, or what's going on as of right now.

Dashed red lines indicate issue that you should resolve before continuing. As noted in 
the key at the right of the screen, this indicates duplication in the zones, or zone overlap. 
One or more subnets exist in both zones. Until this is cleared up, the diagram may not 
accurately show current compliance with your policy.

To find out where the overlap occurs, click on the line.

A table will be displayed at the bottom of the screen, itemizing the overlaps. Remove 
overlapping subnets from one or the other of the zones.

When finished, click the Update Compliance link again.

Now you have a current view of how well your network is in compliance with the rules 
you set for the What Is Going On policy.
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The point of this exercise is visibility—a visual display of how well your network 
behaves. As you create other, more specific policies, and your network configurations are 
changed to bring them into compliance, the arrows on this policy should change each 
time you run analysis and update compliance.

This behavior is summarized on the RedSeal home page, so if you keep this policy 
enabled, you can always see it at a glance as soon as you log in to the RedSeal system.

Setting up an Alert Policy 
The next policy you should consider creating is simpler in structure, but more direct in 
its results.

It will alert you, and a distribution list of email recipients, immediately whenever a 
change in the network exposes unacceptable risks.

Create this policy with just two zones— Secured, which will contain only those subnets 
that are not permitted to exchange traffic with all but a few systems, and Unsecured, 
which contains all subnets that are forbidden to communicate with the resources in the 
Secured zone.

Edit the rules to say all traffic is forbidden, for both Secured to Unsecured and 
Unsecured to Secured.

When you run analysis and then update compliance, there should be no arrows between 
the two. If a red arrow (indicating violation of a forbidden rule) shows up, it means 
something has changed in your network.

Now let’s set up a warning system.

Warning System 
Go to the Reporting tab, click the Legacy button, then the New button, select the 
Compliance entry in the tree under Policy, select the alert policy you created in the 
Policy Set drop down menu, and click the Suppress if no red arrows check box.

Enter the policy name at the top of the Report Definition dialog and click the Save 
button.

When the report is saved, click the Schedule button for it, select the After Every 
Analysis radio button, and enter an email address or list of addresses.
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You can either save the report as is, or select the Email now checkbox, enter your email 
address in the Email field associated with the checkbox, and click the Run Report 
button.

Every time analysis is run, the report will be sent to the list of addresses provided if and 
only if there are red arrows between the zones.

Setting up a Self-Audit Policy 
A third policy to consider is self-audit policy, a variation of the policy you created to 
explore existing access.

Where the access exploration policy is intended to be an exploratory vehicle by which 
you can observe traffic behavior and how it changes as the network changes, the self-
audit policy is intended to be a force for initiating change.

Set up the policy with zones and rules as defined in the access exploration policy.

Approvals 
When you have compliance arrows displayed, click on one of the yellow arrows.

The Access from... table at the bottom of the screen provides a hierarchical itemization of 
all potential traffic flows represented by the selected compliance arrow; see Access Table 

In order to make the arrow turn green (indicating that potential flows are in compliance 
with your policy), either all of the potential flows must be approved or the network 
configuration must be changed—an access rule written into a firewall configuration, for 
example—so that the flow no longer exists.

So, your initial task will be to itemize all of these flows, call a meeting among the 
decision makers, and decide which course will be taken for each of the flows—approval, 
or network configuration change.

Fortunately, RedSeal can help make this task somewhat easier.

You've already seen the compliance report for the policy.

Generate another one for the audit policy, but for now don't schedule it, just run the 
report immediately.

When the report is displayed in your PDF viewer, scroll past the first page and look for a 
table titled Unapproved Access Specifications.
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This is a check list your team can use to determine whether access can be approved or a 
configuration change is required.

If you want a more detailed look at the traffic allowed by a specification, use the Path 
Explorer or Detailed Paths utility. See Security Intelligence Center and Details Viewer.

Writing Business Decisions 
Once you have determined which flows require approval, you will then have to figure 
out a strategy for writing those approvals and getting them into the database.

On a large system, this can appear at first look to be a daunting task—the number of 
individual flow specifications can reach into the thousands (the simple system depicted 
in the diagram, with just a handful of potential flows, is based on a demonstration 
database, not a real network).

There are a couple of things you can do to reduce the number of individual decisions 
that must be created manually in the Business Decision Editor. 

First, the hierarchical structure of the Access from... table means approvals will 
encompass access lines nested below them in the structure. The higher up in the 
hierarchy, the more flow specifications will be approved by a single business decision.

You should be cautious about cutting two wide a swath with a single decision, but you 
should also look for patterns in access that will allow you to write one business decision 
that clears up whole blocks of yellow flags.

For example, if you see a cluster of flow specifications with HOPOPT as the protocol, 
this may indicate a too-permissive access list. See HOPOPT Protocol.

If you correct the access list configuration, you may find several specification lines 
disappear from your access table.

The more decisions you write, the more clearly these patterns will become visible, so the 
first strategy is to start writing. You may find that the 80-20 rule applies—80 percent of 
the yellow arrows gone after just 20 percent of the work required to clear them all.

Another shortcut is the RedSeal API. If you have programming resources at your 
disposal, you can write the approvals externally, in a spreadsheet, for example, and 
import them into the database using a custom-developed API client.

See the RedSeal API Guide.
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This chapter provides a detailed look at the controls and screens available in the RedSeal 
Java client user interface. 

It also describes the features available through the web application, which provides a 
subset of the same functions as the Java client application.

If you’re looking for a quick-start guide without a detailed item-by-item description of 
the user interface, jump ahead to First Steps.

See also:

 Account Lockout 

 The Home Tab 

 The Maps & Views Tab 

 The Zones & Policy Tab 

 Best Practices and Configuration Issues 

 The Vulnerabilities Tab 

 The Model Issues Tab 

 The Risk Tab 

 The Reports Tab 

 The Endpoint Data Tab  on page  332 

 TRL Updates 

 Web Portal 

 Interactive Viewer 
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 Incident Response 

Log In 
When the RedSeal Java client application is launched, a log-in window will open.

Enter the following information:

 Host Address—IP address or host name of the machine on which your RedSeal 
server is running (localhost or 127.0.0.1 can be used if client and server are running 
on the same machine) 

 User Name—your RedSeal user account ID 

 Password—your RedSeal password 

Pre-Login Message 
RedSeal can be configured to display an optional pre-login message before the client is 
started. See Login Banner. When configured, this message will appear after you enter 
authentication credentials and click Login but before the client’s main window opens.

If the pre-login message is configured to be interactive, the user must accept the stated 
conditions by clicking a check box. If the user does not do so, the client will shut down.

Start the Client 
Click the Login button to log in, the Close button to close the dialog and exit the 
application, or the Help button to open the online help window.

The client window is optimized for a minimum screen resolution of 1024x768.  

See the RedSeal Installation and Administration Guide for information on installing and 
starting the client application.

User logins can be authenticated by RedSeal’s authentication system, or you can use a 
RADIUS or LDAP system. See User Account Management in the Installation and 
Administration Guide.

Account Lockout 
RedSeal provides account lockout, a security method that blocks a future login if the user 
provides invalid or failed credentials too many times within a specified duration period. 
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For information on rules for setting an allowable password string, see Installing the 
Appliance in the Installation and Administration Guide.

Note  The login attempt restrictions only apply to non-CAC users.

The following sections detail the RedSeal account lockout feature.

 Failed Login Attempts 

 Retrying Passwords 

 Default Account Lockout Values 

 Waiting for the Account to Reactivate after the Default Interval 

 Changing the Lockout Interval for the User Interface 

 Changing the Failure Window for the User Interface 

 Changing the Maximum Attempt Limit for the User Interface 

Enable the Account Lockout Feature 
Account lockout is not enabled by default. The default value in the property server file 
for the account lockout environment variable is false. If you want a user to enable 
account lockout, set the following environment variable to true:

set property server redseal.srm.authentication.lockout = 
true

When this setting is enabled, the settings that control failed login attempts and and 
lockout duration are also enabled.

If after setting the variable to true , you want to disable the lockout feature, reset it to 
false .

Note  If you have successfully logged into one session, and you disable the feature in 
another session (by changing the setting to false ), the initial session still enables you to 
retry passwords; the lockout will not be in effect for the initial session.

Setting Account Lockout Duration 
The lockout duration setting is enabled automatically when the account lockout feature 
is enabled. 
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After the maximum allowed number of failed login attempts is reached, RedSeal locks 
the account, preventing the user from attempting to log in again.

The default for this setting is 0. This means different things for the various RedSeal user 
interfaces. When the interval is set to 0, the default lockout interval for the CLI is 600 
seconds, or 10 minutes, and the interval for the Java and web interfaces is infinite, which 
means the lockout period does not end. When the default lockout interval is infinite, 
you must manually re-enable locked user accounts.

If you change the default setting, the interval applies to both CLI and GUI accounts.

The following environment variable string indicates the default lockout interval for the 
user interface.

set property server
redseal.srm.authentication.lockout_duration_seconds = 0

If the lockout interval has a value of 0, it is infinite. RedSeal provides several ways to re-
enable a user to set a password. To learn the various methods to unlock the user, see 
Unlocking User Accounts. 

Retrying Passwords 
By default, RedSeal allows you three attempts within a 15-minute period to enter a valid 
password during login authentication. After issuing an invalid password, RedSeal 
displays the following error message:

Access denied. Invalid user/password combination. x 
attempts left.

After three failed attempts, RedSeal prevents you from logging in from the Java interface 
by locking your account infinitely and from the CLI for 10 minutes. 

Default Account Lockout Values 
The following table details default values for lockout intervals (in seconds) and enabling 
account lockout. 

Title Environment Variable Description Default 
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Failure Window redseal.srm.authenti
cation_failure_wind
ow_duration_secon
ds

The interval in 
which you can input 
consecutive 
password attempts 
before the software 
prevents you from 
trying again.

CLI: 900

Interface: 900

Password Attempts redseal.srm.authenti
cation.max_failure_c
ount

The maximum 
number of password 
attempts you can 
submit within the 
failure window.

CLI: 3

Interface: 3

Lockout Period redseal.srm.authenti
cation.lockout_dura
tion_seconds

The interval between 
the time you were 
prevented from 
attempting another 
login after being 
locked out and 
when you are 
enabled to try to log 
in successfully again.

CLI: 600

Interface: Infinite

Enable Lockout redseal.srm.authenti
cation.lockout

Enables the account 
lockout feature. 

CLI: false

  

Unlocking User Accounts 
When you attempt to log in after three failed attempts, RedSeal prevents you from a 
fourth attempt, invoking account lockout, and displaying the following message:

Account locked.

To enable login attempts again after being locked out, you can proceed in a way that will 
re-enable you to log in: 

 waiting for the lockout interval to elapse 
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 enabling the user 

Note  While you can change the lockout interval to a shorter period for future lockouts, a 
new interval will not affect existing users who were previously disabled.

Waiting for the Account to Reactivate after the Default 
Interval 
Using default settings, RedSeal initiates a system timer immediately after the third failed 
login attempt and begins the account lockout. Once the default interval of the timer 
elapses, the user status in the Edit User dialog in the user interface changes from disabled 
 to enabled . Once it reverts to the enabled state, then RedSeal enables you to log in 
again. You can simply wait for the default interval to elapse.

Note  If you have not changed any default values, you can only wait for the CLI lockout 
interval to elapse; the default user interface interval is infinite.

The default time (in seconds) before you are active again is 10 minutes in the CLI, and 
infinite in the user interface. However, you may not want to wait for the lockout period 
to elapse. The next section describes a method that enables you to quickly regain login 
access by manually enabling a user.

Enabling Users 
In addition to waiting for RedSeal to return login privileges to the user account to 
reactivate after the lockout interval elapses, you can manually re-enable the user to 
proceed in the user interface. 

Note  You cannot enable the user to proceed in the CLI; the only way to continue in the 
CLI is to wait for the CLI lockout interval to elapse.

By default, the user is enabled. Once RedSeal invokes account lockout, the user is 
disabled.

Enabling the User from the CLI Account - You can use the CLI to re-enable the 
user. When the user interface is not available, use the CLI to enable a user to log in again 
from the user interface. To enable a user access to logging in after being disabled from 
the CLI, perform the following steps:

1. Record the username of the user for whom you want to re-enable login privileges. 
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2. Go to the RedSeal CLI. 

3. Issue the enable user  command with the username for whom you want to enable 
password setting privileges. The example, using the username “glenn12,” shows the 
command: enable user glenn12 

Enabling the user from the user interface - You can use the user interface to remove 
the disabled status. To remove the disabled status, perform the following steps:

1. From the menus at the top of the RedSeal home GUI window, click Edit and click 
System Settings. The System Settings dialog displays with a series of tabs. 

2. From the System Settings dialog, click Users. The Users dialog displays. Note the 
status of users in the user list. The status will be either enabled  or disabled . 

3. From the users list, click the user for whom you want to enable and click Edit User. 
The Edit User dialog displays. 

4. In the Edit User dialog box, locate the Disabled checkbox at the bottom of the 
dialog box. If the user is blocked from setting password, a checkmark will be in the 
checkbox. 

5. Click the checkbox to remove the checkmark and click Save. You now can set a 
password again. 

The following sections detail how to change default settings to change lockout behavior. 
Set these system parameters only after you have carefully planned and communicated 
your department maintenance schedule, considering the impact to existing users.

Changing the Lockout Interval for the User Interface 
You can quickly regain access to logging in using the user interface by manually 
configuring the interval in the property server environment. 

Note  While you can change the lockout interval to a shorter period for future sessions it 
will not affect previously disabled users; they will remain disabled.

To change the lockout interval, change the value in the following variable. An example of 
this variable with the default value of 0 is as follows:

set property server
redseal.srm.authentication.lockout_duration_seconds = 0
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Change the value (0 in this example) after the equals (=) character to be the interval you 
want to set. If you want to begin setting a password immediately, enter a low value, for 
example, 30, as shown in the example:

set property server
redseal.srm.authentication.lockout_duration_seconds = 30

With this value, you will be able to set a password in 30 seconds.

Changing the Failure Window for the User Interface 
RedSeal provides a maximum time interval in which you can attempt to log in before 
account lockout occurs. As a default, RedSeal allows you up to 900 (15 minutes) seconds 
to try three different password strings from the user interface before you may no longer 
try to log in. The time interval is called the failure window. 

Note  If you change the failure window to a shorter period, the change will not lock out 
users who have already attempted to log in and have exceeded the newly shortened 
failure window.

To change the failure window value for the user interface, type a value for the following 
environment variable string:

set property server
redseal.srm.authentication.failure_window_duration_second
s = 1200

The above example uses a value of 1,200 (20 minutes), indicating you have 20 minutes 
to log in using the maximum password attempts before you are locked out.

Changing the Maximum Attempt Limit for the User 
Interface 
This setting is enabled automatically when the account lockout feature is enabled. 

By default, there is no limit to the number of times you can attempt to log in to the Java 
interface or legacy web interface. The default limit for the CLI is up to three login 
attempts in a 15-minute period. When the maximum number of allowed login attempts 
is reached, RedSeal locks the account, preventing you from attempting to log in again. 

To change the maximum password attempts for the user interface within the failure 
window before RedSeal invokes account lockout, type a value for the following 
environment variable string:
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set property server
redseal.srm.authentication.max_failure_count = 8

The above example uses a value of 8, indicating you can try to log in eight times with a 
valid password within the failure window before you are locked out.

Note  If you change the maximum password attempt limit to a lesser number of tries, the 
change will not lock out users who have already attempted to log in and have exceeded 
the new lesser maximum password attempts limit.

Navigating the User Interface 
There are two fundamental mechanisms by which you select features and functionality in 
the Java client user interface:

 Tabbed Pages 

 Menu Commands 

Tabbed Pages 
The user interface is subdivided into different sections according to the kind of 
information being presented. Each section is displayed on a different page in the user 
interface, selected by tabs just below the RedSeal menu bar.

Tabs are:

 Home—presents summary views of your network model as of the most recent run 
of analysis; see The Home Tab 

 Maps & Views—maps and catalogs your network resources, generates visual maps 
of potential network traffic and threats, and provides a means for you to aggregate 
your resources into Views and Groups; see The Maps & Views Tab 

 Zones & Policy—displays information about your network’s compliance with your 
custom policies, as well as the system-defined Payment Card Industry Data Security 
Standards (PCI DSS) policy; see The Zones & Policy Tab 

 Best Practices—itemizes results of Best Practices check failures and suppressions; 
provides the means for defining policies; see The Best Practices Tab 

 Vulnerabilities—displays a list of the top High Risk Vulnerabilities or a list of all 
vulnerabilities detected in your network; see The Vulnerabilities Tab 
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 Model Issues—itemizes problems RedSeal encountered while modeling your 
network from imported configurations and scan data; see The Model Issues Tab 

 Risk—organizes your network resources according to degree of risk to your 
organization if a resource is compromised; see The Risk Tab 

 Reports—presents accumulated risk and vulnerability data in formats that can be 
exported for external consumption; see The Reports Tab and Reports and Dashboards 

Menu Commands 
Menu commands are enabled or disabled according to the current object selection and 
the contents of the current page.

Menus and their commands are:

 File 

 Import—for importing device configurations and scanner data into the RedSeal 
database; data must have been saved to disk as files prior to import (for 
information on obtaining configuration and scan data directly from your 
network devices without saving to files first, see Data Collection) 

 Upload TRL—for adding new versions of the RedSeal threat reference library; 
see Threat Reference Library 

 Exit—closes the RedSeal user interface application 

 Edit 

 Edit—when an item on the page is selected, allows you to change values 
associated with it; see Editing Computer Systems and Editing Subnets 

 New—opens a sub-menu allowing you to create new objects: 

• View—when used from the Maps & Views tab, creates a new topology 
group 

• Cloud—opens the Create/Edit Cloud dialog; see Create/Edit Cloud 

 Delete—allows you to remove selected items from the user interface 

 Copy—copies selected items to the host operating system’s clipboard 

 Paste—inserts the contents of the host operating system’s clipboard into the 
user interface 
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 System Settings—opens the System Settings dialog which allows you to 
change such things as purge/stale data time periods, client application timeout, 
trusted-address list, RedSeal user information, analysis parameters, report 
customization, and email server identification; see System Settings 

 Preferences—opens the Preferences dialog which allows you to change certain 
behaviors of the RedSeal client application; see Preferences 

 Reset Defaults—deletes the RedSeal.properties file which stores preference 
settings for the user that is currently logged on to the machine on which the 
client is running (not the same thing as the currently logged in RedSeal user); a 
default RedSeal.properties file will be created upon the next log in to the 
RedSeal client 

 View 

 Changes—allows you to compare device configurations from different import 
times; see View Changes 

 License—opens the License Status dialog which summarizes the current status 
of your RedSeal license; see License Status 

 IP Map—opens the IP NAT Mapping dialog which displays a table of your 
network’s NAT addresses; see NAT Display 

 Data Import Status—opens the Data Import dialog showing status of recent 
data import operations 

 Logs—opens the View/Download Log dialog, which provides access to all 
client and server logs; see View RedSeal Logs 

 System—displays a window which contains statistics about your RedSeal 
installation; see System Summary 

 Tools 

 Analyze—runs the RedSeal analysis engine; see First Steps (the Analyze 
command will be disabled if no changes have been made to the RedSeal 
blueprint since the previous run of the analysis engine) 

 Threat Sources—opens the Threat Sources dialog; see Threat Sources and 
Editing Subnets 

 Link Devices—opens a dialog for managing linked and unlinked devices; see 
Link Devices 

RedSeal User Guide 9.4 243



Chapter 6: The User Interface 

 Manage Views and Folders—allows you to create, edit or delete views and 
groups displayed on the Maps & Views page of the user interface; see 
Managing Views and Groups 

 Schedule Data Collection—opens a Data Collection dialog for managing 
the automatic collection of device configurations and VA scanner data; see Data 
Collection 

 Custom Best Practice Check—opens a Custom Best Practices 
Check dialog for creating custom checks; see Custom Best Practice Checks 

 Trouble Tickets—opens a Trouble Tickets dialog; see Creating and Managing 
Tickets 

 Manage Device Cleanup—opens a Device Cleanup Results dialog; see 
Device Cleanup 

 Security Intelligence Center—opens the Security Intelligence 
Center dialog, where you can define and submit queries to the database to 
answer connectivity questions (such as access, threats, policy compliance, 
detailed path) between specified endpoints in your network; see Security 
Intelligence Center 

 Security Query Manager—opens the Security Query Manager dialog, 
where you can define and submit queries about connectivity as well as manage 
queries and query results previously defined in the either the Security 
Intelligence Manager or Security Intelligence Center dialogs; see Security 
Query Manager 

 Admin—only visible to Admin user accounts; see the RedSeal Installation and 
Administration Guide for information about administrative maintenance tasks; 
dialogs opened from the Admin menu use the same syntax documented for 
management via CLI (appliance) or Admin GUI (software-based servers) 

 Database 

• Backup—opens a Backup dialog, which allows you to initiate a backup of 
the RedSeal database on the appliance; see Backups from Client 

• Restore—opens a Restore dialog, which allows you to initiate the 
restoration of a database from a restored file 

• Show Recent Backups—opens a Display Recent Backups dialog which 
itemizes prior backups 
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• Set Data Password—opens a Set Data Password dialog, which allows 
you to change the data password on the appliance 

 Server 

 Restart—after confirmation, shuts down and restarts the RedSeal server process 

 Reboot Appliance—(only displayed if the server is a RedSeal appliance) after 
confirmation, reboots the appliance 

 Upload Image—(only displayed if the server is a RedSeal appliance) opens an 
Upload Image dialog which allows you to upload a RedSeal server image to the 
appliance 

 Image Management—(only displayed if the server is a RedSeal appliance) 
opens an Image Management dialog that itemizes the images currently stored 
on the appliance and allows you to define current and next images 

 Plugin 

 Upload Plugin—opens an Upload Plugin dialog which allows you to upload 
a new plug-in into the RedSeal server 

 Help 

 Help—opens the RedSeal online help window at a topic related to your current 
location in the user interface (equivalent to pressing the F1 key) 

 Introduction—opens the online help window with a page of main topic links 

 First Steps—opens the online help window with links to a selection of first-step 
topics displayed 

 User Guide—links to a PDF version of the RedSeal User Guide 

 Install/Admin Guide—links to a PDF version of the RedSeal Installation and 
Administration Guide 

 Plug-ins Guide—Links to a PDF version of the RedSeal Data Import Plugins Guide 

 Tutorials—Links to Flash videos featuring tips on product use 
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 About RedSeal—displays information about the RedSeal software, including 
specific version number 

Backups from Client 
The Admin | DataBase | Backup command opens a Backup dialog whose fields 
represent the arguments to the appliance CLI command. You can save a backup of your 
database to either an http/scp/ftp/sftp URL or to your local file system.

See backup in the CLI reference chapter of the RedSeal Installation and Administration 
Guide.

Status 
At the bottom of the user interface window a status band displays the current status of 
analysis (lower left corner of the window) and the current memory usage of both client 
and server (lower right corner). 

Analysis 
When you import or edit data that changes the object model, the results of the most 
recent analysis will no longer be in sync with the model, and the icon in the lower left 
corner of the screen will change to warn you that analysis is no longer current. 

Memory 
Memory meters in the lower right corner of the user interface window show current 
amount of memory in use and the current amount available for both the client and 
server processes.

Available memory is determined by Java, which allocates incrementally up to the 
maximum heap size properties for both client and server JVMs. See Set a Custom Java 
Memory Size in the RedSeal Installation and Administration Guide.

Searching for Data 
RedSeal implements several search mechanisms for finding data. Each behaves somewhat 
differently:
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 Searching in tables—use either the search field for the entire table, or use search 
fields for individual columns: 

 use the search field immediately above the table to find text anywhere in the 
table 

 click the Show Filters button in the search tools to display a row of filter fields 
above each column in the table to search for text in that column only (roll the 
mouse over the buttons to display tool tip text to find the Show Filters button); 
see Show Filters Search Fields and Searching in Tables for usage information 

 Searching in the topology—on the Maps & Views tab, click the Search subtab 
immediately below the navigation pane; see Navigating the Topology for usage 
information 

 Search dialog—select Search from the Tools menu to open a search dialog that 
works like the Search field above the navigation pane on the Maps & Views tab 

The Search dialog has two modes, simple and advanced. The dialog is initially displayed 
in simple mode. When you open it again, it is displayed in the mode most recently 
selected. This behavior is reset if the client properties file is deleted from the RedSeal 
directory found in your home directory 

(Windows: %USERPROFILE% or Mac: $HOME).

When the dialog is in simple mode, click the Advanced Search link in this dialog to 
open a search dialog that offers numerous options for specifically defining exactly what 
you want to locate; see Advanced Search for usage information.

When the dialog is in advanced mode, click the Standard Search link to open a less 
detailed dialog.

Tables 
Most tables displayed in the user interface contain Show Filters, Export and 
Show/Hide Columns & Save Table Prefs buttons and a search-criteria entry field.

See:

 Show Filters Search Fields 

 Export 

 Show/Hide Columns 
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 Searching in Tables 

See also Customizing Table Display for more options.

Show Filters Search Fields 
The Show Filters button in the search tools adds a row of search fields to the table. Text 
entered into the search field above the upper left corner of the table will be added to the 
currently selected filter field and the table will be filtered to show only those rows that 
contain matching text.

Filtering will be applied as you enter text. The table will be redrawn to show all rows that 
match the entered text plus an implied trailing wildcard character. For example, if you 
enter Win in the Application field of a Vulnerabilities table, the table will refresh as you 
type to show rows where the Application column contains entries beginning with Win, 
such as Windows SNMP, and Windows SSH Secure Shell. You can also enter an explicit 
wildcard anywhere in the text.

This search mechanism will also return a range if the specified value falls within it. For 
example, if you search for 4 and the column contains a cell with 1-5 as the value, the 
results will include that row.

To clear a filter field, select it and delete the text from the search field.

To clear all filter fields, click the Show Filters button a second time.

Export 
The Export button allows you to save the data in the table to a tab-delimited text file.

Alternately, you can select desired rows, copy them to your computer’s clipboard with 
Ctrl+C, then paste the selected rows plus a heading row into a word processor or 
spreadsheet as tab-delimited text.

Note  The Export button at the top of the Maps & Views tab is not the same as these 
table-specific export buttons. See Inventory Controls.

Show/Hide Columns 
The Show/Hide Columns button allows you to add or remove columns to the 
currently displayed table.
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Searching in Tables 
Tables can be searched by entering text into the text entry field immediately above the 
table to filter the table’s contents.

To search only specific columns, click on the magnifying-glass icon. A row of search field 
text boxes will be added immediately beneath the column header row. Click in the search 
box for a desired row, then enter your search terms into the search field above the table. 
Use a wildcard character to signify any preceding text if you want to search for text 
within text. A wildcard character is not necessary for text following your search criteria.

For example, enter yyy to search for a row in which the cell contains only the characters 
yyy; enter *yyy to search for a row in which the string yyy is preceded by some other 
text, such as xxxyyy, or is sandwiched by preceding and following text, such as xxxyyyzzz.

Click on the grid icon to see a list of fields displayed in the table. Note that text search 
results will include rows that contain the search text in any column, whether displayed or 
hidden.

See Searching for Data for other RedSeal search options.

In certain dialogs, such as the Add to Zone dialog on the Zones & Policy tab, you can 
locate an individual entry in the displayed list by typing characters into the search-term 
field. The more characters you enter, the more precise the filter, and the selection in the 
list will following accordingly.

Note, however, that in this dialog you must first select an item in the displayed list. 
When the dialog first opens, focus is on the View menu at the top of the dialog. If you 
start entering characters without first selecting an item on the list, the type-ahead feature 
will apply to menu selections.

See Show Filters Search Fields.

Expanding Data Displays 
Several of the tabbed pages and dialog windows are divided into regions for displaying 
data.

Each region can be expanded to occupy the full window or collapsed back to its original 
size by using the small angle bracket controls in the margins.

Alternatively, an icon (looks like three shaded dots) in the margin near a display region 
indicates you can drag the pane margins to expand or contract the amount of space given 
to it.
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Valid Characters 
When naming subnets (Edit Subnet dialog), use only alpha-numeric characters, 
hyphens, periods, open and close parentheses, and the underscore, slash and space 
characters (a-z, A-Z, 0-9, -, _, /, (, ), and space).

IP Address Formats 
IP addresses can be entered in various locations in the RedSeal client application. Enter 
addresses in one of the following formats (wild cards are not supported):

 explicit range—separate starting and ending addresses by a hyphen (enter 
192.168.0.0-192.168.255.255) 

 implicit range—enter a partial address; missing octets will begin at 000 and the 
range will extend to the end of the specified block (specify 192.168 to indicate the 
range 192.168.0.0-192.168.255.255) 

 CIDR notation—defines the specified subnet as the range (enter 192.168/16, or 
192.168.0.0/16 to indicate the range 192.168.0.0.-192.168.255.255) 

Time Stamps 
Dates and times shown in the user interface are derived from times stored in the 
database, which runs on the RedSeal server machine. Text displayed in the user interface 
is a translation of that data entry to the time display appropriate to the locale of the 
computer on which it is being displayed.

Dockable Windows 
Some panes in the RedSeal user interface, such as the topology map on the Maps & 
Views tab, are windows that can be undocked, resized and moved around.

Dockable windows display a curved grey arrow icon at the far right of the window’s title 
bar.

Click the arrow to undock the window.
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Undocked windows can be dragged anywhere on your computer desktop and will 
remain visible while you navigate to other tabs in the RedSeal application.

Click the dock/undock icon again to reattach a floating window to its default position.

First Steps 
When you log in to the RedSeal client application, it will open with the Home tab 
selected. The first time you start the RedSeal software, analysis panels will be empty, until 
you have loaded your network data into RedSeal and run analysis.

The Status pane, at the left side of the user interface window, itemizes things that must 
or should be completed before you can run analysis and view the security posture of your 
network.

Most of the items on the Status list are links to dialogs in the user interface that can be 
used to correct any deficiencies required for analysis.

The list includes the following items:

 Last Inventory Update—time stamp showing date and time of the most recent 
import of configuration data (date displayed is in the timezone of the client 
machine) 

 Network Devices—number of network devices currently imported into RedSeal; 
the item is a link to the data import dialog; see Import Data; 

 status icon will show a green checkmark if device configurations are current; if 
the icon is yellow, check the Stale Data tab on the System Settings dialog; see 
Stale Data 

 Hosts—number of hosts currently defined in RedSeal; the item is a link to the data 
import dialog; 

 status icon will show a green checkmark if all host data are current; if the icon is 
yellow, check the Stale Data tab on the System Settings dialog 

 Threat Sources—number of subnets that have been designated as sources of 
possible attacks; item is a link to the Threat Sources dialog; see Threat Sources 

 the status icon will be a green checkmark if you have identified at least one 
untrusted subnet 

 Model Issues—number of issues encountered by RedSeal while building a model of 
your network; item is a link to the Model Issues tab; see The Model Issues Tab 
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 status icon will show a green checkmark if RedSeal’s calculation of model issues 
is current, yellow if the calculation is out of date; model issues can be 
recalculated by clicking the calculate button on the Model Issues tab 

 TRL—shows the version and date of publication of the TRL currently loaded in the 
system; item is a link to the data import dialog; see TRL Updates 

 status icon will be a green checkmark if the TRL is less than two weeks old 

 Last Analysis—date/time stamp showing when the most recent successful run of 
analysis was initiated; if an analysis attempt failed, there will also be a date/time 
stamp for that event, showing the time the failure occurred 

 status icon will be a green checkmark if the last analysis run was successful 

 Analyze—button for running analysis 

Icons that accompany status items are documented in the section Status Icons.

Import Data 
The first step in building a network blueprint is to import your network device 
configurations, as follows:

1. Click on the Network Devices link in the Status panel, or choose Import from the 
File menu, to open the Data Import dialog. 

2. Select one of the Data Type radio buttons at the top of the dialog; options are: 

Auto-detect—RedSeal selects the plug-in based on contents of the file 

L2 & L3 Devices—routers, firewalls, RedSeal GSD, and RedSeal Native XML 
Format plug-ins

Scanner—vulnerability scanner plug-ins

Other—RedSeal’s Threat Reference Library plug-in

Select a data type from the drop-down menu immediately below the radio buttons. 
Date type plug-ins are listed on the menu by name and RedSeal plug-in version 
identifier.

252 RedSeal User Guide 9.4



First Steps 

3. Locate the file directory to be searched using the Look In drop down menu and 
associated file list. 

4. Either select one or more files in the list, or use the Get Multiple Files controls to 
find or exclude files in the designated directory and its subdirectories. 

5. Click the Import button. 

Repeat again for each VA scan data set, using the scanner radio button.

As each import operation completes, a status message will be displayed in the status bar 
(bottom right corner of the RedSeal client window).

Identify Threat Sources 
After you have imported your network device configurations and VA scan data, you need 
to identify which subnets are considered sources of potential threats, as follows:

1. Click on the Threat Sources link in the Status panel to open the Threat 
Sources dialog (or select Threat Sources from the Tools menu). 

The table should contain one or more subnets that RedSeal has determined are most 
likely to be untrusted. RedSeal makes a best-effort attempt to identify the devices at 
your network’s edge and other likely sources of threats such as unnumbered 
interfaces or tunnel portals.

It is also possible, though unlikely, that no subnets have been identified as candidates 
for untrusted status and you will have to identify at least one manually.

If there are no subnets listed, go to the Maps & Views tab, select a subnet, right 
click on it and choose Edit to set its trust level to untrusted.

Analysis cannot be run without at least one untrusted subnet. See Untrusted 
Subnets.

2. If all of the subnets in the table should be assigned a trust level of Internet, click the 
Set all likely as Internet button. Or, you can select individual entries and change 
the trust levels one by one. See Threat Sources for information about setting subnet 
status. 

You can change the status of an individual subnet at any time by selecting it on the 
Maps & Views tab, right clicking, and selecting Edit from the floating menu.

See the discussion of editing subnets in the section The Maps & Views Tab.
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Other Steps 
If any of the other action items in the Status panel indicate they need attention, click on 
the associated link and correct the issue.

For information about unlinked interfaces, see Link Devices.

Analyzing Your Network 
When the itemized list in the Status panel shows that you are ready for analysis, click 
the Analyze button at the bottom of the list. See Status for information about the 
analysis date/time stamp.

The Pre-analysis check information dialog will itemize status for each step required 
before analysis can be run.

Items listed with an X icon must be corrected before analysis can be run.

Items listed with a question mark (?) icon should be addressed, but analysis will run.

For TRL information, see TRL Updates,

For information about importing devices, see Import Data.

For information about marking subnets as untrusted, see Identify Threat Sources.

For information about linking unnumbered interfaces, see Link Devices.

For information about unmapped systems, see Unmapped. 

The Home Tab 
This Home Tab section discusses the following:

 Status —Status panel on the left side of the screen 

 Best Practices Analysis—Best Practices status panel 

 Network Policy Analysis—Policies status panel 

 Risk Analysis—Risk Analysis status panel 
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 Control Center—web-based interface displaying information on the security of your 
network 

After you have loaded device configurations into your network blueprint, the Best 
Practices Analysis panel will contain a graph summarizing the failure reports from 
RedSeal’s Best Practices checks, by severity (high, medium, and low). See Best Practices.

The Policies panel will display a pie chart for each active policy, showing how well your 
network is in compliance.

When the RedSeal analysis engine has been run, the Risk Analysis panel will summarize 
the security posture of your network based on the most recent run of analysis, showing 
numbers of hosts that are exposed to attacks from untrusted networks.

Status 
The Status panel on the left side of the window shows the current status of various 
RedSeal tasks and operations:

 Network Devices—number of network devices that exist in the RedSeal model; 
label is a link to the Data Import dialog 

 Hosts—number of hosts that exist in the RedSeal model; label is a link to the Data 
Import dialog; see Host Count 

 Threat Sources—number of subnets that have been set to one of the untrusted 
settings; label is a link to the Likely Threat Sources dialog (see Threat Sources); you 
must have at lest one untrusted subnet in order to run analysis 

 Model Issues—number of inconsistencies or errors RedSeal has found while 
building a model of your network; label is a link to the Model Issues tab of the user 
interface (see The Model Issues Tab); icon color denotes: 

 Red—If you have loaded configurations into an empty database for the first 
time and have not yet run analysis, the Model Issues number will be 0 and the 
icon will be a red sphere with an X in it. RedSeal will update the icon and model 
issues counter when you run analysis. 

 Yellow—A yellow icon associated with model issues means one of two things: 
either unresolved model issues exist, or RedSeal’s analysis of model issues is out 
of date and needs to be recalculated from the Model Issues tab. 
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 Green—A green icon associated with model issues means there are no 
unresolved model issues. 

The second, parenthetical number shows the difference between number of issues found 
the last time model issues were calculated and the current number. Model issues are 
calculated during analysis, or the calculation can be triggered manually on the Model 
Issues tab.

 TRL—version number and date of publication of the currently loaded Threat 
Reference Library (TRL); label is a link to Data Import dialog; value after the icon 
is a link to a summary popup 

 Last Analysis—date/time stamp shows the start time of the most recent run of the 
RedSeal analysis engine; timestamp is a link to a summary popup 

 Analyze button—starts a run of analysis; if nothing has changed since the last 
analysis, the button will be grey and disabled 

 Overall Health pane—contains warnings if there are problems detected with the 
RedSeal server, or a green icon if overall health of the server is okay; see Overall 
Health Checks 

Overall Health Checks 
When the green icon is displayed, the label All health indicators are good is a link to a 
popup window that will itemize the conditions on the server that have been checked.

Overall health checks are:

 Garbage collection (server)—RedSeal will check the status of Java’s garbage 
collection routine running in the server’s Java Virtual Machine once every second; if 
garbage collection has been running 90 percent of the time during the most recent 
10-minute span, the Overall Health icon will turn red and a warning displayed; on 
failure, an event message will be sent to the server log 

Note  You can create reports to show Garbage Collection percentage of time per 
minute and Garbage Collection Runs per minute graphs from the Reports tab 
using Other -> New Other Report. Specify Diagnostics for the Data Type and 
Server for the Report Type and then run the report. For information on New Other 
Reports, see New Other Report.
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 Data collection—the Overall Health indicator icon will be green unless the most 
recent scheduled data collection task failed for any reason; on failure, an event 
message will be sent to the server log and the tool tip displayed when the cursor is 
placed over the status icon will contain a date/timestamp showing when the failure 
occurred (this indicator is for scheduled tasks only; failures in manual collection, 
including via API, will not be reflected here) 

 Database backup—the Overall Health indicator icon will be green unless the most 
recently attempted backup failed; on failure, an event message will be sent to the 
server log and the tool tip displayed when the cursor is placed over the status icon 
will contain a date/timestamp showing with the failure occurred 

 RedSeal license—the Overall Health indicator icon will turn red if either the 
number of users or number of devices exceeds the number allowed by your RedSeal 
license; it will be yellow if the license expiration date is less than 30 days away; for 
more information on what happens if you exceed your license, see License Status 

 Disk utilization—the Overall Health indicator icon will turn red if disk usage on 
the server exceeds 90 percent of capacity; disk space is checked every 10 minutes 

 Log partition utilization—the Overall Health indicator icon will turn red if log 
partition disk usage on the server exceeds 90 percent of capacity; log partition space 
is checked every 15 minutes 

 Raid status—this check is performed only if the RedSeal server is running on an 
appliance; Overall Health status will show a green icon if the appliance’s operating 
system shows RAID status as Optimized, yellow if Unknown, or red if the appliance 
OS reports a status of Degraded; status is checked every 15 minutes 

Host Count 
The count of hosts shown in the Status panel at the left of the user interface window is a 
raw count of all IP addresses seen during data input.

This is a count of all hosts before NAT is taken into account and includes unmapped 
hosts. See Unmapped.

This count differs from host counts displayed elsewhere in the user interface and in 
reports, where the count does not include unmapped hosts and NAT has been factored 
into the number.
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If you have a Check Point Smart Center management system in your network, the Smart 
Center host will be added to the raw count displayed in the Status panel as soon as you 
import the Check Point configuration.

Best Practices Analysis 
The Best Practices Analysis panel on the Home tab summarizes the results of all Best 
Practices checks that have been run against your network and network devices.

See Best Practices for more information about RedSeal’s Best Practices checks.

The bar chart shows the total number of checks that failed for all of your network 
devices, in each of three levels of severity.

The data under the Changes since... label summarizes changes in Best Practice failure 
instances (number of new, number of resolved) during the user-configurable time span.

Click on the current time period to open a dialog that allows you to reset the time period 
for calculating changes.

Click the Details button in the Best Practices Analysis panel to jump to the Best 
Practices tab. This tab provides detailed information about Best Practice check failures. 

Network Policy Analysis 
The Network Policy Analysis panel will display a pie chart for each active policy that is 
defined on the Zones & Policy tab. These pie charts summarize your network’s 
compliance with your network security policies.

Colors represent the number of correspondingly colored zone-pair arrows in the policy 
diagram drawn on the Zones & Policy tab.

For a definition what these colors mean and an explanation for why the pie chart may 
show a higher green count than there are arrows in the policy diagram, see Check 
Compliance.

Click the Details button in the Network Policy Analysis panel to jump to the Zones 
& Policy tab, where you can select the policy of interest; click the Check 
Compliance link on the Zones & Policy tab to see the color-coded policy diagram.

If conditions have changed for any of your active policies since compliance was last 
checked, a yellow warning icon will be displayed next to the Details button. Click the 
label displayed with the icon to recalculate compliance for all policies.

See Zones and Check Compliance. 
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Risk Analysis 
The Risk Analysis panel summarizes the overall security posture of your network. Data 
is derived from the most recent analysis.

The spheres represent numbers of network hosts at direct and indirect risk from 
vulnerabilities (red and yellow), and hosts unreachable by attackers (green).

Click the Details button in the Risk Analysis panel to jump to the Vulnerabilities page 
with the 10 hosts with the highest downstream risk (DSR) and combined risk (risk plus 
DSR) scores selected in the tree at the left of the screen.

See The Maps & Views Tab.

Click on the Hosts tab in the details pane (bottom of the Maps & Views tab) or use 
the scroll bar in the tree pane at the left to see the selected hosts. Click on the 
Vulnerabilities tab to see a combined list of vulnerabilities for these 10 hosts.

See:

 Hosts 

 Vulnerabilities  

Control Center 
The Control Center is a web-based interface that displays information and statistics 
about the security of your network. Run analysis to get up-to-date information on this 
page.

RedSeal Digital Resilience Score and Other Metrics 
At the top panel of the Control Center page, you can rotate through a series of four 
charts that reflect the health and security of your network. Click the arrows on the sides 
of the panel to move from chart to chart.

 RedSeal Digital Resilience Score (points) 

The RedSeal Digital Resilience Score is an overall measure of the security of your 
network. It takes into account missing and stale devices, stale hosts, the top 5 
vulnerabilities, and the top 5 Best Practice Check violations.

The score is calculated based off a top possible score of 850, modeled after the FICO 
consumer credit risk score calculations. The chart shows the score, and shows how 
many points you lost for the following:
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 critical vulnerabilities 

 number of failed configuration checks 

 missing network information 

 RedSeal Digital Resilience Score (percentage) 

This chart shows the RedSeal Digital Resilience Score displayed as a percentage, but 
calculated using the same criteria. For example, your network might be 85% secure, 
based on the following criteria:

 critical vulnerabilities 

 number of failed configuration checks 

 missing network information 

 RedSeal Network Risk Index 

This chart is the daily over-all risk score for your network infrastructure, as a 
percentage. It reflects how much of your infrastructure is at risk, taking into account 
the value of the hosts at risk.

 RedSeal Configuration Health 

This chart shows what percentage of Best Practice Checks your network has passed 
and what percentage it has failed.

Risk Analysis 
This chart shows what percentage of your hosts are at risk, based on the following:

 percentage of hosts protected 

 percentage of hosts indirectly attackable 

 percentage of hosts directly attackable 

Data is derived from the most recent analysis. To see details about what is at risk, refer to 
the Risk tab in the RedSeal client. You can also create reports showing what hosts are at 
risk.
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Network Access Compliance 
This chart shows a summary of processed policy checks, including:

 Rules passed 

 Rules failed 

 Rules with warnings 

To see details about the policies and how well your network complies, see the Zones & 
Policy tab in the RedSeal client. 

Risk Score History 
This chart shows how your RedSeal Digital Resilience Score has changed over time. Use 
this data to see whether your overall network security is improving.

Top Vulnerabilities 
This table lists the top 10 highest risk threats. This information is also available from the 
Vulnerabilities tab in the client.

You can choose which of the following columns to display in the table:

 Description—hover your mouse over the vulnerability description to see the 
complete text of each vulnerability. 

 Vulnerability—a weakness in a host, found by a vulnerability manager and given a 
unique scanner identification number. 

 CVE References—CVE) IDs associated with this vulnerability. 

 Severity—how serious the issue is. 

 Prevalence—the percentage of your hosts that have this vulnerability. 

 Total Vuln Risk—score assigned to the CVE type based on the severity of the 
vulnerability, whether the vulnerability can be used to leapfrog, and whether RedSeal 
was able to use the vulnerability in attack simulations to break into the host. 
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 # Hosts—number of hosts in your network on which this vulnerability has been 
found. 

Top Configuration Issues 
This table lists the top 5 configuration issues found during Best Practice Checks. This 
information is also available from the Best Practices > Checks tab in the client.

You can choose which of the following columns to display in the table:

 Check ID—the identification number for the Best Practice Check. Click to see Best 
Practice Check details in a new window. 

 Title—the name of the Best Practice Check. 

 Severity—how serious the issue is. 

 Passed Devices—how many devices passed this check. 

 Failed Devices—how many devices failed this check. 

 Violation Instances—how many instances of this violation of best practices there are 
in your network. 

 Prevalence—the percentage of your devices that failed this check. 

 Platforms—which platforms this issue is found on. 

Model Issues 
This table lists the model issues found during analysis. This information is also available 
from the Model Issues tab in the client.

You can choose which of the following columns to display in the table:

 Check ID—The identification number for the Model Issues Check. Click to see 
details in a new window, including which devices failed and how to fix the problem. 

 Title—the name of the model issue. 

 Severity—how serious the issue is. 

 Violation Instances—how many devices are affected by this model issue. 
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 Prevalence—the percentage of your network affected by this model issue. 

Accessing Control Center 

1. In a browser, type https://<redsealIPaddress>/redseal/a/login 

OR

From the client Home screen, click Launch Web Apps to open the Control Center. 

A web browser page appears.

2. Log in using your RedSeal user ID and password. 

The Maps & Views Tab 
The Maps & Views Tab

This Maps & Views Tab section discusses the following topics:

 Views—defines views and groups, and the View menu, upper left corner of the user 
interface display 

 Topology Groups 

 Hosts in the Inventory Tree—defines the inventory tree along the left side of the 
window 

 Inventory Map—describes features of the topology map 

 Editing Computer Systems—how to modify data defining a network device in 
RedSeal’s model of your network 

 Editing Subnets—how to modify data defining a subnet contained in the RedSeal 
model or your network 

 Inventory Controls—usage of controls in the tool bar immediately above the topology 
map 

 Threats, Traffic To/From Subnets—displaying threat vectors, potential traffic flows 

 Viewing Layer 2 Information for a Layer 3 Subnet—viewing a layer 2 map of a layer 3 
subnet, as well as configuration data such as MAC and ARP tables 
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 Software-Defined Networks—how software-defined networks appear in the map, and 
what information appears in the Details table 

 Finding Objects in the Map—tips on how to navigate in the topology map 

 Data Drill Down—how to refine the focus of data by drilling down 

When you import configuration data from routers and scanners, the application draws a 
map showing your network devices and the subnets configured on them. Lines on the 
map show configured links between network devices and subnets.

See Inventory Map.

For information about exporting this map to a file, see Exporting the Topology Display.

The pane that contains the topology map is a dockable window. See Dockable Windows.

Refresh Map 
Occasionally, as you move objects around or add/delete objects, the client and server will 
become unsynchronized. If deleted objects (topology folders, for example) remain on the 
map after you delete them, click the circular arrow above the upper right corner of the 
map. This will retrieve current map information from the server and refresh the display.

Device, Subnet Counts 
If you use the cursor to select everything in the map, the numbers of objects that are 
itemized in the tables in the details pane (subnets, devices) will not necessarily match the 
totals displayed on the Home page, in the System Summary dialog, or in the 
navigation pane on the Maps & Views page.

Dragging a selection frame around the entire map results on the selection of all visible 
objects.

But the object model contains many objects that are not displayed on the layer 3 map 
but are included in the other counts, including layer 2 switches and links (a /30 subnet 
with exactly two objects in it, or GRE or IPsec tunnels).

Views 
The tree in the pane to the left of the topology map can show various views of your 
network resources.

Note  Views and policies are the same things, just labeled differently for use in their 
respective contexts. When you create a view, it will appear as a policy on the Zones & 
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Policy tab. Conversely, when you create a policy, it will appear on the various Views 
menus available throughout the RedSeal interface, including the Maps & Views, Risk, 
and Reporting tabs. See The Zones & Policy Tab  on page  296.

In addition to the default views defined by RedSeal, you can create custom views, and 
groups within the views, which contain objects which you specify.

Each view contains a collection of objects that meet specified criteria. In user-defined 
views, these objects can be aggregated in groups.

Available views are listed in the View drop-down menu above the tree.

Views on this list—including user-defined views—are available in the organize by menu 
on the Risk map, and are also used as containers for constraining the contents of reports. 
See Organize Control Group and Reports and Dashboards 

Views contain groups, which in turn contain network systems that meet criteria specified 
for that group. (The Subnets view is somewhat special, in that each subnet is the 
equivalent of a group that contains the devices represented by the subnet’s interfaces.)

See Managing Views and Groups.

Views provided by the RedSeal system are:

 Topology—tree will list user-defined topology folders and their contents; see 
Topology Groups 

 Subnets—tree will show groups for each threat level designation, plus an 
Unmapped group containing orphaned objects and a Known Compromises group 
containing subnets designated as compromised (see Compromised Hosts) 

 Primary Capability—tree will organize devices in groups according to device 
capability (routers in one group, firewalls in another, for example) 

 PCI Audit—contains systems that have been added to the PCI policy on the Zones 
& Policy tab; empty if you have not yet enabled the policy and populated the PCI 
zones 

 What’s New?—contains groups that list objects whose object model status has 
changed during different time periods (see What’s New View Contents): 

 Last Day 

 Last Week 

 Last Month 
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 Last Year 

 Over One Year 

 Assets—a pre-defined user view which you can use to hold systems of special 
interest to you, such as high-value computer assets; unlike other system-created 
views, you can rename or delete this view 

 Dashboard Groups—contains groups that are referenced in dashboard reports; see 
Dashboards 

 Imported—tree will contain groups as defined in imported configuration or data 
files (view not shown if no groups have been imported) 

The <New View> entry on the menu opens the Create View dialog, which allows you 
to create a new view.

You can add network objects or other groups to any user-defined group, and you can 
create new groups in any user-defined view.

You cannot add objects or groups to the any of the default views defined by RedSeal.

The default selection is Subnets. When the Subnets view is displayed, nodes in the tree 
represent the following:

 top level nodes on the tree represent the subnets configured in your network, listed 
by CIDR address 

 when you expand a top-level node, leaf nodes represent the devices or hosts in that 
subnet 

 when you expand a host node, leaf nodes represent individual interfaces on the host, 
listed by IP address 

 when you expand a device node, leaf nodes represent interfaces 

When you select an item in the map or the tree, details about the object appear in the 
status panel below the map.

See Inventory Map for information about using the map.

What’s New View Contents 
Subnets are automatically added to the What’s New view whenever one of the following 
attributes changes:
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 subnet type/trust level 

 subnet mask 

 numbered/unnumbered status. 

Subnets of type trusted are only included if they are not unnumbered and the subnet 
mask is less than 255.255.255.252 (/30).

Devices will be added to the view if routing becomes enabled.

Objects will be automatically removed from the view if the change in status means they 
no longer qualify according to the criteria listed here.

Hidden Subnet Icons 
The topology map will not show icons for trusted /30 subnets that have both ends 
connected to devices modeled in your network. They will appear on the tree, but not in 
the map. The map will draw a line representing the link between the two network 
devices, but there will not be an icon for the subnet.

Icons will be drawn on the map for /30 subnets under the following conditions:

 one end of the /30 subnet is connected to a modeled network device and the other 
end is exposed externally (these subnets should be designated untrusted unless you 
are certain the device that is not shown is within your network and is trusted) 

 both ends of the /30 subnet are connected to modeled devices and the trust level of 
the /30 subnet is set to an untrusted designation (if there is no icon on the map, 
locate the subnet in the tree at the left of the client interface window and select Edit 
from the right click menu to change trust level) 

Unmapped 
The Unmapped group in the subnets view will contain hosts with IP addresses which do 
not map to any subnet currently defined in the model. 

This could be an indication that you have loaded vulnerability manager data for a 
portion of your network that has not yet been imported into the RedSeal model.

To correct the problem and clear the unmapped group, import the network devices that 
contain subnets for these unmapped computer systems.
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Alternately, if you decide the systems are not needed to build a reasonable picture of the 
security posture of the network subset you are analyzing, you can ignore the contents of 
this group and continue to analyze the rest of the network.

Clusters 
RedSeal can recognize clusters for certain kinds of devices. If clustered devices are 
configured identically, they will be modeled as a single device and displayed on the 
topology map by a single icon.

See Clusters.

Locale Tags 

Introduction

Overlapping subnets or IP addresses are a common problem. Locale tags can be used to 
identify the location of the overlapping subnets and separate identical network spaces 
within an environment. A locale tag makes a device unique so that it can only 
communicate with other devices with the same tag.

RedSeal's Cloud and SDN plug-ins automatically apply locale tags to ensure networks 
with identical IP address spaces do not bleed into one another in the model. 

Some plug-ins also have a user configurable Locale Tag field in their Data Collection 
Task windows. If locale tags are applied to devices that are connected to other networks, 
they will no longer be able to communicate with the outside world and their subnets will 
be isolated. When Locale Tag are manually applied from the Data Collection Task 
window, the tag is applied to all devices imported from that task and their subnets will 
be cut off from the rest of the network. RedSeal recommends using caution when 
manually applying Locale Tags

Locale Tags can be viewed in the following places:

 Maps & Views > Details tab for a host

 Maps & Views > Details tab for a subnet

 Maps & Views > Interface tab, the table has a Locale Tag column

You can also select a Locale Tag as a match condition in the New Topology Rule and 
Edit Topology Rule windows.
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The following plug-ins currently support Locale Tags.

Plug-ins with automatic locale tags Plug-ins with user-configurable locale tags

Amazon AWS Check Point REST

Cisco ACI Cisco IOS

Cisco Meraki Cisco Meraki

Google Cloud Cisco NX-OS

Microsoft Azure Cisco WLC

VMware NSX Fortigate FortiOS

Rapid7

Palo Alto Networks

  

Topology Groups 
Topology groups are a special kind of group. Multiple objects placed in a user-created 
group on the Network Map can be manipulated as a single object with a user-defined 
name. 

Note  Especially for large or complex networks, the topology group feature can be a 
powerful organizational tool that helps you better understand how your network 
resources relate to each other. Before you start creating and populating these groups, you 
should have an overall strategy firmly defined. Topology group management can take 
significant time and effort. See Topology Management.

Although topology groups are listed in the tree in the Group Editor dialog, they are 
created on the topology map, not in the Group Editor. 

Best practice to create topology groups

The best practice to create topology groups is as follows:
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1. First manually, to create large groups based on geography and function.

2. Then by defining topology rules to automatically place objects into groups and 
subgroups.

3. Use Auto Group as a last step to organize groups and subgroups and to move any 
object that did not match topology rules into groups. 

See:

 Auto Group  on page  274 

 Creating Groups Manually  on page  270 

 Create Groups Using Topology Rules  on page  271 

 Topology Rules Best Practices  on page  272 

Creating Groups Manually 
Start by grouping the most important parts of your network manually. For example, 
create large geographically based groups, then sort the contents of the large groups into 
business function-based subgroups.

1. On the Maps & View tab, right click an empty area of the map and choose New 
Topology Group. 

2. In the Create Topology Group window, type a group name and select a color. 

3. Search the inventory to find devices, and add them to the group you created. The 
destination group must be expanded.

4. If you want to add subnets to a group, you can use Incorporate Subnets on the new 
group after you have added devices to it. This also pulls related subnets into the 
group.

5. To automatically group any remaining objects in your network, use topology rules 
and the Auto Group feature.

See:

 Auto Group 

 Creating Groups Manually  on page  270 
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 Creating Groups Using Topology Rules 

Create Groups Using Topology Rules 
Prerequisite: Before adding new rules to group objects, you must first create the 
destination topology groups.

1. Choose Tools > Topology Rules and click the “+” icon. 

2. In the New Topology Rule window, type a rule name. Wildcard characters are 
allowed.

Note  Naming rules according to their purpose is helpful. For example, a rule for 
devices could be named “SJC* devices go to San Jose group” or “ L2 firewalls go to 
Internal group”.

3. Select the Rule Type from the drop down menu. Rule types are:

 Move to Group—allows you to define your own rules and applies to devices or 
subnets.

 Incorporate Subnets—applies only to subnets.

 Auto Group Ungrouped groups all objects not covered by previous rules.

 Auto Group Already Grouped organizes existing groups into smaller 
subgroups. This must be the last rule in the list.

4. If you are defining your own rule, add conditions, and specify the destination group 
in the Move To drop-down menu.You can test conditions before you run them 
using Show Current Results.

5. You might need to reorder the list of rules when a new rule is added. Custom rules 
should always be listed before any auto grouping rules.

By default newly created rules are enabled and will run on import.

See:

 Topology Groups  on page  269 

 Auto Group  on page  274.
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 Topology Rules Best Practices 

Modifying Topology Rules 

Prerequisite: Before adding new rules to group objects, you must first create the 
destination topology groups. For more information, see Topology Groups.

1. Select Tools > Topology Rules 

2. In the Topology Rules window, right click a rule name and choose Edit 

3. In the Edit Topology Rule window, modify rule conditions at the bottom of the 
pane, or click Delete to remove the rule. 

Topology Rules Best Practices 

Topology rules place ungrouped objects into groups based on rules you define. Set the 
topology rules to run immediately after data collection and before analysis to place all 
newly discovered objects into appropriate groups. There are four rule types:

 Move to Group—allows you to define your own rules and apply them to devices or 
subnets.

 Incorporate Subnets—applies only to subnets.

 Auto Group Ungrouped—applies to objects that are not in any group because 
they have not matched any previous rule.

 Auto Group Already Grouped—creates subgroups inside existing groups to 
prevent the groups from growing too large to work with or render on a browser-
based map.

Best Practices

Name rules according to their purpose. For example, a rule for devices could be named 
“SJC* devices go to San Jose group” or “ L2 firewalls go to Internal group”.

Topology rules are applied in the order they are listed. The priority order of the rules 
should be:

1. All rules that sort devices by name and place the devices into existing user-created 
groups. These are Move to rules.
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2. Rules that add subnets into groups. These rules can be either Move to or 
Incorporate Subnets.

3. Auto Group Ungrouped groups objects not covered by previous rules. Objects are 
placed into top-level groups.

4. Auto Group Already Grouped organizes existing groups into smaller subgroups. 
This must be the last rule in the list.

Note  The Auto Groups topology rules should be placed after all other rules to ensure all 
the changes to groups you requested are considered.

See: 

 Topology Groups  on page  269 

 Auto Group  on page  274.

 Create Groups Using Topology Rules  on page  271.

Applying Topology Rules 

1. Choose Tools > Topology Rules.Rules are listed in the order they will run. When 
you create a new rule, it is added to the rules list. To change the order, select a rule 
and use the arrow buttons to move rules up or down in the list.

Note  If you are using Auto Group topology rules, they must be placed last in the 
rules list. Since they group all ungrouped objects, the Auto Group rules leave no 
objects for other rules to apply.

Newly created rules are enabled by default to run during data import. To stop a rule 
from running, select it and uncheck the box in the Enabled column. Check the box 
to allow the rule to run again.

2. Import your network data. Rules that are enabled will be applied, and objects are 
moved to their designated group based on rules you defined. 

3. If you created a new rule and want to apply it to objects that you’ve already 
imported, select the rule and click Apply. 

Viewing the Topology Action Log 

You can view a log of automated actions, including grouping actions that occur when 
topology rules are applied. To view the log, choose View > Topology Action Log. 
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For grouping actions, the log lists the name of the topology rule, type of objects that 
have been grouped, the reason for groupings, and the last time that topology rules were 
run.

Auto Group 
The Auto Group feature creates topology groups automatically. You can apply auto-
grouping manually or run it as a topology rule.

When Auto Group is applied to a single group, it creates and organizes subgroups within 
the larger group.

When applied to the entire model, Auto Group sorts ungrouped assets, for example 
newly discovered objects, into new groups and may put those new groups in the correct 
related existing groups. If the existing group was created manually, the new assets are 
added as a subgroup. If the existing group is an auto group, and the new assets are at the 
same level, the new assets are merged into the group. If there is no related existing group, 
or if there is more than one equally related groups, the new group remains at the top 
level of the model. 

Auto group applies the following rules to objects to sort them into groups:

 Group objects with similar connections

 Group a chain of objects with two or fewer connections

 Group terminal objects connected to a chain

 Group neighboring objects not grouped by any other auto grouping rule

Auto Group does not guarantee to group by business purpose because raw subnets do 
not have a specified business purpose. Auto Group does not group floating unconnected 
subnets. Auto Group never moves any user-placed asset or subgroup. You can add, move, 
or delete objects from groups created with Auto Group. 

Auto groups are named using the format “Auto:<yyyy-mm-dd>:<8 random hex digits>”. 
The “Auto:” prefix indicates an auto group. You can rename an auto group and it will 
remain controlled by Auto Group as long as the prefix is there. If you remove the prefix, 
RedSeal treats the group as manually created. This means, for example, that if you undo 
all auto grouping, the renamed group will not be undone.

Auto groups are not automatically assigned to jurisdictions. If desired, you can manually 
assign auto groups to user jurisdictions. 
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Creating Groups Using Auto Group 

Use Auto Group to place ungrouped objects into new and existing groups. All 
ungrouped objects at the top level of the model, for example newly discovered objects, 
are matched and moved into appropriate groups. You can also use Auto Group to place 
grouped objects into smaller subgroups. When a group contains a large number of 
objects, sorting the objects into smaller subgroups allows you to more easily manage 
groups. Also, if a group has more than 1,000 objects, the map will not load in a browser. 
Applying Auto Group to the largest groups can resolve this problem.

Caution: Save your layout before running Auto Group.  This is especially important if 
you have created a large or complex layout. Saving the layout allows you to revert all 
changes to the previous layout if you want to ungroup the objects. The Undo all auto 
grouping funtion undoes all auto groups, not just the most recent ones.

1. On the Maps & View tab, select an empty area on the map to group ungrouped 
items or select an existing group to create a subgroup, right click, and choose Auto 
Group. 

2. In the Confirm Auto Group window, click Save Layout.This ensures the layout is 
saved before Auto Group runs.

3. Choose Build new groups for all ungrouped items or choose Build new groups 
inside 1 selected group, then click Run.If you are grouping ungrouped objects, 
these are pulled into a new group you specify. If you are creating subgroups, the 
contents of the larger group are pulled into a subgroup. Apply Auto Group again to 
further divide subgroups.

Removing Auto Groups 

You can undo all auto groups if you do not like auto grouping. Undoing Auto Groups 
removes all groups with the “Auto:” prefix. If there are Auto Groups you do not want to 
undo, rename them to remove the “Auto:” prefix.

Objects that were at the top level of the map are moved back to the top level. If you used 
Auto Group to create subgroups in an existing user-created group, undoing Auto Groups 
removes objects from those subgroups but leaves the objects in the larger group. Loading 
a previous layout gives you the option to reload the previous groups. 

1. On the Maps & View tab, right click an empty area on the map and choose Auto 
Group.
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2. In the Confirm Auto Group window, click Save Layout.This ensures the layout is 
saved before removing auto groups.

3. In the Confirm Auto Group window, choose Undo all auto grouping. All 

groups with the “Auto:” prefix are undone. 

Incorporate Subnets 
This legacy feature puts subnets inside a group if the subnet connects only to objects in 
that group. If a subnet connects with devices in two or more different groups the subnet 
joins the parent group of the different groups. 

A simpler alternative is the Auto Group feature, which places all ungrouped objects, not 
just subnets, in groups. See Auto Group  on page  274. If you use Incorporate Subnets as 
a topology rule, it must come before any Auto Group rule.

Note  Caution should be exercised about what is selected on the map when using 
Incorporate Subnets. Subnets connected to a device are gathered into a group. So 
selecting a subnet icon instead of a device icon when using this feature results the same as 
though nothing were selected.

Topology Groups and Layouts 
Topology groups are global in a multi-user environment. If user A creates and populates 
a topology group, it will appear on every user’s topology map, even if different users have 
selected different layouts. See Inventory Map. Whether a user can see details of the group 
is determined by the user's jurisdiction.

Where the topology group is placed (its x:y coordinates) may vary from user to user.

When user B logs in for the first time following the creation of user A’s new topology 
group, the group will be positioned in the map as though the map were using the 
compact layout. See Advanced Layouts. 

Hosts in the Inventory Tree 
Host objects can be in one of three different states in the RedSeal model:

 active—the modeled object (blue icon) representing the host as defined by observed 
data will be used by the RedSeal analysis engine when calculating risk scores 
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 inactive—the modeled object (grey icon) representing the host defined by observed 
data has been cloned by the RedSeal analysis engine; the cloned object will be used 
to calculate risk scores 

 cloned—the object is a clone (purple icon) of the modeled object representing the 
host defined by observed data 

Cloned Hosts 
The RedSeal analysis engine will create a clone to represent virtual hosts when NAT 
addressing is used. The host will be represented twice—shown as an inactive host in the 
subnet in which the physical host is represented and as a clone in the subnet in which 
the NAT host is represented.

In some cases (when you scan the same host with both an internal and an external 
scanner, for example), inactive and clone icons may be shown nested in the same subnet 
in the inventory tree.

The clone object (the virtual host) will be used in the analysis calculations.

Active and inactive objects are editable; select the object in the tree, right-click on it, and 
choose Edit Selected from the floating menu that opens. Clones are not editable. Edit 
the clone’s parent object and rerun analysis to make changes to a clone.

A clone created because of NAT addressing and its inactive parent object will be 
identified in the Details panel by the NAT status entry. 

Host Business Value 
Select one or more hosts in the left-pane navigation tree, right click, and select Set Value 
to change the business value of the selected hosts.

If you have previously set a custom business value and want to revert back to the value 
determined by RedSeal during analysis, clear the text entry field in the Set Business 
Value dialog and click Save.

This will clear the custom value. RedSeal will assign the value calculated according to 
applications installed on the host the next time analysis is run.

See Business Value.
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Making Hosts Appear on the Map 
You can add, or pin, your important or high-value hosts to the map. The host appears on 
the map connected to the subnet to which it belongs. This enables you to quickly find 
your most important hosts in your network. 

1. From the map or the inventory tree, select the subnet that contains the wanted host. 

2. Select the host(s) you want to pin, right click, and select Pin Host. 

The host appears on the map connected to the subnet.

Inventory Map 
The map shows your network devices with lines drawn between connected interfaces.

Devices are represented by different icons depending on their capabilities. See Device 
Capabilities.

The map is displayed in a docked window. See Dockable Windows.

Layouts 
You can rearrange the map using the layout controls—click the Manage Topology 
Layout button in the row of icons immediately above the topology map—or you can 
drag icons around on the map using your mouse.

Your layout, essentially a new topology map, will be remembered from one RedSeal 
session to the next.

To move individual items, select one or more icons and drag while holding the mouse 
button down. Or, select one or more icons, right click on the map and choose Pick Up 
Selection. The selected items will be moved to the point on the map where you clicked 
the mouse and will remain bound to the cursor until you click the mouse again.Using 
Pick Up and Move allows you to add or remove objects from existing topology groups 
with your mouse.

Auto-generated layouts include the following types:

 Hierarchic—arranges icons in a column/row grid layout 

 Group Hierarchic—similar to Hierarchic except it handles topology groups better 
(but at a cost of not being able to apply the layout to a selection of icons; it’s all or 
nothing) 
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 Compact—icon arrangement optimizes minimal connector-line lengths (see 
Advanced Layouts) 

 Circular—icons are arranged in a circle 

A topology display is associated with each RedSeal user account. The layout (map) you 
select will not affect the display seen by other RedSeal users.

However, topology groups may be displayed differently for different users. See Topology 
Groups and Layouts for additional information about multiuser layout interaction.

The first time a user account is used to log in, the topology will default to the compact 
layout.

As insurance against inadvertent loss of work of a complex layout, a file describing the 
current topology (*.topo) will be written to your client host every 10 minutes. See Auto-
Saved Layouts.

When you change the layout for your user account, the new layout is auto-saved. 
However, to make your layout load automatically when you log in, you must set it as 
your System Layout. Otherwise, the default system layout created by the administrator 
will load.

When a layout is manually saved to the server from any client application, it will be 
available for use by any client that logs on to the RedSeal server. To manually save a 
layout, use the Save Current Layout selection on the Layout button’s drop-down list 
on the Maps & Views tab (or the Threat Graph and Topo selection on the user 
interface Tools menu).

The Publish Layout As drop down menu contains a list of all currently published maps. 
Select one to replace it with the currently displayed layout, or select ...New... to save a 
new layout.

Use the Load Layout selection on the Maps & Views tab’s Layout drop-down menu 
to use a previously published layout. See Manage Topology Layouts.

Note  Topology maps can represent a significant amount of work, especially for large 
networks. RedSeal recommends that you keep at least two copies of your layouts—a 
current default map, and a backup—so that if the layout is inadvertently changed 
beyond recovery, you can always revert to the backup copy.
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Auto-alignment 
Use the Auto-alignment tools to organize icons on the map.

Select the icons you want to reposition, then click the manage layout button on the tool 
bar immediately above the map.

Select the action to be taken:

 Align Vertically—stacks the selected icons in a vertical column 

 Align Horizontally—spreads the selected icons in a horizontal line 

 Alignment Tool—opens a dialog that contains Align Vertically, Align 
Horizontally, and In Grid buttons: 

 when choosing In Grid, first select the number of rows or the number of 
columns for the grid 

 Space out nodes evenly—checkbox controls whether nodes will be positioned so 
that labels do not overlap or evenly without regard to overlaps 

Navigating the Topology 
You can navigate in the topology in several ways (icons are in the toolbar immediately 
above the map):

 hand cursor—click on the hand icon in the toolbar immediately above the map) to 
drag the map around in the viewing window 

 magnifying glass icons—zoom in or out in steps 

 percentage menu—jump immediately to a specific scaling chosen from the menu or 
entered manually in the editable percentage field 

 mouse wheel—when the cursor is over any part of the map, scroll vertically (wheel), 
horizontally (SHIFT+wheel), or zoom in and out (Ctrl+wheel)

 search—click the Search tab immediately above the navigation panel, enter text 
(leading and trailing wildcard characters are implied) and click the Search button; 
items selected in the navigation tree will be highlighted in the topology 

If you select an object in the map before zooming, the selection will always be kept in 
view. If the image scales to a point where the selection disappears, the map will 
automatically re-center on the selection.
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You can scale the image display to a maximum of 1,000%.

Explorer 
The Explorer link in the tool bar immediately above the map opens a panel containing 
the Explorer pane. When you execute a query that draws arrows on the map, the type of 
query (Access or Threats) is identified in the tool bar immediately adjacent to the 
Explorer link.

The Explorer pane provides a quick means of defining end points for access and threat 
queries.

Enter addresses or names in the Source and Destination fields, optionally enter an L7 
App ID, and click either the Access or Threats button to see results drawn on the 
topology.

Or, click the Advanced Query link to open the Security Intelligence Center.

See Security Intelligence Center. 

Editing Computer Systems 
The Edit Computer System dialog provides a means for changing the business value, 
primary capability, and routing status of the device in the network model.

See also:

 Changing Host Business Value 

The selection in the Network Device Type control group (upper right quadrant of the 
dialog) determines the icon that will be used to represent it in the maps.

If Performs Routing is checked, the device will be counted against the RedSeal license.

See Device Capabilities.

Changing Host Business Value 
Click on the business value text (default is the string Assign Value) in the upper right 
corner of the Edit Computer System dialog to assign a business value to the new 
device.

Enter an integer between 0 and 100, or delete the current value and save the dialog with 
this field empty to revert to the RedSeal default. If there is no user-defined value, 
RedSeal will assign a value based on the applications if finds installed on the host.
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See Business Value.

The value assigned in this dialog will change the host’s business value in the RedSeal 
model immediately. This value is shown as Business Value in the left pane of the Details 
Viewer when the host is selected in the navigation tree.

The value shown in the right side of the viewer, labeled Value, is the business value that 
was used during the most recent run of analysis.

If these two numbers are different, it means analysis has not been run after the most 
recent change to the business value. The next time you run analysis, the two numbers 
shown in the user interface for Business Value/Value should be the same.

You can change the value for multiple systems, or for all systems in a subnet, by selecting 
items in the navigation tree, right clicking, and choosing Set Value. See Host Business 
Value.

Editing Subnets 
You can split or merge subnets, set subnet trust level, configure how and when RedSeal 
infers port mappings for hosts and applications in a subnet, and you can set wireless 
capability for a subnet. For steps on how, see these sections:

 Splitting Subnets 

 Merging Subnets 

 Setting Subnet Trust Level 

 Configuring Inference for Subnetss 

 Setting Wireless Detection for Subnets 

For information about how subnets are modeled in RedSeal, see Subnets.

 

 

Splitting Subnets 
You can split a subnet only if it has more than one routing interface.

To split a subnet:
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1. Select a subnet node in the network map or tree (Maps & Views), right click and 
choose Split/Merge Subnet. 

For /30 or /31 subnets with exactly two devices, a subnet node does not appear in 
the map. Instead, a link appears between two devices. Click the link and, in the 
Subnets tab in link details, right click the subnet name and choose Split/Merge 
Subnet. 

If a subnet cannot be split, the menu choice appears as Merge Subnet.

The left pane of the Split/Merge Subnet dialog lists the device interfaces for the 
selected subnet. 

2. Select one or more interfaces at left and use move arrows to move the interfaces to a 
New Subnet tab at right, or open a New Subnet tab (+) and move selected 
interfaces. 

New subnets share the same network address/mask of the original subnet.

Alternatively, you can choose Shatter to split a subnet such that each interface in it 
is assigned its own subnet and appears in a separate New Subnet tab. When you use 
the Shatter option, interfaces on the same device appear together in the same New 
Subnet tab.

3. Name the new subnet(s), which appear in one or more tabs. See Valid Characters. If 
you do not name them, RedSeal generates names for you when you save the subnet. 

New subnets are added to the map and tree and will also appear in reports after you 
run analysis. 

Note  In the network map, new subnets appear outside existing topology groups. You 
might have to zoom out to see new subnets. 

4. Move new subnets to a topology group in the map or to a folder in the tree. 

5. You can configure settings for the new subnets. 

See Setting Subnet Trust Level, Configuring Inference for Subnets, or Setting Wireless 
Detection for Subnets.

6. Run analysis so that the new subnet name appears in reports and on the risk map. 

Merging Subnets 
Subnets can be merged only if they overlap. 
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To merge subnets:

1. Select a subnet in the network map or tree (Maps & Views), right click and choose 
Merge Subnet. 

A message displays if the selected subnet cannot be merged.

2. Select one or more split subnets at right in the Split/Merge Subnet dialog and use 
move arrows to merge them back into the original subnet at left. 

Alternatively, you can choose Merge All to merge all the split subnets back into the 
original one at left.

3. Adjust subnet settings as needed. 

See Setting Subnet Trust Level, Configuring Inference for Subnets, or Setting Wireless 
Detection for Subnets.

4. Run analysis so that subnet changes appear in reports and on the risk map. 

Setting Subnet Trust Level 
After you import configurations and scanner data, you must designate at least one subnet 
as Untrusted before you can run analysis. The RedSeal analysis engine uses the trust level 
of a subnet to calculate threat risk.

To set the trust level for a subnet: 

1. Select a subnet node in the network map or tree (Maps & Views), right click and 
choose Edit. 

2. In Edit Subnet > Advanced, choose one of the following:

 For Trusted Networks:

• Trusted—(default) A good setting for typical internal subnets that contain 
endpoints. Trusted subnets are not used as the starting point of threat 
simulations. Threat simulations start only from Untrusted subnets.

284 RedSeal User Guide 9.4



The Maps & Views Tab 

• Infrastructure—RedSeal does not automatically set this. Use this option to 
mark a subnet that should not contain any endpoints, such as a subnet 
outside firewalls used only to connect routing devices in the network 
infrastructure. If you have subnets that should not have scanned hosts added 
to them, you can mark the subnet as Infrastructure, and that subnet will not 
be considered a candidate for placement of new hosts. Any new hosts in the 
IP range of the subnet marked Infrastructure may still be mapped into some 
other subnet or placed into the Unmapped folder if no other choices exist in 
the model.Infrastructure subnets are also removed from consideration in 
these cases: 

 Metrics that count the size of attack surface only count Trusted subnets 
and exclude Infrastructure.

 Infrastructure subnets are also not reported as an Unscanned Host 
Subnet model issue because they are not expected to have any hosts.

 If used as a source in access, threat, or policy queries, Infrastructure 
subnets return empty answers. 

See Network Overview. 
 For Untrusted Networks:

• Internet—threats from any public address will be calculated.

• Local Threat Source—threats will be calculated only from addresses within 
the selected subnet.

• Extranet—threats will be calculated from all address space (0.0.0.0-
255.255.255.255)

Subnets with these designations appear as a cloud in the topology.

You can set threat level for untrusted subnets to high (default), medium, or low.

Setting the level to medium indicates threats from this subnet are less serious by 
a factor of one third. Setting the level to low reduces the seriousness of threats by 
a factor of two thirds. These settings are used for exposure scoring. See 
Calculated Vulnerability Values . 

You can set subnet trust level for multiple subnets at a time in the Likely 
Threat Sources dialog (Tools > Threat Sources) by selecting subnets from the 
table and choosing from the drop-down menu.

See Untrusted Subnets for more information.
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Configuring Inference for Subnets 
You can choose whether the RedSeal analysis engine should infer host or application data 
for a subnet when imported configuration and scanner data is incomplete. If import data 
does not include host or application data for a subnet, then port mappings for hosts and 
applications will be assumed during analysis. Setting inference has no effect when the 
trust level of a subnet is Untrusted. 

To set inference for a subnet:

1. Choose Edit > System Settings > Analysis, and select Allow inference. 

2. Select a subnet node in the network map or tree (Maps & Views), right click and 
choose Edit. 

3. In Edit Subnet > Advanced, choose when you want the RedSeal system to infer 
mappings for host or application data for the subnet: 

When none found – (default) The RedSeal analysis engine assumes host/application 
port mappings for the subnet only if your import data does not include this for the 
subnet.

Never – The analysis engine will not assume mappings for your uploaded data unless 
they are explicitly configured in the import data. For example, if port 25 is found to 
be in use during analysis, but your scanner data did not account for it, the analysis 
engine ignores it.

Always – If you choose this option and, for example, port 25 is found to be in use 
but not explicitly accounted for in the import data, the analysis engine assumes port 
25 is associated with Simple Mail Transfer Protocol (SMTP).

See Analysis for more information. 

Setting Wireless Detection for Subnets 
You can select a wireless designation for subnets. 

To set wireless detection for a subnet:

1. Select a subnet node in the network map or tree (Maps & Views), right click and 
choose Edit. 
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2. In Edit Subnet > Advanced, choose one of the following. 

 Autodetect – (Default) The RedSeal analysis engine will determine the wireless 
state of the subnet based on imported configuration data. 

 Always wireless or Never wireless – The RedSeal analysis engine will use your 
designation for the subnet regardless of imported configurations. 

See Wireless Networks. 

Inventory Controls 
The search field at the top of the tree can be used to quickly locate a device in the tree. 
Enter search text and click the Find button to find the first instance of the search term, 
then click Next again for subsequent entries.

Use the u-turn arrow controls above the upper left corner of the topology map to switch 
among previously viewed map layouts (arrows are disabled until you have chosen a new 
layout or changed the layout in some way).

Click the hand button to toggle between pointer and drag modes for the cursor. When 
in dragging, the cursor becomes a hand. Click the mouse and drag the topology image to 
reposition the map.

Zoom controls let you move in to view a smaller area of the topology or out to see a 
larger area.

The Paths button contains selections for view threats or potential traffic flow to or from 
a selected subnet.

The Layout button lets you change the organization of elements in the topology, 
essentially drawing a new map; multiple maps can be saved. See Layouts.

The Align button provides assistance in the alignment of selected objects horizontally or 
vertically in the topology.

Use the Export button to save a Visio representation of the topology.

The Reset button clears threat or potential traffic flow arrows. 

Exporting the Topology Display 
Click the Export button in the control bar next to the Layout list to save the current 
topology layout to disk in Visio XML, PDF, or one of several graphic image formats.
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Select the file type from the array of radio buttons at the top of the Export to File 
dialog, then save the file.

Layouts saved in Visio format can be displayed in the full-featured Visio application, but 
they will not display correctly in the Visio Viewer.

Threats, Traffic To/From Subnets 
To see more about the nature of these threats, right-click on a subnet node and select 
Threats From, Threats To, Access From, or Access To.

This will generate arrows between the selected subnet and any subnets that are at risk 
from it or that threaten it (red or yellow arrows) or to show potential traffic flow to or 
from the subnet (blue arrows).

Threats can originate in any subnet, not just an untrusted subnet.

In the illustration, arrows show threats from an untrusted subnet. An arrow means 
systems in the destination subnet are reachable from the source and one or more 
machines have specific vulnerabilities that can be exploited on this path.

Threat vectors originating in trusted space will always be anchored to a source host. 
RedSeal will never show threats as originating in unoccupied trusted address space.

The arrow will be red if the vector represents the most direct attack path that can be used 
by an attacker to exploit the vulnerability by an attacker starting in a subnet marked as a 
threat source.

RedSeal will draw an attack arrow from a source subnet to a destination subnet if the 
source might exploit an vulnerability at the destination.

The arrow will be red if the source has an attack depth that is less than the attack depth 
of the destination. A red arrow shows the most direct attack path in, coming from the 
nearest threat source. The arrow will be yellow if the source has an attack depth that is 
equal to or greater than that of the destination.

If the source is a trusted subnet and the attack arrow is red, this means that the source is 
closer to an untrusted subnet than the destination. If the attack arrow is yellow, then the 
source is not as close to an untrusted as another source subnet. There will also be a red 
arrow pointing to the destination from that other source subnet.

To find out which untrusted network could be the source of an attack, click on the 
subnet where a red arrow originates and query for threats to instead of threats from, then 
keep working backwards through the red arrows until you reach an untrusted network. 
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If you want to focus only on primary threat vectors, you can suppress all yellow arrows. 
An icon in the topology tool bar (red X with an arrow) toggles between showing and 
hiding yellow arrows.

Threat assessment is based on scanner data combined with the data from the TRL and 
associated with hosts in each subnet when the network was analyzed. 

Click on an arrow to see a table showing all threats that could flow from the source to all 
hosts in the targeted subnet through the selected link, or details about the potential 
traffic flow.

Viewing Threats to a Single Host 
To see a list of vulnerabilities that threaten a single host, use the Security Intelligence 
Center or the display network paths toolbar button to query for threats. See Security 
Intelligence Center.

Declaring Address Space Always Trusted 
You can designate addresses as always trusted even when located in untrusted space. 

Redrawing Threat/Traffic Flow Lines 
With a large number of subnets and threat lines in a map, it can sometimes be difficult 
to sort out which threat lines or access specifications (potential traffic flows) belong to 
which subnets. You can organize your map by clicking on a threat or access specification 
line, which adds a new plot point to the line at the cursor position, and dragging the 
cursor. However, these changes will not be persisted from session to session.

Access Tables 
If you are exploring traffic potential, an Access table showing source and destination 
addresses, ports, and L7 App IDs is displayed in the Details Viewer at the bottom of 
the user interface window.

Select one or more of the heavy blue lines, or access specifications, and then display the 
Selected Links table to see potential traffic flows. (Traffic links are only drawn between 
subnet icons. Since serial links are shown as straight lines, flows to or from /30 subnets 
appear in the Access table but have no corresponding blue line.)

RedSeal User Guide 9.4 289



Chapter 6: The User Interface 

If there is no potential for traffic flow through the selected links, the map will not change 
and access tables will not be displayed.

To reverse the From and To fields in the PE, click the Swap To/From button in the 
center of the window between the host selector controls then click Explore again to 
regenerate the table.

Vulnerabilities Table 
If you are exploring threats, select a threat arrow to see a table of vulnerabilities for that 
threat source.

Selecting a Single Host 
To see a list of vulnerabilities threatening a single host, use either the Explore panel or 
the display network paths toolbar button to query for threats. Select one of the red 
arrows. The Vulnerabilities table will contain only threats to the selected host.

See Explorer. 

Viewing Layer 2 Information for a Layer 3 Subnet 
If you enable RedSeal to collect layer 2 data, you can view a map of the layer 2 
information for a layer 3 subnet or host, as well as a details table that includes MAC and 
VLAN data. You can use the map to determine to which switch or VLAN a subnet or 
host connects and to locate a host physically and logically in a network, see MAC and 
ARP information, or to view related configuration data. 

You must purchase RedSeal license support for the switches in your network to collect 
layer 2 data.

You can also view layer 2 information for layer 3 devices. See L2 Interfaces for more 
information.

How Layer 2 Data Is Collected 
To find and map layer 2 data, RedSeal begins by examining layer 3 subnets. 
 Requirements for finding layer 2 data:

 Data for a layer 2 device will not be discovered unless the subnet containing that 
device is in the layer 3 topographical map. 
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 RedSeal must be able to collect layer 2 data for at least one of the layer 3 devices on 
that subnet. 

RedSeal pulls MAC tables, ARP tables, and interfaces from the layer 3 device(s) in a 
given subnet. Then RedSeal looks for layer 2 devices that know those MAC addresses. 
This allows RedSeal to determine which switches are part of this subnet or VLAN and 
adds them to the layer 2 map.

Note  Layer 2 data is only collected if you enable the Retrieve layer 2 information 
when getting configuration checkbox when you create data collection tasks. See Data 
Collection for more information.

Refreshing the Data 
The layer 2 map and data are derived from your network’s ARP/MAC tables, which is 
collected during each data collection task. Because ARP and MAC tables change 
frequently, the layer 2 data RedSeal uses to create the map quickly becomes out of date. 
You can refresh the data on demand to create a map that more accurately reflects the 
current state of your subnets.

Refreshing the data repeats the collection of live data for the devices on a subnet, which 
means that refreshing layer 2 data runs for the same amount of time that the regular data 
collection tasks take to complete.

Click Re-gather in the upper right corner of the layer 2 map to repeat collection of the 
data for this subnet.

Viewing a Subnet’s Layer 2 Map and Details 

1. Select a host or subnet and right click Show Layer 2 Map, OR from the Details 
pane, click Show Layer 2 Map. 

The layer 2 map appears in a new window. 

The top pane of the window is the Layer 2 Map. 

On the map, nodes are labeled with as much detail as RedSeal can discover. For 
some nodes, only a MAC address is available. If RedSeal can match the MAC with 
an IP address, then the node appears labeled with the IP address. If RedSeal knows 
of a host in the subnet with that IP address, then the node is labeled with the host 
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name. If there are more than 20 nodes off a single switch port, the nodes are 
displayed as a single Delegate node; right click and select Expand Delegate 
Node to view the individual nodes in the group.

You can resize and move the map to focus on different hosts. You can rearrange the 
nodes in the map, but the layout resets to the default when you close the map.

The bottom pane of the window is the Layer 2 Connections table, which includes 
the following information:

 Switch 

 Port 

 Mode 

 Switch IP 

 Switch MAC 

 Switch VLAN 

 Peer 

 Peer Interface 

 Peer IP Address 

 Peer MAC Address 

 Peer VLAN 

2. To locate a specific host in the subnet, search by IP address, hostname, or MAC 
Address in the Layer 2 Connections table in the lower half of the window. 

3. To highlight a specific connection in the layer 2 map, right click the connection in 
the Layer 2 Connections table and select Show in Layer 2. 

4. To view the layer 3 connections for a layer 2 interface, right click an interface in the 
table and select Layer 3 Details. 

Software-Defined Networks on the Map 
Each software-defined network appears on the map and as an individual data center in 
the View menu. The view lists all the devices and hosts belonging to the data center. 

Distributed firewalls do not appear as objects on the map. 

Subnets affected by distributed firewall access rules are marked with a cloud in the map 
and in the View lists. Logical routers also appear marked by a cloud.
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Distributed Firewall 
Software defined networks (SDN) do not have a physical firewall. Instead, these 
networks have a set of detailed access rules that determine how objects in the data center 
communicate with each other and with objects outside the data center. This set of rules 
is called a distributed firewall. Each SDN or data center has one set of access rules, and 
so one distributed firewall.

Software-Defined Networks on the Map 
Each software-defined network appears on the map and as an individual data center in 
the View menu. The view lists all the devices and hosts belonging to the data center. 

Distributed firewalls do not appear as objects on the map. 

Subnets affected by distributed firewall access rules are marked with a cloud in the map 
and in the View lists. Logical routers also appear marked by a cloud.

Distributed Firewalls in the Details Viewer 
Distributed firewalls do not appear as objects on the map. However, they are listed and 
selectable in the Topology View list. The Details Viewer shows detailed information 
about any distributed firewall selected from the Topology View.

The Details Viewer shows the usual information for distributed firewalls, like Interfaces, 
Vulnerabilities, and History. It also provides additional information specific to SDN 
distributed firewalls.

Information specific to distributed firewalls includes:

 Network Objects are security groups in the data center to which firewall rules are 
applied. 

 Service Objects are applications, ports, and protocols used by firewall rules. 

 Access Rules are all the rules defined in the distributed firewall. 

 Workload is all the hosts in a data center, tenant, or virtual private cloud. The entry 
for each host shows the hosts' group memberships. It also identifies the rules applied 
to the host by this data center's distributed firewall. 

Unlike other SDNs, Microsoft Azure hosts can have multiple VNICs. RedSeal 
models each VNIC as a single host.
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Finding Objects in the Map 
In a densely drawn topology map, it can be difficult to find things. Here are some tips: 
Link Selections  on page  294, Using Groups to Focus Path Searches  on page  294, and 
Show in Topology  on page  295.

Link Selections 
When you select a link connecting two objects in the map (the black line between the 
icons), tables displayed at the bottom of the screen will show details of the selected link’s 
endpoints:

 Details—identifies devices at either end of the selected link by name and type 

 Interfaces—identifies interfaces at either end of the selected link by IP address and 
subnet mask and interface name 

 Inter-group Details—identifies terminating interfaces inside collapsed topology 
groups 

Using Groups to Focus Path Searches 
When you use the Security Intelligence Center to search for potential traffic flows 
from a source to a destination subnet, the results will contain all paths permitted by 
device configurations from the source to the destination regardless of whether any hosts 
are actually in the destination subnet.

When you create a group that specifies a subnet as a dynamic criterion (see Managing 
Views and Groups), the group will be populated with all hosts in the subnet, not the 
subnet itself. Results of a search for potential traffic flows to this group will contain only 
those paths to the hosts in the subnet.

However, you can create a group (also called zones, in a policy context) that contains 
subnets, not hosts. 

When searching for threat (rather than traffic) paths, only paths to hosts will be shown 
regardless of whether the destination is an actual subnet or a folder representing a 
subnet’s contents. RedSeal associates vulnerabilities only with hosts.
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Show in Topology 
Right click on objects (entries in tables such as the trust level dialog, or icons on the 
Zones & Policies tab, for example) and look for a Show in Inventory List command 
(not present on all menus).

When you select it, the RedSeal client view will be shifted to the Maps & Views tab, 
with objects represented by the table entry selected.

Data Drill Down 
Click on a router or subnet icon in the map to see details displayed in tables in the 
bottom portion of the user interface. The tree will also expand, with the router selected 
in the Services list or the subnet selected in the Subnet list.

Routers 
If you selected a router in the map, the router will be selected in the expanded tree, in 
the Services list. 

Subnets 
If you select a subnet in the map, the subnet will be selected in the expanded tree.

Details Viewer 
When you select one or more subnets in the map, the Details Viewer panel at the 
bottom of the page will display a series of tabbed panels with detailed information about 
the selected items. See Details Viewer.

For example, to see a list of vulnerabilities that threaten a subnet, click on the subnet 
icon in the map, then click on the Vulnerabilities tab in the Details Viewer panel.

If you select multiple icons, the tables will contain data for all selected subnets.

To see details itemizing all threats associated with the two subnets, click on the red threat 
line. A table itemizing vulnerabilities from each device in the originating subnet and to 
each device in the recipient subnet will be displayed. 
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The Zones & Policy Tab 
The Zones & Policy tab is where you create and manage policies.

Currently defined policies are represented by icons displayed on the Policy menu in the 
upper left corner of the tab. The icons represent pie charts showing compliance with the 
policy’s defined rules.

Internally, policies and views are the same objects. Any view that is created in the 
Groups Editor will appear as a policy on the Zones & Policy page, and any policy 
created with the Manage Policy Sets dialog will appear wherever views are listed, such 
as the navigation tree on the Maps & Views tab. See Views and Managing Views and 
Groups.

Disabled policies are shown as empty, light grey circles; active policies for which there is 
no compliance data are shown as empty, light-blue circles.

Active policies for which there is compliance data are displayed as pie charts with red, 
yellow, and green slices according to your network’s compliance with the policy’s rules. 
This is the same chart that is displayed on the Home tab.

When you add or enable policies, new sub-tabs will be added to the Zones & Policy 
tab, one for each active policy.

Select a policy by clicking on a chart.

Once you have created a policy, you can create zones and establish rules for connectivity 
between zones.

The policy diagram is displayed in a docked window. See Dockable Windows.

For more information about creating and defining policies, see Policy Management.

Sharing Policy Definitions and Data 
You can export your policies to create and share custom policy templates with your 
customers running RedSeal, or export policies and policy data to make sure all the 
RedSeal instances in your organization share the same set of policies, business decisions, 
and zone contents.

PCI 
RedSeal provides a pre-defined policy to keep track of your network’s compliance with 
the Payment Card Industry Data Security Standard (PCI DSS).
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To enable this policy, click the Manage Policy Sets link in the pane on the left side of 
the screen, select PCI Audit from the Views menu at the top of the Manage Policy 
Sets dialog, and enable the Activate Policy Set check box.

When you click the Save button, the globe associated with the PCI Audit entry on the 
Policy menu will turn from grey to cyan.

For general information about RedSeal and the PCI standard, see PCI Policy 
Management.

Dashboard Groups 
The Dashboard Groups entry on the Policy menu cannot be used as a policy (the left 
pane of policy controls is removed when you select Dashboard Groups).

This special view is used for dashboard reports.

It is included on the Zones & Policy tab as a convenience, since some people find it 
easier to populate groups on the Zones & Policy tab than in the Groups Editor dialog. 

Best Practices and Configuration Issues 
The Best Practices tab in the client application consists of the following sub-tabs:

 RS Checks—summarizes your system’s record of passing or failing RedSeal’s Best 
Practices checks; see Best Practices.

 STIG Checks—summarizes your system's record of passing or failing STIG checks, 
see the RedSeal STIG Modules Guide for more information.

 CIS Checks—summarizes your system's record of passing or failing CIS Checks. 
see CIS Benchmark Checks  on page  532.

 Suppressions—summarizes suppression of Best Practices checks on your system; see 
Suppressions.

The Configuration Issues tab in the web client summarizes your system’s record of 
passing or failing RedSeal’s Best Practices checks. For more information, see The 
Configuration Issues Tab. Suppression information is not available on the web application.

The Best Practices Tab 
The Best Practices panel on the RedSeal client application’s Best Practices tab contains 
a list of all Best Practices checks. 
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By default, only checks that have been run against the currently loaded data set are 
displayed in the table. If you enable the Show All Checks checkbox at the top of the 
window, the table will show all checks known to the system. If this box is not checked, 
the table will not contain any checks that have been suppressed, nor will it contain any 
custom checks that have been created but not yet run against a device.

The table has the following columns:

 Check ID—identifier of the check; for RS (RedSeal) IDs, see Configuration Checks 

 Title—the check’s title 

 Severity—seriousness of the check if it fails 

 Passed Devices—number of times the check has been run without failure 

 Failed Devices—current number of unresolved failure instances for this check 

 Violation Instances—total number of times the check has failed 

 Platforms—devices to which the check applies 

When you right click on a row in the table, a floating menu offers you the following 
choices:

 Select All—selects all check in the table 

 Clear Selection—clears the current selection choices 

 Copy—copies the contents of the currently selected table rows to the your 
clipboard, in ASCII format 

 Export—exports the contents of the entire table to the your clipboard, in ASCII 
format (same as the Export button above the table’s upper right corner) 

 View Check Details—opens a dialog showing the check title, summary, detailed 
description, and remediation 

 Suppress—opens the Create Suppression dialog for the currently selected check 
(or the first check in a list of multiple selections); see Create/Edit Suppression 

 Custom Checks 

 New Custom Check—opens the Custom Best Practices Check dialog; see 
Custom Best Practice Checks 

 Edit Custom Check—opens the Custom Best Practices Check dialog 
populated with data for the selected customized check, or the first check in a 
multi-check selection; see Custom Best Practice Checks 
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 Delete Custom Check—deletes the currently selected customized Best 
Practices check 

 Clone Custom Check—opens the Custom Best Practices Check dialog 
populated with details for the currently selected customized check 

The Details Viewer panel at the bottom of the screen displays details of failure instances 
for the current selection in the Best Practices table. 

Some Best Practices failure reports identify only devices that do not comply. For 
example, the Default Password (RS-26) check fails if device configurations do not 
contain commands to change passwords from their factory defaults. Failure instances 
identify devices on which default passwords have been found.

Other failure reports identify only subnets that do not comply. For example, the 
Untrusted Remote Login Access (RS-66) check fails if access lists in device 
configurations allow remote logins from untrusted subnets. Failure reports identify 
source and destination subnets.

Still other failure reports identify both devices and subnets that do not comply. For 
example, the Untrusted Remote Login Access to Network Device (RS-62) check fails if 
access lists in device configurations allow specific network devices to login remotely from 
untrusted subnets. Failure reports identify the device that allows such logins as well as 
the subnet from which the logins are allowed.

Devices 
The Devices table presents a list of devices that failed the check, as well as a list of 
devices that passed. The failure items are expandable, with a list of failure instances 
contained as a nested table. The number of items with status of Failed should match the 
number shown in the Failed Devices column of the Best Practices table.

Most of the time, the sum of failure instances for all Failed items should match the 
number of Failure Instances in the Best Practices table. There are exceptions, however. 
Some checks may examine potential traffic flows between two devices, with failure 
reports shown twice in the Devices table—once for each device.

The Devices table contains the following columns for device entries:

 Status—whether the check passed or failed 

 Name—name of the device 

 Device Type—type of network device (router or firewall, for example) 
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 Operating System—operating system running on the device 

 Modified—most recent date device configuration was imported into the RedSeal 
server 

When you expand an entry, failure instances are shown with the following columns:

 Severity—RedSeal’s severity rating (high, medium, low) 

 Summary—Summary text for the check 

 Violation ID—unique identifier for this violation instance 

 Violation at—line number in the configuration where the failure occurred (if 
known) 

 First Noticed—date the failure was first seen 

 Ticket—empty of there is no trouble ticket for this violation; if there is a trouble 
ticket for this violation, double click on the icon displayed in this column to see 
details 

Right click on a violation entry to see a drop down table with the following commands:

 Clear Selections—deselects any selected violation checks 

 Collapse All—collapses all expanded rows in the services table 

 View Violation Details—opens a dialog with complete text of the Best Practice 
check violation, including remediation advice 

 Device Details—opens a dialog with the details, interfaces, applications, 
vulnerabilities, and history for the device 

 Show in Config File—opens a dialog with the device configuration, with the line 
responsible for the violation highlighted (menu command disabled if RedSeal is 
unable to identify the responsible line in the configuration) 

 Show in Maps & Views—see the device in the map 

 Suppress Instance—opens a Create Suppression dialog; see Create/Edit 
Suppression 

 Delete Devices—permanently deletes the computer system 

 Create Ticket—opens a Best Practice Violation Trouble Ticket Details  dialog, 
which you can use to create a trouble ticket for the currently selected violation; see 
Create a Ticket 

300 RedSeal User Guide 9.4



Best Practices and Configuration Issues 

 Edit Custom Check—opens a Custom Best Practice Check dialog populated 
with the currently selected custom check data (menu command disabled if the 
current selection is not a custom check) 

Subnets 
The Subnets table (not shown if there are no subnet issues) contains the following 
columns:

 Subnet—CIDR address for the subnet 

 Type—RedSeal trust designation for the subnet; see Untrusted Subnets 

 Number of hosts—number of hosts associated with this subnet 

Expand a row to see specific violation instances in a table that looks and behaves the 
same as the instance table for devices.

Suppressions 
The Suppressions panel summarizes suppressions for all current Best Practices checks, in 
two tables: Suppressions and Suppressed For. This function is not available in the web 
application.

The Suppressed For panel is a list of the devices affected by the selected suppression 
instance. If the suppression instance’s scope is global, this list will be empty.

See Create/Edit Suppression.

The Suppressions table displays the following columns:

 ID—the check ID as defined in the RedSeal check library or assigned at the time of 
creation for custom checks, or the vulnerability’s ID as defined in the TRL 

 Name—a descriptive name entered in the suppression dialog as a reminder of the 
purpose of this suppression instance 

 Scope—can be one of the following: 

 Global 

 Selected Failure Instances 

RedSeal User Guide 9.4 301



Chapter 6: The User Interface 

 Selected Groups and Devices 

 Reminder Date—date after which email messages will be sent following each run 
of analysis as a reminder that the suppression instance has been set 

Export STIG Checks to an XCCDF file 
RedSeal supports exporting STIG Check results per device into individual XCCDF 
result files, which can then be imported into STIGViewer. These individual XCCDF 
result files are bundled into a single ZIP file that you can save to a location of your 
choice.

RedSeal recommends selecting the 3GB memory allocation option during client 
installation, to use this feature.

RedSeal checks device configurations for STIG violations after data collection tasks are 
complete. The results are reported on the Best Practices > STIG Checks tab.

To export results to an XCCDF Results file, click the export icon on the top right of the 
STIG Checks table. The Export to File dialog displays.

In the Export Type pane, select XCCDF File.

Select a view from the View drop down menu and select the devices, Topology groups, 
or Custom Groups for which you want to export STIG Checks. If you select a Topology 
or custom group, XCCDF files are exported for all devices in the selected group.

Select a location to save the file with a name of your choosing.

Click Save. The file is saved with a .ZIP extension.

The ZIP file you created contains STIG check results for each of the devices that you 
selected. You can import these files into STIGViewer.

The Configuration Issues Tab 
The information presented in the Configuration Issues tab in the web application is 
similar to the content of the Best Practices tab in the client application.

The top pane of the tab shows a list of Best Practice Checks along with details of how 
many devices passed or failed the check, how severe the issue is, and how prevalent it is 
in your network.

For more information on the Configuration Issues tab, see the online help.
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Viewing Best Practice Check Details 
To view details on a specific Best Practice Check, click the Check ID link. A dialog 
appears, with a description of the check and information on how to remediate the issue.

To view a list of all devices that have passed or failed a check, click the check mark next 
to the Best Practice Check you want to view. The bottom pane of the tab is populated 
with a list of devices, including device status and device type.

The Vulnerabilities Tab 
The Vulnerabilities tab, in both the client and web applications, displays a list of the 
top High Risk Vulnerabilities or a list of all vulnerabilities detected in your network,

A vulnerability, in generalized computer networking terms, is a weakness or flaw in a 
system that leaves it susceptible to being exploited by an attacker.

Within the RedSeal environment, a vulnerability is a weakness in a host, found by a 
vulnerability manager and given a unique scanner identification number. One or more 
CVEs is grouped under each vulnerability found by the scanner. 

Each scanner ID represents one vulnerability, regardless of how many associated CVE-
IDs there are. RedSeal lists multiple related CVEs for each scanner ID. The severity of 
the vulnerability is based on the highest scoring associated CVE. RedSeal provides a link 
to the NVD database for each CVE associated with a vulnerability, so you can view 
further details.

For information on how vulnerabilities are used in analysis, see Analysis.

How Vulnerability Severity is Scored 
Vulnerability severity is based on the associated CVE scores (CVSS) from the NVD, (the 
U.S. federal government’s vulnerability database, http://nvd.nist.gov), as provided by 
either the scanner or the TRL. The severity score is calculated differently depending on 
what data is available.

 Both TRL and scanner score available—RedSeal uses the CVSS as provided by 
the scanner. 

 Missing TRL and scanner score—RedSeal provides no score. Unscored 
vulnerabilities are not included in the threat map calculation. 
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 TRL score only—CVSS is based on the scores of the associated CVEs in the TRL. 
When there are multiple CVEs for a VID, the severity of the vulnerability is based 
on the most serious or highest scoring associated CVE. 

 Scanner score only—RedSeal uses the CVSS as provided by the scanner. 

Vulnerabilities in the Client Application 
To see vulnerabilities, select the Vulnerabilities tab, select Topology as the view in the 
left-side navigation pane, and select a device listed in the navigation tree. If no device is 
selected in the navigation tree, information on all vulnerabilities detected in the network 
is displayed. If a host is listed under Model Issue 4 - Unmapped hosts, then any 
vulnerabilities on that host will not be displayed until that host is part of the RedSeal 
Model. For more information see Model Issues.

The top pane displays a list of vulnerabilities ranked by how often they occur in the 
network. For each vulnerability detected the following information is displayed. 

 Vulnerability—a weakness in a host, found by a scanner and given a unique 
scanner identification number 

 CVE References—CVEs associated with the vulnerability 

 Description—text describing the vulnerability, from the TRL 

 Host Count—number of hosts in your network on which this vulnerability has 
been found 

 Total Vulnerability Risk—a score apportioned to the CVE type based on the 
CVSS severity of the vulnerability, whether the vulnerability can be leapfrogged and 
whether RedSeal was able to use the vulnerability in attack simulations to break in to 
the host 

 OS/Application—software associated with the host 

 Protocols—protocol associated with the port 

 Ports—the port on which the application communicates 

 CVSS Base—CVSS base score 

 Leapfrog—can the host be used to attack other hosts deeper in the network? 

 Severity—how serious the issue is 

 Ticket—has a ticket been opened for this vulnerability? 

From the top pane, you can: 
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 Double-click on a vulnerability to view details on the vulnerability. A dialog box 
appears showing CVSS information, remediation suggestions, and links to related 
CVEs on the NVD website. 

 Highlight a vulnerability to display in the bottom pane a listing of the hosts in your 
network on which this vulnerability has been found. The bottom pane displays: 

 Host name—the name of the host 

 IP—IP address of the host 

 OS/Application—operating system or application subject to the vulnerability 

 Protocols—vulnerable protocols 

 Ports—vulnerable ports 

 Scan Date—date of scan, from scan report 

 Risk—host’s risk determined by RedSeal analysis 

 Downstream Risk—the sum of the RedSeal-calculated risk scores of all hosts 
downstream (reachable either directly or indirectly and which could therefore be 
exposed to leapfroggable vulnerabilities from this host) 

 Combined Risk—the sum of Risk and Downstream Risk 

 Value—business value of the host 

 Type—Loss type 

 Vulnerability—the unique scanner identification number of a weakness in the 
host, found by a vulnerability manager 

 Attack Depth—number of hops from an untrusted subnet 

Suppress Vulnerabilities 
You can flag individual vulnerabilities so that the analysis engine ignores them, either 
globally (for all hosts) or for selected hosts. This is called suppression. 

You can only suppress vulnerabilities from the client application. The web application 
does not support this feature.

To suppress a vulnerability, right-click on a vulnerability listed in the top or bottom 
vulnerability pane. Choose to suppress the vulnerability either globally or on specified 
hosts. 
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New vulnerability suppressions take affect during the next RedSeal analysis. 
Vulnerabilities already associated with a host will remain visible in the host’s 
vulnerabilities table until after the next analysis.

Vulnerabilities in the Web Application 
The web application Vulnerabilities tab shows a list of all vulnerabilities found in your 
network.

To see device-specific vulnerabilities, select Topology and then select a device from the 
navigation tree. Details appear in the top pane.

To see a list of affected hosts, click on a specific vulnerability. Details appear in the 
bottom pane.

For details on the information in the Vulnerabilities tab, see the online help.

The Model Issues Tab 
The Model Issues tab itemizes gaps in the model of your network that RedSeal has 
constructed based on your imported configurations and scan data.

If the set of data you have imported into RedSeal contains references to network 
resources not in that imported set, RedSeal will not be able to construct a complete and 
accurate security profile of your network.

The Model Issues tab contains two additional tabs, visible in the upper left corner of 
the page:

 Model Issues Checks Tab 

 Model Issues Suppressions Tab 

Model Issues Checks Tab 
The Checks tab of the Model Issues page lists all checks and violation instances.

The top table itemizes model issues tracked by RedSeal.

By default, the table only shows those issues which RedSeal has found to exist in your 
model. Select the Show All Checks checkbox in the upper left corner of the page to see 
all checks including those not found in your network.

The Violation Instances column contains a count of the number of times an issue has 
been found in your network. The bottom portion of the window will remain blank until 
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you select an item in the top table, which will display a second table showing individual 
instances of the selected model issue.

RedSeal counts issues each time analysis is run, or you can trigger a calculation on 
demand by clicking the Calculate Model Issues button.

Issues tracked are:

 MI-1 Overlapping Subnets—multiple subnets are claiming the same IP address 
space 

 MI-2 Duplicate VLAN Number—a VLAN identifier has been used more than once 

 MI-3 Colliding IP addresses—an IP address is assigned to more than one device 

 MI-4 Unmapped hosts—hosts with IP addresses which do not map to any subnet 
currently defined in the RedSeal model 

 MI-5 Dangling Links—a point-to-point link with only one network device 

 MI-6 Unnumbered unlinked interfaces—interfaces with no IP address assignment 
which have not been linked to another unnumbered unlinked interface (see Link 
Devices) 

 MI-7 Unscanned Host-Subnets—subnets which contain no hosts 

 MI-8 Stale devices—network devices whose configurations have not been updated 
for a user-specified period of time (see Stale Data) 

 MI-9 Stale hosts—hosts which have not been observed (referenced in a scan or 
configuration import) for a user specified period of time (see Stale Data) 

 MI-10 Unplaced transparent firewalls—layer 2 firewalls that have not been manually 
placed in the network topology 

 MI-11 Route to Unknown Next Hop—the device’s routing tables contain a next-
hop IP address that does not match any interface on any device in the model 

 MI-12 Unplaced Objects—objects (subnets, devices) have been imported into the 
model without being placed in a topology group; RedSeal recommends that all 
objects be contained in a topology group; see Topology Groups 

 MI-13 VLAN Interfaces with Zero Matches—unnumbered VLAN interfaces cannot 
be matched to a layer 3 subnet with the same VLAN ID 

 MI-14 VLAN Interfaces with Multiple Matches—unnumbered VLAN interfaces 
match more than one layer 3 subnet with the same VLAN ID 
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 MI-15 Stale Observed Routing Tables—routing tables that are older than the devices 
they apply to by a period of time defined by the user; see Stale Data 

 MI-16 Permit Rules From Unknown Source—permit rules that allow access from IP 
addresses not in the model 

 MI-17 Permit Rules To Unknown Destination—permit rules allow access to subnet 
ranges not in the model; indicates that there may be devices missing from the model 
or that the rules are unnecessary or misplaced 

 MI-18 Disjoint Networks—networks are disjointed, or unconnected to each other 
in the topology map; more configuration information is needed to connect 
disjointed networks 

 MI-19 Incomplete Devices—devices that Assisted Modeling discovers using SNMP 
probes; these devices have only basic information associated with them (host name, 
interfaces, and associated subnets) and are labeled as ?  in the network model. 
Credentials are needed to log into incomplete devices.

 MI-20 Service Chain Incomplete—missing information about a service chained 
device in a software-defined network (SDN). Collecting data from a software-
defined network does not capture configuration data about service chain devices 
within the SDN. Collect configuration data from the device to complete the service 
chain. 

If one or more instances of an issue are reported in the Violation Instances column, 
click on the entry in the table. A second table at the bottom of the window will itemize 
individual instances, with a summary of details about each instance.

Right click on an entry in this second table to see options for remediation of the 
problem. 

Unmapped Hosts, Unscanned Subnets 
In the case of unmapped hosts or unscanned subnets, the issue can usually be resolved by 
importing an up-to-date scan from your vulnerability scanner. 

Dangling Links 
A dangling link is a point-to-point link with only one network device, usually indicating 
one of the following conditions:

 the device at the other end of the connection has not been loaded into RedSeal yet 
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 the link is a boundary between this network and some other network 

Point-to-point links include /30 or /31 subnet masks, or IPsec links, or other 
technologies that connect two network devices together.

Colliding IP Addresses 
Colliding IP addresses may be a real network configuration issue. Or the conflict may be 
the result of a consciously partitioned network (due to an acquisition of an 
independently constructed network, for example). If the duplication of addresses is 
intentional, you should split the subnet in the RedSeal object model resolve the 
perceived collision.

To split a subnet, you need to get to the split tab of the Edit Subnet dialog.

You will have to locate the subnet in the navigation tree, based on the IP address. Right 
click on the subnet entry in the tree to open the Edit Subnet dialog.

See Splitting Subnets.

Model Issues Suppressions Tab 
The Model Issues Suppressions tab itemizes all checks that have been suppressed in the 
top table, and, when a check is selected, the violation instance that has been suppressed. 

Suppressing Model Issues 
You can suppress model issue checks globally or per instance:

 global—no violations of the check will be reported 

 per instance—the selected violation instance will no longer be considered a violation 
(use this if you want to suppress a single colliding IP violation for a specific address 
that you knowingly have duplicated, without having to suppress all colliding IP 
checks) 

To suppress a model issues check, select the check (upper table) or violation instance 
(lower table), right click and select Suppress. See Create/Edit Suppression 

The Risk Tab 
This Risk Tab section discusses the following:
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 Maps—defines each of the maps available from the Map menu, upper left corner 

 Customization Controls—how to customize maps 

 Host Groupings—description of host display region, upper right section of Risk map 
display 

For information about the tables displayed in the details viewer panel at the bottom of 
the Risk tab window, see Details Viewer.

Once you have imported data into the database and run the RedSeal analysis engine (see 
First Steps), the tabbed page labeled Risk lets you organize the visual display to highlight 
those hosts on your network that are most at risk, according to criteria which you 
specify.

The RedSeal risk map shows host vulnerabilities only, not network devices such as 
routers.

Select from one of several pre-defined views using the drop down Map menu in the 
upper left corner of the Risk tab.

You can modify these pre-defined maps by expanding the Risk Map Controls panel on 
the left side of the page.

Use the Save As button in the upper left corner to preserve your modified map under a 
new name.

Use the Delete Current Map to delete a user-defined map. The button will remain 
disabled when one of the system-created maps is displayed.

Changes made but not saved will persist during the current UI session if you navigate to 
a different page in the UI and then return to the Risk tab.

Maps 
Map configurations on the Risk Map menu are:

 Risk 

 Mitigation Priority 

 Changes in Risk 

 Coverage Gaps 

You can export maps in either JPEG format or as a tab-delimited ASCII file by clicking 
the Export button in the upper right corner of the Risk tab.
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When exported as text, the file will contain a statistical summary for each host contained 
in the map.

Risk 
The Risk map is configured to focus attention on hosts with the highest risk scores and 
the highest value, as calculated by the RedSeal analysis engine. The most at-risk hosts are 
shown in the map as bright red; relative size of the rectangles representing hosts indicates 
value.

Mitigation Priority 
The Mitigation Priority map is configured to focus attention on hosts that present the 
most risk to your network. Color represents the downstream risk score of the host 
(calculated risk score of the host plus amount of risk it poses to other hosts in the 
network). Size of the host rectangles represents the host’s RedSeal-calculated exposure—
how vulnerable it is to exploitable threats from untrusted networks. You may want to 
focus your mitigation efforts on hosts represented by the brightest red and largest size 
rectangles.

Changes in Risk 
The Changes in Risk map is configured to focus attention on those hosts whose risk 
scores changed the most in the two most recent runs of the RedSeal analysis engine. 
Green rectangles represent hosts whose risk score decreased; red rectangles represent 
hosts whose risk score increased. The brighter the color, the more the change. Relative 
size of the rectangles is based on hosts’ calculated values.

Coverage Gaps 
The Coverage Gaps map is configured to focus attention on those hosts for which the 
data is less reliable. Color represents degree of confidence in the accuracy of the data 
known about the host. Data that comes from vulnerability managers is considered highly 
reliable. Data that has been inferred by the analysis engine is considered less reliable. 
Relative size of the rectangles is determined by each host’s downstream risk score. The 
larger the rectangle, the more important it is to have reliable data. The darker the color, 
the lower the level of confidence in the data.
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Customization Controls 
Individual devices are represented by rectangles grouped according to a user-configured 
selection. Size of each host rectangle is determined by another user-determined selection. 
Color of the rectangle is determined by still another user-configured selection.

See Risk for information about customizing the look of this map, including optionally 
showing or hiding borders around objects and labeling of hosts by IP address or host 
name.

The risk page is divided into three main regions:

 page configuration controls in a vertical panel along the left side of the page, 
including informational text about the currently viewed map, customization 
controls, and a link to online help 

 device groupings, in the upper half of the right side of the page 

 details views, a collection data tables lower half of the right side of the page (click on 
a rectangle in the upper region to populate the tables; hover the cursor over a 
rectangle to view an informational popup) 

Click in the blue title band labeled Risk Map Controls in the left navigation pane to 
expand the panel that contains the customization controls.

Organize Control Group 
The drop-down menus in the control group labeled Organize determine how rectangles, 
or cells, will be grouped in the map. Cells representing individual hosts will be organized 
into nested groupings corresponding to your selections in the First By and Then By 
menus.

Options on this menu are closely related to views managed on the Maps & Views page. 
There will be an entry on the First By menu for each user-defined view on the Maps & 
Views page, plus the default views, Subnets and Imported.

The First By menu will also contain the following items:

 All Hosts—hosts will be displayed under labels identifying the subnet in which host 
resides 

 Attack Depth—hosts will be displayed under labels indicating the shortest number 
of leaps required to exploit a vulnerability on the host from an untrusted network; 
see Attack Depth 
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 Primary Service—hosts will be displayed under labels identifying the highest-
valued service on the host 

 Subnets—the top-level organization frame will contain hosts in all trusted subnets; 
subnets that have no hosts, as well as subnets whose trust level is not trusted, will not 
be mapped 

When you select any of these menu items, the Risk map will be populated by hosts 
contained in those views.

If the view associated with the First By menu selection does not contain any hosts, the 
risk map will be empty and a no data available message will be displayed.

The Then By menu defines the secondary grouping in the map, which will be nested 
within the first grouping. This menu contains the following selections:

 None—no secondary nesting 

 Primary Service—highest valued service found on the host 

 Vendor—company that supplies the operating system (such as Microsoft, or Red 
Hat) 

 Operating System—specific host OS (such as Microsoft Windows XP, or Red Hat 
Linux 7.2) 

 Primary Subnet—subnet in which the host resides (in the case of multi-homed 
hosts, the primary subnet will be determined by network tie-breaking rules) 

 Attack Depth—shortest number of leaps required to exploit a vulnerability on the 
host from an untrusted network; see Attack Depth 

Appearance Control Group 
The controls in the Appearance control group include a Color By drop-down menu 
and a Size By menu.

The Color By menu contains the following choices:

 Exposure—the analysis engine’s calculated likelihood that vulnerabilities on the 
host will be exploited from an untrusted network 

 Value—a rating of business value of a device 

 Number of Services—number of configured (or inferred) services on the device 
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 Vulnerability Count—number of vulnerabilities associated with the host by the 
current analysis 

 Risk—the RedSeal-calculated risk score of the device 

 Downstream Risk—the sum of the RedSeal-calculated risk to the device and the 
risk to all devices that could be reached from the device (see Leapfrogging) 

 Combined Risk—the sum of Risk and Downstream Risk 

 Confidence—degree of confidence in the threat calculations 

These items are then repeated on the menu with a triangle prefix, indicating that color of 
the rectangles will be determined by a delta value—the amount the variable has changed 
between the current analysis data set and a data set selected by the Time Period button 
(see Time Period Control Group).

The Size By drop-down list lets you determine the criterion that will be used to 
determine sizes of individual host rectangles.

Options are the same as those on the Color By menu except there are no delta values. 
(Values can be negative if there is a reduction between runs of analysis; RedSeal does not 
attempt to map negative values to box sizes.)

At the default setting, Value, more valuable hosts are shown as larger rectangles than 
devices of lesser value.

When the Size By selection is set to Downstream Risk, the map will include only those 
hosts that can be used by an attacker to leapfrog to other hosts. Hosts with a downstream 
risk of 0 will be excluded from the map. All other Size By selections will result in all 
hosts being represented in the map, since downstream risk is the only Size By selection 
that can be 0.

Filter Control Group 
The histogram in the Filter control group shows distribution of hosts according to the 
color range in the slider control below it. You can mask out low-risk hosts by clicking the 
cursor in the histogram and pulling the resulting shade left or right. Hosts that are 
masked by the shade are dropped from the display, allowing you to focus attention on 
higher-risk elements.

Click the Edit button to set high and low threshold values for the confidence curtains.
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An Edit Color Settings button opens the Risk Map Color Setting dialog, which lets 
you change the colors that are used to represent different values shown in the map, 
according to scores that were calculated by the analysis engine.

You can also select how you want colors to change as the Color By values change:

 two-color gradient—one user-selected color will blend into a second user-selected 
color 

 three-color gradient—one user-selected color will blend to a second user-selected 
color as the value approaches the midpoint, then that color will blend into a third 
selected color 

 three-color solid—hosts will be depicted as one of three solid user-selected colors 

To select colors, click on the desired segment of the color band in the Color 
Representation graphic displayed in the Risk Map Color Setting dialog.

By default, the color scale is relative to the dataset being viewed. For example, if the 
highest risk score of any of the hosts in the dataset is 59, then the right thumb of the 
color scale (when Color By is set to risk) will be 59.

If you want the scale to show absolute values, select the Map colors to absolute 
values checkbox in the Color Setting dialog, and enter the values in the text edit fields 
that will be added below the color swatches.

You must enter values for each of the three positions, regardless of your Map Coloring 
Mode selection. An invalid value in any of the three text entry fields will generate an 
error message, and your changes will not be recorded.

You can only set colors for one Color By selection. If you set these values for Risk, then 
change the Color By selection to Downstream Risk, the values associated with the 
Risk selection will be lost.

If you enter a value that is out of range, the change will take effect, but the out-of-range 
thumb on the scale will not be visible. For example, if the highest risk score is 59 and 
you set the green mark to 10, the black to 20, and the red mark to 50, there will be three 
thumbs in the scale. If you set the red mark to 60—greater than the highest risk score—
the thumb associated with the red mark will not be visible.

Time Period Control Group 
The Time Period control group contains a menu which lets you select a comparison 
date for calculating delta values and for identifying changes in your model. Delta values 
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are shown in the risk map and various details panels elsewhere in the client interface. 
Changes to modeled objects can be seen in the View Changes dialog.

Time stamps on the Time Period menu represent the starting time of different runs of 
analysis. The time period for changes and deltas will be from the starting time of the 
selected run of analysis and the current state of the RedSeal model or your network.

For delta values, “current state” means the beginning of the most recent run of analysis. 
The View Changes dialog will include changes that have occurred after the most recent 
analysis run—device configuration updates, for example.

The Changes button beneath the menu opens the View Changes dialog. If you have 
run analysis only once, there will not be a menu or Changes button displayed on the 
risk map.

The default comparison period for changes and deltas is between the current state (the 
most recent run of analysis) and the beginning time of the analysis run prior to the most 
recent.

Time period 

 

If you select Analysis A as the comparison time, deltas will be calculated between the risk 
values calculated during analyses A and B, even though the time period is defined as now 
versus the start of Analysis A. For the purposes of determining deltas, analysis results are 
considered to have occurred as of the start-time of the analysis run.

Another way to view the time-shift (using results of an analysis begun at time A even 
though calculations were not finished until time Aa) is to compare it to classroom 
quizzes.

You take a quiz on Monday (comparable to Analysis A in the diagram) and another on 
Wednesday (Analysis B) and the teacher compares the scores on Friday (now).
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For the purposes of generating deltas, RedSeal freezes the state of the model at the time 
at which analysis starts. Even if Monday’s quiz, which begins at time A, is not scored 
until Tuesday, time Aa, it is still valid to use those scores when comparing the state of 
knowledge from Monday with the state of knowledge now.

However, since the time period is based on the Monday start time, configuration 
differences in the View Changes dialog will not take into account any data collections 
later than the start of analysis on Monday.

Host Groupings 
The right hand portion of the Risk page (above the Details Viewer panel) shows 
individual systems as rectangles, grouped according to your selections in the 
Organize control group in the Risk Map Controls panel in the left-hand column of 
the page.

As you pass the cursor over each rectangle, a data window shows the current Color 
By and Size By selections, plus the current host’s values for those selections.

If you double click on a host, the map will zoom in to display the group that contains it. 
Double click on it a second time to zoom in again to the inner group. Double click the 
right mouse button to zoom out.

A bread crumb trail in the upper right corner of the page reminds you of the current 
zoom factor. Home means the top level of the currently selected risk map.

Click on an element in the bread crumb string to zoom the display to that level of 
precision.

If you right click the mouse once, Zoom In and Zoom Out menu commands are 
added to the bottom of the data window that is displayed for the device.

Data Tables 
Data tables along the bottom of the page contain information about the currently 
selected host. See Details Viewer. 

The Reports Tab 
Information on RedSeal reporting is divided among the following TOPICS:

 Reports Tab Contents—information about the Reports tab in the RedSeal client 
application 
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 Web Portal—information about the RedSeal Web Portal, for viewing web-type 
reports in a web browser 

 Interactive Viewer—information about the Interactive Viewer component of the Web 
Portal 

 Reports and Dashboards—descriptions of individual reports 

 Editing and Deleting Existing Report Designs 

 Schedules 

 Creating Reports 

 Web Reports Design Editor 

 PDF Reports Design Editor 

 Report Data Types 

Reports Tab Contents 
The Reports tab consists of two pages, selected by buttons just below the RedSeal client 
application tab selectors:

 Report Designs—provides access to report design files, which define the contents 
and appearance of reports (this page will not be displayed when the currently 
logged-in user account has view permissions) 

 Report Documents—provides access to report documents, which are saved 
instances of generated reports 

Report designs are divided into collections listed in the left-side navigation pane. When 
you select a category, the contents pane shows the individual report designs available for 
that category.

RedSeal provides the following designs in a default installation:

Collection Contents
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Dashboards • Executive Summary 

• Network Model 

• Network Overview 

• Policy Compliance 

• Vulnerabilities Overview 

Device BPCs • Best Practice Violations 

• Best Practice Check Delta 

• Best Practice Check Violations 

• New Access Rule Cleanup report 

Vulnerability Management • Threat Query Delta 

• Threat Query Result 

• Threat Query Trends 

• Top Remediation Priorities 

• Internal Hosts Open to Attack 

• Scanned Coverage Gaps 

• High Risk Vulnerabilities 

Access Management • Access Query Delta 

• Access Query Result 

• Access Query Trends 

Security Model • System Model Issues 

• RedSeal Configuration 

Access Policy • PCI Section 1 Compliance 

RedSeal User Guide 9.4 319



Chapter 6: The User Interface 

Other • Security Posture 

• Summary of Risk Trend 

• Topo Image 

• New Other Report 

See Reports and Dashboards, for detailed descriptions of each of these default report 
designs.

When you create your own designs, they will be added to these collections.

See Creating Reports for detailed instructions.

Reports Tab Controls 
Operations on reports are initiated from a row of buttons on the Reports tab, centered 
over the main table that lists designs and documents, or from right-click menu items.

Functions available are:

 Create new report design 

 Edit existing report design 

 Customize a report design 

 Copy a report design 

 Run a report using the selected design 

 Import a report design 

 Go to the RedSeal web portal 

Buttons on the Report Documents page have text labels:

 Open—opens the report in the Web Portal or default PDF viewer (depending on 
report type) 

 Copy—copies the selected report document file into a new folder, making it 
available to other RedSeal user accounts 
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 Delete—deletes the selected report document file 

Importing Report Designs 
If you have access to report designs created outside of the RedSeal user interface 
(provided by RedSeal professional services, for example), you can import them using the 
Import button

Imported reports cannot be edited in the RedSeal report editor.

Report Types 
There are two types of RedSeal reports available to you:

 Web—when reports of type Web are run on demand they are generated as HTML 
files and displayed in a web application within your browser; recipients can 
customize the display of report contents (web type reports may sometimes be called 
ad hoc reports; web type reports are identified by an icon next to the report-type 
label in menus and tables. 

 PDF—when reports of type PDF are run on demand they are generated as PDF files 
by default and displayed in your computer system’s default PDF viewer (PDF type 
reports have no icon associated with them in menus and labels); if your client host 
does not have a default PDF viewer, the file will be written to %USERPROFILE
%/AppData/Local/Temp. 

To see report types, click the List View button and look for the Type column.

Note  The distinction between web and PDF reports is not absolute. Web-type reports 
can be scheduled to run and be delivered by email as PDF files, and PDF-type reports 
can be generated in either PDF or XML format. PDF reports will be displayed in your 
browser if you have installed the Adobe Reader browser plug-in and designated the 
Reader to be your default PDF viewer. The Web/PDF distinction refers to the report’s 
primary destination.

Editing and Deleting Existing Report Designs 
To edit an existing report design, select the design and click the Edit button.

To delete an existing report design, right click on it and select Delete from the menu.

You cannot edit or delete RedSeal-provided report designs of type Web, although you 
can add a cover page, as well as header and footer text.
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You can edit system reports of type PDF, but you must save your changes under a 
different name, which will leave the original report design unchanged. The renamed 
report design will be saved to your user-account folder.

Schedules 
To set or modify a schedule for automated generation of report instances at regular 
intervals, right-click on the report entry in the report design table and choose Schedule.

See:

 Create/Edit Schedule 

 Schedule Type 

 Delivery Options 

 Parameters 

Create/Edit Schedule 
When you create or edit a schedule, the New Schedule/Edit Schedule dialog is 
displayed.

This dialog consists of tabbed pages that let you set the frequency of report generation, 
choose delivery options, and set any parameters that are required by the specific report 
type being scheduled. 

Schedule Type 
A checkbox at the top of the Schedule Type tab lets you enable or disable the currently 
defined schedule.

Disabled schedules will not be deleted; you can re-enable them at any time.

Select a type of schedule:

 Time-based Schedule—report will be run at the specified intervals; select a 
frequency (daily, weekly, monthly, or on demand) and set the schedule using the 
controls that will be displayed under Schedule Details (controls vary according to 
schedule type); if the schedule is daily, you must click the Add button after setting 
the date/times in the Time of Day field to preserve the entered data 
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 After Each Analysis—report will be run automatically after each RedSeal analysis 
of your network 

 On Policy Event(s)—report will be run whenever a specified condition is met for a 
specified policy; select the policy (menu will show all policies that are enabled on the 
Zones & Policy tab) and choose whether the report is to run whenever a policy 
compliance check shows the policy passing (diagram on the Zones & Policy tab 
shows all green arrows), failing (diagram contains red arrows), or generating a 
warning (diagram contains yellow arrows) 

Delivery Options 
Use the Delivery Options tab to choose if you want the generated report emailed to a 
distribution list or saved to a folder. Saved files will be listed in the designated folder in 
the user interface and on the Web Portal.

You can also select report format.

Available formats vary according to report type, but in general Web type reports can be 
scheduled for delivery in PDF or CSV format, and PDF type reports in XML or PDF 
(with a few reports able to be generated in TSV format).

Enter an email address to be notified if there is an error generating the report, and, if 
saving to a repository, you can also choose to send a notification email to a separate 
distribution list.

To select a delivery option, check the following checkboxes:

 Send report to email(s)—enter a comma-separated recipient list in the text field 
and choose a format for the finished report document 

 Save to repository file—select a destination folder, enter a name for the report, 
and select a format 

Before you can configure the email distribution option, you must first configure your 
RedSeal server’s email service, on the Email tab of the System Settings dialog (Edit | 
System Settings).

If you want a notification email to be sent upon successful generation of the report, 
check the Notify... checkbox and enter one or more email addresses.

If you want a notification email to be sent if the report cannot be generated at the 
scheduled time, enter a single email address in the appropriate field. 
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Parameters 
Some of the RedSeal-defined system reports of type Web require parameters before they 
can be run.

Usually, these parameterized reports were intended as drill down reports to be invoked 
by other reports that automatically provide the necessary parameter data.

If you know the correct value for the parameters, you can also generate these 
parameterized reports by automated schedule.

Some reports take as a parameter the date-time stamp representing the start of a RedSeal 
analysis, in the form YYYY-MM-DD HH:MM:SS (specify hour as a number between 0 
and 23).

You can find the date and time of the most recent successful run of analysis by clicking 
the Last Analysis link on the RedSeal Home tab.

You can also find a list of prior runs of analysis in the Time Period group on the 
Risk tab, under Risk Map Controls.

Some reports require you to select an access query from a list of queries. This list contains 
some queries defined by RedSeal, and it will contain access queries you have designed 
and saved using the Security Intelligence Center/Manager dialogs. 

Creating Reports 
Choose a report category in the left-hand pane of the Reports tab and click the New 
Report button (or click on the Create Report thumbnail) and select a report design a 
Data Type and Report Type from the menus.

Some reports also show a Query field, with associated Browse and New buttons.

Use these controls to select a database query that will provide the information needed for 
the report. Queries can be selected from a collection you have previously created and 
saved in the Security Intelligence Manager, or you can click the New button to create 
a query.

See Create New Queries.

When you click the Add button, one of two different Create Design dialogs will open, 
depending on the type of design you are creating.

If you are creating a Web type report, the dialog will consist of a selection of tabbed 
pages. The number and function of these tabbed pages varies according to the type of 
report being created.
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See Web Reports Design Editor.

If you are creating a report of type PDF, the dialog will consist of two different tabbed 
pages.

See PDF Reports Design Editor.

Web Reports Design Editor 
The Web Reports design editor dialog contains some mix of these tabbed pages (not all 
reports use all tabs):

 General 

 Fields 

 Filters 

 Metrics 

 Chart 

 Topology 

Buttons at the bottom of the design editor can be used at any stage, from any of the 
tabbed pages.

The Run Report button will generate an instance of the report without saving the 
design.

The report will be generated using current selections for the parameters set on the Field, 
Sorting, Metrics, and Chart tabs. If you have not set any of these parameters, default 
settings will be used. This could result in lengthy processing times, and the generated 
report may not be meaningful.

The Save button will save the report design in its current state without running the 
report.

General 
Enter a name for the report and an optional description on the General tab. The report 
cannot be saved until you have entered a name.

This value will be displayed as the title at the top of the generated report and will be used 
to identify the report on tabs in the web browser.
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Text entered in the Description field will be displayed in the Description column of the 
table of reports in the RedSeal user interface. It will also appear at the top of the 
generated report.

When creating a new report, the dialog will have a Location drop down menu. Select 
the location where you want the new report to be created. The menu will contain all 
folders accessible by your user account. This menu will not be displayed when editing 
existing reports. 

Use the Visible to drop down menu to specify who can see the report.

Fields 
The Fields tab of the interactive report editor dialog is where you select the fields you 
want to appear in your report, from the list of fields associated with the selected data 
type.

See Report Data Types for lists of available fields.

Currently selected fields will be listed in the table.

To add or delete fields from the selected list, click the Edit button below the table’s lower 
left corner and use the Select Report Columns dialog to move fields into or out of the 
Selected Fields list and to rearrange the order in which they will be shown in the 
report.

Use the group controls to enable or disable grouping of data in the report, and to select 
fields to be used as group criteria. Click the green + sign to add additional grouping 
criteria.

Use the Display Options controls to limit the amount of data displayed in the report. 
You can limit the number of rows that will be shown in the report (first 100 of 10,000 
vulnerabilities, for example), and you can limit the number of rows that will be shown 
for each group in the report (group by hosts, then show first 10 vulnerabilities for each, 
for example).

If you select the Hide regular rows checkbox, the report will show only header rows 
summarizing the contents, not the actual content rows.

Click on a Sort button in the table to sort by that row, then click in the Order column 
to select ascending or descending. 
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Filters 
On the Filters tab, select a field name from the Match drop down menu, then specify 
filter conditions using the controls that appear.

Click the green + sign to add additional filters.

These controls vary according to field type (string, integer, boolean value). Filter 
conditions use SQL syntax (% for wildcard characters, for example).

Some report types require you to selected an analysis period, or range of analyses, from 
which data will be acquired for the generated report.

Use the View/Group Filter controls to constrain the report to a specified view or group 
defined in the RedSeal user interface.

Subgroups 
When you select a view or group, you must also specify a number of subgroups (default 
is 1).

This value determines how many additional columns will be added to the report to 
identify nested groups within your selected view or group.

These additional columns will be used to organize data in the generated report as 
specified on the Groupings tab in the report editor dialog.

For example, in the client interface, go to the Groups editor and create a subgroup 
named subgroupOne in the Assets view, then create a subgroupTwo inside the 
subgroupOne group:

Assets

‘--subgroupOne
       ‘--subgroupTwo
Populate subgroupTwo with hosts that have
                  vulnerabilities.

Return to the Reports tab and create a vulnerabilities report. In the report editor, do the 
following:

1. On the Filters tab, enable and click the view/group filter button. 
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2. Select the Assets view and enter a subgroup count of 2. 

3. On the Fields tab, choose Selected Group in the Group Report By menu. 

4. Save and run the report. 

The first column identifies the name of the view or group that was selected in the Select 
View/Group dialog. The second and third columns represent the two nested groups. 
(Had you entered a number greater than 2, there would be additional columns.) 

Metrics 
The metric objects created on the Metrics tab define values—item counts, for example
—that will be available to you when constructing charts. These values will also be shown 
in grouping labels in the body of the report. 

The Metrics tab’s Select Fields menu contains all of the fields available to the report, as 
defined on the Fields tab.

Values can be one of the following types, selected by the To Calculate menu, which will 
contain only the types appropriate for the kind of field selected:

 Sum—sum of all values for members of a group defined on the Grouping tab 

 Count—numerical count of instances 

 Average—sum of values for all members of the group (defined on the Grouping 
tab) divided by number of group members 

 First—identifies the first occurrence of the specified field (see Metrics in 
Vulnerability Report) 

For certain types of data, the distinction between sum and average won’t have much 
meaning, although the report will display them if configured to do so.

For example, if you use Host Name as the grouping selection and select Risk in both 
the sum and average columns in the Metrics tab, the report will show a sum and an 
average for each host. But, since there is only one host in each Host Name group, sum 
and average will be the same.

The count of one type of item will be the same as the count for any other type of item 
within the same category.

Count metrics, whether labeled count of hosts or count of IP addresses, will have same 
numerical value. It may not make sense to define count metrics for both fields, since they 
will show the same value.
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However, you may find it useful to create a count of hosts and a first of analysis times.

These metrics will appear in the group heading row of a report.

Metrics are also used for charts.

See Chart.

The default Count metric is referenced by the default chart specification. If you delete 
this metric, you must also go to the Chart tab and either associate a new metric with the 
chart or specify no chart for the report. You cannot save the report design while there is a 
reference to a non-existing metric. 

Chart 
Use the Chart tab to add bar, column, pie, or trend graphs to your report.

Chart units are keyed to the selections you have made on the Grouping and 
Metrics tabs of the editor—pie wedges for a pie chart and X-axis for bar or column 
charts are keyed to selections on the Grouping tab, for example; pie values and Y-axis 
increments are keyed to settings you have made on the Metrics tab.

Trend graphs are visible only in html versions of the report. They cannot be exported to 
PDF format. To share a report with a trend graph, schedule the report to be saved to a 
repository in .rptdocument format. A link to the report will be sent to recipients on the 
email notification list and the report can be viewed in a web browser. 

Customize 
The Customize tab is displayed only when the report is of type Trends in Traffic 
Metrics in the Dashboards collection.

You can have multiple trend charts in a report. Each chart constitutes a group in the 
report.

Give the group a name and click the Add Query button to associate the chart with a 
query that has been defined in RedSeal’s security intelligence tools.

Click the Add Group button to add an additional chart, or the Delete Group button 
to remove a chart from the report.

RedSeal User Guide 9.4 329



Chapter 6: The User Interface 

Topology 
The Topology tab is displayed if the report is able to include a topology map.

The tab lets you choose whether the report should include or exclude the map image, 
and to select the topology layout to be used when generating the map for the report.

A new image will be generated each time the report is run, using the selected layout. This 
image will be the basis for the image displayed in the report. The actual image will be 
zoomed in to show the region of the topology in which threat or access arrows are 
present.

By default, the layout designated as the system layout will be used.

You can select a different image, by clicking the Select button.

When you select a layout, a preview of that map will be displayed in the Topology tab of 
the Create Design dialog. There is no preview image available for the default system 
layout.

See:

 Topology Maps in Reports 

 Save Layout  

PDF Reports Design Editor 
Use the Parameters tab to set parameters for the report. Parameters are described in 
Viewing PDF-Type Reports.

Queries 
The Network Access and Threats report types require the selection of a database query 
which specifies criteria for the report, including source and destination endpoints, ports, 
protocols, and IP address ranges.

Click the Browse button to select from existing database queries (either those provided 
by RedSeal or queries created and saved in the Security Intelligence Center or 
Security Intelligence Manager dialogs. Click the New button to open the Security 
Intelligence Center to create a new query.

For more information about queries, see Security Query Manager and Security Intelligence 
Center. 

330 RedSeal User Guide 9.4



The Reports Tab 

Trend Reports 
Trend reports contain drop-down menus which you can use to narrow the focus of the 
report contents.

When you run a trend report (select Access Query Trends or Threats Query 
Trends in either the RedSeal user interface or the Web Portal), you will be asked to set 
the following parameters before the report can be generated:

 Summary Field—determines the objects (hosts or vulnerabilities, for example) for 
which trending will be graphed 

 Access (or Threat) Query—database query to be used to retrieve data (query must 
have been previously defined in the Security Intelligence Manager and saved with 
the Track checkbox selected) 

 Result Grouping—group defined for the query in the Security Intelligence 
Manager 

The No value checkboxes displayed on the web page are automatically generated by the 
reporting engine and mean that no value will be passed to the report. Selecting this 
checkbox is functionally equivalent to selecting the empty line in the drop-down list. For 
the Access/Threat Query item, however, a no value selection will result in an empty 
report since a query is a required parameter for this report.

Flash 
To view trend reports in your browser, you must install Adobe Flash.

Grouping Selection for Trend Reports 
After the trend report is generated, you can reset the data selection parameters by using 
the following controls displayed in the report body:

 Grouping Selection—lists groups defined as Grouping Criteria when the query 
was created in the Security Intelligence Manager; menu selections are the same as 
the selections shown in the Result Group menu in the parameter list; see Grouping 
Criteria 

 Count of—data point you want trended by this report; initial selection was set by 
the Summary Field in the parameter list 
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 Group—menu lists values appropriate to the data type defined by the Group 
By menu in the Security Intelligence Manager 

 Subgroup—menu lists values appropriate to the data type defined by the Subgroup 
By menu in the Security Intelligence Manager 

If you change the Grouping Selection value, click the Show button associated with 
that menu to refresh the contents of the Group and SubGroup lists.

If you change either the Grouping Selection or the Count of menu choice, click the 
Show button at the far right to refresh the data points that make up the trend graph.

Trend graphs will show one data point for each run of analysis after the creation of the 
query. The first datapoint in the graph represents the data in the database at the time of 
query creation.

The Endpoint Data Tab 
Search and view data imported into RedSeal from multiple sources, and compare host 
coverage between endpoint sources.

 Search endpoint data that matches given criteria.

 View a chart to quickly see the percentage and number of hosts each endpoint 
source knows about.

 Compare host coverage between endpoint sources to know which hosts one source 
sees that another does not see.

 Export search results to a spreadsheet.

Endpoint details can be deleted by source from System Settings > Asset Tracking. 
Hosts imported by a source can also be deleted.

See:

 Searching Endpoint Data 

 Specify Endpoint Search Criteria 

 Select Columns to Display in Search Results 

 Compare Host Coverage by Endpoint Source 

 Find Hosts without Endpoint Data 

 Export Endpoint Results 
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 Delete Endpoint Details and Hosts 

Searching Endpoint Data 
Search endpoint data for indicators of compromise. The overall process to collect and 
search endpoint details is as follows.

1. Import endpoint data in CSV format into RedSeal using the Extended Host 
Details plugin or any of the existing scanner plug-ins.

2. From Endpoint Data > Endpoint Search choose how you want to match the 
results. 

3. Add search criteria for each source using key-value pairs, and define the search scope 
using relational operators.

4. If you want to view specific endpoint details in the search results, you can select 
which columns to display. 

5. Run the endpoint search query. 

RedSeal searches endpoint data and displays the results. By default, IP Address and 
Host Name columns are displayed in addition to any specified columns. If 
imported data does not include a host name, IP address is used.

6. Export results to a spreadsheet if desired. 

See:

 Specify Endpoint Search Criteria 

 Select Columns to Display in Search Results 

 Compare Host Coverage by Endpoint Source 

 Find Hosts without Endpoint Data 

 Export Endpoint Results 

 Delete Endpoint Details and Hosts 

Specify Endpoint Search Criteria 
Specify search criteria for each endpoint source using key-value pairs and relational 
operators to define the search scope. 

Prerequisite:Import endpoint data using the Extended Host Details plug-in or any 
RedSeal scanner plug-in. See the RedSeal Data Import Plug-ins Guide for plug-in details.
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Note  Existing host data is overwritten only when importing from the same endpoint 
source.

1. From Endpoint Data > Endpoint Search, choose how you want to match the 
results.

2. Choose an endpoint source from the dropdown.

3. Specify a key-value pair and search scope as follows.

a) Select a key. In the Select Keys window, expand the list for the selected 
endpoint source and choose a key.

Note  Keys are based on columns included in the CSV file that you import with 
the Extended Host Details plug-in. RedSeal also provides keys for values it 
uses when calculating risk, which you can add to your search criteria.

b) Choose a relational operator to apply to the key-value pair. A type-ahead list 
displays when you use the “=” operator.

c) Choose a value from the dropdown or type a value in the Value field. 

If you are using the equals operator, autocompletion provides possible choices to 
select. For typed values, the wildcard character “*” can be used at the start and 
end of a string.

Examples of typed value formats for the following keys are

• Key: applications, Value: facebook 

• Key: location, Value: japan 

• Key: file name, Value: *report 

• Key: os, Value: win* 
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• Key: depth, Value: 1 

4. You can select columns to display in the table. By default, Host Name and Host IP 
columns display. To display additional columns, select them by endpoint source in 
the Select Keys window.

5. To specify additional search criteria, such as RedSeal key-value pairs used in risk 
calculation or to search data from multiple endpoint sources, choose Add Search 
Criteria. 

Use relational operators in added search criteria to define the search scope. For 
example, you might want to view assets with a downstream risk greater than 300 and 
less than 400, or see all hosts with a risk score greater than 400 within a specified 
group.

See:

 Searching Endpoint Data 

 Select Columns to Display in Search Results 

 Compare Host Coverage by Endpoint Source 

 Find Hosts without Endpoint Data 

 Export Endpoint Results 

 Delete Endpoint Details and Hosts 

Select Columns to Display in Search Results 
Specify endpoint data you want to appear in search results by choosing columns to 
include in the table.

1. Set up search criteria using key-value pairs and relational operators.

2. Enable Include columns from search criteria to ensure columns associated with 
your search criteria are automatically included in the results.

3. To include additional details in results, click Select and, in the Select Keys window, 
choose columns by endpoint source.

As you select columns, they appear in the column selection field as source->column. 
For example, Redseal->Depth or Crowdstrike->location.
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4. Select Search to run the query.

Search results appear in the Results pane. By default, columns for Host Name and 
Host IP are included in addition to any columns you specified.

Results can be exported to a spreadsheet.

See:

 Searching Endpoint Data 

 Specify Endpoint Search Criteria 

 Compare Host Coverage by Endpoint Source 

 Find Hosts without Endpoint Data 

 Export Endpoint Results 

 Delete Endpoint Details and Hosts 

Compare Host Coverage between Endpoint Sources 
Use the bar graph in Endpoint Data > Host Coverage to quickly see the total number 
of hosts and the percentage each endpoint source knows about. You can also compare 
host coverage between sources to know which hosts one source sees that another does 
not see.

Prerequisite: You must first import endpoint data using Extended Host Details plug-
in or any RedSeal scanner plug-in. See the RedSeal Data Import Plug-ins Guide for plug-
in details.

Note  Existing host data is overwritten only when importing from the same endpoint 
source. 

To compare host coverage between sources:

1. Choose from the Show hosts seen by Source...But not by Source dropdowns.
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2. Select columns to display in the results. By default, Host Name and Host IP 
columns display. To display additional columns, select them by endpoint source in 
the Select Keys window.

3. Click Search.

Search results display host details only the first selected source knows about. Blank 
columns for the second source indicate that source does not have information about 
a host.

By default, columns for Host Name and Host IP are included in addition to any 
columns you specify.

4. If you want to view a list of hosts that are not seen by any of the sources, choose 
None from the Show hosts seen by Source dropdown.

See:

 Searching Endpoint Data 

 Specify Endpoint Search Criteria 

 Select Columns to Display in Search Results 

 Find Hosts without Endpoint Data 

 Export Endpoint Results 

 Delete Endpoint Details and Hosts 

Find Hosts without Endpoint Data 
View a list of hosts that no longer have data associated with them.

1. From Endpoint Data > Host Coverage enable the Find hosts not seen by any 
source check box and click Search. 

All other selectors in the window are disabled, and hosts without endpoint data are 
listed in results table.

See:

 Searching Endpoint Data 

 Specify Endpoint Search Criteria 

 Select Columns to Display in Search Results 

 Compare Host Coverage by Endpoint Source 
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 Export Endpoint Results 

 Delete Endpoint Details and Hosts 

Export Endpoint Results 
Export results to a spreadsheet.

1. Click the Export icon at the top right of the results table.

2. Name the file and save it to a specified location.

See:

 Searching Endpoint Data 

 Specify Endpoint Search Criteria 

 Select Columns to Display in Search Results 

 Compare Host Coverage by Endpoint Source 

 Find Hosts without Endpoint Data 

 Delete Endpoint Details and Hosts 

Delete Endpoint Details and Hosts 
Delete endpoint details by source and the hosts imported by that source. This allows you 
to remove outdated or inaccurate host details that were imported or to remove a source 
you no longer use.

1. From System Settings > Asset Tracking tab, choose a source from the dropdown, 
then choose Delete Endpoint Data.

A confirmation message asks if you want to permanently delete endpoint details for 
the specified source. If you choose to continue, endpoint details for the specified 
source will be permanently deleted, and a window opens to display a list of hosts 
imported exclusively by that source, giving the option to also delete hosts imported 
by the source.

2. To delete hosts imported exclusively by the specified source, check the boxes next to 
hosts you want to delete.

Note  If endpoint details can be seen by other sources, hosts will not be deleted.

See:

338 RedSeal User Guide 9.4



The Endpoint Data Tab 

 Searching Endpoint Data 

 Specify Endpoint Search Criteria 

 Select Columns to Display in Search Results 

 Compare Host Coverage by Endpoint Source 

 Find Hosts without Endpoint Data 

 Export Endpoint Results 

TRL Updates 
When the icon associated with the TRL in the Status panel is a question mark (?), you 
may want to update to a newer version before running analysis.

Note  A newly installed server has a default TRL, but vulnerabilities age quickly. You 
should always use the latest TRL, which can be obtained from the support area of the 
RedSeal web site, https://www.redsealnetworks.com/support. Download the file to a 
location that is accessible from the RedSeal client.

Click on the TRL link in the status pane to open the Data Import dialog, select the 
Threat Reference Library (TRL) data type, and navigate to the location of the new TRL 
to be loaded. 

Automatic TRL Updates 
You can also create a RedSeal scheduled task to update the TRL automatically. See the 
RedSeal TRL chapter of the RedSeal Data Import Plug-ins Guide.

Adding and Editing Vulnerabilities 
You can edit the vulnerabilities in the TRL, to do things like change the CVSS Temporal 
Score. You can also add new vulnerabilities, for example zero-day vulnerabilities. If a 
vulnerability is going to impact your network but it has not yet been added to the 
RedSeal TRL, you can add it yourself.

Your changes to the TRL are persistent. They are not overwritten the next time a new 
TRL is uploaded.

Editing Vulnerabilities 

1. Create a CSV file. 
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2. Add an entry for the CVE you want to edit, using the TRL Update format below, 
and including whatever changes you want to make. 

3. From Data Import > File Import > Other, import the CSV. Select either Auto-detect 
or RedSeal XML and CSV plug-in. 

Example format for the edited CVE:

application/x-RedSealv8.0+csv
 
TRLUpdate
 
Command,UniqueID,VulnerabilityID,Description,Severity,Tem
poralScore,BaseScore,Vector,Range,LossTypes,Leapfrogable,
PublishedDateUpdate,,CVE-2014-0160,,,7,,,,,,
 

See the RedSeal API Guide for details on assigning values.

Adding Vulnerabilities to the TRL 

RedSeal creates the TRL from the National Vulnerability Database (NVD). You can add 
new vulnerabilities, zero-day vulnerabilities, to the TRL before they appear on the NVD. 

There are two steps to adding vulnerabilities to the TRL:

1. Create a TRL Update CSV file with the new vulnerability. 

2. Create a CSV file that associated the vulnerability with applications on your hosts. 

Create a New Vulnerability 

1. Create a CSV file. 

2. Add an entry for the new vulnerability, using the format below. 

3. From Data Import > File Import > Other, import the CSV. Select either Auto-detect 
or RedSeal XML and CSV plug-in. 

Formatting for New Vulnerabilities 

Required attributes: 

 Vulnerability ID 

 Description 

 CVSS Temporal Score 
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 CVSS Vector 

Optional Attributes: 

 Severity 

 Range Type 

 Loss Type 

 Leapfroggable 

 UniqueID (900000 - 999999) 

 Base Score 

Format the vulnerability ID as a namespace sequence, where namespace is a string. You ‐
cannot use CVE as the namespace string; CVE is reserved. The format must be 
<namespace=2 or 3 characters>-<8 digits>-<8 digits>. For example, JGM-18899333-
11009999 .

See the RedSeal API Guide for details on assigning values and rules for formatting IDs.

Example format for new vulnerabilities:  

application/x-RedSealv8.0+csv
 
TRLUpdate
 
Command,UniqueID,VulnerabilityID,Description,Severity,Tem
poralScore,BaseScore,
Vector,Range,LossTypes,Leapfrogable,PublishedDate
 
Create,,JGM-1893-1099,This is a very serious 
vuln1099,HIGH,8,8,
(AV:N/AC:L/Au:N/C:P/I:N/A:N),NETWORK,AVAILABILITY 
SECURITY_PROTECTION,Y,
2011-03-07
 
Create,,JMM-1893-3377,This is a very serious ZD 
vuln,HIGH,10,8,
(AV:N/AC:L/Au:N/C:P/I:N A:N),NETWORK,AVAILABILITY,Y,2014-
01-05

Associating Vulnerabilities with Applications 

Map the new vulnerability to an application on one or more hosts in your network. 
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1. Create a CSV file. 

2. Add an entry for the new vulnerability, using the format below. Each row is one 
vulnerability mapped to an app on a host or device. 

3. From Data Import > File Import > scanner, import the CSV. Select Auto-detect or 
ScanCSV. 

Example formatting for associating vulnerabilities with applications:  

The following CSV file associates a zero day vulnerability (JGM 1893 1099) to an ‐ ‐ ‐
application on a host named Eng_Web_Server:

Host,IP,Mask,DeviceType,Vendor,App,Version,Proto,Port,CVE
ID,isConfirmed,ScanVendor,ScanVulnName,ScanVulnID,ScanVul
nComment,scanvulnremediation,ScanDate
 
Eng_Web_Server,172.16.1.152,255.255.255.0,HOST,,MyApp,2,T
CP,80,JGM-1893-1099,TRUE,None,ZDV 99,456,,Remediation 
text for ZVD 99,2015-06-02
 
Eng_App_Server,172.16.1.133,255.255.255.0,HOST,,NiceApp,3
.5,TCP,51,JMM-1893-3377,TRUE,None,ZDV 
3377,457,,Remediation text for ZVD 3377,2015-06-02
 
Eng_Mail_Server,172.16.1.193,255.255.255.0,HOST,,MyApp,2,
TCP,80,JGM-1893-1099,TRUE,None,ZDV 99,456,,Remediation 
text for ZVD 99,2015-06-02
 
Eng_Oracle_Server,172.16.1.251,255.255.255.0,HOST,,Oracle
App,2,TCP,2320,JMM-1952-6542,TRUE,None,ZDV 
97,540,,Remediation text for ZVD 97,2015-06-02

Report Data Types 
Reports are created using the report data types provided by RedSeal on the Report 
Design tab as structural templates.

Data types are divided according to report category. Select a category in the left hand 
navigation panel, double (or right) click on the Create Report thumbnail (or click the 
Create Report button in the tool bar—the green plus sign), and select a data type from 
the drop down menu in the dialog that opens.
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Note  Be cautious when experimenting with new reports. If the network is large and 
RedSeal has been accumulating data for a significant length of time, the database will be 
large. Some reports, when run with default selections, can be huge and take a long time 
to run.    

Data types, by category, are:

 Dashboards 

 Configuration Management 

 Vulnerability Management 

 Access Management 

 Security Model 

 Access Policy 

 Other 

Dashboards 
When you select the Dashboards report category and open the Create Report dialog, 
there is a single data type available:

 Trends in Traffic Metrics 

Trends in Traffic Metrics 
The Trends in Traffic Metrics data type creates a custom report similar to the 
dashboards.

Click the Add Group button on the Customize tab to add a section to the report. (The 
term group in this dialog refers to sections of the report. It is not related to RedSeal 
groups created in the Manage Views and Groups dialog.)

Enter a label in the Group Title field. This will be the text shown as the section heading 
in the report.

Configuration Management 
When you open the Create Report dialog in the Configuration 
Management category; the data types available are:
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 Network Device Best Practice Checks 

 External Configuration Checks 

 Changes Between BPC Analyses 

 Device Configuration Issues 

Network Device Best Practice Checks 
When you select Network Device Best Practice Checks on the Select Report 
Type menu, the Create Report dialog for Web-type reports opens, with the following 
fields selected:

 Device Name 

 Import Date 

 Last Changed Date 

 Source Timestamp 

 Primary Capability 

 Title 

 Check ID 

 Status 

 Severity 

 Summary 

 Descriptions 

You can also add the following fields

 Check ID Num 

 Check ID Prefix 

 Configuration Details 

 Date of First Violation 

 Date of Last Violation 

 Failure ID 

 OS Version 
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 Operating System 

 Pass ID 

 Remediation 

 Trouble Ticket 

External Configuration Checks 
The External Configuration Checks data type can be used to generate a report that 
itemizes Common Configuration Enumeration (CCE) issues.

CCEs are similar to the Common Vulnerability and Exposures (CVE) ID. CCEs identify 
device configuration issues similar to the way CVEs identify vulnerability issues.

For information about CCE structure and syntax, see http://cce.mitre.org. RedSeal uses 
the cce-list.xml published on that site as the CCE reference.

Currently, RedSeal is able to use CCE data only from a Nessus Professional Feed scan 
report.

When you select the External Configuration Checks data type, the Create Report 
dialog for Web-type reports opens with the following fields selected:

 CCE ID 

 Description—text from CCE describing the configuration issue 

 Platform—type of device susceptible to the CCE issue 

 Technical Mechanism—CCE-identified means by which the configuration issue can 
be implemented 

 Technical Reference—CCE-provided references for more information about the 
issue 

 Issue Creation Date—date a scanner report containing the issue was imported into 
RedSeal 

 Vendor Name—name of scanner vendor 

You can also add the following fields to the report:

 Host Name—name of the host in the network associated with the CCE 
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 Issue Actual Value—currently configured value that caused the system to be non-
compliant (see Issue Expected Value); 

 Issue Expected Value—the expected value, which, if configured, would make the 
system compliant (see Issue Actual Value) 

 Issue Removal Date—date the scanner report in which a previously seen issue is no 
longer present was imported into RedSeal 

 Modified Date—date the published CCE was last modified as reported by the 
scanner 

 Parameter—parameter required to implement a CCE 

 Published Date—date the published list of CCEs was modified as reported by the 
scanner 

 Status—status of the issue as reported by the scanner; can be one of: 

 PASSED 

 FAILED 

 ERROR (scanner was unable to conduct the policy compliance test) 

 Vendor Compliance ID—identifier of the issue in the scan report 

 Vendor Compliance Name—text string identifying the issue in the scan report 

Changes Between BPC Analyses 

 When you select the External Configuration Checks data type, the Create 
Report dialog for PDF-type reports opens with a single report template available on 
the Select Report Type menu: Changes in Best Practice Violations 

Device Configuration Issues 
When you select the External Configuration Checks data type, the Create 
Report dialog for PDF-type reports opens with the following report templates available 
on the Select Report Type menu:

 Access Rule Cleanup 

 Examples of Best Practice Violations 

 Per Device Best Practice Violations 
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 Summary of Best Practice Violations 

Vulnerability Management 
When you open the Create Report dialog in the Vulnerability Management category, 
the data types available are:

 Threats 

 Vulnerabilities 

 Changes Between Vulnerability Analyses 

 Single Host Threat Detail 

 Single Host Vulnerability Detail 

 Host Level Risks 

Threats 
When you select the Threats data type, a Query field will be displayed, with 
Browse and New buttons. Use the Browse button to locate an existing query (defined 
in the Security Information Manager dialog) or the New button to open the Security 
Information Manager’s Create New Query dialog. Existing queries include a 
selection of queries created by RedSeal and queries created and saved in the Security 
Information Manager dialog. See Security Query Manager for information on queries.

A Select Report Type drop down menu will also appear, offering the following report 
types:

Threat Posture at Last Analysis—constructs a report itemizing sources of threats to 
your network; the report will be in the form of a table with the following fields (default 
list; more can be added by clicking the Edit Fields button on the report editor’s Fields 
tab):

 Source Subnet 

 Source Address 

 App Protocol 

 Destination App Port 

 Application Name 

 Destination Host Name 
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 Destination Subnet 

 CVE ID 

 Pivotable 

 CVSS Base 

 NVD Description 

You can add the following fields:

 Analysis Date 

 CVSS Temporal 

 CVSS Vector 

 Destination Address 

 Destination Host... 

 Attack Depth 

 Attack Posture 

 Downstream Risk 

 Exposure 

 Import Date 

 on Attack Graph (host is vulnerable to direct or indirect attack from an 
untrusted subnet) 

 Operating System 

 Owner 

 Owner Email 

 Risk 

 Scan Date 

 Value 

 Discovered Date 

 Impact (NVD loss type: value will be some combination of A for availability, C for 
confidentiality, I for integrity, S for security protection) 

 Published Date (date published in the NVD) 
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 Ranges (some combination of NVD ranges: L for local, M for local network, N for 
network, U for user-initiated, such as an email trojan horse) 

 Scanner Comment 

 Scanner Remediation 

 Severity 

 Source Host... 

 (same list as for Destination Host) 

 Trouble Ticket 

 Vuln Exploitable 

 Vulnerability Type 

Threat Changes Between Last Two Analyses—compares threat sources between two 
analyses runs in a tabular chart; available fields are the same as for the Last Analysis 
report type.

Trend of Threat Results—displays a trend report, based on data retrieved by the query 
you select

Vulnerabilities 
When you select the Vulnerabilities report type, the Create Report dialog for Web-
type reports opens, with these fields selected:

 Vulnerability 

 CVE References 

 Host Name (mapped hosts only; see Unmapped) 

 Scan Date 

 Downstream Risk 

 Attack Posture (exposure to attack: direct, indirect, or protected) 

 Application Name 

 Application IP 

 Vuln Exploitable 

 Leapfroggable (can host be used to enable attacks deeper into the network?) 
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 CVSS Base 

 Scanner Description 

 Analysis Time 

 Operating System 

Additional columns can be added by clicking the Edit Fields button on the report 
editor’s Fields tab:

 Application Version 

 Attack Depth (how many computer systems must be compromised before this 
system can be attacked?) 

 CVSS Temporal 

 CVSS Vector 

 Discovered Date (date entered into the NVD) 

 Exposure 

 Impact 

 Import Date 

 Owner Email (computer system owner’s email, as reported by scanner) 

 Owner Name (computer system’s owner, as reported by scanner) 

 Port Number 

 Port Protocol (UDP or TCP) 

 Primary Address 

 Primary Subnet 

 Published Date 

 Ranges 

 Risk 

 Scanner Remediation (suggestions from your vulnerability manager for remediation) 

 Severity 

 Trouble Ticket (yes or no) 

 Value 
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 Vendor Name 

 Vuln Name 

Changes Between Vulnerability Analyses 
When you select the Changes Between Vulnerability Analyses data type, the Create 
Report dialog for PDF-type reports opens with a single report template available on the 
Select Report Type menu: Changes in Host Threat Profiles.

Single Host Threat Detail 
When you select the External Configuration Checks data type, the Create 
Report dialog for PDF-type reports opens with a single report template available on the 
Select Report Type menu: Threat Detail.

Single Host Vulnerability Detail 
When you select the External Configuration Checks data type, the Create 
Report dialog for PDF-type reports opens with a single report template available on the 
Select Report Type menu: Remediation Details.

Host Level Risks 
When you select the External Configuration Checks data type, the Create 
Report dialog for PDF-type reports opens with the following report templates available 
on the Select Report Type menu:

 High Interest Hosts (Critical Servers) 

 Scanned Coverage Gaps 

Access Management 
When you open the Create Report dialog in the Access Management category, there 
is a single data type available: Network Access.
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Network Access 
When you select the Network Access data type, a Query field will be displayed, with 
Browse and New buttons. Use the Browse button to locate an existing query (defined 
in the Security Information Manager dialog) or the New button to open the Security 
Information Manager’s Create New Query dialog. Existing queries include a 
selection of queries created by RedSeal and queries created and saved in the Security 
Information Manager dialog. See Security Query Manager for information on queries.

A Select Report Type drop down menu will also appear, offering the following report 
types:

 Last Analysis 

 Change Between Last Two Analyses 

 Trend of Access Results 

Last Analysis 
When you select the Last Analysis report type, choose or create a query, and click the 
Create Report button, the Create Design dialog for Web-type reports opens, with the 
following fields selected:

 Source Subnet 

 Source Host Name 

 Source Address 

 Protocol 

 Destination Port 

 Destination Address 

 Destination Host Name 

 Destination Subnet/Device Name 

 L7 App ID 

You can also add the Source Port field.
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Change Between Last Two Analyses 
When you select the Change Between Last Two Analyses report type, choose or create 
a query, and click the Create Report button, the Create Report dialog for Web-type 
reports opens, with the following fields selected:

 Access Delta 

 Source Subnet 

 Source Host Name 

 Source Address 

 Protocol 

 Destination Port 

 Destination Address 

 Destination Host Name 

 Destination Subnet/Device Name 

 L7 App ID 

You can also add the Source Port field.

Trend of Access Results 
When you select the Trend of Access Results report type, choose or create a query, and 
click the Create Report button, the Create Report dialog for Web-type reports opens. 
There are no fields available for trend reports. See Trend Reports.

Security Model 
When you open the Create Report dialog in the Security Model category; the data 
types available are:

 Model Issues 

 Network Device 

 IPv6 Network Device 
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 Inventory 

Model Issues 
When you select the Model Issues data type and click the Create Report button, a 
Create Report dialog for Web-type reports opens, with the following fields selected:

 Model Issue Title 

 Summary 

 Device/Host Name 

 Device Type 

 Interface IP address 

 Device Last Imported 

 Device Last Modified 

 Repository Timestamp 

 Description 

 Subnet IP/Mask 

You can also add the following fields:

 Interface Name 

 Interface Subnet Mask 

 Model Issue ID 

 Subnet Description 

 Subnet Type 

Network Device 
When you select the Network Device data type and click the Create Report button, a 
Create Report dialog for Web-type reports opens, with the following fields selected:

 Device Name 

 Import Date 
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 Last Changed Date 

 Source Timestamp 

 Primary Capability 

 Operating System 

You can also add the following fields:

 Application IP Address 

 Application Name 

 Application Port Number 

 Application Port Protocol 

 Interface Description 

 Interface IP address 

 Interface name 

 Interface Subnet Mask 

 OS Version 

IPv6 Network Device 
When you select the IPv6 Network Device data type and click the Create 
Report button, a Create Report dialog for Web-type reports opens, with the following 
fields listed:

 Device Name 

 IPv6 Interface name 

 IPv6 Address 

 Mask Length 

 Inbound ACL Name 

 Outbound ACL Name 

 Import Date 

 Last Changed Date 

 Operating System 
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 OS Version 

 IPv4 Peer 

Inventory 

 When you select the Inventory data type and click the Create Report button, a 
Create Report dialog for PDF-type reports opens, with the following items listed 
on the Select Report Type menu: 

 Computer Systems 

 Subnets 

Access Policy 
When you open the Create Report dialog in the Access Policy category; the only data 
type available is Policy.

The Select Report Type menu contains these PDF-type report templates:

 Compliance 

 Compliance by Group 

 PCI Section I Compliance 

 Rules 

Other 
When you open the Create Report dialog in the Other category; the data types 
available are:

 Diagnostics 

 Summary 

Diagnostics 
When you select the Diagnostics data type, the Select Report Type menu contains 
these PDF-type report templates:

 Analysis 
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 Server 

Summary 
When you select the Summary data type, the Select Reports Type menu contains 
these PDF-type report templates:

 Security Posture 

 Summary of Risk Metrics 

 Trends 

Web Portal 
Reports can be run and viewed from a browser at the following URL:

https://<your_redseal_server>/reports 

This URL points to the RedSeal Web Portal, which provides access to the following:

 Dashboards 

 Report Designs, Documents 

You can also submit queries to the RedSeal database from the following URL:

See Running Queries from the Web Portal.

The Web Portal page also includes the following information in the upper right corner of 
the page:

 ID of the currently logged in user account 

 Preferences 

 Help 

 Log Out  

Dashboards 
The Web Portal‘s Dashboards page provides access to system-provided web reports. 
These constitute a collection of high level reports about your network’s security posture. 
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The reports are provided by RedSeal to give you quick access to the your network data. 
The dashboard reports are:

 Executive Summary 

 Network Model 

 Network Overview 

 Policy Compliance 

 Vulnerabilities Overview 

Each of these dashboard reports contains links to more detailed reports, allowing you to 
drill down on specific areas of interest.

Select a dashboard report from the list in the navigation panel along the left side of the 
portal. The selected report will be displayed in an embedded Interactive 
Viewer window. The Executive Summary dashboard is displayed by default.

See Interactive Viewer. 

Report Designs, Documents 
The Web Portal‘s Report Designs and Report Documents pages provide web browser 
access to report design files or report document files.

Folders are identical to the design and document folders on the Reports tab of the 
RedSeal user interface. See Reports Tab Contents.

You can change the appearance and visible contents of report documents (but not 
designs) in the Web Portal using tools available in interactive mode. See Interactive 
Viewer 

Options 
Links in the upper right corner of the Web Portal page offer these features:

 Preferences 

 Help 
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 Log Out 

Preferences 
The Web Portal’s Preferences link opens an options page which allows you to place 
graphics of your own choosing in either or both of two locations:

 Portal—adds a custom image to the upper left corner of the Web Portal page 

 Reports—changes the image displayed in the upper left corner of the report 
document (both web and PDF type reports) from a your logo here placeholder 
graphic to your custom image 

You can also add a text note to the header section of PDF reports. (To add custom text 
to web reports, use the report editor’s description field in the RedSeal client interface.)

Clicking the Save button on the Preferences page will change all options to the current 
values of the fields. If you have changed these fields previously and are now modifying 
your previous selections, you must edit all three options. Leaving a field blank will revert 
that option to the RedSeal default—no custom image on the portal, the RedSeal logo as 
graphic image in reports, and no note text in PDF reports.

Restart the RedSeal server after saving your changes. 

Help 
The Help link provides access to PDF versions of the RedSeal end user documentation. 
(Updated versions of these documents may be available at https://www.redseal.co/login.)

Log Out 
Click the Web Portal‘s Log Out link to end the https connection with the RedSeal 
server.

If you are using Firefox 3.6, a log-in dialog will be displayed when you click the Log 
Out link. Click the Cancel button in this dialog to complete the log out process.
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Interactive Viewer 
The Interactive Viewer is a web application embedded in the RedSeal Web Portal. The 
Interactive Viewer can be used to modify RedSeal reports of type Web.

When you select a web-type report in the RedSeal user interface (from either the list of 
designs in the tables on the Reporting tab or the list of documents on the Reporting tab’s 
Archives page), the RedSeal server generates the report and sends it to your web browser, 
where it is displayed in a static viewer application.

The viewer is contained in the portion of the web page to the right of the navigation 
panel and below the web portal tabs.

Note  If you work on a shared workstation, be sure you close the web browser after 
working on an interactive report. Your RedSeal user credentials, which were required to 
view the report, remain active in the browser until the web browser is closed even though 
you may have logged out of the RedSeal client.

Once the report is displayed in your browser, you can view it as a static report, or you 
can view it in interactive mode, which allows you to modify the on-screen presentation.

See:

 Enable Interactivity 

 Data Export  

Enable Interactivity 
To view a report in interactive mode, click on the icon with the downward facing 
arrowhead in the upper left corner of the viewer panel, and select Enable Interactivity.

Click on an element in the report, such as a chart or a table column title. A tab 
containing interaction icons will be displayed at the top of the selected element.

The tab will include an interaction icon with downward facing arrowhead. Click on this 
icon to view a menu of actions you can take for the selected element.

Expand/contract icons (+/-) will be added to section headings in tables. You can 
selectively show and hide portions of the table by clicking on these icons.

Click the funnel icon to set filter conditions for the table.
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You can save your edited report as a document, using the Save Document item on the 
interactive menu. You can edit a report design, but you can only save it as a document.

See:

 Filtering 

 Sorting 

 Edit Text 

 Save Document 

 Online Help for Reports Viewer 

 Link to Page 

Filtering 
Use filter controls to focus the report on just those items that meet your specified 
conditions.

Filter conditions use SQL syntax; wildcards are % (percent sign) to represent 0 or more 
characters, _ (underscore) to represent exactly 1 character. Unlike the RedSeal user 
interface filters, the Web Portal’s Interactive Viewer does not recognize * (asterisk) or ? 
(question mark) as wildcards.

The Filter By value shown in the filter dialog is an internal identifier for the column 
(host_host_name, for example, for a Host Name column).

The contents of the Condition menu will vary depending on the type of information 
contained in the column (text or numbers).

The Value field will also vary depending on type of data. When you filter a column of 
numbers and select a condition, the Value field can be populated by possible values in 
the column (click the Select Values link in the dialog).

When you select a column of date/timestamps and choose the filter tool, the field name 
will be shown as Date and you can open a date-selection widget or you can populate the 
field with possible date values in the column.

You can also click the Advanced Filter link to see a more detailed set of filter 
conditions, or you can click the Clear Filter link to start over.

Click the ? icon in the filter dialog to see a detailed explanation of options.
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Sorting 
When you click on a column in a table, icons will be displayed that allow you sort the 
contents of the table by the values in the selected column.

Edit Text 
Click on a text block (the title of the report, for example, or the descriptive text 
immediately below the title), then click on the text edit icon in the upper left corner of 
the highlighted region. You can now edit the text in the report, or replace it with your 
own text.

Click on the right-facing arrowhead in the upper right corner of the highlighted text 
block to change alignment (left or right justified, or centered) or formatting options 
(typeface, size, or color, for example).

Save Document 
Choose the Save Document command on the Interactive Viewer menu to save the 
current instance of the report.

Saved documents will appear in the Report Documents tables on the Reporting tab of 
the RedSeal user interface.

Save a document to the public folder to make documents available to other RedSeal 
users.

To change destination folders while saving, click on a node in the folder list immediately 
below the Choose a Folder prompt in the Save dialog:

repository > home > uiadmin

To see the public folder, click on the word repository. The selection pane will display the 
following:

home
public
system

To make the public folder the destination of the saved file, you must double click on the 
entry in the tree. If you single click, your file will not be saved.
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To save the document to a single user’s folder, thereby limiting the availability of the 
document in the RedSeal client, click on the word repository to redisplay the list of 
folders within the repository folder and then double click on the word home. This will 
display a list of folders for RedSeal user accounts. You must have administrator 
permissions in order to view folders other than your own.

Online Help for Reports Viewer 
Click the Help link on the interactive report menu for information about using the 
Interactive Viewer, or the RedSeal Help link for information about the relationship 
between the Interactive Viewer, the RedSeal Web Portal, and the RedSeal user 
interface.

Click on ? icons in individual dialogs to see specific help about individual features.

Link to Page 
The Link to this Page link on the interactive menu opens a dialog that presents text for 
links to the currently displayed RedSeal report.

Copy one of the following links from the dialog and paste into your own files (such as an 
email message):

 Portal Link—URL of the RedSeal Web Portal with the report displayed in the 
Interactive Viewer; recipients following this link will see the RedSeal tool bar and 
navigation panel which provide access to other RedSeal reports 

 Report Link—URL of just the report without the RedSeal Web Portal navigation 
tools 

Data Export 
You can export Web reports in PDF or spreadsheet formats using the Export 
Content and Export Data selections on the Interactive Viewer menu, or you can 
export data from a selected column to a spreadsheet-compatible format using the menu 
associated with that column.

Page numbers displayed in the PDF version of a report will reflect pagination of the 
document as seen in the Interactive Viewer in HTML format, not pagination in the 
PDF document.
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Columns may truncate data in PDF reports if there is no white space in the column 
contents. If this happens, you will need to resize the column by some unspecified 
amount before exporting to PDF. You don’t need to widen the column enough to 
contain all of the text; you just need to trigger a reformatting of the column when the 
PDF is created. To do this, enable interactivity, select the column, and drag one of the 
sides of the column a pixel or two, then export the PDF. 

Incident Response 
The Incident Response feature, available in the RedSeal web interface, identifies 

 where a threat is located in the network 

 reachable topology groups and reachable targets within those groups 

 the value of reachable targets 

The Incident Response feature is available only with a license that allows collection of 
Layer 2 switch data. 

During analysis, the Incident Response feature determines reachable groups and targets 
and prioritizes them based on their business value if this has been set or on the highest 
value application that runs on a target. For more information, see Business Value.

Incident Response can be integrated with your security system See Integrate Incident 
Response with Your Security System .

 

Responding to an Incident 
Prerequisite: A Layer 2 license must be obtained and network analysis must be run so 
Incident Response can determine reachable groups and targets and prioritize them by 
their value.

The process for responding to an incident in your network using RedSeal is

1. Security software running in an enterprise network detects unusual behavior and 
finds an indicator of compromise. 

2. The responder enters the IP address or host name of the suspect activity in the Find 
Threat Source field in the Incident Response tab of the web application. 

If Incident Response is integrated with a security system, the RedSeal web interface 
opens in a browser with the Incident Response tab displayed and the Find Threat 
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Source field pre-set with a host name or IP address. See Integrate Incident Response 
with Your Security System.

3. Incident Response determines topology groups the identified threat source can 
reach. These appear in the Reachable Groups pane prioritized by the value of hosts 
within groups. 

Hosts that are not part of a topology group are placed in a group called Not in Topo 
Group.

4. When a group is selected, targets within that group appear in the Reachable 
Targets pane. The highest value targets appear at the top of the list. 

5. When a target is selected, details about it appear in the Reachable Targets 
Overview pane. 

6. A graphical representation of the path between threat source and the reachable 
target, including hops, can be viewed by selecting a reachable target and clicking 
Detailed Path. 

7. Other targets in the network can be viewed by selecting a reachable target and 
clicking Set as Source. 

Find a Threat Source 
When an event or indicator of compromise is detected in your network, use Incident 
Response to quickly determine the location and the reachable targets in your network. 

1. Enter the host name or IP address in the Find Threat Source field in the Incident 
Response tab of the RedSeal web interface. 

As you type, hosts that RedSeal knows about are listed in the drop-down menu. 
Select a host or IP address from the list. 

You can view

 summary host, group, topology, and Layer 2 information in the Threat Source 
Overview pane 

 a list of Reachable Groups the host can access, including group value 

For more information, see Business Value.
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2. If the subnet address appears as a link in the Threat Source Overview pane, click 
the link to view the subnet in the Layer 2 map. It will appear highlighted and allows 
you to quickly identify the switch connecting the host to the network. 

If the subnet address does not appear as a link, it means Layer 2 information is not 
available. You can, however, use the subnet address to locate and contain the attack.

Identify Reachable Targets 
The Reachable Targets pane identifies hosts the threat source can attack. Reachable 
targets are prioritized by their value in the network. Use the list to learn where to look 
next to stop an attack and to identify further signs of compromise. 

1. Click a group in the Reachable Groups pane. Attackable hosts within that group 
will appear in the Reachable Targets pane. 

Hosts that are not part of a topology group are placed in a group called Not in Topo 
Group.

You can set the number of reachable targets that display per page in the Reachable 
Targets pane. The default is 100. 

2. Click a reachable target to view summary information about it in the Reachable 
Target Overview pane. 

3. If the subnet address appears as a link in the Reachable Target Overview pane, 
click the link to view the subnet in the Layer 2 map. It will appear highlighted and 
allows you to quickly identify the switch connecting the host to the network. 

If the subnet address does not appear as a link, it means Layer 2 information is not 
available. You can, however, use the subnet address to locate and contain the attack.
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4. To see if the threat has spread to additional targets, select a target and choose Set as 
Source. This allows you to see other hosts that can be accessed from the target that 
is set as the new source. 

5. If you want to view a graphical representation of the path between the threat source 
and the reachable target, including hops, select a reachable target and click the 
Detailed Path link. 

6. The Detailed Path tab of the web interface opens to show where traffic flows 
between the threat source and the target. You can use this information, for example, 
to add sensors or modify Access Control Lists (ACLs) to block further access. 

7. Take necessary steps to isolate the threat in your network. 

Integrate Incident Response with Your Security System 
When Incident Response is integrated with your security system and a threat is detected, 
your system can direct the RedSeal web interface to open in your browser with the 
Incident Response tab displayed to show the name or IP address of the host identified as 
a threat source.

Use this URL when you want your security system to send the IP address of a threat 
source to RedSeal:

https://<RedSeal_server_name>/redseal/a/incidentResponse/
queryResult?source=<IP_Address>
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Some tools and utilities are common to the entire user interface, available across all 
tabbed pages.

Many, but not all, of these are available from the Tools menu.

Some are available from other menus, such as the Edit menu, while still others are 
accessed from links in other tools or on the main tabbed pages of the user interface.

Some of the functionality in the client application is also available in the web 
application.

These common tools are, in alphabetical order, as follows:

 Advanced Layouts 

 Configuration Viewer 

 Create/Edit Cloud 

 Create/Edit Suppression 

 Custom Best Practice Checks 

 Data Collection 

 Details Viewer 

 Device Cleanup 

 Import Status 

 License Status 

 Link Devices 

 Manage Topology Layouts 
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 Managing Views and Groups 

 Preferences 

 Rule Check and Usage Analysis Manager 

 Search Dialog 

 Security Intelligence Center 

 Security Query Manager 

 System Settings 

 System Summary 

 Threat Sources 

 Transparent Firewall Placement 

 Trouble Tickets 

 View Changes 

 View RedSeal Logs 

 VLAN Interface Binding 

Advanced Layouts 
The Advanced Compact Layout item on the Topology tab’s Layout menu opens the 
Compact Layout Configuration dialog.

The Advanced Organic Layout item opens the Organic Layout Configuration 
dialog.

These dialogs allow you to customize the Compact and Organic layouts.

Click the Manage Topology Layout button in the row of icons immediately above the 
topology on the Maps & Views tab to select the advanced layout menu commands.

When the advanced layout dialog is closed, the layout will automatically be applied to 
the topology.

See Layouts for general information on the layout feature, and Manage Topology 
Layouts for information on how to save and manage different layout schemes.

After configuring the layout, be prepared to wait a minute or two for the layout 
algorithm to complete, especially if your network contains a large number of devices and 
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subnets. You can control this length of time to some degree (see Algorithm Tab), but 
determining the positions of a large number of objects requires numerous potentially 
time-consuming calculations.

These dialogs are organized by tabs, each of which contains a related group of controls. 
Some controls are available in both of the advanced layout dialogs. Some options that 
have similar results may be named differently in the two dialogs.

For example, Scope in the Compact layout dialog and Sphere of Action in the 
Organic layout dialog both determine whether the actions you take will affect the entire 
topology, or just those elements you have selected.

Visual Tab 
The Visual tab controls the way nodes are laid out in the topology:

 Scope (in the Compact dialog) or Sphere of Action (Organic)—drop down 
menu contains the following options: 

 All—layout conditions will be applied to all nodes on the map (default) 

 Mainly Selection—layout conditions will be applied to selected nodes; 
unselected nodes will only be moved a small amount 

 Only Selection—layout conditions will be applied to selected nodes only 

 Initial Placement (in the Organic dialog only)—determines how nodes will be 
placed when the layout is first invoked; options are: 

 At (0,0)—layout will begin at coordinates 0,0 

 Random—layout will begin at a random (indeterminate) location 

 As is—layout will begin with nodes at their current location in the topology 

 Preferred Edge Length—use either the slider or enter a value in the text field to 
control the length of edges (connector lines between nodes; see also Obey Node 
Sizes); default is 150 

 Obey Node Sizes—if selected, edge length will be measured between node borders; 
if unselected, edge length will be measured between node centers (see Preferred Edge 
Length); default is unchecked 

 Edge Attraction (Organic only)—edges between nodes can impart magnetic 
properties to the nodes; the higher the number, the shorter the edges; range is 0..2, 
with a default of 1 
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 Node Repulsion (Organic only)—the opposite of Edge Attraction; the higher the 
number, the more nodes will repulse each other, resulting in longer edges; range is 
0..2, with a default of 1 

 Gravity Factor (Organic only)—strength of the pull to center (affects how strongly 
objects tend to gravitate toward a central mass, or barycenter); range is -0.2..2, with 
a default of 0.0) 

 Allow Overlapping Nodes—if checkbox is selected, nodes will be placed where 
the algorithm determines they should be located; if the checkbox is unselected, 
nodes will not be placed any closer to another node than the distance allowed by the 
Minimal Node Distance value; default is unchecked 

 Minimal Node Distance—see Allow Overlapping Nodes; default is 0.0 

 Avoid Node/Edge Overlaps—if selected, the layout algorithm will attempt to 
avoid placing nodes on top of an edge; default is unchecked 

 Compactness—determines how much space to allow between nodes; small values 
will result in nodes being placed far away from each other, while large values will 
produce highly compact maps; default is 0.5 

 Activate Tree Beautifier (Organic only)—when checkbox is enabled, the layout 
engine will attempt to optimize subtrees in the overall display; may cause some 
layout options to be ignored 

Some controls attempt to achieve results similar to results sought by other controls, but 
in different ways (both edge length and compactness, for example, are factors in how 
spread out your topology will be drawn). The layout algorithm will seek to balance all 
factors, making compromises between conflicting values where necessary.

Restrictions Tab 
The Restrictions tab (compact layout only) controls the shape and size of the overall 
region occupied by the topology.

The Restrict Output Area menu contains the following selections:

 Unrestricted—use the entire area as needed (default) 

 Rectangular—place nodes within a rectangular area 

 Circular—place nodes within a circular area 

 Aspect Ratio—use the entire area, honoring the visible region’s aspect ratio 
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 Elliptical—place nodes within an elliptical area 

Check the Use Visible <region> check box (region will match the selection in the drop 
down menu) to use the entire visible area on the RedSeal client application’s Topology 
tab.

Uncheck the Use Visible... check box to define boundaries for the region; defaults are: 
top left x and top left y, 0.0; width and height, 1000.0)

Grouping Tab 
The Grouping tab controls how topology folders are treated in the generated layout.

See Topology Groups.

The Group Layout Policy menu has the following selections:

 Layout Groups—folders will be positioned in the topology and folder contents will 
be positioned inside the folder according to the calculations of the algorithm 
(default) 

 Fix Contents of Groups—folders will be positioned in the topology; nodes inside 
folders will not be repositioned by the algorithm 

 Fix Bounds of Groups—folder will remain at a fixed size and location 

 Ignore Groups—nodes will be positioned as though there were no folders, then 
folders will be drawn to encompass the icons they contain 

If you have created a topology folder and arranged its contents using the Align | 
Alignment Tool menu item, you should select Fix Contents of Groups before 
committing changes made on the Visual tab. This will preserve the layout inside of the 
folder when the layout algorithm computes new positions for the topology.

On the other hand, if the relative position of multiple folders is more important to you 
than the arrangement of icons within the folders, select Fix Bounds of Groups. This 
will tend to keep folders close to their current relative arrangement (though the layout 
algorithm may still move some of them), while the contents of the individual folders will 
be subject to the same Visual settings as other icons on the map.

The Group Node Compactness slider (Organic dialog only) does the same thing as 
the Compactness slider on the Compact dialog’s Visual tab, except the default value in 
the Organic dialog is 0.2.
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Algorithm Tab 
The Algorithm tab controls behavior of the layout algorithm:

 Quality/Time Ratio (Compact) or Iteration Factor (Organic)—determines the 
trade-off between quality of the final map and time required to generate it; the 
smaller the value, the faster the map will be generated but the map may not be 
optimized for all configuration values; default is 0.8 

 Maximal Duration—the maximum amount of time (in seconds) the layout 
generator will spend calculating a layout; if the maximum is hit before the layout 
algorithm has completed its computations, the layout may not be optimal (higher 
values will produce better quality layouts); default is 60 

 Activate Deterministic Mode—if enabled, the generated graph will always be the 
same for a given set of nodes and settings; if disabled, graphs may be different from 
one layout to the next, even though the inputs are the same; default is unchecked 

RedSeal Recommendations 
Configuring layouts can be a complex undertaking. The configuration controls allow you 
to tweak your layout in a multitude of ways, not all of them straightforward, and the 
impact is not always obvious. Different networks will respond differently, especially those 
with large numbers of devices and subnets mapped on the topology. Resetting some 
values may not produce visible changes in the layout of small networks.

Experiment with the controls. Trial and error is sometimes the best way to achieve 
desired results. However, it is also wise to save layouts before making blind changes.

See Topology Management.

When setting values for the compact layout, you should consider these factors:

Controlling Spatial Relationships of Nodes 
In general, RedSeal has determined that the single most important control for laying out 
large topologies is the Preferred Edge Length control on the Visual tab. This controls 
the length of the connector lines—the distance between two connected nodes on the 
topology.

The smaller the Compactness value, the more dispersed the map. Higher numbers will 
draw nodes closer together. A value near 1.0 will produce layouts with minimal space 
allocations.
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Quality Versus Time 
The second most import set of controls for controlling overall layout quality appears to 
be the runtime controls on the Algorithm tab. If clarity of the layout is of primary 
concern, try a higher quality/time ratio coupled with an increase in the maximum 
duration interval.

For large networks, a smaller value for the Quality/Time Ratio control will produce 
acceptable quality layouts in a reasonable amount of time. With a large number of 
nodes, a higher value may take a long time to complete.

Navigation 
The Advanced Compact Layout dialog can be opened and navigated using keyboard 
shortcuts:

 Open dialog from the topology—ALT-l, then c 

 Navigate controls within a tab—TAB to move forward, Shift-TAB to move back 

 Navigate from one tab to another—TAB or Shift-TAB until dialog tab is the selected 
control (but there will be no visual indication), then left or right arrow key 

 Change values of sliders—left, right arrow keys 

 Menu selection—up, down arrow keys, then Enter 

 Checkbox selection—space bar 

Configuration Viewer 
When you select a network device’s icon in the topology or node in the tree on the Maps 
& Views page of the user interface, a View Current button will be displayed in the 
details pane at the bottom of the user interface window.

In addition to the contents of the device’s configuration, the viewer that opens when you 
click the View Current button also displays all messages associated with the failures of 
Best Practices checks performed on the device, all parser warnings generated when the 
configuration was imported into the RedSeal model, a table of static routes defined by 
the device, and a table of unlogged rules. (Tabs are not displayed if they contain no 
data.)

See:
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 Best Practices Check Failures 

 Warnings Tab 

 Static Routes Tab 

 Observed Routes 

 Unlogged Rules Tab 

Warnings Tab 
Parser warnings indicate configuration inconsistencies (differences between the 
configuration and best practice), and unexpected statements (perhaps an unterminated 
block of statements, or a statement out of place in a configuration).

If the parser did not generate warning messages, the Warnings tab will not be displayed. 

Static Routes Tab 
See Static Routes.

Observed Routes Tab 
See Static Routes Tab.

Unlogged Rules Tab 
See Rule Check Violations Tab.

Best Practices Check Failures 
If the selected item is a network device (router or firewall, for example) and one or more 
Best Practices check failed for the device, a Best Practices table itemizes those failures. If 
the selected item is a subnet, the table itemizes Best Practice failures related to that 
subnet.

When a check fails during import of the device configuration, a database object is 
created for that failure.

When an updated configuration that corrects the problem for that device is imported, a 
resolved on date is associated with the check-failure database object. When the resolved 
on date is older than purge date determined by the time interval specified for Model 
Data, the violation object will be marked for deletion the next time the database is 
purged.
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If a device is marked for deletion, all check failures associated with it are resolved and the 
associated data objects are also marked for deleted. The next time the database is purged, 
these objects will be deleted.

See:

 Best Practices. 

 Color Coding in Configuration Viewer 

 Details Viewer 

 Failure Details 

 Options 

 Purge Data 

 Table Contents 

Table Contents 
The table contains the following columns:

 Severity—an indicator of seriousness of the condition represented by the 
configuration check failure (see Best Practices Severity) 

 Summary—a text description of the check failure 

 Source—name of the device 

 Failure at—location in the imported data, including line number, that triggered the 
Best Practice failure report (see Location in Configuration Files; Check Point users see 
discussion of First Line/Description column in Device Cleanup dialog: Check 
Point Configurations); not available for all checks 

 First Noticed—date/time stamp when the failure was first detected 

Options 
Right click on an entry in the table to display a floating menu with the following entries:

 Select All—selects all entries in the table 

 Clear Selection—clears the current selection in the table 
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 Copy—copies the data in the currently selected rows, plus a row of column headers, 
to the clipboard in tab-separated text form 

 Export—lets you save the entire contents of the Best Practices table to a tab-
delimited ASCII text file 

 View Best Practices Failure Details—opens a Best Practices dialog, which 
summarizes the meaning, times observed and resolution of the failure; the dialog 
title includes a failure ID, which is a check-failure instance ID 

 Show in config file—opens a copy of the device configuration in a viewer window 
with lines associated with failure reports highlighted; not available for all checks 

 Suppress—opens the Edit Suppression dialog, which you can use to suppress the 
currently selected Best Practices check (see Create/Edit Suppression) 

 View Suppressed Best Practices Checks—displays a list of all Best Practices 
currently marked for suppression 

Failure Details 
Double click on an entry to open a window showing details about the check that failed.

This dialog contains the check’s title, failure ID associated with the current failure 
instance (in the title bar), the check’s permanent Best Practices library identifier, 
summary and remediation text associated with the check, plus a date/time stamp 
showing when this failure instance was first observed by the RedSeal server. A failure 
instance will persist from the time the check failure was first noticed until the condition 
causing the failure is fixed and the configuration data containing the fix is imported into 
the RedSeal server. If configuration conditions change subsequent to the fix and the 
check once again fails, a new instance is created.

When appropriate, the failure details window also contains a list of subnets and devices 
associated with the current failure instance. 

The Subnet and Device lists are present only when appropriate to the failure instance—
the Device list is included only if the failure applies to one or more devices; the 
Subnets list is included only if the failure applies to one or more specific subnets.

The report will be displayed in the failure table for each subnet and for each device listed. 
Because of this, the sum of failure reports shown in these tables may exceed by a 
significant number the failure tallies shown on the Home tab. 
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Create/Edit Cloud 
Use the Cloud item on the Edit | New menu to open the Create/Edit Cloud dialog, 
which lets you create or edit a network cloud (such as a Multi-Protocol Label Switching
—MPLS—VPN) on your topology as displayed on the Maps & Views table.

To create a new cloud, you must first select the interfaces that will be in the cloud. The 
Candidates List pane contains two radio buttons:

 Suggested Interfaces—list of choices will include all unlinked unnumbered 
interfaces in your network, as well as all dangling subnets (/30s, subnets with only 
one interface) 

 All Valid Interfaces—list of choices will include all interfaces configured on a 
network device and not already in a cloud (interfaces configured on hosts will not be 
available) 

You can also use the search tool to locate specific interfaces by name of the device on 
which they are configured.

You can then select one or more interfaces from the table and move them to the Custom 
Network pane using the directional buttons in the center of the dialog.

Click the tab with the plus sign (+) to create additional custom networks.

When ready, click Save to create the cloud on the topology. 

Create/Edit Suppression 
Use the Create Suppression dialog to create a new suppression instance for either Best 
Practices checks, Model Issues checks, or vulnerabilities, depending on what table is 
open when you launch the dialog.

New vulnerability suppressions will take affect during the next RedSeal analysis. 
Vulnerabilities already associated with a host will remain visible in the host’s 
vulnerabilities table until after the next analysis.

Best Practice and Model Issues suppressions take effect immediately, with existing 
violations removed from the violations table for targeted devices.

See:

 Best Practice Check Suppression 
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 Suppress Vulnerabilities 

 Suppress Model Issues Check 

 Create Suppression Dialog 

 Edit/Remove Suppressions 

Best Practice Check Suppression 
See Best Practice Check Suppression Scope  on page  380, Suppression for Best Practice 
Checks with Multiple Variables  on page  380, and Suppress Best Practice Checks  on page 
381.

Best Practice Check Suppression Scope 
Best Practice Check failures can be suppressed, or hidden, across all devices, certain 
device groups, or by specific devices. Suppressing a check hides findings in the user 
interface and in all reports and metrics.

 Suppress Globally—suppresses all check failure instances 

 Suppress by Group/View—suppresses a check for a specified topology group or 
view. Used hide the results of irrelevant checks, for example for checks run on 
devices to which they do not apply. This increases the accuracy of reports and 
security metrics 

Note  Some devices are members of more than one group. If one of the groups a device 
belongs to is suppressed, all results for that device are suppressed across all groups. You 
will not see positive check results for that device for any best Practice Check applied to 
any group the device is a member of. To avoid missed check findings, unsuppress specific 
devices that are members of more than one group.

 Suppress Specific Failure Instances—suppresses a specific, selected failure 
instance while showing all other failure instances 

Suppression for Best Practice Checks with Multiple Variables 
Some best practice checks include instance-specific variables in their summaries. You 
cannot suppress a check based on the value of a variable. For example, the Untrusted 
Remote Login Access check (RS-66) will fail if a device allows remote login from an 
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untrusted subnet via ssh, rlogin, or telnet. The failure instance in the table will specify 
which protocol was found, so it is possible to find three instances of this check with three 
different summaries, even though there is only one failed device. You cannot specify only 
one protocol to suppress. 

Suppress Best Practice Checks 
To suppress a Best Practice check or a group of Best Practice checks, open a Best 
Practices table in the configuration viewer (select a routing device on the Maps & 
Views tab) or the Checks panel on the Best Practices tab.

On the Best Practices tab, select:

 a check or multiple checks from the upper table to suppress the check globally. 
Right-click to display a popup window and select Suppress. 

 a violation instance from the lower table (expand a Failed entry and select a row in 
the expanded area) to suppress the selected instance 

The Create Suppression dialog will open configured to suppress the check either 
globally, by group, or locally. If you selected multiple checks, the Create Multiple 
Suppressions dialog will open

See Create Suppression Dialog.

Suppress Vulnerabilities 
To suppress a vulnerability, open a Vulnerabilities table, expand a host item, select a 
vulnerability, and click Suppress on the right-click menu or the Suppress button above 
the upper right corner of the table.

The Create Suppression dialog will open, configured to suppress the vulnerability.

In the dialog, you can choose to suppress the vulnerability globally or on specified hosts.

See Create Suppression Dialog.

Suppress Model Issues Check 
To suppress a model-issue check, go to the Model Issues tab, and select one of the 
following:

 a check from the upper table to the check globally 
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 a failure instance in the lower table to suppress that failure instance. 

The Create Suppression dialog will open, configured to either suppress checks globally 
or suppress checks locally, depending on the table from which you made your selection.

You can also choose global or local suppression from within the dialog.

See Create Suppression Dialog.

Create Suppression Dialog 
The Create Suppression dialog will open for the selected check or vulnerability.

The ID and Title fields will be filled in automatically, based on the selected item. These 
fields cannot be edited.

In the Suppression Info group of fields, the Name field identifies the current instance 
of suppression for the selected object. This field is editable.

You can also enter some text in the Comments field to further identify the suppression 
instance and its purpose.

The Reminder Date field is used for selecting a date when you want the RedSeal server 
to send a suppression reminder to the email addresses specified in the Reminder Email 
field.

The email feature requires that you select a reminder date. After the each run of analysis 
following the reminder date, the RedSeal server will send a message listing all active Best 
Practices check and vulnerability suppressions associated with the email addresses on the 
list.

Separate multiple addresses with semicolons.

You must configure the RedSeal server with parameters for your mail server; see Email 
for information about mail server configuration.

In the Suppression Scope group of fields, select whether to suppress globally, or to 
suppress the specific, selected failure instance.

If suppressing selectively, check the checkbox in the Suppressed column for the failure 
instances you want suppressed.

Edit/Remove Suppressions 
View all current Best Practice and Model Issue Check suppression instances in the 
Suppressions table (second-tier tab of the Best Practices or Model Issues tab).
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To edit or remove a suppression, right click on an entry in the table and choose Edit 
Suppression to edit selectively or Unsuppress to remove all instances of the 
suppression.

To remove a vulnerability suppression, go the Maps & Views tab, select a subnet, open 
the Vulnerabilities table in the Details Viewer, and right click in the table, even if 
there are no entries in it.

Select View Vulnerability Suppressions.

Edit Suppressions Dialog 
In the Suppression Scope control group at the bottom of the Edit Suppression dialog, 
select either the Suppress Globally or Suppress Specific Failure Instances radio 
button.

If you choose Suppress Globally, the table of instances will become grey and 
inaccessible.

If you choose to suppresses specific instances, the table will be active. For each row, or 
suppression instance, leave a check in the box if you want to apply the suppression to 
that instance, remove the check from the box if you want to remove the suppression.

When you have made your selection, click the OK button at the bottom of the dialog. 
Do not click the Unsuppress button unless you mean to remove the suppression 
entirely. 

Custom Best Practice Checks 
Select the Create Custom Best Practices Check item on the Tools menu to open the 
Custom Best Practices Check dialog to create customized Best Practices checks.

See Best Practices for general information about Best Practices checks.

Supported Syntax 
Custom checks can alert you to the presence or absence of text in a device configuration. 
Text is defined in the form of a regular expression (regex), using standard Java regex 
syntax.
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Case Sensitive 
RedSeal uses case-sensitive pattern matching. If you want your check to match both 
upper and lower case, you must construct a regex string that specifies both cases or create 
two checks.

Multiline 
RedSeal uses multiline regex mode:

 The caret, ^, matches just after a line terminator and therefore identifies the 
beginning of a line 

 The dollar sign, $, matches just before a line terminator and therefore identifies the 
end of a line 

For more information, see http://bugs.sun.com/bugdatabase/view_bug.do?bug_id=5050507.

If this happens, the RedSeal plug-in will write a message to the server log and the import 
will continue.

Greedy Mode 
When constructing regex groups that could span multiple lines, use a non-greedy form 
such as this...

(.*\n)*?
 

...instead of this...

(.*\n)*
 

With the greedy form and a sufficiently large file to parse, the Java regex interpreter 
could fail as it attempts to find all possible matches to your custom Best Practice Check 
expression. 
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Line Endings 
Microsoft adds a carriage return character at the end of each line and UNIX does not. To 
deal with the difference between UNIX and Microsoft line endings, RedSeal 
recommends that you use the following to accommodate both the line break styles:

\r?\n
 

Title Must be Unique 
If you add a custom check with the same title as an existing custom check, the old 
version will be overwritten, regardless of platforms targeted. 

For example, if you add a custom check named Custom that targets Cisco IOS devices 
and then you add another check named Custom that targets PIX devices, the PIX 
version will overwrite the IOS version. To keep both versions, name them uniquely—
Custom (IOS) and Custom (PIX), for example.

Defining a Custom Best Practice Check 
To define a new check, enter the following information into the Custom Best Practices 
Check dialog:

 Title—the title of the check; can be a maximum of 1024 characters 

 Description—text that will be displayed as Description in the Best Practices dialog 
shown when an item in the Best Practices table is double clicked (see Best Practices 
Check Failures); length is unlimited 

 Summary—text that will be displayed in the Summary column of the Best 
Practices table; maximum length is 2048 characters 

 Remediation—text that will be displayed as Remediation in the Best Practices 
dialog; length is unlimited 

 Regular Expression—the text to be searched for in the device configuration (Java 
regex syntax); maximum length is 1024 characters 

 Use JavaScript—see Using JavaScript 

 Severity—choose HIGH, MEDIUM or LOW from the menu 

Select the Fail if config contains radio button if you want the check to fail on any 
device whose configuration contains a match for the regular expression.
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Select the Fail if config does not contain button if you want the check to fail on any 
device whose configuration does not contain a match for the regular expression.

Move plug-ins onto or off of the Selected list as desired; your custom check will be 
applied to all devices of all types in the Selected list whenever their configurations are 
imported into the system.

The Test button associated with the Regular Expression field can be used to validate 
regex syntax. Click the Test button, enter the regular expression in the Expression field, 
then enter some arbitrary text in the Sample Text field. All matches with your regex will 
be displayed in red.

You can also define custom checks in an XML file and import it from the Data 
Import dialog. See Writing Custom Best Practice Checks.

You can use HTML markup in the Description and Remediation fields to break up 
the text into paragraphs and bulleted lists, to achieve a bold or italic font face, and to add 
links to external documents.

Using JavaScript 
Click the Use JavaScript button to enable writing Custom Best Practice Checks in 
JavaScript. Click Load Template to load the default JavaScript template in the 
JavaScript editor pane. Modify the template to support your check. 

You can click Test to execute your JavaScript and examine the results. Clicking Sample 
JavaScript displays a built-in example.

Click the Run Test button to run your sample text through the JavaScript. Lines that 
match will be highlighted. Click Apply to apply your Custom Best Practice Check.

RedSeal runs your JavaScript Custom Best Practice Check code in a sandbox in an 
attempt to prevent potentially malicious behavior. The sandbox is designed to allow only 
basic programming constructs needed to process the configuration text – variables, 
arrays, if statements, and loops. The sandbox blocks all other constructs and libraries 
such as accessing the file system or sending network traffic.

The JavaScript will be limited to the following set of Java classes:

 java.lang.String 

 java.lang.Object 

 java.util.HashMap 
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 java.util.ArrayList 

 java.lang.Byte 

 java.lang.Short 

 java.lang.Integer 

 java.lang.Long 

 java.lang.Float 

 java.lang.Double 

 java.lang.Boolean 

 java.lang.Character 

 java.util.Collection 

 java.util.List 

 java.util.Map 

 java.util.LinkedHashMap 

 java.util.Iterator 

 java.util.ListIterator 

 java.lang.Iterable 

 java.util.Date 

 java.text.SimpleDateFormat 

 java.util.LinkedHashSet 

 java.util.Locale 

 java.util.TimeZone 

 java.util.SimpleTimeZone 

 java.util.Calendar 

 java.util.GregorianCalendar 
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 java.util.Collections 

Title Must be Unique 
If you add a custom check with the same title as an existing custom check, the old 
version will be overwritten, regardless of platforms targeted.

For example, if you add a custom check named Custom that targets Cisco IOS devices 
and then you add another check named Custom that targets PIX devices, the PIX 
version will overwrite the IOS version. To keep both versions, name them uniquely—
Custom (IOS) and Custom (PIX), for example.

Reimporting Existing Checks 
If you import a check that already exists in the RedSeal database—that is, the title is the 
same for both the new and existing checks—violation reports for the existing version of 
the check will be processed as follows:

 If the titles are the same but the regular expression has changed, all existing violation 
reports for the check will be flagged as resolved (since the conditions defined by the 
check have changed) 

 if the titles and regular expression are the same but the list of targeted platforms has 
changed: 

 all existing violation reports for platforms targeted by the original check but not 
the revised check will be flagged as resolved 

 existing violation reports for platforms targeted in both the original and revised 
check will remain unchanged 

Best Practices Checks Not Retroactive 
Custom checks will not be run on configurations already imported into RedSeal at the 
time the check was created.

If you want existing device configurations tested by your new check, you must reimport 
the configuration.

However, unless you tell it to, RedSeal will not reimport a configuration if it has not 
changed.
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To force an import, change the Import Configurations setting on the Analysis tab of 
the System Settings dialog. See Analysis.

This is similar to the behavior when plug-ins are upgraded. See also the discussion of 
plug-in updates in the overview chapter of the RedSeal Data Import Plug-ins Guide.

Resetting the Database 
Custom checks are stored in the database. You should export user inputs prior to 
resetting the database (or resetting all), then reimport the exported file using the RedSeal 
XML and CSV Data plug-in.

See the RedSeal Installation and Administration Guide for information about resetting 
data and exporting user inputs. 

Data Collection 
Data collection tasks can be defined in several different ways:

 Data Collection tab in the Data Import dialog 

 CSV file, imported through the API or using the RedSeal XML and CSV Data plug-
in 

 XML file imported through the API 

A data collection Preprocessor can be used to modify a device configuration before 
importing it.

See:

 Predefined TRL Collection Task 

 Tasks 

 Credentials 

 Proxy Servers 

 Reset Schedule 

 Reset Credentials 

 Importing Network Data 
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 Data Collection Preprocessor 

Creating Tasks in the Client Interface 
Select the Schedule Data Collection item on the Tools menu to open the Data 
Import dialog with the Data Collection tab selected.

Use this dialog to create and manage automated collection tasks, and for gathering 
network data directly from routers, firewalls, and VA scanners, either automatically at 
regularly scheduled intervals or on demand.

This viewer is visible only to users with Model or Admin permissions.

The Data Collection dialog displays a list of all currently defined data collection tasks. 
Select a task and click on one of the buttons in the tool bar to edit, delete, or otherwise 
manage a data collection task.

Click the New Task button to create a new task.

Click the Import button to import a task definition file (CSV).

Alternately, right-click on an entry in the table and select from the floating menu that 
opens.

RedSeal provides a predefined task for updating the Threat Reference Library (TRL) 
automatically. To use this task, you will need to edit the credential associated with it and 
set a schedule for running the task.

See:

 Predefined TRL Collection Task 

 Tasks 

 Details 

 Data Collection Preprocessor 

 Schedule 

 Reset Schedule 

 Emails 

 Rule Usage 

 Credentials 

 Device Responses 

390 RedSeal User Guide 9.4



Data Collection 

 Save Credential 

 Creating SSH Key Pairs 

 Reset Schedule 

 Reset Credentials 

Predefined TRL Collection Task 
The Data Collection dialog shows a table of all currently defined data collection tasks.

The task table is prepopulated in a brand new database with a task that will collect a new 
TRL from the RedSeal support website. This task is associated with a dummy credential 
that you will need to edit before it can be used.

The TRL update task uses the URL 
https://www.redsealnetworks.com/login/trl/RedSeal_TRL-latest.gz to retrieve the TRL 
that is current at the time the task is run.

Select the task in the table and click on the Edit Credential button (or right click on 
the task entry and use the floating menu). Replace the dummy text for both user account 
and password with the name and password for a valid RedSeal support account. You can 
also replace the dummy credential title with one more appropriate to your environment, 
if desired.

The system-defined TRL collection task is scheduled for on demand use. To set a time 
and interval for automatically updating the TRL, select the task and click the Edit 
Task button (or double click the table entry) and go the Schedule tab in the Data 
Collection Task dialog.

Note  If the TRL is collected through a proxy server, the Test Connection button is 
disabled. You cannot test the connection the TRL server through the proxy, but the data 
collection task completes successfully.

See Data Collection.

Tasks 
To create a task, click the New Task button, or right click on an entry in the table and 
use the floating menu.
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If the device from which the configurations are to be obtained requires authentication, 
you will need to create a credential object, which will be referenced in the collection task 
configuration. See Credentials.

The Data Collection Task window will open.

Give the task a name, then select a data type and communication method for the task. 
These will determine which plug-ins will be used to obtain the information.

Select one of the Data Type radio buttons to see the available list of plug-ins for that 
type:

 Autodetect—RedSeal selects the plug-in based on contents of the file 

 L2 & L3 Devices—routers, firewalls, RedSeal GSD, and RedSeal XML and 
CSV Data plug-ins 

 Scanner—vulnerability scanner plug-ins 

 Other—RedSeal’s Threat Reference Library plug-in 

Your selection in the Data Type list determines which data import plug-in will be used; 
the Communication Method list selection determines which communications plug-in 
will be used.

Date type plug-ins are listed on the menu by name and RedSeal plug-in version 
identifier.

When either Device or Scanner is selected, the selection list will include Autodetect 
Device Type. RedSeal will use the appropriate plug-in for the collection task, based on 
the type of configuration it finds at the collection task’s target.

See the RedSeal Data Import Plug-ins Guide.

The Save button will remain disabled until you have entered a name and selected a 
communication method plug-in.

See Data Collection.

When you have entered a name and selected a communication plug-in method, the 
Data Collection dialog will display the following tabbed pages:

 Details 

 Schedule 

 Emails 
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 Live Data 

Details 
When you have entered the required name and selected a communication method, the 
Details panel will be populated with fields appropriate for the type of data you are 
collecting, including things like the Credential, URL, Hostname, and Port.

Fields are specific to the combination of data types and communication methods.

See Data Collection.

You can work-around plug-in issues by writing a script to modify a device configuration 
before it is imported into RedSeal and automate manual configuration edits using the 
Data Collection Preprocessor. 

The Data Collection Preprocessor is available with device plug-ins and some scanner 
plug-ins. Plug-ins that use the REST API, such as Check Point OPSEC, do not support 
the preprocessor. If a plug-in allows the use of the preprocessor, the option to select it 
appears on the Details tab.

Note  The Data Collection Preprocessor option is not available in Data Collection Auto-
detect mode. 

You can use the Data Collection Preprocessor to perform tasks such as:

 Match a particular command in a configuration and then remove that line. 

 Match a particular command in a configuration and then remove multiple lines 
from the configuration. 

 Match multiple commands and then remove some other command. 

 Match one command and then add several other commands. 

1. Click the Use Preprocessor button to enable writing a script in JavaScript. Click 
the green + button to add a JavaScript preprocessor to this task. 
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2. Click Load Template to load the default JavaScript template in the JavaScript 
editor pane. Modify the template to support your preprocessor task. 

3. You can click Test to execute your JavaScript and examine the Output which is 
displayed beside the Sample Text. Clicking Sample JavaScript displays a built-in 
example. 

4. Click the Run Test button to run your sample text through the JavaScript. The 
Output pane displays the config that results from running the Sample Text against 
the Preprocessor script. Click Apply to apply your JavaScript. 

5. Enter a name for the Preprocessor script and add a comment to identify it. Click 
Save to save the Preprocessor and add it to the data collection profile. 

Run the data collection task. The configuration is retrieved from the device, sent through 
the JavaScript, and then processed by the device plug-in.

RedSeal runs the JavaScript code in a sandbox in an attempt to prevent potentially 
malicious behavior. The sandbox is designed to allow only basic programming constructs 
needed to process the configuration text – variables, arrays, if statements, and loops. The 
sandbox blocks all other constructs and libraries such as accessing the file system or 
sending network traffic.

The JavaScript will be limited to the following set of Java classes:

 java.lang.String 

 java.lang.Object 

 java.util.HashMap 

 java.util.ArrayList 

 java.lang.Byte 

 java.lang.Short 

 java.lang.Integer 

 java.lang.Long 

 java.lang.Float 

 java.lang.Double 

 java.lang.Boolean 

 java.lang.Character 

 java.util.Collection 
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 java.util.List 

 java.util.Mapjava.util.LinkedHashMap 

 java.util.Iterator 

 java.util.ListIterator 

 java.lang.Iterable 

 java.util.Date 

 java.text.SimpleDateFormat 

 java.util.LinkedHashSet 

 java.util.Locale 

 java.util.TimeZone 

 java.util.SimpleTimeZone 

 java.util.Calendar 

 java.util.GregorianCalendar 

 java.util.Collections 

XML Parsing of JavaScript

The RedSeal platform supports XML parsing when using JavaScript in Preprocessor data 
collection. This is useful for parsing scanner files like nCircle XML files.

See the following example:

importPackage(javax.xml.parsers);
importPackage(org.xml.sax);
importPackage(org.w3c.dom);
importPackage(java.io);            
importPackage(javax.xml.transform);
importPackage(javax.xml.transform.dom);
importPackage(javax.xml.transform.stream);
 
var resultingConfig = new Array(); // important, don't 
remove or modify this line!!
var configArray = configuration; // important, don't 
remove or modify this line!!
 
/**
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  * Parameter configuration is initialized as:
  * var configuration = 
configuration_string.split("\r?\n");
  * You can either complete the function 
isLineMatch(line) to do your preprocessing,
  * or rewrite the rest of this JavaScript, as long as 
the resultingConfig array  
  * is correctly published.
  */
    
  var xmlString = "";   
//iterates through each line in the configArray
for (var i = 0; i < configArray.length; i++)
{
 xmlString = xmlString.concat(configArray[i]);
}         
 
var dbFactory = DocumentBuilderFactory.newInstance();
var dBuilder = dbFactory.newDocumentBuilder();     
var is = new InputSource(new StringReader(xmlString));
var doc = dBuilder.parse(is);
 
var hostname = 
doc.getElementsByTagName("hostname").item(0).getTextConte
nt();
var newHostname = hostname.concat("-TESTING");
doc.getElementsByTagName("hostname").item(0).setTextConte
nt(newHostname);   
 
var domSource = new DOMSource(doc);
var writer = new StringWriter();
var result = new StreamResult(writer);
var tf = TransformerFactory.newInstance();
var transformer = tf.newTransformer();
transformer.transform(domSource, result);
   
resultingConfig.push(writer.toString());  

Schedule 
Select the Schedule tab to set a schedule for running the task.
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Select a frequency from the list. On Demand is the default selection.

If you save the task with this selection, collections will be performed only when you 
manually trigger them.

Select from Daily, Weekly, or Monthly to schedule automatic collections. More 
specific controls will appear in the empty area on the right, as appropriate to your 
previous selection.

When the schedule is set, click the Save button at the bottom of the window to save the 
collection, Cancel to exit the task-collection wizard without saving the collection, or the 
Help button to open the online help window.

See Data Collection.

Tasks will be queued and run sequentially. The RedSeal server automatically runs analysis 
at the end of each scheduled task, provided there is enough time (according to the 
server’s estimate of how long it will take) to complete the analysis before the next task is 
scheduled to run.

Note  Collecting configurations on a rapid interval (minutes apart, for example—see 
Device Cleanup) will prevent the automatic running of analysis until a large enough 
window of time opens up.

See Data Collection.

Emails 
When the send notification checkbox on the Emails tab is enabled, an email message 
will be sent to a user-defined distribution list whenever the scheduled collection task 
fails. (No email is sent if the task is run manually, though the failure will be noted in the 
log and status tab of the Data Import dialog.)

Configure the distribution list on the Email tab of the System Settings dialog (opened 
from the client application’s Edit menu).

See Data Collection.

Live Data 
This tab allows you to set rule usage, enable routing table retrieval, and enable Layer 2 
data collection.
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Rule Usage

Enable Retrieve rule usage data when getting configuration to gather the 
information needed for rule-usage analysis. This function works with devices that are 
supported by the Device Cleanup feature.

See Data Collection. 

Routing Table

Enable Retrieve routing table when getting configuration to collect routing table 
data for devices with the following properties:

 SSH or Telnet is the specified data communication method 

 Data Collection is scheduled daily, weekly, or monthly. 

See Data Collection, and also Dynamic Routing Tables.

Layer 2 Information

Enable Retrieve layer 2 information when getting configuration to collect Layer 2 
data during data collection tasks, including L2 interfaces, MAC addresses, and VLAN 
data. You can view this layer 2 information using the layer 2 map function on the Maps 
& Views tab. See L2 Interfaces and Viewing Layer 2 Information for a Layer 3 Subnet for 
more information.

Credentials 
Credentials can be created from the Credentials and Discovery tabs of the Data 
Import dialog, or the Details panel of a collection task. 

To reset a task’s credential, select the task and click the Change Credential button on 
the Data Collection tab toolbar. A Reset Credential dialog will open, allowing you to 
edit the credential’s user name and password or to create a new credential.

Fields in the window are:

 Credential—name of the credential (required); value will be used for display in the 
RedSeal user interface 

 User Name—account ID to be used when the RedSeal server logs in to the device 
from which data is being collected 
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 Password/Passphrase—password to be used when the RedSeal server logs in to the 
device from which data is being collected; passwords are encrypted on entry using a 
128-bit AES key and never shown in clear text 

 Enable Password—password for advanced access on the device from which data is 
being collected; equivalent to the enable password on a Cisco device, or root 
password on a UNIX host 

 Private Key—the private key required for secure file transfers between a remote 
server and RedSeal without a username and password; see Creating SSH Key Pairs 

 Exclude From Assisted Modeling—checking this box when a credential is created 
or when an existing credential is modified prevents Assisted Modeling from using 
that credential. 

When Excluded From Assisted Modeling column displays true for the device, 
indicating Assisted Modeling will not attempt to log in to the device.

See Data Collection.

Device Responses 
Some data import plug-ins require a two-way dialog with the device, which may require 
the user account represented by the credential to have administrative-level privileges. See 
the chapter appropriate for the device in the RedSeal Data Import Plug-ins Guide for a 
list of commands (if any) for which the RedSeal plug-in requires a response.

Device response wait time is set on the Data Import tab of the System Settings. See 
Data Import.

Save Credential 
When the required fields have been completed, click the Save button to save the 
credential and make it available for use in a data collection task, the Cancel button to 
close the dialog without saving the credential, or the Help button to open the RedSeal 
online help window.

Note  Only the Credential and Password fields are required in order to save the 
credential; others are optional, even though they may be required in order to obtain data 
from the device.
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To edit or delete an existing credential, select it from the list in the Credentials page of 
the user interface, right click on it, and select Edit or Delete from the floating menu 
that opens.

See Data Collection.

Creating SSH Key Pairs 
If you can’t or don’t want to enter remote authentication data (username and password) 
into the RedSeal credential, you can paste the private key of a private/public SSH key 
pair into the Create New/Edit Credential dialog.

To do so, you must have login access to the remote server and the remote server must 
have SSH configured to accept public/private keys. Generate a public/private SSH key 
pair on your remote server using that server’s SSH daemon.

The public key must be written to a file named /home/<user>/.ssh/authorized_keys on 
the remote server (where <user> is the account name to be used for the login). If the file 
exists, add the RedSeal key to the existing file (don’t overwrite the file). If it does not 
exist, create it.

Copy the private key and paste it into the RedSeal credential dialog.

RedSeal requires an SSH v2 style key pair, either DSA or RSA no longer than 2048 bits.

See Data Collection. 

Certificates 
The Certificates tab is used to upload and manage certificates used for client 
authentication. Currently, only Tenable SecurityCenter plug-in supports certificates for 
client authentication.

To add a certificate to RedSeal click New on the Certificates tab on the Data Import 
dialog. The Add New Certificate dialog displays. It has the following fields:

 Certificate Name—name of the certificate (required). This value is displayed in the 
RedSeal user interface

 Description—an description of the certificate (optional).

 Certificate Format—currently only PKCS12 format certificates are supported.

 Certificate Data—browse to locate a certificate to upload to RedSeal.
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 Alias—type an alias for the certificate. The alias is the name provided when 
generating the PKCS12 format certificate.

 Password—type a password for the certificate. This is the same password used when 
generating the PKCS12 format certificate.

Once the certificate is uploaded, you can associate it with a Tenable SecurityCenter data 
collection task. 

You can edit and delete certificates from the Certificates tab.

Certificates that have expired or that are no longer relevant can be deleted. Select the row 
that contains the certificate to delete and click Delete or right-click and select delete 
from the menu. A certificate that is used in a data collection task cannot be deleted. To 
delete a certificate that is used in a data collection task, edit the task that contains the 
certificate you want to delete and remove the certificate. You can now delete the 
certificate. Select 

A certificate can be edited to updated details, to replace an expired certificate, or replace 
a certificate that is about to expire. The Certificate Name, Description, Alias, and 
Password fields are editable. Select the row that contains the certificate to delete and click 
Edit or right-click and select edit from the menu.

See Data Collection.

Proxy Servers 
Some network environments require that data collection go through a proxy server. You 
can create HTTP proxy server objects (with optional authentication credentials) for your 
data collection tasks. A data collection task can contain one set of credentials for the 
proxy server and another for the remote destination device. The HTTP(S) plug-in 
communication method uses that proxy object to establish a session with the proxy 
server, allowing collection to function correctly though the proxy. You can also use the 
proxy object to download TRL updates through a proxy server. Create multiple proxy 
servers as individual objects, and then select one for a data collection task as necessary, in 
the same way you create device credential objects and then select one for collection.

Creating or Editing a Proxy Server Object 
Not all plug-ins support the use of proxy servers. This option only appears for plug-ins 
that support the use of proxy servers.

1. From the Data Import dialog, select the Proxy Server tab and click New or Edit. 
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The Add or Edit Proxy Server dialog appears. 

2. Type the following information:

 Name 

 Hostname 

 Port 

3. Select a Credential from the drop down menu. (optional, if authentication is 
required) 

4. Click Test Connection to make sure the connection works. 

5. Click Update to save the proxy information. 

Reset Schedule 
To reset a schedule for one or more existing collection tasks, select the tasks in the Data 
Collection dialog and click the Reschedule button.

See Data Collection. 

Reset Credentials 
To reset the credential used for one or more devices, click the Change Credentials 
button.

In the dialog that opens, select the credential you want to use and select the appropriate 
check boxes on the right side of the dialog.

You can also edit the credential or create a new one, using the buttons provided.

When you click Save, the selected credential will be associated with the collection tasks 
you designated using the check boxes.

See Data Collection. 

Change Email Notification List 
Click the Email button on the Data Collection tab tool bar to edit the current 
distribution list for email notifications about failed collection tasks.

Importing Network Data 
Before importing network data, create topology groups in which to place network 
objects. Topology groups help you organize objects in your network topology. 

402 RedSeal User Guide 9.4



Data Collection 

In the Maps & Views tab, click the Create new topology groups icon.

Groups and their contents will appear in the topology map in the Maps & Views tab.

Import network device configuration data and scan files into RedSeal so that RedSeal can 
build a new topology or add to an existing one. You can define collection tasks in either a 
comma separated value (CSV) or an XML file. To import network data, choose File > 
Importto open the Data Import dialog and select the file(s) to import, or you can use 
the API.

Grouping Objects in the Network Map 
After you import network data, you can create topology groups manually or define 
topology rules to create groups. By default newly created rules are enabled and will run 
during data import.

Before you create topology rules for groups, you must first create the groups. See 
Topology Groups.

Creating Topology Groups in the Network Map 
After you import network data, topology groups can be created (1) manually, (2) using 
topology rules, or (3) using the Auto Group feature from the Network Map. Using 
topology rules, you can define your own rules or use the Auto Group topology rule. By 
default newly created rules are enabled and will run during data import.

For more information about the Auto Group feature, see Topology Groups.

Before you create topology rules for groups, you must first create the groups.

Discovery 
Discovery is RedSeal’s process of attempting to connect with devices in your network to 
collect their configuration data so that it can create a new network model or update your 
existing one.

To quickly discover your network, RedSeal provides Assisted Modeling. 

See Using Assisted Modeling to Automate Discovery.

Alternatively, if the only available device data is from an import file, you can try 
accessing individual devices using different credential/IP address combinations to verify 
devices exist and collect their configuration data.

See Accessing Individual Devices.
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Using Assisted Modeling to Automate Discovery 
If you do not yet have a network model and want to create one:

 Run Assisted Modeling on demand (File > Import > Data Import > Discovery). 

See steps in Creating a New Model with Assisted Modeling.

If you already have a network model and want to update it:

 Enable the System Settings option to run Assisted Modeling automatically after 
scheduled data collection and before analysis (Edit > System Settings > Assisted 
Modeling). 

See steps in Updating Your Model with Assisted Modeling . 

As devices are discovered, Assisted Modeling adds them to your network model. 

Each time it runs, Assisted Modeling learns more about your network to build a more 
complete model. Larger networks with many devices means Assisted Modeling can take a 
while to run. You can adjust the length of time it runs. 

Assisted Modeling runs discovery in two phases:

 In phase one, it generates new targets from model issues. Targets are devices for 
which RedSeal does not yet have configuration data. 

 In phase two, Assisted Modeling attempts to SSH connect to devices it finds in 
phase one, collects configuration data, and creates the device, which it adds to the 
network model. Assisted Modeling uses only device credentials when logging in to 
devices to collect configuration data. Credentials tied to non-device data collection 
tasks are ignored. 

When it runs on demand from Data Import window Discovery tab, Assisted Modeling 
performs both phases continuously or until the time limit is reached. 

When Assisted Modeling is set in System Settings to run automatically between data 
collection and analysis, it performs both phases once, up to the set time limit.

Before you run Assisted Modeling:

 You must provide at least one device credential 

Assisted Modeling attempts to discover additional devices and gather their 
configuration data using traceroute. 
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Take these additional steps to expedite discovery:

 Import any configurations you have. 

 Enter known management IP ranges. This is the quickest way to discover devices if 
your network has a separate subnet to manage them. 

 Set SNMP credentials and enable SNMP if you think there are devices that Assisted 
Modeling will not be able to log into. 

SNMP collection can also be used to discover management interfaces.

 Enter any target IP addresses. 

If you do not have a network model and want to create one, see steps in Creating a New 
Model with Assisted Modeling. 

If you have an existing network model, see steps in Updating Your Model with Assisted 
Modeling.

For details on system settings, see System Settings for Assisted Modeling.

Creating a New Model with Assisted Modeling 
To create a new network model:

1. From File > Import, Credentials tab, enter at least one user credential or as many 
as possible for your network devices. 

2. Define the scope of discovery. A known address range can be used to expedite the 
process of discovery and model creation, or you can import multiple targets in a file 
as described in Accessing Individual Devices. 

To collect Layer 2 switch information or to connect with any devices using a known 
management IP address range: 

 Choose Edit > System Settings > Assisted Modeling and click Add. 

 In the Add Discovery IP Range window, enter switch IP addresses or the IP 
address of a management subnet and choose Include+Scan. 

Enter any other discovery IP addresses that you want Assisted Modeling to consider 
or ignore.
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3. If you think there are devices that Assisted Modeling will not be able to log into, 
enable the SNMP option in System Settings > Assisted Modeling. When 
Assisted Modeling discovers devices with SNMP, they are labeled “?” in your 
network map and have only basic information associated with them.

Note  SNMP collection can also be used to discover management interfaces. When 
you enable SNMP, you must also provide SNMP credentials (Data Import > 
Credentials).

4. In Data Import > Discovery, click Run Assisted Modeling, and set how long it 
runs (the default is 8 hours) or enable Run continuously. 

See System Settings for more information about Assisted Modeling options and how they 
affect your network model.

Updating Your Model with Assisted Modeling 
To update your model, set Assisted Modeling to run automatically after scheduled data 
collection tasks and before analysis: 

1. From File > Import, Credentials tab, enter at least one user credential or as many 
as possible for your network devices. 

2. Choose Edit > System Settings > Assisted Modeling and enable the option Run 
Assisted Modeling Automatically. Set how long it runs (Stop After). 

The default is two hours to ensure that scheduled analysis has enough time to run 
afterwards.

You can adjust this time as needed, considering progress that Assisted Modeling 
makes and an interval that allows for both scheduled collection tasks and analysis to 
complete.

If the interval between data collection and analysis is too short to discover devices 
and collect their configuration data, even after adjusting this time, you can also try 
running Assisted Modeling on demand (Data Import > Discovery) to see if this 
adds more devices to your model. 
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3. You can set how frequently Assisted Modeling attempts to log in to a device. Use 
this to ensure that it does not try to log in again until the device lockout duration 
has elapsed. In the Assisted Modeling window, enter the number of minutes in the 
Minimum Time Between Visits to Each Target field.

4. If Assisted Modeling can log in to a device successfully but is unable to detect the 
device type, you can set a timer so Assisted Modeling does not attempt to log in to 
that device again until after a specified period. Use this if the device type is not 
supported. In the Assisted Modeling window, enter the number of hours in the If 
Unable to Determine a Device’s Plugin, Try Again After  field.

5. Define the scope of discovery. A known address range can be used to expedite 
discovery and model update, or you can import multiple targets in a file as described 
in Accessing Individual Devices. 

To collect Layer 2 switch information or to connect with any devices using a known 
management IP address range: 

 Choose Edit > System Settings > Assisted Modeling and click Add to open 
the Add Discovery IP Range dialog. 

 Enter switch IP addresses or the IP address of a management subnet and choose 
Include+Scan. 

Enter any other discovery IP addresses that you want Assisted Modeling to consider 
or ignore.

6. If you think there are devices that Assisted Modeling will not be able to log into, 
enable the SNMP option in System > Settings > Assisted Modelling. 

When Assisted Modeling discovers devices with SNMP, they are labeled “?” in your 
network map and have only basic information associated with them.

Note  SNMP collection can also be used to discover management interfaces. When you 
enable SNMP, you must also provide SNMP credentials (Data Import > Credentials).

See System Settings for more information about Assisted Modeling options and how they 
affect your network model.

Working with Targets 
Targets are network devices for which RedSeal does not yet have configuration data. 

To view a list of targets:
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 Choose File > Import > Data Import > Discovery, and select Targets. 

Targets are listed by IP address or host name. All the interfaces of devices that Assisted 
Modeling discovers using SNMP are added to the targets list.

When Assisted Modeling cannot log into a device, the Status column lists the reason. 
For failed credentials the number of log in attempts is listed out of the total number of 
credentials provided. For example, “Failed - Incorrect Credentials (3/13)” indicates three 
attempts were made out of 13 credentials to try.

Assisted Modeling refreshes the targets list and adds devices to your network model as it 
collects configuration data, discovers new devices, and resolves new targets generated 
from model issues, such as MI-5 Dangling Links and MI-11 Unknown Next Hop. 
Targets become known devices once their configuration data is collected.

You can add or import targets selectively (Add Target and Import Target), for example 
if you’ve added one or more devices to your network. See Accessing Individual Devices.

You should periodically review the targets list. Targets that remain in the list might 
require you to add a new credential or try a different plug-in so that data can be 
collected. See steps in Accessing Individual Devices.

If you do not expect to gather data from a target, you can add its address to the 
Discovery IP Ranges table (Edit > System Settings > Assisted Modeling) and mark 
it Exclude. By default, the Discovery IP Ranges table allows only private IP addresses.

Working with Known Devices 
Known devices are what you see in your network map and consist of:

 Devices that RedSeal knows about by successfully logging into them and collecting 
their configuration data. 

 Devices that RedSeal only knows about from an imported file but a live connection 
has not yet been made with them. The configuration data may have been imported 
using File > Import, a RedSeal API or imported from a repository.

 Incomplete Device objects that are generated when Assisted Modeling discovers a 
device using SNMP. Only basic information is known about these objects (host 
name, interfaces, and associated subnets), and configuration data is still needed. 
These device objects are labeled “?” in the Network Map and generate MI-19 
Incomplete Device model issues. 

To view a list of known devices:
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 Choose File > Import > Data Import > Known Devices, and select Known 
Devices. 

For steps on how to access specific known devices to collect more configuration data or 
to verify they exist by establishing a live connection see Accessing Individual Devices.

Accessing Individual Devices 
You can access devices individually to try various combinations of credentials, plug-ins, 
and communications methods to collect configuration data.

You might try to individually access:

 Targets for which configuration data has not yet been collected so these can be 
added to your model. 

 Known Devices whose source is an imported file. You might want to establish a live 
connection with them to verify they exist and to collect more data from them. 

 Incomplete Device objects that Assisted Modeling discovered but only has basic 
information about them (host name, interfaces, and associated subnets) and no 
configuration data. 

To access targets or known devices individually: 

1. Choose File > Import > Data Import > Discovery. 

2. Select Targets to display the targets list, or select Known Devices to display the list 
of known devices. 

 When viewing the targets list, you can add or import more targets. Choose Add 
Target to provide a single IP address or host name. Choose Import Target to 
import multiple targets from a file. 

 Targets imported from a file must use comma-separated value (CSV) format, 
and file content must include the first three lines shown in the following 
example. Multiple IP addresses must be listed on separate lines. 

application/x-RedSealv8.0+csv
DiscoveryTargetList
IPAddress
10.10.10.1
10.10.10.2
10.10.10.3
your_server_name
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 When viewing the list of known devices, you can choose Set Comm IP to enter 
a different communication IP address on the device if the one RedSeal 
attempted did not successfully connect. 

 From either list, you can choose New Credential to add new credentials to the 
existing credential set. 

3. Choose Run to try different combinations of plug-ins (Data Type), communication 
methods (SSH or Telnet), and credentials. 

Enable either or both of the Get Routing Table and Get Rule Usage options if 
you want discovery to retrieve routing tables or rule usage data needed for rule-usage 
analysis for devices that the Rule Check and Usage Manager supports.

4. Continue trying different combinations of plug-ins, communication methods, and 
credentials until collection is successful. 

Details Viewer 
When you select a network resource (host, router, or subnet, for example) on the Risk or 
Maps & Views display, either by icon or tree node, one or more tabbed details panels 
will open in the Details Viewer at the bottom of the user interface window, showing 
details about the selected element.

For information about individual tables, see Tables.

Details 
The Details panel shows a summary of the selected object. 

Device 
If the selected object is a network device, the panel has a Details grouping that identifies 
the type of device, name, and operating system, and a Configuration pane that shows 
the date the device configuration was most recently imported and the name of the 
resource from which the configuration was obtained (file name if imported from a file, 
task name if imported directly from a device via data collection task).

The View Current button opens a configuration viewer dialog that shows the full text 
of the device configuration and depending on the type of device, a Best Practice 
Violations table, Static Routes table, Observed Routes table, Interfaces table, 
Applications table, Access Rules table, Vulnerabilities table, Network Objects table, 
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Service Objects table, History table, and a Warnings table that lists all warnings 
generated by the RedSeal plug-in when the configuration was imported.

An Export button in the configuration viewer allows you to export the configuration 
text currently displayed.

If the pane also includes a drop-down menu of date/time stamps and a Show 
Differences button, you can open a differences viewer to see changes between the 
current state of the device’s configuration and a selected previous version. Entries on the 
menu represent date/times of import into RedSeal.

RedSeal does not display a Show Differences button unless there are different versions 
of the device’s config in the database. If the configuration has never changed since first 
import, then there are no differences, and no Show Differences option.

The RedSeal default viewer shows only those lines that differ. See Configuration Diffs for 
information about RedSeal’s support of external differences viewers.

If you click on an entry in either the Best Practice Violations or Warnings table, the 
viewer highlights the line or lines in the configuration associated with the violation or 
parser warning if possible (not all violations can be associated with a specific line in the 
configuration).

Subnet 
If the selected object is a subnet, the panel will have a Subnet grouping that identifies 
the subnet by address and mask, Locale Tag (see Locale Tags  on page  268 for more 
information), RedSeal trust level, and number of hosts. The text labeled Description is 
the configured descriptive text associated with the interface identified by the 
Description Taken From label. 

Hostname 
The name shown in the group outline surrounding the entire details panel is the subnet 
or device name that is displayed in the Edit Computer System dialog’s Name field (or 
the subnet’s address, if no name has been assigned within RedSea). Right click on the 
system in the topology and select Edit.

If the selected system is a device (router or firewall, for example), this name should 
represent the device’s configured host name. The value used for the name field in the 
Edit Computer System is initially derived from the hostname in the configuration. 
(This value can be edited, however, in which case it will no longer be a match for the 
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device hostname. For this reason, you should not edit a device’s name in that dialog 
unless you’re sure you have a legitimate need for doing so.)

If the selected system is a subnet, the name shown will be derived from description text 
for the interface in the configuration of the router or other network device to which the 
subnet is attached, according to the following process of elimination:

 If there is no router attached, the interface on a firewall or other network device will 
be used. 

 As a tie-breaker if there are multiple interfaces with descriptive text available, the one 
with the numerically lowest IP address will be used. 

 In the unlikely event multiple interfaces tie for lowest address (if there are colliding 
IP addresses, for example), the interface with the earlier timestamp will be used. 

Host 
If the selected object is a host, the Details summary shows both host details and analysis 
results. If results have changed for the host since the previous analysis, changes to the 
host are also displayed.

Adding Notes to the Details Pane 
You can add a short note to the Details pane for any object on the map.

1. Right-click any object on the map and select Add Notation. 

The Add Notation dialog appears. 

2. Type in your text and click Save. 

When you hover your cursor over the object, your text appears in a tool tip. Your note 
also appears in the Details pane in both the Topology Map and in the Topology view of 
the Zones & Policy tab. 

Grow Selection 
Sometimes it is useful to see data for more than one device in the Details Viewer.

On the Maps & Views tab, you can expand your view zone by right-clicking on the 
selected icon and choosing the Grow Selection item on the menu. This will add to the 
selection all computer systems that are one hop away from the current selection.
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Tables in the Details Viewer will show information for all selected objects.

Customizing Table Display 
You can customize the table display using the grid-like icon immediately above the scroll 
bar on the right edge of the table. Check the items you want displayed in the table then 
click the OK button. This shows or hides the data from the on-screen display; you can 
toggle between states at any time.

You can sort on multiple columns. Click on a column to sort the table by that value, 
then hold the control key down and click on another column for a secondary sort, then a 
third, and fourth, and so on. A number will appears in the column heading indicating 
sort level.

Click on a sorted column a second time to reverse the order. Click again with the control 
key held down to remove the column from the sort list. This will cause all subordinate 
sorts to move up one in the numerical list.

Clearing the sort order of any sorted column without holding the Control key down will 
remove all sorting selections.

Move the mouse over a column title to see the filter button for that column. Click on 
the funnel icon to display filter options.

Click the Export button in the button row immediately above the table to save the table 
as a tab-delimited ASCII file. The saved file will contain data as displayed in the user 
interface—only columns that are visible and in the currently configured sort order.

Click on the search icon (magnifying glass) display filter fields for all columns.

Configurations 
Display a device on the Maps & Views tab and click the View Current button in the 
details panel to open the configuration viewer.

The upper panel of the configuration viewer dialog that opens shows either the text of 
the device’s configuration or, if there are multiple configurations (as for a Check Point 
device, for example), a collection of associated configurations.

RedSeal adds line numbers to the configuration display.

See also Location in Configuration Files.

Lines associated with certain types of Best Practices check failures will be highlighted in 
red (though the color can be changed; see Preferences). 
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Static Routes 
The Static Routes table in the configuration window itemizes routes that are known to 
the device because they have been explicitly identified in the device configuration.

If the device supports multiple static route tables, listings will be grouped under 
expandable nodes in the RedSeal table; nodes will be identified by the configured name.

Routes not associated with a named table in the configuration will be listed under a 
Default node in the static routes table.

See Visualizing Potential Flows for more information about routing and static routes.

See also Virtual Routers on page 107 in the RedSeal Data Import Plug-ins Guide. 

Observed Routes 
If you have imported a device’s routing tables into the RedSeal server, an Observed 
Routes tab will be displayed in the configuration window, in addition to the Static 
Routes tab. The Observed Routes table represents all routes known to the device, 
including those contained in the Static Routes table.

However, some routes on the static table may not appear on the observed table because 
of the way routing tables are constructed. If a route that is configured statically in a 
device’s configuration can also be learned from a second source with a lower IP distance 
value for the route, it will not appear on the observed table for that device.

The Observed Routes table will not contain any data unless you have explicitly 
imported a routing table for the device.

See Dynamic Routing Tables for more information about routing, static routes, and 
importing routing tables. 

Tables 
Tables accessible from the Details Viewer are:

 Applications 

 Devices 

 History 

 Hosts 

 Interfaces 
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 L2 Interfaces 

 Vulnerabilities 

 Access and Threat Vectors 

 Endpoint Data 

For information on tables specific to software defined networks, see Software-Defined 
Networks.

Not all tables are displayed at all times. The viewer only displays tables that are 
appropriate to the selected object.

IP addresses shown as grey in tables are private-space addresses as defined by RFC 1918.

Results displayed in tables in the Details Viewer may be different than results observed 
in other data displays, such as reports. Even though the queries appear to be the same, 
that may not always be true due to subtle differences in how the query was defined.

See Query Definitions.

Query Definitions 
Subtle differences in how queries are defined can produce significantly different results in 
the data returned.

For example, the vulnerabilities table in the Details Viewer will show one row for each 
vulnerability/host/port.

But if you construct a query for a vulnerabilities report on the Reports tab and do not 
include the ports field, the report will condense instances where the only difference is 
port.

If your data base contains a host with one vulnerability that could be exploited on 
multiple ports (a web vulnerability that targets ports 80 and 443, for example), the 
report will show this vulnerability on a single row, while the table in the Details 
Viewer will show two rows for the same host, one for each port. See Glossary, for 
RedSeal’s definition of exploitable.

The total row count in the Details Viewer will be different than the total count shown 
in the report.

If you add a ports field to the report query, however, the report will show the 
vulnerability on two rows, one for each port, and totals should then match.
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More broadly, queries must be precisely defined, and comparisons between data sets 
returned by different queries must be carefully analyzed when apparent discrepancies are 
found.

Applications 
The Applications table lists the software associated with the selected device, either 
because the application was found in a configuration or scanner file or because the 
analysis engine inferred it from a port assignment in the configuration or scanner file.

Table columns include:

 Application—name of the software 

 Version—version of the software 

 IP—IP address of the device 

 Port—port on which the application communicates 

 Protocol—TCP or UDP 

Right click on an entry in this table to see a drop-down menu containing the following 
items:

 Select All—selects all items in the table 

 Clear Selection—deselects the currently selected items 

 Copy—copies the data in the selected table row, as text 

 Export—exports the entire contents of the table to a file, in ASCII format 

 Show TRL Mapping Information—displays data about the selected items (if 
multiple items selected, multiple windows will open) 

 IP Map—shows the IP NAT mapping table; see NAT Display 

Devices 
When the selected icon is a subnet, a Devices table shows all devices that are connected 
to that subnet.

The Devices table contains the following columns:

 Device—host name of the device 
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 Device Type—type of device, such as router, or firewall 

 Interface—address or name of the 

 Modified—date/time stamp of the last time the device’s configuration data changed 

History 
The History tab maps the data import history of the device—when it was first added to 
the RedSeal database, plus when and how subsequent updates were performed. The table 
includes the following columns:

 Date—time and date of the history table entry 

 Task Name—name of the task which triggered the collection of data, if there is one 
(name given the task created in the Data Collection dialog, for example) 

 Action—what the table entry documents. Can be one of: 

 Created—Configuration has been created. 

 Modified—Configuration has been modified. 

 Unchanged—Configuration has not been changed. 

 Reloaded by force—Generated when Data Import is set to Always update 
configurations, even with no change in content or plugin in 
System Settings, or when the user manually starts an import. 

 Reloaded by plug-in version—Configuration updated because the plug-in 
version changed. Device configurations are re-imported when the plug-in 
version updates. 

 Data Type—type of Data Type plug-in used to collect the data 

 Source Name—name of the configuration in the repository from which it was 
obtained (if it was not in a repository, this field will be blank) 

 Source Timestamp—date/timestamp configuration was imported into the RedSeal 
system 

 Source Location—repository from which the configuration was obtained 
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 Import Type—how the data was obtained (file upload or data collection task, for 
example) 

Hosts 
If the selected item is a subnet that contains hosts, a Hosts table will display the 
following columns:

 Name—host name 

 Type—can be Active, Inactive or Clone; see Hosts in the Inventory Tree 

 IP Address—NAT address associations are shown by listing the actual address on a 
server followed by the first NAT association; if the address or range intersects with a 
post NAT address, the listing will include a button to open a window with a 
complete list of all of the host's NAT mappings for the port identified in the Ports 
column (see NAT Display); if there is no NAT button, right click on the row and 
select IP Map to see a table of NAT addresses 

 Primary Service—service (application) on the host with the highest value 

 Number of Services—the number of services found on the host 

 Vulnerability Count—number of vulnerabilities found on this host 

 Risk, Downstream Risk, Attack Depth, Exposure, Value, Confidence—each 
of these individual columns contain values calculated by the RedSeal analysis engine; 
see Analyzer Results 

Endpoint Data 
If the selected item is a host and endpoint data from other vendors has been imported 
into RedSeal using the Extended Host Details plug-in, the Endpoint Data table lists 
data by vendor source. Endpoint data extends host details displayed in the Details tab.

Interfaces 
If the selected item is a network device (router or firewall, for example), an 
Interfaces table itemizes the interfaces configured on the device. The table includes the 
following columns: 

 IP Address 
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 Subnet Mask 

 Name 

 Description 

 VRF Table 

 MAC Address 

 Locale Tags 

L2 Interfaces 
You can view layer 2 information for layer 3 devices. If you select a layer 3 network 
device on the map, a L2 Interfaces table lists information on hosts and subnets 
connected to the device. You do not need a license that supports layer 2 devices to collect 
L2 data from L3 devices. See Viewing Layer 2 Information for a Layer 3 Subnet for more 
information.

Layer 2 data is only collected if you enable the Retrieve layer 2 information when 
getting configuration checkbox when you create data collection tasks. See Data 
Collection for more information. 

The table includes the following columns:

 Interface name 

 MAC Address 

 VLAN 

 Mode 

 Description 

You can also view a map of the layer 2 information for a single subnet or host. For more 
information, see Viewing Layer 2 Information for a Layer 3 Subnet.

Vulnerabilities 
The Vulnerabilities table displays hosts, the applications running on them, and 
vulnerabilities associated with those applications

To suppress a vulnerability from the RedSeal analysis engine, right click on a 
vulnerability entry and choose Suppress.
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If the host’s vulnerability count is 0, there will be no plus-sign icon.

Double click on a row in this nested table to see details about the vulnerability in a 
popup window.

To see a table of vulnerabilities for a single host, use either the Risk tab or the Security 
Intelligence Center.

The vulnerabilities table will contain different data depending on what it is associated 
with. If you select a threat vector (red arrow), the table will contain different data than if 
you select a subnet.

Note  RedSeal retains imported device vulnerability scan data for display and export only. 
This data is NOT used in analysis and has no impact on threatmap, risk calculations, 
reports, etc.

The Vulnerabilities table associated with a subnet contains the following columns by 
default:

 Vulnerability—the vulnerability, listed by scanner ID 

 CVE References—CVE-IDs associated with the scanner ID 

 Host Name—host name if known, or inferred if host was inferred during RedSeal 
analysis 

 IP—address of the interface associated with the vulnerability; NAT address 
associations are shown by listing the actual address on a server followed by the first 
NAT association; if the address or range intersects with a post NAT address, the 
listing will include a button to open a window with a complete list of all of the 
host's NAT mappings for the port identified in the Ports column (see NAT Display). 

 Application—the application subject to attack 

 Protocols—protocols that would be used to exploit the vulnerability (TCP, IP or 
ICMP, for example) 

 Ports—ports targeted by the vulnerability 

 Risk—risk score calculated during RedSeal analysis 

 Downstream Risk—the sum of the calculated risk for this device and all of the 
devices that can be reached from it 

 Type—can be: 

 Confirmed—VA scanner logged on to the device and verified the vulnerability 
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 Attack Depth—number of pivots, or leapfrog jumps, an attacker must make to 
reach the destination from an untrusted location 

 Exposed—can the vulnerability be exploited, and if so, how? Possible values are: 

 No 

 Network—yes, from anywhere 

 Network Leapfrog—yes, by leapfrog through a host anywhere 

 Subnet—yes, from this subnet 

 Subnet Leapfrog—yes, by leapfrog through a host within this subnet 

 Leapfrog—can this vulnerability be used to leapfrog to another host in the network, 
yes or no? (RedSeal derives this value from CVE data) 

 CVSS Base—the vulnerability’s Common Vulnerability Scoring System base score 
assigned by the National Vulnerability Database (NVD) 

 CVSS Temporal—CVSS score after consideration of temporal metrics defined by 
the NVD 

 Ticket—link to a trouble ticket for this vulnerability if one exists; see Trouble 
Tickets 

The list of vulnerabilities contained in this table may be different from the list shown in a 
vulnerabilities report generated from the Reports tab. 

Vulnerabilities tables associated with a threat vector will contain these columns:

 Source Host—source host name of the threat 

 Source IP—source IP address of the threat 

 Target Host—target host name 

 Target IP Protocol—target IP protocol 

 Ports—ports exposed 

 Exposure—RedSeal calculated value 

 Vulnerability—CVE ID of the vulnerability 

 Severity—severity of the vulnerability 

 Impact—NVD impact (A, C, or I) 
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 On Attack Path—yes if this vulnerability on this host has a lower attack depth than 
any other instance of this vulnerability from some other source; no if the same 
vulnerability can be exploited from some other source with a lower attack depth 

 Ticket—link to a trouble ticket for this vulnerability if one exists; see Trouble 
Tickets 

See Analyzer Results for more information about associating vulnerabilities with hosts.

You can exclude vulnerabilities from RedSeal analysis, either globally (all computer 
systems) or for individual hosts.

See Create/Edit Suppression.

Access and Threat Vectors 
When you view access or threats between endpoints, an Access Vectors or Threat 
Vectors table lists source/destination endpoints and define the type of vector represented 
by the arrows on the map:

 Source—source endpoint, as specified in the query that generated the vector map 

 Vector—type of vector; value depends on the query type: 

 for Access queries, the vector value is Access 

 for Threat queries, the vector value can be: 

• Direct—indicates a significant threat. The attack simulation actually used 
this path to directly access an area of the network that can’t be reached by an 
easier, shorter path. It means an attacker can take this path to get deeper 
into the network. 

• Indirect—the attack simulation used this path, but the path leads to an area 
of the network that could be attacked by at least one easier, shorter path. 
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• Internal—indicates that neither the source or destination were used during 
attack simulation. No attack chains were found that could reach the source 
or leapfrog onwards from the source. 

 Destination—destination endpoint, as specified in the query that generated the 
vector map 

These tables can be generated on the Maps & Views tab by exploring threats or access 
to/from a selected endpoint, or from the security intelligence tools.

Understanding L7 App IDs in Queries 

When you perform a query, you can include an optional L7 App ID. If you do not 
include one, then the L7 App ID column in the result can show:

 any 

 One or more L7 App ID names 

 any except and one or more L7 App ID names 

The results are any if there are no L7 App ID restrictions along the path. The results 
show specific names for L7 App ID’s only when there is a device in the path configured 
with a rule containing L7 App IDs to enforce a Layer 7 restriction.

Alternately, if you do include an L7 App ID, then the query shows you any paths where 
that application is allowed and repeats the name of the L7 App ID you specified in the 
L7 App ID column. This means the display does not distinguish between a path which 
uses L7 inspection, and a path which is fully open. (In either case, the L7 App ID you 
specified is allowed, and so it is shown in the result.) To distinguish between paths that 
are configured with a rule containing L7 App IDs and paths that are not, remove the L7 
App ID from your query. After the L7 App ID is removed, rows which display any are 
rows that have no rule containing L7 App IDs.

See:

 Access 

 Threats 

Filtered Internet Addresses 
Some tables which show subnets by trust level may show an Internet* entry.
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The asterisk is a visual flag that indicates that, although the subnet’s trust level is internet, 
there are access filters in place that restrict the number of IP addresses able to reach your 
network from this subnet.

The asterisk is added to the internet designation if the number of IPs with access is less 
than 256 (equivalent to a /24 subnet). 

Device Cleanup 
The Device Cleanup feature has been renamed and made easier to use. See Rule Check 
and Usage Analysis Manager.

Import Status 
To check the status of data import tasks, select Data Import Status from the View 
menu of the user interface window.

The Data Import dialog will open with the Import Status tab selected.

The Import Status tab contains a Data Import Tasks table showing the status of the 
50 most recent file import operations, all data collection tasks, and TRL uploads.

Each scheduled task is considered to be single operation and will be listed in the table 
only once. Each of these listings can be expanded to show a user-defined number of 
records of previous collections.

N Records Per Task 
Use the Show [ n ] records per task field in the upper left corner of the dialog to 
determine how many previous records will be stored.

Expand/Contract Arrows 
Use the up/down arrow buttons adjacent to this field to expand or collapse all nested 
records in the table.

TRL 
Similarly, TRL upload is considered to be a single task with a single status regardless of 
how many times a new TRL is uploaded. There will be one TRL upload entry in the 
table.
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Task Table 
The Data Import Tasks table contains the following columns:

 Start Time—date and time the task most recently occurred 

 Task—what kind of task (TRL upload, file import, or data collection task) 

 Data Type—selection in the Data Type list when the import operation or collection 
task was initiated/created 

 Description—brief summary of what was imported 

 Status—whether the task has been completed, or is still running; can be one of: 

 Cancelled 

 Completed W/ Error 

 Completed 

 Failed 

 Processing 

 Queued 

 Execution Time—time it took to complete the task 

 Notes—details of task results 

 Credential—credential used in the task 

For scheduled tasks, entries are expandable, to show details for individual runs of the 
scheduled task. By default, this list will contain information for 50 runs. To change this 
number, right click on the entry in the table and select Set Expanded Count.

Buttons at the upper right corner of the dialog allow you to filter, export or refresh the 
data displayed in the table:

 Filter—lets you enter expressions for filtering the contents of the table. 

 Export—lets you save the contents of the table as a tab-delimited text file 

To see a list of what computer systems were affected by the collection, right click on a 
row and select Affected Systems. (The menu item will be disabled for manual 
collections through the File Upload dialog, or for device import through the REST 
API.)

RedSeal User Guide 9.4 425



Chapter 7: UI Tools and Utilities 

To rerun a specific data collection task, select a row and click Rerun. You cannot rerun 
file imports.

License Status 
Select License from the View menu to review the current state of your RedSeal license.

The License Status dialog will be displayed automatically on client application startup 
whenever the license or maintenance agreement is within 30 days of expiring. 

The license status dialog contains L3, L2, and software-defined networks (SDN) license 
information:

 Number of L3 devices allowed by your license and displays number of devices that 
are currently in the model 

 Total number of routing tables currently in the model 

 Number of licenses required for routing tables 

 Total number of licenses required. Calculation is based on the number of L3 devices 
plus the number of routing table licenses. 

 L2 collection and modeling capability for device data 

 Number of L2 devices allowed 

 Total number of L2 licenses in the model 

 Number of SDNs permitted by your license and displays number of SDNs that are 
currently in the model 

 One SDN license for each distributed firewall, which is a set of access rules that 
describes how objects within the SDN interact with each other and with objects 
outside the SDN. 

For more information on SDN and distributed firewalls, see Software-Defined Networks.

When License Limits are Exceeded 
If you exceed the number of layer 3 devices allowed by your license, many functions are 
disabled, including analysis, Best Practice Check sub-listing, creating and running 
reports, and updating PCI compliance. You can still import data and view the network 
model. 
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If you exceed the permitted number of SDNs, RedSeal disables the same set of functions 
as when the layer 3 license is exceeded. Because SDN licenses are calculated per vendor, 
if you exceed your alloted licenses for one vendor, functionality is disabled, even if you 
have not exceeded your other vendor licenses.

If you exceed the number of layer 2 devices allowed by your license, RedSeal stops 
running analysis on layer 2 device data, but you can still access previous analysis data.

If you are close to exceeding the number of devices allowed by your license, RedSeal 
displays warning messages at the bottom of the License Status dialog, and also at login. 
You can click Do not Show license warning at login at the bottom of the License 
Status dialog to hide the login messages. The same information will continue to appear 
on the RedSeal client Home screen and the View License dialog in the web application. 
For more information on turning the warning messages on and off, see License Warning 
Messages.

Link Devices 
Select Unlinked Devices from the Tools menu or the link in the Status panel of the 
Home page to open the Link Devices dialog.

The two interface panels in the Unlinked Devices panel at the top of the dialog contain 
identical lists of all unlinked unnumbered interfaces found in your network.

When you select a device in each list and click the Link button, the devices will be 
linked and moved to the Linked devices panel at the bottom of the dialog.

You can also use this dialog to unlink devices that have been previously linked 
incorrectly. Select the linked devices in the bottom list and click the Unlink button in 
the center of the dialog.

Unnumbered Interfaces 
The RedSeal modeling algorithm is not able to track connections through unnumbered 
interfaces. If you have used them to link two routers, you will need to manually link the 
interfaces in the model. Select both of the routers in the Link devices dialog and click 
the Link button.

If the matching interface for an unnumbered interface is not in your network—if it 
connects to your ISP, for example—it should be designated as untrusted.

See Threat Sources. 
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Manage Topology Layouts 
A topology layout associated with each RedSeal user account is stored in the database 
and is retrieved each time the a user logs in using that account. See:

 Inventory Map 

 Topology Map Selection 

 Topology Maps in Reports 

 Select Layout Dialog 

 Save Layout 

 Auto-Saved Layouts 

Topology Map Selection 
You can change the topology map associated with your user account using the topology 
layout tools. These tools also allow topologies to be shared with other RedSeal user 
accounts.

Click the Manage Topology Layout button in the row of icons immediately above the 
topology on the Maps & Views tab to access the layout management controls.

A menu will display the following choices:

 Load Layout—opens the Select Layout dialog, where you can select from 
previously saved layouts 

 Save Current Layout—opens the Save Layout dialog, which allows you to publish 
(save) the current topology layout; check Set as System Layout to designate a 
layout to be used when the server generates a topology map in a report 

 Manage Layouts—opens the Edit Layout dialog which allows you to change the 
name and descriptive text for the selected layout, and to delete layouts 

 Advanced Compact Layout—opens the Compact Layout Configuration dialog; 
see Advanced Layouts 

 Advanced Organic Layout—opens the Organic Layout Configuration dialog; 

 Auto Layout—opens the Auto-generate Layout dialog, which can be used to 
automatically arrange items on the topology in one of four pre-defined 
arrangements; see Layouts for descriptions 
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 Align Vertically—aligns all currently selected icons in a vertical column 

 Align Horizontally—aligns all currently selected icons in a horizontal row 

 Alignment Tool—opens the Auto-alignment dialog, which allows you to arrange 
all currently selected items horizontally, vertically, or in a grid 

Topology Maps in Reports 
Some RedSeal reports will display a topology map drawn by the server at the time the 
report is run.

The image shown in the report will be zoomed to a size large enough to contain all threat 
or access arrows.

Because threat and access vectors are calculated every time the report is generated, 
RedSeal recommends not running a report that uses a topology map while analysis is 
running. Map results will be unpredictable.

The image will be based on the topology layout that was designated as the system layout 
in the Save Layout dialog. See Manage Topology Layouts. If no layout has been 
designated as the system layout, the server will generate the map using the compact 
layout algorithm.

Note  Each time a layout is generated using the compact layout algorithm, coordinates of 
objects are calculated anew. The appearance of the map can change from one layout to 
the next. Everything will be represented correctly, but back-to-back runs of the layout 
image will produce maps with distinct visual differences. See Layouts.

If you want the report to use a saved custom layout, create a new report using this 
template and select a topology layout on the Topo tab of the create report dialog.

See Topology.

Select Layout Dialog 
When you choose the Load Layout option on the topology layout menu, the Select 
Layout dialog displays a list and preview of previously saved topology layouts.

Select a layout in the table and choose one of the following buttons:

 Load Auto-Saved—opens a dialog that lists all auto-saved layouts (see Auto-Saved 
Layouts); select one and click Open to load the layout into the Select 
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Layout dialog’s preview window then click Load Layout or Load and Restore 
Groups to complete the restoration 

 Load Layout—repositions icons on the topology map to their x/y coordinates at 
the time the layout was saved 

 Load and Restore Groups—repositions icons and attempts to restore topology 
group memberships to the state they were at the time the layout was saved (this may 
not be 100% possible because of changes to your network; see Load and Restore 
Groups) 

Save Layout 
When you select Save Current Layout from the layout menu, the Save Layout dialog 
opens.

Use the drop-down Publish Layout As menu to create a new saved layout or to update 
an existing saved layout with the current topology.

If you choose to create a new layout, enter a name in the Name field and, optionally, a 
description of the layout, which may help you select among multiple saved layouts in the 
load or manage layouts dialogs.

Check the Set as System Layout box if you want this layout to be the default map used 
when creating reports.

Auto-Saved Layouts 
RedSeal checks the topology layout every 10 minutes. If there has been a change to the 
layout in that time, a .topo file is created and stored in the %USER_HOME%\redseal 
directory.

A new .topo file is also created each time the RedSeal client application is shut down.

RedSeal will store the most recent 100 .topo files.

You can restore one of these auto-saved layouts using the Load Auto-Saved button in 
the Select Layout dialog.

Purge Auto-Saved Button 
Use the Purge Auto-Saved button to clear out all auto-saved topology files whenever 
you upgrade your RedSeal client software to a later version.
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The stored .topo files will survive a reinstallation of the RedSeal client. However, layouts 
from a previous version will not work with an upgraded client. If you attempt to load a 
layout from an incompatible client, an Invalid layout file message will be displayed.

Managing Views and Groups 
The navigation tree along the left edge of the Maps & Views page of the user interface 
displays the contents of the view, or collection of objects, currently selected in the drop-
down menu at the top of the tree.

A view, which is implemented as a root-level group, can contain groups (also called zones 
in a policy context) and computer systems, including subnets and network devices.

See:

 Creating and Managing Views and Groups 

 Create, Rename, Delete Views 

 Create Groups 

 Delete Groups 

 Populate Groups 

 Dynamic Rules in Topology Groups 

 Add Static Children 

 Add Dynamic Content Rules 

 Exclusion List 

 Group Editor 

 Hosts and Subnets in Groups 

 Dashboard Groups View 

Creating and Managing Views and Groups 
To create or edit a view, select Tools > Manage Views and Groups. The Groups 
Editor dialog is displayed.

Note  You can also create views and groups in an XML file which you can then import 
using the File Uploadtab of the Data Importdialog. See Importing Views and Groups. 
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However, also note that views and groups created by XML import cannot be edited in 
the Groups Editor dialog. Changes to XML-created views and groups must be made in 
the XML file, which will then have to be reimported.

The tree on the left side of the window shows the contents of the currently selected view. 
Use the drop-down menu in the Select View panel at the top left corner of the dialog to 
change to a different user-created view.

Create, Rename, Delete Views 
To create a new view (or rename or delete a currently selected user-created view), click 
Manage Views. Click the New View button in the Views Editor dialog that opens.

Give your new view a name and click the OK button, then the Close button, to add 
your new view to the View menu.

Create Groups 
Select a view in the drop down menu in the top left corner of the dialog and click the 
New Group button at the bottom of the tree to add a group to the view.

Note  The New Group button will be disabled for some system-defined views (including 
Subnets and Primary Capability). The contents of these views are managed by the 
server and cannot be changed by user action.

Give the new group a name and, optionally, descriptive text.

If you want this group to be a reference to another group, click the reference group check 
box. Reference groups are not really groups; they are pointers to their parent groups. You 
cannot edit the contents of a reference group directly. Instead, you will need to edit the 
contents of the parent group.

Select the type of group; this will determine the icon which will represent the group in 
tree diagrams. See Group, Zone Icons.

When groups are created in the Groups Editor dialog, you determine membership of 
the group as using the populate tools provided. See Populate Groups.

When groups are created as zones on the Zones & Policy tab, you can use the 
Suggestions button for certain types of groups to automatically populate the group with 
systems that meet RedSeal’s criteria for that group type, based on your selection of icon. 
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Note  After you create a group and save it, your new group will remain selected in the 
tree. If you then create another group without exiting the manager dialog, the second 
group will be created as a nested sub-group. To create it as a root-level group, you must 
first deselect (Ctrl+mouse click) the group that is highlighted in the tree.

Delete Groups 
If you change your mind and delete a group, it will be deleted immediately, unless you 
have clicked the Save button and committed the group to the database. Groups that 
have been previously saved will be marked for deletion by the Delete button and they 
will be removed from the tree displayed in the editor, but they will not actually be 
removed from the database until you click the Save button.

This means that if you click Delete, then exit the Group Editor dialog without saving 
the work done in the current session, the group you thought you deleted will still be in 
the database, and it will appear in the tree the next time you open the editor.

The RedSeal software will not prevent you from deleting a group that is the parent of a 
reference group (see Create Groups for a definition of a reference group). However, since 
a reference group is only a pointer to the parent group and not an actual entity in its 
own right, you may get unexpected results when you try to use a view that contains the 
orphaned group. For example, if you attempt to generate a computer systems inventory 
report for an orphaned reference group, a null error message will be displayed.

Populate Groups 
Groups can be populated in two ways:

 Static Children—click the Add button to open a Find dialog, in which you can 
specify systems by name (wildcards permitted); hosts that match at the time of 
group creation (or time of last edit) will be added to the group, and will remain 
members of the group until manually removed 

 Dynamic Content Rules—define rules; whenever the group is referenced, its 
contents will consist of those systems that match your specified criteria at that time; 
when a host no longer meets your specified criteria due to changes in the RedSeal 
model of your network, the host will no longer qualify for group membership 

A group can contain static and dynamic contents simultaneously.
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To have systems marked for exclusion from the group, click the Add button in the 
Exclusion panel and identify the system to be excluded from dynamically populated 
groups.

Objects marked for exclusion will still be contained in groups that identify them as static 
members.

See Exclusion List.

Dynamic Rules in Topology Groups 
Groups in the Topology view cannot contain dynamic rules.

You can add a dynamic rule to the group and click the Show Current Results button 
to display a list of systems which currently match the specified rule. You can then add 
the systems contain in this list to the group as static members.

But if you try to save the group, a message will be displayed advising you to delete the 
dynamic rule before saving.

Add Static Children 
To add static content, click the Add button in the Static Members pane. See Search 
Dialog.

Add Dynamic Content Rules 
To have systems added to the group dynamically whenever the group is referenced, use 
the New rule specification buttons at the bottom of the Dynamic Content pane.

Choose whether systems must match all specified criteria, or any one of the specified 
criteria, using the drop-down menu at the top of the Dynamic Content pane.

To add a new condition:

1. Select one of the match criteria. Criteria are Name, Primary Capability, and 
numeric values for Downstream Risk, Exposure, Attack Depth, Risk, Value, 
and Vulnerability Count.

2. Select a criteria match operator. 

Operators are: Is, Is Not, Is In, Is Not. 
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Numeric operators are =, Between, >, >=, <, <=, and !=.

3. Select Add.

Exclusion List 
Use the Excluded Entities panel to specify systems which you want removed from the 
static and dynamic member lists in the Group Editor dialog.

This exclusionary action is confined to the items listed in the dialog. If you populate the 
group using the Add button in the static list section or the Add Rule button for 
dynamic members, then add an exclusion, the excluded entity will be removed from the 
static or dynamic membership generated by the group editor.

However, if you click the Expand group membership... check box at the top of the 
dialog and then exclude a subnet that gets added because of the check box, the subnet 
will still be added to the group. The Expand... action takes place after the exclusion 
algorithm is invoked.

The exclusion feature works for both static and dynamic content. However, it does not 
exclude objects contained in subgroups. That is, if you add Subnet A and Group B, 
which contains Host C, to the group, and then subsequently list both Subnet A and 
Host C in the exclude list, only Subnet A will be excluded. Since Host C is contained in 
a subgroup, the exclusion filter does not prevent it from being in the parent group.

When explicitly excluding objects from a group, you should specify them using the same 
object types that are explicitly included, otherwise results may not be as expected. For 
example, if the group membership specifies the IP range a.b.c.d–e.f.g.h and you exclude 
the subnet w.x.y.z/24, which intersects the excluded address range, the group may still 
contain some addresses you don’t want (depending on how the network is configured).

If the exclusion criteria is changed to the range w.x.y.z—w.x.y.zzz, then the group 
makeup should be as expected.

The algorithm used by the Groups Editor for constructing group membership is:

 select subnets and hosts from the Static Members and exclude subnets and hosts 
that are on the Excluded Entities list 

 select systems listed on the Devices/Hosts tab in the Dynamic Content 
Rules section, and exclude any systems that are on the Excluded Entities list 
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 select subnets listed on the Subnets tab in the Dynamic Content Rules section 
and exclude any subnets that are on the Excluded Entities list 

Group Editor 
Click the New Group button at the bottom left corner of the Groups Editor dialog (or 
select a group in the tree in the Groups Editor dialog) to add group editing controls to 
the Groups Editor dialog. Or, you can right click on a group name in the Maps & 
Views tab navigation tree to open the Group Editor as a stand-alone dialog.

Hosts and Subnets in Groups 
Criteria for dynamic groups always result in hosts, not subnets, being added to the 
group.

If you want the group to contain a subnet itself and not just its hosts, save the view and 
then open a group or tree that already contains the subnet of interest. Subnet objects can 
be found in PCI groups and topology groups that you create and populate with subnets 
by dragging them on the map.

Right click on the subnet and select Copy from the menu.

Open your custom view, right click on the group into which you want the subnet placed, 
and select Paste.

Dashboard Groups View 
The Dashboard Groups view contains system-created groups that you can populate 
with whatever systems are meaningful to your network. These groups will be used when 
generating dashboard reports.

For example, the Known DMZ Outlets metric in the Network Security 
Overview report will be based on the systems you have placed in the DMZ group in the 
Dashboard Groups view.

Groups in this view are:

 All Non-Critical Assets—automatically populated, based on contents of user-
managed dashboard groups 

 All Trusted Non-DMZ—automatically populated, based on contents of user-
managed dashboard groups 
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 Critical Assets—systems in this group will be used to determine which hosts have 
access to critical systems when generating the Network Security Overview 
dashboard report; see Network Overview 

 Database Servers—systems in this group will be used when generating the 
Network Security dashboard report; see Network Overview 

 DMZ—systems in this group will be used when generating the Network Security 
dashboard report; see Network Overview 

See Network Overview. 

Preferences 
Select Preferences from the Edit menu to configure general preferences, reset defaults 
on the Risk tab, and set preferences for viewing device configurations.

The Preferences dialog contains three tabs:

 General 

 Risk 

 Configs 

General 
The General tab of the Preferences dialog contains a check box and two buttons.

Select the Save Window Locations check box to preserve your screen layout upon 
closing and reopening the RedSeal client application.

Click the Reset All Defaults button to reset various values affecting the display of the 
client application user interface—such as window sizes and locations, and login dialog 
values, for example—to their defaults.

Risk 
The Risk tab of the Preferences dialog contains checkboxes for display options:

 Show Leaf/Cell Border—when enabled, borders will be drawn around every 
object in the map 

 Show Grouping Border—when enabled, borders will enclose groups in the map 
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 Show Host Name—when enabled, host names will be displayed in the map; when 
disabled, all hosts will be identified by IP address 

Configs 
The Configs tab of the Preferences dialog contains two groups of controls.

Use controls in the Diffs group to select the means by which differences in 
configurations will be displayed in the View Changes dialog. See View Changes.

Use the controls in the Colors group to select background colors for highlighted text in 
configuration viewers.

Select Use Built-In Differences Viewer to use the View Changes dialog for 
configuration differences.

Select Use External Diff Tool if you prefer to use a third-party utility.

Use the button following the Cmd field to locate the executable for your preferred 
utility.

Click the button following the Args field to enter any program arguments required by 
your utility. Enter the string ${1} to represent the current version of the configuration 
and the string ${2} to represent the older version (in whatever order your utility requires 
them; if older comes first, enter the strings as ${2} ${1}).

RedSeal will create temporary files for the configurations and substitute these file names 
for the placeholders when it runs the program identified in the Cmd field, when you 
click the View Config Diffs button in the View Changes dialog.

For example, if your preferred diff viewer is executed by running a file named 
diff_viewer.exe and takes the arguments -R (for read only) and the filename for the 
current configuration followed by the filename for the older configuration, you would 
locate diff_viewer.exe in the Cmd field and enter the following in the Args field:

-R ${1} ${2}

Topology Graph 
The Topology Graph tab of the Preferences dialog contains a set of controls to 
customize colors, line widths, and other visual elements on the topology map displayed 
on the Maps & Views tab.
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Rule Check and Usage Analysis Manager 
Select Rule Check and Usage Analysis Manager from the Tools menu to open the 
Rule Check and Usage Manager dialog.

This feature allows you to run a set of rule checks against specified network devices, to 
help maintain rules configured on the device.

These rule checks are similar to Best Practice Checks, except that they are only run 
against a device when you manually execute a device cleanup analysis from the rule 
check manager.

See Configuration Checks, for general information about Best Practice Checks and Rule 
Checks.

The upper pane of the Rule Check and Usage Manager dialog displays a table of 
previous runs of the feature. Until you have run the feature once, this panel will be 
empty. When there are entries, double click on one to view the results of that analysis, or 
right click on an entry and select one of the following menu commands:

 Export—exports the contents of the table to a tab-delimited file 

 Open—opens a results dialog populated with data for the selected task 

 Rerun—reruns the selected rule analysis task 

 Delete—deletes the rule analysis task from the table 

You can also click the Select Device button to view results for a specific device. A device 
can be contained in multiple tasks. The Select Device button will display results from 
the most recent task for that device.

To run a new analysis, click the New Analysis button in the manager dialog.

Either accept the default name for the analysis (Cleanup Task <timestamp>) or enter 
your own in the dialog that opens, then select the devices to be analyzed.

Use the View menu and the groups tree to navigate through the device inventory, and 
select one or more devices.

If you want to see rule usage statistics, select the Enable Rule Usage Analysis checkbox 
and configure the time period for the usage analysis. (Not all device platforms support 
rule usage analysis; see Rule Usage ).

Click the Submit button to execute the analysis.
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When analysis is complete, a list of the devices analyzed will be shown in a Device 
Cleanup Analysis Results dialog. Click on one of the entries to see tables of rule 
violation instances, segregated by rule on individual tabs in the bottom pane of the 
dialog.

Right click on an entry in one of the tables to export the table to a file, see a violation 
report, view the device configuration with the location of the rule violation highlighted, 
or create a trouble ticket. (The right-click menu is rule -specific; not all options are 
available for all rules.)

See also:

 Device Cleanup Results 

Device Cleanup Results 
To open the results of a Device Cleanup analysis from the Rule Check and Usage 
Analysis Manager dialog, do one of the following:

 click the Select Device button, locate the device of interest, and click Select; a 
Device Cleanup Analysis Results dialog will open, showing the most recent 
cleanup analysis task that contains the selected device 

 double click on an entry in the Device Cleanup History table; a Device Cleanup 
Analysis Results dialog will open, listing all devices that were analyzed in the 
selected task 

Click on a device in the results table to see details of the analysis.

See:

 Rule Check Violations Tab 

 Redundant Rules 

 Rule Usage 

 Expired Rules 

 Time Constraint Rules 

 Unlogged Rules 

 Permit IP Any Any 

 Empty Objects 

 Check Point Configurations 
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 Color Coding in Configuration Viewer 

Rule Check Violations Tab 
The Details pane of the results dialog will display a Rule Check Violations tab that 
itemizes all rule check failures of the selected device, in a table with the following 
columns:

 Title—title of the check that was violated (see Configuration Checks) 

 Violation Instances—numerical count of the number of times the device failed the 
check 

 Details—contains a Go to Details button which opens another tab in the 
Details pane itemizing each failure instance in a table with the following columns: 

 Severity—how serious the failure is (LOW, MEDIUM or HIGH) 

 Summary—a brief statement of the problem 

 First Line/Description—name and line number of the configuration where 
the violation of the rule check occurred; if there are multiple configuration lines 
involved (such as for a redundant rule failure) this entry will list the first line in 
the configuration where the error occurs; for Check Point devices, see Check 
Point Configurations; right click on the entry in the table and select Show in 
Config File to see the referenced line 

 First Noticed—date/time stamp showing when the violation was first recorded 
by RedSeal 

 Trouble Ticket—if a trouble ticket exists for this rule check failure condition, 
an icon will be displayed; click on the icon to see the trouble ticket; if no trouble 
ticket exists, right click in the empty cell and choose Create Trouble Ticket to 
add a new ticket (see Creating and Managing Tickets) 

Click on the Go to Details button in the Rule Check Violations table and double 
click on a row to see the complete text of a Rule Check violation.

Right click on the line and select Show in Config File to see where in the configuration 
the violation occurred. See Best Practices Check Failures. 
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Redundant Rules 
If the Redundant Rules check box is enabled in the Device Cleanup Analysis dialog, 
the final report will list all rules that are redundant with other rules in the configuration 
and which could be removed without loss of functionality.

View the Redundant Rules tab in the results dialog.

The bottom table lists the redundant rules. To make the table easier to view, you can 
toggle column visibility in the report using the show/hide columns button above the 
upper right corner of the table.

To see the list of redundancies for the listed rule, expand the row by clicking the 
downward arrow at the right end of the First Line/Description column.

Rule Usage 
For certain types of network devices, you can enable a rule usage feature that will report 
how many packets were processed by individual access rules during a specified time 
period.

Rule-usage counts, which require the collection of traffic data at the time of data 
collection, must be enabled in the RedSeal data collection task configuration dialog.

The following table lists data import plug-ins that support Rule Usage along with the 
supported communication plug-ins. 

Data Import Plug-in SSH Telnet MFNA CPMI

Check Point OPSEC Yes

Cisco IOS Yes Yes

Cisco FWSM v2 Yes Yes

Cisco NX-OS Yes Yes

Cisco PIX v6 Yes Yes
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Cisco PIX v7/8

ASA v8
FWSM v3/4

Yes Yes Yes

Juniper ScreenOS Yes Yes

Juniper Junos Yes Yes

Forcepoint Sidewinder Yes Yes

A Rule Usage tab will be added to the Data Collection Task editor when you use the 
Check Point Management Interface communication method with the Check Point plug-
in, or either the SSH or Telnet communication method when using any of the Cisco or 
Juniper plug-ins.

Click the checkbox on this tab to enable rule usage data collection.

Note  Setting a configuration collection interval shorter than the time it takes the RedSeal 
server to run analysis will prevent auto-analysis after each collection task. When doing 
device cleanup collections on a short schedule, run analysis manually.

Expired Rules 
Some devices may show an Expired Rules tab, itemizing rules that have exceeded their 
configured time period.

Not all device types support time-based rules.

Time Constraint Rules 
Some devices may show a Time Constraint Rules tab, itemizing rules that have a 
configured time period, after which they will expire.

Not all device types support time-based rules.
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Unlogged Rules 
Some devices may show an Unlogged Rules tab, itemizing rules that are not being 
logged.

Not all device types support rule logging.

Permit IP Any Any 
All firewall devices show a Permit IP Any Any tab, itemizing rules that allow IP traffic 
from any source to any destination. These devices can be a zone-based firewall (for 
example, Palo Alto Networks), a firewall that attaches rules to interfaces (for example, 
Cisco ASA), or a firewall that supports global rules.

Empty Objects 
Some devices may show an Empty Objects tab, which itemizes address-group objects 
that contain no objects.

Not all device types can isolate empty objects.

Check Point Configurations 
The First Line/Description column in several of the device cleanup tables is intended 
to help you locate the configuration text responsible for the check failure.

But Check Point device configurations are not exportable in a form easily equated to 
text.

When a Check Point device is imported into RedSeal, a set of file-based configuration 
objects are created. These objects define the Check Point rules as text.

The First Line/Description column for a rule check failure will contain something 
similar to the following:

Security Rules:10 ID 2 Name: The Rule

This means that the rule check failure is associated with line number 10 in the Security 
Rules object which RedSeal created when the firewall was imported. In the Check Point 
dashboard, the rule will have an ID of 2 and a user-defined name of The Rule.
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To see further details of the rule, right click on the entry in the table, and select Show in 
Config File. The Configuration Section drop down menu at the top of the dialog lists 
the configuration objects created by RedSeal to represent the Check Point configuration 
as text.

Color Coding in Configuration Viewer 
When you select Show in Config File for a Rule Check violation, a dialog will open 
displaying the complete device configuration in the upper pane and a collection of 
tabbed pages in the bottom pane:

 Best Practice Violations—table lists all Best Practice violations associated with this 
device (see Best Practices Check Failures) 

 Static Routes—table lists all static routes defined in this device configuration 

 Warnings—table lists all RedSeal plug-in warnings associated with this 
configuration when the configuration was imported 

 Rule Check violations (tab name reflects the rule that was violated—lists all 
violations of the rule 

Lines in the configuration will be highlighted as follows:

 configuration line associated with the currently selected line in the table is 
highlighted in red (in some cases, multiple lines may be associated with the table 
entry and therefore, multiple lines will be highlighted in red) 

 all other lines associated with best practice violations are highlighted in pink (in 
some cases, especially with very large configurations files approaching 100KB, the 
lines will not be highlighted) 

 all other lines associated with warnings are highlighted in yellow (in some cases, 
especially with very large configurations files approaching 100KB, the lines will not 
be highlighted) 

 all other lines associated with rule check violations are highlighted in blue 

Search Dialog 
The Search dialog can be opened in several ways, including:

 Search command on the Tools menu 
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 Search tab in the navigation pane of the Maps & Views tab (Advanced Search 
only) 

 Add button in the Groups Editor and on the Zones & Policy tab 

See Searching for Data for other RedSeal search options.

When opened from a tab on the Maps & Views or Zones & Policy page, the search 
dialog combines both simple and advanced options in a single window.

When opened from the Tools menu or within the security intelligence tools, the Simple 
Search dialog includes an Advanced Search link to expose criteria refinement options.

See:

 Simple Search  on page  446 

 Advanced Search 

Simple Search 
Depending on how you opened the Search dialog, it may contain a Browse tab in 
addition to the main Search controls, and the contents of the dialog vary slightly:

 from the Tools | Search menu —select one or more items in the Results pane and 
select Show Details at the bottom of the dialog; the selected items are highlighted 
on the Maps & Views tab

 from the Groups Editor or the Zones & Policy page—select one or more items 
from the results tab and select Add to add the selected items to the group or zone 
being edited

 from the Groups Editor or the Zones & Policy tab—a second tabbed page in the 
Search dialog, labeled Browse, can be used to navigate to objects such as subnets, 
groups, devices or hosts; select one or more objects from the list that is displayed and 
select Add to add the selection to the group or zone being edited

 the Search tab at the bottom of the Maps & Views navigation pane—both simple 
and advanced search controls are displayed

To initiate a search, enter a search string in the Search Text field at the top of the dialog 
and select Search. Results of the search are displayed in the Results table at the bottom 
of the dialog.

See also Advanced Search  on page  447 
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Advanced Search 
The Advanced Search controls let you refine your search criteria.

Use the menus and checkbox in the Search Criteria group to refine the scope of the 
search:

 Search For—limit the object types to be searched; options are:

 Hosts 

 Devices 

 Interfaces 

 Subnets 

 Groups 

 All 

 Search By—field to be searched; options vary according to Search For selection:

 Name—name string of the object; available choice for all object types

 IP Range—IP address or range of addresses; available choice for all object types 
except Groups,

 DNS lookup—available choice for Hosts and Devices; see DNS Lookups

 Config File Content—searches device configurations; available choice for 
devices only

Enter the search text in the field at the top of the dialog, then click the Search button.

Results of the search will be displayed in the table at the bottom of the dialog. The text 
entry field immediately above the results table can be used to locate specified text in the 
results table.

If the search dialog was invoked from within the group editor or on the Zones & 
Policy page, select items in the results table and click the Add To List button to add 
them to the group or zone being edited.

Both simple and advanced searches will attempt to find the search text in descriptive text 
blocks for subnets and interfaces.

After conducting a search, select an item or items in the Results table, and click the 
Membership button to see a list of all groups that contain the selected items.

RedSeal User Guide 9.4 447



Chapter 7: UI Tools and Utilities 

See also Simple Search  on page  446 

DNS Lookups 
You can also choose to search by either name or IP range, and you can select to include 
view locations and to perform DNS lookup on names, which returns addresses that 
match through NAT as well as exact matches. In order to use this lookup feature, your 
RedSeal server must be configured to use a DNS server. For RedSeal appliances, see set 
dns in the RedSeal Installation and Administration Guide.

Security Intelligence Center 
Click the Security Intelligence Center button in the tool bar at the top of the user 
interface window or choose Security Intelligence Center from the Tools menu to 
open the Security Intelligence Center window.

The Security Intelligence Center and the Security Query Manager dialogs work 
together to give you access to detailed information about your network, including 
potential traffic and threat vectors, compliance with policy rules, and risk associated with 
proposed configuration changes, all from a central location.

Many of the queries you can create in the Security Intelligence Center can also be run 
from the tabs of the web application.

The types of queries you can run in the client Security Intelligence Center or the web 
application include:

 Access—Shows all potential traffic flows between source and destination. See Access. 
For both client and web applications. 

 Threats—Shows all open threat vectors between source and destination. It shows 
how a threat can be carried out by an attacker. See Threats. For both client and web 
applications. 

 Policy Status—Shows the status of all Policy rules that exist for traffic between 
source and destination. See Policy Status. 

 Security Impact —A “what if ” utility that analyzes potential traffic flows between 
specified end points and shows what vulnerabilities on the destination would be 
exposed to the system defined as the source if the specified access were open. See 
Security Impact. For both client and web applications. 
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 Detailed Paths—Shows a hop-by-hop mapping of access from the address specified 
as source to the address specified as destination. See Detailed Path. For both client 
and web applications. 

In the client application only, Detailed Path also lets you monitor how much live 
traffic is flowing between a source and destination pair. See Detecting live traffic.

The Security Intelligence Center dialog contains the following components which are 
shared with the Security Intelligence Manager dialog:

 Source and Destination select or remove source and destination addresses from the 
query 

 Protocols restrict the query to show results for only the specified protocols 

 Ports restrict the query to show results for only the specified ports 

 L7 App ID (Optional) restrict the query to show results for only the specified 
application 

See Security Query Manager for details about these controls.

In addition, the following controls are added to the Security Intelligence Center 
dialog:

 L7 App ID Considerations When you perform a query in the Security 
Intelligence Center without specifying an L7 App ID:

 The flow results displayed show all L7 App IDs that were configured in a rule on 
devices that support application identifiers.

 All flow results that are not configured with a rule containing L7 App IDs, 
display ANY in the L7 App ID Column. This means that since no devices had a 
rule specifying an L7 App ID, any L7 App ID is permitted in the flow.

 After you have the unspecified L7 App ID query results, you can sort the L7 
App ID column to quickly find the flows that display L7 App IDs that are 
configured in a rule. 

 After sorting the L7 App ID column, it is easy to locate the L7 App IDs you are 
looking for.

When you perform a query in the Security Intelligence Center and specify L7 App 
IDs:
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 The results contain flows marked ANY in the L7 App ID column. All of those 
flows are shown as if they support the L7 App IDs in your query. This is because 
the specified L7 App IDs are a sub-set of ANY.

 It might be more difficult to locate the L7 App IDs you’re looking for using this 
method.

 Route Consideration (for Detailed Path) 

 Use System Settings—RedSeal uses the setting specified in the Analysis tab of 
the System Settings dialog. For more information, see Dynamic Routing Tables. 

 Off—RedSeal considers only static routes to null 

 Static—RedSeal considers static and connected routes 

 Observed—RedSeal considers observed routes where available, or static and 
connected routes when observed routes are not available 

 Enable Exhaustive Query (for Detailed Path)—When selected, RedSeal uses an 
expanded search between source and destination that includes all VIPs or NAT 
chains that might be suitable paths. An exhaustive query takes longer to run and 
uses substantially more computing resources than the default Direct mode query. 
Direct mode query calculates whether the source can send packets directly to the 
destination, and is encouraged for typical queries. Exhaustive queries are useful when 
you need to include a search for unknown VIPs. (If you know the VIP for your 
query, you can use a faster Direct mode query with the VIP as the destination.) 

 Swap To/From—exchanges Source and Destination data (source becomes 
destination, destination becomes source) 

 Analyze Query—individual buttons choose how the data retrieved from the 
database are presented in the RedSeal user interface 

Saving Queries

Queries created in the Security Intelligence Center or Security Query Manager can 
be saved and then used to generate reports. When you view the results of a query 
generated in the Security Intelligence Center, click the Save As button in the view 
dialog and check the Track checkbox.

In the Manage Security Intelligence dialog, this check box is on the query creation 
form. See Security Query Manager.
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Access 
The Access query shows all potential traffic flows between source and destination.

Running Access Queries in the Security Intelligence Center 

1. From the Tools drop down, select Security Intelligence Center. 

The Security Intelligence Center dialog appears.

2. Add source(s), destination(s), protocols, ports, and optionally L7 App ID. 

3. Click Access. 

The upper table shows all access vectors for the query (blue arrows on the topology map). 
The bottom table shows the potential traffic that could flow through the vectors selected 
in the upper table.

The Show in Topo button displays the topology map on the Maps & Views tab, with 
blue arrows displayed.

The keep this table open button (in the toolbar immediately above the upper right 
corner of the table causes the currently displayed instance of the dialog to remain open 
when you open another instance of the dialog. This allows you to compare different 
views of your data.

The Save As button saves the database query that was used to generate the access paths. 
Give the query a name in the Save As dialog. Enable the Track checkbox in the Save 
As dialog if you want this query to be available in reports. See Network Access and 
Threats.

Running Access Queries in the Web Application 

1. From the web application, select the Network Access tab. 

Add source(s), destination(s), protocols, and ports. 

2. Click Query. 

For details on the query result, see the online help.

Threats 
The Threats query shows all open threat vectors between source and destination. 
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Running Threats Queries in the Security Intelligence Center 
The Threats query shows all open threat vectors between source and destination. 

1. From the Tools drop down, select Security Intelligence Center. 

The Security Intelligence Center dialog appears.

2. Add source(s), destination(s), protocols, ports, and L7 App ID. 

3. Click Threats. 

The Threat Results dialog is nearly identical to the Access Results dialog. See Access.

To find out how a threat can be carried out by an attacker, do the following:

 Generate red threat vector arrows by clicking on the Show In Topo button in the 
Threat Results table. 

 Leave the arrows on display (don’t close the Threat Results table, or the arrows will 
disappear). 

 Note the subnets at either end of the red arrow and go back to the Threat Results 
table. 

 Locate the entry in the table that corresponds to the two subnets at either end of the 
arrow in question and right click on the table entry. 

 Select Detailed Path. 

 Click the Start Calculation button. 

 In the Detailed Path dialog that opens, click the Select Path in Topology button. 

In addition to the red threat-vector arrow, the topology map will now show links 
through the network from source to destination as yellow-highlighted lines.

See Visualizing Potential Flows for information on how potential traffic flows are 
calculated.

See Visualizing Threats for information about vulnerabilities.

See also Address Spoofing. 

Running Threats Queries in the Web Application 

1. From the web application, select the Threats tab. 
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Add source(s), destination(s), protocols, and ports. 

2. Click Query. 

For details on the query result, see the online help.

Policy Status 
The Policy Status button on the Security Intelligence Center dialog opens the Policy 
Status dialog that shows the status of all Policy rules that exist for traffic between source 
and destination. The Policy Status dialog is nearly identical to the Access Results 
dialog.

See Access.

Security Impact 
The Security Impact query analyzes potential traffic flows between specified end points 
and shows what vulnerabilities on the destination would be exposed to the system 
defined as the source if the specified access were open.

See:

 What If Versus What Is 

 Running Security Impact Queries in the Security Intelligence Center 

 Running Security Impact Queries in the Web Application 

What If Versus What Is 
The conclusions expressed by the Security Impact query represent how the network 
would be configured if the access defined by the query were to be allowed.

Information such as exposed vulnerabilities, hosts reachable, downstream access and 
threats show the results of the most recent analysis of your network, not as the network 
would work if the what if conditions were enacted.

The Downstream Impact pane, for example, identifies the number of hosts reachable 
by leapfrog attack.

But the table displayed when you click on that link might list unreachable hosts, and 
hosts with an attack depth of 1 (direct attack, not leapfrog).
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The number shown as reachable by leapfrog is conditional—what it would be if the 
query conditions were enacted. The table lists current conditions—the list of hosts that 
would become reachable, but with current exposures (attack depth, reachability).

Running Security Impact Queries in the Security Intelligence 
Center 

1. From the Tools drop down, select Security Intelligence Center. 

The Security Intelligence Center dialog appears.

2. Add source(s), destination(s), protocols, ports, and L7 App ID. 

3. Click Security Impact. 

Path Status

The Path Status pane will show whether the path between the system specified in the 
From field and the system specified in the To field is currently open or blocked for the 
specified port and protocol (both of which can be left empty, meaning assess risk for any 
port or any protocol).

Click the Detailed Path button to calculate detailed path results from source to 
destination. See Detailed Path.

Exposure

The Exposure pane will show the exposure status of the specified from and to systems. 
Untrusted subnets will be shown as Untrusted. Trusted subnets and network devices will 
be labeled according to their level of exposure—either Protected, Directly Attackable, or 
Indirectly Attackable. 

Click the Show in Map button for the untrusted subnet to located it in the topology. 

Click the Show in Map button for the destination system. If it is a network device, it 
will be highlighted in the topology, if it is a subnet all hosts associated with it will be 
selected in the tree on the left side of the Maps & Views page.

Vulnerabilities on the Destination

The Vulnerabilities on the Destination pane will tell you how many vulnerabilities 
are (or would be) exposed by permitting access through the specified port and protocol.
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See Vulnerabilities Defined.

The pane will also show how many unique hosts are on the destination, and how many 
of the vulnerabilities exposed are unique (as opposed to one vulnerability exposed on 
multiple hosts, as reflected in the first number); the maximum CVSS base score among 
the vulnerabilities; the oldest scan date among hosts; a summary of CVS impact scores; 
and whether one or more the vulnerabilities are leapfroggable.

If the panel contains n hosts are exposed text, click it to display host and vulnerabilities 
tables.

Downstream Impact

The Downstream Impact pane will tell you whether or not the destination system has 
leapfroggable vulnerabilities, and it will show the count of hosts that can be reached 
through the destination.

Click the blue highlighted NN hosts can be reached... text to open a table itemizing the 
downstream hosts.

This table will contain all hosts that are reachable by leapfrog from somewhere in the 
destination endpoint defined by the query, regardless of the target host’s risk. The data 
contained in the table (attack depth, risk, downstream risk) is from the current state of 
analysis, not the state of the system as it would be if the queried path were opened. So, 
even though the table shows hosts that would be reachable, some entries in the table may 
still show Unreachable in the Attack Depth column.

Click the Downstream Access or Downstream Threats button to see an Access 
Results or Threats Results table for the query. See Access and Threats.

Policy Impact

The Policy Impact pane shows how the access specified by the query would affect your 
currently enabled policies.

There will be one icon for each policy. Color of the icon will represent the status of the 
access specification (or zone-pair). If there are multiple zone pairs defined by the query, 
the globe icon will be presented as a pie chart, divided among the different zone pairs.

Click on the Details link below each globe to see a Policy Impact Query Results table 
that itemizes business decisions associated with the policy.

Click on the New Business Decision link to open the Business Decision Editor.
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Export Button

Click the Export button at the bottom of the dialog to generate a report that will be 
displayed on the RedSeal Web Portal, where it can be saved in one of several formats 
(PDF, Microsoft Word or Excel, for example) and saved to your file system.

See Web Portal.

Running Security Impact Queries in the Web Application 

1. From the web application, select the Security Impact tab. 

Add source(s), destination(s), protocols, and ports. 

2. Click Query. 

For details on the query result, see the online help.

Detailed Path 
A detailed path shows a hop-by-hop map of access from specified source address(es) to 
specified destination address(es), including all active and inactive ACL/Filter rules. 

The Detailed Path function shows your security architecture--the access your network 
configuration and security controls allow. It describes what will happen to packets along 
a given path. By design, it does not show your current operational state--it does not show 
a live view of what is actually happening to packets at a given moment. (To incorporate 
information on operation state, you can include observed routing tables in analysis. For 
more information, see Dynamic Routing Tables).

It is possible to check for live traffic between a source and destination pair in a detailed 
path query. This feature is available in the client application only. Live traffic detection is 
possible when Gigamon Integration is enabled and the RedSeal server and GigaVUE-
FM are running in the same network. See Detecting live traffic. 

You can use this information for several purposes.

 Planning access changes: If you need to change access between a source and a 
destination in your network, you can use detailed path to examine the existing traffic 
path. You can see which firewalls need to be changed. You can also see all the rules 
on all the devices in the path. 

 Understanding RedSeal results: If you need to see why RedSeal’s access results are 
not as expected, you can run a query to show details of how the result was found. 
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 Troubleshooting access: If your flow is not working as expected, and data is either 
flowing or blocked in ways you do not intend, you can examine a detailed path from 
source to destination. 

 Traffic monitoring: Use live traffic detection to see how much traffic (packets and 
bytes) is flowing between a source and destination pair. 

You can configure your detailed path query to return a simple or more complex result, 
depending on your needs.

By default, detailed path queries return only paths that go directly between source IP and 
destination IP, but you can also specify that the query should look for any possible NAT 
translations, or translation chains, that could arrive at the same destination. The setting 
to check all possible NAT translations to a destination is called Exhaustive Query.

Exhaustive Queries use a lot of computing resources and can take a long time to run, but 
direct mode queries return results quickly. 

Run direct queries when you are planning to change existing direct access between a 
source and destination. Direct queries are also appropriate for troubleshooting your 
existing flow.

If you are unsatisfied with the detailed path results from a direct mode query, you can 
rerun the query as an Exhaustive Query. For example, if you are certain that there is 
access between a source and a destination, but the direct mode query result shows that 
the route is closed, rerun the query as an Exhaustive Query. In this case, while there is no 
direct path between the source and destination, RedSeal may discover access through one 
or more NAT translations.

Exhaustive Query is necessary if you are using detailed path to determine why your 
network is failing a policy check. If you run an access query on an existing RedSeal 
result, for example from the Policy or Maps & Views tabs, Exhaustive Query is the 
default. Direct queries are the default if you create a query from Detailed Path (web) or 
Security Intelligence Center (client). In those interfaces, you must enable Exhaustive 
Query manually. 

Queries to VIPs

Detailed Path supports queries to virtual IP addresses (VIPs). 

The result of a direct mode query to a NAT destination includes the re-direct 
destinations. The path only goes through the specified NAT destination; it does not go 
through all possible paths. The query starts from the specified source to the VIP (or, in 
Exhaustive Query, to all possible aliases of the VIP), and continues through the VIP to 
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the real endpoint(s).  Because a VIP can be load balanced across many distinct endpoints 
and subnets, a query to a single VIP can return more than one path.

Queries through Software-Defined Networks

It is possible to run a query using a single software-defined subnet as both source and 
destination. The resulting path will show a distributed firewall placed between source 
and destination, even though the source and destination in this case are the same. The 
distributed firewall represents all the access rules that govern traffic inside the subnet.

For more information on distributed firewalls, see Software-Defined Networks.

Understanding Query Parameters 
Consider the following parameters when creating a detailed path query:

 You can specify both source and destination to restrict the paths returned. You can 
select one or more subnets, devices, groups, or zones, or type in a single IP. 

 There are no restrictions on what you can search to or from. You can also use IPs, IP 
ranges, VIPs, or hosts as destinations. 

 You can specify that certain interfaces are only included when calculating detailed 
paths if that interface is part of the only path available. These are called Last Resort 
Addresses. Adding Last Resort Addresses is optional and should be used for 
interfaces such as backup WAN links or management subnets. 

 You can specify an L7 App ID to restrict the paths returned. The L7 App ID 
matches applications specified in the access control lists of firewalls that support 
application identifiers. 

Creating a Detailed Path Query 
These are the steps to creating and running a Detailed Path query. 

1. Specify how many paths you want to see for a single query. Optional. For more 
information, see Set the Number of Returned Paths. 
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2. Add Last Resort Addresses. Optional. For more information, see Adding Last Resort 
Addresses. 

3. Run the query on web OR run query on client application. For more information, 
see Running a Query Using the Web Interface or Running a Query Using the Client 
Application. 

Set the Number of Returned Paths 
Some queries return many possible paths from source to destination. By default, up to 
10 possible paths are returned for each query. Changing this setting is optional, and you 
do not need to change this for every query. If you run a query and need to see more 
results, change this setting and rerun the query.

If there are more possible paths for a query than the specified maximum, the message 
“Answer truncated” appears. This means that RedSeal is not displaying all possible paths.

From Edit > System Settings > Analysis, set the maximum number of paths you want 
returned and click Apply.

Adding Last Resort Addresses 
Specify interfaces that should only be included when calculating detailed paths if that 
interface is part of the only path available. This step is optional. Use this step when 
RedSeal returns a detailed path result that does not include the information you want, 
for example you want to specify a default WAN path.

1. From Edit > System Settings > Analysis, click the Last Resort Addresses subtab. 
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2. Click Add. The Last Resort IP Range dialog appears. 

3. Select whether you want to add an IP Range, a Single IP, or a Base IP/Mask. 

4. Fill in the IP information into the text field, and add any necessary comments. 

5. Click Add to Table List. The dialog disappears and the IP appears in the Last 
Resort Addresses table. 

6. Click Apply to save your changes. 

Running a Query Using the Web Interface 
Not all of the options for setting up a detailed path query that appear in the client 
application are available in the web interface. You cannot set route considerations from 
the web interface; the settings from System Setting > Analysis apply.

1. Enter search parameters for both sources and destinations. 

 Click Select to browse to add sources, or enter individual IPs. see above for 
more info. 

 Add protocols and ports if you want to use them to restrict the results. 

2. Choose search or direct mode. For more information, see Detailed Path. 

3. Click Query. The Detailed Path result appears below the query. 

Running a Query Using the Client Application 

1. Enter search parameters for both sources and destinations. 

 Click Select to browse to add sources, or enter individual IPs. see above for 
more info. 

 Specify whether you want to include all IPs in a subnet, including hosts and 
network device interface addresses; restrict the path to real hosts, excluding 
devices and inferred hosts; or include empty host space (addresses not currently 
occupied). 
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 Add protocols and ports if you want to use them to restrict the results. 

2. Decide route considerations. Use the Route Consideration setting from System 
Settings, or select Off, Static, or Observed. For information on what each setting 
means, see Dynamic Routing Tables. 

3. Choose search or direct mode. For more info, see Detailed Path. 

4. Click Detailed Path. The Detailed Path dialog appears. 

Viewing Previous Queries 
You can view previous query results or rerun previous queries. (This function is only 
available on the client application. You cannot view previous queries from the web 
application interface.)

1. From the Tools menu, select Security Query Manager. The Security Query 
Manager dialog appears. 

2. To view previous query results, from the Detailed Path Results tab, double click the 
query you want to view, or right click and choose Open. The Detailed Path dialog 
appears. 

3. To re-run the query, from the Detailed Path Results tab, select the query you want to 
re-run and click Detailed Path. The Detailed Path dialog appears. 

High Availability and Multiple Returned Paths 
If all paths from a source to a destination have the same number of hops, and the same 
access allowed at each hop, Detailed Path represents them as high availability paths. For 
each hop where there are two possible alternative devices, the path map will show that 
the hop could be through either device. 

Detailed Path returns multiple paths for a query with a single source and destination if 
the paths handle packets differently. Examine your filter rules to see where the difference 
is.

Understanding Open, Closed, and Partially Open Paths 
The Detailed Path Summary table in the upper left shows the overall path result. 
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 Fully Open: There are no restrictions to packet flow from source to destination. 
There are no filters on the devices in this path that affect packet flow. 

 Partially Open: There are one or more filters that block some packet flow, but some 
data is allowed to travel from the source to the destination. If some of the paths 
found are fully open and some are fully closed, the summary results is that the path 
is partially open. 

 Fully Closed: All possible paths are blocked. There are one or more filters that 
block all packet flow from source to destination. 

 No Path: There is no path from the source to the destination. This is not the same 
as a closed path. 

Note  When you use Exhaustive Query, it is possible to get a Fully Open result with one 
blocked path and one path marked Direct Path Blocked. This means that while there is 
no direct open path, there is a long and complicated open path between source and 
destination. 

Troubleshooting When No Path Is Found

RedSeal can return a result that shows that there is no path found between a source and a 
destination. If you believe that there is a path, investigate the following possible causes: 

 Are parts of the network missing from the model? RedSeal will show “No Path” if 
the source and destination are in separated islands in your network model. 

 Is the source an Internet subnet, and the destination in private address space? A 
query from Internet direct to private space, with no NAT to allow the connectivity, 
will not work in practice, and in RedSeal will be shown as “No Path.” 

 Are there out of date or inconsistent observed routing tables in the model, and route 
consideration mode is set to Observed? When using Observed mode, Detailed Path 
will follow the content of observed routing tables. If, for example, some devices have 
very old observed routing tables, they could be inconsistent or even contradictory to 
other routing tables in the model, causing no connectivity. Updating the observed 
tables, or shifting to Static mode for analysis, may resolve the problem. 

Examining Segments of the Path 
The Selected Detailed Path table, in the lower left, shows a hop-by-hop map of an entire 
path. Some devices in the path may be highlighted in red or yellow.
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If a device is highlighted in yellow, filters on the device allow partial access. Some packets 
are blocked and some pass through.

If a device is highlighted in red, there is no access through the device. The path is closed 
at this device, and the final applicable filter is on this device. This does not mean that all 
types of traffic are blocked by the rules on the device. It is possible that filters on devices 
earlier in the path are blocking packets that this device’s filters would allow. If you want 
to change access, you must examine all the rules on all the devices in the path, not just 
the ones that currently filter packets. For more information on examining filters, see 
Filter Rules, NAT Rules, and Routes.

If a device is not highlighted, the filters on the device do not currently block packet flow. 
This happens for one of two reasons. The device has no rules that block current traffic, or 
all traffic is blocked before it gets to the device. The device may have filters that would 
affect packet flow if any packet reached that device, but because access is blocked earlier 
in the path, no filters are triggered. 

You can check for live traffic between a source and destination pair in detailed path 
query results by enabling Gigamon integration. For information on enabling this feature, 
see System Settings. See also Detecting live traffic.

Filter Rules, NAT Rules, and Routes 
The Filter/NAT Rules and Routes For Path/Device table in the lower right shows all the 
NAT, filter, and route information permitting or limiting traffic for a path or for a single 
device in a path. Each row in the table appears in either grey or black.

Black filters, NAT rules, or routes actively block or permit access through the device.

Grey filters, NAT rules, or routes do not currently affect access, but would apply IF a 
previous filter had not already blocked access for this flow. If you want to change access, 
you must consider both black and grey rules. 

Viewing Filter Rules, NAT Rules, and Routes for a Path or Device 

 To see all the rules on all the devices in a path, click the path in the Paths Found 
box. All rules appear in the Filter/NAT Rules and Routes For Path table. 
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 To see rules for a single device, click the device from the flow graphic in the Selected 
Detailed Path box. The rules appear in the Filter/NAT Rules and Routes For Device 
table. 

Meaning of Filter and NAT Rule messages in Detailed Path results

Blocked at management interface

The path has arrived on a management interface of a network device that does 
not pass traffic any further.

No NAT rule matching

The path has arrived on a network device that requires a NAT rule for traffic to 
pass, but the flow is blocked because such a NAT rule was not found.

Arriving interface at same security level as exit - blocked by default

The path has arrived on a network device with user-defined security levels on 
each interface that requires a permission statement to go from lower to higher 
security levels. However, the flow is blocked because such a permit rule was not 
found.

Arriving interface at same security level as exit - blocked by default

The path has arrived on a network device with user-defined security levels 
requiring a permission statement to allow transit between zones at the same 
security level by default. However, the flow is blocked because such a permit rule 
was not found.

Meaning of routing messages in Detailed Path results

Traffic dropped that matches no routes

The Detailed Path query was set to consider routing information, but a 
matching route was not found along the path for the indicated network device. 

Note  In Static mode or in Observed mode when no routing table is present, the lack of a 
route does not always block traffic. RedSeal determines if there are any dynamic routing 
protocols enabled for this routing table. If there are no dynamic routes, meaning all 
routes are known from the device configuration, then traffic is blocked and this message 
appears.

Routing treated as open (dynamic routes not known)
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The Detailed Path query was set to consider routing information, but full 
routing details are unknown.

This can happen in Static mode or in Observed mode when no routing table is present and when 
the device configuration indicates dynamic routing is operating in the relevant routing table. 
Under these conditions, RedSeal determines the device in the path must have other routes in 
addition to the static or connected routes in its configuration. As a result, Detailed Path assumes 
traffic that doesn't match static or connected routes can proceed through any exit interface by a 
route that configured dynamic routing might reasonably use. 

Routing diverts traffic off this path

Detailed Path was unable to find a path through the network, even when 
moving past deny rules.

When Detailed Path analyzes closed paths, it looks for any paths that could be established if 
denies were turned into permits. To do this, Detailed Path first looks at standard paths using only 
permit rules. If none are found, it looks at moving past any deny rules to see if the path could be 
opened just by changing policies. If these calculations do not show a path can be established, 
Detailed Path uses a third caluclation that ignores any routes while still limiting the path search to 
Virtual Routing and Forwarding (VRF) limits.
A path found only in the third stage of path calculation is considered a “routing diversion”. This 
message identifies where along the path the routing diversion occurred and indicates the path 
does not work and is Fully Closed but can be opened if the routing were changed. 
The location of the routing diversion is the first hop where routing sends traffic somewhere else.

Note  The real path in the network could proceed several more hops but will ultimately 
be unnsuccessful at reaching the destination.

Access Details 
The Access Details table in the upper right shows what access is still allowed at each hop, 
and what access is allowed out of each hop. If the table is empty, all traffic is blocked 
before it reaches this device. The table will also be empty if the destination is a subnet.

Viewing Access Through a Path or Device 

 To see access through the path, click the path in the Paths Found box. Permitted 
input and output appear in the Access Through Path table. 
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 To see access at a single hop, click the hop from the flow graphic in the Selected 
Detailed Path box. Permitted input and output appear in the Access Through Device 
table. 

Detecting live traffic 
Pre-requisite: A Gigamon tool port must be allocated on each Gigamon node that is 
managed by a GigaVUE-FM. 

You can check for live traffic between a source and destination pair in detailed path 
query results. This functionality is only available in the client application when Gigamon 
Integration is enabled. 

1. In System Settings > Live Traffic, enable Gigamon Integration. See System 
Settings. 

2. In the client application, run a detailed path query by providing a source and 
destination pair. 

If your detailed path results show a single path, you can check to see how much 
traffic is flowing between the pair. Traffic cannot be monitored in results with 
multiple paths. 

Additionally, single port, single port range, or single protocol are supported. 
Multiple comma-separated entries for these are ignored. 

3. Click Start Traffic Monitor. 

When Gigamon has successfully mapped the source and destination IP addresses, 
the button text changes to Detect Live Traffic. 

4. Click Detect Live Traffic. 

If live traffic is detected, the indicator turns green, and a timestamp shows when 
RedSeal first started monitoring traffic on that path. The packet and byte counts 
show the incremental change in live traffic since the initial timestamp. 

Results are not updated dynamically. To obtain a new live traffic sample, click the 
button again. 

A red indicator means no live traffic was detected, data was not retrieved, or there is 
a connection failure. 
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Note  RedSeal discards the traffic flow map created in Gigamon when you close the 
Detailed Path results window. If the client application is closed before the Detailed Path 
results window, existing RedSeal maps are not discarded, resulting in incorrect packet 
counts for subsequent checks in the same source/destination pair. To ensure accurate 
monitoring results, refresh the GigaVUE-FM Traffic Maps window and delete existing 
RedSeal maps, identified by long alphanumeric names. Then relaunch RedSeal and re-
run the Detailed Path query.

Viewing the detailed path in the network map 
You can see how a detailed path query result looks on the topographical map. (Only 
available in the client interface. You cannot highlight the path on the map from the web 
application interface.)

1. Select the detailed path you want to view in the map. 

2. Click Select Path in Topology. 

3. The Maps & Views tab appears, with all segments of the path highlighted in yellow 
on the map. 

Exporting Detailed Path Data 
You can use detailed path data to create files in any of several formats, including PDF, 
Microsoft Word, Excel, or PowerPoint. You can export to the RedSeal Web Portal, or to 
a text file.

Export is only available from the RedSeal client. You cannot export data from the web 
application interface.

To export all detailed path data:

1. To export all the detailed path data to the RedSeal Web Portal, from the Detailed 
Path results dialog, click Export. 

The RedSeal Web Portal appears with the detailed path results data.
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2. From the interactive menu in the Web Portal toolbar (the series of grey horizontal 
bars next to a downward pointing arrowhead, upper left corner), select Export 
Content, and choose a format. 

To export specific content to a text file:

1. Click to select which paths or NAT rules you want to export. 

2. Right click and select Export. 

3. Choose a location to save the text file. 

Running Queries from the Web Portal 
Access and threat queries can be executed from the web portal.

In a web browser, go to https://<server>[:port]/reports/networkQuery.jsp and enter a 
valid RedSeal user account and password.

Select source and destination endpoints using the menus and text entry fields provided, 
enter port and protocol values if desired, and click the Access or Threats button.

Source and destination endpoints can be one of the following:

 Groups—select from the secondary menu, which lists groups contained in the 
Dashboard Groups view 

 Subnets—identified by specified name or IP address/mask, or select from: 

 All Subnets 

 All Trusted Subnets 

 All Untrusted Subnets 

 Specify 

 Hosts—specify by name of host as shown in the RedSeal user interface or by IP 
address 

Results will be displayed in a table on the web portal page.
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Browser Resources 
The Web Portal query application was developed as a convenient means of checking 
access from a single host to specific critical-asset destinations, not as a general-purpose 
query tool. There are limitations to what can be done with it.

Queries that generate tens of thousands of rows in the response can overload the web 
browser, which may force you to kill and restart the browser.

Different browsers may respond differently. RedSeal has observed problems with Internet 
Explorer when query results exceed 50,000 rows and problems with Firefox when results 
exceed 100,000 rows.

You should use the query tools in the RedSeal client for such queries.

Security Query Manager 
Select Security Query Manager from the Tools menu to open the Security Query 
Manager dialog.

The Security Query Manager and Security Intelligence Center dialogs together 
provide tools to obtain the following kinds of information about your network, based on 
designated source and destination addresses:

 potential traffic vectors 

 threat vectors 

 compliance with policy rules 

 assessment of risk associated with configuration changes 

 details of path between selected end points 

See Security Intelligence Center.

The Security Query Manager dialog consists of two tabbed pages; each page displays 
its own list in a table that occupies the top half of the dialog, and they share the tools 
that occupy the bottom half. The two tabs are:

 Saved Access Queries—top half of the page displays a list of queries (all types, not 
just access) that have been previously created in either of the security intelligence 
dialogs and saved 
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 Detailed Path Results—top half of the page displays a list of previously executed 
detailed path queries 

Create New Queries 
The bottom half of the dialog contains tools for creating new queries.

Select a query type from the drop-down menu at the left (in the center row of the dialog) 
and use the Name field to provide a name for the new query. A name is required if you 
want to save the query.

See:

 Select Source, Destination 

 Tracked Queries 

Select Source, Destination 
Use the Source and Destination controls to choose source and destination end points 
for your query, as well as refining the scope of the query:

 Source and Destination—select or remove source and destination addresses from 
the query; and optionally: 

 refine end point IP addresses 

 specify what addresses to include in the results: 

• all IPs in the subnet (includes hosts and network device interface addresses) 

• restrict to real hosts (excluding devices and inferred hosts) 

• restrict to empty host space (address space not currently occupied) 

 Track—if checkbox is enabled, the query will be run at each RedSeal analysis and 
results will be available for use in reports; see Network Access and Threats; see also 
Tracked Queries for a discussion of limitations 

 Protocols—restrict the query to show results for only the specified protocols 

 Ports—restrict the query to show results for only the specified ports 

 L7 App ID (Optional)—restrict the query to show results for only the specified 
application 
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 Detailed Path Options—use the Route Consideration setting from System 
Settings, or select Off, Static, or Observed. Choose search or direct mode. For 
detailed path queries only. 

Use the Select button associated with the panel of interest to add new entries, or select 
an entry and click the Remove button to remove an entry from the list. These controls 
are active only when creating a new query. You cannot modify an existing query once it 
has been saved. Use the Copy button at the bottom of the dialog to clone the currently 
displayed query, which you can then edit and save under a new name.

Tracked Queries 
Each time you enable tracking for a query, you are committing significant computer 
resources—cpu time and disk space—to the task. If the number of queries is large, or 
any one of the queries requires a large number of calculations, this could adversely affect 
analysis time and overall database performance. Each time analysis is run, the query must 
be executed and the results stored in the database. You should manage your tracked 
queries carefully to be sure they are not duplicating efforts.

An example of a query that might require an exceptionally large commitment of 
resources would be what access is available from an internet subnet to all trusted systems. 
In a very large network, it could require a huge number of calculations to determine the 
answer.

Grouping Criteria 
The Grouping Criteria controls define options that will be available in the trend report 
when displayed in the Web Portal. These options refine the trend graph that is displayed 
in the report. See Grouping Selection for Trend Reports.

Note  Grouping in trend reports is not the same as grouping in a Web-style report that is 
created using the Create Report dialog. See Filters.

Use the Add button to add additional Grouping Criteria definitions. Each set of 
criteria will be added to the Grouping Selection menu in the report.

Dialog Buttons 
Buttons at the bottom of the dialog are:
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 ?—opens online help 

 Save—saves the currently defined query to the Saved Access Queries list 

 Delete—deletes the currently opened query 

 Create Query—clears all fields so you can define a new query 

 Copy—clones the currently selected query; enables editing controls and clears the 
query name field 

 <Action>—depends on which type you selected from the drop-down menu in the 
middle of the dialog; can be one of: 

 Access—opens an Access Results dialog with results of the currently open 
query; see Access 

 Threats—opens a Threats Results dialog with results of the currently open 
query; see Threats 

 Policy Status—opens a Policy Status Results dialog with results of the 
currently open query 

 Security Impact—opens the Security Impact Analysis dialog with results of 
the currently open query; see Security Impact 

 Detailed Path—opens the Detailed Paths dialog with results of the currently 
open query; see Detailed Path 

Detailed Paths Table 
Right click on one or more entry in the Detailed Paths Results table and select one of 
the following:

 Select All—selects all rows in the table 

 Clear Selection—deselects all selected rows in the table 

 Copy—copies the selected row in the table, plus the column header row, to the 
clipboard, in tab-delimited format 

 Export—exports the entire table as a tab-delimited text file 

 Open—opens the Detailed Path viewer dialog with the results of the last time the 
query was sent to the database 
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 Delete—deletes the selected queries 

The Maximum Detailed Paths History control in the center of the dialog determines 
how many items will be kept in the database (and displayed in the history table). 

History Table 
The table in the Detailed Paths History pane shows your most recently executed 
Detailed Path queries (including queries submitted via the API).

This is a rotating table; when the upper limit specified by the Maximum Detailed 
Paths History spinner control is reached, the oldest query will be removed from this 
table.

If you have five queries in the table, named A, B, C, D, and E, and you decrease the 
history to one, only E will be preserved. If you then increase the history back to five, 
there will still be only E until you create new queries. Queries A, B, C, and D will have 
been purged from the database. 

Setting Custom Business Values 
To change the business value of one or more computer systems, select the targeted hosts 
from the tree at the left of the Maps & Views tab (or select the subnets that contain the 
desired hosts), and right click.

Select Set Value from the floating menu, then enter a new value.

When you click the Save button in the Set Business Value dialog, the business value of 
all hosts contained in your selection will be reset to the new value.

See Business Value.

System Settings 
The System Settings dialog contains the following tabbed pages:

 Analysis 

 Asset Tracking 

 Assisted Modeling 

 Data Import 
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 Email 

 Live Traffic 

 Logging 

 Policy 

 Purge Data 

 Server Certificate 

 Show/Hide 

 Stale Data 

 Tickets 

 Timeout 

 Users (for details, see the Installation and Administration Guide) 

 Web API 

To display the System Settings dialog, select System Settings from the Edit menu.

Analysis 
Use the Analysis tab of the System Settings dialog to configure behavior of the RedSeal 
analysis engine.

The dialog presents options in the following groups:

 Route Consideration 

 Threading 

 Detailed Path Results 

 General 

 Last Resort Addresses 

 Trusted Addresses 

Route Consideration 
The Route Consideration group of controls lets you determine whether the analysis 
engine will consider configured static routes and observed routes when mapping traffic 
flows.
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If routing is set to Off, RedSeal ignores non-null static routes defined in device 
configurations. 

If routing is set to Static, RedSeal uses configured static and connected routes when 
mapping traffic flow.

If routing is set to Observed, RedSeal uses observed routes where available. Observed 
routes include all routes known to the device, including static routes. If observed routes 
are not available, RedSeal uses static and connected routes when mapping traffic flow.

For a more detailed discussion about RedSeal’s routing implementation and its impact 
on performance, see Dynamic Routing Tables.

Routing is set to Off by default. 

Threading 
The Threading control lets you set the number of threads available to the RedSeal 
analysis engine for calculating traffic paths through your network.

Default value is -1, which means let the RedSeal system choose what it considers to be 
the optimal number.

Changing this value can impact the time it takes to complete analysis of your network. 
Be cautious about changing this value, especially if you have a large, complex network. 
Setting it to a value higher than your system can safely use can cause memory allocation 
issues. Before changing this setting, contact RedSeal support.

Detailed Path Results 
This setting limits the number of paths returned by a detailed path query. Some queries 
return a large number of results, which can slow the system.

General 
Incident Response is only available in the RedSeal web interface and is disabled by 
default. To access this feature, you must also have a license that allows collection of layer 
2 switch data. You can enable it with the Enable Incident Response Analysis option. 
When enabled, Incident Response runs calculations during regularly scheduled analysis. 
Calculations are for Direct potential harm, Damage potential harm, and 
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Leapfrog potential harm and are used in responding to an incident reported by your 
security system.

Last Resort Addresses 
Specify interfaces that should only be included when calculating detailed paths if that 
interface is part of the only path available. This step is optional. Use this step when 
RedSeal returns a detailed path result that does not include the information you want, 
for example you want to specify a default WAN path.

Trusted Addresses 
Use the Trusted Addresses pane to identify addresses or range of addresses that should be 
excluded from consideration as threat sources. See Threat Sources.

Addresses on this list:

 Will not appear in Internet source or destination lists in access queries. See Security 
Query Manager. 

 Are not considered when RedSeal evaluates for Extranet threat sources. 

Use this list to identify address space that belongs to you but is located in a subnet with a 
trust level of Internet. This will prevent RedSeal from attempting to identify your own 
address space as an internet threat source.

Asset Tracking 
By default, RedSeal uses IP addresses to track and identify hosts. Host IP addresses 
sometimes change because the host DHCP expires, endpoints move from wired to 
wireless connections, or the host’s physical location changes. RedSeal sometimes counts 
the same host more than once in vulnerability data, because the host IP changes between 
one imported vulnerability scan and the next. 

Use Asset Tracking Options to specify what host information RedSeal should use to 
track and identify hosts. Choosing specific host information to track hosts helps prevent 
the hosts from appearing more than once in vulnerability counts. RedSeal uses that 
information to identify hosts over time even if host IP Addresses change.

Select host information RedSeal uses to track host assets:

 Vendor ID 
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 NetBIOS 

 MAC Address 

 Hostname/FQDN 

 IP Address - this option is the default tracking method 

RedSeal uses the information in the order shown to identify host assets.

Use Delete Endpoint Data By Source to delete endpoint details for a specified source 
and any hosts exclusively imported by that source.

Assisted Modeling 
Assisted Modeling automates discovery. 

Note  If you do not have a network model and want to create one, run Assisted Modeling 
the first time from Data Import > Discovery. See steps in Creating a New Model with 
Assisted Modeling. 

When your network model is sufficiently complete, then you can set Assisted Modeling 
to run automatically so your model stays current. See steps in Updating Your Model with 
Assisted Modeling.

System settings for Assisted Modeling are: 

 Run Assisted Modeling Automatically—Enable this option if you want to run 
Assisted Modeling after daily scheduled data collection tasks and before analysis to 
update your existing network model. 

 Stop After—Choose the maximum amount of time to run Assisted Modeling after 
scheduled data collection tasks and before analysis. The default is 2 hours to ensure 
that analysis has enough time to run afterwards. 

If the interval between data collection and analysis is too short to discover devices 
and collect their configuration data, even after adjusting this time, you can do one of 
the following: 

 Set this option to 0 so that Assisted Modeling runs continuously for the length 
of time needed to discover devices. 
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 Try running Assisted Modeling on demand (Data Import > Discovery) to see 
if this adds more devices to your model. 

 Also Collect from Known Devices—Enable this option to connect with every 
device in the model, including devices that were imported using SNMP. Assisted 
Modeling will not attempt to connect with devices that have scheduled live data 
collection tasks of their own. 

Live Collection Options 
Live Collections options let you specify additional information to retrieve as Assisted 
Modeling collects configuration data:

 Retrieve Rule Usage Data When Getting Configuration—Enable this option to 
collect data needed for rule-usage analysis for devices supported by the Rule Check 
and Usage Manager. 

 Retrieve Routing Table When Getting Configuration—Enabled by default to 
collect routing tables. Routing tables generate some model issues, which Assisted 
Modeling uses to discover more devices. If you would also like the routing tables to 
be used in analysis, you can change the route consideration mode in the system 
settings for analysis. See Route Consideration options (System Settings > Analysis). 

You can disable this option if you are concerned about network traffic or device load 
due to large routing tables.

 RetrieveLayer 2 InformationWhen Getting Configuration—Enabled by 
default to collect Layer 2 switch information (interfaces, MAC addresses, and VLAN 
data) to combine with Layer 3 data for a more complete view of your network. 

You can disable this option if you are concerned with device load or network 
bandwidth due to extensive Layer 2 data.

SNMP 
If Assisted Modeling cannot log into devices, this option allows it to add placeholder 
versions of devices to the network model using Simple Network Management Protocol 
(SNMP). 

Enable Creation of Incomplete Devices via SNMP When Configuration 
Collection Is Not Successful—Enable this option if there are devices you think 
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Assisted Modeling will not be able to log into. With this option enabled, Assisted 
Modeling uses SNMP to probe for basic information about devices (host name, 
interfaces, and associated subnets) and creates an Incomplete Device object labeled ?  in 
the network model. These device objects generate MI-19 Incomplete Device model 
issues.

SNMP collection can also be used to discover management interfaces. All the interfaces 
of devices imported with SNMP are added to the list of targets, so if one of the interfaces 
is a management interface, Assisted Modeling can SSH log into it.

Target Generation Settings 
Targets are automatically generated during discovery from some model issues, such as 
MI-5 Dangling Links and MI-11 Unknown Next Hop model issues.

Traceroute Target Generation—If enabled, this option is used to discover additional 
targets by sending traceroute packets to unmapped hosts (MI-4) and disjoint networks 
(MI-18) to provide a more complete network map. 

You can disable this option if you are concerned that Assisted Modeling might explore 
parts of your network that you prefer it to ignore.

Discovery IP Ranges 
You can add known IP address ranges to the Discovery IP Ranges table to expedite the 
discovery process. This is the quickest way to discover Layer 2 devices and devices within 
management subnets. By default, Assisted Modeling considers only private IP addresses.

 Add—Click Add to open the Add Discovery IP Range dialog and enter IP 
address ranges, known management IP ranges, or single IP addresses that you want 
Assisted Modeling to consider (Include) or ignore (Exclude). You can delete or 
modify the default table entries, or add addresses for Assisted Modeling to consider. 

 Include+Scan—Choosing this option enables you to discover Layer 2 devices or 
devices in a known management IP range. When this option is set, Assisted 
Modeling uses Secure Shell (SSH) to log in to each IP address in a given range to 
discover network devices. 

Addresses and ranges that you enter are displayed in the bottom pane in System 
Settings > Assisted Modeling and can be arranged by the priority in which you 
want Assisted Modeling to consider them.
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IP addresses that respond to the scan are also added to the targets list in Data 
Import00 > Discovery.

Throttling Options 
Throttling Options prevent excessive login attempts by Assisted Modeling. Settings are:

 Minimum Time Between Visits to Each Target—Set the frequency of Assisted 
Modeling attempts to log in to a device. Use this setting to ensure Assisted Modeling 
does not try logging in again until the device lockout duration has elapsed. RedSeal 
suggests using no less than the 10-minute default.

 If Unable to Determine a Device's Plugin, Try Again After—If Assisted 
Modeling can log in to a device successfully but is unable to detect the device type, 
set a timer so Assisted Modeling does not attempt to log in to that device again until 
after a specified period.

Data Import 
Use the Data Import tab of the System Settings dialog to omit duplicate device 
configurations, set Device Response Wait Time (DRWT), and exclude addresses.

Omit Duplicates 
The RedSeal server normally omits reimporting device configurations if they are identical 
to the current RedSeal model and the plug-in version is the same. Sometimes, you may 
want to force the import even when there are no changes, possibly to force an updated 
plug-in to import all devices to take advantage of a a new plug-in feature. If you want to 
force an update even when the data has not been modified, click the Always update 
configurations, even with no change in content or plugin button.

Forcing imports affects all plug-ins and all devices for every collection interval until the 
flag is reset. This can add to the time it takes to complete scheduled collections, which 
could in turn delay the running of analysis. 

Device Response Wait Time 
Set a Device Response Wait Time (DRWT), the maximum amount of time RedSeal 
will wait for a device to answer a request sent during a data collection task when the 
communications method is either SSH or Telnet.
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Device Responses 
Some data import plug-ins require a two-way dialog with the device, which may require 
the user account represented by the credential to have administrative-level privileges. See 
the chapter appropriate for the device in the RedSeal Data Import Plug-ins Guide for a 
list of commands (if any) for which the RedSeal plug-in requires a response.

You can set the device response wait time from 1 to 10 minutes.

Excluded Addresses 
Use the Excluded Addresses pane to create/ maintain lists of IP addresses to be 
excluded either from consideration as threat sources or from the network model entirely.

Click Add to add addresses or ranges to it.

Use the search fields above the table to search the list for addresses already in the table. 
See Searching for Data for help with using the search tools.

Use the Excluded Addresses pane to identify addresses, either individually or by range, 
that should not be included in RedSeal’s model of your network.

RedSeal will create no internal objects for these addresses, and they will not be factored 
into RedSeal’s analysis of your network.

This may be useful in an organization where the same address range in multiple satellite 
locations, perhaps to define local wireless subnets for example. Excluding these addresses 
from the model allows RedSeal to model the entire network without triggering violations 
of RedSeal’s Colliding IP Addresses model issues check.

After placing an address of a network device (such as a router or a firewall) in the 
exclusion list, you must reimport the configuration for that device.

If you exclude the address of a device that is the only device connected to a subnet, the 
subnet will be removed from the model. If another device is also connected to the 
subnet, the subnet will remain in the model.

If an excluded address is in a subnet that remains in the model, RedSeal will continue to 
show access to and from the excluded address, since it is still a member of the subnet.
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Multi-Server Transport (MST) 
Use the Multi-Server Transport (MST) pane to enable settings to transport all or 
selected host data files from multiple data collecting servers to a central server. 

Note  Transported data is queued on the central server and must be imported to the 
central server’s database. 

See the Installation and Administration Guide for information about MST configuration.

Multi-Server Transport is disabled by default with the MST Disabledsetting. Enable 
this feature when you want to transport all or some device configuration or host data to 
remote servers.

 Set Transport All Data Collection Tasks to transport all collection task data to an 
Aggregator. 

 Set Transport Data from Selected Data Collection Tasks to transport only data 
from selected collection tasks to an Aggregator. 

Also, in the Transport tab of the Data Collection Task window set Transport 
configuration data associated with this task to remote RedSeal servers . 

Click Add to specify a remote server to which files will be exported.

Click Clear File Queue to clear files queued for import to this server.

Email 
Use the Email tab of the System Settings dialog to associate your network mail server 
with the RedSeal server, and to choose settings for notification emails.

The mail server will be used for outgoing mail sent by the RedSeal server, such as reports 
and suppression reminders.

 Adding Email Server Information 

 Editing Email Server Credential 

 Enabling Notification Emails 
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 Sharing Analysis Data with RedSeal 

Adding Email Server Information 

 SMTP Server and SMTP Port—identify your network’s outgoing mail service 

 Connection Type—If necessary, choose TLS or SSL 

 From Email—type an email address to be used as the sender in outgoing messages 

 Enable Outbound Mail Restrictions—select this option to limit outbound email 
from the RedSeal server to permitted domains only; add a comma-separated list of 
domains 

Editing Email Server Credential 
If your mail server is configured to require authentication credentials, click the 
Configure Credential button to open the Edit Email Server Credential dialog.

The Edit Email Server Credential dialog creates a log-in credential to be used by the 
RedSeal server if your mail server requires authentication.

User name and password should match a valid mail account on the designated email 
server. 

Enabling Notification Emails 
You can receive notification for server events.

1. Enter a comma-separated list of email addresses to be notified upon failure of data 
collection tasks. 

2. Select which events for which you want email notification. 

Sharing Analysis Data with RedSeal 
You can choose to send analysis data to RedSeal. RedSeal uses the data to improve the 
server’s performance and functionality, and to offer better customer support. This feature 
is disabled by default.
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The data sent is stripped of sensitive information. The only remaining identifying 
information is the email address you use to send the data. The RedSeal server sends the 
data after analysis is complete.

To send analysis data to RedSeal, click Share Data with RedSeal. 

Live Traffic 
Settings in the Live Traffic tab enable live traffic detection in Detailed Path queries 
using Gigamon GigaVUE-FM 5.00 or later. 

RedSeal and Gigamon must be available on the same network. 

1. Set Enable Gigamon Integration. 

2. Type a name or IP address and a username and password for the Gigamon fabric 
manager. The username and password credential must be able to invoke the 
GigaVUE-FM API, with the super admin privilege level. 

You can test the connection between the RedSeal server and the GigaVUE-FM. A failed 
connection indicates an incorrect IP address or credentials.

See Detecting live traffic.

Logging 
Use the Logging tab of the System Settings dialog to access the Configure Server Log 
dialog. From this dialog you can manage your server log and define primary and 
secondary Syslog servers.

For more information, see the RedSeal Installation and Administration Guide.

Policy 
Use the Policy tab of the System Settings dialog to disable enforcement of the PCI 
policy firewall and RFC 1918 addressing rules.

Purge Data 
The Purge Data tab of the System Settings dialog provides a means of purging the 
database of items that are no longer useful. The age at which data is purged is user 
defined. Default is one year for model data, three months for query results.

See:

 Model Data (includes information about the work_mem setting) 
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 Query Results Data 

 Automatic Purge 

 Recommended Purge Frequency 

For detailed information about what data is removed from the database, see 
Accumulation of Data 

Purging is a manual process performed only from the Purge Data dialog, except for 
some data that is purged automatically by a system-generated scheduled task that runs 
daily at midnight.

Purging and deleting are different operations. Purging removes items from the database; 
deleting removes items from the current object model but not from the database (see 
Building and Analyzing A Network Object Model).

The purge operation is compatible with analysis. It is okay to initiate a purge while 
analysis is running, and it is okay to initiate analysis while a purge operation is underway. 
The analysis operation uses a snapshot of the current state of data; if purging starts 
during analysis, the results of the purge will be reflected in the next run of analysis, not 
the run currently underway.

When you delete items in the RedSeal client application—from the Stale Data dialog or 
a Delete menu selection, for example—those items are tagged as no longer available for 
such things as analysis, comparison of metrics, or display in the topology. See Stale Data.

To purge old objects to increase efficiency of database operations, you must open the 
System Settings dialog and click the Purge Now button.

Model Data 
Data types representing objects in the RedSeal object model of your network will be 
permanently removed from the database if they are older than the specified period.

The work_mem setting adjusts memory allocation associated with the postgres database 
for the current data purge. There is an identical control in the Query Results 
Data panel. The value set in this field will be used for the purge operation then 
immediately discarded. You must set the value each time you want to run a purge 
operation.

You should not change the work_mem value without direction from RedSeal support.

After setting the desired age and, if applicable, work_mem value, then click the Purge 
Now button to clean the database immediately.
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Click the Save Time Span button to force the RedSeal server to remember your selected 
age span.

Query Results Data 
During each run of the RedSeal analysis engine, the server will run each database query 
which you have defined and marked trackable in the Security Intelligence Manager 
dialog.

Results of these queries are then stored in the database for later use in reports.

See the discussion of the Model Data tab for information about the work_mem control.

Use the Time Span selector and Purge Now button in the Query Results Data pane 
to manage this data.

When you select the Purge Now button, the system will delete all tracked-query results 
associated with an invalid, failed, or canceled analysis run, or an analysis conducted 
earlier than the specified date/time.

Also deleted will be metadata stored for groups used by reports (id, nesting level, 
operation start times, and status). 

Automatic Purge 
Certain lists, such as filter or translation rules, written to the database by the RedSeal 
analysis engine can grow very large in complex network environments.

An internally managed task will prune these lists daily, but only if the server is running 
when the task is scheduled to begin.

See Automatic Purge for information about setting the schedule.

Recommended Purge Frequency 
Frequency of manual purges is dependent on your network. Very large networks 
accumulate a lot data quickly.

If too much time elapses between purges, database tables can grow very large and it can 
take days of continual processing for the purge process to clear them.
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On the other hand, purging means removal of data that will then no longer be available 
for trending reports.

Before you can decide how often to purge, you should understand why systems are going 
stale and adjust your collection schedules accordingly. 

Server Certificate 
Use the Server Certificate tab of the System Settings dialog to perform the following 
actions related to the SSL certificate used for RedSeal client-server exchanges:

 generate a self-signed SSL certificate 

 generate a certificate request that can be sent to a Certificate Authority (CA), in 
order to obtain a new SSL certificate 

 install a CA certificate into the RedSeal server 

 install either a self-signed or CA-generated SSL certificate into the RedSeal server 

See the SSL Certificate discussion in the Security chapter of the RedSeal Installation and 
Administration Guide for more details on these options. 

Show/Hide 
Use the Show/Hide tab of the System Settings dialog to enable or disable display of 
compromised hosts controls in various tables and dialogs in the user interface, and to 
configure a log in banner to be displayed whenever the RedSeal client is started.

See:

 Compromised Hosts 

 License Warning Messages 

 Login Banner 

Compromised Hosts 
Compromised hosts are hosts in your network you know are exposed to attack. If you 
want RedSeal to analyze your network without considering these hosts, perhaps as part 
of a modeling exercise, you can identify these hosts in the Compromised tab of the 
Edit Subnet dialog.
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Check the Subnet Compromised check box and, optionally, enter host addresses in the 
address field. If you leave it blank, RedSeal will fill it in with a range covering all hosts in 
the subnet.

Compromised subnets will be grouped in the Known Compromises group, shown on 
the tree under Subnets view on the Maps & Views tab. See Views.

See Historical Threats.

Since this is a specialized use case, you must first explicitly enable display of this tab, 
using the Show compromised ip editor check box on the Show/Hide tab.

License Warning Messages 
If you are close to exceeding the number of layer 2, layer 3 devices, or distributed 
firewalls allowed by your license, RedSeal displays a warning message when users log in. 
Click Do not show warning messages on login if you do not want license warning 
messages to appear at login. The same information will continue to appear on the 
RedSeal client Home screen and the View License dialog in the web application. For 
more information on licenses, see License Status.

Login Banner 
Select the Show banner checkbox on the Show/Hide tab of the System 
Settings dialog to configure RedSeal to display a message whenever the RedSeal client 
application is started. See Log In

Text fields are:

 Banner Title—text to be displayed in the title bar of the window in which the 
banner text is displayed 

 Acknowledgment—pre-message introductory text shown in the display dialog 
above the bordered message, such as You must accept the RedSeal license before 
using this product 

 Banner—text of the message to be displayed in the main pane of the dialog 

 User accept comment—text, such as I accept the license agreement, to be 
displayed with an accompanying checkbox at the top of the dialog if the user 
acceptance required check box in the Show/Hide tab is enabled 

HTML markup is allowed in all fields except the banner title.
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Click the Preview button to see the dialog as configured.

Stale Data 
The Stale Datatab of the System Settingsdialog itemizes hosts and network devices 
whose data is older than user-defined thresholds.

Hosts by default are considered stale three months after the date of the vulnerability scan 
that produced the data, or, if no scan date/time is available, the most recent date/time 
host data was imported or saved in the user interface.

Network devices by default are considered stale two weeks after the last date of import of 
their configurations or the most recent date/time device data was imported into the user 
interface. Date of import is recorded for purposes of determining staleness even when 
the import does not produce an actual change in the data RedSeal knows about the 
object. This can happen when a device configuration is reimported even though there are 
no changes in the configuration. 

When a network device configuration originates from a repository, and the repository’s 
timestamp for the configuration is older than the stale date range, RedSeal considers the 
device to be stale.

Note  When importing from a CVS repository, a changed date on the configuration does 
not mean the configuration is updated, but rather the collection for that device was 
successful.

For manually imported configurations, the time stamp of the file system is used to 
determine if a configuration is stale.

For devices created manually using the Edit Computer Systemdialog, stale data is 
based on the file creation date or the last scan or manual update. See Editing Computer 
Systemsfor important information about the consequences of this.

When the database contains stale host objects, the icon adjacent to the Hostsitem in the 
Homepage status panel will be a yellow circle with a question mark (?).

When the database contains stale network device objects, the icon adjacent to the 
Network Devices item will be a yellow circle.

To manage stale data, go the Model Issues tab of the client application. In the table at 
the top of the window, look for Stale Devices or Stale Hosts. Click on one of these 
entries.
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The table at the bottom of the window will show hosts or devices that meet the criteria 
for stale resources.

Select one or more items in the table and right click to delete them from the RedSeal 
model.

The right-click menu also allow you to open the System Settings dialog to reset the 
time period that defines staleness, among other options.

Deleted devices will not appear on the topology, deleted hosts will not appear in 
vulnerability tables, and deleted items will not be factored into new runs of RedSeal 
analysis.

However, deleted data will remain in the database and referenced in historical reports 
(such as the Changes in Host Threat Profilesreport) until data has been purged.

Note  Data, even though stale and deleted, will not be purged from the database until it is 
older than the time period specified on the Purge Data tab of the System Settings 
dialog.

See Purge Data.

You should clean the database on a regular basis. If the number of stale objects grows too 
large (thousands of stale hosts, for example), cleaning them all at once can take a 
considerable amount of time and interfere with other RedSeal server processes. (If you 
suspect a conflict, check the server log for continuing host deletion activity to confirm 
that the purge operation is still underway.)

RedSeal recommends that you set the stale hosts policy time period to three times your 
VA scan cycle. If you scan weekly, set the period to three weeks. If you scan monthly, set 
it to three months.

RedSeal also recommends setting the devices policy to one and half to two times the 
frequency of device collection.

When you purge the database, be sure the deletion process is complete before running 
analysis. Ideally, the number of objects to be purged will be in the dozens. If the number 
of objects is in the thousands, the purge process could take several hours to finish. 

Timeout 
Use the Timeout tab on the System Settings dialog to set the timeout interval for the 
client application.
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When the client GUI has been open with no activity (no keyboard or mouse button 
clicks) for the defined interval, a message will be displayed noting that the interval has 
elapsed and offering the user the opportunity to continue working (resets the timeout 
interval) or immediately shut down the application.

If neither option is selected, the client application will shut down one minute after the 
message appeared.

To change the interval (default is 15 minutes), set a value in the entry field and select a 
time unit in the drop down menu, then click the Apply button. This will apply the new 
value to the current client session.

Click the Revert button to set interval and time-unit values back to the most recently 
applied value.

Click the Close button to close the System Settings dialog. If you have changed values 
but not clicked Apply, a confirmation message will be displayed.

Your RedSeal user account must have administrator privileges in order to view the 
Timeout tab. 

Tickets 
See Creating and Managing Tickets.

Web API 
The Web API tab of the System Settings dialog allows you to enable or disable access 
to the RedSeal API. When enabled, a browser pointed to https://<redseal_server>/data 
can read from and write to the RedSeal database.

Default is enabled.

Documentation for the API is available from the browser page that is displayed.

System Summary 
To view a summary of your RedSeal system, select System > View. 

The System Summary dialog provides the following information about your RedSeal 
system:

 RedSeal Appliance Information—configuration data, including host name, 
system time, IPv4 and IPv6 addresses, DNS and NTP servers the appliance is using, 
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disk utilization and space requirements for backing up the system with and without 
analysis data and RedSeal client and server software versions 

 Analysis Information—summary of the latest analysis results 

 Model Information—statistical summary of your network model, including the 
date/timestamp for the last automatic purge of objects obtained from earlier data 
collections. 

Note  The number of hosts shown in this status dialog includes all hosts defined in your 
VA scan data, including those that are not mapped in your network. In the System 
Summary dialog, the count labeled Number of Inferred Hosts is in addition to the 
count labeled Number of Hosts. Host counts can change during the process of analyzing 
the data. For example, scanned data may show two different IPs, initially counted as two 
hosts, that get merged into a single host when the analysis process reconciles NAT 
addresses. 

 Plugin Information—Lists the plug-in API infrastructure used to collect data for 
creating the network model. 

 Threat Reference Library (TRL) Information—TRL version, date and time of 
publication by RedSeal and date and time of installation into your RedSeal server. 

Threat Sources 
Click the Threat Sources link in the status pane of the Home page, or select Threat 
Sources from the Tools menu.

Use the dialog that opens to manage trust levels of subnets.

The table contains all subnets the RedSeal server considers likely to be untrusted 
regardless of their current trust level, including any subnets you have already designated 
as untrusted.

The Likely reason column indicates why the subnet (including any for which you may 
have already explicitly designated a trust level) is considered potentially untrusted.

To change the trust level of a subnet, select it in the table (or click the Select All check 
box), and then do either of the following:

 select a trust level in the upper portion of the dialog and click the set as... button 
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 select a trust level in the drop-down menu in the Trust Level column of the table 

See Trust Levels Defined.

When you click the Save button, your changes will be recorded.

Unlinked Unnumbered 
The table of likely untrusted subnets in the Threat Sources dialog will include any 
unlinked unnumbered interfaces found in your network. You should link these interfaces 
manually using the Link Devices dialog.

See Link Devices. 

Transparent Firewall Placement 
Transparent firewalls and WatchGuard firewalls in drop-in mode, need to be placed in 
the topology manually. Since they are layer 2 devices and do not perform routing, 
RedSeal is not able to determine which interfaces they control.

On the Model Issues tab, select the Unplaced Transparent Firewalls entry in the top 
table, then right click on an instance in the bottom table and select Place Transparent 
Firewall on the drop down menu. Alternately, right click on the transparent firewall 
icon on the topology map or inventory tree on the Maps & Views tab.

At the top of the Place Transparent Firewall dialog, the firewall’s home subnet is 
identified. If there is a management IP address defined in the firewall’s configuration, 
RedSeal will assume the home subnet to be the subnet in which that address resides.

If this is not correct, or if there is no management IP address defined, you will have to 
select the home subnet manually, by clicking the Select button.

To insert a transparent firewall into a subnet, RedSeal must split that subnet into two or 
more subnets with the same address and mask, based on the unnumbered interfaces 
configured on the firewall. Each of these subnets are represented by a tab on the right 
side of the window. (If a transparent firewall has fewer than two IP unnumbered 
interfaces, RedSeal will generate an error message and you will not be able to place the 
firewall into the network model.)

The Place Transparent Firewall dialog displays a list of network devices referenced in 
the firewall’s configuration on the left side of the window and a collection of tabbed 
pages representing available unnumbered interfaces on the right.
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You need to place each device in the list on the left into one of the tabbed pages on the 
right side of the dialog.

This associates the devices with one of the available interfaces on the firewall.

The Name This Subnet field lets you assign a name to the unnumbered interface subnet 
for use in the RedSeal client application

When you invoke the transparent firewall placement tool, RedSeal divides one subnet 
into multiple parts, each part representing an interface on the firewall. These subnets will 
all share the same IP address range.

Typically, one side of the firewall is more trusted than the other, and it is likely that you 
will want newly imported systems to be placed in the trusted subnet. If so, you may set 
the trust level of the other subnet to infrastructure. In the case of hosts that were 
previously imported and already assigned to the subnet, you should place them in a layer 
2 subnet by splitting the subnet to arrange all hosts on the trusted side of the layer 2 
firewall. See Editing Subnets. 

Most likely, the firewall will be adjacent to if not physically a part of (as a blade, for 
example) the router that owns the subnet.

Figure 4: Transparent Firewalls

 

The space between the firewall and the router is the part that should be locked. 
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Trouble Tickets 
Select Trouble Tickets on the Tools menu to see a table of all currently open trouble 
tickets.

For information on creating and managing trouble tickets, see Trouble Tickets.

View Changes 
Select Changes on the View menu to see how the network model in the RedSeal 
database has changed since a specified time.

Note  There will be no data displayed in the View Changes dialog unless there has been 
at least one successful run of analysis.

Objects in the current network model will be compared to their counterpart objects in 
the model at the date and time specified in the drop-down menu at the top of the dialog. 

Time Period for Changes 
This menu will be populated by date/timestamps representing all the starting time of 
previous runs of the analysis engine.

See Time Period Control Group.

The current state represents the object model as of the last user action on it (such as 
import of data, for example).

For values shown as deltas of calculated analysis results, current state equates to the start 
time of the most recent run of analysis.

For modeled objects, such as device configurations, hosts, and applications, for example, 
current state is defined as now, and will include updates (configuration uploads or user 
action in the client application, for example) that have taken place after the most recent 
run of analysis.

Changed Items 
If there are differences—such as new hosts, new subnets, hosts with new vulnerabilities, 
hosts with fewer vulnerabilities, changes in network device configurations—the affected 
object will be listed by name in the pane on the left.

RedSeal User Guide 9.4 495



Chapter 7: UI Tools and Utilities 

Network devices with changes in their configurations will be listed in red; all other 
listings will be black.

Hosts 
The host list will include objects representing actual hosts and their virtual counterparts 
created by NAT addressing. 

Configuration Diffs 
When you select a device whose configuration has changed, the changes will be displayed 
in the pane on the right, in UNIX diff style. (Lists, such as applications or 
vulnerabilities, are treated as virtual files for the comparison.)

Output in the View Changes dialog will use the following conventions:

 < indicates a line has been removed 

 > indicates a line has been added 

 --- separates text changes in the first file from text changes in the second file 

 numbers indicate line numbers in the comparison texts; comma-separated numbers 
indicates a range from the first number to the second number (5,8 means lines 5, 6, 
7 and 8) 

 a means text was added 

 c means text was changed 

 d means text was deleted 

In general, passages will be preceded by a coded entry in the following format:

<line[s]>a|c|d<line[s]>

For example, if the application telnet is removed from a device between runs of analysis, 
the View Changes dialog would show something similar to the following, within a 
block labeled Applications:

4d4
< telnet

This means that telnet, which appeared as line four in the original file, was deleted at line 
four in the modified file.

496 RedSeal User Guide 9.4



View Changes 

Select a device whose configuration has been changed and click on the View Config 
Diffs button at the top of the dialog to open a dialog that focuses exclusively on the 
differences in configuration text, without application or other data.

This text will be shown in a third-party diff viewer if you have configured the client 
application to use one. If you have not done so, a RedSeal dialog will be used.

If there aren’t two configurations to compare (a red entry isn’t selected in the items list), 
the View Config Diffs button will remain disabled.

For information about configuring the application to use a third-party viewer, see 
Preferences. 

View RedSeal Logs 
Choose View > Logs to view or download these RedSeal logs:

 UI 

 Audit 

 Analyzer 

 System 

 Server (comprehensive log, includes database messages as well as audit, analyzer, and 
system log messages) 

See Logs in the Administrative Tasks chapter of the RedSeal Installation and 
Administration Guide for details about the contents of each of these logs.

In the View/Download Log dialog, choose the log type you want to view.

For Server logs, you can choose Add Stack Traces to include details in the log about 
tasks that are currently running. This can help RedSeal Support identify the point where 
the server might be running slowly and assist you in troubleshooting.

The Log menu lists the available log files for the log type you choose. Logs are rotated on 
a user-defined schedule, and a user-specified number of old log files are kept. See set 
log in the Command Line Interface chapter of the RedSeal Installation and 
Administration Guide for information about log rotation.

The View button will open the selected log file in the application specified as the default 
viewer for files of type .log in your Windows configuration. To change this setting, open 
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the Windows Explorer, select Folder Options from the Tools menu, and go to the File 
Types tab.

Large log files may be slow to open or download from the server to your local system. If 
you encounter difficulty, you might consider configuring a smaller size for log files. See 
the discussion about Logs in the Administrative Tasks chapter of the RedSeal Installation 
and Administration Guide. See also the save logfile command in the Command Line 
Interface chapter. 

VLAN Interface Binding 
If a network device configuration defines unnumbered VLANs (a virtual local area 
network with no layer 3 addressing), RedSeal will provide you with the ability to 
associate the unnumbered VLAN to a layer 3 subnet. These bindings can be edited later 
to remove or change the VLAN/subnet association.

RedSeal attempts to bind these unnumbered VLANs with layer 3 interfaces that have 
matching VLAN IDs during import, but this is not always possible (there may not be a 
layer 3 interface with a matching VLAN ID in your network).

Select the device on the topology map on the Maps & Views tab, right click (or, right 
click on an instance of a VLAN model issues check violation in the lower table on the 
Model Issues tab) and choose Bind VLAN Interfaces.

This command opens the VLAN Interface Binding dialog.

Click the button in the Status column for the VLAN of interest.

If the VLAN is not currently associated with a subnet, the button will be labeled Fix.

If the VLAN is associated with a subnet, the button will be labeled Edit.

Both will open the Edit VLAN Interface Subnet dialog, which lists available subnets 
(can be filtered to show suggested subnets only).
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Tickets 

When the RedSeal system identifies security violation instances in a network, it is typical 
for a RedSeal user to initiate an action request in the form of a “Ticket” to remediate the 
problem. 

The RedSeal application helps you to automate the ticketing workflow process by 
integrating into external IT service management tools, such as: 

 ServiceNow 

 BMC’s Remedy 

RedSeal Ticketing 
A ticket in RedSeal application is a resolution action created to track and mitigate the 
network violation instances.

You can create multiple tickets for the same violation instance that requires attention 
from two different department personnel. All the tickets created in RedSeal application 
will be stored and displayed in Ticket Manager. For more information refer to 
Ticket Manager . 

The RedSeal application allows you to create a ticket for the following violation instance 
types:

 Best Practice Check Violations 

 Host Vulnerabilities 
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 Policy Violations 

 Rule Check and Usage Violations 

ServiceNow Version Supported by RedSeal 
The RedSeal application has been tested and verified for integration with the Cloud 
Based ServiceNow. 

Configuring the ServiceNow API User 
When configuring the ServiceNow API user in RedSeal (Settings -> Tickets), make sure 
the API user has “admin” role configured in ServiceNow. 

ServiceNow API Settings 
Make sure ServiceNow instance is configured with HTTP Basic Authentication enabled 
as RedSeal uses this mechanism for all SOAP-based API interactions with ServiceNow. 
To enforce basic authentication for each WSDL or SOAP message request, ServiceNow 
administrators can set these properties to Yes under System Settings > High Security 
Settings:

 Require basic authorization for incoming WSDL requests 

 Require basic authorization for incoming import requests 

 Require basic authorization for incoming script requests 

 Require basic authorization for incoming SOAP requests 

 Require basic authorization for incoming XML requests 

 Require basic authorization for incoming XSD requests 

Remedy Version Supported by RedSeal 
The RedSeal application has been tested and verified for integration with the BMC 
Remedy V 8.1 components.
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Configuring Ticketing Tool in RedSeal 
To configure the RedSeal system for ticketing tool integration:

1. Launch the RedSeal application and click Edit > System Settings, then select the 
Tickets tab. 

2. Select the Enable External Ticketing Integration check box at the top of the 
dialog. 

If you plan to use the ticketing feature without external ticketing tool integration, 
then you can create the ticket and save for future reference. See Create a Ticket.

3. The system settings allows you to configure the following external ticketing tools. 
Select any one of the following: 

 Remedy 

 ServiceNow 

4. To configure Remedy ticketing tool in RedSeal, select Remedy from the Select 
external ticketing system drop-down list. 

a) In the Remedy Login Configuration block, enter the appropriate details as 
explained in the below table: 
Table 1: Remedy Login Configuration Block Details

Feature Name Description

Protocol Protocol for communication with 
Remedy - it can be either HTTP or 
HTTPS. By default, HTTPS is 
selected.

Server The DNS name or the IP address of 
Remedy management system. 

Port (Optional) Port on which Remedy is running. By 
default, the port value is derived from 
protocol field and is set to 443 for 
HTTPS and 80 for HTTP.
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User Name A valid Remedy user name with roles 
such as: Incident Submitter, Incident 
Master, Incident User and Incident 
Viewer.

Password Remedy user’s password.

Proxy Server (Optional) IP address of the Proxy Server. 

Proxy Port (Optional) Port number of the Proxy Server.

Note  Pre-requisite is to enable the Automated Routing (Automatic Assignment) 
feature in the Remedy tool. This is required to assign tickets to a specific group 
and assignee in Remedy.

Visit BMC’s Remedy website for more information on the user roles in the 
Remedy tool.

Note  The tickets submitted to the external ticketing tool are categorized based 
on the external ticketing tool configuration.

b) Click the Test Connection button to verify that your RedSeal server is able to 
connect to your Remedy system. 

c) To add the name of authorized Remedy ticket submitter or submitters, click 
Add in the Remedy Submitters block. 

d) The Create External Ticketing Submitters window appears, enter first and 
last names for a valid user account as configured in the Remedy server and then 
click Add. 

The user name gets created and is displayed in the Remedy Submitters list box. 
To add more submitter names, repeat Add procedures in Remedy Submitters 
block.

e) Click Apply to save the details of ticketing tool and submitters, or click Close 
to exit from the window. Revert allows you to go back to the previous settings. 

Note  The submitter information is validated at the time of ticket submission. 
Submitters (Remedy) are of any of these Remedy roles such as: Incident 
Submitter, Incident Master, Incident User, and Incident Viewer.
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5. To configure ServiceNow ticketing tool, select ServiceNow from the Select 
external ticketing system drop-down list. 

a) In the ServiceNow login Configuration block, enter the appropriate details as 
explained in the below table: 
Table 2: ServiceNow Login Configuration Block Details

Feature Name Description

Protocol ServiceNow supports communication 
over HTTPS protocol. By default 
HTTPS is selected.

Server The DNS name or the IP address of 
ServiceNow management system. 

Port (Optional) Port on which ServiceNow is running. 
By default, the port value is derived 
from protocol field and is set to 443 
for HTTPS.

User Name (aka API User) A valid ServiceNow user name with 
Admin role.

Password ServiceNow user’s password.

Note  Ensure that the RedSeal server has Internet access to integrate with the 
ServiceNow application.

b) Click the Test Connection button to verify that your RedSeal server is able to 
connect to your ServiceNow system. 

c) To add the name of an authorized ServiceNow ticket submitter (or submitters), 
click Add in the ServiceNow Submitters block. 

The Create External Ticketing Submitters window appears.
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d) Enter first and last names for a valid user account as configured in the 
ServiceNow server and then click Add. 

e) The user name gets created and is displayed in the ServiceNow Submitters list 
box. To add more submitter names, repeat Add procedures in ServiceNow 
Submitters block. 

f ) Click Apply to save the details of the ticketing tool and submitters, or else click 
Close to exit from the window. Revert allows you to go back to the previous 
settings. 

Note  The submitter information is validated at the time of ticket submission.

Visit ServiceNow website at http://wiki.servicenow.com/index.php?
title=Base_System_Roles for more information on the user roles in the ServiceNow tool.

Create a Ticket 
RedSeal allows you to create a ticket for different types of violation instances, reported by 
RedSeal application: 

 Best Practice Check Violation 

 Host Vulnerabilities 

 Policy Violation 

 Rule Check and Usage Violation 

Best Practice Check Violation 
In the RedSeal application, one ticket can track either a single Best Practice Check 
(BPC) violation instance or a group of BPC violation instances. To track a group of BPC 
checks, select multiple violation instances in the table (hold down the shift or control 
key on the keyboard while clicking the mouse on multiple items).

To create a ticket to track failures of Best Practice checks:

1. Launch the RedSeal application, and click Best Practices tab. 

A table is displayed with two tabs: Checks and Suppressions.
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2. In the Best Practice Checks table, select one or more rows which display a BPC 
violation value in the Failed Devices and Violation Instances columns. Ensure if 
Show All Checks is selected. 

In the below block, the failed results (BPC violation) will be displayed.

Note  You can create a single ticket for multiple BPC violations. In the same ticket all 
the violations details are captured together.

3. Right-click on any failure status and select Create Ticket from the option. 

The Best Practice Check Violation Ticket Details  window appears.

4. Select the context details from the list that needs to be included in the ticket. 

5. Click Continue. 

The New Ticket window is displayed. The ticket allows you to append more details 
if required. See Additional Options in New Ticket. 

The following table explains the BPC violation ticket content.

Table 3: BPC Violation Ticket Details

Field Description

Type Displays Violation type

Violation ID Displays Violation ID

Title Displays Ticket title

Submitter Displays the user name of the external 
ticketing tool.

Note: After ticket creation the Submitter 
becomes the owner of the ticket.

Details Displays Check ID, Check Title, 
Violation ID, Violation Summary, 
Description, Remediation, Device 
Name, Device Type, Device OS, and 
Violation Locations.
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See Appendix 10, "Configuration Checks" for general information about Best 
Practice Checks and Rule Checks.

6. To save the created ticket, do any one of the following: 

a) Click Save to save the details into the RedSeal Ticket Manager for future 

reference. The saved tickets will be displayed as an  (Amber color) icon in the 
violation instance table in the Ticket column with a RedSeal ID assigned to it. 

b) Click Save and Submit To External Ticketing System to save and submit 

the ticket to ticketing tool, this will display a  (Green color) icon with a 
RedSeal ID assigned to it. 

7. Click Cancel to exit from the New Ticket window. 

When the RedSeal system determines that your network configuration no longer fails the 
Best Practice check (or checks) associated with the created ticket, the Ticket Manager 
will mark the ticket as “Closed”. See Ticket Status in RedSeal.

Host Vulnerabilities 
Create tickets to track vulnerabilities associated with hosts. There are two ways to create a 
vulnerabilities ticket: through the Maps & Views tab and through the Vulnerabilities 
tab.

To create a host vulnerability ticket:

1. From Maps & Views tab, select Primary Capability from the View drop-down 
list. 

2. Click on Host in the tree view and go to Vulnerabilities subtab. 

3. Select one or more items in Vulnerabilities table, right-click and select Create 
Ticket. 

OR

1. From Vulnerabilities tab, select a vulnerability, right-click and select Create 
Ticket. 

The Vulnerabilities Ticket Details window appears.
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2. Select the context details that are to be included in the ticket from the list. 

3. Click Continue. 

The New Ticket window appears. The ticket allows you to append more details if 
required. See Additional Options in New Ticket.

The following table explains the Host Vulnerability ticket content.

Table 4: Host Vulnerability Ticket Details

Field Description

Type Displays the Vulnerability type

Problem IDs Displays the Problem ID

Title Displays the Ticket title

Business Service Select a Business Service from the menu; 
the menu shows Business Services 
already defined in ServiceNow 
(ServiceNow only)

Impact High, Medium, Low (ServiceNow only)

Urgency High, Medium, Low (ServiceNow only)

Submitter Displays the user name of the external 
ticketing tool. Blank if there is no 
external tool.

Note: After ticket creation the Submitter 
becomes the owner of the ticket.
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Details If created from Maps & Views, displays 
Vulnerability, CVE References, CVSS 
Temporal, CVSS Base, Severity, Impact, 
Target Host, Target IP, Exposed, 
OS/Application, Protocols, Ports, and 
Vulnerability Details. 

If created from Vulnerabilities, displays 
Vulnerability, CVE References, CVSS 
Temporal, CVSS Base, Severity, Host Count, 
Total Vulnerability Risk, Target Host, Target 
IP, and Vulnerability Details.
You can also type in more information.

  

4. To save the created ticket, perform any one of the following steps: 

a) Click Save to save the details into the RedSeal Ticket Manager for future 

reference. The saved tickets will be displayed as an  (Amber color) icon in the 
violation instance table in the Ticket column with a RedSeal ID assigned to it. 

b) Click Save and Submit To External Ticketing System to save and submit 

the ticket to ticketing tool, this will display a  (Green color) icon with a 
RedSeal ID assigned to it. 

5. Click Cancel to exit from the New Ticket window. 

When the RedSeal system determines that the host no longer has the vulnerability 
associated with the ticket, the Ticket Manger will display the  ticket status as closed. See 
Ticket Status in RedSeal.

Policy Violation 
The RedSeal application allows you to create policy violation tickets whenever your 
network configuration allows traffic to flow in violation of business rules defined by your 
policies in the Zones & Policy tab.

The policy violation ticket can be created with or without including the 
Source/Destination IP Range details. A Policy Violation ticket can be created from zone 
to zone in the form of subnet-to-subnet only (subnet-to-subnet is displayed in the drill 
down Zones pair table).
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To begin creating a policy violation ticket:

1. Launch the RedSeal application, go to Zones & Policy tab and from the Policy 
drop-down list, select the appropriate policy. 

2. Select a yellow (Warnings) or red (Failure) flow arrow in the diagram, and in drill 
down zone pair access list (lower left table), select the subnet-to-subnet potential 
flow. 

3. Right-click on zone pair row and select Create Ticket from the option. The Policy 
Ticket Details window appears 

4. Select the context details that are to be included in the ticket from the list. 

5. Click Continue, the New Ticket window will be displayed. 

The following table explains the Policy Violation ticket content.

Table 5: Policy Violation Ticket Details

Field Description

Type Displays the violation type

Problem IDs Displays the Problem ID

Title Displays the Ticket title 

Submitter Displays the user name of the external 
ticketing tool.

Note: After ticket creation the Submitter 
becomes the owner of the ticket.

Details Displays Policy Status, Zone Pair, Port 
Range, Protocol Range, Destination IP 
Range, Source IP Range.

Note: The ticket is created for the highest 
policy status value. For example: If a zone-
pair has both “Fail” and “Warning” for 
different IP ranges under this Zone Pair, the 
policy status value of this zone pair would be 
“Fail”.
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Note  During the ticket creation the Policy Ticket Detail window displays the context 
details based on your selection in the drill-down zone access list.

6. Click Save to save the details into the RedSeal Ticket Manager for future reference. 

The saved tickets will be displayed as an  (Amber color) icon in the failure status 
table in the Ticket column with a RedSeal ID assigned to it. 

7. Click Save and Submit To External Ticketing System to save and submit the 

ticket to ticketing tool, this will display a  (Green color) icon with a RedSeal ID 
assigned to it. Click Cancel to exit from the New Ticket window. 

Note  You can also create a policy violation ticket from the Flatten window in the Zones 
& Policy tab.

For more details on the ticket status, refer to Ticket Status in RedSeal.

Rule Check and Usage Violation 
These rule checks are similar to Best Practice Checks, except that they only run against a 
device when you manually execute a device cleanup analysis from the rule check 
manager.

See Appendix 10, "Configuration Checks" for general information about Best Practice 
Checks and Rule Checks.

To begin creating a Rule Check Violation ticket:

1. Launch the RedSeal application, go to Tools tab, select Rule Check and Usage 
Analysis Manager and click New Analysis . 

2. Select the device or devices and click the Submit button to start the analysis. 

3. When analysis is complete, a list of the analyzed devices will be shown in a Device 
Cleanup Analysis Results dialog. 

4. Click on one of the entries to view rule violation instances details, segregated by rule 
on individual tabs in the bottom pane of the dialog. 

5. Right-click on an entry in one of the tables and select Create Ticket from the 
options. 

The Rule Check Violation Ticket Details window appears.
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6. Select the context details that are to be included in the ticket from the list. Click 
Continue, the New Ticket window will be displayed. See Additional Options in 
New Ticket. 

The following table explains the Rule Check Violation ticket content.

Table 6: Rule Check Violation Ticket Details

Field Description

Type Displays the violation type

Problem IDs Displays the Problem ID

Title Displays the Ticket title 

Submitter Displays the user name of the external 
ticketing tool.

Note: After ticket creation the Submitter 
becomes the owner of the ticket.

Details Displays Check ID, Check Title, 
Violation ID, Violation Summary, 
Description, Remediation, Device 
Name, Device Type, Device OS, 
Violation Locations.
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7. Click Save to save the details into the RedSeal Ticket Manager for future reference. 

The saved tickets will be displayed as an  (Amber color) icon in the failure status 
table in the Ticket column with a RedSeal ID assigned to it. 

8. Click Save and Submit To External Ticketing System to save and submit the 

case to ticketing tool, this will display a  (Green color) icon with a RedSeal ID 
assigned to it. Click Cancel to exit from the New Ticket window. 

Additional Options in New Ticket 

Edit the Ticket Name and its Details

The New Ticket dialog box displays the name of the ticket as it will be submitted to the 
ticketing tool and also a Details text block, which contains text fields. These text fields 
are editable, so that you can provide a more meaningful name and add your own 
supplementary details to the ticket.

Select a Submitter User Account

Select the ticketing tool user account from the Submitter drop down list. This list 
contains the ticketing tool user accounts details that were added in RedSeal’s System 
Settings dialog during configuration. See Configuring Ticketing Tool in RedSeal.

Save or Submit the Ticket

Click Save to save the ticket locally, or Save and Submit To External Ticketing 
System to submit the ticket to Remedy or ServiceNow.

To review or submit a locally saved ticket refer to Ticket Manager for more information.

Ticket Icon Indicators 
When you have saved or submitted a ticket, one of the following icons will be added to 
the Ticket column in the table (Best Practice Failures, Vulnerabilities, Policy Access or 
Rule Check and Usage Analysis Manager):

 Ticket with yellow arrow—ticket created and saved, not yet submitted 

 Ticket with green arrow—ticket submitted to ticketing tool 
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 Ticket with question mark (?)—ticket created, but ticketing integration is not 
enabled; status cannot be determined 

Tool tips for icons will show the RedSeal ticket ID. Clicking on the icon will open the 
Ticket details status dialog.

Ticket Manager 
In RedSeal application, the Ticket Manager allows you to track the violation instance 
tickets. All the tickets created in RedSeal application will be stored and displayed in 
Ticket Manager screen. 

The Ticket Manager allows you to save and submit the ticket to the ticketing tool. The 
ticket status is considered as resolved in the RedSeal system only if “RedSeal Status" in 
the Ticket Manager is “Closed".

To view a list of all the open tickets:

1. Go to Tools menu and select Ticket Manager from the options. 

The Ticket Manager window appears.

The following table explains the details displayed in the Ticket Manager:

Table 7: Ticket Manager Window Details

Field Description

Type The type of Violation Instance. It can be 
one of the following:

• Configuration Check Violation 

• Vulnerability 

• Policy 
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Title Title of the violation instance. It can be 
one of the following:

• Best Practice Check Violation 

• Vulnerability Violation 

• Policy Violation 

• Rule Check Violation 

Submitter User of the external ticketing tool.

Opened On Date and time when the ticket was 
created.

RedSeal ID A unique identifier of the ticket in 
RedSeal System.

RedSeal Status Status of the Ticket in RedSeal. It can be 
one of the following:

• Open— When a Ticket is saved but 
not submitted to External Ticketing 
System 

• Submitted— When a ticket is 
submitted to External Ticketing 
System 

• Closed— When a Ticket is resolved 
in RedSeal System. 

External Ticket System ID A unique identifier of the ticket in 
External Ticket System. This is a 
hyperlink and when it is clicked it 
navigates to the respective External 
Ticketing tool.

External Ticket System Status It indicates the state of the Ticket in the 
External Ticketing System.
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Refreshed On Date and time when the ticket was 
refreshed in RedSeal System.

Note  The Best Practice Check Violation and Rule Check Violation ticket titles are 
categorized as Configuration Check Violation in Type field.

2. Right-click on the ticket, then select Open from the right-click option to view the 
ticket details. It also allows you to edit the details such as Title, Submitter, and 
Details. 

 To delete a saved ticket, select the ticket and right-click on the ticket row, from 
the options click Delete. 

Note  Delete option will delete the ticket from the RedSeal application database 
and will not delete the ticket details from external ticketing tool.

 To refresh the ticket details, click Refresh in the right-click option menu to 
refresh the ID, Status, and Refreshed On columns in the table for the selected 
item, or use the Refresh button in the upper right corner of the dialog to 
refresh these items for all entries in the table. 

Note  When the ticket status is “Resolved" or “Closed" in external ticketing 
system, the RedSeal Ticket Manager shall display the changes after clicking 
Refresh button.

 To export ticket details to a file, right-click on the ticket row and select the 
Export from the right-click option. The Save dialog box appears, type the file 
name and click Save. The ticket export file is a comma separated value (CSV) 
file. Open the export file in Microsoft Excel or any other editor that supports 
CSV format. 

Note  If a ticket has been saved but not yet submitted to external ticketing tool, 
the Submit button in the ticket Status column is enabled.

Ticket Status in RedSeal 
When the condition that caused the violation or vulnerability has been solved, the 
RedSeal system considers a ticket as “Closed” when the violation instance is no longer 
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seen after the newer device configurations are imported and corresponding operations 
like rule check analysis operations are re-run.

The server checks ticket status at different intervals, depending on what type of ticket it 
is:

 All vulnerability and Best Practice tickets will be verified following the import or 
deletion of device configurations 

 All network-only Best Practice checks (those run against the network rather than 
individual devices) and policy traffic flow approval tickets will be verified after each 
analysis 

 Tickets associated with policy violations will also be verified after each policy check 
initiated from the Policy tab 

In Ticket Manager, the “Resolved" or “Closed" states of External Ticket System Status 
field does not mean that “RedSeal Status" is closed. RedSeal Status might still be in 
“Submitted".

For example, assume that a BPC check violation was found on a Cisco device, and a 
ticket was created and submitted to the External Ticketing System. At this point, 
“RedSeal Status” in the Ticket Manager will display as “Submitted" and “External Ticket 
System Status” would contain the status value supported by the External Ticketing 
System. Now, consider that changes are made to Cisco device’s configuration to fix the 
violation and the ticket is moved to “Resolved" state in the External Ticketing System. 
Later, when the ticket is refreshed in Ticket Manager, the “External Ticket System 
Status" would be changed to “Resolved".

However, "RedSeal Status" would remain in “Submitted" state because the modified 
Cisco device’s configuration file has not been imported yet. When the configuration file 
is imported again, the RedSeal application verifies that the violation is fixed and then the 
ticket status in “RedSeal Status" will be changed to “Closed" state.

Note  Deleting the ticket in ticketing tool will not result in automatic deletion from the 
RedSeal database; you will have to delete it manually.
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This chapter primarily discusses how to lay out the groups and objects in the map to 
make it easier to use. 

In a large enterprise network, devices may be commissioned and decommissioned 
frequently, subnets may be created, expanded, or repurposed routinely, and IP address 
assignments may be in a constant state of flux.

In such an environment, it is essential that you devote some time up front to define a 
good topology management strategy, then allocate sufficient resources to implement and 
maintain it.

Topology management is an on-going task that requires constant attention.

Failure to allocate time for regular topology maintenance can result in a rapid 
deterioration of an otherwise well-laid-out map.

The mass at the far right of the illustration was once an orderly arrangement of groups 
that was left untended as new resources were continually added to the network.

Figure 5: Topology Not Managed Regularly

 

Topology Management Strategies 
What constitutes a good strategy varies from enterprise to enterprise, network to 
network, and individual to individual.
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There are some commonly identifiable principles and conditions that may influence how 
you define a strategy for your network.

The RedSeal software allows a great amount of flexibility in topology design and 
management. You can choose from among several basic layouts, using the topology 
layout menu (see Layouts); you can and should create topology groups into which like 
resources are gathered (see Topology Groups); you can and should save your topology 
routinely so that you can reload a previous version (see Manage Topology Layouts).

To compound the complexity, RedSeal allows each user account with model or admin 
level permissions to create and maintain one or more custom topology layouts that are 
for the most part independent from those maintained by other users. (View users can 
move objects on the map, but they cannot create topology groups or save their layouts. 
Map coordinates reflecting their repositioning of objects will be remembered when they 
log out and back in. but they will not be retained after loading a published layout.)

Adding to the complexity again, this independence of user layouts is not absolute. Some 
of what gets done by one user will spill over to what is seen by all other users.

For example, topology groups are universal—if any one user creates, populates, or deletes 
a topology group, that change will be seen in all layouts.

Placement of topology groups, however, is unique to the layout in which the change is 
made.

One Master, One Manager Approach 
For perhaps 80 percent of the enterprises who use RedSeal, having a single default master 
layout managed by a single person may be the best strategy. The designated topology 
manager should be the only person permitted to edit and publish layouts.

Under this strategy, all RedSeal users would download the saved master and update it 
only when advised that a new layout has been published by the topology manager.

Note  Other than restricting user permissions to view only, RedSeal does not provide 
locking controls that would prevent individuals from editing or publishing layouts. 
Enforcement of a one layout one manager rule is your responsibility.

See Multi-user Environments.
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One Master, Many Variants Approach 
Some users may find a one layout one manager approach too rigid and confining, 
arguing that different users have different needs and different perspectives on the 
network, and therefore individual users need personalized layouts.

This should be considered an advanced layout-management strategy.

Before individuals start creating and saving their own layouts, some thought should go 
into how different layouts will use common elements such as topology groups.

A basic one to many approach would be to create a single master topology layout which 
each user can then adapt to meet individual needs.

Each of these variants should be published under unique names. Then, after some period 
of time and on a regular schedule, the team should review all layouts and update the 
master as needed.

A more advanced approach would be to periodically elevate to master layout status one 
of the custom layouts selected by consensus, and have all users synchronize to the new 
master.

See Multi-user Environments.

Layouts Within Groups 
Another element to be considered when defining your layout strategy is the level of detail 
to be displayed by the map.

RedSeal allows you to organize the placement of objects on the map in grids, as 
hierarchies, or as free-form arrangements. See Layouts. You can organize your topology 
groups in this manner, and you can further organize the contents of each group in the 
same way.

How deep into the layout you want to organize depends on how you intend to use the 
map and how much time you want to devote to layout management.

For some, an orderly presentation of groups is sufficient, with the arrangement of 
elements within each group left to RedSeal’s default layout algorithms.

Note  Less management does not equate to no management. RedSeal will not place newly 
imported objects into a topology group. New objects will be added to unoccupied space 
in the map. You will have to move them into topology groups manually, using topology 
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rules, or Auto Group. This should be done after each round of data collection, no matter 
what overall strategy you adopt.

For others who want to use the topology map as a network diagram beyond the confines 
of the RedSeal user interface, the time required to arrange subnets and devices into grids 
is considered a good investment of resources.

It should be understood, though, that going deeper into the network to organize 
resources requires the allocation of more time to topology management, in order to keep 
the map up to date with your network changes.

Isolate Subnets from Devices

RedSeal recommends that you isolate subnets from devices (firewalls and routers, for 
example) within a topology group and place them in their own subgroup within the 
main group.

This will make it easier to populate policy zones using your topology group layout. See 
Zones.

Adding Resources to the Network 
Whenever you import a new device configuration into the RedSeal system, an icon is 
added to the topology map and connector lines are drawn between the new device and 
any other computer system (device or subnet) in the map with matching interfaces. 

Initial Layout 
Where imported icons land upon import depends on when you import the data:

 import before you display the Maps & Views tab in the client application during 
the current session (or the session begins after the import has occurred)—imported 
systems will be placed on the map according to the algorithm used by the compact 
layout (see Layouts) 

 import after you have displayed the Maps & Views tab during the current session
—imported systems will be placed in a roughly horizontal row half way between the 
top and bottom of the map and to the left of the current topology map 

For example, if a data collection task imports several new systems during a scheduled 
collection that begins at midnight when no client applications are running, newly 
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imported systems will be arranged in a compact group which will be placed to the left of 
the current map.

But if the scheduled collection occurs while you have the client open and you have 
displayed the Maps & Views tab during the current session, the new devices will be laid 
out in a horizontal row to the left of the current map.

Unreadable Map 
In a large network with hundreds of devices, the resulting map—whether in a compact 
layout or a thin horizontal line—may not be readable until you start organizing the 
layout.

Figure 6: Compact Layout of a Large Topology
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With the investment of some time and effort, the map depicted in the illustration can be 
organized.

Figure 7: Initial Groupings

 

Devices and subnets have been added to topology folders representing various 
subdivisions of the network. Folders are color coded to provide quick visual cues as to 
purpose.

With some more work, including collapsing the folders and organizing selections of 
groups into grid layouts, what was once an unreadable blob can be turned into a 
somewhat sensible, navigable map that can help you to better understand your network.
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Figure 8: Organized Map

 

Plan Ahead 
Before you plunge in and start moving your resources around, you should spend some 
time considering questions such as the following:

 what do you want to do with your RedSeal layout? 

 is it primarily a map of resources? 

 is it primarily for tracking traffic flows, or vulnerabilities, from the internet? 

 how are your organization’s assets most naturally, or efficiently, grouped? 
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 what do you want the resulting map to look like? are you trying to model a map or 
diagram that already exists outside of RedSeal? 

A complex topology map can take a considerable amount of time to construct. You don’t 
want to finish the process only to discover that it doesn’t meet your needs.

Back Up Your Maps 
You should save and continually update at least two versions of your map—a currently in 
use map and a backup. See Manage Topology Layouts.

Some of the map management tools provided by RedSeal are quite powerful and should 
be used with care. There are bottomless pits into which you can fall during the map-
creation process. Sometimes, you can take steps down a path from which there is no 
recovery.

Reverting to a backup that was saved prior to encountering a bottomless pit is far less 
frustrating and time consuming than having to start over from the beginning.

Load and Restore Groups 
The Load and Restore Groups button on the Select Layout dialog (opened by the 
Load Layout selection on the Layouts menu; see Select Layout Dialog) will attempt to 
restore topology group memberships as they were when the topology was last saved. 

This feature is designed to reposition objects that currently exist in the model and on the 
map, to recover the layout of objects. It does not attempt to recreate the objects 
themselves, including topology groups that may have been deleted since the most recent 
save. Groups must already exist on the topology map. 

Topology Groups 
RedSeal recommends that you place all objects on the topology map into topology 
groups.

When new objects get added to the network, they will be immediately visible, since they 
will be the icons on the map not contained in a topology group. When you see these 
new objects, you can manually move them to whatever topology group is appropriate for 
the device.

Topology groups are nearly identical to groups that are created in the Groups Editor 
dialog, except that topology groups cannot be populated dynamically.
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See Managing Views and Groups, Topology Groups, and Policy Management.

Dynamic Groups 
A group created in the Groups Editor can be set up so that whenever a resource that 
matches defined criteria enters the RedSeal system, it is added automatically to the 
group. You can also create a dynamic group that consists of all the devices collected 
during a specified data collection task.

Topology groups cannot be configured this way. You must add resources to the group 
manually. However, you can add a dynamically populated group to a topology group.

Groups as Zones 
Inside the RedSeal server source code, groups and zones are the same thing.

When you create a zone on the Zones & Policy tab, it shows up as a group within the 
view represented by the policy.

In fact, policies and views are also the same as groups in the source code.

Root groups—those groups that are not contained in any other group or view—are 
called views or policies depending on where in the RedSeal client interface they are 
referenced.

Organizing Principles 
How you organize the map depends on the structure of your organization and on your 
expectations.

If you already have well defined network maps or diagrams, you may want to emulate 
them in RedSeal. This could make interpretation of results faster and easier than 
relearning a new topology scheme.

Hierarchical 
Some networks have a very pronounced hierarchical structure, with the Internet at the 
top, a central site in the middle, and multiple outlier campuses. If your network follows 
this model, RedSeal’s automated hierarchical layouts may be a good place to start when 
building a topology map.
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Compass Based 
For organizations whose facilities are organized by regional, national, or continental 
components, a latitude/longitude orientation may be appropriate, with 
Western/Eastern/Northern/Southern groups.

Polar View 
Global enterprises may opt for a polar view.

Figure 9: Polar View Layout

 

In the illustration, the organization’s global network resources are divided as follows:

 Asia—three topology group folders in the upper left quadrant 

 European Union/Africa/Middle East—vertical folder in the upper right 
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 North America—large folder at the bottom, with nested subfolders 

Multi-user Environments 
Managing a topology for a complex network in a multi-user environment can be 
challenging.

Changes to the topology made in the RedSeal client are in reality requests that are sent to 
and resolved by the server.

When user A moves an icon into or out of a topology group, the client application on 
A’s machine sends a request to the server that the icon be reposition. The server then 
recalculates coordinates and posts an update event to all clients. Each client application 
then needs to retrieve the new coordinates and redraw the map locally.

If several users in a multi-user environment change the topology simultaneously, there is 
a chance of events crossing midstream. Factor in network latency, and the end result can 
be confusing.

RedSeal recommends a single topology managed by a single person, when possible.

See:

 One Master, One Manager Approach 

 One Master, Many Variants Approach 

Useful Tips 
This section of the document provides some useful tips for creating topology groups and 
managing the topology map.

Automated Group Management 
Consider creating the most important groups in the network manually or using topology 
rules, then add an Auto Group rule to group the remaining objects. See Auto Group  on 
page  274.

Grow Selection 
When you first try to make sense of the bug splat, zoom in until you see individual icons 
for devices and subnets. Select a device, right-click on it, and use the Grow 
Selection item on the menu that opens. This will expand the selection rectangle in the 
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map to include all devices connected to the initially selected device. (You must select the 
device first; right-clicking on it before selecting it will open a different menu.) 

Colors 
Use colors to differentiate topology groups.

Click on the Select group color button in the dialog that opens when you create or edit 
a topology group to open a color-picker dialog. You can specify color by picking a swatch 
from a color panel, by specifying HSB values, or by selecting RGBA values (A, or alpha, 
determines saturation, from no color to no translucency).

RedSeal recommends limiting the number of colors to three or four easily 
distinguishable colors.

Collapse and Expand 
You can collapse folders that are not of interest at the moment and expand them when 
they become part of your current focus. 

Grid Layouts 
Select subnets within a folder and use the grid layout tools to organize them. Placing 
groups of subnets into multiple grids based on common attributes (all subnets with DB 
in their name in one group, all WEBSERV subnets in another) can reveal some 
interesting relationships that you might not see otherwise.

Name Your Subnets 
Use the subnet name field in the Edit Subnet dialog to give each subnet a unique name 
that can be used to sort, or group, subnets. See Editing Subnets.

Designated Layout Manager 
Each user can create and save a unique layout. Most of the time, this will not impact any 
other users. However, certain things that can be done in a layout will affect all users and 
should only be done by a single person, your designated layout manager.

Things that affect all users include the following:

 Topology groups are global. They are not unique to individual layouts. You should 
only have one set of topology groups. 
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 Membership of topology groups is also global. Do not allow any user other than the 
designated manager to use the Auto Group feature. See Auto Group  on page  274.

Advanced Compact Layout 
Experiment with the Advanced Compact Layout controls.

See Advanced Layouts.

This is a very powerful layout tool. Especially useful are the Preferred Edge 
Link control on the Visual tab and the Maximum Duration control on the 
Algorithm tab.

The Duration control, which determines how long the software will fiddle with the 
settings, can be set to whatever amount of time you have during a given session, then 
reset it to a new duration while you plan to be away from your computer.

You might set it for an hour while you are at lunch, for example.

Or, if you have an especially large, complex topology and want to let the software crunch 
numbers overnight, set the algorithm to 10 hours when you go home.

What the optimum settings are for your network is highly dependent on the 
characteristics of your network. But if you can find the right settings, it can make an 
enormous difference in the usefulness of the layout.
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When device configurations are imported into the RedSeal server, a series of checks are 
run against them. 

In addition, the RedSeal client application provides access to a user-initiated device 
clean-up analysis, in which a separate library of clean-up checks are run. 

This appendix itemizes all checks defined by RedSeal in the model-issue, Best Practices, 
and rule clean-up libraries:

 Model Issue Library 

 Best Practices Checks 

 Rule Check Library 

For information about creating your own checks, see Custom Best Practice Checks.

Check IDs 
Each check has a unique, two-part identifier, in the form of <Prefix>-<ID> (RS-1, for 
example). Prefix identifies the library in which the check is defined. ID is a number 
uniquely identifying that check within the specified library. 

Libraries include: 

 RS—the RedSeal library of Best Practice checks 

 Custom—checks which you have created/imported 

 RuleCheck—the library of checks that are run during a device cleanup analysis 
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 MI—the RedSeal library of model-issue checks 

Best Practice Checks 
Device configurations are checked during import for violations of generally accepted best 
practices, such as unset or easy to break passwords. In addition to device-specific checks, 
several checks are also run against the network itself, looking for exposed access to the 
devices. 

For each Best Practice check, there is a block of descriptive text, which describes the 
conditions that will cause a device to fail the check, and a block of remediation text, 
which offers advice on how to avoid failing the check in the future.

Some checks provide both general text that is applicable to all devices on which the 
check is run as well as platform-specific text that is appended to the general text when 
applied to a device running under the identified platform.

Summary text may contain variables that will be replaced with instance-specific data 
when the text is displayed in the RedSeal user interface. Where variables are located in 
the text will be shown as <...> in the documentation.

Violations of these checks are reported in the RedSeal client application on the Best 
Practices tab.

CIS Benchmark Checks 
RedSeal supports a secure configuration check module for Center for Internet Security 
(CIS) Benchmarks for a specific vendor environment and calculates a CIS Benchmark 
score on a per device basis. 

To perform CIS Benchmark checks in RedSeal, you must

 acquire a CIS module and license, 

 verify compliance with the CIS Benchmarks Secure Configuration Recommendation 
in the Best Practice tab, and 

 generate a CIS Benchmark score report for one or more devices from the Reporting 
dashboard. 

See CIS Benchmark Module Installation 
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CIS Benchmark Module Platforms 
Currently, RedSeal is certified by the CIS to assess a network device’s compliance with 
the CIS Benchmarks for the following platforms:

 Cisco firewall 

 Cisco IOS 

 Palo Alto Networks (PAN) Firewall 

Cisco firewall 
RedSeal supports a CIS Benchmark Module for Cisco Firewall Benchmark V4.0.0_1 
checks. This benchmark performs 82 checks. 

RedSeal CIS benchmarks for a Cisco Firewall does not assess compliance with all CIS 
benchmark recommendations and reports these individual checks as UNKNOWN. Out 
of a total of 82 checks, these CIS benchmark tests are not assessed: 1.3.1, 1.3.2, 2.2, 2.4, 
2.5, 3.3, 3.4, 3.5, 3.7, 3.8, 3.9.

Cisco IOS 
RedSeal supports a CIS Benchmark Module for Cisco IOS 15 Benchmark V4.0.0_1 
checks. This benchmark performs 89 checks. 

RedSeal CIS Benchmarks for Cisco IOS does not assess compliance with the following 
CIS Benchmark recommendations and reports the individual checks as UNKNOWN. 
CIS Benchmark tests that are not yet assessed are: 1.3.2, 2.2, 2.4, 2.5, 3.3, 3.4, 3.5, 3.7, 
3.8, 3.9.

Palo Alto Networks (PAN) Firewall 
RedSeal supports a CIS Benchmark Module for PAN Firewall 7 V1.0.0 checks. This 
benchmark performs 68 checks. 

RedSeal CIS Benchmarks for PAN Firewall does not assess compliance with the 
following CIS Benchmark recommendations and reports the individual checks as 
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UNKNOWN. CIS Benchmark tests that are not yet assessed are: 1.6.3, 2.1, 2.3, 2.5, 
2.6, 2.7, 2.8, 6.6, 6.13, 6.14, 6.16, 6.17, 7.1, 8.1, 8.2, and 8.3. 

CIS Benchmark Module Installation 
To install CIS Benchmark Module for checks, perform the steps in the following 
sections: Importing the CIS Benchmark Module for a Platform License  on page  534, 
Importing the CIS Benchmark Module for Platform Files  on page  534, and Displaying the 
Checks  on page  535.

Importing the CIS Benchmark Module for a 
Platform License 

1. Obtain the CIS Benchmark Module for the platform license string from RedSeal. 

2. Copy the license. 

3. Using a standard client access program like PuTTY or SSH, log into the RedSeal 
cliadmin.

4. Shut down the RedSeal server, using the shutdown server command. Wait for the 
server to shut down.

5. Issue the set license command and paste the license string into the command 
line.

6. Bring up the server using the startup server command.

Importing the CIS Benchmark Module for 
Platform Files 

1. Identify the location on the RedSeal support site that contains the most recent CIS 
Benchmark Module for the platform files. 
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2. Copy the latest .enc file from the site to a local location you can remember. An 
example of a CIS Benchmark Module for Cisco IOS .enc file is 
CIS_Module_Cisco-ios_v4.0.0_249.enc.

3. In RedSeal, select File > Import. 

4. Select the STIG/CIS radio button. 

5. Select the STIG/CIS Module ENC file data type. 

6. In the File Import tab, in the Look In: list box, navigate to the folder that contains 
the CIS Benchmark Module .enc file and select the file.

7. Select Import.

Displaying the Checks 
1. From Best Practices > CIS Checks, de-select the Show All Checks box if it is 

enabled.RedSeal displays all the checks for the CIS Checks. You may have to wait a 
minute for all the checks to display.

2. Review the checks in the list. 

Custom Checks 
You can create your own custom checks to search device configurations for the presence 
or absence of character strings you define as regular expressions in the Create Custom 
Best Practice Check dialog or in a Javascript that you run from the dialog. These 
checks are also run when the device configuration is imported; violations of these checks 
are reported on the Best Practices tab.

Rule Clean-up Checks 
A rule analysis can be performed manually (Tools menu in the client application) to 
identify unused or incorrect access rules.
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Model-Issue Checks 
Model-issue checks are those checks that are performed to validate the integrity of the 
RedSeal model of your network. These checks look for overlapping subnets, VLAN 
duplication, and colliding IP addresses. 

Model Issue Library 
This section itemizes the individual checks defined by the Model Issue library.

Colliding IP Addresses 
The Colliding IP Addresses check is applied to all devices.

Summary—The address <...> is seen more than once

Description—RedSeal has assigned an IP address to more than one computer system 
interface. This could mean your network has colliding addresses, or your network 
legitimately reuses addresses in a way RedSeal did not recognize. 

Unintentional collisions of address space can occur when two networks are merged into 
one or when internal address space is reassigned in a large enterprise network. 

Remediation—Do one of the following: 

 Delete from the RedSeal model any computer systems which are no longer part of 
your network 

 Search for the address on the Maps & Views tab, right click on its subnet, and use 
the Split Subnet tab of the Edit Subnet dialog to isolate the two instances of the IP 
address in separate subnets 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 4.0. 

Dangling Links 
The Dangling Links check is applied to all devices.
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Summary—A point to point link with only one network device

Description—A point to point link with only one network device usually indicates one 
of the following conditions:

 The device at the other end of the connection has not been loaded into RedSeal yet.

 The link is a boundary between this network and some other network.

Point to point links include /30 or /31 subnet masks, or IPsec links, or other 
technologies that connect two network devices together.

Remediation—Do one of the following actions: 

 Import the network devices which complete the subnet (File | Import, then select 
the File Import or Data Collection tab on the Data Import dialog) 

 Mark the subnet Untrusted (right click on a subnet, select Edit Threat Sources) 

 Designate the subnet as part of a cloud (on Edit menu, select New | Cloud) 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 4.5. 

Disjoint Networks 
The Disjoint Networks check is applied to all devices.

Description—Often indicates that the model is incomplete. There are networks in the 
model that are unconnected to the rest of the model. There may be missing 
configurations that would connect the disjoint networks.

Remediation—Import device configuration files for the missing devices.

Duplicate VLAN Number 
The Duplicate VLAN Number check is applied to all devices.

Summary—VLAN number <...> points to multiple subnets

Description—RedSeal has detected a re-use of a VLAN ID in more than one device 
configuration with different subnet associations. A VLAN can only contain a single 
broadcast domain.
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Remediation—Import a corrected device configuration (File | Import, then select the 
File Import or Data Collection tab on the Data Import dialog).

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 2.1. 

Incomplete Devices 
The incomplete Devices check is applied to all devices.

Description—The model for a network devices is incomplete because the device 
configuration is missing.

Remediation—Import device configuration files for the devices listed in this check..

Overlapping Subnets 
The Overlapping Subnets check is applied to all devices.

Summary—Subnet <...> (defined on interface <...> of device <...>) overlaps address 
space claimed by <...> other devices, including subnet <...> (defined on interface <...> of 
device <...>).

Description—Overlapping subnets have been detected. This can indicate a serious 
network misconfiguration, causing hosts in either subnet to be unreachable from some 
parts of the network. If intentional (two isolated parts of the network legitimately using 
similar address space), you should limit the configurations loaded into RedSeal to a 
subset of the network that excludes overlaps in internal addressing.

Remediation—Do one of the following: 

 Move devices or hosts from one subnet to another (right click on a subnet in the 
table, select Edit Subnet | Split Subnet) 

 Delete offending computer systems which are no longer part of your network 
(expand the table row to show devices, right click, select Delete Computer Systems) 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: before 2.0.2. 
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Permit Rules from Unknown Source 
The Permit Rules from Unknown Source check is suppressed by default.

Description—These permit rules allow access for traffic coming from IP ranges not 
currently in the data model.

Remediation—Do one of the following:

 Import device configuration files for the missing IP ranges

 Remove these rules from the access list

Permit Rules to Unknown Source 
The Permit Rules to Unknown Source check is suppressed by default.

Description—This often indicates that the model is incomplete. The firewall rules are 
describing spaces that should be added by loading missing network devices. If you 
believe the model is complete, then these firewall rules are not necessary or in the wrong 
place. For example, in an organization with two geographic areas, there can be rules in 
the firewalls of area A that should only be in the firewalls of area B. To check for this, 
build a model of area A, then check this Model Issue result for rules that refer to spaces 
that do not belong in area A.

Remediation—Do one of the following:

 Import device configuration files for the missing IP ranges

 Remove these rules from the access list

Route to Unknown Next Hop 
The Route to Unknown Next Hop check is applied to all devices.

Summary—A static or dynamic route on one or more devices defines a next hop (<...>) 
that does not exist in the network model.

Description—The device's routing tables contain a next hop IP address which does not 
match any interface on any network device in the model, including HSRP/VRRP 
interfaces.
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Remediation—If it's a misconfigured static route, import a corrected device 
configuration. Otherwise import the configuration of the missing device (File | Import, 
then select either File Import, Data Collection, or Discovery tab on the Data Import 
dialog).

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 5.1. 

Service Chain Incomplete 
RedSeal supports the following service chain configurations:

 Amazon AWS with Palo Alto Networks PAN-OS and Panorama

 Microsoft Azure with F5 Big-IP

 Microsoft Azure with Fortinet FortiOS

 Microsoft Azure with Palo Alto Networks PAN-OS

Description—Many cloud providers create service chains to allow external products, 
made by other vendors, to be used inside a virtualized cloud network. RedSeal has 
gathered the cloud configuration, and it shows there is an external product in the chain. 
The device has its own configuration, which is unknown to the cloud provider. No 
matching configuration was found in other data RedSeal gathered.

Remediation—To remediate the problem, either set up a data collection task to gather 
the missing configuration or, if it is already loaded into RedSeal but was not connected, 
please contact support to open a case. It should be possible to manually attach the device 
to the cloud infrastructure as a workaround.

Stale Devices 
The Stale Devices check is applied to all devices.

Summary—Stale devices present in the network model

Description—Stale devices are objects in the database representing network devices 
whose configurations have not been imported for a user-defined period of time.

Remediation—Do one of the following: 
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 Import the updated device configuration (File | Import, then select the File Import 
or Data Collection tab on the Data Import dialog) 

 Change the time period used to denote a stale device (right click on an entry in the 
table and select Stale Data System Settings) 

 Delete the devices which are no longer part of your network 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 4.5. 

Stale Hosts 
The Stale Hosts check is applied to all devices.

Summary—Stale Hosts present in the network model

Description—Stale hosts are scanned hosts that have not been observed or imported 
into the RedSeal database for a user-defined period of time.

Remediation—Do one of the following: 

 Import new scan data using the file upload or a data collection task (File | Import, 
then select the File Import or Data Collection tab on the Data Import dialog) 

 Change the time period used to denote a stale host (right click on an entry in the 
table and select Stale Data System Settings 

 Delete hosts which are no longer part of your network 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 4.5. 

Stale Observed Routing Tables 
The Stale Observed Routing Tables check is applied to all devices.

Summary—Observed Routing Tables that are older than their devices in the network 
model

Description—Stale Observed Routing Tables are those routing tables whose import 
into the database is older than the corresponding devices by a user-defined period of 
time.
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Remediation—Do one of the following: 

 Run a Discovery task with the Get Routing Table option enabled (File | Import, 
then select the Discovery tab on the Data Import dialog) 

 Ensure that routing table collection is enabled in related Data Collection tasks (File | 
Import, then select the Data Collection tab on the Data Import dialog) 

 Delete the devices that contain these ORTs if those devices are also determined to be 
stale 

 Delete the stale ORTs 

 Change the time period used to denote a stale ORT (Edit | System Settings, then 
visit the Stale Data tab) 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 6.8. 

Unmapped Hosts 
The Unmapped Hosts check is applied to all devices.

Summary—scanner found hosts unknown to network

Description—Unmapped hosts are created in the object model whenever an imported 
scan references an IP address that is not in the RedSeal database. An unmapped host 
could be an indicator that your scanner is mapping address space that is external to your 
network, or that your network contains devices that RedSeal does not know about.

Remediation—Do one of the following: 

 Import the network devices that contain subnets for the unmapped hosts (File | 
Import, then select the File Import or Data Collection tab on the Data Import 
dialog) 

 Delete the offending host from the model 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 4.5. 
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Unnumbered Unlinked Interfaces 
The Unnumbered Unlinked Interfaces check is applied to all devices.

Summary—Interfaces found with assigned or borrowed IP addresses that cannot be seen 
by RedSeal.

Description—Unnumbered interfaces are interfaces found that have an assigned or 
borrowed IP address which RedSeal is not able to see. RedSeal's modeling algorithm is 
not able to automatically track connections through unnumbered interfaces.

Remediation—Do one of the following actions: 

 Link two unnumbered interfaces (right click on an entry in the table and select Link 
Devices) 

 Mark the interface Untrusted (right click on an entry in the table and select Edit 
Threat Sources) 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 4.5. 

Unplaced Objects 
The Unplaced Objects check is applied to all devices.

Summary—<...> network device(s) and <...> subnet(s) are not in topology groups.

Description—All devices and subnets visible in the topology should be placed in a 
topology group.

Remediation—Go to the Maps & Views tab and add objects to topology groups.

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 5.1. 

Unplaced Transparent Firewalls 
The Unplaced Transparent Firewalls check is applied to all devices.

Summary— firewalls found
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Description—Transparent firewalls and WatchGuard firewalls in drop-in mode, operate 
at the data-link layer like a bridge. These are not routable and therefore must be 
manually placed in the network model. Transparent firewalls which have not been placed 
are detected here.

Remediation—Do one of the following: 

 Right click on an entry in the table and select Place Transparent Firewall 

 Delete transparent firewalls which you don't intend to include in your network 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 4.5. 

Unscanned Host-Subnets 
The Unscanned Host-Subnets check is applied to all devices.

Summary—Host-subnets found with no hosts

Description—A host-subnet is a subnet that can contain hosts (not untrusted with a 
mask length other than /30, /31, or /32, for example). 

An unscanned host-subnet is a host-subnet in the object model that does not currently 
contain hosts. The Vulnerability Advisor cannot determine risk data for subnets which 
do not have hosts. Untrusted subnets and subnets with no unoccupied IP space are 
ignored in this determination. 

Remediation—Do one of the following: 

 Import new scan data for the subnet (File | Import, then select the File Import or 
Data Collection tab on the Data Import dialog) 

 Change the subnet's trust level to something other than Trusted (select a subnet in 
the table, right click, and select Edit Subnet) 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 4.5. 

VLAN Interfaces with Multiple Matches 
The VLAN Interfaces with Multiple Matches check is applied to all devices.
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Summary—Device <...> has unnumbered VLAN interface <...> which is assigned 
VLAN ID <...>. BR Multiple numbered subnets with the same VLAN ID exist.

Description—Unnumbered VLAN interfaces can be matched to multiple layer 3 
subnets with the same VLAN ID.

Remediation—Do one of the following: 

 Place the VLAN interface using the VLAN Interface Binding tool. 

 Delete offending computer systems which are no longer part of your network. 

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 6.1. 

VLAN Interfaces with Zero Matches 
The VLAN Interfaces with Zero Matches check is applied to all devices.

Summary—Device <...> has unnumbered VLAN interface <...> which is assigned 
VLAN ID <...>.BR There are no numbered subnets with a matching VLAN ID.

Description—Unnumbered VLAN interfaces cannot be matched to any layer 3 subnet 
with the same VLAN ID.

Remediation—Place the VLAN interface using the VLAN Interface Binding tool.

Check History—Version of RedSeal in which this check was added to the Model Issue 
library: 6.1. 

Best Practices Checks 
This section itemizes the individual checks defined by the RedSeal library.

Accept Domain Name Over TCP Enabled 
The Accept Domain Name Over TCP Enabled check is applied to all Check Point 
devices.

Summary—Implied rule enabled for DNS zone transfers
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Description—The Check Point global property Accept Domain Name over TCP (Zone 
Transfer) has been enabled, which causes Check Point to use an implied rule for zone 
transfers between DNS servers. Enabling this option permits any TCP-based DNS traffic 
through the enforcement module (firewall). Implied rules, which use wildcards to define 
source/destination addresses, are not secure and should not be used. 

Creating explicit rules to block these implicit rules is not enough to prevent this test 
from failing. Best practices require that implicit rules be removed, not just blocked. 

Remediation—Disable the Accept Domain Name over TCP (Zone Transfer) option 
(select the Policy | Global Properties menu item in the SmartDashboard to open the 
Global Properties dialog). If your primary and secondary DNS servers are separated by 
your firewall, create explicit, more restrictive rules.

Severity—low

Internal RedSeal ID—RS-5

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Accept Domain Name Over UDP Enabled 
The Accept Domain Name Over UDP Enabled check is applied to all Check Point 
devices.

Summary—Implied rule for DNS queries enabled

Description—The Check Point global property Accept Domain Name over UDP 
(Queries) has been enabled, which causes Check Point to use an implied rule for all 
UDP-based DNS traffic on port 53. This any to any rule is considered to be very 
dangerous because it also allows non-DNS traffic (such as Back Orifice) to use UDP port 
53. Implied rules, which use wildcards to define source/destination addresses, are not 
secure and should not be used. 

Creating explicit rules to block these implicit rules is not enough to prevent this test 
from failing. Best practices require that implicit rules be removed, not just blocked. 

Remediation—Disable the Accept Domain Name over UDP (Query) option (select the 
Policy | Global Properties menu item in the SmartDashboard to open the Global 
Properties dialog). Create explicit, more restrictive rules for DNS traffic.

Severity—low
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Internal RedSeal ID—RS-4

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Accept ICMP Requests Enabled 
The Accept ICMP Requests Enabled check is applied to all Check Point devices.

Summary—Implied rule for ICMP requests enabled

Description—The Check Point global property Accept ICMP requests has been 
enabled, which causes Check Point to use an implied rule for ICMP ( internet control 
message protocol ) requests. ICMP is used for diagnostic and monitoring purposes. 
Enabling this option permits any ICMP traffic through the enforcement module 
(firewall). Implied rules, which use wildcards to define source/destination addresses, are 
not secure and should not be used. 

Creating explicit rules to block these implicit rules is not enough to prevent this test 
from failing. Best practices require that implicit rules be removed, not just blocked. 

Remediation—Disable the Accept ICMP requests option (select the Policy | Global 
Properties menu item in the SmartDashboard to open the Global Properties dialog) 
and create an explicit, more restrictive ICMP rule for diagnostic and monitoring 
purposes.

Severity—medium

Internal RedSeal ID—RS-6

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Accept RIP Enabled 
The Accept RIP Enabled check is applied to all Check Point devices.

Summary—RIP implied rules enabled

Description—The Check Point global property Accept RIP has been enabled, which 
causes Check Point to use an implied firewall rule allowing RIP ( routing information 
protocol ) traffic from any to any (source/destination interfaces). Implied rules, which 
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use wildcards to define source/destination addresses, are not secure and should not be 
used. 

Creating explicit rules to block these implicit rules is not enough to prevent this test 
from failing. Best practices require that implicit rules be removed, not just blocked. 

Remediation—Disable the Accept RIP option (select the Policy | Global 
Properties menu item in the SmartDashboard to open the Global Properties dialog). 
If rip traffic needs to be permitted, create explicit, more restrictive rules.

Severity—high

Internal RedSeal ID—RS-3

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Accept SmartUpdate (CPRID) Enabled 
The Accept SmartUpdate (CPRID) Enabled check is applied to all Check Point devices.

Summary—SmartUpdate (CPRID) implied rules enabled

Description—The Check Point global property Accept SmartUpdate connections has 
been enabled, which causes Check Point to use an implied firewall rule for CPRID 
(Check Point remote installation daemon) communications. CPRID connections are 
used by the Check Point SmartUpdate client for communicating with the SVN (secure 
virtual network) foundation components running on SmartCenter servers and 
enforcement modules (firewalls). SmartUpdate is used to manage product installations, 
upgrades, and licensing. Implied rules, which use wildcards to define source/destination 
addresses, are not secure and should not be used.

Remediation—Disable the Accept SmartUpdate connections option (select the Policy | 
Global Properties menu item in the SmartDashboard to open the Global 
Properties dialog) and create an explicit rule for CPRID communications.

Severity—low

Internal RedSeal ID—RS-2

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 
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Accept Stateful ICMP Replies Disabled 
The Accept Stateful ICMP Replies Disabled check is applied to all Check Point devices.

Summary—Stateful ICMP Replies option disabled

Description—The Check Point global property Accept stateful ICMP Replies , which 
enables Check Point's stateful inspection engine for ICMP ( internet control message 
protocol ) replies, is not enabled. When this option is disabled, ICMP rules with 
wildcards defining source/destination interfaces will need to be defined in both 
directions in order for ICMP replies to pass through the enforcement module (firewall). 
Wildcards are not secure and should not be used.

Remediation—Enable the Accept stateful ICMP Replies option (select the Policy | 
Global Properties menu item in the SmartDashboard to open the Global 
Properties dialog and choose Stateful Inspection in the tree on the left of the window). 
Remove any explicit rules that may have been created for ICMP replies.

Severity—medium

Internal RedSeal ID—RS-7

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Accept Stateful Other Services Disabled 
The Accept Stateful Other Services Disabled check is applied to all Check Point devices.

Summary—Stateful Other Services/IP Protocols option disabled

Description—The Check Point global property Accept stateful other IP protocols 
replies for unknown services , which enables Check Point's stateful inspection engine for 
IP protocols, is not enabled. When this option is disabled, rules with wildcards defining 
source/destination interfaces will need to be defined in order for traffic to or from any 
service of type other to pass through the enforcement module (firewall). Wildcards are 
not secure and should not be used.

Remediation—Enable the Accept stateful other IP protocols replies for unknown 
services option (select the Policy | Global Properties menu item in the 
SmartDashboard to open the Global Properties dialog and choose Stateful 
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Inspection in the tree on the left of the window). Remove any explicit rules that may 
have been created for any of these services.

Severity—medium

Internal RedSeal ID—RS-8

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Accept Unknown UDP Replies Disabled 
The Accept Unknown UDP Replies Disabled check is applied to all Check Point devices.

Summary—Stateful UDP unknown services option disabled

Description—The Check Point global property Accept stateful UDP replies for 
unknown services , which enables Check Point's stateful inspection engine for UPD 
traffic for unknown services, is not enabled. Disabling this option requires that you 
create rules with wildcards defining source/destination interfaces in order for traffic to or 
from any service of type unknown UDP to pass through the enforcement module 
(firewall). However, wildcards are not secure and should not be used.

Remediation—Enable the Accept stateful UDP replies for unknown services option 
(select the Policy | Global Properties menu item in the SmartDashboard to open the 
Global Properties dialog and choose Stateful Inspection in the tree on the left of the 
window). Remove any explicit rules that may have been created for any of these services.

Severity—medium

Internal RedSeal ID—RS-9

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Accept Unknown UDP Replies From any 
Port Enabled 

The Accept Unknown UDP Replies From any Port Enabled check is applied to all Check 
Point devices.
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Summary—Unknown UDP Replies from any port for unknown services enabled

Description—The Check Point global property Accept Stateful UDP replies from any 
port for unknown services , which enables Check Point's stateful inspection engine for 
IP protocols, is enabled. When this option is enabled, which causes Check Point to use 
an implied rule for all unknown UDP replies. Implied rules, which use wildcards to 
define source/destination addresses, are not secure and should not be used.

Remediation—Disable the Accept Stateful UDP replies from any port for unknown 
services option (select the Policy | Global Properties menu item in the 
SmartDashboard to open the Global Properties dialog and choose Stateful 
Inspection in the tree on the left of the window). Remove any explicit rules that may 
have been created for any of these services.

Severity—medium

Internal RedSeal ID—RS-90

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 2.1.1. 

Accept VPN-1 & FW-1 Enabled 
The Accept VPN-1 & FW-1 Enabled check is applied to all Check Point devices.

Summary—VPN-1/Firewall-1/UTM implied rules enabled

Description—The Check Point global property Accept VPN & FW1 Controls has been 
enabled, which causes Check Point to use implied firewall rules for VPN-1/Firewall-1 
traffic. (Name of this option may reference UTM in some versions of the Check Point 
SmartDashboard.) Implied rules, which use wildcards to define source/destination 
addresses, are not secure and should not be used.

Remediation—Disable the Accept VPN & FW1 Controls option (select the Policy | 
Global Properties menu item in the SmartDashboard to open the Global Properties 
dialog). Create explicit rules that permit any required VPN-1/Firewall-1 internal 
communications, VPN control connections, and security server communications.

Severity—low

Internal RedSeal ID—RS-1

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 
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Access Allowed for All Protocols 
The Access Allowed for All Protocols check is applied to all Juniper Junos OS devices.

Summary—Access allowed for all protocols in <...>

Description—A host-inbound-traffic command that allows access by all protocols has 
been found. 

The all keyword for protocols should be used in conjunction with the except keyword to 
block undesired protocols. The all without an except allows access by all protocols. 

RedSeal recommends listing only protocols that are needed. 

Remediation—Either add an except statement to each all statement, or eliminate the 
all statements and explicitly list those protocols that are needed for each host-inbound-
traffic command.

Severity—low

Internal RedSeal ID—RS-106

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

Access Allowed to Any Service 
The Access Allowed to Any Service check is applied to all Juniper Junos OS devices.

Summary—Access to any service allowed in <...>

Description—A host-inbound-traffic command with the any-service keyword has been 
found. 

The any-service keyword allows any system service to be accessed. RedSeal recommends 
explicitly listing only those services that are needed for device management. 

Remediation—Delete the any-service keyword from the host-inbound-
traffic command, and explicitly list required services.

Severity—low

Internal RedSeal ID—RS-105
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Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

Access to All System Services 
The Access to All System Services check is applied to all Juniper Junos OS devices.

Summary—Access to all system services is allowed in <...>

Description—A host-inbound-traffic command that allows access to all system services 
has been found. 

An all keyword for system services should be used in conjunction with the 
except keyword to block access to specific system services. The all without an 
except allows access to all system services. 

RedSeal recommends listing only those system services that are needed. 

Remediation—Either add an except statement to each all statement, or eliminate the 
all statements and explicitly list those system services that are needed for each host-
inbound-traffic command.

Severity—low

Internal RedSeal ID—RS-107

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

Admin Account Can Be Accessed from Any 
Host 

The Admin Account Can Be Accessed from Any Host check is applied to all Fortinet 
FortIOS devices.

Summary—There are no trusted hosts configured for user account <...>

Description—Fortinet FortIOS devices have special access lists which restrict logins to 
specific hosts, which are itemized in the device configuration. 

This device defines a user account for which no trusted hosts are itemized. 

RedSeal User Guide 9.4 553



Appendix A

Remediation—Add at least one trusted host to the admin account configuration (where 
n=1..10; multiple hosts can be defined): 

config system admin
   edit <user_name>
     set trusthost[n] <any ip and any mask>
end

Severity—high

Internal RedSeal ID—RS-115

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

Automatic ARP Disabled 
The Automatic ARP Disabled check is applied to all Check Point devices.

Summary—Automatic NAT Rules & automatic ARP configuration disabled

Description—The Check Point global Automatic NAT Rules property automatic ARP 
configuration has been disabled. 

When this property is enabled, the enforcement module will automatically implement 
the appropriate proxy ARP configuration required for packets addressed to valid IP 
addresses that require NAT to be delivered to the enforcement module from upstream 
routers that receive the packets. 

When disabled, manual ARP entries need to be configured on gateway or static routes 
need to be configured on upstream routers. 

Remediation—Check the Automatic NAT Rules property automatic ARP 
configuration in the NAT section of the Global Properties dialog. (Select the Policy | 
Global Properties menu item in the SmartDashboard.)

Severity—low

Internal RedSeal ID—RS-96

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.0. 
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Bi-directional NAT Disabled 
The Bi-directional NAT Disabled check is applied to all Check Point devices.

Summary—Automatic NAT Rules & Allow Bi-directional NAT Disabled

Description—The Check Point global property allow bidirectional NAT has been 
disabled. 

This property should be enabled to allow a Check Point enforcement module to properly 
handle a connection that has both a source IP address and destination IP address with 
matching objects that each has automatic NAT configured. 

This property applies to any packets that require both source NAT and destination NAT 
applied to the source and destination IP addresses of the connection. 

When this property is enabled, both the source NAT and destination NAT will take 
place. If automatic rules intersection is disabled, then only one of the address translations 
will take place (the first automatic NAT rule that the connection matches).

Remediation—Check this property in the NAT section of the Global 
Properties dialog. (Select the Policy | Global Properties menu item in the 
SmartDashboard.)

Severity—medium

Internal RedSeal ID—RS-93

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.0. 

Bogon/Private Address as External Source 
The Bogon/Private Address as External Source check is applied to the network fabric, not 
to individual devices.

Summary—Bogon/Private address as source from external networks <...> in trusted 
subnet(s)

Description—The Bogon/Private Address as External Source Best Practices check is 
not confined to individual device configurations. It conducts an end-to-end test across 
the entire network looking for lax access policies. 
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Failure of this test means that the network allows traffic that originates in both 
bogon (unallocated) and private IP address space in external networks to reach 
destinations in trusted subnets. 

Failure reports presented in the RedSeal client application will identify the untrusted 
source network and the trusted subnets that are exposed. No devices will be listed since 
this test does not check devices. 

To investigate further, create a query in the Security Intelligence Center to determine 
which paths are involved. Set the From address to the untrusted subnet and the 
To address to the trusted subnet containing the reachable hosts. 

Traffic from external networks with a source address in one of these address spaces 
should be blocked. 

Remediation—To prevent failures of the Bogon/Private Address as External 
Source Best Practices check from occurring in the future, you will need to first identify 
the network devices that are allowing the traffic, then configure acls (access control lists) 
to prevent access to the subnet from addresses in bogon or private address space.

Severity—low

Internal RedSeal ID—RS-70

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

BOOTP Server Enabled 
The BOOTP Server Enabled check is applied to all Brocade IronWare devices.

Summary—Bootstrapping is enabled

Description—The service bootp (Bootstrap Protocol) is enabled. This service, which 
allows both routers and computers to automatically configure necessary Internet 
information from a centrally maintained server upon startup, should be disabled 
whenever possible. An attacker could leverage the service in order to download files from 
the router, including possibly a copy of a router's operating system software. In addition, 
bootp is vulnerable to denial-of-service (DoS) attacks. It should be disabled or filtered via 
a firewall.

Remediation—Use the command no boot sys bootp to remove the boot sys bootp 
command from the configuration and disable the bootp server.
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Severity—low

Internal RedSeal ID—RS-22

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Bootp Server Not Disabled 
The Bootp Server Not Disabled check is applied to all Cisco IOS devices.

Summary—Bootp server has not been disabled

Description—The bootp (Bootstrap Protocol) service has not been explicitly disabled 
on the device. Bootp allows routers and computers to download their Internet 
configuration data and other software—including Cisco IOS images—from a centrally 
maintained server upon startup. In addition, the bootp service is vulnerable to denial-of-
service (DoS) attacks. Whenever possible, bootp should be disabled or filtered via a 
firewall. The bootp process is enabled by default on most Cisco routers and may not be 
listed in the output from the show running command. This test examines the device 
configuration to be sure bootp is explicitly disabled.

Remediation—Add one of the following commands to the configuration: 

 no ip bootp server 

 ip dhcp bootp ignore for IOS 12.2(8) or later with dhcp enabled 

Severity—low

Internal RedSeal ID—RS-52

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Clean Up Rule Missing 
The Clean Up Rule Missing check is applied to the following platforms:

 Check Point

 Check Point REST
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 Palo Alto Networks

 VMware NSX 

 VMware vShield Edge 

Summary—Clean-up rule missing

Severity—medium

Internal RedSeal ID—RS-98

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.0. 

Check Point 
When the Clean Up Rule Missing check is run on Check Point devices, the following 
will be added to the details:

Description—No clean-up rule was found on the firewall. 

A clean-up rule should be created for the purpose of logging and dropping any traffic 
that is not matched by the rules created by the firewall admin. 

This ensures that all unauthorized traffic not defined within your security rule is always 
dropped and recorded. Having a log of all dropped packets will become extremely useful 
for security auditing and troubleshooting purposes. 

Remediation—Create a rule at the end of the ruleset with the following conditions: 

 source—any 

 destination—any 

 service—any 

 action—drop 

 track—any 

 time—any 

Palo Alto Networks 
When the Clean Up Rule Missing check is run on Palo Alto Networks devices, details 
displayed in the user interface will include the following:

Description—No clean-up rule was found on the firewall. 

558 RedSeal User Guide 9.4



Clean Up Rule Missing 

A clean-up rule should be created for the purpose of logging and dropping any traffic 
that is not matched by the rules created by the firewall admin. 

This ensures that all unauthorized traffic not defined within your security rule is always 
dropped and recorded. Having a log of all dropped packets will become extremely useful 
for security auditing and troubleshooting purposes. 

Remediation—Create a rule at the bottom of the security rulebase with the following 
conditions: 

 Source Zone—any 

 Source Address—any 

 Destination Zone—any 

 Destination Address—any 

 Application—any 

 Service—any 

 Action—Deny 

 Log-end or log-start 

VMware NSX 
When the Clean Up Rule Missing check is run on VMware NSX devices, the following 
will be added to the details:

Description—No clean-up rule was found on the firewall.

A clean-up rule should be created for the purpose of logging and dropping any traffic 
that is not matched by the rules created by the firewall admin. 

This ensures that all unauthorized traffic not defined within your security rule is always 
dropped and recorded. Having a log of all dropped packets is extremely useful for 
security auditing and troubleshooting purposes. 

Remediation—Create a rule at the end of the ruleset with the following conditions: 

 source—any 

 destination—any 

 service—any 

 application—any 

 action—deny 
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 log enabled 

VMware vShield Edge 
When the Clean Up Rule Missing check is run on VMware vShield Edge firewalls, the 
following will be added to the details:

Description—No clean-up rule was found on the firewall. 

A clean-up rule should be created for the purpose of logging and dropping any traffic 
that is not matched by the rules created by the firewall admin. 

This ensures that all unauthorized traffic not defined within your security rule is always 
dropped and recorded. Having a log of all dropped packets is extremely useful for 
security auditing and troubleshooting purposes. 

Remediation—Create a rule at the end of the ruleset with the following conditions: 

 source—any 

 destination—any 

 application—any 

 service—any 

 action—deny 

 log enabled 

Client-side Automatic NAT Disabled 
The Client-side Automatic NAT Disabled check is applied to all Check Point devices.

Summary—Automatic NAT Rules & translate destination on client side disabled

Description—The Check Point global Automatic NAT Rules property translate 
destination on client has been disabled. 

When this property is enabled, it means that for any automatic NAT rule, destination 
NAT takes place on the client side, as opposed to the server side. 

When destination NAT is performed on the client side, address translation is performed 
by the INSPECT module immediately after the packet has been received by the 
enforcement module. This means that destination NAT takes place before the packet is 
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passed to the TCP/IP stack for routing, which means you don't need to configure routes 
for valid IP addresses on the enforcement module Operating system. 

Remediation—Check Automatic NAT Rules property translate destination on client in 
the NAT section of the Global Properties dialog. (Select the Policy | Global 
Properties menu item in the SmartDashboard.)

Severity—low

Internal RedSeal ID—RS-95

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.0. 

Client-side Manual NAT Disabled 
The Client-side Manual NAT Disabled check is applied to all Check Point devices.

Summary—Manual NAT Rules & translate destination on client side disabled

Description—The Check Point global Manual NAT Rules property translate 
destination on client has been disabled. 

When this property is enabled, destination NAT takes place on the client side for 
manual NAT rules, as opposed to the server side. When destination NAT is performed 
on the client side, address translation is performed by the INSPECT module 
immediately after the packet has been received by the enforcement module. 

This means that destination NAT takes place before the packet is passed to the TCP/IP 
stack for routing, which means you don't need to configure routes for valid IP addresses 
on the enforcement module operating system. 

Remediation—Check the Manual NAT Rules property translate destination on client 
side in the NAT section of the Global Properties dialog. (Select the Policy | Global 
Properties menu item in the SmartDashboard.)

Severity—low

Internal RedSeal ID—RS-97

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.0. 
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Conduit and ACL on Same Interface 
The Conduit and ACL on Same Interface check is applied to all Cisco PIX v6 devices.

Summary—Conduit is configured where an access-group is applied

Description—The conduit command, which has been deprecated in PIX 
configurations, is redundant. Use only the access-group command to apply an acl (access 
control list).

Remediation—Remove the conduit command.

Severity—low

Internal RedSeal ID—RS-83

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Default Enable Password 
The Default Enable Password check is applied to the following platforms:

 Cisco Firewall Services Module v2

 Cisco PIX v6

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4

Summary—Default enable password still in use

Description—The enable password on the device has not been changed from the 
default. This should be changed to something unique and non-obvious.

Remediation—Use the following command, where < pwd > is a unique, non-obvious 
password: 

enable password <pwd>

Severity—high

Internal RedSeal ID—RS-25

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

562 RedSeal User Guide 9.4



Default Password 

Default Password 
The Default Password check is applied to the following platforms:

 Cisco Firewall Services Module v2

 Cisco PIX v6

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4

 Juniper ScreenOS

Summary—Default password still configured

Description—The default password is still configured on the device.

Severity—high

Internal RedSeal ID—RS-26

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Cisco Firewall Services Module v2 
When the Default Password check is run on Cisco Firewall Services Module v2 devices, 
the following will be added to the details:

Description—In some configurations, the default password may be present but not 
usable. Changing it is still a good practice, since the configuration requirements are 
complex and could be changed inadvertently. If you believe the presence of the default 
password is acceptable in your environment, you can suppress this Best Practice Check 
for your Cisco devices. 

To prevent access to a default password, it is necessary to configure aaa authentication for 
all access methods permitted to the device. For example, it is not sufficient to enable aaa 
for ssh if telnet is still enabled. 

Remediation—To change the login password on a Firewall Services Module v2 firewall, 
use either of the following commands (where < pwd > is a unique, non-obvious 
password):

password <pwd> passwd <pwd>
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Cisco PIX v6 
When the Default Password check is run on Cisco PIX v6 devices, the following text will 
be added to the details displayed in the user interface:

Description—In some configurations, the default password may be present but not 
usable. Changing it is still a good practice, since the configuration requirements are 
complex and could be changed inadvertently. If you believe the presence of the default 
password is acceptable in your environment, you can suppress this Best Practice Check 
for your Cisco devices. 

To prevent access to a default password, it is necessary to configure aaa authentication for 
all access methods permitted to the device. For example, it is not sufficient to enable aaa 
for ssh if telnet is still enabled. 

Remediation—To change the login password on a PIX device, use the following 
command (where: < pwd > is a unique, non-obvious password):  password <pwd> 

Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 
When the Default Password check is run on Cisco PIX v7/8, ASA v8, Firewall Services 
Module v3/4 devices, details displayed in the user interface will include the following:

Description—In some configurations, the default password may be present but not 
usable. Changing it is still a good practice, since the configuration requirements are 
complex and could be changed inadvertently. If you believe the presence of the default 
password is acceptable in your environment, you can suppress this Best Practice Check 
for your Cisco devices. 

To prevent access to a default password, it is necessary to configure aaa authentication for 
all access methods permitted to the device. For example, it is not sufficient to enable aaa 
for ssh if telnet is still enabled. 

Remediation—To change the login password on a PIX v7 or Firewall Services Module 
v3/4 firewall, use the following command (where < pwd > is a unique, non-obvious 
password):

password <pwd>

Juniper ScreenOS 
When the Default Password check is run on Juniper ScreenOS devices, the following will 
be added to the details:

Remediation—To change the password on a Netscreen device, use the following 
command (where: < pwd > is a unique, non-obvious password):
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set admin password <pwd>

Default User 
The Default User check is applied to the following devices: 

 HPE Comware (H3C)

 Juniper ScreenOS 

Summary—Summary—The default user name is enabled on the device. 

Severity—low

Internal RedSeal ID—RS-71

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

HPE Comware (H3C) 
Description—The default user name of admin is still enabled on this device.

Remediation—Use the local-user <name> command to create a non-default 
user account. Then use the undo local-user admin command to remove the 
default user account.

Juniper ScreenOS 
Description—The default user name of netscreen is still enabled on this device.

Remediation—Use the set admin name <name> command to change the user 
name to a non-default choice.

DHCP Server Enabled 
The DHCP Server Enabled check is applied to the following platforms:

 Cisco Firewall Services Module v2

 Cisco PIX v6

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4

 Phoenix Contact mGuard
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 WatchGuard Fireware OS

Summary—DHCP server is enabled by "<...>"

Description—The firewall has been configured to be a dhcp (dynamic host 
configuration protocol) server. Firewalls should not be configured as dhcp servers. The 
service can be used for denial-of-service (DoS) attacks. Use a dedicated server instead of 
the firewall to provide dhcp services.

Remediation—Add the following command to disable dhcp on the named interface: 

no dhcpd enable <interface>

Severity—high

Internal RedSeal ID—RS-27

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

WatchGuard Fireware OS 
Remediation: Use the Web UI or WatchGuard System Manager to disable the DHCP 
server.

Phoenix Contact mGuard 
Remediation: Use the following commands to disable DHCP on specific interfaces.

DHCP_INT_ENABLE = no
DHCP_EXT_ENABLE = no
DHCP_DMZ_ENABLE = no

DIP Pool Too Small 
The DIP Pool Too Small check is applied to all Juniper ScreenOS devices.

Summary—DIP pool smaller than source address range

Description—The configured IP address range is too large for the Netscreen DIP 
(dynamic IP) pool. Addresses not in the pool will be left unchanged.

Remediation—If the DIP pool is the size you intend, reduce the range. If the intent is 
to NAT some but not all packets, break the Netscreen policy into two pieces, one which 
explicitly NATs the whole range and one which does not NAT.

Severity—low
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Internal RedSeal ID—RS-79

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

DNS Not Configured 
The DNS Not Configured check is applied to the following platforms:

 Juniper Junos OS

 Juniper Screen OS

Summary—Device has not been configured for DNS

Description—DNS has not been configured on the network device. Juniper 
recommends ensuring that DNS resolution is available on the firewall, since threat 
profiles are auto-downloaded from a URL. If DNS resolution fails, this device may not 
be able to get updated threat signatures.

Severity—low

Internal RedSeal ID—RS-72

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Juniper Junos OS 
When the DNS Not Configured check is run on Juniper Junos OS devices, details 
displayed in the user interface will include the following:

Remediation—Add the following command to the configuration:

set system name-server <ip address of dns server>

Juniper ScreenOS 
When the DNS Not Configured check is run on Juniper ScreenOS devices, details 
displayed in the user interface will include the following:

Remediation—Enable DNS using the following command:

set dns host <name> <ip>
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Duplicate VDOM Names 
The Duplicate VDOM Names check is applied to Fortinet FortIOS

Summary—This configuration contains more than one VDOM with the same name.

Description—This configuration contains more than one VDOM with the same name. 
FortiOS does not permit VDOMs to share a name. RedSeal models only the first 
VDOM; any other VDOM with that name is not modelled.

Severity—low

Remediation—Rename VDOMs so that no VDOM has the same name as any other. 
Naming criteria:

 FortiOS VDOM names are not case sensitive. For example, VDOM1 and vdom1 
are treated as the same name.            

 Permitted characters are letters, numbers, ?-?, and ?_? 

 The name can have no more than 11 characters 

 Spaces are not permitted

Internal RedSeal ID—RS-150

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 9.0. 

Finger Enabled 
The Finger Enabled check is applied to all Juniper Junos OS devices.

Summary—The finger service is enabled

Description—The finger service, which supports the UNIX finger protocol and is used 
to query a host to learn which users are currently logged on, is enabled on this device. 

This service is not necessary for general use. If an attacker who knows who is using the 
network could use social engineering practices to try to elicit classified DOD 
information. 

Remediation—Remove the finger service with the following command: 

568 RedSeal User Guide 9.4



Finger Enabled 

delete system services finger

Severity—low

Internal RedSeal ID—RS-121

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

Floodguard Disabled 
The Floodguard Disabled check is applied to the following platforms:

 Cisco Firewall Services Module v2

 Cisco PIX v6

Summary—Floodguard is disabled

Description—Flood Guard has been disabled on the firewall. Flood Guard controls 
tolerance for unanswered login attempts. If an inbound or outbound login connection is 
being attacked or overused, Flood Guard reclaims resources thereby helping prevent a 
denial-of-service (DoS) attack.

Remediation—Enter the following command: 

floodguard enable

Severity—low

Internal RedSeal ID—RS-28

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Found Single Octet Wildcard Mask 
This check applies to Juniper Junos OS devices.

The Found Single Octet Wildcard Mask check is applied to all Juniper Junos OS devices.

Summary—This check failure occurs when the subnet mask is a single value. 
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Description—The Junos OS command wildcard-address does not interpret IP 
address/subnet mask notation the way it is commonly written.

Junos OS expects an address and mask in the form a.a.a.a/b.b.b.b, for example 
10.10.10.10/255.255.255.0. Juniper interprets 10.10.10.0/24 as 10.10.10.0 with mask 
0.0.0.24, when that notation is commonly written to mean the subnet range 10.10.10.0 
- 10.10.10.255.  This is a serious error that grants a very large amount of unintentional 
access for a single misconfigured device. 

When RedSeal finds this check violation in a configuration, it does not process this rule 
any further, because it causes massive complexity in reported results.  Correct the 
malformed rule on the network device – the rule is not controlling access as intended.

Remediation—change the value after wildcard-address to the form a.a.a.a/b.b.b.b so 
that the intended mask is formatted as expected by Junos OS.

Severity—medium

Internal RedSeal ID—RS-151

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 9.0. 

FTP Enabled 
The FTP Enabled check is applied to all Juniper Junos OS devices.

Summary—The FTP service is enabled

Description—The ftp service is enabled on the device. Use of ftp is not considered to be 
a best practice. The more secure scp is the preferred alternative.

Remediation—Remove the ftp service with the following command: 

delete system services ftp

Severity—low

Internal RedSeal ID—RS-122

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 
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HTTP Management Enabled on Device 
The HTTP Management Enabled on Device check is applied to the following platforms:

 Radware Alteon

 Cisco CSS

 Cisco Wireless Controller 

 HPE Comware (H3C) 

 HPE ProCurve 

 Juniper Junos OS

 SonicWALL SonicOS 

Summary—Device management by HTTP is enabled

Severity—low

Internal RedSeal ID—RS-132

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

Radware Alteon 
When the HTTP Management Enabled on Device check is run on Radware Alteon 
devices, details displayed in the user interface will include the following:

Description—The device has been configured to allow remote administration through 
an insecure http session. Use the more secure https protocol instead.

Remediation—Disable http access and use https instead: 

/c/sys/access https ena  

Cisco CSS 
When the HTTP Management Enabled on Device check is run on Cisco CSS devices, 
details displayed in the user interface will include the following:

Description—Device management by HTTP is enabled. Use the more secure https 
protocol instead.

Remediation—Add the following command to the top of the configuration:

restrict web-mgmt
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Cisco Wireless Controller 
When the HTTP Management Enabled on Device check is run on Cisco Wireless 
Controller devices, details displayed in the user interface will include the following:

Description—Device management by HTTP is enabled. Use the more secure https 
protocol instead.

Remediation—Use the following command to disable HTTP:

config network webmode   disable

HPE Comware (H3C) 
When the HTTP Management Enabled on Device check is run on H3C devices, details 
displayed in the user interface will include the following:

Description—Device management by HTTP is enabled. Use the more secure https 
protocol instead.

Remediation—Enter the following commands to disable HTTP and enable HTTPS: 

undo ip http enable
ip https enable

HPE ProCurve 
When the HTTP Management Enabled on Device check is run on ProCurve devices, 
details displayed in the user interface will include the following:

Description—Device management by HTTP is enabled. Use the more secure https 
protocol instead.

Remediation—Enter the following commands to disable HTTP: 

no web-management

Juniper Junos OS 
When the HTTP Management Enabled on Device check is run on Juniper Junos OS 
devices, the following will be added to the details:

Description—The device has been configured to allow remote administration through 
an insecure http session. Use the more secure https protocol instead.

Remediation—Add the following command to the top of the configuration: 

delete system services web-management http
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SonicWALL SonicOS 
When the HTTP Management Enabled on Device check is run on SonicWALL devices, 
details displayed in the user interface will include the following:

Description—The device has been configured to allow remote administration through 
an insecure HTTP session. Use the more secure HTTPS protocol instead.

Remediation—Disable HTTP access: 

no web-management allow-http

HTTP Management Enabled on Interface 
The HTTP Management Enabled on Interface check is applied to the following 
platforms:

 A10 

 Brocade IronWare

 Cisco IOS

 Cisco Wireless Controller 

 Fortinet FortIOS

 Juniper ScreenOS

 Palo Alto Networks

Summary—Management of device by HTTP is enabled on <...>

Description—The device has been configured to allow remote administration through 
an http session. Exposing the device to http is not secure.

Severity—low

Internal RedSeal ID—RS-102

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.0. 

A10 
When the HTTP Management Enabled on Interface check is run on A10 devices, the 
following will be added to the details:

Description—
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The device has been configured to allow remote administration through an insecure 
HTTP session. Use the more secure HTTPS protocol instead. 

Remediation—Disable HTTP access for device management: 

To disable HTTP access for the management interface, issue the following commands:

disable-management service http management

To disable HTTP access for an interface, issue the following commands:

disable-management service http <interface_id>

To enable HTTPS for the management interface, add the following command:

enable-management service https management

To enable HTTPS for an interface, add the following command:

enable-management service https <interface_id>

Brocade IronWare 
When the HTTP Management Enabled on Interface check is run on Brocade IronWare 
devices, the following will be added to the details:

Description—Web-based remote administration should only be enabled when firewalls 
or other intervening routers prevent alternate means of remote access. 

When you need to enable web-based administration, you should use the more secure 
https service instead of http. 

Remediation—For version 7.x Foundry devices, use the following command to prevent 
http access: 

no web-management

For version 8.0 or later, use the following command: 

no web-management http

To enable the more secure https service, use the following command (8.0 and later only; 
https is not available in version 7.x): 

web-management https  

Cisco IOS 
When the HTTP Management Enabled on Interface check is run on Cisco IOS devices, 
the following text will be added to the details displayed in the user interface:
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Description—Web access is primarily useful when intervening firewalls or routers 
prevent ssh access to the router. If you do not need web access, you should disable the 
http server to eliminate a potential entry point for unauthorized users. Warning—some 
Cisco Prime applications might not work with devices whose http service is disabled. 

If you need web access, use the more secure https service. 

Remediation—Add the following command to the configuration to disable the web 
server: 

no ip http server

To enable the more secure https service, add the following command to the 
configuration: 

ip http secure-server

Fortinet FortIOS 
When the HTTP Management Enabled on Interface check is run on Fortinet devices, 
the following will be added to the details:

Remediation—Omit the http token when using the set allowaccess command 
to disable http on this interface. Example: 

config system interface edit <interface_name> set 
allowaccess https|snmp|ping|ssh end

Juniper ScreenOS 
When the HTTP Management Enabled on Interface check is run on Juniper ScreenOS 
devices, the following text will be added to the details displayed in the user interface:

Description—Use the more secure protocol https instead.

Remediation—To disable web management entirely, add the following to the device 
configuration: 

unset interface <interface_name> manage web

To redirect http requests to the router's https interface, add the following two lines to the 
device configuration: 

set interface <interface_name> manage ssl  

set admin http redirect
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Palo Alto Networks 
When the HTTP Management Enabled on Interface check is run on Palo Alto 
Networks devices, the following text will be added to the details displayed in the user 
interface:

Description—The device has been configured to allow remote administration through 
an insecure http session. Use the more secure https protocol instead.

Remediation—Disable http access for device management. 

To disable http access for a management interface, issue the following commands:

set deviceconfig system service disable-http yes

To disable http access from a management profile, issue the following commands:

set network profiles interface-management-profile 
{profile_name} http no

To enable https for a management interface, add the following command: 

set deviceconfig system service disable-https no

To enable https from a management profile, issue the following commands:

set network profiles interface-management-profile 
{profile_name} https yes

Implicit Deny All 
The Implicit Deny All check is applied to all Cisco CSS devices.

Summary—Implicit deny all blocking traffic flow

Description—An implicit deny all filter has been detected. This may be causing issues 
with the load balancer. 

When access filters are enabled on a Cisco CSS device, an implicit deny all clause is 
applied to all circuits. Each VLAN intended to allow traffic flow must have at least one 
allow clause when ACLs are enabled globally. 

Remediation—Assign at least one allow clause to each VLAN intended to allow traffic 
flow before enabled ACLs globally.

Severity—high
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Internal RedSeal ID—RS-134

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 5.0.4. 

Implied Rules Negated 
The Implied Rules Negated check is applied to all Check Point devices.

Summary—Implied rules negated by user-defined rules

Description—RedSeal has found explicit rules that negate Check Point's implied rules. 

Check Point can be configured so that it's Implied Rules are applied first, before last, or 
last. 

When the order of the implied rule is either before last or last, it is possible for users to 
create negating rules which will render the implied rules useless. 

Remediation—Verify your rule set and remove the conflicting rules or change the order 
of the implied rule to first.

Severity—medium

Internal RedSeal ID—RS-101

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.0. 

In-band Management Not Logged 
The In-band Management Not Logged check is applied to all Juniper Junos OS devices.

Summary—Management access to the device is not logged.

Description—All in-band management access attempts should be logged. 

For Junos OS devices operating in packet mode, audit logs are necessary to provide a 
trail of evidence in case the network is compromised. 

Without an audit trail that provides a when, where, who and how set of information, 
repeat offenders could continue attacks against the network indefinitely. 
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With this information, the network administrator can devise ways to block the attack 
and possibly identify and prosecute the attacker. 

Remediation—Review all Juniper router configurations and verify that all ssh, telnet, or 
http connection attempts are logged. 

Interface configurations should look similar to the following: 

lo0 {
   unit 0 {
     family inet {
       filter {
         input protect-routing-engine;
       }
       address 172.16.1.2/32;
     }
   }
}

Firewall configurations should look similar to the following: 

family inet {
   filter protect-routing-engine {
     term terminal-access {
       from {
         source-address {
           172.16.1.10;
           172.16.1.11;
         }
         protocol tcp;
         port [ssh | telnet | http | https];
       }
       then {
         syslog;
         accept;
       }
     }
     term default-action {
       then {
         syslog;
         discard;
       }
     }
   }
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}

Severity—low

Internal RedSeal ID—RS-123

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

In-band Management Uses Insecure 
Protocol 

The In-band Management Uses Insecure Protocol check is applied to all Juniper Junos 
OS devices.

Summary—Remote In-band Management is not FIPS 140-2 compliant

Description—In-band management access to the device should be secured using FIPS 
140-2 approved encryption or hash algorithms such as AES, 3DES, SSH, or SSL. 

Remote administration using VTY, telnet, or http ports is inherently dangerous because 
anyone with a sniffer and access to the right LAN segment can acquire the router 
account and password information. This intercepted information could provide an 
attacker with access to the router for denial of service attacks, interception of sensitive 
information, or other destructive actions. 

Remediation—Review the in-band management interfaces and determine if access to 
the device is encrypted as required. Interfaced configurations should look similar to the 
following: 

lo0 {
     unit 0 {
         family inet {
             filter {
                 input protect-routing-engine;
             }
         address 172.16.1.2/32;
         }
     }
}

Firewall configurations should look similar to the following: 
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family inet {
   filter protect-routing-engine {
     term terminal-access {
       from {
         source-address {
           172.16.1.10;
           172.16.1.11;
         }
         protocol tcp;
         port ssh;
        }
        then {
          syslog;
          accept;
        }

Severity—medium

Internal RedSeal ID—RS-125

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

Inconsistent VTY ACLs 
The Inconsistent VTY ACLs check is applied to the following platforms:

 Cisco IOS

 Huawei

Summary—Inconsistent ACLs on VTY interface

Description—There are inconsistent acls (access control lists) configured on vty (Virtual 
Teletype) interfaces on the device. 

Different acls allowing different vty access to the same device can lead to a false sense of 
security. An attacker could open multiple vty sessions in order to gain access which you 
believe to be denied. 

Possible causes for this are:   

 an access_class statement on one vty and no access_class statement on another vty  
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 different acls referenced by access_class statements on two of the vtys 

Remediation—Reconfigure the acls on the interfaces so that they are consistent.

Severity—medium

Internal RedSeal ID—RS-40

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Inconsistent VTY Transport Input 
The Inconsistent VTY Transport Input check is applied to the following platforms:

 Cisco IOS 

 Huawei

Summary—Inconsistent Transport Input statements on VTYs

Description—There are inconsistent transport statements on VTY (Virtual TeletYpe) 
interfaces configured on the device. Possible causes are: 

 a transport input statement on one VTY and no transport input statement on 
another VTY 

 different transport input settings on two of the VTYs 

Remediation—Reconfigure the transport settings for each defined VTY so they are 
consistent.

Severity—high

Internal RedSeal ID—RS-42

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Infinite Console Timeout 
The Infinite Console Timeout check is applied to the following platforms:

 Cisco SG
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 Dell Force10

 Enterasys Layer 2

 Enterasys Layer 3

 Fujitsu XG

 HPE Comware (H3C)

 HPE ProCurve 

 Juniper Junos OS

 Juniper Screen OS

Summary—No console timeout (<...>)

Severity—low

Internal RedSeal ID—RS-73

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Cisco SG 
Description: The console timeout period has been set to 0 on the Cisco SG300 device. 
If there is no timeout period defined, sessions can remain open indefinitely, which could 
allow the session to be jijacked or have malicious content injected.

Remediation: Enter the command exec-timeout <n> in the device 
configuration, where <n> is a number of minutes, other than 0.

Dell Force10 
Description: The console timeout period has been set to 0 on the Dell Force10 device. 
If there is no timeout period defined, sessions can remain open indefinitely, which could 
allow the session to be hijacked or have malicious content injected.

Remediation: Enter the command exec-timeout <n> in the device 
configuration, where <n> is a number of minutes, other than 0.

Enterasys Layer 2 and Layer 3 
Description: The console timeout period has been set to 0 on the Enterasys Layer 2 or 
Layer 3 device. If there is no timeout period defined, sessions can remain open 
indefinitely, which could allow the session to be hijacked or have malicious content 
injected.
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Remediation: Enter the command below in the device configuration, where <n> is a 
number of minutes, other than 0:

set logout <n>

Fujitsu XG 
Description: The console timeout period has been set to 0 on the Fujitsu XG device. If 
there is no timeout period defined, sessions can remain open indefinitely, which could 
allow the session to be hijacked or have malicious content injected.

Remediation: Enter the command below in the device configuration file, where N is 
some number of minutes, other than 0:

terminal timeout console <N>

HPE Comware (H3C) 
Description: The console timeout period has been set to 0, which means sessions can 
remain open indefinitely.

Remediation: Enter the command below in the device configuration file, where 
minutes is a value greater than 0:

idle-timeout <minutes> <seconds>

HPE ProCurve 
Description: The console timeout period has been set to 0, which means sessions can 
remain open indefinitely.

Remediation: Enter the command below in the device configuration file, where n is a 
value greater than 0:

idle-timeout n

Juniper Junos OS 
When the Infinite Console Timeout check is run on Juniper Junos OS devices, details 
displayed in the user interface will include the following:

Description—There are users configured without any console idle timeout. If there is 
no timeout period defined, sessions can remain open indefinitely, which could allow the 
session to be hijacked or have malicious content injected.

Remediation—Remove any users from any default user class cush as super-users, 
operators, or read-only. Create a new user class, set idle-timeout 0 where X is not 0, and 
add the user to the user class.
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Juniper ScreenOS 
When the Infinite Console Timeout check is run on Juniper ScreenOS devices, the 
following text will be added to the details displayed in the user interface:

Description—The console timeout period has been set to 0 on the Netscreen firewall. If 
there is no timeout period defined, sessions can remain open indefinitely, which could 
allow the session to be hijacked or have malicious content injected.

Remediation—Enter the command set console timeout <N>  in the firewall 
configuration, where < N > is some number of minutes.

Inverted Mask in Access List 
The Inverted Mask in Access List check is applied to the following platforms:

 Brocade IronWare 

 Cisco IOS 

 Cisco IOS-XR

Summary—Inverted subnet mask found

Description—An inverted subnet mask was found in an access list rule. An inverted 
mask can inflate a range of 255 addresses to as many as 16.7 million, causing severe 
performance degradation of the RedSeal analysis engine. RedSeal ignores rules 
containing inverted masks, since they are almost certainly configuration errors. 

A common mistake when configuring access lists is to specify the mask using do care bits 
when the platform expects don't care bits. That is, for example, to match hosts of the 
form 172.16.1.*, the correct form for IOS and Foundry is 172.16.1.0 0.0.0.255. An 
operator may sometimes enter 172.16.1.0 255.255.255.0 by mistake. Since the mask 
uses don't care bits, this actually matches hosts of the form *.*.*.0. Also note that the 
router can remove any values covered by don't care bits, so the incorrect entry will show 
up as 0.0.0.0 255.255.255.0 instead of what the operator typed originally. Permitting 
every address that ends in zero is almost certainly not the intended filter, since *.*.*.0 
specifies 16.7 million distinct permissible addresses.

Remediation—Verify the original intent of this line and replace with the correct host 
and mask.

Severity—medium
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Internal RedSeal ID—RS-92

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 3.0. 

IP Directed Broadcast (Foundry) 
The IP Directed Broadcast (Foundry) check is applied to all Brocade IronWare devices.

Summary—IP directed broadcasts allowed

Description—Directed broadcasts have been enabled on an interface. Directed 
broadcasts permit a host on one LAN segment to initiate a physical broadcast on a 
different LAN segment. This technique was used in some old denial-of-service attacks 
and should be disabled on interfaces connected to untrusted networks.

Remediation—Add the command no ip directed-broadcast to the configuration.

Severity—medium

Internal RedSeal ID—RS-23

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

IP Directed Broadcast 
The IP Directed Broadcast check is applied to the following platforms:

 Cisco IOS 

 Cisco IOS-XR

 HPE Comware (H3C) 

 Huawei

 Yamaha 

Summary—IP Directed Broadcast allowed on interface <...>

Severity—medium

Internal RedSeal ID—RS-59
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Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2.

Cisco IOS 
Description—An interface on the device has enabled directed broadcasts, which 
permits a host on one LAN segment to initiate a physical broadcast on a different LAN 
segment. This technique was used in some old denial-of-service attacks and should be 
disabled on interfaces connected to untrusted networks. (In IOS 12.0 and later, directed 
broadcast is disabled by default. If it is currently enabled, the command ip directed-
broadcast will be found in the configuration. In earlier versions of IOS, directed 
broadcasts were enabled by default, which would cause this test to fail even though the 
configuration does not explicitly show the command. In either case, the remediation is 
the same.) If the interface is not known to forward legitimate directed broadcasts, ip 
directed broadcast should be disabled.

Remediation—Enter the following into the device configuration.

no ip directed-broadcast  

HPE Comware (H3C) 
Description: An interface on the device has enabled directed broadcasts, which permits 
a host on one LAN segment to initiate a physical broadcast on a different LAN segment. 
This technique was used in some old denial-of-service attacks and should be disabled on  
interfaces connected to untrusted networks.

Remediation: Enter the command below to disable directed broadcasts:

 undo ip forward-broadcast

Huawei 
A directed broadcast packet is broadcast to a specific network. In the destination IP 
address of such a packet, the network ID field contains the network ID of a specific 
network, and the host ID field contains all 1s. Directed broadcast packets can be used by 
hackers to attack the network system, bringing security risks. However, the device 
interfaces may need to receive or forward directed broadcast packets in some scenarios.

Remediation—Enter the following into the device configuration:

undo ip forward-broadcast

Yamaha 
An interface on the device has enabled directed broadcasts which permits a host on one 
LAN segment to initiate a physical broadcast on a different LAN segment. This 
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technique was used in some old denial-of-service attacks and should be disabled on 
interfaces connected to untrusted networks.

Remediation—Enter the following into the device configuration:

ip filter directed-broadcast on

IP Finger Enabled 
The IP Finger Enabled check is applied to all Cisco IOS devices.

Summary—Finger is enabled via command "<...>"

Description—The IP service finger is enabled. Finger is used to find out which users are 
logged on to a network device. Although this information is not usually sensitive, it can 
sometimes be useful to an attacker. In addition, the finger service can be used in a 
specific type of denial-of-service (DoS) attack called Finger of Death , which involves 
sending a finger request to a specific computer every minute without disconnecting.

Remediation—Add the command no ip finger to the device configuration to disable 
the service.

Severity—medium

Internal RedSeal ID—RS-46

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

IP Forwarding Virtual Server Accepts All 
Traffic 

The IP Forwarding Virtual Server Accepts All Traffic check is applied to the following 
platforms:

 F5 BIG-IP 

 Stringray 

Summary—VIP named "<...>" allows all traffic
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Description—The VIP forwards all traffic from the load balancer's external interfaces to 
its internal interfaces.

Remediation—Restrict this VIP to allow only required traffic. Either limit the internal 
networks available to the IP forwarding server, or create access lists to control the type of 
traffic allowed.

Severity—low

Internal RedSeal ID—RS-88

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 2.1. 

IP Identd Enabled 
The IP Identd Enabled check is applied to all Cisco IOS devices.

Summary—Global service Identd enabled via command "<...>"

Description—The identification service identd provides a means to determine the 
identity of a user of a particular TCP connection. The information revealed about users, 
entities, objects, or processes should be considered private.

Remediation—Add the command no ip identd to the configuration to disable the 
identd service.

Severity—medium

Internal RedSeal ID—RS-43

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

IP Mask Reply 
The IP Mask Reply check is applied to all Cisco IOS and Cisco IOS-XR devices.

Summary—Ip Mask Reply allowed on interface <...>

Description—ICMP (Internet control message protocol) mask reply messages can be 
used by an attacker to map a network topology and perform network diagnosis. 
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Generation of mask reply messages should be disabled on interfaces connected to 
untrusted networks.

Remediation—In interface configuration mode, add the command no ip mask-reply to 
the device configuration.

Severity—medium

Internal RedSeal ID—RS-60

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

IP Proxy ARP 
The IP Proxy ARP check is applied to the following platforms:

 Brocade IronWare 

 Cisco IOS 

 Cisco IOS-XR

 HPE Comware (H3C) 

 Yamaha 

Summary—Proxy arps are allowed

Description—The device is configured to allow proxy arps (address resolution protocol 
requests). Network hosts use arp to translate network addresses into media addresses. 
Normally, such transactions are confined to a particular LAN segment. If the router is 
configured to act as a proxy host for arp requests, it can respond to these queries on 
selected interfaces. 

Because proxy arp breaks the LAN security perimeter, effectively extending a LAN at 
 across multiple segments, the service should be used only between LAN segments that 
have the same trust level and only when absolutely necessary to support legacy network 
architectures. 

However, turning off proxy arp can break some implementations of remote connection 
devices (VPN or Dialup; e.g. MS 2000/2003 RAS) when utilizing distinct IP subnets. It 
may also break VRRP/VSSP/IPMP and other redundancy protocols (running over 
distinct subnets) which rely on arp manipulation. It can also lead to problems with 
legacy transport protocols which rely on OSI  802.2 LLC (e.g. IPX/SPX, and NetBEUI). 
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Severity—medium

Internal RedSeal ID—RS-24

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Brocade IronWare 
When the IP Proxy ARP check is run on Brocade IronWare devices, the following text 
will be added to the details displayed in the user interface:

Remediation—Add the command no ip proxy to the device configuration (but 
first see the discussion about consequences in the description for this Best Practices 
check).

Cisco IOS 
When the IP Proxy ARP check is run on Cisco IOS devices, the following will be added 
to the details:

Remediation—In interface configuration mode, add the command no ip proxy-
arp (but first see the discussion about consequences in the description for this Best 
Practices check).

HPE Comware (H3C) 
When the IP Proxy ARP check is run on Cisco IOS devices, the following will be added 
to the details:

Remediation—In interface configuration mode, add the command 

undo proxy-arp enable

Yamaha 
When the IP Proxy ARP check is run on Yamaha devices, the following will be added to 
the details:

Remediation—Enter the following into the device configuration: 

ip <interface> proxyarp off

IP RCP Enabled 
The IP RCP Enabled check is applied to all Cisco IOS devices.

Summary—RCP enabled via command "<...>"
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Description—The Remote Copy Protocol (RCP) is enabled. The rcp service allows 
users to remotely execute commands or copy files to or from the device. Use the more 
secure SCP and SSH protocols to encrypt the packets. To protect against unauthorized 
users copying the system image or configuration files, the router is not enabled for rcp by 
default. If RCP is enabled, the command ip rcmd rcp-enable will be present in the device 
configuration.

Remediation—Add the command no ip rcmd rcp-disable to the configuration.

Severity—low

Internal RedSeal ID—RS-45

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

IP Redirects 
The IP Redirects check is applied to the following platforms:

 Alcatel-Lucent SR OS 

 Brocade IronWare 

 Cisco IOS 

 Cisco IOS-XR

 Cisco NXOS 

 Fortinet 

 Yamaha 

Summary—IP redirect message allowed on interface "<...>"

Description—The configuration allows the device to generate ICMP (Internet control 
message protocol) redirect messages on interfaces in public address space (IP addresses 
not defined as private by RFC-1918). 

These messages can provide attackers with important information about your network 
topology and network diagnostics. In addition, a malicious intruder could overload the 
CPU and degrade router performance by forcing the router to continuously send these 
redirect messages. 

Severity—medium
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Internal RedSeal ID—RS-18

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Alcatel-Lucent SR OS 
The configuration allows the device to generate Internet Control Message Protocol 
(ICMP) redirect messages on interfaces in public address space.

Remediation—Add the following in the ICMP context for the given interface: 

no redirects

Brocade IronWare 
When the IP Redirects check is run on Brocade IronWare devices, details displayed in 
the user interface will include the following:

Remediation—Add the command no ip redirects to the interface in the device 
configuration.

Cisco IOS 
When the IP Redirects check is run on Cisco IOS devices, details displayed in the user 
interface will include the following:

Remediation—Add the command no ip redirects to the interface in the device 
configuration.

Cisco NXOS 
When the IP Redirects check is run on Cisco NXOS devices, the following will be added 
to the details:

Remediation—Add the command no ip redirects to the interface in the device 
configuration.

Fortinet 
When the IP Redirects check is run on Fortinet devices, the following text will be added 
to the details displayed in the user interface:

Remediation—Enter the following into the device configuration: 

 config system interface set icmp-redirect disable end  

Yamaha 
The configuration allows the device to generate Internet Control Message Protocol 
(ICMP) redirect messages on interfaces in public address space.
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Remediation—Enter the following into the device configuration: 

ip icmp redirect send off

IP RSH Enabled 
The IP RSH Enabled check is applied to all Cisco IOS devices.

Summary—Global service RSH enabled via command "<...>"

Description—The device is configured to allow rsh (remote shell) access. The 
rsh (remote shell) service allows users to execute commands on the router from a remote 
location. Use of the more secure ssh (secure shell) is the recommended alternative. To 
protect against unauthorized users executing commands on the device, rsh is disabled by 
default. If rsh is enabled, the command ip rcmd rsh-enable will be present in the 
configuration.

Remediation—Add the command ip rcmd rsh-disable to the configuration.

Severity—medium

Internal RedSeal ID—RS-44

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

IP Source Routing Enabled 
The IP Source Routing Enabled check is applied to the following platforms:

 Brocade IronWare 

 Cisco IOS 

 Cisco IOS-XR

 Cisco VPN 3000 

 Huawei 

 Juniper Junos OS 

 Juniper Screen OS 
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 Yamaha 

Summary—IP source routing is enabled <...>

Description—Source routing is enabled on the device. Source routing allows the sender 
of an IP packet to control the route the packet will take toward its ultimate destination, 
as well as the route that any reply will take. These options are rarely used for legitimate 
purposes in real networks. Some older IP implementations do not process source-routed 
packets properly and it might be possible to use source-routing to crash machines 
running these implementations.

Remediation—If it is not required, source routing should be disabled.

Severity—high

Internal RedSeal ID—RS-36

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Brocade IronWare 
When the IP Source Routing Enabled check is run on Brocade IronWare devices, the 
following text will be added to the details displayed in the user interface:

Remediation—Add the following command to the configuration:

no ip source-route

Cisco IOS 
When the IP Source Routing Enabled check is run on Cisco IOS devices, the following 
text will be added to the details displayed in the user interface:

Remediation—Add the following command to the configuration:

no ip source-route

Cisco VPN 3000 
When the IP Source Routing Enabled check is run on Cisco VPN 3000 devices, the 
following text will be added to the details displayed in the user interface:

Remediation—Disable source routing in the VPN3000 management interface. Under 
Configuration > Policy Management > Traffic Management > Filter , locate the 
filter that is currently applied to the interface and uncheck Source Routing.
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Juniper Junos OS 
When the IP Source Routing Enabled check is run on Juniper Junos OS devices, the 
following will be added to the details:

Remediation—Add the following command to the top of the configuration:

delete routing-options source-routing ip

Juniper ScreenOS 
When the IP Source Routing Enabled check is run on Juniper ScreenOS devices, details 
displayed in the user interface will include the following:

Remediation—Add the following command to the configuration:

unset vrouter < router_name> source-routing enable

Yamaha 
When the IP Source Routing Enabled check runs on Yamaha devices, the following will 
be added to the details:

Remediation—Enter the following into the device configuration: 

ip filter source-route on

IP Unreachable 
The IP Unreachable check is applied to all Cisco IOS devices, Cisco IOS-XR, and 
Yamaha.

Summary—IP Unreachable messages allowed on interface <...>

Description—The device has been configured to send unreachable messages in response 
to ICMP (Internet control message protocol) probes. These unreachable messages can be 
used by an attacker to map your network topology and perform network diagnosis. 
Generation of unreachable messages should be disabled on interfaces that are connected 
to untrusted networks.

Yamaha 
When the IP Unreachable check runs on Yamaha devices, the following will be added to 
the details:

Remediation—Add the command no ip unreachable to the interface in the 
device configuration.
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Severity—medium

Internal RedSeal ID—RS-61

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Less Secure Version of SSH Found 

Less Secure Version of SSH Found

The Less Secure Version of SSH Found check is applied to all Fortinet FortIOS devices.

Summary—SSHv1 still in use instead of SSHv2

Description—The device is configured to use SSH version 1 instead of the more secure 
version 2.

Remediation—Disable SSHv1 by adding the following lines to the device 
configuration: 

config system global
set admin-ssh-v1 disable

Severity—medium

Internal RedSeal ID—RS-104

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

Managed Interface Misconfigured 
The Managed Interface Misconfigured check is applied to all Juniper Junos OS devices.

Summary—Managed NE OOBM interface not configured with an OOBM network 
address

Description—The OOBM access switch will connect to the management interface of 
the managed network elements. The management interface of the managed network 
element will be directly connected to the OOBM network. An OOBM interface does 
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not forward transit traffic; thereby, providing complete separation of production and 
management traffic. 

Since all management traffic is immediately forwarded into the management network, it 
is not exposed to possible tampering. The separation also ensures that congestion or 
failures in the managed network do not affect the management of the device. 

If the OOBM interface does not have an IP address from the managed network address 
space, it will not have reachability from the NOC using scalable and normal control 
plane and forwarding mechanisms. 

Remediation—Configure the managed OOBM interface with an IP address from the 
address space belonging to the OOBM network. The configuration should look similar 
to the following: 

interfaces {
   fxp0 {
     description link to OOBM access switch
       unit 0 {
         family inet {
           address 172.16.1.22/24;
         }
       }
     }

Severity—low

Internal RedSeal ID—RS-126

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

MIP or VIP Not Invoked by Policy 
The MIP or VIP Not Invoked by Policy check is applied to all Juniper ScreenOS devices.

Summary—The object "<...>" is defined but not invoked in a policy

Description—A MIP or VIP has been defined on the firewall but is not invoked in a 
policy. It is a best practice to pair MIP or VIP definitions with specific policies to 
indicate which traffic should be permitted. Unexpected results can occur if the MIP or 
VIP processing is left to more general policies. (Also note that if there is no specific 
policy but there are more general permissions for flows, RedSeal might apply NAT to 
more packets than the NetScreen device would.)
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Remediation—Delete the MIP or VIP or, if it is required by your network, add a 
specific policy:

set policy id <#> from <zone>
to <zone> <src IP name> <mip/vip name>
<servicename> permit

Severity—low

Internal RedSeal ID—RS-82

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Missing VIP Command 
The Missing VIP Command check is applied to all Juniper ScreenOS devices.

Summary—Command missing from multi-service mapping: <...>

Description—The command set vip multiport is missing from a multi-service mapping 
in the firewall configuration. When a VIP refers to a service with more than one 
destination port, it is necessary to include the set vip multiport command in the 
configuration.

Remediation—Add the command set vip multiport to the firewall configuration 
(requires a device reboot).

Severity—low

Internal RedSeal ID—RS-77

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Network Boot Enabled 
The Network Boot Enabled check is applied to all Cisco IOS devices.

Summary—Network boot enabled via command "<...>"

Description—The device has been configured to allow booting from a network file. 
Loading configuration data from the network is not secure. If the remote device on 

598 RedSeal User Guide 9.4



Network Boot Enabled 

which the configuration is stored is compromised or its address spoofed, the router 
might boot using an attacker's configuration instead of the intended configuration.

Remediation—Add the command no network boot <url> to disable booting from the 
network. (The value of < url > should be the same as the value specified in the enabling 
command.)

Severity—high

Internal RedSeal ID—RS-50

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

No Console Timeout 
The No Console Timeout check is applied to all Juniper Junos OS devices.

Summary—No console timeout configured for user <...>

Description—The configuration contains user accounts with no console idle timeout. 

With no timeout explicitly configured, sessions can remain open indefinitely, which 
could allow the session to be hijacked or malicious content injected. 

Remediation—Remove any users from default user classes, such as super-users, 
operators, or read-only. 

Create a new user class and set the idle-timeout to some number other than 0. 

Add your users to this newly created user class. 

Severity—low

Internal RedSeal ID—RS-113

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

No Enable Password 
The No Enable Password check is applied to the following platforms:

 Aruba 
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 Allied Telesis

 Brocade IronWare 

 Dell Force10 

 Fujitsu IPCOM EX2

 Fujitsu XG 

Summary—No enable password

Severity—high

Internal RedSeal ID—RS-17

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Allied Telesis 
Description: The device has not been configured to use an enable password, which 
means any user who can log on has administrative privileges.

Remediation: Set an enable password with the following command: 

enable password <password>

Aruba 
When the No Enable Password check is run on Aruba devices, the following text will be 
added to the details displayed in the user interface:

Description—The device has not been configured to use an enable password, which 
means any user who can log on has administrative privileges.

Remediation—Remove the enable bypass command by entering config mode and 
entering no enable bypass on the command line, as follows: 

 configure t no enable bypass  

Brocade IronWare 
When the No Enable Password check is run on Brocade IronWare devices, the following 
will be added to the details:

Description—The router has not been configured to use an enable password, which 
means any user who can log on has administrative privileges.

Remediation—Set an enable password with the following command:
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enable super-user-password <password>  

Dell Force10 
When the No Enable Password check is run on Dell Force10 devices, the following will 
be added to the details:

Description—The device has not been configured to use an enable password, which 
means any user who can log on has administrative privileges. 

Remediation—Set an enable password with the following command: 

enable password <password>

or

enable secret <password>

Fujitsu IPCOM EX2 
Description: The device has not been configured to use an admin password, which 
means any user who can log on has administrative privileges.

Remediation: Set an admin password with one of the following commands: 

admin password <password>

or

admin secret-password <password>

Fujitsu XG 
Description: The device has not been configured to use an enable password, which 
means any user who can log on has administrative privileges.

Remediation: Set an enable password with the following command: 

enable password

No Enable Secret 
The No Enable Secret check is applied to the following devices:

 Cisco IOS 

 Dell Force10 

Summary—No enable secret
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Description—The device configuration does not contain the enable secret command, 
which sets the administrative password using a more secure encryption algorithm than 
the older enable password command.

Remediation—Add the enable secret command to securely encrypt the administrative 
password. After verifying that the device will accept the new password, add the 
command no enable password to remove the older, less secure password.

Severity—high

Internal RedSeal ID—RS-37

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

No Exec Timeout on VTY 
The No Exec Timeout on VTY check is applied to these devices:

 Allied Telesis

 Cisco IOS 

 Cisco SG 

 Dell Force10 

 Enterasys Layer 2 

 Enterasys Layer 3 

 Fujitsu IPCOM EX2

 Hitachi Apresia AEOS 

 HP ProCurve 

Summary—No "exec timeout" set on <...>

Description—A vty (Virtual Teletype) interface has been configured with no exec 
timeout value. If there is no timeout value, unauthorized users might gain access to the 
device through sessions left open by an authorized user.

Severity—high

Internal RedSeal ID—RS-56
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Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Allied Telesis 
Remediation—Add the command telnet session timeout <min> in the 
device configuration, specifying a suitable timeout period greater than 0.

Cisco IOS/Cisco SG 
Remediation—Add the command exec-timeout < min> [ < sec> ] in 
the device configuration, specifying a suitable timeout period greater than 0 0.

Dell Force10 
Remediation—Add the command exec-timeout <min> [ <sec> ] 
specifying a suitable timeout period greater than 0 0.

Enterasys Layer 2 and Layer 3 
Remediation—Add the command set logout < min> in the device 
configuration, specifying a suitable timeout period greater than 0.

Fujitsu IPCOM EX2 
Remediation—Add the command telnet session timeout <min> 
specifying a suitable timeout period greater than 0 minutes.

Hitachi Apresia AEOS 
Remediation—Add the command exec-timeout < min> [ < sec> ], 
specifying a suitable timeout period greater than 0 0.

(config)# line vty 0 4
(config-line)# exec-timeout 3 30
 

HP ProCurve 
Remediation—Add the console inactivity-timer command in the device 
configuration, specifying a suitable timeout period greater than 0.

No Filter For Routing Engine 
The No Filter For Routing Engine check is applied to all Juniper Junos OS devices.

Summary—There is no firewall filter applied to the routing engine
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Description—To protect the routing engine, a firewall filter should be applied to the 
router's loopback interface. This is much more efficient than adding or modifying filters 
on every interface on the router. 

RedSeal has determined that there is no firewall filter applied to the routing engine. 

Remediation—Review all Juniper router configurations and verify that a secure firewall 
filter has been created and applied to the loopback interface. On the router, it should 
look like this: 

lo0 {
   unit 0 {
     family inet {
       filter {
         input protect-routing-engine;
       }
     address 172.16.1.2/32;
     }
   }
  }

On the firewall, add the following: 

family inet {
    filter protect-routing-engine {
      term terminal-access {
        from {
          source-address {
            172.16.1.10;
            172.16.1.11;
          }
          protocol tcp;
          port [ssh | telnet | http | https];
        }
        then {
          syslog;
          accept;
        }
      }
      term default-action {
        then {
          syslog;
          discard;
        }
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      }
    }
  }

Severity—low

Internal RedSeal ID—RS-120

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

No Management Session Timeout 
The No Management Session Timeout check is applied to all Aruba and Cisco Wireless 
Controller devices.

Summary—No management session timeout

Description—The timeout for ssh, telnet and console sessions has been disabled. With 
no timeout period defined, sessions can remain open indefinitely, which could allow the 
session to be hijacked or have malicious content injected.

Remediation—A timeout value should be set for SSH, telnet, and console sessions.

Severity—high

Internal RedSeal ID—RS-135

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 6.0. 

Aruba 
When the No Management Session Timeout check is run on Aruba devices, the 
following text will be added to the details displayed in the user interface:

Description—The timeout for ssh, telnet and console sessions has been disabled and 
sessions can remain open indefinitely, which could allow them to be hijacked or have 
malicious content injected.

Remediation—Remove the ArubaOS CLI command loginsession timeout 0 
to allow the default timeout of 15 minutes to take effect or set it to some other non-zero 
value.

RedSeal User Guide 9.4 605



Appendix A

Cisco Wireless Controller 
When the No Management Session Timeout check is run on Cisco Wireless Controller 
devices, the following text will be added to the details displayed in the user interface:

Description—The timeout for SSH, telnet and console sessions has been disabled and 
sessions can remain open indefinitely, which could allow them to be hijacked or have 
malicious content injected.

Remediation—Use the following CLI command config wlan session-
timeout wlan_id timeout to configure session timeout.

Non-contiguous Mask 
The Non-contiguous Mask check is applied to the following platforms:

 Aruba 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

Summary—Non-contiguous mask found

Description—A mask in the configuration references a set of non-contiguous IP 
addresses. This is often done by mistake---255.255.255.15, which addresses 16 non-
contiguous hosts, might easily get set instead of the intended 255.255.255.240 mask.

Remediation—If not intentional, the mask should be replaced with a contiguous mask.

Severity—high

Internal RedSeal ID—RS-136

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 6.0. 

Non-contiguous Wildcard 
The Non-contiguous Wildcard check is applied to the following platforms:

 Brocade IronWare 

 Cisco ACE 

 Cisco Firewall Services Module v2 
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 Cisco IOS 

 Cisco IOS-XR

 Cisco PIX v6 

Summary—Non-contiguous wildcard found

Description—A wildcard in the configuration references a set of non-contiguous IP 
addresses. This is frequently done by mistake—0.0.0.240, which addresses 16 non-
contiguous hosts, might easily get set instead of the intended 0.0.0.15 wildcard. (If the 
redundant-security-rule test has also failed for the same block of addresses, fix the non-
contiguous problem first. It may be producing a false-positive redundant-rule warning.)

Remediation—If not intentional, the wildcard should be replaced with a contiguous 
wildcard.

Severity—low

Internal RedSeal ID—RS-21

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

No network access restriction for SSH 
The No network access restriction for SSH check is applied to the following platforms:

 Alaxala AX3660S

 Allied Telesis

 Hitachi Apresia AEOS

Summary—Access to the device via SSH is not restricted

Description—The SSH service is enabled on the device but there is no access restriction 
to limit the access to the device via SSH. There is a potential risk that SSH can be 
accessed from an untrusted network or host.

Remediation—Define a trusted host IP address or subnet that's allowed to access the 
device via SSL.

Severity—medium

Internal RedSeal ID—RS-152
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Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 9.1.2

No Password for User 
The No Password for User check is applied to the following platforms:

 Cisco Firewall Services Module v2 

 Cisco IOS 

 Cisco PIX v6 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

 Dell Force10

 Hitachi Apresia AEOS 

Summary—No password for user account "<...>"

Description—A user account with no password has been created on the device, creating 
a vulnerability. All user accounts should be created with a password.

Severity—high

Internal RedSeal ID—RS-29

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Cisco Firewall Services Module v2 
When the No Password for User check is run on Cisco Firewall Services Module v2 
devices, the following will be added to the details:

Remediation—Use the following command, where < pwd> is the user account's new 
password:

username <name> password <pwd>

Cisco IOS 
When the No Password for User check is run on Cisco IOS devices, the following text 
will be added to the details displayed in the user interface:

Remediation—Use the following command, where < password> is an MD5-
encrypted password:
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username <name> secret 5 <password>

Cisco PIX v6 
When the No Password for User check is run on Cisco PIX v6 devices, the following text 
will be added to the details displayed in the user interface:

Remediation—Use the following command, where < password> is an MD5-
encrypted password:

username <name> secret 5 <password>

Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 
When the No Password for User check is run on Cisco PIX v7/8, ASA v8, Firewall 
Services Module v3/4 devices, details displayed in the user interface will include the 
following:

Remediation—Use the following command:

username <name> password <password>

Dell Force10 
Remediation—Use either of the following commands to create a username password:

username <name> password <password>

or

username <name> secret <password>

Hitachi Apresia AEOS 
When the No Password for User check is run on Hitachi Apresia AEOS devices, the 
following text will be added to the details displayed in the user interface:

Remediation—Create password for all users using the password username command:

(config)# password <username>
New password: ********
Retype new password:********
(config)#  
 

No Password on Console 
The No Password on Console check is applied to the following platforms:
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 Cisco IOS 

 HPE Comware (H3C) 

Summary—No console password for "<...>"

Description—No password was configured for the console, allowing access to the 
device without authentication.

Remediation—Configure a password for the console.

Severity—high

Internal RedSeal ID—RS-55

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Cisco IOS 
When the No Password on Console check is applied to Cisco IOS, this check is triggered 
if the configuration file does not contain one of the following:

 login authentication 

 login local 

 password 

The presence of any of these commands results in the check passing.

Remediation—Configure a password for the console.

HPE Comware (H3C) 
When the No Password on Console check is applied to H3C devices, this check is 
triggered if the configuration file does not contain the following:

 set authentication password 

The presence of this command results in the check passing.

Remediation—Configure a password for the console.

No Password Required for Web Access 
The No Password Required for Web Access check is applied to all Brocade IronWare 
devices.
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Summary—Empty web-management password allowed

Description—The router has been configured to allow web-management access without 
user authentication.

Remediation—Add the following command to the configuration: 

 no web-management allow-no-password
 

Severity—high

Internal RedSeal ID—RS-14

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

No Permitted IP Filters Configured for 
Management Access 

The No Permitted IP Filters Configured for Management Access check is applied to the 
following platforms:

 Radware Alteon 

 Palo Alto Networks 

Summary—There is no ip filter configured for management access

Severity—high

Internal RedSeal ID—RS-133

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 5.0.4. 

Radware Alteon 
When the No Permitted IP Filters Configured for Management Access check is run on 
Alteon devices, the following text will be added to the details displayed in the user 
interface:

Description—A permitted IP filter is used to control what source IPs are allowed to 
manage the Alteon device. If there are no entries for management network access, then 
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any source IP can manage the Alteon device. RedSeal recommends configuring the 
management network access filter source IP addresses and services.

Remediation—Add the necessary source network and services into the management 
network access menu: 

 /c/sys/access/mgmt/add <IP_address> <mask> [ssh|telnet|
http|https|snmp]

Palo Alto Networks 
When the No Permitted IP Filters Configured for Management Access check is run on 
Palo Alto Networks devices, the following text will be added to the details displayed in 
the user interface:

Description—No management access IP filters were found on the device. 

A permitted IP filter is used to control what source IPs are allowed to manage the Palo 
Alto Networks device. If there are no entries on the Permitted IP filter, then any source 
IP can manage the Palo Alto Network device. RedSeal recommends that the permitted 
IP filter be configure with only the necessary source IP addresses. 

Remediation—Enter the necessary IP addresses into the Permitted IP filter with the 
following commands: 

For OOB management: 

set deviceconfig system permitted-ip [ip/netmask ]

For inband management via network profiles:

set network profiles interface-management-profile 
[profile_name] permitted-ip [ip/netmask]

No Post-Login Banner 
The No Post-Login Banner check is applied to the following platforms:

 A10 

 Alcatel AOS 

 Arista EOS 

 Cisco SG 

 Dell Force10 
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 Enterasys Layer 3 

 Ericsson SmartEdge OS 

 Extreme VSP

 ExtremeXOS 

 Fujitsu XG 

 HPE Comware (H3C) 

 HPE ProCurve 

 Juniper Junos OS 

 Radware Alteon 

 WatchGuard Fireware OS 

Summary—No post-login banner configured

Severity—low

Internal RedSeal ID—RS-111

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

A10 
When the No Post-Login Banner check is run on A10 devices, the following text will be 
added to the details displayed in the user interface:

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post logon banner by adding the following command: 

 banner exec multi-line <banner text> EOF

Alcatel AOS 
When the No Post-Login Banner check is run on Alcatel-Lucent OmniSwitch 6850-
U24X AOS devices, the following text will be added to the details displayed in the user 
interface:

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.
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Remediation—Create a post logon banner by adding the following command: 

session banner cli banner_file <banner text>

Arista EOS 
When the No Post-Login Banner check is run on Arista EOS devices, the following text 
will be added to the details displayed in the user interface:

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post logon banner by adding the following command: 

 banner motd <banner text> EOF

Cisco SG 
No post-login banner has been configured for the Cisco SG device.

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post logon banner by adding the following command: 

 banner exec ^C <banner text> ^C

Dell Force10 
When the No Post-Login Banner check is run on Dell Force10 devices, the following 
text will be added to the details displayed in the user interface:

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post logon banner by configuring the following command: 

  banner exec <banner text>

Enterasys Layer 3 
Remediation—Create a post logon banner by configuring the following command: 

 set banner motd <message>
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Ericsson SmartEdge OS 
When the No Post-Login Banner check is run on Ericsson devices, the following text 
will be added to the details displayed in the user interface:

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post logon banner by adding the following command: 

 banner login <banner text>

Extreme VSP 
When the No Post-Login Banner check is run on Extreme devices, the following text 
will be added to the details displayed in the user interface:

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post logon banner by adding the following commands: 

banner displaymotd
banner motd "any_custom_message"

Extreme XOS 
When the No Post-Login Banner check is run on Extreme devices, the following text 
will be added to the details displayed in the user interface:

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post logon banner by adding the following command: 

configure netlogin banner <banner text>

Fujitsu XG 
Remediation: Create a post-login banner by configuring the following commands: 

 banner login <banner text>  

HPE Comware (H3C) 
When the No Post-Login Banner check is run on H3C devices, the following text will be 
added to the details displayed in the user interface:
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Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post logon banner by adding the following command: 

 header motd <banner text>

HPE ProCurve 
When the No Post-Login Banner check is run on ProCurve devices, the following text 
will be added to the details displayed in the user interface:

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post login banner by adding the following command: 

 banner exec <banner text>

ProCurve 
When the No Post-Login Banner check is run on ProCurve devices, the following text 
will be added to the details displayed in the user interface:

Description—A post-login banner is useful for detailing the acceptable use policy and 
what change procedures should be followed prior to making any changes to the device 
configuration.

Remediation—Create a post logon banner by adding the following command: 

 banner motd <banner text>

Radware Alteon 
When the No Post-Login Banner check is run on Alteon devices, the following text will 
be added to the details displayed in the user interface:

Description—A Post Login banner message is useful for detailing the acceptable use 
policy and what change procedures should be followed prior to making any changes to 
the device configuration. RedSeal recommends creating a post-logon banner.

Remediation—Add a bannr  to the /c/sys  command: 

 /c/sys idle 20 bannr " Your banner text"
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Juniper Junos OS 
When the No Post-Login Banner check is run on Juniper Junos OS devices, the 
following text will be added to the details displayed in the user interface:

Description—A Post Login announcement is useful for detailing the acceptable use 
policy and what change procedures should be followed prior to making any changes to 
the device configuration. Juniper recommends creating a post-logon banner.

Remediation—Create a post logon banner by adding the following command: 

set system login announcement < banner text>  

WatchGuard Fireware OS 
Remediation—A logon banner can be configured via the Web UI under Logon 
Disclaimer in the System configuration section.

No Pre-Login Banner 
The No Pre-Login Banner check is applied to the following platforms:

 A10 

 Alcatel-Lucent SR OS 

 Arista EOS 

 Aruba 

 Cisco IOS-XR

 Cisco SG 

 Enterasys Layer 2 

 Enterasys Layer 3 

 HPE Comware (H3C) 

 HPE ProCurve 

 Juniper Junos OS 

 Palo Alto Networks 

 Radware Alteon 

Summary—No pre-login banner configured
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Severity—low

Internal RedSeal ID—RS-112

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

A10 
When the No Pre-Login Banner check is run on A10 devices, the following text will be 
added to the details displayed in the user interface:

Description—A pre-login banner message is important in warning any potential 
attacker against unauthorized access to the A10 device. It is recommended that a 
carefully worded legal banner should be configured that warns against unauthorized 
access to the device.

Remediation—Create a pre-logon banner by adding the following command: 

banner login multi-line <banner text>

Alcatel-Lucent SR OS 
When the No Pre-Login Banner check is run on Alcatel-Lucent SR OS devices, the 
following text will be added to the details displayed in the user interface:

Description—A pre-login banner message is important in warning any potential 
attacker against unauthorized access to the Alcatel-Lucent SR OS device. It is 
recommended that a carefully worded legal banner should be configured that warns 
against unauthorized access to the device.

Remediation—Create a pre-logon banner by adding the following command: 

system > login-control > pre-login message <pre-login 
banner text>

Arista EOS 
When the No Pre-Login Banner check is run on Arista EOS devices, the following text 
will be added to the details displayed in the user interface:

Description—A pre-login banner message is important in warning any potential 
attacker against unauthorized access to the Arista EOS device. It is recommended that a 
carefully worded legal banner should be configured that warns against unauthorized 
access to the device.

Remediation—Create a pre-logon banner by adding the following command: 

 banner login <banner text> EOF  
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Aruba 
When the No Pre-Login Banner check is run on Aruba devices, the following text will be 
added to the details displayed in the user interface:

Description—A pre-login banner message is important in warning any potential 
attacker against unauthorized access to the ArubaOS device. RedSeal recommends that a 
carefully worded legal banner should be configured that warns against unauthorized 
access to the device.

Remediation—Create a pre-logon banner by adding the following command: 

banner motd <delimiter> <banner text> <delimiter>

Cisco SG 
No pre-login banner has been configured for the Cisco SG device.

Description—A pre-login banner message is important in warning any potential 
attacker against unauthorized access to the Cisco SG device. RedSeal recommends that a 
carefully worded legal banner should be configured that warns against unauthorized 
access to the device.

Remediation—Create a pre-logon banner by adding the following command: 

banner exec ^C <banner text> ^C

Enterasys Layer 2 and Layer 3 
When the No Pre-Login Banner check is run on Enterasys Layer 2 and Layer 3 devices, 
the following text will be added to the details displayed in the user interface:

Description—A pre-login banner message is important in warning any potential 
attacker against unauthorized access to the Enterasys device. It is recommended that a 
carefully worded legal banner should be configured that warns against unauthorized 
access to the device.

Remediation—Create a pre-logon banner by adding the following command: 

set banner motd <banner text>

HPE Comware (H3C) 
When the No Pre-Login Banner check is run on H3C devices, the following text will be 
added to the details displayed in the user interface:

Description—A pre-login banner message is important in warning any potential 
attacker against unauthorized access to the H3C device. It is recommended that a 
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carefully worded legal banner be configured that warns against unauthorized access to 
the device.

Remediation—Create a pre-logon banner by adding the following command: 

header login <banner_contents>

HPE ProCurve 
When the No Pre-Login Banner check is run on ProCurve devices, the following text 
will be added to the details displayed in the user interface:

Description—A pre-login banner message is important in warning any potential 
attacker against unauthorized access to the HP ProCurve device. It is recommended that 
a carefully worded legal banner should be configured that warns against unauthorized 
access to the device.

Remediation—Create a pre logon banner by adding the following command: 

 banner motd <banner text>

Juniper Junos OS 
When the No Pre-Login Banner check is run on Juniper Junos OS devices, the following 
text will be added to the details displayed in the user interface:

Description—A pre-logon banner message is important in warning any potential 
attacker against unauthorized access to the Juniper device. Juniper recommends that a 
carefully worded legal banner should be configured that warns against unauthorized 
access to the device.

Remediation—Create a pre-logon banner by adding the following command: 

 set system login message <contents of banner>

Palo Alto Networks 
When the No Pre-Login Banner check is run on Palo Alto Networks devices, the 
following will be added to the details:

Description—A pre-logon banner message is important in warning any potential 
attacker against unauthorized access to the Palo Alto Network device. RedSeal 
recommends that a carefully worded legal banner should be configured that warns 
against unauthorized access to the device.

Remediation—Create a pre-logon banner by adding the following command: 

set deviceconfig system login-banner <contents of banner>
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Radware Alteon 
When the No Pre-Login Banner check is run on Alteon devices, details displayed in the 
user interface will include the following:

Description—A pre-logon notice is important in warning any potential attacker against 
unauthorized access to the Alteon device. RedSeal recommends that a carefully worded 
legal notice should be configured that warns against unauthorized access to the device. 

Remediation—Add a /cfg/sys/notice  command, followed by the notice text to be 
displayed: 

/cfg/sys/notice noprompt Your text

No SIC Communications 
The No SIC Communications check is applied to all Check Point devices.

Summary—No firewall/SmartCenter communications

Description—The Check Point SmartCenter cannot establish a sic (secure internal 
communication) channel with the enforcement module (firewall). Consequently, there is 
no means to install or update a policy or determine the currently installed policy.

Remediation—Re-establish the connection between the SmartCenter and the firewall.

Severity—low

Internal RedSeal ID—RS-12

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

No SSH Password Required 
The No SSH Password Required check is applied to all Brocade IronWare devices.

Summary—Empty SSH password allowed

Description—The router has been configured to allow ssh access without user 
authentication. This means users can log in to the device without a password.

Remediation—Add the following command to the configuration to require password 
authentication for ssh access: 
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no ip ssh permit-empty-password yes

Severity—high

Internal RedSeal ID—RS-15

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

No TCP Sequence Checking 
The No TCP Sequence Checking check is applied to all Juniper ScreenOS devices.

Summary—TCP sequence checking is disabled

Description—The firewall is not configured to use tcp sequence checking , which can 
effectively block numerous types of attacks.

Remediation—Add the command unset flow no-tcp-seq-check to the firewall 
configuration to enable tcp sequence checking .

Severity—low

Internal RedSeal ID—RS-76

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

No Telnet Authentication 
The No Telnet Authentication check is applied to the following platforms:

 Brocade IronWare devices 

 HPE Comware (H3C) 

Summary—No authentication for Telnet

Description—The device is configured to allow telnet sessions without authentication. 
This means users can get access to the router without a password. SSH, a more secure 
alternative, is recommended instead of telnet, but if your network environment requires 
you to use telnet, you should at least require authentication. 
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Note  If you are using AAA with either line or local, you must still include the command 
enable telnet [ auth | password ]  in the configuration.

Severity—high

Internal RedSeal ID—RS-20

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Brocade IronWare 
Remediation—Enter the enable command as enable telnet auth  to require user name 
and password or as enable telnet password  to require just a password.

HPE Comware (H3C) 
Remediation—Enter the command authentication-mode < password> to 
require user name and password. 

NTP Messages Not Authenticated 
The NTP Messages Not Authenticated check is applied to the following platforms:

 Alcatel AOS 

 Alcatel-Lucent SR OS 

 Aruba 

 ExtremeXOS 

 Juniper Junos OS 

Summary—NTP-enabled device not authenticating NTP messages

Description—Since NTP is used to ensure accurate timestamps on log files, NTP could 
pose a security risk if a malicious user were able to falsify NTP information. 

To launch an attack on the NTP infrastructure, a hacker could spoof the IP address of a 
valid NTP server and inject false times that NTP clients would accepted as valid. 

To mitigate this risk, NTP clients should authenticate time messages before accepting 
them as a time source. 

Two NTP-enabled devices can communicate in either client-server mode or peer-to-peer 
(asymmetric) mode. The peering mode is configured manually on the device and 
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indicated in the outgoing NTP packets. The fundamental difference is the 
synchronization behavior: an NTP server can synchronize to a peer with better stratum, 
whereas it will never synchronize to its client regardless of the client's stratum. From a 
protocol perspective, there is no difference between NTP clients and servers. An NTP 
client can synchronize to multiple NTP servers, select the best server and synchronize 
with it, or synchronize to the averaged value returned by the servers. 

A hierarchical model can be used to improve scalability. With this implementation, an 
NTP client can also become an NTP server, providing time to downstream clients at a 
higher stratum level and of decreasing accuracy than that of its upstream server. To 
increase availability, NTP peering can be used between NTP servers. In the event the 
device looses connectivity to its upstream NTP server, it will be able to choose time from 
one of its peers. 

The NTP authentication model is opposite of the typical client-server authentication 
model. NTP authentication enables an NTP client or peer to authenticate time received 
from their servers and peers. It is not used to authenticate NTP clients because NTP 
servers don't care about the authenticity of their clients, as they never accept any time 
from them. 

Severity—low

Internal RedSeal ID—RS-127

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

Alcatel-Lucent SR OS 
When the NTP Messages Not Authenticated check is run on Alcatel-Lucent SR OS 
devices, the following text will be added to the details displayed in the user interface:

Remediation—Configure the Alcatel-Lucent SR OS device to authenticate all received 
NTP messages using the following CLI commands: 

system > time > ntp > ntp authenticate

system > time > ntp > ntp authentication-key <key-id> md5 
<keyvalue>

Alcatel AOS 
When the NTP Messages Not Authenticated check is run on Alcatel AOS devices, the 
following text will be added to the details displayed in the user interface:

Remediation—Configure the Alcatel AOS device to authenticate all received NTP 
messages using the following CLI commands: 
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ntp authenticate enable <key-id> trusted

Aruba 
When the NTP Messages Not Authenticated check is run on Aruba devices, the 
following text will be added to the details displayed in the user interface:

Remediation—Configure the ArubaOS device to authenticate all received NTP 
messages using the following CLI commands: 

ntp authenticate ntp authentication-key <key-id> md5 
<keyvalue>

ExtremeXOS 
When the NTP Messages Not Authenticated check is run on ExtremeXOS devices, the 
following text will be added to the details displayed in the user interface:

Remediation—Configure the ExtremeXOS device to authenticate all received NTP 
messages using the following CLI commands: 

configure ntp key <key-id> trusted

Juniper Junos OS 
When the NTP Messages Not Authenticated check is run on Juniper Junos OS devices, 
details displayed in the user interface will include the following:

Remediation—Configure the device to authenticate all received NTP messages using 
either the PKI (supported in NTP v4) or SHA-1 hashing algorithm. If SHA-1 is not 
supported by this client or the NTP peer or server, then MD5 can be used. 

The configuration should be similar to the following: 

system { ntp { authentication-key 2 type md5 value 
"$9$s2gaU3nCApBfTnCu1yrWLx"; server 10.1.1.10 key 2; 
server 10.1.1.11 key 3; } }

Policy List with No Deny 
The Policy List with No Deny check is applied to all Juniper Junos OS devices.

Summary—No deny-and-log block in zone-to-zone: <...> to <...>

Description—A zone-to-zone policy block has been found that does not end with a 
deny/log command block. 
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All traffic not specifically allowed by a security policy should be dropped and, equally 
important, logged so that suspicious traffic can be reviewed by an administrator or 
auditing software.  

RedSeal recommends that every policy list end with a deny/log block. 

Remediation—Every policy list should end with a deny/log, similar to the following: 

from-zone <src_zone> to-zone <dest_zone> {
   policy <policy> {
     match {
       source-address any;
       destination-address any;
       application any;
     }
     then {
       deny;
         log {
           session-close;
         }
       }
     }
   }

Severity—medium

Internal RedSeal ID—RS-108

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

Policy Uninstalled 
The Policy Uninstalled check is applied to all Check Point devices.

Summary—Policy uninstalled from firewall

Description—The firewall's security policy has been uninstalled. Uninstalling a security 
policy means that the Check Point enforcement module (firewall) will accept any traffic 
with no access control applied, but it will not route any traffic to the rest of the network. 
As a result, the firewall is exposed and vulnerable to attack while no traffic is allowed into 
or out of the network. Policies should only be uninstalled for emergency situations, such 
as when you accidentally block all communications to the enforcement module, 
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including VPN-1/FireWall-1 control connections. When the emergency has been 
resolved, reinstall the policy.

Remediation—Reinstall a security policy on the firewall.

Severity—low

Internal RedSeal ID—RS-10

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Removed Policy 
The Removed Policy check is applied to all Check Point devices.

Summary—Policy "<...>" installed but unavailable

Description—A policy is installed on the enforcement module (firewall) but is no 
longer available on the Check Point SmartCenter. Consequently, there is no means to 
backup, verify, or edit this policy.

Remediation—Create a policy on the Check Point SmartCenter and install it on the 
enforcement module (firewall).

Severity—low

Internal RedSeal ID—RS-11

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Same Source and Dest IP 
The Same Source and Dest IP check is applied to all Check Point devices.

Summary—Incoming source same as incoming destination: <...>

Description—The firewall has been configured to assign the same NAT address for both 
incoming source and incoming destination. This could be caused by the explicit addition 
of a rule that the firewall has already implicitly added. 

For example, you explicitly add a rule to the configuration to accomplish the following: 
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 Source X traffic bound for A is NAT'd to B 

The firewall will implicitly add a rule to accomplish its reverse:   

 Source B traffic is NAT'd to A when bound for X 

It is not necessary for you to add this rule for the reverse traffic. 

Remediation—Remove the explicitly stated reverse-traffic rule.

Severity—medium

Internal RedSeal ID—RS-94

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.0. 

Security Policy with No Active Interfaces 
The Security Policy with No Active Interfaces check is applied to all Juniper Junos OS 
devices.

Summary—A security policy is defined with no active interfaces

Description—A Security Policy requires a source security-zone and a destination 
security-zone. Each security-zone must have active interfaces bound to it or else the 
firewall will not know where to enforce the policy. 

RedSeal has found a security policy that has a source zone/destination zone pair with no 
active interfaces.  

This is usually a mistake, since the security policy will never be enforced. 

Remediation—Make sure all security zones that are referenced in a security policy have 
active interfaces.

Severity—low

Internal RedSeal ID—RS-131

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 
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Service PAD Enabled 
The Service PAD Enabled check is applied to all Cisco IOS devices.

Summary—Global service PAD enabled

Description—The pad service is enabled on the device. This service is used to enable 
X.25 packet assembler and disassembler ( pad ) transactions between routers and other 
network devices (allowing a router to process traffic between a remote IP user and an 
X.25 host, for example). You should disable the pad service when it is not required for 
X.25 network operations.

Remediation—Add the command no service pad to the configuration.

Severity—low

Internal RedSeal ID—RS-51

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

SNMP Traffic Unencrypted 
The SNMP Traffic Unencrypted check is applied to all Fortinet FortIOS devices.

Summary—SNMP management traffic is unencrypted for user <...>

Description—A user account is configured to allow unencrypted SNMP traffic.

Remediation—Set all user account security levels to auth-priv. 

The default encryption protocol is des. If you want the more secure aes, include the set 
priv-proto command> 

Enter the following in the user account configuration block:

config system snmp user
   edit <username>
   set security-level auth-priv
   set priv-proto aes
end

Severity—medium

Internal RedSeal ID—RS-117
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Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

SNMP Uses Clear Text 
The SNMP Uses Clear Text check is applied to the following platforms:

 Cisco Wireless Controller 

 Juniper Junos OS 

 Palo Altop Networks PAN-OS

 Phoenix Contact mGuard

 SonicWALL SonicOS 

 WatchGuard Fireware OS 

Summary—SNMP transfers data in clear text

Description—The device uses SNMP version 1 or 2, both of which communicate in 
clear text. 

An attacker or malicious user monitoring the network could capture the SNMP 
community string and gain access to the SNMP agent service. Worse, with write access 
to the SNMP MIB, an attacker could modify the device configuration. 

Remediation—If SNMP is required, use SNMP version 3. 

If SNMP is not required, it should be disabled. 

Severity—medium

Internal RedSeal ID—RS-109

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

SNMP Write Access Enabled 
The SNMP Write Access Enabled check is applied to the following platforms:

 Cisco Wireless Controller 
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 Juniper Junos OS 

 HPE Comware (H3C) 

Summary—Write access has been enabled for SNMP community <...>

Description—The device configuration allows write access to the SNMP Management 
Information Base (MIB), which could allow an attacker to modify the configuration of 
the firewall. 

SNMP is used for the remote monitoring and management of a variety of network 
devices. Access to the SNMP MIB with protocol versions 1 and 2 is restricted using a 
community string. 

Note  SNMP community string authentication is not encrypted. If community strings 
are used, RedSeal suggests they not be similar to the authentication password for any 
other system or service. RedSeal recommends using SNMPv3, which does not use 
community strings and provides higher security.

Severity—medium

Internal RedSeal ID—RS-124

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

Cisco Wireless Controller 
Remediation—If SNMP is not required, RedSeal recommends that it be disabled. 

If read only access using community strings is required, RedSeal recommends that write 
access be disabled and read only community string access configured. 

Configure an SNMP community string with read-only access using the following 
command: 

config snmp community accessmode ro name

HPE Comware (H3C) 
Remediation—If read only access using community strings is required, RedSeal 
recommends write access be disabled and read only community string access be 
configured.

SNMP write access to H3C devices can be disabled by issuing the following command:

undo snmp-agent community write <community_name>

RedSeal User Guide 9.4 631



Appendix A

SNMP read only community string access can be configured using the following 
command:

snmp-agent community read <community_name>

Juniper Junos OS 
Remediation—If SNMP is not required, RedSeal recommends that it be disabled. 

If read only access using community strings is required, RedSeal recommends that write 
access be disabled and read only community string access configured. 

SNMP write access to Juniper devices can be disabled by issuing the following 
command: 

delete snmp community <community_name> authorization 
read- write

SNMP read only community string access can be configured using the following 
commands: 

set snmp community <community_name> authorization read-
only

Source NAT Pool Too Small 
The Source NAT Pool Too Small check is applied to all Juniper Junos OS devices.

Summary—Source NAT pool too small

Description—The device configuration defines an address pool that is too small for the 
IP address range it is expected to service. 

Source NAT policies that use address shifting are not dynamic. The NAT policy will 
statically map source IP address to corresponding addresses in the address pool. Source 
addresses that do not have a corresponding mapping in the IP address range will have 
their traffic dropped.  

You should ensure that the address pool is at least as big as the IP address range defined 
in the address shifting policy. 

Remediation—Increase the address pool size to match the range of addresses defined in 
the address shifting translation rule, or, if the pool is the correct size for your 
environment, reduce the translation range.

Severity—medium
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Internal RedSeal ID—RS-114

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

SSH Rate Limit Not Set 
The SSH Rate Limit Not Set check is applied to all Juniper Junos OS devices.

Summary—The SSH rate-limit parameter is not set up

Description—Whenever SSH is enabled in a Junos device, Juniper recommends 
configuring the rate-limit parameter to protect against SYN flood and DoS attacks on 
the SSH port.

Remediation—Configure the rate-limit parameter under system services ssh with the 
following command: 

set system services ssh rate-limit <N>

Severity—medium

Internal RedSeal ID—RS-130

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

SSH Root Login Enabled 
The SSH Root Login Enabled check is applied to all Juniper Junos OS devices.

Summary—The SSH system service does not deny root logins

Description—Whenever SSH is enabled in a Junos device, Juniper recommends 
restricting the root account from accessing the ssh port.

Remediation—Restrict root access to ssh using the following command: 

set system services ssh root-login deny

Severity—medium

Internal RedSeal ID—RS-129
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Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

SSH Version 1 Enabled 
The SSH Version 1 Enabled check is applied to all Juniper Junos OS devices.

Summary—The SSH system service allows protocol version 1

Description—The device is configured to allow SSH version 1. 

SSH version 2 is generally considered more secure than version 1 because it is more 
deliberately designed and better documented and therefore more widely understood.  

Juniper recommends using version 2 when possible. 

Remediation—Restrict the ssh protocol to version 2 using the following command: 

set system services ssh protocol-version v2

Severity—medium

Internal RedSeal ID—RS-128

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

Stealth Rule Missing 
The Stealth Rule Missing check is applied to all Check Point devices.

Summary—Stealth rule missing

Description—No stealth rule was found on the firewall. 

The purpose of the stealth rule is to disallow any communication to the firewall itself, 
protecting it from attacks.  

This rule should be placed near the top of the rule base. The only rules above it should be 
those that permit or require access to the firewall. 

Remediation—Create a group called Firewalls and include all of the firewalls in your 
security policy. Create a stealth rule immediately after any explicit rule that allows access 
to firewalls. The stealth rule should have the following conditions: 
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 source—any 

 destination—Firewalls 

 action—drop 

 service—any 

 track—any 

 time—any 

Severity—medium

Internal RedSeal ID—RS-99

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.0. 

Superfluous Enable Password 
The Superfluous Enable Password check is applied to all Cisco IOS devices.

Summary—Superfluous enable password command

Description—Both enable password and enable secret are configured on the device. 
According to Cisco documentation, both passwords cannot be in effect simultaneously, 
and the newer more-secure enable secret command will take precedence. However, if 
both are configured with the same password, cracking the encryption on the less-secure 
form will provide an easy-to-follow clue to the more-securely encrypted password. 
Because of this, having both commands configured on the same device is considered to 
be high severity.

Remediation—Verify that the password set by the enable secret command allows access 
to the device, then enter the command no enable password .

Severity—high

Internal RedSeal ID—RS-41

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 
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TCP Keepalives In Disabled 
The TCP Keepalives In Disabled check is applied to all Cisco IOS devices.

Summary—Global option TCP Keepalives In is disabled

Description—The tcp-keepalives-in service has been disabled. This service generates 
keepalive packets on idle network connections initiated by a remote host. This allows a 
router to detect system failures on hosts with which it is communicating. An unclosed, 
stale connection might be used by an attacker to gain unauthorized entry into the device.

Remediation—Add the command service tcp-keepalives-in to the configuration to 
enable the keepalives in service.

Severity—low

Internal RedSeal ID—RS-57

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

TCP Keepalives Out Disabled 
The TCP Keepalives Out Disabled check is applied to all Cisco IOS devices.

Summary—Global option TCP Keepalives Out disabled

Description—The tcp-keepalives-out service has been disabled. The service generates 
keepalive packets on idle network connections that were initiated by the user on the 
device. An unclosed, stale connection might be used by an attacker to gain unauthorized 
entry into the device.

Remediation—Add the command service tcp-keepalives-out to enable the keepalives 
out service.

Severity—low

Internal RedSeal ID—RS-58

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 
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TCP Small Servers Enabled 
The TCP Small Servers Enabled check is applied to all Cisco IOS and Cisco IOS-XR 
devices.

Summary—Global TCP Small Servers enabled <...>

Description—The group of services known collectively as tcp small servers is enabled 
on the device:  

 echo 

 discard 

 chargen 

 daytime 

These services can be used to launch denial-of-service (DoS) and other attacks that 
would otherwise be prevented by packet filtering. Because the services are rarely used for 
legitimate purposes, the best policy is to disable them.

Remediation—Enter the command no service tcp-small-servers to disable the tcp small 
servers services.

Severity—medium

Internal RedSeal ID—RS-47

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Telnet Enabled on Device 
The Telnet Enabled on Device check is applied to the following platforms:

 Alcatel-Lucent SR OS 

 Alcatel AOS 

 Arista EOS 

 Aruba 

 Cisco Wireless Controller 

RedSeal User Guide 9.4 637



Appendix A

 Ericsson SmartEdge OS 

 ExtremeXOS 

 Juniper Junos OS 

 Radware Alteon 

 Yamaha 

Summary—The telnet protocol is enabled on the device

Severity—low

Internal RedSeal ID—RS-119

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.5. 

Alcatel AOS 
When the Telnet Enabled on Device check is run on Alcatel OmniSwitch 6850-U24X 
AOS devices, the following text will be added to the details displayed in the user 
interface:

Description—The telnet protocol is enabled on the device. Use of telnet is not 
considered to be a best practice. The more secure SSH is the preferred alternative.

Remediation—Configure the following commands to disable the telnet service: 

disable telnet

Alcatel-Lucent SR OS 
When the Telnet Enabled on Device check is run on Alcatel-Lucent 7750-SR OS 
devices, the following text will be added to the details displayed in the user interface:

Description—The telnet protocol is enabled on the device. Use of telnet is not 
considered to be a best practice. The more secure SSH is the preferred alternative.

Remediation—Configure the following commands to disable the telnet service: 

system > login-control > telnet > shutdown  

Arista EOS 
When the Telnet Enabled on Device check is run on Arista EOS devices, the following 
text will be added to the details displayed in the user interface:

Description—The telnet protocol is enabled on the device. Use of telnet is not 
considered to be a best practice. The more secure ssh is the preferred alternative.
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Remediation—Configure the following commands to disable the telnet service: 

switch(config)#management telnet switch(config-mgmt-
telnet)#shutdown OR switch(config)#no management telnet

Aruba 
When the Telnet Enabled on Device check is run on Aruba devices, the following text 
will be added to the details displayed in the user interface:

Description—The telnet protocol is enabled on the ArubaOS device. Use of telnet is 
not considered to be a best practice. The more secure ssh is the preferred alternative.

Remediation—Add the following command to the ArubaOS controller: 

no telnet cli

Cisco Wireless Controller 
When the Telnet Enabled on Device check is run on Cisco wireless controller devices, 
the following text will be added to the details displayed in the user interface:

Description—The telnet protocol is enabled on the device. Use of telnet is not 
considered to be a best practice. The more secure ssh is the preferred alternative.

Remediation—Use the following command to disable telnet: 

network telnet disable

Ericsson SmartEdge OS 
When the Telnet Enabled on Device check is run on an Ericsson device, the following 
will be added to the details:

Description—The telnet protocol is enabled on the Ericsson device. Use of telnet is not 
considered to be a best practice. The more secure SSH is the preferred alternative.

Remediation—Add the following command to the Ericsson SE device configuration: 

telnet disable

ExtremeXOS 
When the Telnet Enabled on Device check is run on an ExtremeXOS devices, the 
following will be added to the details:

Description—The telnet protocol is enabled on the ExtremeXOS device. Use of telnet 
is not considered to be a best practice. The more secure SSH is the preferred alternative.

Remediation—Add the following command to the ExtremeXOS device configuration: 
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disable telnet

Juniper Junos OS 
When the Telnet Enabled on Device check is run on Juniper Junos OS devices, the 
following will be added to the details:

Description—The telnet protocol is enabled on the Junos device. Use of telnet is not 
considered to be a best practice. The more secure ssh is the preferred alternative.

Remediation—Add the following command to the top of the configuration: 

delete system services telnet

Radware Alteon 
When the Telnet Enabled on Device check is run on Alteon devices, the following will 
be added to the details:

Description—The telnet protocol is enabled on the Alteon device. Use of telnet is not 
considered to be a best practice. The more secure ssh is the preferred alternative.

Remediation—Disable telnet access to this device and enable ssh instead: 

/c/sys/access ssh ena

Yamaha 
When the Telnet Enabled on Device check is run on Yamaha device, the following will 
be added to the details:

Description—The telnet protocol is enabled on the Yamaha device. Use of telnet is not 
considered to be a best practice. The more secure ssh is the preferred alternative.

Remediation—Enter the following into the device configuration: 

show config | grep telnet

Telnet Enabled on Interface 
The Telnet Enabled on Interface check is applied to the following platforms:

 A10 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

 Juniper ScreenOS 

640 RedSeal User Guide 9.4



Telnet Enabled on Interface 

 Palo Alto Networks 

Summary—The telnet protocol is enabled on interface <...>

Severity—low

Internal RedSeal ID—RS-80

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

A10 
When the Telnet Enabled on Interface check is run on A10 devices, the following text 
will be added to the details displayed in the user interface:

Description—The telnet protocol is disabled by default on the device. Telnet is enabled 
if the following is in the configuration:

enable-management service telnet management

Use of telnet is not considered to be a best practice. The more secure SSH is the 
preferred alternative. 

Remediation—Remove telnet for remote administration services. 

To disable telnet access for a management interface, issue the following commands:

disable-management service telnet management

Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 
When the Telnet Enabled on Interface check is run on Cisco PIX v7/8, ASA v8, Firewall 
Services Module v3/4 devices, the following text will be added to the details displayed in 
the user interface:

Description—The telnet protocol is enabled on the device. Use of telnet is not 
considered to be a best practice. The more secure ssh is the preferred alternative.

Remediation—Add the no form of the telnet command for each telnet command 
currently present in the configuration. 

If the configuration includes the following commands:

telnet 172.16.0.0. 255.255.0.0 inside telnet 10.0.0.0 
255.255.0.0 inside telnet 172.20.0.0 255.255.0.0 dmz1

...add the following to the configuration...

no telnet 172.16.0.0. 255.255.0.0 inside no telnet 
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10.0.0.0 255.255.0.0 inside no telnet 172.20.0.0 
255.255.0.0 dmz1

Juniper ScreenOS 
When the Telnet Enabled on Interface check is run on Juniper ScreenOS devices, the 
following text will be added to the details displayed in the user interface:

Description—The telnet protocol is enabled on the Juniper NetScreen device. Use of 
telnet is not considered to be a best practice. The more secure ssh is the preferred 
alternative.

Remediation—Add the following command to the top of the configuration: 

unset interface <interface_name> manage telnet

Palo Alto Networks 
When the Telnet Enabled on Interface check is run on Palo Alto Networks devices, the 
following text will be added to the details displayed in the user interface:

Description—The telnet protocol is enabled on the Palo Alto Networks device. 

Use of telnet is not considered to be a best practice. The more secure ssh is the preferred 
alternative. 

Remediation—Remove telnet and enable ssh for remote administration services. 

To disable telnet access for a management interface, issue the following commands:

set deviceconfig system service disable-telnet yes  

To disable telnet access from a management profile, issue the following commands:

set network profiles interface-management-profile 
{profile_name} telnet no

To enable ssh for a management interface, add the following command:

set deviceconfig system service disable-ssh no

To enable ssh from a management profile, issue the following commands:

set network profiles interface-management-profile 
{profile_name} ssh yes
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Telnet Server 
The Telnet Server check is applied to the following platforms:

 Alaxala AX3660S

 Allied Telesis

 Brocade IronWare 

 Cisco CSS 

 Cisco IOS 

 Cisco NXOS 

 Cisco SG 

 Dell Force10 

 Enterasys Layer 2 

 Enterasys Layer 3 

 Extreme VSP

 Fortinet FortIOS 

 Fujitsu IPCOM EX2 

 Fujitsu XG 

 Hitachi Apresia AEOS

 HPE Comware (H3C) 

 HPE ProCurve 

 NEC Univerge IX

 Yamaha 

Summary—The telnet server is enabled

Description—The telnet service is enabled on the device. Use SSH, a more secure 
protocol, instead.

Severity—low

Internal RedSeal ID—RS-19
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Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Brocade IronWare 
When the Telnet Server check is run on Brocade IronWare devices, the following text 
will be added to the details displayed in the user interface:

Remediation—Use the command no telnet server  (was formerly no telnet-server ) to 
turn telnet off. 

Enable ssh by generating a public and private RSA (encryption) key pair with the 
following command: 

crypto key generate rsa

If the key pair exists, ssh is enabled by default.

Cisco CSS 
When the Telnet Server check is run on Cisco CSS devices, the following text will be 
added to the details displayed in the user interface:

Remediation—Add the following command to the top of the configuration: 

restrict telnet

Cisco IOS 
When the Telnet Server check is run on Cisco IOS devices, the following text will be 
added to the details displayed in the user interface:

Remediation—Add one of the following commands to the top of the configuration. To 
allow no access through the vty: 

config t line vty <line numbers> transport input none

...or, to allow only desired access... 

config t line vty <line number> transport input ssh

Cisco NXOS 
When the Telnet Server check is run on Cisco NXOS devices, the following will be 
added to the details:

Description—By default, all protocols are allowed. Either block all protocols, or 
allow :only specific protocols.

Remediation—Add one of the following commands to the top of the configuration: 
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no feature telnet

...or... 

no telnet service enable

Cisco SG 
When the Telnet Server check is run on Cisco SG devices, the following will be added to 
the details:

Description—The telnet service is enabled on the device. Use SSH or a more secure 
protocol instead of telnet.

Remediation—Configure the following command to disable the telnet server: 

no ip telnet server

Dell Force10 
When the Telnet Server check is run on Dell Force10 devices, the following will be 
added to the details:

Description—The telnet service is enabled on the device. Use ssh , a more secure 
protocol, instead.

Remediation—Configure the following command to disable the telnet server:

no ip telnet server enable

Enterasys Layer 2 and Layer 3 
When the Telnet Server check is run on Enterasys Layer 2 and Layer 3 devices, the 
following text will be added to the details displayed in the user interface:

Description—The telnet service is enabled on the device. Use ssh, a more secure 
protocol, instead.

Remediation—Configure the following command to disable the telnet server:

set telnet disable inbound

Extreme VSP 
When the Telnet Server check is run on Extreme VSP, the following will be added to the 
details:

Description—The telnet service is enabled on the device. Use ssh , a more secure 
protocol, instead.

Remediation—Configure the following command to disable the telnet server: 
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no boot config flags telnetd

Configure the following command to enable the SSH server:

ssh

Fortinet FortIOS 
When the Telnet Server check is run on Fortinet FortIOS devices, the following text will 
be added to the details displayed in the user interface:

Remediation—Omit the telnet token when using the set allowaccess command to 
disable telnet on this interface. Example: 

config system interface edit <interface_name> set 
allowaccess https|snmp|ping|ssh end

Fujitsu IPCOM EX2 
Description: The Fujitsu IPCOM device does not support disabling the Telnet service.

Remediation: Configure an Access Control Rule to filter telnet traffic destined for 
device.

Fujitsu XG 
Description: The telnet service is enabled on the device. Use ssh, a more secure 
protocol, instead.

Remediation: Configure the command below to disable the telnet server:

no telnet-server

Hitachi Apresia AEOS 
When the Telnet Server check is run on Hitachi Apresia AEOS devices, the following 
text will be added to the details displayed in the user interface:

Remediation—Disable telnet server by using the following command: 

telnet server disable

HPE Comware (H3C) 
Description: The telnet service is enabled on the device. Use SSH, a more secure 
protocol, instead.

Remediation: Enter the following command to disable the telnet server:

undo telnet server enable
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HPE ProCurve 
Description—The telnet protocol is enabled on the device. Use of telnet is not 
considered to be a best practice. The more secure SSH is the preferred alternative.

Remediation—Disable the telnet server with the following command: 

no telnet-server

NEC Univerge IX 
The telnet service is enabled on the device. Use ssh, a more secure protocol.

Remediation—Use the following command to disable the telnet server: 

no telnet-server ip enable

Yamaha 
The telnet service is enabled on the device. Use ssh, a more secure protocol.

Remediation—Enter the following into the device configuration: 

telnetd service off

TFTP Server Enabled 
The TFTP Server Enabled check is applied to the following platforms:

 Cisco IOS 

 Cisco IOS-XR

 Cisco VPN 3000 

Summary—Global service TFTP is enabled

Description—The Trivial File Transfer Protocol (Tftp) is enabled on the device. Even 
though it is popular because it provides an easy way to transfer files between network 
devices, tftp is not a secure service and normally should not be running on any device in 
a secure network.

Severity—low

Internal RedSeal ID—RS-49

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 
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Cisco IOS 
When the TFTP Server Enabled check is run on Cisco IOS devices, the following text 
will be added to the details displayed in the user interface:

Remediation—Enter the command no tftp-server <options> to disable the 
service (the value of <options> should be the same values contained in the enabling 
command)

Cisco VPN 3000 
When the TFTP Server Enabled check is run on Cisco VPN 3000 devices, the following 
will be added to the details:

Remediation—Go to the Configuration | System | Management Protocols | TFTP 
Screen VPN 3000 management web page and disable TFTP.

Time Synchronization not Configured 
It is recommended that all network devices be configured to synchronize with a network 
time source. Accurate timing is important for logging of events and is inherently 
important for other services that make use of time, such as schedulers. 

The Time Synchronization not Configured check is applied to the following platforms:

 A10

 Alaxala AX3660S 

 Alcatel-Lucent SR OS 

 Alcatel AOS 

 Allied Telesis

 Aruba ArubaOS 

 Cisco SG 

 Cisco Wireless Controller 

 Dell Force10 

 Enterasys Layer 2 

 Enterasys Layer 3 

 Ericsson SmartEdge OS 
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 Extreme VSP

 Extreme XOS 

 Fujitsu IPCOM EX2 

 Fujitsu XG

 Hitachi Apresia AEOS 

 HPE ProCurve 

 Juniper Junos OS 

 NEC Univerge IX

 Palo Alto Networks 

 Phoenix Contact mGuard

 SonicWALL SonicOS 

 Radware Alteon 

 WatchGuard Fireware OS 

 Yamaha 

Summary—Device not configured to synchronize with a network time source

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. 

Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Remediation for this issue is device-specific. 

Severity—medium

Internal RedSeal ID—RS-110

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 4.2. 

Alcatel AOS 
When the Time Synchronization not Configured check is run on Alcatel-Lucent 
OmniSwitch 6850-U24X AOS devices, the following will be added to the details:

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. 
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Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Configure the device to synch up with a time server by adding the 
following command: 

ntp server <ip_address>

Aruba 
When the Time Synchronization not Configured check is run on Aruba devices, the 
following will be added to the details:

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. 

Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Configure the device to synch up with a time server by adding the 
following command: 

ntp server < ip_address>

Cisco SG 
The Cisco SG 300 device is not configured to synchronize its clock with a network time 
source.

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. Accurate timing is important for event logging 
and other services that use time as a feature, for example, a scheduler.

Remediation—Configure the device to use a network time source as follows:

sntp server host <host_ip_address>

Cisco Wireless Controller 
A Cisco wireless controller device is not configured to synchronize its clock with a 
network time source.

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. Accurate timing is important for event logging 
and other services that use time as a feature, for example, a scheduler.

Remediation—Configure the device to use a network time source as follows:

config time ntp server < ip address >
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Dell Force10 
When the Time Synchronization not Configured check is run on Dell Force10 devices, 
the following will be added to the details:

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. 

Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Configure the device to use a network time source as follows:

ntp server host <host_ip_address>

Enterasys Layer 2 and Layer 3 
When the Time Synchronization not Configured check is run on Enterasys Layer 2 and 
Layer 3 devices, the following will be added to the details:

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service.

Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Configure the device to use a network time source with the following 
command: 

set sntp server <server_IP_address>

Ericsson SmartEdge OS 
When the Time Synchronization not Configured check is run on Ericsson SmartEdge 
devices, the following will be added to the details:

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. 

Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Configure the device to synch up with a time server by adding the 
following command: 

ntp server <ip_address>

Extreme VSP 
Device is not configured to synchronize its clock with a network time source.
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Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. Accurate timing is important for event logging 
and other services that use time as a feature, for example, a scheduler.

Remediation—Configure the device to synchronize with a time server: 

ntp
ntp server <server_IP> enable

Fujitsu IPCOM EX2 
Remediation: Configure the device to use a network time source as follows:

ntp server <ntp_server>

Fujitsu XG 
Remediation: Configure the device to use a network time source as follows:

ntp-server host <host_ip_address>

Hitachi Apresia AEOS 
When the Time Synchronization not Configured check is run on Hitachi Apresia AEOS 
devices, the following will be added to the details:

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. 

Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Configure the device to use a network time source as follows: 

(config)# ntp server <ip_address>
(config)# ntp enable

HPE ProCurve 
An HPE ProCurve device is not configured to synchronize its clock with a network time 
source.

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. Accurate timing is important for event logging 
and other services that use time as a feature, for example, a scheduler.

Remediation—Configure the device to synchronize with a network time source as 
follows: 

timesync sntp
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Juniper Junos OS 
When the Time Synchronization not Configured check is run on Juniper Junos OS 
devices, the following will be added to the details:

Description—Juniper recommends that all network devices be configured to 
synchronize with a network time source. 

Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Configure the device to synchronize with a time server by adding the 
following command: 

set system ntp server <address of time server>

NEC Univerge IX 
RedSeal recommends that all network devices be configured to synchronize with a 
network time service.

Remediation—Configure the device to synchronize with a time server: 

ntp server <ntp_server>

Palo Alto Networks 
When the Time Synchronization not Configured check is run on Palo Alto Networks 
devices, the following text will be added to the details displayed in the user interface:

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. 

Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Configure the device to synchronize with a time server by adding the 
following command: 

set deviceconfig system ntp-server-1 <address of time 
server>

Phoenix Contact mGuard 
RedSeal recommends that all network devices be configured to synchronize with a 
network time service.

Remediation—Configure the device to synchronize with a time server by enabling an 
NTP server with the following NTP server details: 
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NTP_SERVERS = {
   {
     { rid = "MAIv925312717" }
     NTP_SERVER = "pool.ntp.org"
     PREFER_VPN = "no"
   }
}
 

Radware Alteon 
When the Time Synchronization not Configured check is run on Alteon devices, the 
following text will be added to the details displayed in the user interface:

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. 

Accurate timing is important for logging of events, and for other time-sensitive services 
such as schedulers. 

Remediation—Configure the device to synchronize with a time server: 

/c/sys/ntp on prisrv 10.21.2.123

SonicWALL SonicOS 
A SonicWALL device is not configured to synchronize its clock with a network time 
source.

Description—RedSeal recommends that all network devices be configured to 
synchronize with a network time service. Accurate timing is important for event logging 
and other services that use time as a feature, for example, a scheduler.

Remediation—Configure the device to synchronize with a time server: 

time
use-ntp
ntp-server <ip address>

WatchGuard Fireware OS 
Remediation— Configure the device to synchronize with a time server using the Web 
UI under NTP in the System configuration section.

Yamaha 
RedSeal recommends that all network devices be configured to synchronize with a 
network time service.
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Remediation—Configure the device to synchronize with a time server: 

schedule at <id> date <date_time> ntpdate <ntpserver>

Traffic Allowed by Default 
The Traffic Allowed by Default check is applied to the following platforms:

 Juniper Junos OS 

 Juniper ScreenOS 

 Phoenix Contact mGuard

Summary—Traffic allowed by default

Description—The firewall is configured to use a default permit all policy for traffic that 
does not match another policy. Allowing traffic to or from unspecified interfaces (any to 
any source/destination address) is not recommended. Instead, create policies that 
explicitly define desired traffic flows.

Severity—high

Internal RedSeal ID—RS-81

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Juniper Junos OS 
When the Traffic Allowed by Default check is run on Juniper Junos OS devices, the 
following text will be added to the details displayed in the user interface:

Description—The firewall is configured to use a default permit all policy (enabled by 
the firewall command set security policies default-policy 
permit-all ) for traffic that does not match another policy. Allowing traffic to or 
from unspecified interfaces (any to any source/destination address) is not recommended. 
Instead, create policies that explicitly define desired traffic flows.

Remediation—Add the command delete security policies default-policy permit-all to 
the firewall configuration and then create explicit policies to permit desired traffic flows.

Juniper ScreenOS 
When the Traffic Allowed by Default check is run on Juniper ScreenOS devices, the 
following will be added to the details:
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Description—The firewall is configured to use a default permit all policy (enabled by 
the firewall command set policy default-permit-all) for traffic that does 
not match another policy. Allowing traffic to or from unspecified interfaces (any to any 
source/destination address) is not recommended. Instead, create policies that explicitly 
define desired traffic flows.

Remediation—Add the command unset policy default-permit-all to 
the firewall configuration and then create explicit policies to permit desired traffic flows.

UDP Small Servers Enabled 
The UDP Small Servers Enabled check is applied to all Cisco IOS and Cisco IOS-XR 
devices.

Summary—Global UDP Small Servers enabled <...>

Description—The group of services known collectively as udp small servers is enabled 
on the device:  

 echo 

 discard 

 chargen 

These services can be used to launch denial-of-service (DoS) and other attacks that 
would otherwise be prevented by packet filtering. Because the services are rarely used for 
legitimate purposes, the best policy is to disable them.

Remediation—Add the command no service udp-small-servers to disable the udp small 
servers services.

Severity—medium

Internal RedSeal ID—RS-48

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Unbound VIP 
The Unbound VIP check is applied to the following platforms:
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 Brocade IronWare 

 Cisco ACE 

 F5 BIG-IP 

 Stringray 

Summary—Inactive VIP: "<...>"

Description—The VIP is not bound to a pool or real servers and is therefore not needed 
in the current configuration.

Remediation—Delete the VIP definition, or activate the VIP by adding a pool or server 
reference.

Severity—low

Internal RedSeal ID—RS-87

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 2.1. 

Undefined Policy/ACL Reference 
The Undefined Policy/ACL Reference check is applied to all devices.

Summary—Reference to undefined policy/ACL "<...>"

Description—A reference to a policy or acl (access control list) that is not defined was 
found in the device configuration. This causes the device to behave as if there were no 
policy/ acl configured, which means that all traffic is permitted.

Remediation—Make sure that all referenced policies/ acls exist, or remove the reference.

Severity—high

Internal RedSeal ID—RS-35

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Unencrypted Passwords 
The Unencrypted Passwords check is applied to the following platforms:
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 Brocade IronWare 

 Cisco IOS 

 HPE Comware (H3C) 

Summary—Configuration contains unencrypted passwords

Description—The password encryption service is not currently configured. Passwords 
created without this service may (with some exceptions) be stored in clear text until the 
password encryption service is turned on, at which time they will be encrypted.

Severity—high

Internal RedSeal ID—RS-16

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Brocade IronWare 
When the Unencrypted Passwords check is run on Brocade IronWare devices, details 
displayed in the user interface will include the following:

Remediation—Use the command service password-encryption to encrypt 
passwords.

Cisco IOS 
When the Unencrypted Passwords check is run on Cisco IOS devices, the following text 
will be added to the details displayed in the user interface:

Remediation—Add the command service password-encryption to the 
device configuration.

HPE Comware (H3C) 
When the Unencrypted Passwords check is run on H3C devices, the following details 
will be displayed in the user interface:

Remediation—Use the password cipher command to encrypt passwords.

Unrestricted ICMP 
The Unrestricted ICMP check is applied to the following platforms:

 Cisco Firewall Services Module v2 
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 Cisco PIX v6 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

 HPE Comware (H3C) 

Summary—Unrestricted ICMP traffic allowed

Description—The device has no access rules restricting the flow of icmp (internet 
control message protocol) packets. This is insecure, especially for interfaces which lead 
into an untrusted network. Access rules should be created to control icmp traffic.

Remediation—Create access rules to restrict icmp traffic to a few desired sources and 
interfaces.

Severity—medium

Internal RedSeal ID—RS-31

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 
When the Unrestricted ICMP check is run on Cisco PIX v7/8, ASA v8, Firewall Services 
Module v3/4 devices, the following text will be added to the details displayed in the user 
interface:

Remediation—Below are some CLI examples: 

icmp permit host 10.1.1.1 inside echo icmp permit 
172.16.0.0 255.255.255.0 dmz1 no icmp permit any 
<interface name>

HPE Comware (H3C) 
When the Unrestricted ICMP check is run on H3C devices, the following text will be 
added to the details displayed in the user interface:

Remediation—Create access rules to restrict icmp traffic to a few desired sources and 
interfaces.

Untrusted Access to ANY Service 
The Untrusted Access to ANY Service check is applied to the network fabric, not to 
individual devices.
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Summary—Untrusted ANY service access from subnet <...> to one or more hosts in 
trusted subnet(s)

Description—The Untrusted Access to ANY Service Best Practices check is not 
confined to individual device configurations. It conducts an end-to-end test across the 
entire network looking for lax access policies. 

Failure of this test means the network is allowing unrestricted access to any service on 
one or more hosts in a subnet, which is a violation of best practices. Failure reports 
presented in the RedSeal client interface will identify the untrusted source subnet and 
the target subnet or subnets that are exposed. No network devices will be listed since this 
test does not check devices. 

To investigate further, create a query in the Security Intelligence Center to determine 
which paths are involved. Set the From address to the untrusted subnet and the To 
address to a targeted subnet. 

Note  Traffic flows from a subnet designated as Internet or Extranet may include more 
than the subnet's own address range. RedSeal detects any traffic that can reach the 
destination from or through the source subnet. 

Unrestricted access should be allowed only when both source and destination subnets are 
in trusted address spaces. Access from an untrusted subnet should be restricted to specific 
services that are individually identified. Destination addresses should be confined to a 
small, specified region of trusted address space. 

Remediation—To prevent failures of the Untrusted Access to ANY Service Best 
Practices check from occurring in the future, you will need to first identify the network 
devices that are allowing the traffic, then configure acls (access control lists) on those 
devices to only allow specific services access to small regions of trusted address space.

Severity—high

Internal RedSeal ID—RS-65

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Untrusted Miscellaneous Service Access 
The Untrusted Miscellaneous Service Access check is applied to the network fabric, not 
to individual devices.
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Summary—Untrusted <...> access from subnet <...> to one or more hosts in trusted 
subnet(s) on <...> port <...>

Description—The Untrusted Miscellaneous Service Access Best Practices check is 
not confined to individual device configurations. It conducts an end-to-end test across 
the entire network looking for lax access policies. 

Failure of this test means that the network allows access from an untrusted subnet to one 
or more trusted subnets, using one of the following insecure services: 

 finger 

 tftp 

 syslog 

Allowing any of these protocols to reach trusted subnets from the outside is a violation of 
best practices. (Use of other services is tested by other Best Practices checks. See the Best 
Practices appendix in the RedSeal User's Guide for details.) 

Failure reports presented in the RedSeal client interface will identify the untrusted source 
subnet, the service protocol, and the trusted subnets that are exposed. No devices will be 
listed since this test does not check devices. 

To investigate further, create a query in the Security Intelligence Center. Set the From 
address to the untrusted subnet and the To address to the subnet containing the 
reachable hosts. 

Note  Traffic flows from a subnet designated as Internet or Extranet may include more 
than the subnet's own address range. RedSeal detects any traffic that can reach the 
destination from or through the source subnet. 

Insecure services should never be exposed to an untrusted network. 

Remediation—To prevent failures of the Untrusted Miscellaneous Service Access  
Best Practices check from occurring in the future, you will need to first identify the 
network devices that are allowing the traffic, then configure acls (access control lists) on 
those devices to restrict access to the subnet by service and trusted address space.

Severity—high

Internal RedSeal ID—RS-67

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 
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Untrusted Netbios Access 
The Untrusted Netbios Access check is applied to the network fabric, not to individual 
devices.

Summary—Untrusted netbios access from subnet <...> to one or more hosts in trusted 
subnet(s) on <...>

Description—The Untrusted Netbios Access Best Practices check is not confined to 
individual device configurations. It conducts an end-to-end test across the entire network 
looking for lax access policies. 

Failure of this test means that Microsoft Netbios packets originating in an untrusted 
subnet are able to access a trusted subnet, which is a violation of best practices. Failure 
reports presented in the RedSeal client interface will identify the untrusted source subnet 
and the target or targets that are exposed. No devices will be listed since this test does not 
check devices.  

To investigate further, create a query in the Security Intelligence Center to determine 
which paths are involved. Set the From address to the untrusted subnet and the 
To address to the subnet containing the reachable hosts. 

Note  Traffic flows from a subnet designated as Internet or Extranet may include more 
than the subnet's own address range. RedSeal detects any traffic that can reach the 
destination from or through the source subnet. 

Failure of the Untrusted Netbios Access Best Practices check means that the network 
allows access to Microsoft Netbios ports from untrusted address space. 

Remediation—To prevent failures of the Untrusted Netbios Access check from 
occurring in the future, you will need to first identify the network devices that are 
allowing the traffic, then configure acls (access control lists) on those devices to block 
access to netbios ports from untrusted address space.

Severity—high

Internal RedSeal ID—RS-64

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 
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Untrusted Network Device Access 
The Untrusted Network Device Access check is applied to the network fabric, not to 
individual devices.

Summary—Untrusted access to network device(s) on <...> from/through subnet <...>

Description—The Untrusted Network Device Access check is not confined to 
individual device configurations. It conducts an end-to-end test across the entire network 
looking for lax access policies. 

Failure of this test means the network allows access from an untrusted subnet to one or 
more network devices. This Best Practices check will fail if access is permitted using a 
service other than one of the following:   

 bgp  

 http  

 https  

 ntp  

 rexec  

 rcp  

 rlogin  

 rsh  

 ssh  

 telnet  

Two of these protocols, ntp and bgp, are allowed according to best practices.  

The other protocols on the list are considered serious violations, but different Best 
Practices checks are run to test for them. See the RedSeal User's Guide for details.)  

Failure reports presented in the RedSeal client application will identify both the device 
that is exposed and the untrusted subnet from which access is permitted. Remediation 
efforts should not be limited to just the targeted device, but should also be directed at 
blocking the undesired traffic through the network.  

To investigate traffic flow, create a query in the Security Intelligence Center. Set the 
From address to the untrusted subnet and the To field to the exposed device. 
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Note  Traffic flows from a subnet designated as Internet or Extranet may include more 
than the subnet's own address range. RedSeal detects any traffic from or through the 
subnet that could get access to the network device's management ports. 

Remediation—To prevent failures of the Untrusted Network Device Access Best 
Practices check from occurring in the future, you should first identify all network devices 
that are allowing the traffic, then configure acls (access control lists) to to allow only 
ntp or bgp access to this network device from specified address space.

Severity—high

Internal RedSeal ID—RS-63

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Untrusted Remote Login Access 
The Untrusted Remote Login Access check is applied to the network fabric, not to 
individual devices.

Summary—Untrusted <...> access from subnet <...> to one or more hosts in trusted 
subnet(s) on <...> port <...>

Description—The Untrusted Remote Login Access Best Practices check is not 
confined to individual device configurations. It conducts an end-to-end test across the 
entire network looking for lax access policies. 

Failure of this test means that the network allows users in an untrusted subnet to log in 
to hosts in one or more trusted subnets, which is a violation of best practices.  

Failure reports presented in the RedSeal client interface will identify the untrusted source 
subnet, the login protocol allowed, and the trusted subnet or subnets. No network 
devices will be listed since this test does not check devices.  

To investigate further, create a query in the Security Intelligence Center to determine 
which paths are involved. Set the From address to the untrusted subnet and the 
To address to a subnet containing a reachable host. 

Note  Traffic flows from a subnet designated as Internet or Extranet may include more 
than the subnet's own address range. RedSeal detects any traffic that can reach the 
destination from or through the source subnet. 
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Remote login access to a subnet from an untrusted subnet should be restricted to a small 
region of trusted address space. 

Remediation—To prevent failures of the Untrusted Remote Login Access Best 
Practices check from occurring in the future, you will need to first identify the network 
devices that are allowing the traffic, then configure acls (access control lists) on those 
devices to allow remote logins only from small regions of trusted address space.

Severity—high

Internal RedSeal ID—RS-66

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Untrusted Remote Login Access to 
Network Device 

The Untrusted Remote Login Access to Network Device check is applied to the network 
fabric, not to individual devices.

Failure reports show both the untrusted subnet from which logins are permitted and 
every device exposed. There can be hundreds of results showing access from a single 
untrusted network. To improve performance, RedSeal returns a maximum of 100 
instances of access for each untrusted subnet. If this check finds access from more than 
one untrusted subnet, each failure returns a maximum 100 examples of the untrusted 
access. 

To investigate traffic flow, create a Detailed Path query. Use the untrusted subnet as the 
source, and choose any exposed device as the destination. Examine the hops in the path 
to see where incorrect access is granted. Block access at that point.

Summary—Untrusted <...> access to network device(s) on <...> port <...> from/through 
subnet <...>

Description—The Untrusted Remote Login Access to Network Device Best 
Practices check is not confined to individual device configurations. It conducts an end-
to-end test across the entire network looking for lax access policies. 

Failure of this test means that remote logins to a network device are allowed from an 
untrusted subnet, which is a violation of best practices. Failure reports presented in the 
RedSeal client application will identify both the device(s) exposed and the untrusted 
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subnet from which logins are permitted. Remediation efforts should not be limited to 
just the targeted device, but should also be directed at blocking the undesired traffic 
through the network.  

Note  Traffic flows from a subnet designated as Internet or Extranet may include more 
than the subnet's own address range. RedSeal detects any traffic from or through the 
subnet that could get access to the network device's management ports.

Access to network devices should be restricted to a small region of trusted address space. 

Remediation—To prevent failures of the Untrusted Remote Login Access to 
Network Device test from occurring in the future, use a Detailed Path query to identify 
all network devices that are allowing the traffic, then configure acls (access control lists) 
to restrict access to the device.

Severity—high

Internal RedSeal ID—RS-62

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Untrusted SNMP Access 
The Untrusted SNMP Access check is applied to the network fabric, not to individual 
devices.

Summary—Untrusted <...> access from subnet <...> to one or more hosts in trusted 
subnet(s) on <...> port <...>

Description—The Untrusted SNMP Access Best Practices check is not confined to 
individual device configurations. It conducts an end-to-end test across the entire network 
looking for lax access policies. 

Failure of this test means that the network allows Simple Network Management Protocol 
(SNMP) packets originating in an untrusted subnet to reach hosts in one or more 
trusted subnets, which is a violation of best practices. Failure reports in the RedSeal 
client application will identify the untrusted source subnet and the trusted subnets that 
are exposed. No devices will be listed since this test does not check devices.  
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To investigate further, create a query in the Security Intelligence Center in the client 
application to determine which paths are involved. Set the From address to the untrusted 
subnet and the To address to one of the trusted subnets containing reachable hosts. 

Note  Traffic flows from a subnet designated as Internet or Extranet may include more 
than the subnet's own address range. RedSeal detects any traffic that can reach the 
destination from or through the source subnet. 

Remediation—To prevent failures of the Untrusted SNMP Access Best Practices 
check from occurring in the future, you will need to first identify the network devices 
that are permitting the traffic, then configure acls (access control lists) on those devices to 
restrict snmp access to the subnet.

Severity—high

Internal RedSeal ID—RS-68

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Untrusted Traceroute and Ping Access 
The Untrusted Traceroute and Ping Access check is applied to the network fabric, not to 
individual devices.

Summary—Untrusted traceroute and ping access from subnet <...> to one or more 
hosts in trusted subnet(s)

Description—The Untrusted Traceroute and Ping Access Best Practices check is not 
confined to individual device configurations. It conducts an end-to-end test across the 
entire network looking for lax access policies. 

Failure of this test means that traceroute and ping (icmp echo) packets originating in an 
untrusted subnet are able to access hosts in one or more trusted subnets, which is a 
violation of best practices. Failure reports presented in the RedSeal client application will 
identify the unstrusted source subnet and the trusted subnets that are exposed. No 
devices will be listed since this test does not check devices.  

To investigate further, create a query in the Security Intelligence Center in the client 
application to determine which paths are involved. Set the From address to the untrusted 
subnet and the To address to a trusted subnet containing reachable hosts. 
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Note  Traffic flows from a subnet designated as Internet or Extranet may include more 
than the subnet's own address range. RedSeal detects any traffic that can reach the 
destination from or through the source subnet. 

Access for these protocols should be blocked from untrusted subnets. 

Remediation—To prevent failures of the Untrusted Traceroute and Ping Access Best 
Practices check from occurring in the future, you will need to first identify the network 
devices that are allowing the traffic, then configure acls (access control lists) on those 
devices to restrict traceroute and ping access to the trusted subnet. Disallow inbound 
icmp echo (type/code: 8/0) from untrusted subnets.

Severity—low

Internal RedSeal ID—RS-69

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Unused Pool 
The Unused Pool check is applied to the following platforms:

 F5 BIG-IP 

 Stringray 

Summary—The pool named "<...>" is not referenced.

Description—The pool is not referenced by a virtual server and therefore is not needed 
in the current configuration.

Remediation—Delete the pool definition, or add a reference to the pool from a virtual 
server.

Severity—low

Internal RedSeal ID—RS-85

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 2.1. 
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Unused Real Server 
The Unused Real Server check is applied to the following platforms:

 Brocade IronWare 

 F5 BIG-IP 

 Stringray 

Summary—The real server named "<...>" is not referenced

Description—The real server is not referenced by any pool or VIP and therefore is not 
needed in the current configuration.

Remediation—Delete the server definition, or include the server in a pool or VIP 
definition.

Severity—low

Internal RedSeal ID—RS-86

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 2.1. 

Weak Community String 
The Weak Community String check is applied to the following platforms:

 A10 

 Alaxala AX3660S

 Alcatel-Lucent SR OS 

 Alcatel AOS 

 Allied Telesis

 Radware Alteon 

 Arista EOS 

 Aruba 

 Cisco ACE 
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 Cisco Firewall Services Module v2 

 Cisco IOS 

 Cisco IOS-XR

 Cisco PIX v6 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

 Cisco SG 

 Cisco Wireless Controller 

 Dell Force10 

 Enterasys Layer 2 

 Enterasys Layer 3 

 Ericsson SmartEdge OS 

 Fujitsu IPCOM EX2 

 Fujitsu XG

 Hitachi Apresia AEOS 

 HPE Comware (H3C) 

 HPE ProCurve 

 Juniper Junos OS 

 Juniper ScreenOS 

 NEC Univerge IX

 Phoenix Contact mGuard

 SonicWALL SonicOS 

 WatchGuard Fireware OS 

 Yamaha 

Summary—Weak community string in command <...>

Description—A weak Simple Network Management Protocol (SNMP) community 
string can be easily guessed, allowing unauthorized access to the device.

Remediation—Choose a community string that is not obvious.

Severity—high
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Weak Community String 

Internal RedSeal ID—RS-32

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Weakly Encrypted Password 
The Weakly Encrypted Password check is applied to the following platforms:

 Cisco ACE 

 Cisco IOS 

Summary—Weakly encrypted password found

Description—A weakly encrypted username or enable password has been found.

Remediation—Use the secret keyword with PBKDF2 or SCRYPT hash options for all 
username and enable passwords to ensure a strong encryption.

Severity—high

Internal RedSeal ID—RS-38

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Weak or Non-existent Wi-Fi Authentication 
or Encryption 

The Weak or Non-existent Wi-Fi Authentication or Encryption check is applied to all 
Aruba and Cisco Wireless Controller devices.

Summary—Weak or Non-existent Wi-Fi Authentication or Encryption

Description—The device contains a wireless LAN profile that either has no 
authentication (Opensystem) or an authentication/encryption method that is no longer 
considered secure (WEP, WPA-PSK, or WPA-TKIP)

Remediation—Enable authentication or a secure authentication/encryption method.

Severity—medium

RedSeal User Guide 9.4 671



Appendix A

Internal RedSeal ID—RS-137

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 6.0. 

Aruba 
Description: Weak or non-existent Wi-Fi Authentication or Encryption.

Remediation—Change the opmode subcommand in the wlan ssid-profile or 
ap mesh-cluster-profile commands to use the WPA2 security protocol using 
AES encryption.

Cisco Wireless Controller 
Description: Weak or non-existent Wi-Fi Authentication or Encryption.

Remediation—Enable WPA for the WLAN by entering this command: config 
wlan security wpa enable wlan_id. 

Enable AES data encryption for WPA command: config wlan security wpa 
ciphers aes enable wlan_id.

Weak or Well Known Password 
The Weak or Well Known Password check is applied to Cisco IOS devices.

Summary—A weak or well known password has been found.

Description—Simple passwords are potential security hazards. In this case, weak or well 
known passwords have been found (i.e. admin, cisco, password, etc.).

Remediation—Select a password that meets pre-defined complexity requirements for a 
strong password. Avoid using default passwords.

Severity—medium

Internal RedSeal ID—RS-154

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 9.3.2. 
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Weak Type 4 Password 
The Weak Type 4 Password check is applied to all Cisco IOS devices.

Summary—Cisco Type 4 password found to be in use

Description—A weak Type 4 password has been found to be in use. This creates the 
potential to allow unauthorized access to the device. A limited number of Cisco IOS and 
Cisco IOS XE releases based on the Cisco IOS 15 code base included support for a new 
algorithm to hash user-provided plaintext passwords. This algorithm is called Type 4, and 
a password hashed using this algorithm is referred to as a Type 4 password. Due to an 
implementation issue, the Type 4 password algorithm does not use PBKDF2 and does 
not use a salt, but instead performs a single iteration of SHA-256 over the user-provided 
plaintext password. This approach causes a Type 4 password to be less resilient to brute-
force attacks than a Type 5 password of equivalent complexity.

Remediation—Manually remove existing Type 4 passwords from your configuration 
and replace them with Type 5 passwords.

Severity—high

Internal RedSeal ID—RS-138

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: 6.7. 

IP Redirects on Device 
The IP Redirects on Device check is applied to all HPE Comware (H3C) devices.

Summary—IP redirect message enabled on device

Description—The configuration allows the device to generate ICMP (internet control 
message protocol) redirect messages on interfaces in public address space (IP addresses 
not defined as private by RFC-1918).

Remediation—Enter the undo ip redirects enable command on the 
appropriate interface.

Severity—medium

Internal RedSeal ID—RS-139

RedSeal User Guide 9.4 673



Appendix A

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 

IP Unreachable on Device 
The IP Unreachable on Device check is applied to all HPE Comware (H3C) devices.

Summary—IP Unreachable messages allowed on device

Description—The device has been configured to send unreachable messages in response 
to Internet Control Message Protocol (ICMP) probes. These unreachable messages can 
be used by an attacker to map your network topology and perform network diagnosis. 
Generation of unreachable messages should be disabled on devices that are connected to 
untrusted networks.

Remediation—Add the command undo ip unreachable to the device 
configuration.

Severity—medium

Internal RedSeal ID—RS-140

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 

Network or Host Listed on Multiple Anti-
spoof Lists 

The Network or Host Listed on Multiple Anti-spoof Lists check is applied to all 
Forcepoint Stonesoft devices.

Summary—A network or host is listed on two or more anti-spoof lists

Description—A comparison of anti-spoof lists determined that a network or host is 
listed on two or more anti-spoof lists allowing packets from this source network or host 
to be sent to multiple interfaces.

Remediation—If this is a misconfiguration, delete the network from the anti-spoof list 
of one of the interfaces.

Severity—low
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Network or Host Listed on Multiple Anti-spoof Lists 

Internal RedSeal ID—RS-141

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 

Anti-spoof List Contains Overlapping 
Subnets 

The Anti-spoof List Contains Overlapping Subnets check is applied to all Forcepoint 
Stonesoft devices.

Summary—A part of a network or host is listed on overlapping anti-spoof lists

Description—A condition exists where a large network of one interface and a smaller 
more specific network/host on another interface overlap in the anti-spoof list. The 
smaller network will only be allowed to send packets to the interface to which it is 
assigned. It will be blocked on the interface of the larger network.

Remediation—If this condition is correct then ignore the BPC. If this is an error, 
remove the incorrect network or host from the anti-spoof configuration of the interface. 
If the smaller network should be allowed on both networks, then add the smaller 
network to both interfaces.

Severity—low

Internal RedSeal ID—RS-142

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 

Security group that allows all traffic 
(ANY/ANY/ALLOW) 

The Security group that allows all traffic (ANY/ANY/ALLOW) check is applied to all 
Amazon AWS VPC devices.

Summary—The security group $1 associated with instances $2 allows all traffic 
(ANY/ANY/ALLOW). 
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Description—A security group associated with one or more instances allows all traffic 
(ANY/ANY/ALLOW).

Remediation—Please login to the AWS management console and edit the inbound 
permissions of the security group.

Severity—high

Internal RedSeal ID—RS-143

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 

Security group that is associated with both 
public and private instances 

The Security group that is associated with both public and private instances check is 
applied to all Amazon AWS VPC devices.

Summary—The security group $1 is associated with instances $2 in public and private 
subnets.

Description—A security group is associated with instances in public subnets and 
instances in private subnets. 

Remediation—Please review the rules in the security group and verify if they are 
intended for both public and private instances.

Severity—high

Internal RedSeal ID—RS-144

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 

The Management interface does not have 
an IP address configured 

This check, The Management interface does not have an IP address configured, is applied 
to the following platforms:
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The Management interface does not have an IP address configured 

 Alaxala AX3660S

 Extreme XOS

 Hitachi Apresia AEOS

Summary—An IP address should be applied to the management interface, or a 
designated in-band VLAN and SSH should be configured for remote access.

Description—Management interfaces does not have an IP address configured.

Remediation—Please make sure to configured an IP address on the Management 
(Mgmt) interface to allow for access to the device remotely.

Severity—medium

Internal RedSeal ID—RS-145

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 

CLI logging should be enabled 
The CLI logging should be enabled check is applied to all extreme devices.

Summary—In order to keep track of all the CLI sessions that have been executed, 
logging should be enabled.

Description—During the course of device setup and ongoing support, CLI logging 
should be enabled to help track and resolve problems quickly.

Remediation—Please make sure to enable cli-config-logging.

Severity—low

Internal RedSeal ID—RS-146

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 
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Denial-of-service (DoS) protection is not 
enabled 

The Denial-of-service (DoS) protection is not enabled check is applied to all Extreme 
devices.

Summary—An attack mechanism that hackers use is denial-of-service (DoS). To 
prevent such attacks, enable DoS protection.

Description—To prevent DOS attacks, DOS protection should be enabled

Remediation—Please make sure to enable dos-protect.

Severity—medium

Internal RedSeal ID—RS-147

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 

CPU denial-of-service (DoS) protection is 
not enabled 

The CPU denial-of-service (DoS) protection is not enabled check is applied to all 
extreme devices.

Summary—An attack mechanism that hackers use is denial-of-service (DoS) on a CPU. 
To prevent such attacks, enable DoS protection.

Description—To prevent DOS CPU attacks, DOS CPU protection should be enabled

Remediation—Please make sure to enable cpu-monitoring.

Severity—medium

Internal RedSeal ID—RS-148

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: x.y. 
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Infinite VTY Timeout 

Infinite VTY Timeout 
The Infinite VTY Timeout check is applied to the following platforms:

 Fujitsu 

 Yamaha 

Summary—Terminal timeout is set long (<...>)

Severity—high

Internal RedSeal ID—RS-149

Check History—Version of RedSeal in which this check was added to the RedSeal 
library: before 2.0.2. 

Yamaha 
Description: The VTY timeout period for the Yamaha device is too long. If a timeout 
period that is more than 3,000 seconds is not defined, the session remains open for a 
long period, making it vulnerable to hijacking or malicious content.

Remediation: Add the following command, specifying an appropriate timeout period in 
seconds that is less than 3,000 seconds.

login timer <seconds>

Fujitsu XG2000 
Description: The VTY timeout period has been set to 0 on the Fujitsu XG2000 device. 
If a timeout period other than 0 is not defined, the session remains open for a long 
period, making it vulnerable to hijacking or malicious content.

Remediation: Add the following command, specifying an appropriate timeout period in 
minutes that is greater than 0:

vty <minutes>

RS Checks By Platform 
Some checks are applied to all devices, while some are applied only to certain types of 
devices. Still others are not applied to devices, but check the network itself.
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All Platforms 
The following RedSeal checks are applied to all devices:

 Undefined Policy/ACL Reference (RS-35) 

Network Checks (No Devices) 
The following RedSeal checks are not run against individual devices. Rather, they are 
applied to the network itself:

 Untrusted Remote Login Access to Network Device (RS-62) 

 Untrusted Network Device Access (RS-63) 

 Untrusted Netbios Access (RS-64) 

 Untrusted Access to ANY Service (RS-65) 

 Untrusted Remote Login Access (RS-66) 

 Untrusted Miscellaneous Service Access (RS-67) 

 Untrusted SNMP Access (RS-68) 

 Untrusted Traceroute and Ping Access (RS-69) 

 Bogon/Private Address as External Source (RS-70) 

A10 
The following RedSeal checks are applied to A10 devices (in addition to checks listed for 
all platforms):

 HTTP Management Enabled on Interface (RS-102) 

 Telnet Enabled on Interface (RS-80) 

 Time Synchronization not Configured (RS-110) 

 Weak Community String (RS-32) 

 No Post-Login Banner (RS-111) 

 No Pre-Login Banner (RS-112) 

Alaxala AX3660S 
The following RedSeal checks are applied to Alaxala AX3660S devices (in addition to 
checks listed for all platforms):

 Telnet Server (RS-19)
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 No network access restriction for SSH (RS-152)

 The Management interface does not have an IP address configured (RS-145)

 Time Synchronization not Configured (RS-110)

 Weak Community String (RS-32)

Allied Telesis 
The following RedSeal checks are applied to Allied Telesis devices (in addition to checks 
listed for all platforms):

 No Enable Password (RS-17)

 Telnet Server (RS-19)

 Weak Community String (RS-32)

 No Exec Timeout on VTY (RS-56)

 Time Synchronization not Configured (RS-110)

 No Network Access Restriction for SSH (RS-152)

Alcatel-Lucent 7750-SR OS 
The following RedSeal checks are applied to Alcatel-Lucent 7750-SR OS devices (in 
addition to checks listed for all platforms):

 IP Redirects (RS-18) 

 No Pre-Login Banner (RS-112) 

 NTP Messages Not Authenticated (RS-127) 

 Telnet Enabled on Device (RS-119) 

 Time Synchronization not Configured (RS-110) 

 Weak Community String (RS-32) 

Alcatel AOS 
The following RedSeal checks are applied to Alcatel-Lucent OmniSwitch 6850-U24X 
AOS devices (in addition to checks listed for all platforms):

 No Pre-Login Banner (RS-112) 

 NTP Messages Not Authenticated (RS-127) 

 Telnet Enabled on Device (RS-119) 
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 Time Synchronization not Configured (RS-110) 

 No Post-Login Banner (RS-111) 

 Weak Community String (RS-32) 

Amazon AWS VPC 
The following RedSeal checks are applied to Amazon WAWS VPC devices (in addition 
to checks listed for all platforms):

 Security group that allows all traffic (ANY/ANY/ALLOW) (RS-143) 

 Security group that is associated with both public and private instances (RS-144) 

Arista EOS 
The following RedSeal checks are applied to Arista EOS devices (in addition to checks 
listed for all platforms):

 No Post-Login Banner (RS-111) 

 No Pre-Login Banner (RS-112) 

 Telnet Enabled on Device (RS-119) 

Aruba ArubaOS 
The following RedSeal checks are applied to Aruba ArubaOS devices (in addition to 
checks listed for all platforms):

 No Enable Password (RS-17) 

 No Pre-Login Banner (RS-112) 

 No Management Session Timeout (RS-135) 

 Non-contiguous Mask (RS-136) 

 NTP Messages Not Authenticated (RS-127) 

 Telnet Enabled on Device (RS-119) 

 Time Synchronization not Configured (RS-110) 

 Weak Community String (RS-32) 
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 Weak or Non-existent Wi-Fi Authentication or Encryption (RS-137) 

Brocade IronWare 
The following RedSeal checks are applied to Brocade IronWare devices (in addition to 
checks listed for all platforms):

 BOOTP Server Enabled (RS-22) 

 HTTP Management Enabled on Interface (RS-102) 

 Inverted Mask in Access List (RS-92) 

 IP Directed Broadcast (Foundry) (RS-23) 

 IP Proxy ARP (RS-24) 

 IP Redirects (RS-18) 

 IP Source Routing Enabled (RS-36) 

 No Enable Password (RS-17) 

 Non-contiguous Wildcard (RS-21) 

 No Password Required for Web Access (RS-14) 

 No SSH Password Required (RS-15) 

 No Telnet Authentication (RS-20) 

 Telnet Server (RS-19) 

 Unbound VIP (RS-87) 

 Unencrypted Passwords (RS-16) 

 Unused Real Server (RS-86) 

Check Point 
The following RedSeal checks are applied to Check Point devices when using the Check 
Point plug-in (in addition to checks listed for all platforms):

 Accept Domain Name Over TCP Enabled (RS-5) 

 Accept Domain Name Over UDP Enabled (RS-4) 

 Accept ICMP Requests Enabled (RS-6) 

 Accept RIP Enabled (RS-3) 

 Accept SmartUpdate (CPRID) Enabled (RS-2) 
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 Accept Stateful ICMP Replies Disabled (RS-7) 

 Accept Stateful Other Services Disabled (RS-8) 

 Accept Unknown UDP Replies Disabled (RS-9) 

 Accept Unknown UDP Replies From any Port Enabled (RS-90) 

 Accept VPN-1 & FW-1 Enabled (RS-1) 

 Automatic ARP Disabled (RS-96) 

 Bi-directional NAT Disabled (RS-93) 

 Clean Up Rule Missing (RS-98) 

 Client-side Automatic NAT Disabled (RS-95) 

 Client-side Manual NAT Disabled (RS-97) 

 Implied Rules Negated (RS-101) 

 No SIC Communications (RS-12) 

 Policy Uninstalled (RS-10) 

 Removed Policy (RS-11) 

 Same Source and Dest IP (RS-94) 

 Stealth Rule Missing (RS-99) 

Cisco ACE 
The following RedSeal checks are applied to Cisco ACE devices (in addition to checks 
listed for all platforms):

 Non-contiguous Wildcard (RS-21) 

 Unbound VIP (RS-87) 

 Weak Community String (RS-32) 

 Weakly Encrypted Password (RS-38) 

Cisco CSS 
The following RedSeal checks are applied to Cisco CSS devices (in addition to checks 
listed for all platforms):

 HTTP Management Enabled on Device (RS-132) 

 Implicit Deny All (RS-134) 
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 Telnet Server (RS-19) 

Cisco Firewall Services Module v2 
The following RedSeal checks are applied to Cisco Firewall Services Module v2 devices 
(in addition to checks listed for all platforms):

 Default Enable Password (RS-25) 

 Default Password (RS-26) 

 DHCP Server Enabled (RS-27) 

 Floodguard Disabled (RS-28) 

 Non-contiguous Wildcard (RS-21) 

 No Password for User (RS-29) 

 Unrestricted ICMP (RS-31) 

 Weak Community String (RS-32) 

Cisco IOS 
The following RedSeal checks are applied to Cisco IOS devices (in addition to checks 
listed for all platforms):

 Bootp Server Not Disabled (RS-52) 

 HTTP Management Enabled on Interface (RS-102) 

 Inconsistent VTY ACLs (RS-40) 

 Inconsistent VTY Transport Input (RS-42) 

 Inverted Mask in Access List (RS-92) 

 IP Directed Broadcast (IOS) (RS-59) 

 IP Finger Enabled (RS-46) 

 IP Identd Enabled (RS-43) 

 IP Mask Reply (RS-60) 

 IP Proxy ARP (RS-24) 

 IP RCP Enabled (RS-45) 

 IP Redirects (RS-18) 

 IP RSH Enabled (RS-44) 
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 IP Source Routing Enabled (RS-36) 

 IP Unreachable (RS-61) 

 Network Boot Enabled (RS-50) 

 No Enable Secret (RS-37) 

 No Exec Timeout on VTY (RS-56) 

 Non-contiguous Wildcard (RS-21) 

 No Password for User (RS-29) 

 No Password on Console (RS-55) 

 Service PAD Enabled (RS-51) 

 Superfluous Enable Password (RS-41) 

 TCP Keepalives In Disabled (RS-57) 

 TCP Keepalives Out Disabled (RS-58) 

 TCP Small Servers Enabled (RS-47) 

 Telnet Server (RS-19) 

 TFTP Server Enabled (RS-49) 

 UDP Small Servers Enabled (RS-48) 

 Unbound VIP (RS-87) 

 Unencrypted Passwords (RS-16) 

 Unused Pool (RS-85) 

 Weak Community String (RS-32) 

 Weakly Encrypted Password (RS-38) 

 Weak Type 4 Password (RS-138) 

 Weak or Well Known Password (RS-154)

Cisco IOS-XR 
The following RedSeal checks are applied to Cisco IOS-XR devices (in addition to 
checks listed for all platforms):

 Inverted Mask in Access List (RS-92)

 IP Directed Broadcast (IOS) (RS-59)
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 IP Mask Reply (RS-60)

 IP Proxy ARP (RS-24)

 IP Redirects (RS-18)

 IP Source Routing Enabled (RS-36)

 IP Unreachable (RS-61)

 No Pre-Login Banner (RS-112)

 Non-contiguous Wildcard (RS-21)

 TCP Small Servers Enabled (RS-47)

 TFTP Server Enabled (RS-49)

 UDP Small Servers Enabled (RS-48)

 Weak Community String (RS-32)

Cisco NXOS 
The following RedSeal checks are applied to Cisco NXOS devices (in addition to checks 
listed for all platforms):

 DNS Not Configured (RS-72) 

 IP Redirects (RS-18) 

 IP Source Routing Enabled (RS-36) 

 IP Unreachable (RS-61) 

 Telnet Server (RS-19) 

 Weak Community String (RS-32) 

Cisco PIX v6 
The following RedSeal checks are applied to Cisco PIX v6 devices (in addition to checks 
listed for all platforms):

 Conduit and ACL on Same Interface (RS-83) 

 Default Enable Password (RS-25) 

 Default Password (RS-26) 

 DHCP Server Enabled (RS-27) 

 Floodguard Disabled (RS-28) 
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 Non-contiguous Wildcard (RS-21) 

 No Password for User (RS-29) 

 Unrestricted ICMP (RS-31) 

 Weak Community String (RS-32) 

Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 
The following RedSeal checks are applied to Cisco PIX v7/8, ASA v8, Firewall Services 
Module v3/4 devices (in addition to checks listed for all platforms):

 Default Enable Password (RS-25) 

 Default Password (RS-26) 

 DHCP Server Enabled (RS-27) 

 Non-contiguous Mask (RS-136) 

 No Password for User (RS-29) 

 Telnet Enabled on Interface (RS-80) 

 Unrestricted ICMP (RS-31) 

 Weak Community String (RS-32) 

Cisco SG 
The following RedSeal checks are applied to Cisco SG devices (in addition to checks 
listed for all platforms):

 Telnet Server (RS-19)

 Weak Community String (RS-32)

 No Exec Timeout on VTY (RS-56)

 Infinite Console Timeout (RS-73)

 Time Synchronization Not Configured (RS-110)

 No Post-Login Banner (RS-111)

 No Pre-Login Banner (RS-112)

Cisco VPN 3000 
The following RedSeal checks are applied to Cisco VPN 3000 devices (in addition to 
checks listed for all platforms):
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 IP Source Routing Enabled (RS-36) 

 TFTP Server Enabled (RS-49) 

Cisco Wireless Controller 
The following RedSeal checks are applied to Cisco Wireless Controller devices (in 
addition to checks listed for all platforms):

 Weak Community String (RS-32) 

 SNMP Uses Clear Text (109) 

 Time Synchronization not Configured (RS-110) 

 Telnet Enabled on Device (RS-119) 

 SNMP Write Access Enabled (RS-124) 

 HTTP Management Enabled on Device (RS-132) 

 No Management Session Timeout (RS-135) 

 Weak or Non-existent Wi-Fi Authentication or Encryption (RS-137) 

Dell Force10 
The following RedSeal checks are applied to Dell Force10 devices (in addition to checks 
listed for all platforms):

 No Enable Password (RS-17) 

 Telnet Server (RS-19) 

 No Password for User (RS-29) 

 Weak Community String (RS-32) 

 No Enable Secret (RS-37) 

 No Exec Timeout on VTY (RS-56) 

 Infinite Console Timeout (RS-73) 

 Time Synchronization not Configured (RS-110) 

 No Post-Login Banner (RS-111) 

Dell SonicWALL SonicOS 
The following RedSeal checks are applied to Dell SonicWALL devices (in addition to 
checks listed for all platforms):
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 Weak Community String (RS-32) 

 SNMP Uses Clear Text (RS-109) 

 Time Synchronization not Configured (RS-110) 

 HTTP Management Enabled on Device (RS-132) 

Enterasys Layer 2 and Layer 3 
The following RedSeal checks are applied to Enterasys Layer 2 and Layer 3 devices (in 
addition to checks listed for all platforms):

 Telnet Server (RS-19) 

 Weak Community String (RS-32) 

 No Exec Timeout on VTY (RS-56) 

 Infinite Console Timeout (RS-73) 

 Time Synchronization Not Configured (RS-110) 

 No Pre-Login Banner (RS-112) 

Enterasys Layer 3 
 No Post-Login Banner (RS-111) 

Ericsson SmartEdge OS 
The following RedSeal checks are applied to Ericsson SE devices (in addition to checks 
listed for all platforms):

 Weak Community String (RS-32) 

 Time Synchronization not Configured (RS-110) 

 No Post-Login Banner (RS-111) 

 Telnet Enabled on Device (RS-119) 

Extreme VSP 
The following RedSeal checks are applied to Extreme VSP devices (in addition to checks 
listed for all platforms):

 Telnet Server (RS-19)

 Time Synchronization not Configured (RS-110) 
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 No Post-Login Banner (RS-111) 

Extreme XOS 
The following RedSeal checks are applied to Extreme XOS devices (in addition to checks 
listed for all platforms):

 Time Synchronization not Configured (RS-110) 

 No Post-Login Banner (RS-111) 

 Telnet Enabled on Device (RS-119) 

 NTP Messages Not Authenticated (RS-127) 

 The Management interface does not have an IP address configured. (RS-145) 

 CLI logging should be enabled. (RS-146) 

 Denial-of-service (DoS) protection is not enabled. (RS-147) 

 CPU denial-of-service (DoS) protection is not enabled. (RS-148) 

F5 BIG-IP 
The following RedSeal checks are applied to F5 BIG-IP devices (in addition to checks 
listed for all platforms):

 IP Forwarding Virtual Server Accepts All Traffic (RS-88) 

 Unbound VIP (RS-87) 

 Unused Pool (RS-85) 

 Unused Real Server (RS-86) 

Forcepoint Stonesoft 
The following RedSeal checks are applied to Forcepoint Stonesoft devices (in addition to 
checks listed for all platforms):

 Network or Host Listed on Multiple Anti-spoof Lists (RS-141) 

 Anti-spoof List Contains Overlapping Subnets (RS-142) 

Fortinet FortIOS 
The following RedSeal checks are applied to Fortinet FortIOS devices (in addition to 
checks listed for all platforms):

 Admin Account Can Be Accessed from Any Host (RS-115) 
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 Duplicate VDOM names (RS-150) 

 HTTP Management Enabled on Interface (RS-102) 

 IP Redirects (RS-18) 

 Less Secure Version of SSH Found (RS-104) 

 SNMP Traffic Unencrypted (RS-117) 

 Telnet Server (RS-19) 

Fujitsu IPCOM EX2 
The following RedSeal checks are applied to Fujitsu IPCOM EX2 devices (in addition to 
checks listed for all platforms):

 No Enable Password (RS-17) 

 Telnet Server (RS-19) 

 Weak Community String (RS-32) 

 No Exec Timeout on VTY Timeout (RS-56) 

 Time Synchronization Not Configured (RS-110) 

Fujitsu XG 
The following RedSeal checks are applied to Fujitsu XG devices (in addition to checks 
listed for all platforms):

 No Enable Password (RS-17) 

 Telnet Server (RS-19) 

 Weak Community String (RS-32) 

 Infinite Console Timeout (RS-73) 

 Time Synchronization Not Configured (RS-110) 

 No Post-Login Banner (RS-111) 

Hitachi Apresia AEOS 
The following RedSeal checks are applied to Hitachi Apresia AEOS devices (in addition 
to checks listed for all platforms):

 Telnet Server (RS-19)

 No Exec Timeout on VTY (RS-56)
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 No network access restriction for SSH (RS-152)

 No Password for User (RS-29)

 The Management interface does not have an IP address configured (RS-145)

 Time Synchronization not Configured (RS-110)

 Weak Community String (RS-32)

HPE Comware (H3C) 
The following RedSeal checks are applied to H3C devices (in addition to checks listed 
for all platforms):

 Unencrypted passwords (RS-16) 

 Telnet Server (RS-19) 

 IP Proxy ARP (RS-24) 

 Unrestricted ICMP (RS-31) 

 Weak Community String (RS-32) 

 Undefined Policy/ACL References (RS-35) 

 No Password on Console (RS-55) 

 IP Directed Broadcast (IOS) (RS-59) 

 Default User (RS-71) 

 Infinite Console Timeout (RS-73) 

 No Post-Login Banner (RS-111) 

 No Pre-Login Banner (RS-112) 

 SNMP Write Access Enabled (RS-124) 

 HTTP Management Enabled on Device (RS-132) 

 IP redirects on device (RS-139) 

 IP Unreachable on Device (RS-140) 

Huawei 
The following RedSeal checks are applied to Huawei devices:

 IP Source Routing Enabled (RS-36) 

 Inconsistent VTY ACLs (RS-40) 
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 Inconsistent VTY Transport Input (RS-42) 

 IP Directed Broadcast (RS-59) 

Juniper Junos OS 
The following RedSeal checks are applied to Juniper Junos OS devices (in addition to 
checks listed for all platforms):

 Access Allowed for All Protocols (RS-106) 

 Access Allowed to Any Service (RS-105) 

 Access to All System Services (RS-107) 

 DNS Not Configured (RS-72) 

 Finger Enabled (RS-121) 

 Found single octet wildcard mask (RS-151) 

 FTP Enabled (RS-122) 

 HTTP Management Enabled on Device (RS-132) 

 In-band Management Not Logged (RS-123) 

 In-band Management Uses Insecure Protocol (RS-125) 

 Infinite Console Timeout (RS-73) 

 IP Source Routing Enabled (RS-36) 

 Managed Interface Misconfigured (RS-126) 

 No Console Timeout (RS-113) 

 No Filter For Routing Engine (RS-120) 

 No Post-Login Banner (RS-111) 

 No Pre-Login Banner (RS-112) 

 NTP Messages Not Authenticated (RS-127) 

 Policy List with No Deny (RS-108) 

 Security Policy with No Active Interfaces (RS-131) 

 SNMP Uses Clear Text (RS-109) 

 SNMP Write Access Enabled (RS-124) 

 Source NAT Pool Too Small (RS-114) 
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 SSH Rate Limit Not Set (RS-130) 

 SSH Root Login Enabled (RS-129) 

 SSH Version 1 Enabled (RS-128) 

 Telnet Enabled on Device (RS-119) 

 Time Synchronization not Configured (RS-110) 

 Traffic Allowed by Default (RS-81) 

 Weak Community String (RS-32) 

Juniper ScreenOS 
The following RedSeal checks are applied to Juniper ScreenOS devices (in addition to 
checks listed for all platforms):

 Default Password (RS-26) 

 Default User (RS-71) 

 DIP Pool Too Small (RS-79) 

 DNS Not Configured (RS-72) 

 HTTP Management Enabled on Interface (RS-102) 

 Infinite Console Timeout (RS-73) 

 IP Source Routing Enabled (RS-36) 

 MIP or VIP Not Invoked by Policy (RS-82) 

 Missing VIP Command (RS-77) 

 No TCP Sequence Checking (RS-76) 

 Telnet Enabled on Interface (RS-80) 

 Traffic Allowed by Default (RS-81) 

 Weak Community String (RS-32) 

NEC Univerge IX 
The following RedSeal checks are applied to NEC Univerge IX routers.

 Telnet Server (RS-19)

 Weak Community String (RS-32)
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 Time Synchronization Not Configured (RS-110)

Palo Alto Networks PAN-OS 
The following RedSeal checks are applied to Palo Alto Networks PAN-OS devices (in 
addition to checks listed for all platforms):

 Telnet Enabled on Interface (RS-80) 

 Clean Up Rule Missing (RS-98) 

 HTTP Management Enabled on Interface (RS-102) 

 SNMP Uses Clear Text (RS-109)

 Time Synchronization not Configured (RS-110) 

 No Pre-Login Banner (RS-112) 

 No Permitted IP Filters Configured for Management Access (RS-133) 

Phoenix Contact mGuard 
The following RedSeal checks are applied to Phoenix Contact mGuard devices (in 
addition to checks listed for all platforms):

 DHCP Server Enabled (RS-27)

 Weak Community String (RS-32)

 Traffic Allowed by Default (RS-81)

 SNMP Uses Clear Text (RS-109)

 Time Synchronization Not Configured (RS-110)

ProCurve 
The following RedSeal checks are applied to ProCurve devices (in addition to checks 
listed for all platforms):

 Telnet Server (RS-19) 

 No Exec Timeout on VTY (RS-56) 

 Time Synchronization not Configured (RS-110) 

 No Post-Login Banner (RS-111) 

 No Pre-Login Banner (RS-112) 
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 HTTP Management Enabled on Device (RS-132) 

Radware Alteon 
The following RedSeal checks are applied to Radware Alteon devices (in addition to 
checks listed for all platforms):

 HTTP Management Enabled on Device (RS-132) 

 No Permitted IP Filters Configured for Management Access (RS-133) 

 No Post-Login Banner (RS-111) 

 No Pre-Login Banner (RS-112) 

 Telnet Enabled on Device (RS-119) 

 Time Synchronization not Configured (RS-110) 

 Weak Community String (RS-32) 

WatchGuard Fireware OS 
The following RedSeal checks are applied to WatchGuard Fireware OS devices (in 
addition to checks listed for all platforms):

 DHCP Server Enabled (RS-27) 

 Weak Community String (RS-32) 

 SNMP Uses Clear Text (RS-109) 

 Time Synchronization Not Configured (RS-110) 

 No Post-Login Banner (RS-111) 

Riverbed Stingray 
The following RedSeal checks are applied to Riverbed Stingray devices (in addition to 
checks listed for all platforms):

 Unused Pool (RS-85) 

 Unused Real Server (RS-86) 

 Unbound VIP (RS-87) 

 IP Forwarding Virtual Server Accepts All Traffic (RS-88) 

VMware NSX 
 Clean Up Rule Missing (RS-98) 
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VMware vShield Edge 
 Clean Up Rule Missing (RS-98) 

Yamaha 
The following RedSeal checks are applies to Yamaha RTX 1210 and RTX 810 routers.

 IP Redirects (RS-18) 

 Telnet Server (RS-19) 

 IP Proxy ARP (RS-24) 

 Weak Community String (RS-32) 

 IP Source Routing Enabled (RS-36) 

 IP Direct Broadcast (RS-59) 

 IP Unreachable (RS-61) 

 Time Synchronization Not Configured (RS-110) 

 Telnet Enabled on Device (RS-119) 

 Infinite VTY Timeout (RS-149) 

RuleCheck Library 
This section itemizes the individual checks defined by the RuleCheck library.

Disabled Rules 
The Disabled Rules check is applied to the following platforms:

 Check Point 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

 Fortinet FortiOS 

 HPE Comware (H3C) 

 Juniper ScreenOS 

Summary—Rule disabled in policy "<...>"

Description—The firewall configuration contains rules that have been marked as 
disabled and are not currently being enforced.
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Remediation—Disabled rules should be removed from the configuration.

Severity—low

Internal RedSeal ID—RuleCheck-3

Check History—Version of RedSeal in which this check was added to the RuleCheck 
library: 4.1. 

Empty objects 
The Empty objects check is applied to the following platforms:

 Check Point 

 Cisco Firewall Services Module v2 

 Cisco PIX v6 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

 Fortinet FortiOS 

 Juniper ScreenOS 

Summary—Object '<...>' contains no values

Description—The firewall configuration defines objects that contain no values.

Severity—low

Internal RedSeal ID—RuleCheck-7

Check History—Version of RedSeal in which this check was added to the RuleCheck 
library: 4.1. 

Expired Rules 
The Expired Rules check is applied to the following platforms:

 Cisco IOS 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

 Fortinet FortiOS 

 HPE Comware (H3C) 

 Juniper ScreenOS 

Summary—Rule expired in policy "<...>"
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Description—The firewall configuration contains time-limited rules that have expired.

Remediation—Expired rules should be removed from the configuration.

Severity—low

Internal RedSeal ID—RuleCheck-4

Check History—Version of RedSeal in which this check was added to the RuleCheck 
library: 4.1. 

Permit IP Any Any 
The Permit IP Any Any check is applied to all devices.

Summary—Rule "<...>" of list "<...>" permits all traffic

Description—A filter rule which permits all IP traffic was found. Typically, the only 
reasons for such a rule are logging or as the final rule in an acl (access control list) that 
contains specific restrictions on traffic within trusted networks.

Remediation—Unless the rule is part of an acl that restricts specific traffic within 
trusted networks, replace the rule with something more restrictive. If the rule is intended 
to control network flow from an untrusted network, consider redesigning the acl to 
contain a deny any any rule after permitting specific traffic, instead of the reverse 
(permitting all after denying specific traffic). Turning on logging for this rule will drop 
the actual severity of having the rule in the configuration to low (although the label used 
for severity in RedSeal tables is not dynamic and will continue to be shown as high).

Severity—high

Internal RedSeal ID—RuleCheck-1

Check History—Version of RedSeal in which this check was added to the RuleCheck 
library: 4.1. 

Redundant Rules 
The Redundant Rules check is applied to the following platforms:

 Alcatel-Lucent SR OS 

 Aruba 

 Brocade IronWare 

 Check Point 

 Cisco Firewall Services Module v2 
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 Cisco IOS 

 Cisco PIX v6 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

 Cisco VPN 3000 

 F5 BIG-IP 

 Fortinet FortiOS 

Summary—Redundant rule on line (<...>) in policy "<...>".

Description—One or more rules in the configuration do the same thing as this rule. 
Every line is analyzed for its "unique contribution"— the packets that only this rule 
handles. The flagged line was marked because it has no unique contribution. Everything 
it does is done by some other rule or rules. 

If the other listed lines are earlier, then the flagged line covers no packets—all packets are 
handled by earlier lines. 

If the flagged line comes before the other lines, then the flagged line's unique 
contribution is the same as the later ones. 

In either case, the flagged line has no impact on packets. 

Note that a redundant line will be matched with all other lines that overlap. The Best 
Practices failure report may identify more rules than the minimum required to prove the 
flagged line has no unique contribution. 

Note also that the non-contiguous wildcard test can in rare cases cause a false positive 
here, so if that check has also failed on the same policy, it should be fixed first.

This check also does not flag lines that span a large discontiguous range. However, Rule 
Check analysis does analyze ACLs containing rules with discontiguous wildcard masks. 

Remediation—The flagged line can be removed without impacting the actions for 
packets. However, it is important to validate that the other overlapping rules are correct. 
For example, a correct rule could be flagged as redundant with another rule that is too 
broad. Either the flagged line should be removed or the overlapping lines should be 
changed. 

Either the earlier rules completely cover the flagged line, or the later lines do the same. 

Only one such statement is needed. (If the test for non-contiguous wildcards has also 
failed for the same block of addresses, fix the non-contiguous problem first. It may be 
producing a false-positive redundant rule warning.)
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Severity—low

Internal RedSeal ID—RuleCheck-2

Check History—Version of RedSeal in which this check was added to the RuleCheck 
library: 4.1. 

Time-constrained rules 
The Time-constrained rules check is applied to the following platforms:

 Check Point 

 Cisco IOS 

 Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 

 Fortinet FortiOS 

 HPE Comware (H3C) 

 Juniper ScreenOS 

Summary—Time-based rule in policy "<...>"

Description—The firewall configuration contains rules that are only active at certain 
dates or times. Such rules may become disabled when their configured activity time 
passes, in which case they will be reported as time-expired rules.

Severity—low

Internal RedSeal ID—RuleCheck-5

Check History—Version of RedSeal in which this check was added to the RuleCheck 
library: 4.1. 

Unlogged Rules 
The Unlogged Rules check is applied to the following platforms:

 Check Point 

 Fortinet FortiOS 

 HPE Comware (H3C) 

 Juniper ScreenOS 

Summary—Rule without logging in policy "<...>"
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Description—The firewall configuration contains rules for which logging has not been 
enabled.

Remediation—All rules should have logging enabled.

Severity—low

Internal RedSeal ID—RuleCheck-8

Check History—Version of RedSeal in which this check was added to the RuleCheck 
library: 4.1. 

RuleChecks By Platform 
Some checks are applied to all devices, while some are applied only to certain types of 
devices. Still others are not applied to devices, but check the network itself.

All Platforms 
The following RuleChecks are applied to all devices:

 Permit IP Any Any (RuleCheck-1) 

Alcatel-Lucent SR OS 
The following RuleChecks are applied to Alcatel-Lucent SR OS devices (in addition to 
checks listed for all platforms):

 Redundant Rules (RuleCheck-2) 

Brocade IronWare 
The following RuleChecks are applied to Brocade IronWare devices (in addition to 
checks listed for all platforms):

 Redundant Rules (RuleCheck-2) 

Check Point 
The following RuleChecks are applied to Check Point devices (in addition to checks 
listed for all platforms):

 Redundant Rules (RuleCheck-2) 

 Disabled Rules (RuleCheck-3) 

 Time-constrained rules (RuleCheck-5) 

 Empty objects (RuleCheck-7) 
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 Unlogged Rules (RuleCheck-8) 

Cisco Firewall Services Module v2 
The following RuleChecks are applied to Cisco Firewall Services Module v2 devices (in 
addition to checks listed for all platforms):

 Redundant Rules (RuleCheck-2) 

 Empty objects (RuleCheck-7) 

Cisco IOS 
The following RuleChecks are applied to Cisco IOS devices (in addition to checks listed 
for all platforms):

 Expired Rules (RuleCheck-4) 

 Redundant Rules (RuleCheck-2) 

 Time-constrained rules (RuleCheck-5) 

Cisco PIX v6 
The following RuleChecks are applied to Cisco PIX v6 devices (in addition to checks 
listed for all platforms):

 Empty objects (RuleCheck-7) 

 Redundant Rules (RuleCheck-2) 

Cisco PIX v7/8, ASA v8, Firewall Services Module v3/4 
The following RuleChecks are applied to Cisco PIX v7/8, ASA v8, Firewall Services 
Module v3/4 devices (in addition to checks listed for all platforms):

 Disabled Rules (RuleCheck-3) 

 Empty objects (RuleCheck-7) 

 Expired Rules (RuleCheck-4) 

 Redundant Rules (RuleCheck-2) 

 Time-constrained rules (RuleCheck-5) 

Cisco VPN 3000 
The following RuleChecks are applied to Cisco VPN 3000 devices (in addition to checks 
listed for all platforms):
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 Redundant Rules (RuleCheck-2) 

F5 BIG-IP 
The following RuleChecks are applied to F5 BIG-IP devices (in addition to checks listed 
for all platforms):

 Redundant Rules (RuleCheck-2) 

Fortinet FortiOS 
The following RuleChecks are applied to Fortinet FortiOS devices (in addition to checks 
listed for all platforms):

 Redundant Rules (RuleCheck-2) 

 Disabled Rules (RuleCheck-3) 

 Expired Rules (RuleCheck-4) 

 Time-constrained rules (RuleCheck-5) 

 Empty objects (RuleCheck-7) 

 Unlogged Rules (RuleCheck-8) 

HPE Comware (H3C) 
The following RuleChecks are applied to H3C devices (in addition to checks listed for all 
platforms): 

 Disabled Rules (RuleCheck-3) 

 Expired Rules (RuleCheck-4) 

 Time-constrained Rules (RuleCheck-5) 

 Unlogged Rules (RuleCheck-8) 

Juniper ScreenOS 
The following RuleChecks are applied to Juniper ScreenOS devices (in addition to 
checks listed for all platforms):

 Disabled Rules (RuleCheck-3) 

 Empty objects (RuleCheck-7) 

 Expired Rules (RuleCheck-4) 

 Time-constrained rules (RuleCheck-5) 

 Unlogged Rules (RuleCheck-8) 

RedSeal User Guide 9.4 705





B
BReports 

Viewing PDF-Type Reports

This section contains the following information:

 Generating Reports From a Browser 

 URL Syntax 

 Reports by Type 

 Parameters 

PDF-type reports can be generated independently of the user interface, in either XML or 
PDF format, from a web browser, by specifying the report’s name or parameters in the 
URL. 

Create your own URLs as described in this appendix, or use the URL created by RedSeal 
for every report that has been saved to the Report Definitions table. Double click on 
an entry in the table to see the system-created URL.

Example Reports

For examples of how to construct report URLs, consider the following three reports, 
which are recommended by RedSeal for providing a comprehensive quick look at the 
state of a network:

 The Summary of Best Practice Failures report, configured to show newly found 
misconfigurations during a specified period of time 

 A version of the High Interest Hosts report configured to show all vulnerabilities 
with an attack depth of 1, sorted by downstream risk (DSR); any host with a 
downstream risk of 100 and an attack depth of 1 merits immediate attention 
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 A version of the High Interest Hosts report configured to show all vulnerabilities 
(no attack depth) sorted by risk for hosts in a view custom-created for your critical 
servers, and a group created within the view to hold a specific group of servers such 
as those subject to Payment Card Industry (PCI) standards; any host in this group 
with a risk of 25 merits immediate attention 

For detailed descriptions of all available reports, see Chapter 4, Reports and Dashboards, 
page 89.

Summary of Best Practice Failures

The following URL sent to a RedSeal appliance will cause a report that was previously 
defined in the RedSeal client application and saved under the name of Best Practice 
Summary to be generated:

https://redseal/Best%20Practice%20Summary

Alternatively, you can define the report in the URL by adding parameters. 

The following URL sent to a RedSeal appliance will cause a report to be displayed in the 
browser showing all new Best Practice check failures of HIGH severity during the 
previous week:

https://redseal/report/Best%20Practice%20Failures/
          Summary%20of%20Best%20Practice%20Failures.pdf
          ?start-time=1 week ago
          &min-severity=high
          &async=false

High Interest Hosts (DSR)

Use the following URL to generate a report showing vulnerabilities that have an attack 
depth of 1; the report will be sorted by downstream risk (DSR):

https://redseal/report/Host%20Level%20Risks/
                   Highj%20Interest%20Hosts.pdf
                   ?measure=downstream-risk
                   &attack-depth=1
                   &async=false

This will force to the top of the report your most seriously threatened hosts. 
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High Interest Hosts (Critical Servers)

Use the following URL to generate a report showing all vulnerabilities which threaten 
the servers contained in a custom-created group called PCI to which you have added 
your PCI-related servers, which is contained in a view called Critical Servers:

https://redseal/report/Host%20Level%20Risks/
                   High%20Interest%20Hosts.pdf
                   ?measure=risk
                   &view=Critical Servers
                   &folder=PCI
                   &async=false

See Managing Views and Groups, for information about creating views and groups.

URL Syntax

Enter the name of a report that has been defined in the RedSeal client application exactly 
as it appears in the Report Definitions table in the client interface. 

Values for parameters should be specified in the URL exactly as they appear in the user 
interface.

For example, the view parameter for the High Interest Hosts report in the Host Level 
Risks group can have any of the values shown in the Select View menu in the report’s 
parameters panel in the user interface. These values correspond to the views available on 
the user interface’s Maps & Views tab, including user defined views. The default list is:

 Topology 

 Subnets 

 Primary Capability 

 PCI Audit 

Any views that you create, such as a Critical Servers view, will be added to this list.

Generating Reports From a Browser 
To generate either a PDF or XML report from a web browser, specify the name of the 
report and its parameters as part of the URL and point your browser at the report 
directory of your RedSeal Server using a secure https connection, as follows:
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https://<host>[:<port>]/report/<category>/
                   <template_name>.<filetype>?
                   <params...>

The params component should be in the form of name=value pairs, one for each 
parameter you wish to specify. Separate parameters by an ampersand (&). Use spaces, or 
encode them as %20. See parameter tables for individual reports later in this appendix 
for how to specify parameter name and value.

For example, to specify a time period for a Best Practices report that will show data from 
the previous week and which also specifies a minimum severity of LOW, specify params 
as follows:

start-time=1 week ago&min-severity=low

When the browser submits the request, the RedSeal server will ask for authentication. 
Enter a RedSeal user account and password.

URL Components 
The URL is composed of the following elements:

 host—host name or IP address of the machine on which the RedSeal server is 
installed (when browser and server are on the same host machine, use localhost or 
127.0.0.1) 

 port—RedSeal 4000 appliance: none; automatically redirected 

 category—report category such as Host level Risks or Best Practice Failures (case 
sensitive) 

 report—name of report desired, identified by name shown in the tree on the 
Reports page of the RedSeal client user interface such as High Interest Hosts, or 
Summary of Best Practice Failures (case sensitive); see The Reports Tab 

 filetype—either .pdf or .xml 

 params—parameters that define the scope of the report, such as view or min-
security; in HTML format (separate param list from report’s filetype with a question 
mark, ?, and separate individual name=value pairs by an ampersand, &). 

To generate a PDF version of the Device Cleanup report for all routers with a severity 
level of HIGH, for example, use the following URL (assuming an RedSeal appliance 
with the host name redseal):
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https://redseal/report/Best%20Practice%20Failures/
                   Device%20Cleanup.pdf
                   ?view=Primary%20Capability
                   ?group=Router
                   &min-severity=high
                   &async=false

The final parameter, async, tells the server whether the report should be generated 
immediately or made available through an HTML link.

If you generate multiple reports with async=true (or omitted), you can access them 
through the following URL for the REDSEAL 4000 appliance:

https://redseal/report/queue

The page that opens will contain a link to each available report. 

Once a report has been viewed, it is immediately deleted from the RedSeal server. 

If you want to preserve the generated report, you should save it as a file using your 
browser’s save file mechanism. 

Parameters 
Parameters are specified using a parameter ID, not the label shown in the user interface.

The parameter value, however, should match the value specified in the user interface. 

In the example URL, min-severity is ID for the parameter labeled Select Minimum 
Security in the user interface. The value specified, high, matches one of the items on the 
drop-down menu displayed in the user interface for the parameter.

The final parameter, async, should be set equal to false if you want the report to be 
generated immediately or true (or omitted) if you want the server to generate an 
intermediate HTML page with a link to the report.

Enter parameter values to the Security Posture report in the form of decimal numbers 
(type float).

Time Formats 
Enter date/time values in either of the following formats:

 integer—number of seconds since the epoch (00:00:00 January 1, 1970 UTC) 
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 regular expression—a phrase in the form <N> <unit>[s] ago, where N is an integer 
and unit is one of minute, hour, day, week, month or year with an optional s for 
plurals; for example:1 year ago, or 10 minutes ago; matches the following regular 
expression: 

^([0-9]+) *(minute|hour|day|week|month|year)[s]? ago$

Separate components of the phrase with spaces (or encoded spaces, %20), as follows:

1 year ago
1%20year%20ago
10 minutes ago
10%20minutes%20ago

Parameter Syntax 
When constructing an HTML URL, the list of parameters is separated from the file 
name by a question mark (?). 

Parameters are separated from other parameters by an ampersand (&).

Spaces can be used in constructing the URL; both Firefox and IE will encode them as 
%20 when you send the URL to the server, or you can encode them when you create the 
URL.

Reports by Type 

Changes Between BPC Analyses

Changes in Best Practice Violations

UI Label Description ID in URL

Sort Devices By Devices will be sorted 
according to the value 
specified.

Can be one of:
• name 

• changes 

device-order
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Include Violations The report will include Best 
Practice violations whose 
status matches the selected 
value.

Can be one of:
• new 

• resolved 

• unresolved 

• all 

failure-include-type

Sort Violation Instances By Best Practice violations will 
be sorted according to the 
value specified.

Can be one of:
• first-noticed 

• new 

• resolved 

failure-order

ID Number The report will include data 
only for the given check 
identified by both prefix 
and id number.

filter-by-check-id

ID Prefix The report will include data 
only for the given check 
identified by both prefix 
and id number.

filter-by-check-prefix

Group (folders in tree) Constrains the report to the 
contents of the specified 
group. Can be any group 
currently defined in the 
specified view (see the Maps 
& Views tab in the user 
interface).

folder

RedSeal User Guide 9.4 713



Appendix B

Set Dates Defines a time frame for the 
report; in URLs, use start-
time and end-time to define 
the period, specifying dates 
in the form "last N 
hours/days/weeks/months/y
ears" (end-time defaults to 
now if not specified). See 
Time Formats.

start-time

end-time

View Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections all 
active policies.

view

  

Changes Between Vulnerability Analyses

Changes in Host Threat Profiles

UI Label Description ID in URL
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Filter by Change Report will itemize hosts 
which have experienced 
changes in value of the 
selected type during the 
specified time period.

Can be one of:
• risk 

• downstream-risk 

• value 

• exposure 

• vulns 

• attack-depth 

filter-by-change-key

Change Operator Selection determines 
whether the report will 
include only those hosts 
with an increase in value of 
the selected metric; a 
decrease in value; or any 
change, up or down.

Can be one of:
• increased 

• decreased 

filter-by-change-operator

CVE The report will contain only 
hosts associated with 
vulnerabilities that match 
the given CVE.

filter-by-cve
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By Report will contain only 
those hosts whose By value 
matches the conditions set 
by the Operator and Value 
parameters

Can be one of:
• risk 

• downstream-risk 

• value 

• exposure 

• vulns 

• attack-depth 

filter-by-value-key

Operator Determines the relationship 
between actual value and 
Value (see By parameter 
description.

Can be one of:
• equal 

• greater-than 

• less-than 

• greater-than-equal 

• less-than-equal 

• not-equal 

filter-by-value-operator

Value Value to be matched with 
actual By value to 
determine which hosts are 
included in the report (see 
By parameter description).

filter-by-value-value
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Show Vulnerabilities The report will include 
vulnerabilities whose status 
matches the selection.

Can be one of:
• added 

• resolved 

filter-by-vuln-change

Group (folders in tree) Constrains the report to the 
contents of the specified 
group. Can be any group 
currently defined in the 
specified view (see the Maps 
& Views tab in the user 
interface).

folder

Max Num Hosts Limits the number of hosts 
listed in the table (enter 0 
or do not specify for no 
maximum).

limit

Set Dates Defines a time frame for the 
report; in URLs, use start-
time and end-time to define 
the period, specifying dates 
in the form "last N 
hours/days/weeks/months/y
ears" (end-time defaults to 
now if not specified). See 
Time Formats.

start-time

end-time
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Primary Column on which the table 
will be sorted in the 
generated report.

Can be one of:
• downstream-risk 

• risk 

• value 

• exposure 

• attack-depth 

• vulns 

primary-sort-by

Secondary Column on which items 
which matched in the 
primary sort will be sorted 
in the generated report.

Can be one of:
• downstream-risk 

• risk 

• value 

• exposure 

• attack-depth 

• vulns 

secondary-sort-by

View Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections all 
active policies.

view
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Device Configuration Issues

Access Rule Cleanup

UI Label Description ID in URL

Least used (Bottom N) Bottom N rules by usage. bottomN

Chart Type Specifies the chart type that 
will appear in the generated 
report (This is a required 
parameter; it must be 
specified when constructing 
a URL for this report.)

cleanup-choice

Most used (Top N) Top N rules by usage. topN

  

Examples of Best Practice Violations

UI Label Description ID in URL

Sort Checks by Choose whether the report 
will list Best Practice checks 
alphabetically by title, or by 
their frequency of 
occurrence.

Can be one of:
• title 

• frequency 

check-order
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Sort Violation Instances By Select name to list devices 
that have failed individual 
checks alphabetically by 
device name; or first-
noticed to list devices in 
reverse chronological order 
according to when the 
violation was first noticed.

Can be one of:
• name 

• first-noticed 

failure-order

ID Number The report will include data 
only for the given check 
identified by both prefix 
and id number.

filter-by-check-id

ID Prefix The report will include data 
only for the given check 
identified by both prefix 
and id number.

filter-by-check-prefix

Group (folders in tree) Constrains the report to the 
contents of the specified 
group. Can be any group 
currently defined in the 
specified view (see the Maps 
& Views tab in the user 
interface).

folder

Max Violations per Group Limits the report to a 
predetermined number of 
violations (0 or blank for no 
limit).

limit-failures-per-folder

720 RedSeal User Guide 9.4



Reports by Type 

Minimum Severity Filters the report by severity 
level of check; select low to 
include all checks regardless 
of severity; medium to 
include only checks of 
medium or higher severity; 
or high to limit the report 
to only checks of high 
severity.

Can be one of:
• low 

• medium 

• high 

min-severity

View Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections all 
active policies.

view

  

Per Device Best Practice Violations

UI Label Description ID in URL
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Sort Violation Instances By Select the value to be used 
for sorting checks in the 
report.

Can be one of:
• severity 

• file-line 

• first-noticed 

• last-noticed 

failure-order

ID Number The report will include data 
only for the given check 
identified by prefix and id.

filter-by-check-id

ID Prefix The report will include data 
only for the given check 
identified by prefix and id.

filter-by-check-prefix

Folder Constrains the report to the 
contents of the specified 
folder. Can be any folder 
currently defined in the 
specified view (see the Maps 
& Views tab in the user 
interface).

folder

Max per Device Enter a number to limit the 
report to a predetermined 
number of violations per 
device.

limit-failures-per-device
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Minimum Severity Filters the report by 
minimum severity level of 
check; select low to include 
all checks regardless of 
severity; medium to include 
only checks of medium or 
higher severity; or high to 
limit the report to only 
checks of high severity.

Can be one of:
• low 

• medium 

• high 

min-severity

Include Descriptions If enabled, report will 
include text describing the 
Best Practice and advice on 
how to remediate the 
problem (adding this text 
can more than double the 
size of the report).

show-checks

View Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections for the 
Topology view and all active 
policies.

view

  

Summary of Best Practice Violations

UI Label Description ID in URL
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ID Number The report will include data 
only for the given check 
identified by both prefix 
and id number.

filter-by-check-id

ID Prefix The report will include data 
only for the given check 
identified by both prefix 
and id number.

filter-by-check-prefix

Group (folders in tree) Constrains the report to the 
contents of the specified 
group. Can be any group 
currently defined in the 
specified view (see the Maps 
& Views tab in the user 
interface).

folder

Minimum Severity Filters the report by 
minimum severity level of 
check; select low to include 
all checks regardless of 
severity; medium to include 
only checks of medium or 
higher severity; or high to 
limit the report to only 
checks of high severity.

Can be one of:
• low 

• medium 

• high 

min-severity
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Set Dates Defines a time frame for the 
report; in URLs, use start-
time and end-time to define 
the period, specifying dates 
in the form "last N 
hours/days/weeks/months/y
ears" (end-time defaults to 
now if not specified). See 
Time Formats.

start-time

end-time

View Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections all 
active policies.

view

  

Diagnostics

Analysis

UI Label Description ID in URL

Set Dates Defines a time frame for the 
report; in URLs, use start-
time and end-time to define 
the period, specifying dates 
in the form "last N 
hours/days/weeks/months/y
ears" (end-time defaults to 
now if not specified). See 
Time Formats.

start-time

end-time
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Client

UI Label Description ID in URL

Set Dates Defines a time frame for the 
report; in URLs, use start-
time and end-time to define 
the period, specifying dates 
in the form "last N 
hours/days/weeks/months/y
ears" (end-time defaults to 
now if not specified). See 
Time Formats.

start-time

end-time

  

Server

UI Label Description ID in URL

Set Dates Defines a time frame for the 
report; in URLs, use start-
time and end-time to define 
the period, specifying dates 
in the form "last N 
hours/days/weeks/months/y
ears" (end-time defaults to 
now if not specified). See 
Time Formats.

start-time

end-time

  

Host Level Risks

High Interest Hosts

UI Label Description ID in URL
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CVE The report will contain only 
hosts associated with 
vulnerabilities that match 
the given CVE.

filter-by-cve

By Report will contain only 
those hosts whose By value 
matches the conditions set 
by the Operator and Value 
parameters.

Can be one of:
• risk 

• downstream-risk 

• value 

• exposure 

• vulns 

• attack-depth 

filter-by-value-key

Operator Determines the relationship 
between actual value and 
Filter Value (see Filter 
by parameter description.

Can be one of:
• equal 

• greater-than 

• less-than 

• greater-than-equal 

• less-than-equal 

• not-equal 

filter-by-value-operator
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Value Value to be matched with 
value of By parameter 
selection to determine 
which hosts are included in 
the report (see By parameter 
description).

filter-by-value-value

Group (folders in tree) Constrains the report to the 
contents of the specified 
group. Can be any group 
currently defined in the 
specified view (see the Maps 
& Views tab in the user 
interface).

folder

Max Num Hosts Limits the number of hosts 
listed in the table (enter 0 
or do not specify for no 
maximum).

limit

Primary Column on which the table 
will be sorted in the 
generated report.

Can be one of:
• downstream-risk 

• risk 

• value 

• exposure 

• attack-depth 

• vulns 

• leapfrog 

primary-sort-by
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Secondary Column on which items 
which matched in the 
primary sort will be sorted 
in the generated report.

Can be one of:
• downstream-risk 

• risk 

• value 

• exposure 

• attack-depth 

• vulns 

• leapfrog 

secondary-sort-by

Show Vulnerabilities Checkbox for determining 
if the report should itemize 
vulnerabilities for each host 
in the Hosts table, or just 
list the hosts without 
vulnerabilities.

show-vulns

View Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections all 
active policies.

view

  

Scanned Coverage Gaps

UI Label Description ID in URL
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By The report will contain only 
those hosts whose By value 
matches the conditions set 
by the Operator and Value 
parameters.

Can be one of:

• risk 

• downstream-risk 

• value 

• exposure 

• vulns 

• attack-depth 

filter-by-value-key

Operator Determines the relationship 
between the actual value 
and the Value (see the 
By parameter description)

Can be one of:
• equal 

• greater-than 

• less-than 

• greater-than-equal 

• less-than-equal 

• not-equal 

filter-by-value-operator

Value Value to be matched with 
the value of the 
By parameter selection to 
determine which hosts are 
included in the report (see 
the By parameter 
description).

filter-by-value-value
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Max Num Hosts Limits the number of hosts 
listed in the table (enter 0 
or do not specify for no 
maximum).

limit

Primary Column on which the table 
will be sorted in the 
generated report.

Can be one of:
• downstream-risk 

• risk 

• value 

• exposure 

• attack-depth 

• vulns 

• leapfrog 

primary-sort-by

Secondary Column on which items 
which matched in the 
primary sort will be sorted 
in the generated report.

Can be one of:
• downstream-risk 

• risk 

• value 

• exposure 

• attack-depth 

• vulns 

• leapfrog 

secondary-sort-by
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Show Applications Checkbox for determining 
if the report should itemize 
applications exposed to 
vulnerabilities for each host 
in the Hosts table, or just 
list the hosts without 
applications.

show-vulns

  

Inventory

Computer Systems

UI Label Description ID in URL

Group (folders in tree) Constrains the report to the 
contents of the specified 
group. Can be any group 
currently defined in the 
specified view (see the Maps 
& Views tab in the user 
interface).

folder

Set Dates Defines a time frame for the 
report; report will be 
limited to objects that have 
been changed during the 
specified period; in URLs, 
use start-time and end-
time to define the period, 
specifying dates in the form 
"last N 
hours/days/weeks/months/y
ears" (end-time defaults to 
now if not specified). See 
Time Formats.

start-time

end-time
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System Type Select type of system for the 
report.

Can be one of:
• All 

• Devices 

• Hosts 

primary-capability

View Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections all 
active policies.

view

  

Subnets

UI Label Description ID in URL

Report has no parameters N/A N/A

  

Policy

Compliance

UI Label Description ID in URL
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Policy Set Identifies the policy for 
which the report will be 
generated. (This is a 
required parameter; it must 
be specified when 
constructing a URL for this 
report.)

view

  

Compliance by Group

UI Label Description ID in URL

Policy Set/View Identifies the policy for 
which the report will be 
generated. (This is a 
required parameter; it must 
be specified when 
constructing a URL for this 
report.)

other-view

Policy Set Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections all 
active policies. (This is a 
required parameter; it must 
be specified when 
constructing a URL for this 
report.)

view

  

PCI Section I Compliance

UI Label Description ID in URL
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Topology Layout Set the layout to be applied 
to the topology image.

layout

  

Rules

UI Label Description ID in URL

Policy Set Identifies the policy for 
which the report will be 
generated. (This is a 
required parameter; it must 
be specified when 
constructing a URL for this 
report.)

view

  

Single Host Threat Detail

Threat Detail

UI Label Description ID in URL

Must be Exploitable If selected, the report will 
not include vulnerabilities 
unless they are exploitable. 
For definition of the term 
exploitable in the context of 
this report, see “exploitable” 
in the Glossary..

exploitable
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Group (folders in tree) Constrains the report to the 
contents of the specified 
group. Can be any group 
currently defined in the 
specified view (see the Maps 
& Views tab in the user 
interface). (This is a 
required parameter; it must 
be specified when 
constructing a URL for this 
report.)

folder

Must be Leapfroggable If selected, the report will 
not include vulnerabilities 
unless they are 
leapfroggable.

lf

Threats From If selected, the report will 
itemize subnets from which 
threats can be launched 
against the subnet identified 
by the View/Group 
parameters.

threats-from

Threats To If selected, the report will 
itemize subnets that can be 
attached from the subnet 
identified by the 
View/Group parameters.

threats-to
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View Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections all 
active policies. (This is a 
required parameter; it must 
be specified when 
constructing a URL for this 
report.)

view

  

Single Host Vulnerability Detail

Remediation Details

UI Label Description ID in URL

CVSS Base [ >= ] The report will include only 
hosts associated with a 
vulnerability with a CVSS 
base score equal to or 
greater than the specified 
value.

cvss

Must be Exploitable If selected, the report will 
not contain vulnerabilities 
unless they are exploitable. 
For definition of the term 
exploitable in the context of 
this report, see “exploitable” 
in the glossary.

exploitable
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Group (folders in tree) Constrains the report to the 
contents of the specified 
group. Can be any group 
currently defined in the 
specified view (see the Maps 
& Views tab in the user 
interface). (This is a 
required parameter; it must 
be specified when 
constructing a URL for this 
report.)

folder

Must be Leapfroggable If selected, the report will 
not contain vulnerabilities 
unless they are 
leapfroggable.

lf

Loss Type Column on which the table 
will be sorted in the 
generated report.

Can be one of:
• A 

• C 

• I 

• S

loss-type

Severity Column on which the table 
will be sorted in the 
generated report.

Can be one of:
• high 

• medium 

• low 

severity
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View Constrains the report to the 
contents of the specifed 
view; the menu contains 
views currently defined on 
the Maps & Views page, 
including user-defined 
views, plus selections all 
active policies. (This is a 
required parameter; it must 
be specified when 
constructing a URL for this 
report.)

view

Vulnerability Detail Report should or should 
not include details of 
vulnerabilities obtained 
from external sources.

Can be one of:
• off 

• nvd-only 

• scanner-only 

• both 

vulns-detail

  

Summary

Security Posture

UI Label Description ID in URL

Minutes per Filter Rule 
Element

Number of minutes per 
filter rule required to 
manually perform analysis 
(decimal values permitted).

minutes-per-filter-rule
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Minutes per Configuration 
File

Number of minutes per 
configuration required to 
manually perform analysis 
(decimal values permitted).

minutes-per-network-device

Minutes per Vulnerability Number of minutes per 
vulnerability required to 
manually perform analysis 
(decimal values permitted).

minutes-per-vuln

Show ROI If selected, the report will 
include a Return on 
Investment panel.

show-roi

  

Summary of Risk Metrics

UI Label Description ID in URL

Report has no parameters N/A N/A

  

Trends

UI Label Description ID in URL

Chart Type Specifies the chart type that 
will appear in the generated 
report (This is a required 
parameter; it must be 
specified when constructing 
a URL for this report.)

chart-type
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Set Dates Defines a time frame for the 
report; in URLs, use start-
time and end-time to define 
the period, specifying dates 
in the form "last N 
hours/days/weeks/months/y
ears" (end-time defaults to 
now if not specified). See 
Time Formats. (This is a 
required parameter; it must 
be specified when 
constructing a URL for this 
report.)

start-time

end-time
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CRedSeal Syslog Events 

This appendix contains the following:

 Host Metrics Events  on page  743 

 BestPracticesCheckEvents and Model Issues Events  on page  746 

 Policy Events  on page  747 

Host Metrics Events
Table 8: Host Metrics Events

RedSeal Value Name Value

EventName HostMetricsEvent

EventAction RedSeal Network Analysis

EventDate Date on which the event occurred

RedSealServerName Name of the RedSeal server sending the 
event

RedSealServerIPAddress IP address of the RedSeal server sending 
the event

AnalysisDate Analysis start time, when the analysis took 
the snapshot of the Network Model

RedSealCheckID RedSeal internal ID of the host
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RedSeal Value Name Value

HostName Name of the host

PrimaryIp IP address of the host

PrimaryService Primary service of the host (for example, 
http or ftp)

OperatingSystem Operating system name and version of the 
host

AttackDepth Number of hops taken to access this host 
from an untrusted source (e.g. -1, 1, 2, 
etc.)

• -1 = protected 

• 1 = directly attackable 

• 2 etc. 

VulnerabilityCount Number of vulnerabilities present on the 
host

ServicesCount Number of services installed on the host

Value Relative value of the host from 0 - 100

Risk Calculated Risk value for this host

DownstreamRisk Cumulative risk values for all hosts 
reachable from the host

Confidence Confidence value for the risk calculation

Leapfroggable Does the host have any vulnerabilities with 
leapfrog capabilities? (true or false)

AccessibleFromUntrusted Is there direct access from Untrusted 
subnets to the host? (true or false)
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HasAccessToCriticalAssets Can the host directly access anything in 
the Critical Assets Group? (true or false)

Example events:

magnesium.lab.redseal.net -EventAction=RedSeal Network 
Analysis | EventDate=Sep 18, 2015 1:28:06 PM PDT | 
EventName=HostMetricsEvent | DeviceVendor=RedSeal 
Networks, Inc. | DeviceProduct=RedSeal Platform | 
DeviceVersion=8.1.0 | 
RedSealServerName=magnesium.lab.redseal.net | 
RedSealServerIPAddress=172.16.16.36 | 
HostName=172.16.3.247 | 
HostRedSealID=2c9090a44fbdb058014fbef9b6d02fee | 
AnalysisDate=Sep 18, 2015 1:26:40 PM PDT | 
PrimaryService=ssh | OSVendor=Unknown | 
OperatingSystem=Unix Variant | AttackDepth=-1 | 
Exposure=0 | Value=20 | ServicesCount=1 | 
VulnerabilityCount=0 | Risk=0 | DownstreamRisk=0 | 
Confidence=1 | Leapfroggable=false | Exploitable=false | 
PrimaryIp=172.16.3.247 | AccessibleFromUntrusted=false | 
HasAccessToCritical=false | END RSExternal event
 
Sep 18 13:21:22 magnesium   Sep 18 13:28:06 
magnesium.lab.redseal.net -EventAction=RedSeal Network 
Analysis | EventDate=Sep 18, 2015 1:28:06 PM PDT | 
EventName=HostMetricsEvent | DeviceVendor=RedSeal 
Networks, Inc. | DeviceProduct=RedSeal Platform | 
DeviceVersion=8.1.0 | 
RedSealServerName=magnesium.lab.redseal.net | 
RedSealServerIPAddress=172.16.16.36 | 
HostName=172.16.3.231 | 
HostRedSealID=2c9090a44fbdb058014fbef9b754303c | 
AnalysisDate=Sep 18, 2015 1:26:40 PM PDT | 
PrimaryService=HTTP | OSVendor=Unknown | 
OperatingSystem=Unix Variant | AttackDepth=1 | 
Exposure=0.675 | Value=50 | ServicesCount=3 | 
VulnerabilityCount=2 | Risk=34 | DownstreamRisk=0 | 
Confidence=1 | Leapfroggable=false | Exploitable=true | 
PrimaryIp=172.16.3.231 | AccessibleFromUntrusted=false | 
HasAccessToCritical=false | END RSExternal event
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BestPracticesCheckEvents and Model Issues Events
Table 9: BestPracticesCheckEvents and Model Issues Events

RedSeal Value Name Value

EventName BestPracticesCheckEvent or 
ModelIssuesEvent

EventAction Violation

RedSealServerName Name of the RedSeal server sending the 
event

RedSealServerIPAddress IP address of the RedSeal server sending 
the event

HostRedSealID RedSeal internal ID of the host

HostName Name of the host

FirstSeenDate Date/time the violation was first seen on 
the device

LastSeenDate Date/time the violation was last seen on 
the device

FileLines File lines in the device configuration file 
where the violation was found

Message Short description of the violation

Example events:

Sep 21 10:36:16 mosely   Sep 21 10:36:16 
mosely.lab.redseal.net -EventAction=Violation | 
EventDate=Sep 21, 2015 10:36:16 AM PDT | 
EventName=ModelIssuesEvent | DeviceVendor=RedSeal 
Networks, Inc. | DeviceProduct=RedSeal Platform | 
DeviceVersion=8.0.1 | 
RedSealServerName=mosely.lab.redseal.net | 
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RedSealServerIPAddress=172.16.0.231 | EventSeverity=LOW | 
HostName=acmeinternet-r1 | 
HostRedSealID=2c9080674fb83b71014fe1b641977d06 | 
Message=11 network device(s) and 54 subnet(s) are not in 
topology groups. | CheckName=Unplaced Objects | 
RedSealCheckID=MI-12 | FirstSeenDate=Sep 17, 2015 3:26:58 
PM PDT | LastSeenDate=Sep 21, 2015 10:36:13 AM PDT | 
HelpURL="http://mosely.lab.redseal.net/RSHelp/usr_gde/Web
Help/usr_gde/appdx_nccs/appdx_nccs.htm#TOC_Unplaced_Objec
ts" | END RSExternal event
 
Sep 20 09:13:32 mosely   Sep 20 09:13:32 
mosely.lab.redseal.net
-EventAction=Violation | EventDate=Sep 20, 2015 9:13:32 
AM PDT | EventName=BestPracticesCheckEvent | 
DeviceVendor=RedSeal
Networks, Inc. | DeviceProduct=RedSeal Platform | 
DeviceVersion=8.0.1 | 
RedSealServerName=mosely.lab.redseal.net | 
RedSealServerIPAddress=172.16.0.231 | EventSeverity=LOW |
HostName=PA1 | 
HostRedSealID=2c9080674fb83b71014feb8816d6292a | 
Message=Management of device by HTTP is enabled on 
ethernet1/1 | CheckName=HTTP Management Enabled on 
Interface | RedSealCheckID=RS-102 | FirstSeenDate=Sep 20, 
2015 9:13:28 AM
PDT | LastSeenDate=Sep 20, 2015 9:13:28 AM PDT |
FileLines=PAN-OS:359 | 
HelpURL="http://mosely.lab.redseal.net/RSHelp/usr_gde/Web
Help/usr_gde/appdx_nccs/
appdx_nccs.htm#TOC_HTTP_Management_Enabled_on_Interface" 
| END RSExternal event

Policy Events
Table 10: Policy Events

RedSeal Value Name Value

EventName PolicyEvent

EventAction RedSeal Network Analysis

RedSeal User Guide 9.4 747



Appendix C

RedSealServerName Name of the RedSeal server sending the 
event

RedSealServerIPAddress IP address of the RedSeal server sending 
the event

AnalysisDate Analysis start time, when the analysis took 
the snapshot of the Network Model

PolicyName Name of the Policy

SourceZone Name of the Policy zone that is the source 
of the access

DestinationZone Name of the Policy zone that is the 
destination of the access

RuleType The type of Policy Rule being evaluated

ComplianceStatus Compliance status of the Policy Rule

ChangeStatus Has the Policy status changed for this Rule 
(New, Continuing, or Change)

Example events:

Feb 23 10:37 dizzy   Feb 23 10:37:16 
dizzy.lab.redseal.net -EventAction=RedSeal  
Network Analysis | EventDate=Feb 23, 2015 10:37:16 AM PST 
|  
EventName=PolicyEvent | DeviceVendor=RedSeal Networks, 
Inc. |  
DeviceProduct=RedSeal Platform | DeviceVersion=7.1.3 |  
RedSealServerName=dizzy.lab.redseal.net | 
RedSealServerIPAddress=172.16.0.73 |  
AnalysisDate=Feb 23, 2015 10:36:04 AM PST | 
PolicyName=PCI Audit |  
SourceZone=Wireless | DestinationZone=Cardholder | 
RuleType=Firewall |  
ComplianceStatus=Pass | ChangeStatus=Continuing | END 
RSExternal event   
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RedSeal Terminology Defined

Many computer networking terms have multiple, often conflicting meanings. This 
appendix to the RedSeal User Guide clarifies what RedSeal means by potentially 
confusing terms.

Term Meaning

application a unit of software that performs a specific 
task or category of tasks, whether under 
direct user control or invoked by some 
other piece of software (another 
application or the computer’s operating 
system, for example); both Apache and 
httpd are examples of applications that 
may be referenced in the RedSeal user 
interface

computer system any type of computer that is modeled in 
the RedSeal object model, including 
routers, firewalls, switches, and hosts

DES Data Encryption Standard (used in 
encryption of credentials; see Data 
Security)
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Term Meaning

device a piece of hardware or software that routes 
or filters network data packets; also called 
network device; also see licensing unit

device-limit the number of licensing units (imported 
configurations) that may be imported into 
the RedSeal object model 

distributed firewall software defined networks (SDN) do not 
have a physical firewall. Instead, these 
networks have a set of detailed access rules 
that determine how objects in the data 
center communicate with each other and 
with objects outside the data center. This 
set of rules is called a distributed firewall. 
Each SDN or data center has one set of 
access rules, and so one distributed firewall

entitlement in the context of a RedSeal user license, an 
entitlement represents the agreement that 
authorizes licensing and specifies a total 
number of licensed units (imported 
configurations), which may be subdivided 
among multiple licenses; view the owner of 
the entitlement in the License Status dialog
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Term Meaning

exploitable RedSeal uses the term exploitable in two 
different ways:

• when used in the High Interest Hosts, 
Single Host Threat Detail, or 
Remediation Details reports, 
an exploitable vulnerability means 
RedSeal’s analysis has identified a 
specific path through the network by 
which a specific instance of a 
vulnerability which the TRL identifies 
as exploitable can be exploited 

• when used in the Threat Posture at 
Last Analysis or Threat Change 
Between Last Two Analyses reports, an 
exploitable vulnerability is any 
vulnerability that is defined as 
exploitable in the TRL; this definition 
does not rely on RedSeal analysis 

extranet a RedSeal trust level that includes all 
address space (0.0.0.0-255.255.255.255); 
see Trust Levels Defined 

firewall software or hardware designed to filter 
packets routed through it based on a set of 
configured rules; see licensing unit, 
distributed firewall

group a RedSeal user interface object that 
contains other objects, such as routers, 
servers, subnets, or other groups, for 
organizational convenience and reporting; 
called a zone in a policy context
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HOPOPT an IPv6 protocol (hop-by-hop) which 
defines optional packet-header information 
that must be examined by every node 
along a packet's delivery path; in RedSeal’s 
IPv4-only network model, which can 
include data collected from IPv6 addresses 
of network devices, the appearance of 
HOPOPT can indicate that too much 
access is being allowed, perhaps by an 
access list that filters certain TCP/UDP 
ports and allows all other traffic; see 
HOPOPT Protocol 

host any piece of hardware, other than a 
network routing device (such as a router or 
firewall), that has an IP address; note that 
if you enable routing on a host—and 
check the Routing Device box in the 
Edit Device dialog in the RedSeal user 
interface—it will be considered a router 
rather than a host

internet a RedSeal trust level that includes all 
public address space; see Trust Levels 
Defined 

layer 3 switch a commonly used term which refers to a 
router that can be used as a switch; see 
Criteria for Identifying Device Capabilities 

leapfrog launch an attack on a system in the 
network by compromising an intermediate 
system; for example, a hostile intruder 
leapfrogs (exploits a vulnerability on) host 
a in order to attack host b
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license file a conveyance that is installed into a 
RedSeal server; the license file represents a 
license to import a specified number of 
licensing units (imported configurations) 
into the RedSeal object model

licensing unit network device that counts against your 
RedSeal license device limit. The layer 3 
license flag covers layer 3 devices such as 
routers and firewalls, the layer 2 flag covers 
switches, the software-defined network 
license covers distributed firewalls; see 
device; see also License Status 

MPLS Multiprotocol Label Switching

MSSP Managed security service provider

NCC Network Configuration Check; obsolete 
term, now called Best Practice check

network device see device

PBE Password Based Encryption (used in 
encryption of credentials; see Data 
Security)

protocol a set of rules that precisely defines how 
computer systems communicate with each 
other (TCP, UDP, or HTTP, for example)

router a piece of hardware that routes packets on 
a network (some switches and servers can 
be configured to act as routers on a 
network, and their objects in the RedSeal 
data model can be configured to show as 
routers in the RedSeal user interface); see 
licensing unit
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server a host on which applications are running 
and which listens for port connections 

service an application bound to a specific port

SRM Security Risk Manager, former name of the 
RedSeal software system

switch a hardware device designed primarily as a 
gate for directing traffic within a network; 
considered a network device in the object 
model but does not consume a layer 3 
licensing unit; if you collect layer 2 data, 
switches consume layer 2 licensing units; 
see licensing unit

trusted a RedSeal trust level that includes private 
IP space plus space designated as trusted; 
see Trust Levels Defined 

untrusted address space considered a threat source by 
RedSeal; see Trust Levels Defined 

zone a container of systems, including hosts, in 
a RedSeal-defined policy; a group; see 
Zones 
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Software Packages Used

RedSeal uses third-party open source packages in the development of RedSeal software. 
Some packages are covered by more than one license.

3rd-Party Open Source Packages License
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3rd-Party Open Source Packages License

• ActiveMQ 

• Adal4j 

• Apache 

• Ant Launcher 

• Avalon 

• Axiom 

• Axis2 

• AWS Java SDK 

• Batik 

• Closure Compiler 

• Ehcache 

• FindBugs Jsr305 

• Flyway 

• Fop 

• Geronimo 

• Groovy 

Apache Commons License 
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3rd-Party Open Source Packages License

• Gson 

• Guava 

• Hawtbuf 

• HawtDispatch 

• Jackson 

• JASYPT 

• Jar Jar Links 

• Java Image Filters 

• Javassist 

• Joda Time 

• JSON RPC 

• Log4j 

• Metrics 

• Mqtt Client 

• Netty/All In One 

• Neko HTML 

• Nimbus JOSE+JWT 

• Nimbus LangTag 

• OAuth 2.0 SDK With OpenID 
Connect Extensions 

• Objenesis 

• Opencsv 

• Passay 

Apache Commons License 
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3rd-Party Open Source Packages License

• SNMP4J 

• Software.amazon.ion:ion Java 

• Spring 

• StAX API 

• Streaming API For XML 

• Tomcat 

• Web Services Metadata 2.0 API 

• Woden DOM 

• Woodstox 

• Wstx Asl 

• Xalan Java Serializer 

• Xerces2 J 

• Xml Apis 

• XmlBeans 

• XML RPC 

• XmlSchema 

Apache Commons License 

• Antlr Antlr v4 License 

• Jsch Jsch License 

• XPP3 Indiana University Extreme! Lab Software 
License 1.1.1

CC0 1.0 Universal License 

758 RedSeal User Guide 9.4



Third Party Licenses 

• Core Hibernate O/RM Functionality 

• Informa 0.6.0 

• Mchange Commons 

• C3p0 

• GNU Trove 

• Javassist 

• Org.jdesktop Swing Worker 

• SwingX 

GNU Lesser General Public License version 
2.1 

• Rhino 

• Batik Patched Rhino 

• Javassist 

Mozilla Public License Version 1.1 

• JUnit 

• WSDL4J 

Common Public License Version 1.0 

• XML Pull Parsing API XMLPull Parsing API License 

• JTDS 

• JFreeChart 

• JCommon 

• BeanShell Core 

• Hibernate 

• JasperReports 

• Passay 

• Restlet 

• Xom 

GNU LESSER GENERAL PUBLIC 
LICENSE 
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• Tomcat Servlet API 

• Tomcat JSP API 

Apache Commons License

Common Development and Distribution 
License 1.0 

• Restlet Common Development and Distribution 
License 1.0

GNU LESSER GENERAL PUBLIC 
LICENSE 
Eclipse Public License - v 1.0 

• Persistence API 

• Jsr311 API 

• JavaBeans Activation Framework 

Common Development and Distribution 
License 1.0 

• JavaMail API COMMON DEVELOPMENT AND 
DISTRIBUTION LICENSE (CDDL) 
Version 1.1 

• JLine JLine License 

• JTidy JTidy License 

• AspectJ 

• BIRT 

• c3P0 

• Eclipse 

• Eclipse JDT Core Batch Compiler 

• Equinox 

• Mchange Commons 

Eclipse Public License - v 1.0 

• ICU4J ICU License 

• JSON The JSON License 
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• JSR 374 (JSON Processing) Default 
Provider 

COMMON DEVELOPMENT AND 
DISTRIBUTION LICENSE (CDDL) 
Version 1.1

GNU GENERAL PUBLIC LICENSE 

• Protocol Buffers protobuf-java 

• ASM 

• ESAPI 

• Hamcrest 

• JAMon 

• JZlib 

• Kryo 

• MinLog 

• OWASP AntiSamy 

• PostgreSQL 

• ReflectASM 

• Stax2 API 

• UrlRewriteFilter 

BSD-2-Clause License 

• SLF4J SLF4J License 

• Backport Of JSR 166 

• XPP3 

CC0 1.0 Universal License 

• HTTPUnit HTTPUnit License 

• Bouncy Castle Provider Bouncy Castle License 

• SAX 

• Xml Apis 

SAX License 
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• JLDAP OpenLDAP Public License for 2.4.45 

• Xml Apis W3C Software and Document Notice and 
License 

• ESAPI Creative Commons Attribution-ShareAlike 
3.0 Unported 

• XStream Core XStream License 

• Mockito Core Mockito License 

  

Antlr v4 License 
Copyright (c) 2012 Terence Parr and Sam Harwell

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution.

Neither the name of the author nor the names of its contributors may be used to endorse 
or promote products derived from this software without specific prior written 
permission. 

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND 
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE 
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR 
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
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NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT 
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY 
OF SUCH DAMAGE.

Apache Commons License 
Apache License

                          Version 2.0, January 2004

                       http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND 
DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as 
defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner 
that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that 
control, are controlled by, or are under common control with that entity. For the 
purposes of this definition, "control" means (i) the power, direct or indirect, to cause the 
direction or management of such entity, whether by contract or otherwise, or (ii) 
ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial 
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions 
granted by this License.

"Source" form shall mean the preferred form for making modifications, including but 
not limited to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or 
translation of a Source form, including but not limited to compiled object code, 
generated documentation, and conversions to other media types.
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"Work" shall mean the work of authorship, whether in Source or Object form, made 
available under the License, as indicated by a copyright notice that is included in or 
attached to the work (an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is 
based on (or derived from) the Work and for which the editorial revisions, annotations, 
elaborations, or other modifications represent, as a whole, an original work of 
authorship. For the purposes of this License, Derivative Works shall not include works 
that remain separable from, or merely link (or bind by name) to the interfaces of, the 
Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the 
Work and any modifications or additions to that Work or Derivative Works thereof, that 
is intentionally submitted to Licensor for inclusion in the Work by the copyright owner 
or by an individual or Legal Entity authorized to submit on behalf of the copyright 
owner. For the purposes of this definition, "submitted" means any form of electronic, 
verbal, or written communication sent to the Licensor or its representatives, including 
but not limited to communication on electronic mailing lists, source code control 
systems, and issue tracking systems that are managed by, or on behalf of, the Licensor for 
the purpose of discussing and improving the Work, but excluding communication that is 
conspicuously marked or otherwise designated in writing by the copyright owner as 
"Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of 
whom a Contribution has been received by Licensor and subsequently incorporated 
within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each 
Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, 
royalty-free, irrevocable copyright license to reproduce, prepare Derivative Works of, 
publicly display, publicly perform, sublicense, and distribute the Work and such 
Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each 
Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, 
royalty-free, irrevocable (except as stated in this section) patent license to make, have 
made, use, offer to sell, sell, import, and otherwise transfer the Work, where such license 
applies only to those patent claims licensable by such Contributor that are necessarily 
infringed by their Contribution(s) alone or by combination of their Contribution(s) 
with the Work to which such Contribution(s) was submitted. If You institute patent 
litigation against any entity (including a cross-claim or counterclaim in a lawsuit) 
alleging that the Work or a Contribution incorporated within the Work constitutes 
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direct or contributory patent infringement, then any patent licenses granted to You 
under this License for that Work shall terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative 
Works thereof in any medium, with or without modifications, and in Source or Object 
form, provided that You meet the following conditions: 

      (a) You must give any other recipients of the Work or Derivative Works a copy of 
this License; and 

      (b) You must cause any modified files to carry prominent notices stating that You 
changed the files; and 

      (c) You must retain, in the Source form of any Derivative Works that You distribute, 
all copyright, patent, trademark, and attribution notices from the Source form of the 
Work, excluding those notices that do not pertain to any part of the Derivative Works; 
and 

      (d) If the Work includes a "NOTICE" text file as part of its distribution, then any 
Derivative Works that You distribute must include a readable copy of the attribution 
notices contained within such NOTICE file, excluding those notices that do not pertain 
to any part of the Derivative Works, in at least one of the following places: within a 
NOTICE text file distributed as part of the Derivative Works; within the Source form or 
documentation, if provided along with the Derivative Works; or, within a display 
generated by the Derivative Works, if and wherever such third-party notices normally 
appear. The contents of the NOTICE file are for informational purposes only and do not 
modify the License. You may add Your own attribution notices within Derivative Works 
that You distribute, alongside or as an addendum to the NOTICE text from the Work, 
provided that such additional attribution notices cannot be construed as modifying the 
License.

You may add Your own copyright statement to Your modifications and may provide 
additional or different license terms and conditions for use, reproduction, or distribution 
of Your modifications, or for any such Derivative Works as a whole, provided Your use, 
reproduction, and distribution of the Work otherwise complies with the conditions 
stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution 
intentionally submitted for inclusion in the Work by You to the Licensor shall be under 
the terms and conditions of this License, without any additional terms or conditions. 
Notwithstanding the above, nothing herein shall supersede or modify the terms of any 
separate license agreement you may have executed with Licensor regarding such 
Contributions.
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6. Trademarks. This License does not grant permission to use the trade names, 
trademarks, service marks, or product names of the Licensor, except as required for 
reasonable and customary use in describing the origin of the Work and reproducing the 
content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, 
Licensor provides the Work (and each Contributor provides its Contributions) on an 
"AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, 
either express or implied, including, without limitation, any warranties or conditions of 
TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A 
PARTICULAR PURPOSE. You are solely responsible for determining the 
appropriateness of using or redistributing the Work and assume any risks associated with 
Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort 
(including negligence), contract, or otherwise, unless required by applicable law (such as 
deliberate and grossly negligent acts) or agreed to in writing, shall any Contributor be 
liable to You for damages, including any direct, indirect, special, incidental, or 
consequential damages of any character arising as a result of this License or out of the use 
or inability to use the Work (including but not limited to damages for loss of goodwill, 
work stoppage, computer failure or malfunction, or any and all other commercial 
damages or losses), even if such Contributor has been advised of the possibility of such 
damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or 
Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance of 
support, warranty, indemnity, or other liability obligations and/or rights consistent with 
this License. However, in accepting such obligations, You may act only on Your own 
behalf and on Your sole responsibility, not on behalf of any other Contributor, and only 
if You agree to indemnify, defend, and hold each Contributor harmless for any liability 
incurred by, or claims asserted against, such Contributor by reason of your accepting any 
such warranty or additional liability.

END OF TERMS AND CONDITIONS

Bouncy Castle License 
Copyright (c) 2000 - 2017 The Legion of the Bouncy Castle Inc. 
(https://www.bouncycastle.org)
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Permission is hereby granted, free of charge, to any person obtaining a copy of this 
software and associated documentation files (the "Software"), to deal in the Software 
without restriction, including without limitation the rights to use, copy, modify, merge, 
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons 
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or 
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY 
KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE 
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, 
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF 
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN 
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS 
IN THE SOFTWARE. 

BSD-2-Clause License 
Note: This license has also been called the "Simplified BSD License" and the "FreeBSD 
License". See also the 3-clause BSD License.

Copyright <YEAR> <COPYRIGHT HOLDER>

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND 
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE 
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR 
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
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SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT 
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY 
OF SUCH DAMAGE.

Common Development and Distribution 
License 1.0 

SPDX short identifier: CDDL-1.0

COMMON DEVELOPMENT AND DISTRIBUTION LICENSE Version 1.0 
(CDDL-1.0) (text)

1. Definitions.

1.1. Contributor means each individual or entity that creates or contributes to the 
creation of Modifications.

1.2. Contributor Version means the combination of the Original Software, prior 
Modifications used by a Contributor (if any), and the Modifications made by that 
particular Contributor.

1.3. Covered Software means (a) the Original Software, or (b) Modifications, or (c) the 
combination of files containing Original Software with files containing Modifications, in 
each case including portions thereof.

1.4. Executable means the Covered Software in any form other than Source Code.

1.5. Initial Developer means the individual or entity that first makes Original Software 
available under this License.

1.6. Larger Work means a work which combines Covered Software or portions thereof 
with code not governed by the terms of this License.

1.7. License means this document.
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1.8. Licensable means having the right to grant, to the maximum extent possible, 
whether at the time of the initial grant or subsequently acquired, any and all of the rights 
conveyed herein.

1.9. Modifications means the Source Code and Executable form of any of the following:

A. Any file that results from an addition to, deletion from or modification of the 
contents of a file containing Original Software or previous Modifications;

B. Any new file that contains any part of the Original Software or previous Modification; 
or

C. Any new file that is contributed or otherwise made available under the terms of this 
License.

1.10. Original Software means the Source Code and Executable form of computer 
software code that is originally released under this License.

1.11. Patent Claims means any patent claim(s), now owned or hereafter acquired, 
including without limitation, method, process, and apparatus claims, in any patent 
Licensable by grantor.

1.12. Source Code means (a) the common form of computer software code in which 
modifications are made and (b) associated documentation included in or with such code.

1.13. You (or Your) means an individual or a legal entity exercising rights under, and 
complying with all of the terms of, this License. For legal entities, You includes any 
entity which controls, is controlled by, or is under common control with You. For 
purposes of this definition, control means (a) the power, direct or indirect, to cause the 
direction or management of such entity, whether by contract or otherwise, or (b) 
ownership of more than fifty percent (50%) of the outstanding shares or beneficial 
ownership of such entity.

2. License Grants.

2.1. The Initial Developer Grant.

Conditioned upon Your compliance with Section 3.1 below and subject to third party 
intellectual property claims, the Initial Developer hereby grants You a world-wide, 
royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by 
Initial Developer, to use, reproduce, modify, display, perform, sublicense and distribute 
the Original Software (or portions thereof ), with or without Modifications, and/or as 
part of a Larger Work; and
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(b) under Patent Claims infringed by the making, using or selling of Original Software, 
to make, have made, use, practice, sell, and offer for sale, and/or otherwise dispose of the 
Original Software (or portions thereof ).

(c) The licenses granted in Sections 2.1(a) and (b) are effective on the date Initial 
Developer first distributes or otherwise makes the Original Software available to a third 
party under the terms of this License.

(d) Notwithstanding Section 2.1(b) above, no patent license is granted: (1) for code that 
You delete from the Original Software, or (2) for infringements caused by: (i) the 
modification of the Original Software, or (ii) the combination of the Original Software 
with other software or devices.

2.2. Contributor Grant.

Conditioned upon Your compliance with Section 3.1 below and subject to third party 
intellectual property claims, each Contributor hereby grants You a world-wide, royalty-
free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by 
Contributor to use, reproduce, modify, display, perform, sublicense and distribute the 
Modifications created by such Contributor (or portions thereof ), either on an 
unmodified basis, with other Modifications, as Covered Software and/or as part of a 
Larger Work; and

(b) under Patent Claims infringed by the making, using, or selling of Modifications 
made by that Contributor either alone and/or in combination with its Contributor 
Version (or portions of such combination), to make, use, sell, offer for sale, have made, 
and/or otherwise dispose of: (1) Modifications made by that Contributor (or portions 
thereof ); and (2) the combination of Modifications made by that Contributor with its 
Contributor Version (or portions of such combination).

(c) The licenses granted in Sections 2.2(a) and 2.2(b) are effective on the date 
Contributor first distributes or otherwise makes the Modifications available to a third 
party.

(d) Notwithstanding Section 2.2(b) above, no patent license is granted: (1) for any code 
that Contributor has deleted from the Contributor Version; (2) for infringements caused 
by: (i) third party modifications of Contributor Version, or (ii) the combination of 
Modifications made by that Contributor with other software (except as part of the 
Contributor Version) or other devices; or (3) under Patent Claims infringed by Covered 
Software in the absence of Modifications made by that Contributor.

3. Distribution Obligations.
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3.1. Availability of Source Code.

Any Covered Software that You distribute or otherwise make available in Executable 
form must also be made available in Source Code form and that Source Code form must 
be distributed only under the terms of this License. You must include a copy of this 
License with every copy of the Source Code form of the Covered Software You distribute 
or otherwise make available. You must inform recipients of any such Covered Software in 
Executable form as to how they can obtain such Covered Software in Source Code form 
in a reasonable manner on or through a medium customarily used for software exchange.

3.2. Modifications.

The Modifications that You create or to which You contribute are governed by the terms 
of this License. You represent that You believe Your Modifications are Your original 
creation(s) and/or You have sufficient rights to grant the rights conveyed by this License.

3.3. Required Notices.

You must include a notice in each of Your Modifications that identifies You as the 
Contributor of the Modification. You may not remove or alter any copyright, patent or 
trademark notices contained within the Covered Software, or any notices of licensing or 
any descriptive text giving attribution to any Contributor or the Initial Developer.

3.4. Application of Additional Terms.

You may not offer or impose any terms on any Covered Software in Source Code form 
that alters or restricts the applicable version of this License or the recipients rights 
hereunder. You may choose to offer, and to charge a fee for, warranty, support, indemnity 
or liability obligations to one or more recipients of Covered Software. However, you may 
do so only on Your own behalf, and not on behalf of the Initial Developer or any 
Contributor. You must make it absolutely clear that any such warranty, support, 
indemnity or liability obligation is offered by You alone, and You hereby agree to 
indemnify the Initial Developer and every Contributor for any liability incurred by the 
Initial Developer or such Contributor as a result of warranty, support, indemnity or 
liability terms You offer.

3.5. Distribution of Executable Versions.

You may distribute the Executable form of the Covered Software under the terms of this 
License or under the terms of a license of Your choice, which may contain terms different 
from this License, provided that You are in compliance with the terms of this License 
and that the license for the Executable form does not attempt to limit or alter the 
recipients rights in the Source Code form from the rights set forth in this License. If You 
distribute the Covered Software in Executable form under a different license, You must 
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make it absolutely clear that any terms which differ from this License are offered by You 
alone, not by the Initial Developer or Contributor. You hereby agree to indemnify the 
Initial Developer and every Contributor for any liability incurred by the Initial 
Developer or such Contributor as a result of any such terms You offer.

3.6. Larger Works.

You may create a Larger Work by combining Covered Software with other code not 
governed by the terms of this License and distribute the Larger Work as a single product. 
In such a case, You must make sure the requirements of this License are fulfilled for the 
Covered Software.

4. Versions of the License.

4.1. New Versions.

Sun Microsystems, Inc. is the initial license steward and may publish revised and/or new 
versions of this License from time to time. Each version will be given a distinguishing 
version number. Except as provided in Section 4.3, no one other than the license steward 
has the right to modify this License.

4.2. Effect of New Versions.

You may always continue to use, distribute or otherwise make the Covered Software 
available under the terms of the version of the License under which You originally 
received the Covered Software. If the Initial Developer includes a notice in the Original 
Software prohibiting it from being distributed or otherwise made available under any 
subsequent version of the License, You must distribute and make the Covered Software 
available under the terms of the version of the License under which You originally 
received the Covered Software. Otherwise, You may also choose to use, distribute or 
otherwise make the Covered Software available under the terms of any subsequent 
version of the License published by the license steward.

4.3. Modified Versions.

When You are an Initial Developer and You want to create a new license for Your 
Original Software, You may create and use a modified version of this License if You: (a) 
rename the license and remove any references to the name of the license steward (except 
to note that the license differs from this License); and (b) otherwise make it clear that the 
license contains terms which differ from this License.

5. DISCLAIMER OF WARRANTY.

COVERED SOFTWARE IS PROVIDED UNDER THIS LICENSE ON AN AS IS 
BASIS, WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR 
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IMPLIED, INCLUDING, WITHOUT LIMITATION, WARRANTIES THAT THE 
COVERED SOFTWARE IS FREE OF DEFECTS, MERCHANTABLE, FIT FOR A 
PARTICULAR PURPOSE OR NON-INFRINGING. THE ENTIRE RISK AS TO 
THE QUALITY AND PERFORMANCE OF THE COVERED SOFTWARE IS 
WITH YOU. SHOULD ANY COVERED SOFTWARE PROVE DEFECTIVE IN 
ANY RESPECT, YOU (NOT THE INITIAL DEVELOPER OR ANY OTHER 
CONTRIBUTOR) ASSUME THE COST OF ANY NECESSARY SERVICING, 
REPAIR OR CORRECTION. THIS DISCLAIMER OF WARRANTY 
CONSTITUTES AN ESSENTIAL PART OF THIS LICENSE. NO USE OF ANY 
COVERED SOFTWARE IS AUTHORIZED HEREUNDER EXCEPT UNDER 
THIS DISCLAIMER.

6. TERMINATION.

6.1. This License and the rights granted hereunder will terminate automatically if You 
fail to comply with terms herein and fail to cure such breach within 30 days of becoming 
aware of the breach. Provisions which, by their nature, must remain in effect beyond the 
termination of this License shall survive.

6.2. If You assert a patent infringement claim (excluding declaratory judgment actions) 
against Initial Developer or a Contributor (the Initial Developer or Contributor against 
whom You assert such claim is referred to as Participant) alleging that the Participant 
Software (meaning the Contributor Version where the Participant is a Contributor or the 
Original Software where the Participant is the Initial Developer) directly or indirectly 
infringes any patent, then any and all rights granted directly or indirectly to You by such 
Participant, the Initial Developer (if the Initial Developer is not the Participant) and all 
Contributors under Sections 2.1 and/or 2.2 of this License shall, upon 60 days notice 
from Participant terminate prospectively and automatically at the expiration of such 60 
day notice period, unless if within such 60 day period You withdraw Your claim with 
respect to the Participant Software against such Participant either unilaterally or pursuant 
to a written agreement with Participant.

6.3. In the event of termination under Sections 6.1 or 6.2 above, all end user licenses 
that have been validly granted by You or any distributor hereunder prior to termination 
(excluding licenses granted to You by any distributor) shall survive termination.

7. LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, 
WHETHER TORT (INCLUDING NEGLIGENCE), CONTRACT, OR 
OTHERWISE, SHALL YOU, THE INITIAL DEVELOPER, ANY OTHER 
CONTRIBUTOR, OR ANY DISTRIBUTOR OF COVERED SOFTWARE, OR 
ANY SUPPLIER OF ANY OF SUCH PARTIES, BE LIABLE TO ANY PERSON 
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FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL 
DAMAGES OF ANY CHARACTER INCLUDING, WITHOUT LIMITATION, 
DAMAGES FOR LOST PROFITS, LOSS OF GOODWILL, WORK STOPPAGE, 
COMPUTER FAILURE OR MALFUNCTION, OR ANY AND ALL OTHER 
COMMERCIAL DAMAGES OR LOSSES, EVEN IF SUCH PARTY SHALL HAVE 
BEEN INFORMED OF THE POSSIBILITY OF SUCH DAMAGES. THIS 
LIMITATION OF LIABILITY SHALL NOT APPLY TO LIABILITY FOR DEATH 
OR PERSONAL INJURY RESULTING FROM SUCH PARTYS NEGLIGENCE TO 
THE EXTENT APPLICABLE LAW PROHIBITS SUCH LIMITATION. SOME 
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF 
INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS EXCLUSION AND 
LIMITATION MAY NOT APPLY TO YOU.

8. U.S. GOVERNMENT END USERS.

The Covered Software is a commercial item, as that term is defined in 48 C.F.R. 2.101 
(Oct. 1995), consisting of commercial computer software (as that term is defined at 48 
C.F.R.  252.227-7014(a)(1)) and commercial computer software documentation as such 
terms are used in 48 C.F.R. 12.212 (Sept. 1995). Consistent with 48 C.F.R. 12.212 and 
48 C.F.R. 227.7202-1 through 227.7202-4 (June 1995), all U.S. Government End 
Users acquire Covered Software with only those rights set forth herein. This U.S. 
Government Rights clause is in lieu of, and supersedes, any other FAR, DFAR, or other 
clause or provision that addresses Government rights in computer software under this 
License.

9. MISCELLANEOUS.

This License represents the complete agreement concerning subject matter hereof. If any 
provision of this License is held to be unenforceable, such provision shall be reformed 
only to the extent necessary to make it enforceable. This License shall be governed by the 
law of the jurisdiction specified in a notice contained within the Original Software 
(except to the extent applicable law, if any, provides otherwise), excluding such 
jurisdictions conflict-of-law provisions. Any litigation relating to this License shall be 
subject to the jurisdiction of the courts located in the jurisdiction and venue specified in 
a notice contained within the Original Software, with the losing party responsible for 
costs, including, without limitation, court costs and reasonable attorneys fees and 
expenses. The application of the United Nations Convention on Contracts for the 
International Sale of Goods is expressly excluded. Any law or regulation which provides 
that the language of a contract shall be construed against the drafter shall not apply to 
this License. You agree that You alone are responsible for compliance with the United 
States export administration regulations (and the export control laws and regulation of 
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any other countries) when You use, distribute or otherwise make available any Covered 
Software.

10. RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors, each party is responsible for claims 
and damages arising, directly or indirectly, out of its utilization of rights under this 
License and You agree to work with Initial Developer and Contributors to distribute 
such responsibility on an equitable basis. Nothing herein is intended or shall be deemed 
to constitute any admission of liability.

COMMON DEVELOPMENT AND 
DISTRIBUTION LICENSE (CDDL) Version 1.1 

1. Definitions.

1.1. "Contributor" means each individual or entity that creates or contributes to the 
creation of Modifications.

1.2. "Contributor Version" means the combination of the Original Software, prior 
Modifications used by a Contributor (if any), and the Modifications made by that 
particular Contributor.

1.3. "Covered Software" means (a) the Original Software, or (b) Modifications, or (c) the 
combination of files containing Original Software with files containing Modifications, in 
each case including portions thereof.

1.4. "Executable" means the Covered Software in any form other than Source Code.

1.5. "Initial Developer" means the individual or entity that first makes Original Software 
available under this License.

1.6. "Larger Work" means a work which combines Covered Software or portions thereof 
with code not governed by the terms of this License.

1.7. "License" means this document.

  1.8. "Licensable" means having the right to grant, to the maximum extent possible, 
whether at the time of the initial grant or subsequently acquired, any and all of the rights 
conveyed herein.

  1.9. "Modifications" means the Source Code and Executable form of any of the 
following:
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  A. Any file that results from an addition to, deletion from or modification of the 
contents of a file containing Original Software or previous Modifications;

B. Any new file that contains any part of the Original Software or previous Modification; 
or

C. Any new file that is contributed or otherwise made available under the terms of this 
License.

1.10. "Original Software" means the Source Code and Executable form of computer 
software code that is originally released under this License.

1.11. "Patent Claims" means any patent claim(s), now owned or hereafter acquired, 
including without limitation, method, process, and apparatus claims, in any patent 
Licensable by grantor.

  1.12. "Source Code" means (a) the common form of computer software code in which 
modifications are made and (b) associated documentation included in or with such code.

  1.13. "You" (or "Your") means an individual or a legal entity exercising rights under, 
and complying with all of the terms of, this License. For legal entities, "You" includes 
any entity which controls, is controlled by, or is under common control with You. For 
purposes of this definition, "control" means (a) the power, direct or indirect, to cause the 
direction or management of such entity, whether by contract or otherwise, or (b) 
ownership of more than fifty percent (50%) of the outstanding shares or beneficial 
ownership of such entity.

2. License Grants.

2.1. The Initial Developer Grant.

Conditioned upon Your compliance with Section 3.1 below and subject to third party 
intellectual property claims, the Initial Developer hereby grants You a world-wide, 
royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by 
Initial Developer, to use, reproduce, modify, display, perform, sublicense and distribute 
the Original Software (or portions thereof ), with or without Modifications, and/or as 
part of a Larger Work; and

(b) under Patent Claims infringed by the making, using or selling of Original Software, 
to make, have made, use, practice, sell, and offer for sale, and/or otherwise dispose of the 
Original Software (or portions thereof ).
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(c) The licenses granted in Sections 2.1(a) and (b) are effective on the date Initial 
Developer first distributes or otherwise makes the Original Software available to a third 
party under the terms of this License.

(d) Notwithstanding Section 2.1(b) above, no patent license is granted: (1) for code that 
You delete from the Original Software, or (2) for infringements caused by: (i) the 
modification of the Original Software, or (ii) the combination of the Original Software 
with other software or devices.

2.2. Contributor Grant.

Conditioned upon Your compliance with Section 3.1 below and subject to third party 
intellectual property claims, each Contributor hereby grants You a world-wide, royalty-
free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by 
Contributor to use, reproduce, modify, display, perform, sublicense and distribute the 
Modifications created by such Contributor (or portions thereof ), either on an 
unmodified basis, with other Modifications, as Covered Software and/or as part of a 
Larger Work; and

(b) under Patent Claims infringed by the making, using, or selling of Modifications 
made by that Contributor either alone and/or in combination with its Contributor 
Version (or portions of such combination), to make, use, sell, offer for sale, have made, 
and/or otherwise dispose of: (1) Modifications made by that Contributor (or portions 
thereof ); and (2) the combination of Modifications made by that Contributor with its 
Contributor Version (or portions of such combination).

(c) The licenses granted in Sections 2.2(a) and 2.2(b) are effective on the date 
Contributor first distributes or otherwise makes the Modifications available to a third 
party.

(d) Notwithstanding Section 2.2(b) above, no patent license is granted: (1) for any code 
that Contributor has deleted from the Contributor Version; (2) for infringements caused 
by: (i) third party modifications of Contributor Version, or (ii) the combination of 
Modifications made by that Contributor with other software (except as part of the 
Contributor Version) or other devices; or (3) under Patent Claims infringed by Covered 
Software in the absence of Modifications made by that Contributor.

3. Distribution Obligations.

3.1. Availability of Source Code.

Any Covered Software that You distribute or otherwise make available in Executable 
form must also be made available in Source Code form and that Source Code form must 
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be distributed only under the terms of this License. You must include a copy of this 
License with every copy of the Source Code form of the Covered Software You distribute 
or otherwise make available. You must inform recipients of any such Covered Software in 
Executable form as to how they can obtain such Covered Software in Source Code form 
in a reasonable manner on or through a medium customarily used for software exchange.

3.2. Modifications.

The Modifications that You create or to which You contribute are governed by the terms 
of this License. You represent that You believe Your Modifications are Your original 
creation(s) and/or You have sufficient rights to grant the rights conveyed by this License.

3.3. Required Notices.

You must include a notice in each of Your Modifications that identifies You as the 
Contributor of the Modification. You may not remove or alter any copyright, patent or 
trademark notices contained within the Covered Software, or any notices of licensing or 
any descriptive text giving attribution to any Contributor or the Initial Developer.

3.4. Application of Additional Terms.

You may not offer or impose any terms on any Covered Software in Source Code form 
that alters or restricts the applicable version of this License or the recipients' rights 
hereunder. You may choose to offer, and to charge a fee for, warranty, support, indemnity 
or liability obligations to one or more recipients of Covered Software. However, you may 
do so only on Your own behalf, and not on behalf of the Initial Developer or any 
Contributor. You must make it absolutely clear that any such warranty, support, 
indemnity or liability obligation is offered by You alone, and You hereby agree to 
indemnify the Initial Developer and every Contributor for any liability incurred by the 
Initial Developer or such Contributor as a result of warranty, support, indemnity or 
liability terms You offer.

3.5. Distribution of Executable Versions.

You may distribute the Executable form of the Covered Software under the terms of this 
License or under the terms of a license of Your choice, which may contain terms different 
from this License, provided that You are in compliance with the terms of this License 
and that the license for the Executable form does not attempt to limit or alter the 
recipient's rights in the Source Code form from the rights set forth in this License. If You 
distribute the Covered Software in Executable form under a different license, You must 
make it absolutely clear that any terms which differ from this License are offered by You 
alone, not by the Initial Developer or Contributor. You hereby agree to indemnify the 
Initial Developer and every Contributor for any liability incurred by the Initial 
Developer or such Contributor as a result of any such terms You offer.
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3.6. Larger Works.

You may create a Larger Work by combining Covered Software with other code not 
governed by the terms of this License and distribute the Larger Work as a single product. 
In such a case, You must make sure the requirements of this License are fulfilled for the 
Covered Software.

4. Versions of the License.

4.1. New Versions.

Oracle is the initial license steward and may publish revised and/or new versions of this 
License from time to time. Each version will be given a distinguishing version number. 
Except as provided in Section 4.3, no one other than the license steward has the right to 
modify this License.

4.2. Effect of New Versions.

You may always continue to use, distribute or otherwise make the Covered Software 
available under the terms of the version of the License under which You originally 
received the Covered Software. If the Initial Developer includes a notice in the Original 
Software prohibiting it from being distributed or otherwise made available under any 
subsequent version of the License, You must distribute and make the Covered Software 
available under the terms of the version of the License under which You originally 
received the Covered Software. Otherwise, You may also choose to use, distribute or 
otherwise make the Covered Software available under the terms of any subsequent 
version of the License published by the license steward.

4.3. Modified Versions.

When You are an Initial Developer and You want to create a new license for Your 
Original Software, You may create and use a modified version of this License if You: (a) 
rename the license and remove any references to the name of the license steward (except 
to note that the license differs from this License); and (b) otherwise make it clear that the 
license contains terms which differ from this License.

5. DISCLAIMER OF WARRANTY.

COVERED SOFTWARE IS PROVIDED UNDER THIS LICENSE ON AN "AS IS" 
BASIS, WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR 
IMPLIED, INCLUDING, WITHOUT LIMITATION, WARRANTIES THAT THE 
COVERED SOFTWARE IS FREE OF DEFECTS, MERCHANTABLE, FIT FOR A 
PARTICULAR PURPOSE OR NON-INFRINGING. THE ENTIRE RISK AS TO 
THE QUALITY AND PERFORMANCE OF THE COVERED SOFTWARE IS 
WITH YOU. SHOULD ANY COVERED SOFTWARE PROVE DEFECTIVE IN 
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ANY RESPECT, YOU (NOT THE INITIAL DEVELOPER OR ANY OTHER 
CONTRIBUTOR) ASSUME THE COST OF ANY NECESSARY SERVICING, 
REPAIR OR CORRECTION. THIS DISCLAIMER OF WARRANTY 
CONSTITUTES AN ESSENTIAL PART OF THIS LICENSE. NO USE OF ANY 
COVERED SOFTWARE IS AUTHORIZED HEREUNDER EXCEPT UNDER 
THIS DISCLAIMER.

6. TERMINATION.

6.1. This License and the rights granted hereunder will terminate automatically if You 
fail to comply with terms herein and fail to cure such breach within 30 days of becoming 
aware of the breach. Provisions which, by their nature, must remain in effect beyond the 
termination of this License shall survive.

6.2. If You assert a patent infringement claim (excluding declaratory judgment actions) 
against Initial Developer or a Contributor (the Initial Developer or Contributor against 
whom You assert such claim is referred to as "Participant") alleging that the Participant 
Software (meaning the Contributor Version where the Participant is a Contributor or the 
Original Software where the Participant is the Initial Developer) directly or indirectly 
infringes any patent, then any and all rights granted directly or indirectly to You by such 
Participant, the Initial Developer (if the Initial Developer is not the Participant) and all 
Contributors under Sections 2.1 and/or 2.2 of this License shall, upon 60 days notice 
from Participant terminate prospectively and automatically at the expiration of such 60 
day notice period, unless if within such 60 day period You withdraw Your claim with 
respect to the Participant Software against such Participant either unilaterally or pursuant 
to a written agreement with Participant.

6.3. If You assert a patent infringement claim against Participant alleging that the 
Participant Software directly or indirectly infringes any patent where such claim is 
resolved (such as by license or settlement) prior to the initiation of patent infringement 
litigation, then the reasonable value of the licenses granted by such Participant under 
Sections 2.1 or 2.2 shall be taken into account in determining the amount or value of 
any payment or license.

6.4. In the event of termination under Sections 6.1 or 6.2 above, all end user licenses 
that have been validly granted by You or any distributor hereunder prior to termination 
(excluding licenses granted to You by any distributor) shall survive termination.

7. LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, 
WHETHER TORT (INCLUDING NEGLIGENCE), CONTRACT, OR 
OTHERWISE, SHALL YOU, THE INITIAL DEVELOPER, ANY OTHER 
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CONTRIBUTOR, OR ANY DISTRIBUTOR OF COVERED SOFTWARE, OR 
ANY SUPPLIER OF ANY OF SUCH PARTIES, BE LIABLE TO ANY PERSON 
FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL 
DAMAGES OF ANY CHARACTER INCLUDING, WITHOUT LIMITATION, 
DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER 
FAILURE OR MALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL 
DAMAGES OR LOSSES, EVEN IF SUCH PARTY SHALL HAVE BEEN 
INFORMED OF THE POSSIBILITY OF SUCH DAMAGES. THIS LIMITATION 
OF LIABILITY SHALL NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL 
INJURY RESULTING FROM SUCH PARTY'S NEGLIGENCE TO THE EXTENT 
APPLICABLE LAW PROHIBITS SUCH LIMITATION. SOME JURISDICTIONS 
DO NOT ALLOW THE EXCLUSION OR LIMITATION OF INCIDENTAL OR 
CONSEQUENTIAL DAMAGES, SO THIS EXCLUSION AND LIMITATION 
MAY NOT APPLY TO YOU.

8. U.S. GOVERNMENT END USERS.

The Covered Software is a "commercial item," as that term is defined in 48 C.F.R. 2.101 
(Oct. 1995), consisting of "commercial computer software" (as that term is defined at 48 
C.F.R. § 252.227-7014(a)(1)) and "commercial computer software documentation" as 
such terms are used in 48 C.F.R. 12.212 (Sept. 1995). Consistent with 48 C.F.R. 12.212 
and 48 C.F.R. 227.7202-1 through 227.7202-4 (June 1995), all U.S. Government End 
Users acquire Covered Software with only those rights set forth herein. This U.S. 
Government Rights clause is in lieu of, and supersedes, any other FAR, DFAR, or other 
clause or provision that addresses Government rights in computer software under this 
License.

9. MISCELLANEOUS.

This License represents the complete agreement concerning subject matter hereof. If any 
provision of this License is held to be unenforceable, such provision shall be reformed 
only to the extent necessary to make it enforceable. This License shall be governed by the 
law of the jurisdiction specified in a notice contained within the Original Software 
(except to the extent applicable law, if any, provides otherwise), excluding such 
jurisdiction's conflict-of-law provisions. Any litigation relating to this License shall be 
subject to the jurisdiction of the courts located in the jurisdiction and venue specified in 
a notice contained within the Original Software, with the losing party responsible for 
costs, including, without limitation, court costs and reasonable attorneys' fees and 
expenses. The application of the United Nations Convention on Contracts for the 
International Sale of Goods is expressly excluded. Any law or regulation which provides 
that the language of a contract shall be construed against the drafter shall not apply to 
this License. You agree that You alone are responsible for compliance with the United 
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States export administration regulations (and the export control laws and regulation of 
any other countries) when You use, distribute or otherwise make available any Covered 
Software.

10. RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors, each party is responsible for claims 
and damages arising, directly or indirectly, out of its utilization of rights under this 
License and You agree to work with Initial Developer and Contributors to distribute 
such responsibility on an equitable basis. Nothing herein is intended or shall be deemed 
to constitute any admission of liability.

NOTICE PURSUANT TO SECTION 9 OF THE COMMON DEVELOPMENT 
AND DISTRIBUTION LICENSE (CDDL)

The code released under the CDDL shall be governed by the laws of theState of 
California (excluding conflict-of-law provisions). Anylitigation relating to this License 
shall be subject to the jurisdictionof the Federal Courts of the Northern District of 
California and the state courts of the State of California, with venue lying in Santa Clara 
County, California.

Common Public License Version 1.0 
THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF 
THIS COMMON PUBLIC LICENSE ("AGREEMENT"). ANY USE, 
REPRODUCTION OR DISTRIBUTION OF THE PROGRAM CONSTITUTES 
RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS

"Contribution" means: 

a) in the case of the initial Contributor, the initial code and documentation distributed 
under this Agreement, and

b) in the case of each subsequent Contributor:

i) changes to the Program, and

ii) additions to the Program;

where such changes and/or additions to the Program originate from and are distributed 
by that particular Contributor. A Contribution 'originates' from a Contributor if it was 
added to the Program by such Contributor itself or anyone acting on such Contributor's 
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behalf. Contributions do not include additions to the Program which: (i) are separate 
modules of software distributed in conjunction with the Program under their own 
license agreement, and (ii) are not derivative works of the Program.

"Contributor" means any person or entity that distributes the Program.

"Licensed Patents " mean patent claims licensable by a Contributor which are necessarily 
infringed by the use or sale of its Contribution alone or when combined with the 
Program.

"Program" means the Contributions distributed in accordance with this Agreement.

"Recipient" means anyone who receives the Program under this Agreement, including all 
Contributors.

2. GRANT OF RIGHTS

a) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a 
non-exclusive, worldwide, royalty-free copyright license to reproduce, prepare derivative 
works of, publicly display, publicly perform, distribute and sublicense the Contribution 
of such Contributor, if any, and such derivative works, in source code and object code 
form.

b) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a 
non-exclusive, worldwide, royalty-free patent license under Licensed Patents to make, 
use, sell, offer to sell, import and otherwise transfer the Contribution of such 
Contributor, if any, in source code and object code form. This patent license shall apply 
to the combination of the Contribution and the Program if, at the time the 
Contribution is added by the Contributor, such addition of the Contribution causes 
such combination to be covered by the Licensed Patents. The patent license shall not 
apply to any other combinations which include the Contribution. No hardware per se is 
licensed hereunder.

c) Recipient understands that although each Contributor grants the licenses to its 
Contributions set forth herein, no assurances are provided by any Contributor that the 
Program does not infringe the patent or other intellectual property rights of any other 
entity. Each Contributor disclaims any liability to Recipient for claims brought by any 
other entity based on infringement of intellectual property rights or otherwise. As a 
condition to exercising the rights and licenses granted hereunder, each Recipient hereby 
assumes sole responsibility to secure any other intellectual property rights needed, if any. 
For example, if a third party patent license is required to allow Recipient to distribute the 
Program, it is Recipient's responsibility to acquire that license before distributing the 
Program.
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d) Each Contributor represents that to its knowledge it has sufficient copyright rights in 
its Contribution, if any, to grant the copyright license set forth in this Agreement.

3. REQUIREMENTS

A Contributor may choose to distribute the Program in object code form under its own 
license agreement, provided that:

a) it complies with the terms and conditions of this Agreement; and

b) its license agreement:

i) effectively disclaims on behalf of all Contributors all warranties and conditions, express 
and implied, including warranties or conditions of title and non-infringement, and 
implied warranties or conditions of merchantability and fitness for a particular purpose;

ii) effectively excludes on behalf of all Contributors all liability for damages, including 
direct, indirect, special, incidental and consequential damages, such as lost profits;

iii) states that any provisions which differ from this Agreement are offered by that 
Contributor alone and not by any other party; and

iv) states that source code for the Program is available from such Contributor, and 
informs licensees how to obtain it in a reasonable manner on or through a medium 
customarily used for software exchange.

When the Program is made available in source code form:

a) it must be made available under this Agreement; and

b) a copy of this Agreement must be included with each copy of the Program.

Contributors may not remove or alter any copyright notices contained within the 
Program.

Each Contributor must identify itself as the originator of its Contribution, if any, in a 
manner that reasonably allows subsequent Recipients to identify the originator of the 
Contribution.

4. COMMERCIAL DISTRIBUTION

Commercial distributors of software may accept certain responsibilities with respect to 
end users, business partners and the like. While this license is intended to facilitate the 
commercial use of the Program, the Contributor who includes the Program in a 
commercial product offering should do so in a manner which does not create potential 
liability for other Contributors. Therefore, if a Contributor includes the Program in a 
commercial product offering, such Contributor ("Commercial Contributor") hereby 
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agrees to defend and indemnify every other Contributor ("Indemnified Contributor") 
against any losses, damages and costs (collectively "Losses") arising from claims, lawsuits 
and other legal actions brought by a third party against the Indemnified Contributor to 
the extent caused by the acts or omissions of such Commercial Contributor in 
connection with its distribution of the Program in a commercial product offering. The 
obligations in this section do not apply to any claims or Losses relating to any actual or 
alleged intellectual property infringement. In order to qualify, an Indemnified 
Contributor must: a) promptly notify the Commercial Contributor in writing of such 
claim, and b) allow the Commercial Contributor to control, and cooperate with the 
Commercial Contributor in, the defense and any related settlement negotiations. The 
Indemnified Contributor may participate in any such claim at its own expense.

For example, a Contributor might include the Program in a commercial product 
offering, Product X. That Contributor is then a Commercial Contributor. If that 
Commercial Contributor then makes performance claims, or offers warranties related to 
Product X, those performance claims and warranties are such Commercial Contributor's 
responsibility alone. Under this section, the Commercial Contributor would have to 
defend claims against the other Contributors related to those performance claims and 
warranties, and if a court requires any other Contributor to pay any damages as a result, 
the Commercial Contributor must pay those damages.

5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM 
IS PROVIDED ON AN "AS IS" BASIS, WITHOUT WARRANTIES OR 
CONDITIONS OF ANY KIND, EITHER EXPRESS OR IMPLIED INCLUDING, 
WITHOUT LIMITATION, ANY WARRANTIES OR CONDITIONS OF TITLE, 
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE. Each Recipient is solely responsible for determining the 
appropriateness of using and distributing the Program and assumes all risks associated 
with its exercise of rights under this Agreement, including but not limited to the risks 
and costs of program errors, compliance with applicable laws, damage to or loss of data, 
programs or equipment, and unavailability or interruption of operations.

6. DISCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER 
RECIPIENT NOR ANY CONTRIBUTORS SHALL HAVE ANY LIABILITY FOR 
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING WITHOUT LIMITATION LOST 
PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING 
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NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE 
OR DISTRIBUTION OF THE PROGRAM OR THE EXERCISE OF ANY RIGHTS 
GRANTED HEREUNDER, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGES.

7. GENERAL

If any provision of this Agreement is invalid or unenforceable under applicable law, it 
shall not affect the validity or enforceability of the remainder of the terms of this 
Agreement, and without further action by the parties hereto, such provision shall be 
reformed to the minimum extent necessary to make such provision valid and 
enforceable.

If Recipient institutes patent litigation against a Contributor with respect to a patent 
applicable to software (including a cross-claim or counterclaim in a lawsuit), then any 
patent licenses granted by that Contributor to such Recipient under this Agreement shall 
terminate as of the date such litigation is filed. In addition, if Recipient institutes patent 
litigation against any entity (including a cross-claim or counterclaim in a lawsuit) 
alleging that the Program itself (excluding combinations of the Program with other 
software or hardware) infringes such Recipient's patent(s), then such Recipient's rights 
granted under Section 2(b) shall terminate as of the date such litigation is filed.

All Recipient's rights under this Agreement shall terminate if it fails to comply with any 
of the material terms or conditions of this Agreement and does not cure such failure in a 
reasonable period of time after becoming aware of such noncompliance. If all Recipient's 
rights under this Agreement terminate, Recipient agrees to cease use and distribution of 
the Program as soon as reasonably practicable. However, Recipient's obligations under 
this Agreement and any licenses granted by Recipient relating to the Program shall 
continue and survive.

Everyone is permitted to copy and distribute copies of this Agreement, but in order to 
avoid inconsistency the Agreement is copyrighted and may only be modified in the 
following manner. The Agreement Steward reserves the right to publish new versions 
(including revisions) of this Agreement from time to time. No one other than the 
Agreement Steward has the right to modify this Agreement. IBM is the initial Agreement 
Steward. IBM may assign the responsibility to serve as the Agreement Steward to a 
suitable separate entity. Each new version of the Agreement will be given a distinguishing 
version number. The Program (including Contributions) may always be distributed 
subject to the version of the Agreement under which it was received. In addition, after a 
new version of the Agreement is published, Contributor may elect to distribute the 
Program (including its Contributions) under the new version. Except as expressly stated 
in Sections 2(a) and 2(b) above, Recipient receives no rights or licenses to the intellectual 
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property of any Contributor under this Agreement, whether expressly, by implication, 
estoppel or otherwise. All rights in the Program not expressly granted under this 
Agreement are reserved.

This Agreement is governed by the laws of the State of New York and the intellectual 
property laws of the United States of America. No party to this Agreement will bring a 
legal action under this Agreement more than one year after the cause of action arose. 
Each party waives its rights to a jury trial in any resulting litigation.

CC0 1.0 Universal License 
Statement of Purpose

The laws of most jurisdictions throughout the world automatically confer exclusive 
Copyright and Related Rights (defined below) upon the creator and subsequent owner(s) 
(each and all, an "owner") of an original work of authorship and/or a database (each, a 
"Work").

Certain owners wish to permanently relinquish those rights to a Work for the purpose of 
contributing to a commons of creative, cultural and scientific works ("Commons") that 
the public can reliably and without fear of later claims of infringement build upon, 
modify, incorporate in other works, reuse and redistribute as freely as possible in any 
form whatsoever and for any purposes, including without limitation commercial 
purposes. These owners may contribute to the Commons to promote the ideal of a free 
culture and the further production of creative, cultural and scientific works, or to gain 
reputation or greater distribution for their Work in part through the use and efforts of 
others.

For these and/or other purposes and motivations, and without any expectation of 
additional consideration or compensation, the person associating CC0 with a Work (the 
"Affirmer"), to the extent that he or she is an owner of Copyright and Related Rights in 
the Work, voluntarily elects to apply CC0 to the Work and publicly distribute the Work 
under its terms, with knowledge of his or her Copyright and Related Rights in the Work 
and the meaning and intended legal effect of CC0 on those rights.

1. Copyright and Related Rights. A Work made available under CC0 may be protected 
by copyright and related or neighboring rights ("Copyright and Related Rights"). 
Copyright and Related Rights include, but are not limited to, the following:

i. the right to reproduce, adapt, distribute, perform, display, communicate, and translate 
a Work;
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ii. moral rights retained by the original author(s) and/or performer(s);

iii. publicity and privacy rights pertaining to a person's image or likeness depicted in a 
Work;

iv. rights protecting against unfair competition in regards to a Work, subject to the 
limitations in paragraph 4(a), below;

v. rights protecting the extraction, dissemination, use and reuse of data in a Work;

vi. database rights (such as those arising under Directive 96/9/EC of the European 
Parliament and of the Council of 11 March 1996 on the legal protection of databases, 
and under any national implementation thereof, including any amended or successor 
version of such directive); and other similar, equivalent or corresponding rights 
throughout the world based on applicable law or treaty, and any national 
implementations thereof.

2. Waiver. To the greatest extent permitted by, but not in contravention of, applicable 
law, Affirmer hereby overtly, fully, permanently, irrevocably and unconditionally waives, 
abandons, and surrenders all of Affirmer's Copyright and Related Rights and associated 
claims and causes of action, whether now known or unknown (including existing as well 
as future claims and causes of action), in the Work (i) in all territories worldwide, (ii) for 
the maximum duration provided by applicable law or treaty (including future time 
extensions), (iii) in any current or future medium and for any number of copies, and (iv) 
for any purpose whatsoever, including without limitation commercial, advertising or 
promotional purposes (the "Waiver"). Affirmer makes the Waiver for the benefit of each 
member of the public at large and to the detriment of Affirmer's heirs and successors, 
fully intending that such Waiver shall not be subject to revocation, rescission, 
cancellation, termination, or any other legal or equitable action to disrupt the quiet 
enjoyment of the Work by the public as contemplated by Affirmer's express Statement of 
Purpose.

3. Public License Fallback. Should any part of the Waiver for any reason be judged 
legally invalid or ineffective under applicable law, then the Waiver shall be preserved to 
the maximum extent permitted taking into account Affirmer's express Statement of 
Purpose. In addition, to the extent the Waiver is so judged Affirmer hereby grants to 
each affected person a royalty-free, non transferable, non sublicensable, non exclusive, 
irrevocable and unconditional license to exercise Affirmer's Copyright and Related 
Rights in the Work (i) in all territories worldwide, (ii) for the maximum duration 
provided by applicable law or treaty (including future time extensions), (iii) in any 
current or future medium and for any number of copies, and (iv) for any purpose 
whatsoever, including without limitation commercial, advertising or promotional 
purposes (the "License"). The License shall be deemed effective as of the date CC0 was 
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applied by Affirmer to the Work. Should any part of the License for any reason be 
judged legally invalid or ineffective under applicable law, such partial invalidity or 
ineffectiveness shall not invalidate the remainder of the License, and in such case 
Affirmer hereby affirms that he or she will not (i) exercise any of his or her remaining 
Copyright and Related Rights in the Work or (ii) assert any associated claims and causes 
of action with respect to the Work, in either case contrary to Affirmer's express 
Statement of Purpose.

4. Limitations and Disclaimers.

    No trademark or patent rights held by Affirmer are waived, abandoned, surrendered, 
licensed or otherwise affected by this document.

    Affirmer offers the Work as-is and makes no representations or warranties of any kind 
concerning the Work, express, implied, statutory or otherwise, including without 
limitation warranties of title, merchantability, fitness for a particular purpose, non 
infringement, or the absence of latent or other defects, accuracy, or the present or 
absence of errors, whether or not discoverable, all to the greatest extent permissible under 
applicable law.

    Affirmer disclaims responsibility for clearing rights of other persons that may apply to 
the Work or any use thereof, including without limitation any person's Copyright and 
Related Rights in the Work. Further, Affirmer disclaims responsibility for obtaining any 
necessary consents, permissions or other rights required for any use of the Work.

    Affirmer understands and acknowledges that Creative Commons is not a party to this 
document and has no duty or obligation with respect to this CC0 or use of the Work.

Creative Commons Attribution-ShareAlike 
3.0 Unported 

License

THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF 
THIS CREATIVE COMMONS PUBLIC LICENSE ("CCPL" OR "LICENSE"). 
THE WORK IS PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE 
LAW. ANY USE OF THE WORK OTHER THAN AS AUTHORIZED UNDER 
THIS LICENSE OR COPYRIGHT LAW IS PROHIBITED.

BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED HERE, YOU 
ACCEPT AND AGREE TO BE BOUND BY THE TERMS OF THIS LICENSE. TO 

RedSeal User Guide 9.4 789



Appendix E

THE EXTENT THIS LICENSE MAY BE CONSIDERED TO BE A CONTRACT, 
THE LICENSOR GRANTS YOU THE RIGHTS CONTAINED HERE IN 
CONSIDERATION OF YOUR ACCEPTANCE OF SUCH TERMS AND 
CONDITIONS.

1. Definitions

"Adaptation" means a work based upon the Work, or upon the Work and other pre-
existing works, such as a translation, adaptation, derivative work, arrangement of music 
or other alterations of a literary or artistic work, or phonogram or performance and 
includes cinematographic adaptations or any other form in which the Work may be 
recast, transformed, or adapted including in any form recognizably derived from the 
original, except that a work that constitutes a Collection will not be considered an 
Adaptation for the purpose of this License. For the avoidance of doubt, where the Work 
is a musical work, performance or phonogram, the synchronization of the Work in 
timed-relation with a moving image ("synching") will be considered an Adaptation for 
the purpose of this License.

    "Collection" means a collection of literary or artistic works, such as encyclopedias and 
anthologies, or performances, phonograms or broadcasts, or other works or subject 
matter other than works listed in Section 1(f ) below, which, by reason of the selection 
and arrangement of their contents, constitute intellectual creations, in which the Work is 
included in its entirety in unmodified form along with one or more other contributions, 
each constituting separate and independent works in themselves, which together are 
assembled into a collective whole. A work that constitutes a Collection will not be 
considered an Adaptation (as defined below) for the purposes of this License.

    "Creative Commons Compatible License" means a license that is listed at 
https://creativecommons.org/compatiblelicenses that has been approved by Creative 
Commons as being essentially equivalent to this License, including, at a minimum, 
because that license: (i) contains terms that have the same purpose, meaning and effect as 
the License Elements of this License; and, (ii) explicitly permits the relicensing of 
adaptations of works made available under that license under this License or a Creative 
Commons jurisdiction license with the same License Elements as this License.

    "Distribute" means to make available to the public the original and copies of the 
Work or Adaptation, as appropriate, through sale or other transfer of ownership.

    "License Elements" means the following high-level license attributes as selected by 
Licensor and indicated in the title of this License: Attribution, ShareAlike.

    "Licensor" means the individual, individuals, entity or entities that offer(s) the Work 
under the terms of this License.
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    "Original Author" means, in the case of a literary or artistic work, the individual, 
individuals, entity or entities who created the Work or if no individual or entity can be 
identified, the publisher; and in addition (i) in the case of a performance the actors, 
singers, musicians, dancers, and other persons who act, sing, deliver, declaim, play in, 
interpret or otherwise perform literary or artistic works or expressions of folklore; (ii) in 
the case of a phonogram the producer being the person or legal entity who first fixes the 
sounds of a performance or other sounds; and, (iii) in the case of broadcasts, the 
organization that transmits the broadcast.

    "Work" means the literary and/or artistic work offered under the terms of this License 
including without limitation any production in the literary, scientific and artistic 
domain, whatever may be the mode or form of its expression including digital form, 
such as a book, pamphlet and other writing; a lecture, address, sermon or other work of 
the same nature; a dramatic or dramatico-musical work; a choreographic work or 
entertainment in dumb show; a musical composition with or without words; a 
cinematographic work to which are assimilated works expressed by a process analogous 
to cinematography; a work of drawing, painting, architecture, sculpture, engraving or 
lithography; a photographic work to which are assimilated works expressed by a process 
analogous to photography; a work of applied art; an illustration, map, plan, sketch or 
three-dimensional work relative to geography, topography, architecture or science; a 
performance; a broadcast; a phonogram; a compilation of data to the extent it is 
protected as a copyrightable work; or a work performed by a variety or circus performer 
to the extent it is not otherwise considered a literary or artistic work.

    "You" means an individual or entity exercising rights under this License who has not 
previously violated the terms of this License with respect to the Work, or who has 
received express permission from the Licensor to exercise rights under this License 
despite a previous violation.

    "Publicly Perform" means to perform public recitations of the Work and to 
communicate to the public those public recitations, by any means or process, including 
by wire or wireless means or public digital performances; to make available to the public 
Works in such a way that members of the public may access these Works from a place 
and at a place individually chosen by them; to perform the Work to the public by any 
means or process and the communication to the public of the performances of the Work, 
including by public digital performance; to broadcast and rebroadcast the Work by any 
means including signs, sounds or images.

    "Reproduce" means to make copies of the Work by any means including without 
limitation by sound or visual recordings and the right of fixation and reproducing 
fixations of the Work, including storage of a protected performance or phonogram in 
digital form or other electronic medium.
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2. Fair Dealing Rights. Nothing in this License is intended to reduce, limit, or restrict 
any uses free from copyright or rights arising from limitations or exceptions that are 
provided for in connection with the copyright protection under copyright law or other 
applicable laws.

3. License Grant. Subject to the terms and conditions of this License, Licensor hereby 
grants You a worldwide, royalty-free, non-exclusive, perpetual (for the duration of the 
applicable copyright) license to exercise the rights in the Work as stated below:

    to Reproduce the Work, to incorporate the Work into one or more Collections, and to 
Reproduce the Work as incorporated in the Collections;

    to create and Reproduce Adaptations provided that any such Adaptation, including 
any translation in any medium, takes reasonable steps to clearly label, demarcate or 
otherwise identify that changes were made to the original Work. For example, a 
translation could be marked "The original work was translated from English to Spanish," 
or a modification could indicate "The original work has been modified.";

    to Distribute and Publicly Perform the Work including as incorporated in Collections; 
and,

   to Distribute and Publicly Perform Adaptations.

   For the avoidance of doubt:

        Non-waivable Compulsory License Schemes. In those jurisdictions in which the 
right to collect royalties through any statutory or compulsory licensing scheme cannot be 
waived, the Licensor reserves the exclusive right to collect such royalties for any exercise 
by You of the rights granted under this License;

        Waivable Compulsory License Schemes. In those jurisdictions in which the right to 
collect royalties through any statutory or compulsory licensing scheme can be waived, 
the Licensor waives the exclusive right to collect such royalties for any exercise by You of 
the rights granted under this License; and,

        Voluntary License Schemes. The Licensor waives the right to collect royalties, 
whether individually or, in the event that the Licensor is a member of a collecting society 
that administers voluntary licensing schemes, via that society, from any exercise by You 
of the rights granted under this License.

The above rights may be exercised in all media and formats whether now known or 
hereafter devised. The above rights include the right to make such modifications as are 
technically necessary to exercise the rights in other media and formats. Subject to Section 
8(f ), all rights not expressly granted by Licensor are hereby reserved.
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4. Restrictions. The license granted in Section 3 above is expressly made subject to and 
limited by the following restrictions:

    You may Distribute or Publicly Perform the Work only under the terms of this 
License. You must include a copy of, or the Uniform Resource Identifier (URI) for, this 
License with every copy of the Work You Distribute or Publicly Perform. You may not 
offer or impose any terms on the Work that restrict the terms of this License or the 
ability of the recipient of the Work to exercise the rights granted to that recipient under 
the terms of the License. You may not sublicense the Work. You must keep intact all 
notices that refer to this License and to the disclaimer of warranties with every copy of 
the Work You Distribute or Publicly Perform. When You Distribute or Publicly Perform 
the Work, You may not impose any effective technological measures on the Work that 
restrict the ability of a recipient of the Work from You to exercise the rights granted to 
that recipient under the terms of the License. This Section 4(a) applies to the Work as 
incorporated in a Collection, but this does not require the Collection apart from the 
Work itself to be made subject to the terms of this License. If You create a Collection, 
upon notice from any Licensor You must, to the extent practicable, remove from the 
Collection any credit as required by Section 4(c), as requested. If You create an 
Adaptation, upon notice from any Licensor You must, to the extent practicable, remove 
from the Adaptation any credit as required by Section 4(c), as requested.

    You may Distribute or Publicly Perform an Adaptation only under the terms of: (i) 
this License; (ii) a later version of this License with the same License Elements as this 
License; (iii) a Creative Commons jurisdiction license (either this or a later license 
version) that contains the same License Elements as this License (e.g., Attribution-
ShareAlike 3.0 US)); (iv) a Creative Commons Compatible License. If you license the 
Adaptation under one of the licenses mentioned in (iv), you must comply with the terms 
of that license. If you license the Adaptation under the terms of any of the licenses 
mentioned in (i), (ii) or (iii) (the "Applicable License"), you must comply with the terms 
of the Applicable License generally and the following provisions: (I) You must include a 
copy of, or the URI for, the Applicable License with every copy of each Adaptation You 
Distribute or Publicly Perform; (II) You may not offer or impose any terms on the 
Adaptation that restrict the terms of the Applicable License or the ability of the recipient 
of the Adaptation to exercise the rights granted to that recipient under the terms of the 
Applicable License; (III) You must keep intact all notices that refer to the Applicable 
License and to the disclaimer of warranties with every copy of the Work as included in 
the Adaptation You Distribute or Publicly Perform; (IV) when You Distribute or 
Publicly Perform the Adaptation, You may not impose any effective technological 
measures on the Adaptation that restrict the ability of a recipient of the Adaptation from 
You to exercise the rights granted to that recipient under the terms of the Applicable 
License. This Section 4(b) applies to the Adaptation as incorporated in a Collection, but 
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this does not require the Collection apart from the Adaptation itself to be made subject 
to the terms of the Applicable License.

    If You Distribute, or Publicly Perform the Work or any Adaptations or Collections, 
You must, unless a request has been made pursuant to Section 4(a), keep intact all 
copyright notices for the Work and provide, reasonable to the medium or means You are 
utilizing: (i) the name of the Original Author (or pseudonym, if applicable) if supplied, 
and/or if the Original Author and/or Licensor designate another party or parties (e.g., a 
sponsor institute, publishing entity, journal) for attribution ("Attribution Parties") in 
Licensor's copyright notice, terms of service or by other reasonable means, the name of 
such party or parties; (ii) the title of the Work if supplied; (iii) to the extent reasonably 
practicable, the URI, if any, that Licensor specifies to be associated with the Work, unless 
such URI does not refer to the copyright notice or licensing information for the Work; 
and (iv) , consistent with Ssection 3(b), in the case of an Adaptation, a credit identifying 
the use of the Work in the Adaptation (e.g., "French translation of the Work by Original 
Author," or "Screenplay based on original Work by Original Author"). The credit 
required by this Section 4(c) may be implemented in any reasonable manner; provided, 
however, that in the case of a Adaptation or Collection, at a minimum such credit will 
appear, if a credit for all contributing authors of the Adaptation or Collection appears, 
then as part of these credits and in a manner at least as prominent as the credits for the 
other contributing authors. For the avoidance of doubt, You may only use the credit 
required by this Section for the purpose of attribution in the manner set out above and, 
by exercising Your rights under this License, You may not implicitly or explicitly assert or 
imply any connection with, sponsorship or endorsement by the Original Author, 
Licensor and/or Attribution Parties, as appropriate, of You or Your use of the Work, 
without the separate, express prior written permission of the Original Author, Licensor 
and/or Attribution Parties.

    Except as otherwise agreed in writing by the Licensor or as may be otherwise 
permitted by applicable law, if You Reproduce, Distribute or Publicly Perform the Work 
either by itself or as part of any Adaptations or Collections, You must not distort, 
mutilate, modify or take other derogatory action in relation to the Work which would be 
prejudicial to the Original Author's honor or reputation. Licensor agrees that in those 
jurisdictions (e.g. Japan), in which any exercise of the right granted in Section 3(b) of 
this License (the right to make Adaptations) would be deemed to be a distortion, 
mutilation, modification or other derogatory action prejudicial to the Original Author's 
honor and reputation, the Licensor will waive or not assert, as appropriate, this Section, 
to the fullest extent permitted by the applicable national law, to enable You to reasonably 
exercise Your right under Section 3(b) of this License (right to make Adaptations) but 
not otherwise.
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5. Representations, Warranties and Disclaimer

UNLESS OTHERWISE MUTUALLY AGREED TO BY THE PARTIES IN 
WRITING, LICENSOR OFFERS THE WORK AS-IS AND MAKES NO 
REPRESENTATIONS OR WARRANTIES OF ANY KIND CONCERNING THE 
WORK, EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, 
WITHOUT LIMITATION, WARRANTIES OF TITLE, MERCHANTIBILITY, 
FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT, OR THE 
ABSENCE OF LATENT OR OTHER DEFECTS, ACCURACY, OR THE 
PRESENCE OF ABSENCE OF ERRORS, WHETHER OR NOT DISCOVERABLE. 
SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED 
WARRANTIES, SO SUCH EXCLUSION MAY NOT APPLY TO YOU.

 

6. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY 
APPLICABLE LAW, IN NO EVENT WILL LICENSOR BE LIABLE TO YOU ON 
ANY LEGAL THEORY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, 
PUNITIVE OR EXEMPLARY DAMAGES ARISING OUT OF THIS LICENSE OR 
THE USE OF THE WORK, EVEN IF LICENSOR HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

7. Termination

    This License and the rights granted hereunder will terminate automatically upon any 
breach by You of the terms of this License. Individuals or entities who have received 
Adaptations or Collections from You under this License, however, will not have their 
licenses terminated provided such individuals or entities remain in full compliance with 
those licenses. Sections 1, 2, 5, 6, 7, and 8 will survive any termination of this License.

    Subject to the above terms and conditions, the license granted here is perpetual (for 
the duration of the applicable copyright in the Work). Notwithstanding the above, 
Licensor reserves the right to release the Work under different license terms or to stop 
distributing the Work at any time; provided, however that any such election will not 
serve to withdraw this License (or any other license that has been, or is required to be, 
granted under the terms of this License), and this License will continue in full force and 
effect unless terminated as stated above.

8. Miscellaneous

    Each time You Distribute or Publicly Perform the Work or a Collection, the Licensor 
offers to the recipient a license to the Work on the same terms and conditions as the 
license granted to You under this License.
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    Each time You Distribute or Publicly Perform an Adaptation, Licensor offers to the 
recipient a license to the original Work on the same terms and conditions as the license 
granted to You under this License.

    If any provision of this License is invalid or unenforceable under applicable law, it 
shall not affect the validity or enforceability of the remainder of the terms of this License, 
and without further action by the parties to this agreement, such provision shall be 
reformed to the minimum extent necessary to make such provision valid and 
enforceable.

    No term or provision of this License shall be deemed waived and no breach consented 
to unless such waiver or consent shall be in writing and signed by the party to be charged 
with such waiver or consent.

    This License constitutes the entire agreement between the parties with respect to the 
Work licensed here. There are no understandings, agreements or representations with 
respect to the Work not specified here. Licensor shall not be bound by any additional 
provisions that may appear in any communication from You. This License may not be 
modified without the mutual written agreement of the Licensor and You.

    The rights granted under, and the subject matter referenced, in this License were 
drafted utilizing the terminology of the Berne Convention for the Protection of Literary 
and Artistic Works (as amended on September 28, 1979), the Rome Convention of 
1961, the WIPO Copyright Treaty of 1996, the WIPO Performances and Phonograms 
Treaty of 1996 and the Universal Copyright Convention (as revised on July 24, 1971). 
These rights and subject matter take effect in the relevant jurisdiction in which the 
License terms are sought to be enforced according to the corresponding provisions of the 
implementation of those treaty provisions in the applicable national law. If the standard 
suite of rights granted under applicable copyright law includes additional rights not 
granted under this License, such additional rights are deemed to be included in the 
License; this License is not intended to restrict the license of any rights under applicable 
law.

Eclipse Public License - v 1.0 
THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF 
THIS ECLIPSE PUBLIC LICENSE ("AGREEMENT"). ANY USE, 
REPRODUCTION OR DISTRIBUTION OF THE PROGRAM CONSTITUTES 
RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS
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"Contribution" means:

a) in the case of the initial Contributor, the initial code and documentation distributed 
under this Agreement, and

b) in the case of each subsequent Contributor:

i) changes to the Program, and

ii) additions to the Program;

where such changes and/or additions to the Program originate from and are distributed 
by that particular Contributor. A Contribution 'originates' from a Contributor if it was 
added to the Program by such Contributor itself or anyone acting on such Contributor's 
behalf. Contributions do not include additions to the Program which: (i) are separate 
modules of software distributed in conjunction with the Program under their own 
license agreement, and (ii) are not derivative works of the Program.

"Contributor" means any person or entity that distributes the Program.

"Licensed Patents" mean patent claims licensable by a Contributor which are necessarily 
infringed by the use or sale of its Contribution alone or when combined with the 
Program.

"Program" means the Contributions distributed in accordance with this Agreement.

"Recipient" means anyone who receives the Program under this Agreement, including all 
Contributors.

2. GRANT OF RIGHTS

a) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a 
non-exclusive, worldwide, royalty-free copyright license to reproduce, prepare derivative 
works of, publicly display, publicly perform, distribute and sublicense the Contribution 
of such Contributor, if any, and such derivative works, in source code and object code 
form.

b) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a 
non-exclusive, worldwide, royalty-free patent license under Licensed Patents to make, 
use, sell, offer to sell, import and otherwise transfer the Contribution of such 
Contributor, if any, in source code and object code form. This patent license shall apply 
to the combination of the Contribution and the Program if, at the time the 
Contribution is added by the Contributor, such addition of the Contribution causes 
such combination to be covered by the Licensed Patents. The patent license shall not 
apply to any other combinations which include the Contribution. No hardware per se is 
licensed hereunder.
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c) Recipient understands that although each Contributor grants the licenses to its 
Contributions set forth herein, no assurances are provided by any Contributor that the 
Program does not infringe the patent or other intellectual property rights of any other 
entity. Each Contributor disclaims any liability to Recipient for claims brought by any 
other entity based on infringement of intellectual property rights or otherwise. As a 
condition to exercising the rights and licenses granted hereunder, each Recipient hereby 
assumes sole responsibility to secure any other intellectual property rights needed, if any. 
For example, if a third party patent license is required to allow Recipient to distribute the 
Program, it is Recipient's responsibility to acquire that license before distributing the 
Program.

d) Each Contributor represents that to its knowledge it has sufficient copyright rights in 
its Contribution, if any, to grant the copyright license set forth in this Agreement.

3. REQUIREMENTS

A Contributor may choose to distribute the Program in object code form under its own 
license agreement, provided that:

a) it complies with the terms and conditions of this Agreement; and

b) its license agreement:

i) effectively disclaims on behalf of all Contributors all warranties and conditions, express 
and implied, including warranties or conditions of title and non-infringement, and 
implied warranties or conditions of merchantability and fitness for a particular purpose;

ii) effectively excludes on behalf of all Contributors all liability for damages, including 
direct, indirect, special, incidental and consequential damages, such as lost profits;

iii) states that any provisions which differ from this Agreement are offered by that 
Contributor alone and not by any other party; and

iv) states that source code for the Program is available from such Contributor, and 
informs licensees how to obtain it in a reasonable manner on or through a medium 
customarily used for software exchange.

When the Program is made available in source code form:

a) it must be made available under this Agreement; and

b) a copy of this Agreement must be included with each copy of the Program.

Contributors may not remove or alter any copyright notices contained within the 
Program.
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Each Contributor must identify itself as the originator of its Contribution, if any, in a 
manner that reasonably allows subsequent Recipients to identify the originator of the 
Contribution.

4. COMMERCIAL DISTRIBUTION

Commercial distributors of software may accept certain responsibilities with respect to 
end users, business partners and the like. While this license is intended to facilitate the 
commercial use of the Program, the Contributor who includes the Program in a 
commercial product offering should do so in a manner which does not create potential 
liability for other Contributors. Therefore, if a Contributor includes the Program in a 
commercial product offering, such Contributor ("Commercial Contributor") hereby 
agrees to defend and indemnify every other Contributor ("Indemnified Contributor") 
against any losses, damages and costs (collectively "Losses") arising from claims, lawsuits 
and other legal actions brought by a third party against the Indemnified Contributor to 
the extent caused by the acts or omissions of such Commercial Contributor in 
connection with its distribution of the Program in a commercial product offering. The 
obligations in this section do not apply to any claims or Losses relating to any actual or 
alleged intellectual property infringement. In order to qualify, an Indemnified 
Contributor must: a) promptly notify the Commercial Contributor in writing of such 
claim, and b) allow the Commercial Contributor to control, and cooperate with the 
Commercial Contributor in, the defense and any related settlement negotiations. The 
Indemnified Contributor may participate in any such claim at its own expense.

For example, a Contributor might include the Program in a commercial product 
offering, Product X. That Contributor is then a Commercial Contributor. If that 
Commercial Contributor then makes performance claims, or offers warranties related to 
Product X, those performance claims and warranties are such Commercial Contributor's 
responsibility alone. Under this section, the Commercial Contributor would have to 
defend claims against the other Contributors related to those performance claims and 
warranties, and if a court requires any other Contributor to pay any damages as a result, 
the Commercial Contributor must pay those damages.

5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM 
IS PROVIDED ON AN "AS IS" BASIS, WITHOUT WARRANTIES OR 
CONDITIONS OF ANY KIND, EITHER EXPRESS OR IMPLIED INCLUDING, 
WITHOUT LIMITATION, ANY WARRANTIES OR CONDITIONS OF TITLE, 
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE. Each Recipient is solely responsible for determining the 
appropriateness of using and distributing the Program and assumes all risks associated 
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with its exercise of rights under this Agreement , including but not limited to the risks 
and costs of program errors, compliance with applicable laws, damage to or loss of data, 
programs or equipment, and unavailability or interruption of operations.

6. DISCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER 
RECIPIENT NOR ANY CONTRIBUTORS SHALL HAVE ANY LIABILITY FOR 
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING WITHOUT LIMITATION LOST 
PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING 
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE 
OR DISTRIBUTION OF THE PROGRAM OR THE EXERCISE OF ANY RIGHTS 
GRANTED HEREUNDER, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGES.

7. GENERAL

If any provision of this Agreement is invalid or unenforceable under applicable law, it 
shall not affect the validity or enforceability of the remainder of the terms of this 
Agreement, and without further action by the parties hereto, such provision shall be 
reformed to the minimum extent necessary to make such provision valid and 
enforceable.

If Recipient institutes patent litigation against any entity (including a cross-claim or 
counterclaim in a lawsuit) alleging that the Program itself (excluding combinations of 
the Program with other software or hardware) infringes such Recipient's patent(s), then 
such Recipient's rights granted under Section 2(b) shall terminate as of the date such 
litigation is filed.

All Recipient's rights under this Agreement shall terminate if it fails to comply with any 
of the material terms or conditions of this Agreement and does not cure such failure in a 
reasonable period of time after becoming aware of such noncompliance. If all Recipient's 
rights under this Agreement terminate, Recipient agrees to cease use and distribution of 
the Program as soon as reasonably practicable. However, Recipient's obligations under 
this Agreement and any licenses granted by Recipient relating to the Program shall 
continue and survive.

Everyone is permitted to copy and distribute copies of this Agreement, but in order to 
avoid inconsistency the Agreement is copyrighted and may only be modified in the 
following manner. The Agreement Steward reserves the right to publish new versions 
(including revisions) of this Agreement from time to time. No one other than the 
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Agreement Steward has the right to modify this Agreement. The Eclipse Foundation is 
the initial Agreement Steward. The Eclipse Foundation may assign the responsibility to 
serve as the Agreement Steward to a suitable separate entity. Each new version of the 
Agreement will be given a distinguishing version number. The Program (including 
Contributions) may always be distributed subject to the version of the Agreement under 
which it was received. In addition, after a new version of the Agreement is published, 
Contributor may elect to distribute the Program (including its Contributions) under the 
new version. Except as expressly stated in Sections 2(a) and 2(b) above, Recipient 
receives no rights or licenses to the intellectual property of any Contributor under this 
Agreement, whether expressly, by implication, estoppel or otherwise. All rights in the 
Program not expressly granted under this Agreement are reserved.

This Agreement is governed by the laws of the State of New York and the intellectual 
property laws of the United States of America. No party to this Agreement will bring a 
legal action under this Agreement more than one year after the cause of action arose. 
Each party waives its rights to a jury trial in any resulting litigation.

GNU GENERAL PUBLIC LICENSE 
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.  

51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, 
but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and 
change it. By contrast, the GNU General Public License is intended to guarantee your 
freedom to share and change free software--to make sure the software is free for all its 
users. This General Public License applies to most of the Free Software Foundation's 
software and to any other program whose authors commit to using it. (Some other Free 
Software Foundation software is covered by the GNU Lesser General Public License 
instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General 
Public Licenses are designed to make sure that you have the freedom to distribute copies 
of free software (and charge for this service if you wish), that you receive source code or 
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can get it if you want it, that you can change the software or use pieces of it in new free 
programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you 
these rights or to ask you to surrender the rights. These restrictions translate to certain 
responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you 
must give the recipients all the rights that you have. You must make sure that they, too, 
receive or can get the source code. And you must show them these terms so they know 
their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this 
license which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone 
understands that there is no warranty for this free software. If the software is modified by 
someone else and passed on, we want its recipients to know that what they have is not 
the original, so that any problems introduced by others will not reflect on the original 
authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid 
the danger that redistributors of a free program will individually obtain patent licenses, 
in effect making the program proprietary. To prevent this, we have made it clear that any 
patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND 
MODIFICATION

0. This License applies to any program or other work which contains a notice placed by 
the copyright holder saying it may be distributed under the terms of this General Public 
License. The "Program", below, refers to any such program or work, and a "work based 
on the Program" means either the Program or any derivative work under copyright law: 
that is to say, a work containing the Program or a portion of it, either verbatim or with 
modifications and/or translated into another language. (Hereinafter, translation is 
included without limitation in the term "modification".) Each licensee is addressed as 
"you".

Activities other than copying, distribution and modification are not covered by this 
License; they are outside its scope. The act of running the Program is not restricted, and 
the output from the Program is covered only if its contents constitute a work based on 
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the Program (independent of having been made by running the Program). Whether that 
is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you 
receive it, in any medium, provided that you conspicuously and appropriately publish on 
each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the 
notices that refer to this License and to the absence of any warranty; and give any other 
recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your 
option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus 
forming a work based on the Program, and copy and distribute such modifications or 
work under the terms of Section 1 above, provided that you also meet all of these 
conditions:

a) You must cause the modified files to carry prominent notices stating that you changed 
the files and the date of any change. 

    b) You must cause any work that you distribute or publish, that in whole or in part 
contains or is derived from the Program or any part thereof, to be licensed as a whole at 
no charge to all third parties under the terms of this License. 

    c) If the modified program normally reads commands interactively when run, you 
must cause it, when started running for such interactive use in the most ordinary way, to 
print or display an announcement including an appropriate copyright notice and a 
notice that there is no warranty (or else, saying that you provide a warranty) and that 
users may redistribute the program under these conditions, and telling the user how to 
view a copy of this License. (Exception: if the Program itself is interactive but does not 
normally print such an announcement, your work based on the Program is not required 
to print an announcement.) 

These requirements apply to the modified work as a whole. If identifiable sections of that 
work are not derived from the Program, and can be reasonably considered independent 
and separate works in themselves, then this License, and its terms, do not apply to those 
sections when you distribute them as separate works. But when you distribute the same 
sections as part of a whole which is a work based on the Program, the distribution of the 
whole must be on the terms of this License, whose permissions for other licensees extend 
to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work 
written entirely by you; rather, the intent is to exercise the right to control the 
distribution of derivative or collective works based on the Program.

RedSeal User Guide 9.4 803



Appendix E

In addition, mere aggregation of another work not based on the Program with the 
Program (or with a work based on the Program) on a volume of a storage or distribution 
medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in 
object code or executable form under the terms of Sections 1 and 2 above provided that 
you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which 
must be distributed under the terms of Sections 1 and 2 above on a medium customarily 
used for software interchange; or, 

    b) Accompany it with a written offer, valid for at least three years, to give any third 
party, for a charge no more than your cost of physically performing source distribution, a 
complete machine-readable copy of the corresponding source code, to be distributed 
under the terms of Sections 1 and 2 above on a medium customarily used for software 
interchange; or, 

    c) Accompany it with the information you received as to the offer to distribute 
corresponding source code. (This alternative is allowed only for noncommercial 
distribution and only if you received the program in object code or executable form with 
such an offer, in accord with Subsection b above.) 

The source code for a work means the preferred form of the work for making 
modifications to it. For an executable work, complete source code means all the source 
code for all modules it contains, plus any associated interface definition files, plus the 
scripts used to control compilation and installation of the executable. However, as a 
special exception, the source code distributed need not include anything that is normally 
distributed (in either source or binary form) with the major components (compiler, 
kernel, and so on) of the operating system on which the executable runs, unless that 
component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a 
designated place, then offering equivalent access to copy the source code from the same 
place counts as distribution of the source code, even though third parties are not 
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly 
provided under this License. Any attempt otherwise to copy, modify, sublicense or 
distribute the Program is void, and will automatically terminate your rights under this 
License. However, parties who have received copies, or rights, from you under this 
License will not have their licenses terminated so long as such parties remain in full 
compliance.
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5. You are not required to accept this License, since you have not signed it. However, 
nothing else grants you permission to modify or distribute the Program or its derivative 
works. These actions are prohibited by law if you do not accept this License. Therefore, 
by modifying or distributing the Program (or any work based on the Program), you 
indicate your acceptance of this License to do so, and all its terms and conditions for 
copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the 
recipient automatically receives a license from the original licensor to copy, distribute or 
modify the Program subject to these terms and conditions. You may not impose any 
further restrictions on the recipients' exercise of the rights granted herein. You are not 
responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for 
any other reason (not limited to patent issues), conditions are imposed on you (whether 
by court order, agreement or otherwise) that contradict the conditions of this License, 
they do not excuse you from the conditions of this License. If you cannot distribute so as 
to satisfy simultaneously your obligations under this License and any other pertinent 
obligations, then as a consequence you may not distribute the Program at all. For 
example, if a patent license would not permit royalty-free redistribution of the Program 
by all those who receive copies directly or indirectly through you, then the only way you 
could satisfy both it and this License would be to refrain entirely from distribution of the 
Program.

If any portion of this section is held invalid or unenforceable under any particular 
circumstance, the balance of the section is intended to apply and the section as a whole is 
intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other 
property right claims or to contest validity of any such claims; this section has the sole 
purpose of protecting the integrity of the free software distribution system, which is 
implemented by public license practices. Many people have made generous contributions 
to the wide range of software distributed through that system in reliance on consistent 
application of that system; it is up to the author/donor to decide if he or she is willing to 
distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of 
the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by 
patents or by copyrighted interfaces, the original copyright holder who places the 
Program under this License may add an explicit geographical distribution limitation 
excluding those countries, so that distribution is permitted only in or among countries 

RedSeal User Guide 9.4 805



Appendix E

not thus excluded. In such case, this License incorporates the limitation as if written in 
the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General 
Public License from time to time. Such new versions will be similar in spirit to the 
present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version 
number of this License which applies to it and "any later version", you have the option 
of following the terms and conditions either of that version or of any later version 
published by the Free Software Foundation. If the Program does not specify a version 
number of this License, you may choose any version ever published by the Free Software 
Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose 
distribution conditions are different, write to the author to ask for permission. For 
software which is copyrighted by the Free Software Foundation, write to the Free 
Software Foundation; we sometimes make exceptions for this. Our decision will be 
guided by the two goals of preserving the free status of all derivatives of our free software 
and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS 
NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY 
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE 
COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE 
PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER 
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND 
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE 
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL 
NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED 
TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY 
WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS 
PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY 
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES 
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM 
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING 
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD 
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PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY 
OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS 
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

GNU Lesser General Public License version 
2.1 

License steward: Free Software Foundation

SPDX short identifier: LGPL-2.1

GNU Lesser General Public License

Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc. 59 Temple Place, Suite 330, 
Boston, MA 02111-1307 USA Everyone is permitted to copy and distribute verbatim 
copies of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts as the successor of the 
GNU Library Public License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and 
change it. By contrast, the GNU General Public Licenses are intended to guarantee your 
freedom to share and change free software--to make sure the software is free for all its 
users.

This license, the Lesser General Public License, applies to some specially designated 
software packages--typically libraries--of the Free Software Foundation and other authors 
who decide to use it. You can use it too, but we suggest you first think carefully about 
whether this license or the ordinary General Public License is the better strategy to use in 
any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our 
General Public Licenses are designed to make sure that you have the freedom to 
distribute copies of free software (and charge for this service if you wish); that you receive 
source code or can get it if you want it; that you can change the software and use pieces 
of it in new free programs; and that you are informed that you can do these things.
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To protect your rights, we need to make restrictions that forbid distributors to deny you 
these rights or to ask you to surrender these rights. These restrictions translate to certain 
responsibilities for you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must 
give the recipients all the rights that we gave you. You must make sure that they, too, 
receive or can get the source code. If you link other code with the library, you must 
provide complete object files to the recipients, so that they can relink them with the 
library after making changes to the library and recompiling it. And you must show them 
these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we 
offer you this license, which gives you legal permission to copy, distribute and/or modify 
the library.

To protect each distributor, we want to make it very clear that there is no warranty for 
the free library. Also, if the library is modified by someone else and passed on, the 
recipients should know that what they have is not the original version, so that the 
original author's reputation will not be affected by problems that might be introduced by 
others.

Finally, software patents pose a constant threat to the existence of any free program. We 
wish to make sure that a company cannot effectively restrict the users of a free program 
by obtaining a restrictive license from a patent holder. Therefore, we insist that any 
patent license obtained for a version of the library must be consistent with the full 
freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General 
Public License. This license, the GNU Lesser General Public License, applies to certain 
designated libraries, and is quite different from the ordinary General Public License. We 
use this license for certain libraries in order to permit linking those libraries into non-free 
programs.

When a program is linked with a library, whether statically or using a shared library, the 
combination of the two is legally speaking a combined work, a derivative of the original 
library. The ordinary General Public License therefore permits such linking only if the 
entire combination fits its criteria of freedom. The Lesser General Public License permits 
more lax criteria for linking other code with the library.

We call this license the "Lesser" General Public License because it does Less to protect 
the user's freedom than the ordinary General Public License. It also provides other free 
software developers Less of an advantage over competing non-free programs. These 
disadvantages are the reason we use the ordinary General Public License for many 
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libraries. However, the Lesser license provides advantages in certain special 
circumstances.

For example, on rare occasions, there may be a special need to encourage the widest 
possible use of a certain library, so that it becomes a de-facto standard. To achieve this, 
non-free programs must be allowed to use the library. A more frequent case is that a free 
library does the same job as widely used non-free libraries. In this case, there is little to 
gain by limiting the free library to free software only, so we use the Lesser General Public 
License.

In other cases, permission to use a particular library in non-free programs enables a 
greater number of people to use a large body of free software. For example, permission to 
use the GNU C Library in non-free programs enables many more people to use the 
whole GNU operating system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it 
does ensure that the user of a program that is linked with the Library has the freedom 
and the wherewithal to run that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay 
close attention to the difference between a "work based on the library" and a "work that 
uses the library". The former contains code derived from the library, whereas the latter 
must be combined with the library in order to run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND 
MODIFICATION

0. This License Agreement applies to any software library or other program which 
contains a notice placed by the copyright holder or other authorized party saying it may 
be distributed under the terms of this Lesser General Public License (also called "this 
License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be 
conveniently linked with application programs (which use some of those functions and 
data) to form executables.

The "Library", below, refers to any such software library or work which has been 
distributed under these terms. A "work based on the Library" means either the Library 
or any derivative work under copyright law: that is to say, a work containing the Library 
or a portion of it, either verbatim or with modifications and/or translated 
straightforwardly into another language. (Hereinafter, translation is included without 
limitation in the term "modification".)
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"Source code" for a work means the preferred form of the work for making 
modifications to it. For a library, complete source code means all the source code for all 
modules it contains, plus any associated interface definition files, plus the scripts used to 
control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this 
License; they are outside its scope. The act of running a program using the Library is not 
restricted, and output from such a program is covered only if its contents constitute a 
work based on the Library (independent of the use of the Library in a tool for writing it). 
Whether that is true depends on what the Library does and what the program that uses 
the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as 
you receive it, in any medium, provided that you conspicuously and appropriately 
publish on each copy an appropriate copyright notice and disclaimer of warranty; keep 
intact all the notices that refer to this License and to the absence of any warranty; and 
distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your 
option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming 
a work based on the Library, and copy and distribute such modifications or work under 
the terms of Section 1 above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed 
the files and the date of any change.

c) You must cause the whole of the work to be licensed at no charge to all third parties 
under the terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be 
supplied by an application program that uses the facility, other than as an argument 
passed when the facility is invoked, then you must make a good faith effort to ensure 
that, in the event an application does not supply such function or table, the facility still 
operates, and performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is 
entirely well-defined independent of the application. Therefore, Subsection 2d requires 
that any application-supplied function or table used by this function must be optional: if 
the application does not supply it, the square root function must still compute square 
roots.)
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These requirements apply to the modified work as a whole. If identifiable sections of that 
work are not derived from the Library, and can be reasonably considered independent 
and separate works in themselves, then this License, and its terms, do not apply to those 
sections when you distribute them as separate works. But when you distribute the same 
sections as part of a whole which is a work based on the Library, the distribution of the 
whole must be on the terms of this License, whose permissions for other licensees extend 
to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work 
written entirely by you; rather, the intent is to exercise the right to control the 
distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library 
(or with a work based on the Library) on a volume of a storage or distribution medium 
does not bring the other work under the scope of this License. 

3. You may opt to apply the terms of the ordinary GNU General Public License instead 
of this License to a given copy of the Library. To do this, you must alter all the notices 
that refer to this License, so that they refer to the ordinary GNU General Public License, 
version 2, instead of to this License. (If a newer version than version 2 of the ordinary 
GNU General Public License has appeared, then you can specify that version instead if 
you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary 
GNU General Public License applies to all subsequent copies and derivative works made 
from that copy.

This option is useful when you wish to copy part of the code of the Library into a 
program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under 
Section 2) in object code or executable form under the terms of Sections 1 and 2 above 
provided that you accompany it with the complete corresponding machine-readable 
source code, which must be distributed under the terms of Sections 1 and 2 above on a 
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, 
then offering equivalent access to copy the source code from the same place satisfies the 
requirement to distribute the source code, even though third parties are not compelled to 
copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to 
work with the Library by being compiled or linked with it, is called a "work that uses the 
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Library". Such a work, in isolation, is not a derivative work of the Library, and therefore 
falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable 
that is a derivative of the Library (because it contains portions of the Library), rather 
than a "work that uses the library". The executable is therefore covered by this License. 
Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the 
Library, the object code for the work may be a derivative work of the Library even 
though the source code is not. Whether this is true is especially significant if the work 
can be linked without the Library, or if the work is itself a library. The threshold for this 
to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and 
accessors, and small macros and small inline functions (ten lines or less in length), then 
the use of the object file is unrestricted, regardless of whether it is legally a derivative 
work. (Executables containing this object code plus portions of the Library will still fall 
under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code 
for the work under the terms of Section 6. Any executables containing that work also fall 
under Section 6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses 
the Library" with the Library to produce a work containing portions of the Library, and 
distribute that work under terms of your choice, provided that the terms permit 
modification of the work for the customer's own use and reverse engineering for 
debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it 
and that the Library and its use are covered by this License. You must supply a copy of 
this License. If the work during execution displays copyright notices, you must include 
the copyright notice for the Library among them, as well as a reference directing the user 
to the copy of this License. Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code 
for the Library including whatever changes were used in the work (which must be 
distributed under Sections 1 and 2 above); and, if the work is an executable linked with 
the Library, with the complete machine-readable "work that uses the Library", as object 
code and/or source code, so that the user can modify the Library and then relink to 
produce a modified executable containing the modified Library. (It is understood that 
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the user who changes the contents of definitions files in the Library will not necessarily 
be able to recompile the application to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable 
mechanism is one that (1) uses at run time a copy of the library already present on the 
user's computer system, rather than copying library functions into the executable, and 
(2) will operate properly with a modified version of the library, if the user installs one, as 
long as the modified version is interface-compatible with the version that the work was 
made with.

c) Accompany the work with a written offer, valid for at least three years, to give the 
same user the materials specified in Subsection 6a, above, for a charge no more than the 
cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, 
offer equivalent access to copy the above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have 
already sent this user a copy.

For an executable, the required form of the "work that uses the Library" must include 
any data and utility programs needed for reproducing the executable from it. However, 
as a special exception, the materials to be distributed need not include anything that is 
normally distributed (in either source or binary form) with the major components 
(compiler, kernel, and so on) of the operating system on which the executable runs, 
unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other 
proprietary libraries that do not normally accompany the operating system. Such a 
contradiction means you cannot use both them and the Library together in an 
executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a 
single library together with other library facilities not covered by this License, and 
distribute such a combined library, provided that the separate distribution of the work 
based on the Library and of the other library facilities is otherwise permitted, and 
provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, 
uncombined with any other library facilities. This must be distributed under the terms of 
the Sections above.
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b) Give prominent notice with the combined library of the fact that part of it is a work 
based on the Library, and explaining where to find the accompanying uncombined form 
of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as 
expressly provided under this License. Any attempt otherwise to copy, modify, 
sublicense, link with, or distribute the Library is void, and will automatically terminate 
your rights under this License. However, parties who have received copies, or rights, 
from you under this License will not have their licenses terminated so long as such 
parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, 
nothing else grants you permission to modify or distribute the Library or its derivative 
works. These actions are prohibited by law if you do not accept this License. Therefore, 
by modifying or distributing the Library (or any work based on the Library), you 
indicate your acceptance of this License to do so, and all its terms and conditions for 
copying, distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the 
recipient automatically receives a license from the original licensor to copy, distribute, 
link with or modify the Library subject to these terms and conditions. You may not 
impose any further restrictions on the recipients' exercise of the rights granted herein. 
You are not responsible for enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for 
any other reason (not limited to patent issues), conditions are imposed on you (whether 
by court order, agreement or otherwise) that contradict the conditions of this License, 
they do not excuse you from the conditions of this License. If you cannot distribute so as 
to satisfy simultaneously your obligations under this License and any other pertinent 
obligations, then as a consequence you may not distribute the Library at all. For 
example, if a patent license would not permit royalty-free redistribution of the Library by 
all those who receive copies directly or indirectly through you, then the only way you 
could satisfy both it and this License would be to refrain entirely from distribution of the 
Library.

If any portion of this section is held invalid or unenforceable under any particular 
circumstance, the balance of the section is intended to apply, and the section as a whole 
is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other 
property right claims or to contest validity of any such claims; this section has the sole 
purpose of protecting the integrity of the free software distribution system which is 
implemented by public license practices. Many people have made generous contributions 
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to the wide range of software distributed through that system in reliance on consistent 
application of that system; it is up to the author/donor to decide if he or she is willing to 
distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of 
the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by 
patents or by copyrighted interfaces, the original copyright holder who places the Library 
under this License may add an explicit geographical distribution limitation excluding 
those countries, so that distribution is permitted only in or among countries not thus 
excluded. In such case, this License incorporates the limitation as if written in the body 
of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser 
General Public License from time to time. Such new versions will be similar in spirit to 
the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version 
number of this License which applies to it and "any later version", you have the option 
of following the terms and conditions either of that version or of any later version 
published by the Free Software Foundation. If the Library does not specify a license 
version number, you may choose any version ever published by the Free Software 
Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose 
distribution conditions are incompatible with these, write to the author to ask for 
permission. For software which is copyrighted by the Free Software Foundation, write to 
the Free Software Foundation; we sometimes make exceptions for this. Our decision will 
be guided by the two goals of preserving the free status of all derivatives of our free 
software and of promoting the sharing and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO 
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY 
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE 
COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY 
"AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR 
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE 
OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE 
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DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, 
REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED 
TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY 
WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED 
ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, 
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF 
THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT 
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE 
OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE 
LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH 
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGES.

END OF TERMS AND CONDITIONS

GNU LESSER GENERAL PUBLIC LICENSE 
Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <https://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, 
but changing it is not allowed.

This version of the GNU Lesser General Public License incorporates the terms and 
conditions of version 3 of the GNU General Public License, supplemented by the 
additional permissions listed below.

0. Additional Definitions.

As used herein, “this License” refers to version 3 of the GNU Lesser General Public 
License, and the “GNU GPL” refers to version 3 of the GNU General Public License.

“The Library” refers to a covered work governed by this License, other than an 
Application or a Combined Work as defined below.

An “Application” is any work that makes use of an interface provided by the Library, but 
which is not otherwise based on the Library. Defining a subclass of a class defined by the 
Library is deemed a mode of using an interface provided by the Library.
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A “Combined Work” is a work produced by combining or linking an Application with 
the Library. The particular version of the Library with which the Combined Work was 
made is also called the “Linked Version”.

The “Minimal Corresponding Source” for a Combined Work means the Corresponding 
Source for the Combined Work, excluding any source code for portions of the 
Combined Work that, considered in isolation, are based on the Application, and not on 
the Linked Version.

The “Corresponding Application Code” for a Combined Work means the object code 
and/or source code for the Application, including any data and utility programs needed 
for reproducing the Combined Work from the Application, but excluding the System 
Libraries of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

You may convey a covered work under sections 3 and 4 of this License without being 
bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.

If you modify a copy of the Library, and, in your modifications, a facility refers to a 
function or data to be supplied by an Application that uses the facility (other than as an 
argument passed when the facility is invoked), then you may convey a copy of the 
modified version:

a) under this License, provided that you make a good faith effort to ensure that, in the 
event an Application does not supply the function or data, the facility still operates, and 
performs whatever part of its purpose remains meaningful, or

b) under the GNU GPL, with none of the additional permissions of this License 
applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from a header file that 
is part of the Library. You may convey such object code under terms of your choice, 
provided that, if the incorporated material is not limited to numerical parameters, data 
structure layouts and accessors, or small macros, inline functions and templates (ten or 
fewer lines in length), you do both of the following:

a) Give prominent notice with each copy of the object code that the Library is used in it 
and that the Library and its use are covered by this License.

b) Accompany the object code with a copy of the GNU GPL and this license document.
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4. Combined Works.

You may convey a Combined Work under terms of your choice that, taken together, 
effectively do not restrict modification of the portions of the Library contained in the 
Combined Work and reverse engineering for debugging such modifications, if you also 
do each of the following:

a) Give prominent notice with each copy of the Combined Work that the Library is used 
in it and that the Library and its use are covered by this License.

b) Accompany the Combined Work with a copy of the GNU GPL and this license 
document.

c) For a Combined Work that displays copyright notices during execution, include the 
copyright notice for the Library among these notices, as well as a reference directing the 
user to the copies of the GNU GPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this License, and the 
Corresponding Application Code in a form suitable for, and under terms that permit, 
the user to recombine or relink the Application with a modified version of the Linked 
Version to produce a modified Combined Work, in the manner specified by section 6 of 
the GNU GPL for conveying Corresponding Source.

1) Use a suitable shared library mechanism for linking with the Library. A suitable 
mechanism is one that (a) uses at run time a copy of the Library already present on the 
user's computer system, and (b) will operate properly with a modified version of the 
Library that is interface-compatible with the Linked Version.

e) Provide Installation Information, but only if you would otherwise be required to 
provide such information under section 6 of the GNU GPL, and only to the extent that 
such information is necessary to install and execute a modified version of the Combined 
Work produced by recombining or relinking the Application with a modified version of 
the Linked Version. (If you use option 4d0, the Installation Information must 
accompany the Minimal Corresponding Source and Corresponding Application Code. If 
you use option 4d1, you must provide the Installation Information in the manner 
specified by section 6 of the GNU GPL for conveying Corresponding Source.)

5. Combined Libraries.

You may place library facilities that are a work based on the Library side by side in a 
single library together with other library facilities that are not Applications and are not 
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covered by this License, and convey such a combined library under terms of your choice, 
if you do both of the following:

a) Accompany the combined library with a copy of the same work based on the Library, 
uncombined with any other library facilities, conveyed under the terms of this License.

b) Give prominent notice with the combined library that part of it is a work based on 
the Library, and explaining where to find the accompanying uncombined form of the 
same work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions of the GNU 
Lesser General Public License from time to time. Such new versions will be similar in 
spirit to the present version, but may differ in detail to address new problems or 
concerns.

Each version is given a distinguishing version number. If the Library as you received it 
specifies that a certain numbered version of the GNU Lesser General Public License “or 
any later version” applies to it, you have the option of following the terms and 
conditions either of that published version or of any later version published by the Free 
Software Foundation. If the Library as you received it does not specify a version number 
of the GNU Lesser General Public License, you may choose any version of the GNU 
Lesser General Public License ever published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide whether future versions 
of the GNU Lesser General Public License shall apply, that proxy's public statement of 
acceptance of any version is permanent authorization for you to choose that version for 
the Library.

HTTPUnit License 
Copyright © 2000-2008, Russell Gold

Permission is hereby granted, free of charge, to any person obtaining a copy of this 
software and associated documentation files (the "Software"), to deal in the Software 
without restriction, including without limitation the rights to use, copy, modify, merge, 
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons 
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or 
substantial portions of the Software.

RedSeal User Guide 9.4 819



Appendix E

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY 
KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE 
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, 
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF 
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN 
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS 
IN THE SOFTWARE.

ICU License 
ICU License - ICU 1.8.1 and later

COPYRIGHT AND PERMISSION NOTICE

Copyright (c) 1995-2014 International Business Machines Corporation and others

All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this 
software and associated documentation files (the "Software"), to deal in the Software 
without restriction, including without limitation the rights to use, copy, modify, merge, 
publish, distribute, and/or sell copies of the Software, and to permit persons to whom 
the Software is furnished to do so, provided that the above copyright notice(s) and this 
permission notice appear in all copies of the Software and that both the above copyright 
notice(s) and this permission notice appear in supporting documentation.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY 
KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO 
EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS INCLUDED IN 
THIS NOTICE BE LIABLE FOR ANY CLAIM, OR ANY SPECIAL INDIRECT OR 
CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER 
RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN 
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, 
ARISING OUT OF OR IN CONNECTION WITH THE USE OR 
PERFORMANCE OF THIS SOFTWARE.
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Except as contained in this notice, the name of a copyright holder shall not be used in 
advertising or otherwise to promote the sale, use or other dealings in this Software 
without prior written authorization of the copyright holder.

Indiana University Extreme! Lab Software 
License 1.1.1 

Copyright (c) 2002 Extreme! Lab, Indiana University. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the 
following acknowledgment:

  "This product includes software developed by the Indiana University Extreme! Lab 
(http://www.extreme.indiana.edu/)."

Alternately, this acknowledgment may appear in the software itself, if and wherever such 
third-party acknowledgments normally appear.

4. The names "Indiana Univeristy" and "Indiana Univeristy Extreme! Lab"must not be 
used to endorse or promote products derived from this software without prior written 
permission. For written permission, please contact http://www.extreme.indiana.edu/.

5. Products derived from this software may not use "Indiana Univeristy"name nor may 
"Indiana Univeristy" appear in their name, without prior written permission of the 
Indiana University.

THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS, 
COPYRIGHT HOLDERS OR ITS CONTRIBUTORS BE LIABLE FOR ANY 
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
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CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, 
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, 
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED 
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT 
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

JLine License 
Copyright (c) 2002-2006, Marc Prud'hommeaux <mwp1@cornell.edu> All rights 
reserved.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution.

Neither the name of JLine nor the names of its contributors may be used to endorse or 
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND 
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE 
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR 
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT 
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY 
OF SUCH DAMAGE.
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Jsch License 
Copyright (c) 2002-2015 Atsuhiko Yamanaka, JCraft,Inc. 

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution.

3. The names of the authors may not be used to endorse or promote products derived 
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED ``AS IS'' AND ANY EXPRESSED OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL JCRAFT, INC. OR ANY 
CONTRIBUTORS TO THIS SOFTWARE BE LIABLE FOR ANY DIRECT, 
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT 
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY 
OF SUCH DAMAGE.

The JSON License 
Copyright (c) 2002 JSON.org

Permission is hereby granted, free of charge, to any person obtaining a copy of this 
software and associated documentation files (the "Software"), to deal in the Software 
without restriction, including without limitation the rights to use, copy, modify, merge, 
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publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons 
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or 
substantial portions of the Software.

The Software shall be used for Good, not Evil.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY 
KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE 
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, 
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF 
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN 
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS 
IN THE SOFTWARE. 

JTidy License 
Java HTML Tidy - JTidy

HTML parser and pretty printer

Copyright (c) 1998-2000 World Wide Web Consortium (Massachusetts Institute of 
Technology, Institut National de Recherche en Informatique et en Automatique, Keio 
University). All Rights Reserved.

Contributing Author(s):

Dave Raggett <dsr@w3.org>

Andy Quick <ac.quick@sympatico.ca> (translation to Java)

Gary L Peskin <garyp@firstech.com> (Java development)

Sami Lempinen <sami@lempinen.net> (release management)

Fabrizio Giustina <fgiust at users.sourceforge.net>

The contributing author(s) would like to thank all those who helped with testing, bug 
fixes, and patience.  This wouldn't have been possible without all of you.

COPYRIGHT NOTICE:
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This software and documentation is provided "as is," and the copyright holders and 
contributing author(s) make no representations or warranties, express or implied, 
including but not limited to, warranties of merchantability or fitness for any particular 
purpose or that the use of the software or documentation will not infringe any third 
party patents, copyrights, trademarks or other rights. 

The copyright holders and contributing author(s) will not be liable for any direct, 
indirect, special or consequential damages arising out of any use of the software or 
documentation, even if advised of the possibility of such damage.

Permission is hereby granted to use, copy, modify, and distribute this source code, or 
portions hereof, documentation and executables, for any purpose, without fee, subject to 
the following restrictions: 

1. The origin of this source code must not be misrepresented.

2. Altered versions must be plainly marked as such and must not be misrepresented as 
being the original source.

3. This Copyright notice may not be removed or altered from any source or altered 
source distribution.

The copyright holders and contributing author(s) specifically permit, without fee, and 
encourage the use of this source code as a component for supporting the Hypertext 
Markup Language in commercial products. If you use this source code in a product, 
acknowledgment is not required but would be appreciated.

Mockito License 
The MIT License

Copyright (c) 2007 Mockito contributors

Permission is hereby granted, free of charge, to any person obtaining a copy of this 
software and associated documentation files (the "Software"), to deal in the Software 
without restriction, including without limitation the rights to use, copy, modify, merge, 
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons 
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or 
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY 
KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE 

RedSeal User Guide 9.4 825



Appendix E

WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE 
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, 
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF 
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN 
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS 
IN THE SOFTWARE.

Mozilla Public License Version 1.1 
1. Definitions.

1.0.1. "Commercial Use" means distribution or otherwise making the Covered Code 
available to a third party. 

1.1. "Contributor" means each entity that creates or contributes to the creation of 
Modifications. 

1.2. "Contributor Version" means the combination of the Original Code, prior 
Modifications used by a Contributor, and the Modifications made by that particular 
Contributor. 

1.3. "Covered Code" means the Original Code or Modifications or the combination of 
the Original Code and Modifications, in each case including portions thereof. 

1.4. "Electronic Distribution Mechanism" means a mechanism generally accepted in the 
software development community for the electronic transfer of data. 

1.5. "Executable" means Covered Code in any form other than Source Code. 

1.6. "Initial Developer" means the individual or entity identified as the Initial Developer 
in the Source Code notice required by Exhibit A. 

1.7. "Larger Work" means a work which combines Covered Code or portions thereof 
with code not governed by the terms of this License. 

1.8. "License" means this document. 

1.8.1. "Licensable" means having the right to grant, to the maximum extent possible, 
whether at the time of the initial grant or subsequently acquired, any and all of the rights 
conveyed herein. 

1.9. "Modifications" means any addition to or deletion from the substance or structure 
of either the Original Code or any previous Modifications. When Covered Code is 
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released as a series of files, a Modification is: Any addition to or deletion from the 
contents of a file containing Original Code or previous Modifications. Any new file that 
contains any part of the Original Code or previous Modifications. 

1.10. "Original Code" means Source Code of computer software code which is described 
in the Source Code notice required by Exhibit A as Original Code, and which, at the 
time of its release under this License is not already Covered Code governed by this 
License. 

1.10.1. "Patent Claims" means any patent claim(s), now owned or hereafter acquired, 
including without limitation, method, process, and apparatus claims, in any patent 
Licensable by grantor. 

1.11. "Source Code" means the preferred form of the Covered Code for making 
modifications to it, including all modules it contains, plus any associated interface 
definition files, scripts used to control compilation and installation of an Executable, or 
source code differential comparisons against either the Original Code or another well 
known, available Covered Code of the Contributor's choice. The Source Code can be in 
a compressed or archival form, provided the appropriate decompression or de-archiving 
software is widely available for no charge. 

1.12. "You" (or "Your") means an individual or a legal entity exercising rights under, and 
complying with all of the terms of, this License or a future version of this License issued 
under Section 6.1. For legal entities, "You" includes any entity which controls, is 
controlled by, or is under common control with You. For purposes of this definition, 
"control" means (a) the power, direct or indirect, to cause the direction or management 
of such entity, whether by contract or otherwise, or (b) ownership of more than fifty 
percent (50%) of the outstanding shares or beneficial ownership of such entity. 

2. Source Code License.

2.1. The Initial Developer Grant.

The Initial Developer hereby grants You a world-wide, royalty-free, non-exclusive license, 
subject to third party intellectual property claims:

a. under intellectual property rights (other than patent or trademark) Licensable by 
Initial Developer to use, reproduce, modify, display, perform, sublicense and distribute 
the Original Code (or portions thereof ) with or without Modifications, and/or as part of 
a Larger Work; and

b. under Patents Claims infringed by the making, using or selling of Original Code, to 
make, have made, use, practice, sell, and offer for sale, and/or otherwise dispose of the 
Original Code (or portions thereof ).
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c. the licenses granted in this Section 2.1 (a) and (b) are effective on the date Initial 
Developer first distributes Original Code under the terms of this License.

d. Notwithstanding Section 2.1 (b) above, no patent license is granted: 1) for code that 
You delete from the Original Code; 2) separate from the Original Code; or 3) for 
infringements caused by: i) the modification of the Original Code or ii) the combination 
of the Original Code with other software or devices. 

2.2. Contributor Grant.

Subject to third party intellectual property claims, each Contributor hereby grants You a 
world-wide, royalty-free, non-exclusive license

a. under intellectual property rights (other than patent or trademark) Licensable by 
Contributor, to use, reproduce, modify, display, perform, sublicense and distribute the 
Modifications created by such Contributor (or portions thereof ) either on an 
unmodified basis, with other Modifications, as Covered Code and/or as part of a Larger 
Work; and

b. under Patent Claims infringed by the making, using, or selling of Modifications made 
by that Contributor either alone and/or in combination with its Contributor Version (or 
portions of such combination), to make, use, sell, offer for sale, have made, and/or 
otherwise dispose of: 1) Modifications made by that Contributor (or portions thereof ); 
and 2) the combination of Modifications made by that Contributor with its Contributor 
Version (or portions of such combination).

c. the licenses granted in Sections 2.2 (a) and 2.2 (b) are effective on the date 
Contributor first makes Commercial Use of the Covered Code.

d. Notwithstanding Section 2.2 (b) above, no patent license is granted: 1) for any code 
that Contributor has deleted from the Contributor Version; 2) separate from the 
Contributor Version; 3) for infringements caused by: i) third party modifications of 
Contributor Version or ii) the combination of Modifications made by that Contributor 
with other software (except as part of the Contributor Version) or other devices; or 4) 
under Patent Claims infringed by Covered Code in the absence of Modifications made 
by that Contributor. 

3. Distribution Obligations.

3.1. Application of License.

The Modifications which You create or to which You contribute are governed by the 
terms of this License, including without limitation Section 2.2. The Source Code version 
of Covered Code may be distributed only under the terms of this License or a future 
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version of this License released under Section 6.1, and You must include a copy of this 
License with every copy of the Source Code You distribute. You may not offer or impose 
any terms on any Source Code version that alters or restricts the applicable version of 
this License or the recipients' rights hereunder. However, You may include an additional 
document offering the additional rights described in Section 3.5.

3.2. Availability of Source Code.

Any Modification which You create or to which You contribute must be made available 
in Source Code form under the terms of this License either on the same media as an 
Executable version or via an accepted Electronic Distribution Mechanism to anyone to 
whom you made an Executable version available; and if made available via Electronic 
Distribution Mechanism, must remain available for at least twelve (12) months after the 
date it initially became available, or at least six (6) months after a subsequent version of 
that particular Modification has been made available to such recipients. You are 
responsible for ensuring that the Source Code version remains available even if the 
Electronic Distribution Mechanism is maintained by a third party.

3.3. Description of Modifications.

You must cause all Covered Code to which You contribute to contain a file documenting 
the changes You made to create that Covered Code and the date of any change. You 
must include a prominent statement that the Modification is derived, directly or 
indirectly, from Original Code provided by the Initial Developer and including the name 
of the Initial Developer in (a) the Source Code, and (b) in any notice in an Executable 
version or related documentation in which You describe the origin or ownership of the 
Covered Code.

3.4. Intellectual Property Matters

(a) Third Party Claims

If Contributor has knowledge that a license under a third party's intellectual property 
rights is required to exercise the rights granted by such Contributor under Sections 2.1 
or 2.2, Contributor must include a text file with the Source Code distribution titled 
"LEGAL" which describes the claim and the party making the claim in sufficient detail 
that a recipient will know whom to contact. If Contributor obtains such knowledge after 
the Modification is made available as described in Section 3.2, Contributor shall 
promptly modify the LEGAL file in all copies Contributor makes available thereafter 
and shall take other steps (such as notifying appropriate mailing lists or newsgroups) 
reasonably calculated to inform those who received the Covered Code that new 
knowledge has been obtained.

(b) Contributor APIs
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If Contributor's Modifications include an application programming interface and 
Contributor has knowledge of patent licenses which are reasonably necessary to 
implement that API, Contributor must also include this information in the legal file.

(c) Representations.

Contributor represents that, except as disclosed pursuant to Section 3.4 (a) above, 
Contributor believes that Contributor's Modifications are Contributor's original 
creation(s) and/or Contributor has sufficient rights to grant the rights conveyed by this 
License.

3.5. Required Notices.

You must duplicate the notice in Exhibit A in each file of the Source Code. If it is not 
possible to put such notice in a particular Source Code file due to its structure, then You 
must include such notice in a location (such as a relevant directory) where a user would 
be likely to look for such a notice. If You created one or more Modification(s) You may 
add your name as a Contributor to the notice described in Exhibit A. You must also 
duplicate this License in any documentation for the Source Code where You describe 
recipients' rights or ownership rights relating to Covered Code. You may choose to offer, 
and to charge a fee for, warranty, support, indemnity or liability obligations to one or 
more recipients of Covered Code. However, You may do so only on Your own behalf, 
and not on behalf of the Initial Developer or any Contributor. You must make it 
absolutely clear than any such warranty, support, indemnity or liability obligation is 
offered by You alone, and You hereby agree to indemnify the Initial Developer and every 
Contributor for any liability incurred by the Initial Developer or such Contributor as a 
result of warranty, support, indemnity or liability terms You offer.

3.6. Distribution of Executable Versions.

You may distribute Covered Code in Executable form only if the requirements of 
Sections 3.1, 3.2, 3.3, 3.4 and 3.5 have been met for that Covered Code, and if You 
include a notice stating that the Source Code version of the Covered Code is available 
under the terms of this License, including a description of how and where You have 
fulfilled the obligations of Section 3.2. The notice must be conspicuously included in 
any notice in an Executable version, related documentation or collateral in which You 
describe recipients' rights relating to the Covered Code. You may distribute the 
Executable version of Covered Code or ownership rights under a license of Your choice, 
which may contain terms different from this License, provided that You are in 
compliance with the terms of this License and that the license for the Executable version 
does not attempt to limit or alter the recipient's rights in the Source Code version from 
the rights set forth in this License. If You distribute the Executable version under a 
different license You must make it absolutely clear that any terms which differ from this 
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License are offered by You alone, not by the Initial Developer or any Contributor. You 
hereby agree to indemnify the Initial Developer and every Contributor for any liability 
incurred by the Initial Developer or such Contributor as a result of any such terms You 
offer.

3.7. Larger Works.

You may create a Larger Work by combining Covered Code with other code not 
governed by the terms of this License and distribute the Larger Work as a single product. 
In such a case, You must make sure the requirements of this License are fulfilled for the 
Covered Code.

4. Inability to Comply Due to Statute or Regulation.

If it is impossible for You to comply with any of the terms of this License with respect to 
some or all of the Covered Code due to statute, judicial order, or regulation then You 
must: (a) comply with the terms of this License to the maximum extent possible; and (b) 
describe the limitations and the code they affect. Such description must be included in 
the legal file described in Section 3.4 and must be included with all distributions of the 
Source Code. Except to the extent prohibited by statute or regulation, such description 
must be sufficiently detailed for a recipient of ordinary skill to be able to understand it.

5. Application of this License.

This License applies to code to which the Initial Developer has attached the notice in 
Exhibit A and to related Covered Code.

6. Versions of the License.

6.1. New Versions

Netscape Communications Corporation ("Netscape") may publish revised and/or new 
versions of the License from time to time. Each version will be given a distinguishing 
version number.

6.2. Effect of New Versions

Once Covered Code has been published under a particular version of the License, You 
may always continue to use it under the terms of that version. You may also choose to 
use such Covered Code under the terms of any subsequent version of the License 
published by Netscape. No one other than Netscape has the right to modify the terms 
applicable to Covered Code created under this License.

6.3. Derivative Works
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If You create or use a modified version of this License (which you may only do in order 
to apply it to code which is not already Covered Code governed by this License), You 
must (a) rename Your license so that the phrases "Mozilla", "MOZILLAPL", "MOZPL", 
"Netscape", "MPL", "NPL" or any confusingly similar phrase do not appear in your 
license (except to note that your license differs from this License) and (b) otherwise make 
it clear that Your version of the license contains terms which differ from the Mozilla 
Public License and Netscape Public License. (Filling in the name of the Initial 
Developer, Original Code or Contributor in the notice described in Exhibit A shall not 
of themselves be deemed to be modifications of this License.)

7. Disclaimer of warranty

Covered code is provided under this license on an "as is" basis, without warranty of any 
kind, either expressed or implied, including, without limitation, warranties that the 
covered code is free of defects, merchantable, fit for a particular purpose or non-
infringing. The entire risk as to the quality and performance of the covered code is with 
you. Should any covered code prove defective in any respect, you (not the initial 
developer or any other contributor) assume the cost of any necessary servicing, repair or 
correction. This disclaimer of warranty constitutes an essential part of this license. No 
use of any covered code is authorized hereunder except under this disclaimer.

8. Termination

8.1. This License and the rights granted hereunder will terminate automatically if You 
fail to comply with terms herein and fail to cure such breach within 30 days of becoming 
aware of the breach. All sublicenses to the Covered Code which are properly granted 
shall survive any termination of this License. Provisions which, by their nature, must 
remain in effect beyond the termination of this License shall survive.

8.2. If You initiate litigation by asserting a patent infringement claim (excluding 
declatory judgment actions) against Initial Developer or a Contributor (the Initial 
Developer or Contributor against whom You file such action is referred to as 
"Participant") alleging that:

a. such Participant's Contributor Version directly or indirectly infringes any patent, then 
any and all rights granted by such Participant to You under Sections 2.1 and/or 2.2 of 
this License shall, upon 60 days notice from Participant terminate prospectively, unless if 
within 60 days after receipt of notice You either: (i) agree in writing to pay Participant a 
mutually agreeable reasonable royalty for Your past and future use of Modifications made 
by such Participant, or (ii) withdraw Your litigation claim with respect to the 
Contributor Version against such Participant. If within 60 days of notice, a reasonable 
royalty and payment arrangement are not mutually agreed upon in writing by the parties 
or the litigation claim is not withdrawn, the rights granted by Participant to You under 
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Sections 2.1 and/or 2.2 automatically terminate at the expiration of the 60 day notice 
period specified above.

b. any software, hardware, or device, other than such Participant's Contributor Version, 
directly or indirectly infringes any patent, then any rights granted to You by such 
Participant under Sections 2.1(b) and 2.2(b) are revoked effective as of the date You first 
made, used, sold, distributed, or had made, Modifications made by that Participant. 

8.3. If You assert a patent infringement claim against Participant alleging that such 
Participant's Contributor Version directly or indirectly infringes any patent where such 
claim is resolved (such as by license or settlement) prior to the initiation of patent 
infringement litigation, then the reasonable value of the licenses granted by such 
Participant under Sections 2.1 or 2.2 shall be taken into account in determining the 
amount or value of any payment or license.

8.4. In the event of termination under Sections 8.1 or 8.2 above, all end user license 
agreements (excluding distributors and resellers) which have been validly granted by You 
or any distributor hereunder prior to termination shall survive termination.

9. Limitation of liability

Under no circumstances and under no legal theory, whether tort (including negligence), 
contract, or otherwise, shall you, the initial developer, any other contributor, or any 
distributor of covered code, or any supplier of any of such parties, be liable to any person 
for any indirect, special, incidental, or consequential damages of any character including, 
without limitation, damages for loss of goodwill, work stoppage, computer failure or 
malfunction, or any and all other commercial damages or losses, even if such party shall 
have been informed of the possibility of such damages. This limitation of liability shall 
not apply to liability for death or personal injury resulting from such party's negligence 
to the extent applicable law prohibits such limitation. Some jurisdictions do not allow 
the exclusion or limitation of incidental or consequential damages, so this exclusion and 
limitation may not apply to you.

10. U.S. government end users

The Covered Code is a "commercial item," as that term is defined in 48 C.F.R. 2.101 
(Oct. 1995), consisting of "commercial computer software" and "commercial computer 
software documentation," as such terms are used in 48 C.F.R. 12.212 (Sept. 1995). 
Consistent with 48 C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4 (June 
1995), all U.S. Government End Users acquire Covered Code with only those rights set 
forth herein.

11. Miscellaneous
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This License represents the complete agreement concerning subject matter hereof. If any 
provision of this License is held to be unenforceable, such provision shall be reformed 
only to the extent necessary to make it enforceable. This License shall be governed by 
California law provisions (except to the extent applicable law, if any, provides otherwise), 
excluding its conflict-of-law provisions. With respect to disputes in which at least one 
party is a citizen of, or an entity chartered or registered to do business in the United 
States of America, any litigation relating to this License shall be subject to the 
jurisdiction of the Federal Courts of the Northern District of California, with venue 
lying in Santa Clara County, California, with the losing party responsible for costs, 
including without limitation, court costs and reasonable attorneys' fees and expenses. 
The application of the United Nations Convention on Contracts for the International 
Sale of Goods is expressly excluded. Any law or regulation which provides that the 
language of a contract shall be construed against the drafter shall not apply to this 
License.

12. Responsibility for claims

As between Initial Developer and the Contributors, each party is responsible for claims 
and damages arising, directly or indirectly, out of its utilization of rights under this 
License and You agree to work with Initial Developer and Contributors to distribute 
such responsibility on an equitable basis. Nothing herein is intended or shall be deemed 
to constitute any admission of liability.

13. Multiple-licensed code

Initial Developer may designate portions of the Covered Code as "Multiple-Licensed". 
"Multiple-Licensed" means that the Initial Developer permits you to utilize portions of 
the Covered Code under Your choice of the MPL or the alternative licenses, if any, 
specified by the Initial Developer in the file described in Exhibit A. 

OpenLDAP Public License for 2.4.45 
Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation ("Software"), with 
or without modification, are permitted provided that the following conditions are met:

1. Redistributions in source form must retain copyright statements and notices,

2. Redistributions in binary form must reproduce applicable copyright statements and 
notices, this list of conditions, and the following disclaimer in the documentation and/or 
other materials provided with the distribution, and
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3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is 
distinguished by a version number.  You may use this Software under terms of this 
license revision or under the terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND 
ITS CONTRIBUTORS ``AS IS'' AND ANY EXPRESSED OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OPENLDAP 
FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S) OR OWNER(S) 
OF THE SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT 
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY 
OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or 
otherwise to promote the sale, use or other dealing in this Software without specific, 
written prior permission. Title to copyright in this Software shall at all times remain with 
copyright holders.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City, California, USA. 
 All Rights Reserved.  Permission to copy and distribute verbatim copies of this 
document is granted.

SAX License 
No Warranty

Because SAX is released to the public domain, there is no warranty for the design or for 
the software implementation, to the extent permitted by applicable law. Except when 
otherwise stated in writing the copyright holders and/or other parties provide SAX "as 
is" without warranty of any kind, either expressed or implied, including, but not limited 
to, the implied warranties of merchantability and fitness for a particular purpose. The 
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entire risk as to the quality and performance of SAX is with you. Should SAX prove 
defective, you assume the cost of all necessary servicing, repair or correction.

In no event unless required by applicable law or agreed to in writing will any copyright 
holder, or any other party who may modify and/or redistribute SAX, be liable to you for 
damages, including any general, special, incidental or consequential damages arising out 
of the use or inability to use SAX (including but not limited to loss of data or data being 
rendered inaccurate or losses sustained by you or third parties or a failure of the SAX to 
operate with any other programs), even if such holder or other party has been advised of 
the possibility of such damages.

Copyright Disclaimers

SAX 2.0

I hereby abandon any property rights to SAX 2.0 (the Simple API for XML), and release 
all of the SAX 2.0 source code, compiled code, and documentation contained in this 
distribution into the Public Domain. SAX comes with NO WARRANTY or guarantee 
of fitness for any purpose.

David Megginson, Megginson Technologies Ltd.

2000-05-05

SLF4J License 
SLF4J source code and binaries are distributed under the MIT license.

Copyright (c) 2004-2017 QOS.ch

All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this 
software and associated documentation files (the "Software"), to deal in the Software 
without restriction, including without limitation the rights to use, copy, modify, merge, 
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons 
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or 
substantial portions of the Software.

THE SOFTWARE IS PROVIDED  "AS IS", WITHOUT WARRANTY OF ANY 
KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE 
WARRANTIES OF MERCHANTABILITY,    FITNESS    FOR    A   PARTICULAR 
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   PURPOSE    AND NONINFRINGEMENT. IN NO EVENT SHALL THE 
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, 
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF 
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN 
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS 
IN THE SOFTWARE.

W3C Software and Document Notice and 
License 

Status: This license takes effect 13 May, 2015.

This work is being provided by the copyright holders under the following license.

License

By obtaining and/or copying this work, you (the licensee) agree that you have read, 
understood, and will comply with the following terms and conditions.

Permission to copy, modify, and distribute this work, with or without modification, for 
any purpose and without fee or royalty is hereby granted, provided that you include the 
following on ALL copies of the work or portions thereof, including modifications:

The full text of this NOTICE in a location viewable to users of the redistributed or 
derivative work.

    Any pre-existing intellectual property disclaimers, notices, or terms and conditions. If 
none exist, the W3C Software and Document Short Notice should be included.

    Notice of any changes or modifications, through a copyright statement on the new 
code or document such as "This software or document includes material copied from or 
derived from [title and URI of the W3C document]. Copyright © [YEAR] W3C® (MIT, 
ERCIM, Keio, Beihang)." 

Disclaimers

THIS WORK IS PROVIDED "AS IS," AND COPYRIGHT HOLDERS MAKE NO 
REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, INCLUDING 
BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR FITNESS 
FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF THE SOFTWARE 
OR DOCUMENT WILL NOT INFRINGE ANY THIRD PARTY PATENTS, 
COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.
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COPYRIGHT HOLDERS WILL NOT BE LIABLE FOR ANY DIRECT, 
INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF 
ANY USE OF THE SOFTWARE OR DOCUMENT.

The name and trademarks of copyright holders may NOT be used in advertising or 
publicity pertaining to the work without specific, written prior permission. Title to 
copyright in this work will at all times remain with copyright holders.

XMLPull Parsing API License 
XMLPULL API IS FREE

-------------------

All of the XMLPULL API source code, compiled code, and documentation contained in 
this distribution *except* for tests (see separate LICENSE_TESTS.txt) are in the Public 
Domain.

XMLPULL API comes with NO WARRANTY or guarantee of fitness for any purpose.

Initial authors:

Stefan Haustein

Aleksander Slominski

2001-12-12

XStream License 
Copyright (c) 2003-2006, Joe Walnes

Copyright (c) 2006-2015 XStream Committers

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution.

3. Neither the name of XStream nor the names of its contributors may be used to 
endorse or promote products derived from this software without specific prior written 
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND 
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE 
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR 
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT 
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY 
OF SUCH DAMAGE.
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