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1 TOE Overview 

Cellcrypt Android Mobile Client is a secure multimedia application for Android smartphones. It implements end-
to-end encryption and authentication of voice, video, text messages and file attachments between two or more 
users of Cellcrypt Android Mobile Client and other compatible applications. The Cellcrypt system comprises a 
handset software application (Cellcrypt Android Mobile Client, i.e. the TOE) and the back-end support 
infrastructure (Cellcrypt Server). The TOE is the handset software application, Cellcrypt Android Mobile Client, 
on a specific hardware platform (described below). 

Cellcrypt Android Mobile Client uses standard wireless packet-based connectivity that can be provided by a 
cellular network or a Wi-Fi data connection. 

A Mutually authenticated connection set-up ensures that only mobile phones on which the TOE runs can 
participate in secure sessions with the Cellcrypt Server, and that users of the TOE can be assured to always 
connect to a legitimate Cellcrypt server. End-to-end encryption is achieved through the creation and use of 
session-unique encryption/decryption keys used by the TOE to encrypt and decrypt voice traffic, messages, and 
attachments. Long-term static keys and other sensitive user data are stored by the TOE in an encrypted 
database (SQLCipher) with the SQLCipher master key being protected by the operating system. 

The following prerequisites must apply in the use of the TOE: 

• The Android mobile platform is the Samsung Galaxy S20 running Android 11.0 on a Qualcomm Snapdragon 

865 ARMv8 processor with Processor Algorithm Accelerators (PAA). 

• The TOE runs on a NIAP-validated configuration of a mobile platform (including VPN), as defined by the 

Protection Profile for Mobile Device Fundamentals. The mobile platform is outside the scope of the 

evaluation. 

• ESC Server, as defined by the PP-Module for Enterprise Session Controller (ESC) is outside the scope of 

this evaluation. 

• The TOE operates exclusively within the mobility ecosystem specified by the associated mobility 

Protection Profiles and will assume that all associated resources (IPSEC VPN tunnel, SIP network) are in 

place. 

The non-TOE components required by the TOE are the following: 

• CRL or OCSP server for use in the verification of X.509 certificates. 

Cellcrypt Server for client authentication and other services e.g. SIP, messaging/attachments and check for 
updated software. 
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2 Assurance Activities Identification 
The Assurance Activities contained within this document include all those defined within the PP_APP_v1.3 , 
MOD_VVoIP and TLS-PKG based upon the core SFRs and those implemented based on selections within the 
PPs/PKGs. 
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3 Test Bed Descriptions 

3.1 Test Bed 
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3.1.1 Configuration Information 

The following provides configuration information about each device on the test network: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.1.2 Test Time & Location 

All testing was carried at the Acumen Security offices located in 2400 Research Blvd Suite #395, Rockville, MD 
20850. Testing occurred from March 2021 through August 2022. 
 
The TOE was in a physically protected, access controlled, designated test lab with no unattended entry/exit 
ways. At the start of each day, the test bed was verified to ensure that it was not compromised. All evaluation 
documentation was always kept with the evaluator. 

Name OS Function Protocol Time Tools (version) 

Cellcrypt 
Federal Android 
Client (4.40) 

Android 11 TOE  TLS/SIP/SRTP 
Synced with 
NTP 

 

Cellcrypt 
Federal 
Windows Client 
(4.31.8) 

Windows 10 
Secondary 
VVoIP 
endpoint 

TLS/SIP/SRTP 
Synced with 
NTP 

 

Cellcrypt 
Federal Server 

Linux  
3.10.0-

1127.18.2.el
7.x86_64 

Server 
TLS/SIP/SRTP 
CRL/OCSP 

Synced with 
NTP 

 

DNS Server 
Kali Linux 

5.8.0-kali3-
amd64 

DNS resolver DNS 
Synced with 
NTP  

Test VM  
Ubuntu 

18.04 LTS 

Test tools for 
SIP/TLS and 
X.509 
 

TLS/SIP/X.509 

Synced with 
NTP 

Openssl (s_server) 
(s_client)1.1.1 
XCAv2.1.1 
Rsyslogd 8.32.0    
acumen-tlsc-v2.1, v3, 
acumen-tlss-v2.1, v1; 
Wireshark v2.4.6;  
ntpd 4.2.8,   
Open SIP 3.5.1 Coturn  

Evaluator 
Laptop 

Windows 10 
Pro 

Accessing test 
machines 

SSH 
Synced with 
NTP 

Putty 
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4 Detailed Test Cases (TSS and Guidance Activities) 

4.1 TSS and Guidance Activities (Cryptographic Support) 

4.1.1 FCS_CKM_EXT.1 

4.1.1.1 FCS_CKM_EXT.1 TSS 1    

Objective The evaluator shall inspect the application and its developer documentation to determine if 
the application needs asymmetric key generation services. If not, the evaluator shall verify 
the generate no asymmetric cryptographic keys selection is present in the ST. Otherwise, the 
evaluation activities shall be performed as stated in the selection-based requirements. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to determine if the application needs asymmetric key generation services.  Upon 
investigation, the evaluator found that the TSS entry for FCS_CKM_EXT.1 indicates that 
asymmetric key generation services are needed. 

The evaluator examined the SFR section in the Security Target and determined that the 
application needs asymmetric key generation services based on the selection “implement 
asymmetric key generation”. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

4.1.2 FCS_CKM.1(1) 

4.1.2.1 FCS_CKM.1(1) TSS 1   

Objective The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE.  If the 
ST specifies more than one scheme, the evaluator shall examine the TSS to verify that it 
identifies the usage for each scheme. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS identifies the key sizes supported by the TOE, and if more than 
one scheme is specified, the usage for each scheme.  Upon investigation, the evaluator found 
that the TSS states that: 

RSA key length is 2048 bits and EC keys lengths are 256 and 384 bits with NIST curves P-256 
and P-384 respectively. 

The keys are used for the following: 

• Digital signature computation,

• TLS Protocol implementation, and

• X.509 certificate-based authentication.

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 
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4.1.2.2 FCS_CKM.1(1) Guidance 1     

Objective The evaluator shall verify that the AGD guidance instructs the administrator how to configure 
the TOE to use the selected key generation scheme(s) and key size(s) for all uses defined in 
this PP. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Supported Cipher Suites’ in the AGD to verify that 
it instructs the administrator how to configure the TOE to use the selected key generation 
scheme(s) and key size(s) for all uses defined in this PP.  Upon investigation, the evaluator 
found that the AGD states that: 

The key generation and key sizes cannot be directly configured but is indirectly selected 
through TLS and SRTP cipher suite selection. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.2.3 FCS_CKM.1(1) Test/CAVP 1     

Objective If the application implements asymmetric key generation, then the following test activities 
shall be carried out. 

Evaluator 
Findings 

CAVP RSA & ECDSA Certs: #A1999 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

4.1.3 FCS_CKM.2 

4.1.3.1 FCS_CKM.2 TSS 1       

Objective The evaluator shall ensure that the supported key establishment schemes correspond to the 
key generation schemes identified in FCS_CKM.1.1.  

Evaluator 
Findings 

The evaluator reviewed the selections in FCS_CKM.1.1 in the Security Target and verified that 

they are consistent with the selections in FCS_CKM.2. 

 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.3.2 FCS_CKM.2 TSS 2       

Objective If the ST specifies more than one scheme, the evaluator shall examine the TSS to verify that it 
identifies the usage for each scheme. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS identifies the usage for each scheme.  Upon investigation, the 
evaluator found that the TSS states that: 

The TOE generates asymmetric RSA keys and EC keys in accordance with FIPS PUB 186-4 for 
TLS key establishment. RSA key length is 2048 bits and EC keys lengths are 256 and 384 bits 
with NIST curves P-256 and P-384, respectively. The EC and FFC key establishment scheme 
meets SP800-56A. The keys are used for the following: 
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• Digital signature computation, 

• TLS Protocol implementation, and 

• X.509 certificate-based authentication. 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.3.3 FCS_CKM.2 Guidance 1     

Objective The evaluator shall verify that the AGD guidance instructs the administrator how to configure 
the TOE to use the selected key establishment scheme(s). 

Evaluator 
Findings 

The evaluator examined the section titled ‘Setting TLS/SRTP Cipher Suites’ in the AGD to 
verify that it instructs the administrator how to configure the TOE to use the selected key 
establishment scheme(s).  Upon investigation, the evaluator found that the AGD states that: 

A range of TLS cipher suites can be selected according to policy for securing the TLS session 
with the SIP server. A similar range of SRTP cipher suites can be selected for securing calls. 

Further details on setting the TLS/SRTP cipher suites are provided in the following 
subsections. The key establishment schemes used will be determined based on the cipher 
suite configuration. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.3.4 FCS_CKM.2 Test/CAVP 1     

Objective The evaluator shall verify the implementation of the key establishment schemes supported by 
the TOE using the applicable tests below. 

Evaluator 
Findings 

CAVP KAS-ECC-SSC Certs: #A1999 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.4 FCS_COP.1(1) 

4.1.4.1 FCS_COP.1(1) Guidance 1     

Objective The evaluator checks the AGD documents to determine that any configuration that is 
required to be done to configure the functionality for the required modes and key sizes is 
present. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Setting TLS/SRTP Cipher Suites’ in the AGD to 
verify that any configuration that is required to be done to configure the functionality for the 
required modes and key sizes is present.  Upon investigation, the evaluator found that the 
AGD states that: 

A range of TLS cipher suites can be selected according to policy for securing the TLS session 
with the SIP server. A similar range of SRTP cipher suites can be selected for securing calls. 
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Detailed information on cipher suite configuration is provided in the subsections following 
the above statement. Encryption cipher configuration is determined by the selected cipher 
suites. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.4.2 FCS_COP.1(1) Test/CAVP 1     

Objective The evaluator shall perform all of the [tests in the PP] for each algorithm implemented by the 
TSF and used to satisfy the requirements of this PP. 

Evaluator 
Findings 

CAVP AES Certs: #A1999 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.5 FCS_COP.1(2) 

4.1.5.1 FCS_COP.1(2) TSS 1       

Objective The evaluator shall check that the association of the hash function with other application 
cryptographic functions (for example, the digital signature verification function) is 
documented in the TSS. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS documents the association of the hash function with other 
application cryptographic functions.  Upon investigation, the evaluator found that the TSS 
states that: 

The TOE implements the following hashing algorithms: SHA-1, SHA2-256, SHA2-384, SHA2-
512. 

Additionally, the entries for FCS_COP.1(3) and FCS_COP.1(4) define the digital signature and 
HMAC applications in which SHS functions are employed. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.5.2 FCS_COP.1(2) Test/CAVP 1     

Objective The evaluator shall perform all of the following tests for each hash algorithm implemented by 
the TSF and used to satisfy the requirements of this PP. 

Evaluator 
Findings 

CAVP SHS Certs: #A1999 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.6 FCS_COP.1(3) 

4.1.6.1 FCS_COP.1(3) Test/CAVP 1     

Objective ECDSA & RSA Signature Algorithm Tests 
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Evaluator 
Findings 

CAVP ECDSA & RSA Certs: #A1999 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.7 FCS_COP.1(4) 

4.1.7.1 FCS_COP.1(4) Test/CAVP 1     

Objective For each of the supported parameter sets, the evaluator shall compose 15 sets of test data. 
Each set shall consist of a key and message data. The evaluator shall have the TSF generate 
HMAC tags for these sets of test data. The resulting MAC tags shall be compared to the result 
of generating HMAC tags with the same key and IV using a known-good implementation. 

Evaluator 
Findings 

CAVP HMAC Certs: #A1999 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.8 FCS_RBG_EXT.1 

4.1.8.1 FCS_RBG_EXT.1 TSS 1       

Objective If use no DRBG functionality is selected, the evaluator shall inspect the application and its 
developer documentation and verify that the application needs no random bit generation 
services. 

Evaluator 
Findings 

The evaluator examined the Security Target and determined that use no DRBG functionality 
is not selected. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.8.2 FCS_RBG_EXT.1 TSS 2       

Objective If implement DRBG functionality is selected, the evaluator shall ensure that additional 
FCS_RBG_EXT.2 elements are included in the ST. 

Evaluator 
Findings 

The evaluator examined the Security Target and determined that implement DRBG 
functionality is not selected. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.8.3 FCS_RBG_EXT.1 TSS 3       

Objective If invoke platform-provided DRBG functionality is selected, the evaluator performs the 
following activities. The evaluator shall examine the TSS to confirm that it identifies all 
functions (as described by the SFRs included in the ST) that obtain random numbers from the 
platform RBG. The evaluator shall determine that for each of these functions, the TSS states 
which platform interface (API) is used to obtain the random numbers. The evaluator shall 
confirm that each of these interfaces corresponds to the acceptable interfaces listed for each 
platform below [in the PP]. 
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Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to confirm that the TSS identifies all functions that obtain random numbers from the 
platform RBG.  Upon investigation, the evaluator found that the TSS states that: 

The TOE invokes the platform provided DRBG for all random bit generation. Android uses 
the Java SecureRandom class to access the system DRBG which is FIPS 140-2 validated. The 
random bit generation is used by the following functions of the TOE: 

• Generation of asymmetric and symmetric cryptographic keys, 

• Generation of Initialization Vectors for symmetric cryptography. 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.9 FCS_STO_EXT.1 

4.1.9.1 FCS_STO_EXT.1 TSS 1       

Objective The evaluator shall check the TSS to ensure that it lists all persistent credentials (secret keys, 
PKI private keys, or passwords) needed to meet the requirements in the ST. For each of these 
items, the evaluator shall confirm that the TSS lists for what purpose it is used, and how it is 
stored. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS lists all persistent credentials (secret keys, PKI private keys, or 
passwords) needed to meet the requirements in the ST. For each of these items, the 
evaluator shall confirm that the TSS lists for what purpose it is used, and how it is stored.  
Upon investigation, the evaluator found that the TSS states that: 

The user credentials and other sensitive information is stored in an encrypted database 
(SQLCipher). The following data is stored in the database: 

• User profile 

• User keys and certificates 

• User contacts 

 
The TOE invokes the Android Keystore API to store the AES 256-bit database encryption 
key. The database is encrypted according to FCS_COP.1(1). The MODE_PRIVATE flag is also 
set on the database file. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.10 FCS_TLS_EXT.1    

4.1.10.1 FCS_TLS_EXT.1 Guidance 1     

Objective The evaluator shall ensure that the selections indicated in the ST are consistent with 
selections in the dependent components. 
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Evaluator 
Findings 

The evaluator examined the section titled ‘TLS Cipher-suites’ in the AGD to verify that the 
selections indicated in the ST are consistent with selections in the dependent components.  
Upon investigation, the evaluator found that the AGD states that: 

Table 1 lists the TLS cipher-suites supported: 
Table 1 TLS Cipher-suites 

OpenSSL names IANA names RFC 

AES128-SHA256 TLS_RSA_WITH_AES_128_CBC_SHA256 5246 

AES256-SHA256 TLS_RSA_WITH_AES_256_CBC_SHA256 5246 

DHE-RSA-AES128-SHA256 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 5246 

DHE-RSA-AES256-SHA256 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 5246 

ECDHE-ECDSA-AES128-
GCM-SHA256 

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 5289 

ECDHE-ECDSA-AES256-
GCM-SHA384 

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 5289 

ECDHE-RSA-AES128-
SHA256 

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 5289 

ECDHE-RSA-AES256-
SHA384 

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 5289 

ECDHE-RSA-AES128-GCM-
SHA256 

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 5289 

ECDHE-RSA-AES256-GCM-
SHA384 

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 5289 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.11 FCS_TLSC_EXT.1    

4.1.11.1 FCS_TLSC_EXT.1.1 TSS 1       

Objective The evaluator shall check the description of the implementation of this protocol in the TSS to 
ensure that the cipher suites supported are specified. The evaluator shall check the TSS to 
ensure that the cipher suites specified include those listed for this component. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS specifies the cipher suites supported and that the cipher suites 
specified include those listed for this component.  Upon investigation, the evaluator found 
that the TSS states that: 

The TOE implements TLS v1.2 as specified in RFC 5246 and supports the following 
ciphersuites: 



 

 
 Page 21 

 

• TLS_RSA_WITH_AES_128_CBC_SHA256, TLS_RSA_WITH_AES_256_CBC_SHA256, 

TLS_DHE_RSA_WITH_AES_128_CBC_ SHA256 and TLS_DHE_RSA_WITH_AES_256_CBC_ 

SHA256 as defined in RFC 5246 

• TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256, 

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, 

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384, 

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, and 

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.11.2 FCS_TLSC_EXT.1.1 Guidance 1     

Objective The evaluator shall also check the operational guidance to ensure that it contains instructions 
on configuring the product so that TLS conforms to the description in the TSS. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Selecting TLS Cipher Suites’ in the AGD to verify 
that it contains instructions on configuring the product so that TLS conforms to the 
description in the TSS.  Upon investigation, the evaluator found that the AGD states that: 

1. Got to Settings→Advanced Settings→TLS→Cipher Suites 

2. Select which cipher suites are required according to your organization policy by 

tapping the corresponding checkboxes. 

3. Tap on the SAVE CHANGES button when you are done. 
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Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.11.3 FCS_TLSC_EXT.1.2 TSS 1       

Objective The evaluator shall ensure that the TSS describes the client’s method of establishing all 
reference identifiers from the application-configured reference identifier, including which 
types of reference identifiers are supported (e.g. Common Name, DNS Name, URI Name, 
Service Name, or other application-specific Subject Alternative Names) and whether IP 
addresses and wildcards are supported.  

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the client’s method of establishing all reference 
identifiers from the application-configured reference identifier, including which types of 
reference identifiers are supported and whether IP addresses and wildcards are supported.  
Upon investigation, the evaluator found that the TSS states that: 

The TOE establishes the reference identifier by parsing the DNS Name for the configured SIP 
server. The reference identifier is matched against the SAN, if present. If the SAN is not 
present, the referenced identifier is matched against the CN. The TOE does not support 
wildcards in the DNS name of the server certificate. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.11.4 FCS_TLSC_EXT.1.2 TSS 2       

Objective The evaluator shall ensure that this description identifies whether and the manner in which 
certificate pinning is supported or used by the product. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS identifies whether and the manner in which certificate pinning is 
supported or used by the product.  Upon investigation, the evaluator found that the TSS 
states that: 

Certificate pinning is supported. Server certificate is matched based on its public key. The 
pinned server public key can be updated after a successful sign-in with user password. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.11.5 FCS_TLSC_EXT.1.2 Guidance 1     

Objective The evaluator shall verify that the AGD guidance includes instructions for setting the 
reference identifier to be used for the purposes of certificate validation in TLS. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Installing Cellcrypt Android Mobile Client’ in the 
AGD to verify that it includes instructions for setting the reference identifier to be used for 
the purposes of certificate validation in TLS.  Upon investigation, the evaluator found that the 
AGD states that: 

The server address hostname acts as the reference identifier. The reference identifier 
cannot be directly configured but is derived from the default or specified server address. 
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Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.11.6 FCS_TLSC_EXT.1.3 TSS 1       

Objective If the selection for authorizing override of invalid certificates is made, then the evaluator shall 
ensure that the TSS includes a description of how and when user or administrator 
authorization is obtained. The evaluator shall also ensure that the TSS describes any 
mechanism for storing such authorizations, such that future presentation of such otherwise-
invalid certificates permits establishment of a trusted channel without user or administrator 
action. 

Evaluator 
Findings 

The evaluator examined the SFR in the Security Target and determined that ‘selection for 
authorizing override of invalid certificates’ is not made. 

 Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.12 FCS_TLSC_EXT.2    

4.1.12.1 FCS_TLSC_EXT.2 TSS 1       

Objective The evaluator shall ensure that the TSS description required per FIA_X509_EXT.2.1 describes 
the use of client-side certificates for TLS mutual authentication. The evaluator shall also 
ensure that the TSS describes any factors beyond configuration that are necessary in order for 
the client to engage in mutual authentication using X.509v3 certificates. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS includes the use of client-side certificates for TLS mutual 
authentication and any factors beyond configuration that are necessary in order for the client 
to engage in mutual authentication using X.509v3 certificates.  Upon investigation, the 
evaluator found that the TSS states that: 

When TLS mutual authentication is used, the client sends to the TOE a client-certificate as 
part of the TLS handshake. The TOE validates the certificate to establish the authenticity of 
the client. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.12.2 FCS_TLSC_EXT.2 Guidance 1     

Objective The evaluator shall ensure that the AGD guidance includes any instructions necessary to 
configure the TOE to perform mutual authentication. The evaluator also shall verify that the 
AGD guidance required per FIA_X509_EXT.2.1 includes instructions for configuring the client-
side certificates for TLS mutual authentication. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TLS Public Keys and Certificates’ in the AGD to 
verify that it includes any instructions necessary to configure the TOE to perform mutual 
authentication and for configuring the client-side certificates.  Upon investigation, the 
evaluator found that the AGD states that: 
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The TOE must be provisioned with the cryptographic keys and digital certificates for mutual 
authentication with the enterprise ESC/SIP server. The TOE TLS keys will be generated by an 
authorized Certificate Authority (CA) (this is out of scope). The administrator must follow 
the Enterprise guidance to establish the identity of the authorized CA and obtain the TOE 
TLS keys and certificates from the authorized CA.  The following keys and certificates are 
required: 

• CA Certificate Chain file, which contains the Certificate Authority (CA) X.509 v3 digital 

certificate and must be in PEM format. This includes the roots of trust for TLS. 

• Certificate Bundle (.p12) file, which contains the user credential keys, including a 

public key certificate and private TLS key, and must be in PEM format (may be 

password protected). 

The correct use of these keys and certificates is dependent on the TLS settings described in 
the next section. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.13 FCS_TLSC_EXT.3 

4.1.13.1 FCS_TLSC_EXT.3 TSS 1       

Objective The evaluator shall verify that TSS describes the signature_algorithm extension and whether 
the required behavior is performed by default or may be configured. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the signature_algorithm extension and whether the 
required behavior is performed by default or may be configured.  Upon investigation, the 
evaluator found that the TSS states that: 

The TOE also presents the Signature Algorithms extension in the Client Hello message 
indicating support for SHA-256, SHA-384, and SHA-512 signature hashes. This is the default 
TOE behaviour and cannot be modified. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.13.2 FCS_TLSC_EXT.3 Guidance 1     

Objective If the TSS indicates that the signature_algorithm extension must be configured to meet the 
requirement, the evaluator shall verify that AGD guidance includes configuration of the 
signature_algorithm extension. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Cryptographic Algorithms’ in the AGD to verify 
that, if the TSS indicates that the signature_algorithm extension must be configured to meet 
the requirement, the guidance includes configuration of the signature_algorithm extension.  
Upon investigation, the evaluator found that the AGD states that: 

The TOE presents the Signature Algorithms extension in the Client Hello message indicating 
support for SHA-256, SHA-384, and SHA-512 signature hashes. These signature hashes may 
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be used in checking the signature on a certificate. This is the default TOE behavior and 
cannot be modified. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

    

4.1.14 FCS_TLSC_EXT.5    

4.1.14.1 FCS_TLSC_EXT.5 TSS 1       

Objective The evaluator shall verify that TSS describes the Supported Groups Extension. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the Supported Groups Extension.  Upon investigation, 
the evaluator found that the TSS states that: 

The TOE presents the supported Elliptic Curves Extension in the Client Hello message with 
the P-256 and P-384 curves. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

4.1.15 FCS_COP.1/SRTP    

4.1.15.1 FCS_COP.1/SRTP 1 TSS 1      

Objective The evaluator shall examine the TSS to determine whether it claims the use of GCM. If it does, 
the evaluator shall verify that the TSS notes the GCM key sizes that the TOE supports for each 
use of GCM. If GCM is supported for other uses, the evaluator shall ensure that the specific 
key sizes supported for each use of GCM are identified. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS determine whether it claims the use of GCM. If it does, the 
evaluator shall verify that the TSS notes the GCM key sizes that the TOE supports for each use 
of GCM. If GCM is supported for other uses, the evaluator shall ensure that the specific key 
sizes supported for each use of GCM are identified. Upon investigation, the evaluator found 
that the TSS states that: 

The TOE implements the Secure Real-Time Transport Protocol (SRTP) in the libSRTP v.1.5.4 
library. libSRTP is compatible with SRTP (RFC 3711) and SRTP SDES (RFC 4568). libSRTP calls 
the Cellcrypt CCoreV4 module to perform cryptographic operations. 

The TOE supports the following SRTP ciphersuites: 

• AES_CM_128_HMAC_SHA1_80, in accordance with RFC 4568, 

• AES_CM_128_HMAC_SHA1_32, in accordance with RFC 4568, 

• AES_256_CM_HMAC_SHA1_80, in accordance with RFC 6188, 

• AES_256_CM_HMAC_SHA1_32, in accordance with RFC 6188, 

• AEAD_AES_128_GCM, in accordance with RFC7714, 

• AEAD_AES_256_GCM, in accordance with RFC 7714 
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Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.15.2 FCS_COP.1/SRTP Test/CAVP 1     

Objective The evaluator shall perform the [tests in the PP]. 

Evaluator 
Findings 

CAVP AES Certs: #A1999 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.16 FCS_SRTP_EXT.1    

4.1.16.1 FCS_SRTP_EXT.1 TSS 1    

Objective The evaluator shall examine the TSS to verify that it describes how the SRTP session is 
negotiated for both incoming and outgoing calls. This includes how the keying material is 
established, as well has how requests to use the NULL algorithm or other unallowed cipher 
suites are rejected by the TSF. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the Supported Groups Extension.  Upon investigation, 
the evaluator found that the TSS states that: 

The TOE establishes SRTP sessions (for both incoming and outgoing calls) using SIP, 
described in FTP_ITC.1/Control. The SRTP keying material and ciphersuites are negotiated 
using SDES (SDP attachment to a SIP message). The TOE rejects the NULL ciphersuite as well 
as any other ciphersuite not listed above. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.1.16.2 FCS_SRTP_EXT.1 Guidance 1    

Objective The evaluator shall examine the operational guidance to determine that it includes 
instructions for how to disable the use of the SRTP NULL algorithm and how to specify the 
ports to be used for SRTP communications. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Selecting SRTP Cipher Suites’ and ‘Setting the 
SRTP port’ in the AGD to verify that it includes instructions for how to disable the use of the 
SRTP NULL algorithm and how to specify the ports to be used for SRTP communications. Upon 
investigation, the evaluator found that the AGD states that: 

Selecting SRTP Cipher Suites 

1. Got to Settings→Advanced Settings→SRTP Cipher Suites 

Setting the SRTP port 

The SRTP port is set to a common default port, but if this port conflicts with another port in 
the network the administrator may ask the user to set another value by selecting 
Settings→Advanced Settings→SRTP Port and entering the port value given by the 
administrator. 

Based on these findings, this assurance activity is considered satisfied. 
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Verdict Pass  
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4.2 TSS and Guidance Activities (Communications) 

4.2.1 FCO_VOC_EXT.1 

4.2.1.1 FCO_VOC_EXT.1 TSS 1    

Objective The evaluator shall verify that the TSS specifies each vocoder used. The evaluator shall then 
examine the specification for each vocoder in order to verify that no variable rate vocoders 
are claimed by the TSF. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the Supported Groups Extension.  Upon investigation, 
the evaluator found that the TSS states that: 

The TOE uses the Opus, G.711(PCMA) and G.711(PCMU) vocoders to transmit voice media. 
The Opus vocoder generates a constant bit-rate stream of 48 Kbps and the G.711 codecs 
generate a constant bit-rate stream of 8 Kbps. In low-bandwidth mode the TOE uses Opus 
at 12 Kbps. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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4.3 TSS and Guidance Activities (User Data Protection)   

4.3.1 FDP_DAR_EXT.1    

4.3.1.1 FDP_DAR_EXT.1 TSS 1       

Objective The evaluator shall examine the TSS to ensure that it describes the sensitive data processed 
by the application. The evaluator shall then ensure that the [test] activities [in the PP] cover 
all of the sensitive data identified in the TSS. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the sensitive data processed by the application.  Upon 
investigation, the evaluator found that the TSS states that: 

Sensitive data consisting of user credentials and contact information are stored in an 
encrypted database according to FCS_COP.1(1) with keys stored according to 
FCS_STO_EXT.1. 

The evaluator also examined the section titled ‘TLS Public Keys and Certificates’ in the AGD 
to verify that the stated sensitive data is covered by the results obtained from the test 
assurance activities.  Upon investigation, the evaluator found that the sensitive data 
information is covered by the test results. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.3.2 FDP_DEC_EXT.1    

4.3.2.1 FDP_DEC_EXT.1.1 Guidance 1     

Objective The evaluator shall perform the platform-specific [test] actions [in the PP] and inspect user 
documentation to determine the application's access to hardware resources. The evaluator 
shall ensure that this is consistent with the selections indicated. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Device Requirements’ in the AGD to verify that the 
stated hardware access is consistent with the SFR selections.  Upon investigation, the 
evaluator found that the AGD states that: 

…have access to the network, camera, microphone, Bluetooth and file resources. These are 
permissions that are automatically requested by the TOE application during installation.  

The evaluator also examined the FDP_DEC_EXT.1 SFR in the ST to verify that the stated 
hardware access is consistent with the selections. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.3.2.2 FDP_DEC_EXT.1.1 Guidance 2     

Objective The evaluator shall review documentation provided by the application developer and for each 
resource which it accesses, identify the justification as to why access is required. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Device Requirements’ in the AGD to identify, for 
each resource which it accesses, the justification as to why access is required.  Upon 
investigation, the evaluator found that the AGD states that: 
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The network, camera and microphone are required for voice and video communication. 
Bluetooth is required for handsfree communication. The file resource is required for the 
TOE database access and for importing user keys and certificates. The application may 
request permission to use the microphone from the user/administrator during first sign in 
(permission should be granted). 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.3.2.3 FDP_DEC_EXT.1.2 Guidance 1     

Objective The evaluator shall perform the platform-specific [test] actions [in the PP] and inspect user 
documentation to determine the application's access to sensitive information repositories. 
The evaluator shall ensure that this is consistent with the selections indicated. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Device Requirements’ in the AGD to verify that the 
stated hardware access is consistent with the SFR selections.  Upon investigation, the 
evaluator found that the AGD states that: 

The file resource is required for the TOE database access and for importing user keys and 
certificates. 

The evaluator also examined the FDP_DEC_EXT.1.2 in the ST to verify that the stated 
repository access is consistent with the selections. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.3.2.4 FDP_DEC_EXT.1.2 Guidance 2     

Objective The evaluator shall review documentation provided by the application developer and for each 
sensitive information repository which it accesses, identify the justification as to why access is 
required. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Device Requirements’ in the AGD to identify, for 
each sensitive information repository which it accesses, the justification as to why access is 
required.  Upon investigation, the evaluator found that the AGD states that: 

The file resource is required for the TOE database access and for importing user keys and 
certificates.  

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.3.3 FDP_IFC.1 

4.3.3.1 FDP_IFC.1 TSS 1       

Objective The evaluator shall verify that the TSS describes how streaming media is not transmitted 
when not in a streaming media state. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the sensitive data processed by the application.  Upon 
investigation, the evaluator found that the TSS states that: 

The TOE does not transmit any media data when it is not on a call. 
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The evaluator also examined the section titled Administrator and User Activities in the AGD 
to verify that the stated sensitive data is covered by the results obtained from the test 
assurance activities.  Upon investigation, the evaluator found that the sensitive data 
information is covered by the test results. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.3.4 FDP_IFF.1 

4.3.4.1 FDP_IFF.1 TSS 1       

Objective The evaluator shall verify that the TSS describes the TOE’s enforcement of the media 
transmission policy and describes the conditions that are necessary for the TSF to transmit 
voice/video data to the operational environment. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the sensitive data processed by the application.  Upon 
investigation, the evaluator found that the TSS states that: 

The TOE does not transmit any media data when it is muted. The TOE does not implement a 
“hold” state. 

The evaluator also examined the section titled Administrator and User Activities in the AGD 
to verify that the stated sensitive data is covered by the results obtained from the test 
assurance activities.  Upon investigation, the evaluator found that the sensitive data 
information is covered by the test results. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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4.4 TSS and Guidance Activities (Identification and Authentication)  

4.4.1 FIA_X509_EXT.1 

4.4.1.1 FIA_X509_EXT.1.1 TSS 1 [TD0601]      

Objective The evaluator shall ensure the TSS describes where the check of validity of the certificates 
takes place. The evaluator ensures the TSS also provides a description of the certificate path 
validation algorithm. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes where the check of validity of the certificates takes 
place and the certificate path validation algorithm.  Upon investigation, the evaluator found 
that the TSS states that: 

The TSF uses X.509v3 uses certificates to authenticate the user to the SIP server via a 
mutually authenticated TLS connection. The client-side certificate used for authenticating 
the client is sent by the client during the TLS handshake. The TOE performs validity checks 
on the CA path and confirms that either the SubjectAltName or CN match what was 
provided on the distant connection certificate. The TSF also performs CRL and OCSP validity 
checks on the server certificate. Connection attempts are made only if the certificate is 
deemed valid. 

The TSF performs checks for RFC 5280 validation, validates certificate path by ensuring the 
basicConstraints extension is present and the CA flag is set to True for all CA certificates. 
The TOE also verifies the path terminates with a trust anchor that was manually imported 
into the TOE. 

The TSF validates the extendedKeyUsage field according to the following rules:  

• Server certificates presented for TLS shall have the Server Authentication purpose (id-

kp 1 with OID 1.3.6.1.5.5.7.3.1) in the extendedKeyUsage field. 

• In the case where it is not possible to check the validity of the Certificate via an online 

check the TOE does not establish a TLS connection. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.4.2 FIA_X509_EXT.2 

4.4.2.1 FIA_X509_EXT.2.1 TSS 1       

Objective The evaluator shall check the TSS to ensure that it describes how the TOE chooses which 
certificates to use. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes how the TOE chooses which certificates to use, and any 
necessary instructions in the administrative guidance for configuring the operating 
environment so that the TOE can use the certificates.  Upon investigation, the evaluator 
found that the TSS states that: 
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The TSF uses X.509v3 uses certificates to authenticate the user to the SIP server via a 
mutually authenticated TLS connection. The client-side certificate used for authenticating 
the client is sent by the client during the TLS handshake. The TOE performs validity checks 
on the CA path and confirms that either the SubjectAltName or CN match what was 
provided on the distant connection certificate. The TSF also performs CRL and OCSP validity 
checks on the server certificate. Connection attempts are made only if the certificate is 
deemed valid. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.4.2.2 FIA_X509_EXT.2.1 TSS 2       

Objective The evaluator shall check the administrative guidance to ensure that it describes configuring 
the operating environment so that the TOE can use the certificates. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TLS Public Keys and Certificates’ in the AGD to 
verify that it describes configuring the operating environment so that the TOE can use the 
certificates.  Upon investigation, the evaluator found that the AGD states that: 

The TOE must be provisioned with the cryptographic keys and digital certificates for mutual 
authentication with the enterprise ESC/SIP server. The TOE TLS keys will be generated by an 
authorized Certificate Authority (CA) (this is out of scope). The administrator must follow 
the Enterprise guidance to establish the identity of the authorized CA and obtain the TOE 
TLS keys and certificates from the authorized CA.  The following keys and certificates are 
required: 

• CA Certificate Chain file, which contains the Certificate Authority (CA) X.509 v3 digital 

certificate and must be in PEM format. This includes the roots of trust for TLS. 

• Certificate Bundle (.p12) file, which contains the user credential keys, including a 

public key certificate and private TLS key, and must be in PEM format (may be 

password protected). 

The correct use of these keys and certificates is dependent on the TLS settings described in 
the next section. 

The evaluator examined the sections titled ‘Installing the CA Certificate Chain file’ and 
‘Installing the client Certificate Bundle file’ in the AGD to verify that it contains instructions 
on how this configuration action is performed.  Upon investigation, the evaluator found that 
the AGD states that: 

Installing the CA Certificate Chain file 

1. Got to Settings→Advanced Settings→TLS→CA Root Certificate (picture below). 

2. Use the IMPORT FILE button to import the CA .pem file. 

3. If you make a mistake and import the wrong file, you can use the RESTORE DEFAULT 

SETTINGS button and try again. 
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Installing the client Certificate Bundle file 

1. Got to Settings→Advanced Settings→TLS→User Certificate (picture below). 

2. Use the IMPORT FILE button to import the user .p12 file. 

3. You will be prompted to enter the password to decrypt the user certificate file. Enter 

the password given to you by your administrator and tap the CONFIRM button 

If you make a mistake and import the wrong file, you can use the RESTORE DEFAULT 
SETTINGS button and try again. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.4.2.3 FIA_X509_EXT.2.1 TSS 3     

Objective The evaluator shall examine the TSS to confirm that it describes the behavior of the TOE when 
a connection cannot be established during the validity check of a certificate used in 
establishing a trusted channel. The evaluator shall verify that any distinctions between 
trusted channels are described. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the behavior of the TOE when a connection cannot be 
established during the validity check of a certificate used in establishing a trusted channel.  
Upon investigation, the evaluator found that the TSS states that:  

Connection attempts are made only if the certificate is deemed valid. 

The evaluator also examined the section titled TOE Summary Specification in the Security 
Target to verify that the TSS describes any distinctions between trusted channels.  Upon 
investigation, the evaluator found that the TSS states that: 

The TSF uses X.509v3 uses certificates to authenticate the user to the SIP server via a 
mutually authenticated TLS connection. The client-side certificate used for authenticating 
the client is sent by the client during the TLS handshake. The TOE performs validity checks 
on the CA path and confirms that either the SubjectAltName or CN match what was 
provided on the distant connection certificate. The TSF also performs CRL and OCSP validity 
checks on the server certificate. Connection attempts are made only if the certificate is 
deemed valid. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.4.2.4 FIA_X509_EXT.2.1 TSS 4     

Objective If the requirement that the administrator is able to specify the default action, then the 
evaluator shall ensure that the operational guidance contains instructions on how this 
configuration action is performed. 

Evaluator 
Findings 

The evaluator examined the SFR in the ST and confirmed that “not accept the certificate” is 
selected. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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4.5 TSS and Guidance Activities (Security Management) 

4.5.1 FMT_CFG_EXT.1 

4.5.1.1 FMT_CFG_EXT.1.1 TSS 1       

Objective The evaluator shall check the TSS to determine if the application requires any type of 
credentials and if the application installs with default credentials. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to determine if the application requires any type of credentials and if the application 
installs with default credentials.  Upon investigation, the evaluator found that the TSS states 
that: 

The TOE does not contain any default credentials when it is installed. TOE credentials 
(certificates and keys) must be configured before the TOE can connect to the ESC. User 
credentials (username and password) must be registered with the ESC before the user can 
make secure calls. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.5.2 FMT_MEC_EXT.1 

4.5.2.1 FMT_MEC_EXT.1 TSS 1    [TD0437]   

Objective The evaluator shall review the TSS to identify the application's configuration options (e.g. 
settings) and determine whether these are stored and set using the mechanisms supported 
by the platform or implemented by the application in accordance with the PP-Module for File 
Encryption. At a minimum the TSS shall list settings related to any SFRs and any settings that 
are mandated in the operational guidance in response to an SFR. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS identifies the application's configuration options (e.g. settings) 
and determine whether these are stored and set using the mechanisms supported by the 
platform or implemented by the application in accordance with the PP-Module for File 
Encryption.  Upon investigation, the evaluator found that the TSS states that: 

The TOE stores its security-related configuration settings in an encrypted SQCipher 
database stored at /data/data/com.cellcrypt.federal/databases/[identifier] where 
identifier is based on the user ID. The encrypted database key is generated and stored using 
the Android Key Store provider (KeyStore.getInstance("AndroidKeyStore")). Other general 
settings are stored in the Android shared-prefs. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.5.3 FMT_SMF.1 

4.5.3.1 FMT_SMF.1 Guidance 1     

Objective The evaluator shall verify that every management function mandated by the PP is described 
in the operational guidance and that the description contains the information required to 
perform the management duties associated with the management function. 
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Evaluator 
Findings 

The evaluator examined the AGD to verify that every management function mandated by the 
PP is described in the operational guidance and that the description contains the information 
required to perform the management duties associated with the management function.  
Upon investigation, the evaluator found that the AGD describes the require configuration for 
the following selections in FMT_SMF.1. A mapping of functions to guidance documentation 
references is provided below: 

• Register and unregister with a SIP server (Registering and Unregistering with the SIP 

Server) 

• Load X.509 Certificates and private keys (Installing TLS Certificates) 

• Select X.509 Certificate (Installing TLS Certificates) 

• Check for software updates (Check your application version) 

• Specify ESC server URL (Administrator and User Activities) 

• Select TLS cipher suites (Setting TLS/SRTP Cipher Suites) 

• Enable/disable call history (Enable/disable call history) 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.5.4 FMT_SMF.1/VVoIP 

4.5.4.1 FMT_SMF.1/VVoIP TSS 1     

Objective The evaluator shall verify that the TSS provides a description of the TOE initial configuration 
and describes the ability of the TSF to manage the functions that are defined in the SFR, 
including how each function is managed (e.g. manually configured, applied via downloaded 
configuration file). 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS provides a description of the TOE initial configuration and 
describes the ability of the TSF to manage the functions that are defined in the SFR, including 
how each function is managed (e.g. manually configured, applied via downloaded 
configuration file). Upon investigation, the evaluator found that the TSS states that: 

The TOE provides the following VVoIP management settings: 

• Manually register and unregister to the ESC (slider control switch) 

• Configure the termination period for idle calls (text edit box control for seconds) 

• Specify the vocoder from a list of supported vocoders (radio buttons) 

• Select the SRTP cipher-suites from a list (check boxes) 

• Specify the SRTP ports (text edit box control) 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.5.4.2 FMT_SMF.1/VVoIP Guidance 1     

Objective The evaluator shall verify that the operational guidance provides instructions on configuring 
any functionality specifically related to VVoIP. 
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Evaluator 
Findings 

The evaluator examined the sections titled ‘Setting TLS/SRTP Cipher Suites’, ‘Setting the 
SRTP port’, ‘Setting the call termination timeout value’ and ‘Setting the vocoders’ in the 
AGD to verify that the operational guidance provides instructions on configuring any 
functionality specifically related to VVoIP. Upon investigation, the evaluator found that the 
AGD states that: 

Selecting TLS Cipher Suites 

4. Got to Settings→Advanced Settings→TLS→Cipher Suites 

Selecting SRTP Cipher Suites 

2. Got to Settings→Advanced Settings→SRTP Cipher Suites 

The SRTP port is set to a common default port, but if this port conflicts with another port in 
the network the administrator may ask the user to set another value by selecting 
Settings→Advanced Settings→SRTP Port and entering the port value given by the 
administrator. 

A new value can be set by the user within the allowable range by choosing 
Settings→Advanced Settings→Call Timeout and entering the new timeout value. The 
default allowable range (set on the ESC) is 10 – 60 seconds. 

Selecting the vocoders and their priority 

1. Go to Settings→Advanced Settings→Enable/Prioritize Codecs 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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4.6 TSS and Guidance Activities (Privacy)   

4.6.1 FPR_ANO_EXT.1 

4.6.1.1 FPR_ANO_EXT.1 TSS 1       

Objective The evaluator shall inspect the TSS documentation to identify functionality in the application 
where PII can be transmitted. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS identifies functionality in the application where PII can be 
transmitted.  Upon investigation, the evaluator found that the TSS states that: 

The TOE does not transmit PII. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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4.8 TSS and Guidance Activities (Protection of the TSF)   

4.8.1 FPT_AEX_EXT.1 

4.8.1.1 FPT_AEX_EXT.1.1 TSS 1       

Objective The evaluator shall ensure that the TSS describes the compiler flags used to enable ASLR 
when the application is compiled. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS describes the compiler flags used to enable ASLR when the 
application is compiled.  Upon investigation, the evaluator found that the TSS states that: 

The TOE is built with the -fstack-protector-all compiler flag which enables stack-based 
buffer overflow protection. ASLR is enabled using the -fPIC compiler flag. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.8.2 FPT_API_EXT.1 

4.8.2.1 FPT_API_EXT.1TSS 1       

Objective The evaluator shall verify that the TSS lists the platform APIs used in the application. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS lists the platform APIs used in the application.  Upon 
investigation, the evaluator found that the TSS states that: 

The TOE uses the following Android APIs: 

android, android.annotation, android.app, android.bluetooth, android.content, 

android.content.res, android.database, android.database.sqlite, android.graphics, 

android.hardware, android.media, android.media.audiofx, android.net, android.os, 

android.preference, android.provider, android.security, android.telephony, android.test, 

android.text, android.text.method, android.util, android.view, android.view.inputmethod, 

android.widget, java.io, java.lang, java.lang.annotation, java.lang.ref, java.lang.reflect, 

java.math, java.net, java.nio, java.nio.channels, java.nio.charset, java.security, 

java.security.cert, java.security.interfaces, java.text, java.util, java.util.concurrent, 

java.util.concurrent.atomic, java.util.concurrent.atomic.locks, java.util.regex, 

javax.crypto, javax.crypto.spec, and org.xml. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.8.3 FPT_IDV_EXT.1 

4.8.3.1 FPT_IDV_EXT.1 TSS 1       

Objective If "other version information" is selected the evaluator shall verify that the TSS contains an 
explaination of the versioning methodology. 
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Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS contains an explanation of the versioning methodology.  Upon 
investigation, the evaluator found that the TSS states that: 

TOE version information is encoded in the installation file name and is visible through the 
version string accessible in the Settings menu of the underlying platform. The TOE version is 
a two-part string of a TOE version and release concatenated and separated by full stops, i.e. 
as in 3.182. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.8.4 FPT_TUD_EXT.1 

4.8.4.1 FPT_TUD_EXT.1.1 Guidance 1     

Objective The evaluator shall check to ensure the guidance includes a description of how updates are 
performed. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Checking your application version’ in the AGD to 
verify that it includes a description of how updates are performed.  Upon investigation, the 
evaluator found that the AGD states that: 

Before configuring the Cellcrypt Android Mobile Client you need to confirm that you have 
installed the correct version of the app. 

1. Tap the Settings icon (below right).  

2. Go to About→Advanced Information. 

3. You will see a pop-up screen appear showing you the detailed device and app 

information. 

Confirm that the “App Version” is the same as the version that you have just installed. The 
correct version is the one at the top of the downloadable versions on the App Store (see 
step Error! Reference source not found. in the previous section) If the versions are different, r
epeat the installation steps above. Note: you can always confirm what the latest version 
should be by tapping on Settings→Advanced Settings→Check for Updates 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.8.4.2 FPT_TUD_EXT.1.2 Guidance 1     

Objective The evaluator shall verify guidance includes a description of how to query the current version 
of the application. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Checking your application version’ in the AGD to 
verify that it includes a description of how to query the current version of the application.  
Upon investigation, the evaluator found that the AGD states that: 

Before configuring the Cellcrypt Android Mobile Client you need to confirm that you have 
installed the correct version of the app. 
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1. Tap the Settings icon (below right).  

2. Go to About→Advanced Information. 

3. You will see a pop-up screen appear showing you the detailed device and app 

information. 

Confirm that the “App Version” is the same as the version that you have just installed. The 
correct version is the one at the top of the downloadable versions on the App Store (see 
step Error! Reference source not found. in the previous section) If the versions are different, r
epeat the installation steps above. Note: you can always confirm what the latest version 
should be by tapping on Settings→Advanced Settings→Check for Updates 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.8.4.3 FPT_TUD_EXT.1.4 TSS 1 [TD0561]   

Objective The evaluator shall verify that the TSS identifies how updates to the application are signed by 
an authorized source. The definition of an authorized source must be contained in the TSS. 
The evaluator shall also ensure that the TSS (or the operational guidance) describes how 
candidate updates are obtained. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS identifies how updates to the application are signed by an 
authorized source. Upon investigation, the evaluator found that the TSS states that: 

Updates to the TOE are distributed in the Android Package (APK) format (.apk). Cellcrypt is 
the authorized source of TOE updates. All TOE APK files are signed with the Cellcrypt private 
key. Upon initial installation, Android trusts the associated public key. Android uses the 
associated public key to verify the authenticity of all subsequent updates to the TOE 
software. 

The evaluator also examined the section titled ‘TOE SUMMARY SPECIFICATION’in the Security 
Target to verify that the TSS (or the operational guidance) describes how candidate updates 
are obtained.  Upon investigation, the evaluator found that the TSS states that: 

The TOE checks for updates by querying the Update check server which returns the most 
recent version number. The TOE indicates an update is available when the returned version 
is greater than the TOE version. The TOE allows the user to query the application’s version 
in the user settings. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.8.4.4 FPT_TUD_EXT.1.5 TSS 1       

Objective The evaluator shall verify that the TSS identifies how the application is distributed.  

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS identifies how the application is distributed.  Upon investigation, 
the evaluator found that the TSS states that: 

The TOE checks for updates by querying the Update check server which returns the most 
recent version number. The TOE indicates an update is available when the returned version 
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is greater than the TOE version. The TOE allows the user to query the application’s version 
in the user settings. 

Updates to the TOE are distributed in the Android Package (APK) format (.apk). Cellcrypt is 
the authorized source of TOE updates. All TOE APK files are signed with the Cellcrypt private 
key. Upon initial installation, Android trusts the associated public key. Android uses the 
associated public key to verify the authenticity of all subsequent updates to the TOE 
software. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

4.8.4.5 FPT_TUD_EXT.2.3 TSS 1       

Objective The evaluator shall verify that the TSS identifies how the application installation package is 
signed by an authorized source. The definition of an authorized source must be contained in 
the TSS. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS identifies how the application is distributed.  Upon investigation, 
the evaluator found that the TSS states that: 

Cellcrypt is the authorized source of TOE updates. All TOE APK files are signed with the 
Cellcrypt private key. Upon initial installation, Android trusts the associated public key. 
Android uses the associated public key to verify the authenticity of all subsequent updates 
to the TOE software. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

  



 

 
 Page 44 

 

4.9 TSS and Guidance Activities (TOE Access) 

 

4.9.1 FTA_SSL.3/Media 

4.9.1.1 FTA_SSL.3/Media TSS 1     

Objective The evaluator shall verify that the TSS specifies whether idle calls are terminated by default 
after a certain amount of time or by an administrator-configurable interval. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that idle calls are terminated by default after a certain amount of time or by 
an administrator-configurable interval. Upon investigation, the evaluator found that the TSS 
states that: 

The TOE terminates idle voice connections. The TOE considers voice connection idle when 
the TOE is not receiving data from the peer. The idle time is 30 seconds by default. The 
Administrator can update the idle time through a configuration file the TOE downloads 
from the configuration server. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

 

4.9.1.2 FTA_SSL.3/Media Guidance 1     

Objective If the idle call timeout period is administrator-configurable, the evaluator shall verify that the 
operational guidance includes instructions for how to configure this, as well as what the 
minimum and maximum allowed values are. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Setting the call termination timeout value‘in the 
AGD to verify that it includes a description of how updates are performed.  Upon 
investigation, the evaluator found that the AGD states that: 

All calls are automatically terminated when no activity is detected on the media channel. 
The default termination timeout value and allowable range is set by the ESC after sign in, 
but a new value can be set within the allowable range by choosing Settings→Advanced 
Settings→Call Timeout and entering the new timeout value. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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4.10 TSS and Guidance Activities (Trusted Path/Channels)   

4.10.1 FTP_DIT_EXT.1 

4.10.1.1 FTP_DIT_EXT.1 TSS 1    [TD0601]   

Objective For platform-provided functionality, the evaluator shall verify the TSS contains the calls to the 
platform that TOE is leveraging to invoke the functionality. 

Evaluator 
Findings 

The evaluator examined the SFR in the ST and verified that the TOE does not invoke platform 
provided functionality. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

  

 

 

4.10.2 FTP_ITC.1/Control 

4.10.2.1 FTP_ITC.1/Control TSS 1     

Objective The evaluator shall verify that the TSS describes the ability of the TOE to use SIP and/or H.323 
with TLS. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS contains. Upon investigation, the evaluator found that the TSS 
states that: 

The TOE implements the Session Initiation Protocol (SIP) in the PJSIP v2.1 library. The PJSIP 
library calls the Cellcrypt CCoreV4 FIPS 140-2 validated crypto module to perform 
cryptographic operations. The TOE uses TLSv1.2 (FCS_TLSC_EXT) to protect the SIP 
communications. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

 

4.10.3 FTP_ITC.1/Media 

4.10.3.1 FTP_ITC.1/Media TSS 1     

Objective The evaluator shall verify that the trusted channel will use SRTP or H.323/H.235 in accordance 
with the selections made in the SFR. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS contains. Upon investigation, the evaluator found that the TSS 
states that: 

The TOE establishes SRTP sessions (for both incoming and outgoing calls) using SIP, 
described in FTP_ITC.1/Control. The SRTP keying material and ciphersuites are negotiated 
using SDES (SDP attachment to a SIP message). 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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5 Detailed Test Cases (Test Activities) 

5.1 Test Cases (App) 

5.1.1 FCS_CKM.1(1) Test 1 

Testing for FFC Schemes using Diffie-Hellman Group 14 and/or safe-prime groups is done as part of testing 
CKM.2.1. 

5.1.2 FCS_CKM.2.1 – RSA 

Item Data 

Test Assurance 
Activity 

The evaluator shall verify the correctness of the TSF’s implementation of RSAES-PKCS1-v1_5 by using 
a known good implementation for each protocol selected in FTP_DIT_EXT.1 that uses RSAES-PKCS1-
v1_5. 

Test Steps 
This testing was performed in conjunction with FCS_TLSC_EXT.1.1 Test #1 to demonstrate correct 
operation. 
 

Pass/Fail with 
Explanation 

Pass. 

5.1.3 FCS_CKM.2.1 – DHE 

Item Data 

Test Assurance 
Activity 

The evaluator shall verify the correctness of the TSF’s implementation of safe-prime groups by using 
a known good implementation for each protocol selected in FTP_DIT_EXT.1 that uses safe-prime 
groups. This test must be performed for each safe-prime group that each protocol uses. 

Test Steps 
This testing was performed in conjunction with FCS_TLSC_EXT.1.1 Test #1 to demonstrate correct 
operation. 
 

Pass/Fail with 
Explanation 

Pass. 

 

5.1.4 FCS_RBG_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

If invoke platform-provided DRBG functionality is selected, the following tests shall be performed  
 
The evaluator shall decompile the application binary using a decompiler suitable for the application 
(TOE). The evaluator shall search the output of the decompiler to determine that, for each API listed 
in the TSS, that API appears in the output. If the representation of the API does not correspond 
directly to the strings in the following list, the evaluator shall provide a mapping from the decompiled 
text to its corresponding API, with a description of why the API text does not directly correspond to 
the decompiled text and justification that the decompiled text corresponds to the associated API. 
 
The following are the per-platform list of acceptable APIs: 
For Android: The evaluator shall verify that the application uses at least one of 
javax.crypto.KeyGenerator class or the java.security.SecureRandom class or /dev/random or 
/dev/urandom. 
 
If invocation of platform-provided functionality is achieved in another way, the evaluator shall ensure 
the TSS describes how this is carried out, and how it is equivalent to the methods listed here (e.g. 
higher-level API invokes identical low-level API). 
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Non-applicable platforms removed. 
TD0416 has been applied. 
TD0510 has been applied. 

Test Steps • Decompile the TOE in JADX. 

• Search for instance of javax.crypto.KeyGenerator. 
Expected Test 
Results 

• The TOE will use javax.crypto.KeyGenerator. 

Pass/Fail with 
Explanation 

PASS. The TOE uses javax.crypto.KeyGenerator for platform-provided DRBG functionality. This meets 
the testing requirements. 

 

 

5.1.5 FCS_STO_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

For all credentials for which the application implements functionality, the evaluator shall verify 
credentials are encrypted according to FCS_COP.1(1) or conditioned according to FCS_CKM.1.1(1) and 
FCS_CKM.1(3).  
 

Test Steps • TOE uses the P12 file format for user credentials as seen in the snap below. 

• The evaluator verified the TOE source code method used to call to save credentials 
present in p12 file contents. 

• The evaluator verified the TOE source code for the code used to store credentials 
present in P12 file format inside an encrypted database. 

• The evaluator verified the TOE source code for the code used to retrieve the database 
key. 

• The evaluator used ADB shell to verify that the user credentials present in P12 file 
contents are encrypted and is sync with the source code functionality verified above. 

o Connect to the phone using ADB with the command ‘adb shell’. 
o Go to the database file system location of TOE using an ADB shell. 
o Try to open user database file in the ADB shell since it is encrypted, we can 

only see garbage characters. 
Expected Test 
Results 

• TOE should ensure that credentials are encrypted. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that TOE user credentials are present in P12 file content, and it is 
encrypted by checking the source code. The evaluator also tried to open a user credential database 
file using an ABD shell. It was encrypted with garbage characters displayed to him. This meets the 
testing requirements. 

 

5.1.6 FCS_STO_EXT.1.1 Test #2 

Item Data 

Test Assurance 
Activity 

For all credentials for which the application invokes platform-provided functionality, the evaluator 
shall perform the following actions which vary per platform. 
For Android: The evaluator shall verify that the application uses the Android KeyStore or the Android 
KeyChain to store certificates. 
 
Non-applicable platforms removed. 

Test Steps Decompile the TOE using JADX and inspect the output for references to the java.security.KeyStore 
class. 
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Expected Test 
Results 

TOE is compiled with support for java.security.KeyStore according to Android developer 
documentation 

Pass/Fail with 
Explanation 

Pass 

5.1.7 FDP_DAR_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

Evaluation activities (after the identification of the sensitive data) are to be performed on all sensitive 
data listed that are not covered by FCS_STO_EXT.1. 
 
The evaluator shall inventory the filesystem locations where the application may write data. The 
evaluator shall run the application and attempt to store sensitive data. The evaluator shall then inspect 
those areas of the filesystem to note where data was stored (if any), and determine whether it has 
been encrypted. 

Test Steps As per ST, TOE protect the sensitive data in accordance with FCS_STO_EXT1. 

 

Pass/Fail with 
Explanation 

NA. 

 

5.1.8 FDP_DAR_EXT.1.1 Test #2 

Item Data 

Test Assurance 
Activity 

Evaluation activities (after the identification of the sensitive data) are to be performed on all sensitive 
data listed that are not covered by FCS_STO_EXT.1. 
The evaluator shall inventory the filesystem locations where the application may write data. The 
evaluator shall run the application and attempt to store sensitive data. The evaluator shall then inspect 
those areas of the filesystem to note where data was stored (if any), and determine whether it has been 
encrypted. 

Test Steps • The evaluator inspected the TSS to verify that “During operation of the TOE, no 
sensitive data is stored in non-volatile memory. It is not possible for the TOE to store 
such data because it never receives it”. The evaluator further checked the file system 
locations i.e. shared_prefs folder (where the sensitive data is stored in general) to verify 
that no sensitive data was found. 

 

Expected Test 
Results 

• TOE should not store sensitive application date in non-volatile memory. 

Pass/Fail with 
Explanation 

Pass. The evaluator inspected the TSS and verified that no sensitive application data was stored in non-
volatile memory. This meets the testing requirements. 

 

 

5.1.9 FDP_DEC_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

For Android: The evaluator shall verify that each <uses-permission>entry in the AndroidManifest.xml 
file for access to a hardware resource is reflected in the selection. 
 
Non-applicable platforms removed. 
TD0434 has been applied.
  
TD0515 has been applied. 
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Test Steps • Review AndroidManifest.xml for user permissions. 
Expected Test 
Results 

• The TOE should have all selected hardware resources present in permissions list. 

Pass/Fail with 
Explanation 

PASS. The permissions list contains all the claimed permission in TSS. This meets the testing 
requirements. 

5.1.10 FDP_DEC_EXT.1.2 Test #1 

Item Data 

Test Assurance 
Activity 

For Android: The evaluator shall verify that each <uses-permission>entry in the AndroidManifest.xml 
file for access to a sensitive information repository is reflected in the selection. 
 
Non-applicable platforms removed. 
TD0515 has been applied. 

Test Steps • Check AndroidManifest.xml for the user permissions list. 

Expected Test 
Results 

• The TOE should restrict access to the Android file system. 

Pass/Fail with 
Explanation 

PASS. The TOE restricts access to the Android file system. This meets the testing requirements. 

5.1.11 FDP_NET_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

Test 1: The evaluator shall run the application. While the application is running, the evaluator shall 
sniff network traffic ignoring all non-application associated traffic and verify that any network 
communications witnessed are documented in the TSS or are user-initiated.  

Test Steps The TOE performs the following user-initiated network communications: 

• Communicating with a SIP Server. 
o Verify TOE’s IP address and ensure TOE is online. 
o Verify TOE is connected to the SIP server. 
o Verify that the network communications witnessed are user-initiated and capture the 

network traffic via packet capture. 
 

• Communicating with a VVoip Endpoint. 
o Verify TOE’s IP address and ensure TOE is online. 
o Check the second VVoIP endpoint IP address and ensure it is online. 
o Verify second VVOIP endpoint is connected to the SIP server. 
o Verify with packet capture that second VVOIP endpoint is connected to the SIP 

server. 
o Verify that TOE initiates call with the second VVOIP endpoint. 
o The second VVoIP endpoint accepts calls from TOE. 
o Verify that the network communications witnessed are user-initiated and capture the 

network traffic via packet capture. 
 

• Communicating with an update check server.   
o Verify TOE’s IP address and ensure TOE is online. 
o Click on Check for update. 
o Verify that TOE provides feedback after connecting to the update server. 
o Verify that the network communications witnessed are user-initiated and capture the 

network traffic via packet capture. 
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• Setting fetched from the configuration server. 
o Certification validation using CRL.  
o Certification validation with OCSP. 
o Time out settings by clicking on TOE’s Advanced setting. 

Expected Test 
Results 

• For all the user-initiated network communication services mentioned in ST, TOE should be 
able to initiate network communication for them. 

• Packet captures to verify that TOE has initiated network communication for the services 
mentioned as user-initiated in ST. 

Pass/Fail with 
Explanation 

Pass. The evaluator was able to verify that all user-initiated network communications are initiated by 
TOE using packet capture. The evaluator also verified the TOE was able to fetch certificate validation 
and timeout settings. This meets the testing requirements. 

 

5.1.12 FDP_NET_EXT.1.1 Test #2 

Item Data 

Test Assurance 
Activity 

Test 2: The evaluator shall run the application. After the application initializes, the evaluator shall run 
network port scans to verify that any ports opened by the application have been captured in the ST 
for the third selection and its assignment. This includes connection-based protocols (e.g. TCP, DCCP) 
as well as connectionless protocols (e.g. UDP).  

Test Steps • Run network port scans to check the open ports before initiating the application. 

• Start the TOE application services. 

• Run network port scans to check the open ports for connection-based protocols as well as 

connectionless protocols. 

• Compare the open ports from the above output with those specified in ST and verify they 

match. 

o  

Expected Test 
Results 

• For the full range of TCP as well as UDP ports scanned on the TOE end, no port should be seen 
as open. 

• Evidence (screenshot or cli output) that the fuzzing tool is able to scan the full range of TCP as 
well as UDP ports. 

Pass/Fail with 
Explanation 

Pass. The evaluator ran the network port scan for connection-based protocols as well as 
connectionless protocol on the TOE end.  No ports were seen open at TOE end. This meets the testing 
requirements. 

 

5.1.13 FDP_NET_EXT.1.1 Test #3 

Item Data 

Test Assurance Activity For Android: If "no network communication" is selected, the evaluator shall ensure that the 
application's AndroidManifest.xml file does not contain a uses-permission or uses-permission-sdk-
23 tag containing android:name="android.permission.INTERNET".  
In this case, it is not necessary to perform the above Tests 1 and 2, as the platform will not allow 
the application to perform any network communication.  

Test Steps As per ST, “no network communication” is not selected. 

Pass/Fail with 
Explanation 

NA 

5.1.14 FIA_X509_EXT.1. 1 Test #1 

Item Data 
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Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at 
least four certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
 
The evaluator shall demonstrate that validating a certificate without a valid certification path results 
in the function failing, for each of the following reasons, in turn: 

• by establishing a certificate path in which one of the issuing certificates is not a CA certificate, 

• by omitting the basicConstraints field in one of the issuing certificates, 

• by setting the basicConstraints field in an issuing certificate to have CA=False, 

• by omitting the CA signing bit of the key usage field in an issuing certificate, and 

• by setting the path length field of a valid CA field to a value strictly less than the certificate 
path. 

 
The evaluator shall then establish a valid certificate path consisting of valid CA certificate and 
demonstrate that the function succeeds. The evaluator shall then remove trust in one of the CA 
certificates and show that the function fails. 
 
TD0601 has been applied. 

Test Steps Establish a certificate path in which one of the issuing certificates is not a CA certificate: 

• By omitting the basicConstraints field in one of the issuing certificates. 

▪ Configure the ICA certificate lacking the basicConstraints extension. 

▪ Load the certificate lacking the basicConstraints extension on the TLS server. 

▪ Sign the certificate using ICA lacking basic constraints. 

▪ Attempt the connection from the TOE to the TLS server and verify the 

connection is unsuccessful. 

▪ Verify with packet capture the unsuccessful connection between TOE and 

the server. 

 

• By setting the basicConstraints field in an issuing certificate to have CA=False. 

▪ Configure the ICA certificate with the flag in the basicConstraints extension 

set to False. 

▪ Load the certificate showing the basicConstraints flag set to False on the TLS 

server. 

▪ Sign the certificate using ICA with the flag in the basicConstraints extension 

set to FALSE. 

▪ Attempt the connection from the TOE to the TLS server and verify the 

connection is unsuccessful. 

▪ Verify with packet capture the unsuccessful connection between TOE and 

the server. 
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• By omitting the CA signing bit of the key usage field in an issuing certificate. 

▪ Configure the ICA certificate lacking the CA signing bit in the Key usage field. 

▪ Load the certificate lacking the ICA signing bit on the TLS server. 

▪ Sign the certificate using ICA with no certificate sign key usage. 

▪ Attempt the connection from the TOE to the TLS server and verify the 

connection is unsuccessful. 

▪ Verify with packet capture the unsuccessful connection between TOE and 

the server. 

 

• By setting the path length field of a valid CA field to a value strictly less than the 

certificate path. 

▪ Configure the root CA certificate with the Path length of 1. 

▪ Configure the Intermediate ICA1 certificate with the Path length of 0. 

▪ Configure the Intermediate ICA2 certificate with the Path length of 0. 

▪ Load the certificate chain having ICA certificate set pathlength of 0 to TLS 
server. 

▪ Sign the node certificate with ICA2. 

▪ Attempt the connection from the TOE to the TLS Server and verify the 

connection is unsuccessful. 

▪ Verify with packet capture the unsuccessful connection between TOE and 

the server. 

 

Valid certificate chain 

• Create a full chain of certificates to connect to the TOE.  

• Load a complete certificate validation chain to the TLS server. 

• Attempt the connection from the TOE to the TLS server and verify the connection is 

successful.  

• Verify with packet capture the successful connection between TOE and the server. 

 

Invalid certificate chain 

• Load the chain of certificate on server without IDC2. 

• Attempt the connection from the TOE to the TLS server and verify the connection is 

unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

Expected Test Results • The TOE should reject connection for a server certificate having an invalid certification path 
and accept connection for a server certificate having valid certificate path. 

• Evidence (screenshot or cli output) of TOE connection failure for each certificate failing in the 
certificate check field. 

• Packet capture of TOE connection failure for each certificate failing in the certificate check 
field. 

• Evidence (screenshot or cli output) of TOE connection success for a certificate with a valid 
certificate chain. 

• Packet capture for the successful connection of TOE for certificate with a valid certificate 
chain. 

• Evidence (screenshot or cli output) of TOE connection failure for a certificate with an invalid 
certificate chain. 
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• Packet capture for the unsuccessful connection of TOE for certificate with an invalid 
certificate chain. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that TOE makes the connection with the server for a valid certificate 
chain. This meets the testing requirement. 

 

5.1.15 FIA_X509_EXT.1.1 Test #2 

Item Data 

Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at 
least four certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
 
The evaluator shall demonstrate that validating an expired certificate results in the function failing. 
 
TD0601 has been applied. 

Test Steps • Configure the End-Entity client certificate which is expired. 

• Attempt the connection from the TOE to the TLS server and verify the connection is 

unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

Expected Test Results • The TOE should reject connection with an expired certificate. 

• Evidence (screenshot or cli output) of TOE connection failure due to expired certificate. 

• Packet capture for the unsuccessful connection of TOE for an expired certificate. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to reject connection with the server using an expired certificate. This meets the 
testing requirements. 

 

5.1.16 FIA_X509_EXT.1.1 Test #3 

Item Data 

Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at least 
four certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
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The evaluator shall test that the TOE can properly handle revoked certificates – conditional on 
whether CRL, OCSP, or OCSP Stapling or OCSP Multi-stapling is selected; if multiple methods are 
selected, then the following tests shall be performed for each method:  

o The evaluator shall test revocation of the node certificate.  
o The evaluator shall also test revocation of an intermediate CA certificate (i.e. the 

intermediate CA certificate should be revoked by the root CA), if intermediate CA 
certificates are supported.  If OCSP stapling per RFC6066 is the only supported 
revocation method, this test is omitted. 

o The evaluator shall ensure that a valid certificate is used, and that the validation 
function succeeds. The evaluator then attempts the test with a certificate that has 
been revoked (for each method chosen in the selection) to ensure when the certificate 
is no longer valid that the validation function fails.  

TD0601 has been applied. 

Test Steps CRL 
 
Valid certificate: 

• Create certificates with CRL Extended Key Usage. 

• Attempt connection with valid certificate and verify the connection is successful. 

• Verify with packet capture the successful connection between TOE and the server. 
 

Invalid server certificate. 

• Revoke the server certificate.  

• Attempt a connection using the revoked certificate and verify the connection is unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
 

Invalid ICA certificate. 

• Reset the certificate chain and revoke only the intermediate IDC2 certificate 

• Attempt a connection using the same certificate and verify the connection is unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
 
OCSP 
 
Valid certificate: 

• Create certificates with OCSP Extended Key Usage. 

• Start OCSP responder. 

• Attempt connection with valid certificate and verify the connection is successful. 

• Verify with packet capture the successful connection between TOE and the server. 
 
Invalid server certificate. 

• Revoke the server certificate.  

• Attempt a connection using the revoked certificate and verify the connection is unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
 
Invalid ICA certificate. 

• Reset the certificate chain and revoke only the intermediate IDC2 certificate 

• Attempt a connection using the same certificate and verify the connection is unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
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Expected Test 
Results 

• Evidence (screenshot or cli output) of TOE connection success for a valid CRL certificate. 

• Packet capture for the successful connection of TOE for valid CRL certificate. 

• Evidence of TOE connection failure (screenshot or cli output) for each specified instance of 
revoked CRL certificate. 

• Packet capture for unsuccessful connection of TOE due to each specified instance of CRL 
revoked certificate 

• Evidence (screenshot or cli output) of TOE connection success for a valid OCSP certificate. 

• Packet capture for the successful connection of TOE for valid OCSP certificate. 

• Evidence of TOE connection failure (screenshot or cli output) for each specified instance of 
revoked OCSP certificate. 

• Packet capture for unsuccessful connection of TOE due to each specified instance of OCSP 
revoked certificate 

 

Pass/Fail with 
Explanation 

Pass.  The TOE is able to establish a connection for a valid OCSP and CRL certificate and able to reject 
revoked CRL and OCSP certificates. This meets the testing requirements. 

 

5.1.17 FIA_X509_EXT.1.1 Test #4 

Item Data 

Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at 
least four certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
 
If any OCSP option is selected, the evaluator shall configure the OCSP server or use a man-in-the-
middle tool to present a certificate that does not have the OCSP signing purpose and verify that 
validation of the OCSP response fails.  
 
If CRL is selected, the evaluator shall configure the CA to sign a CRL with a certificate that does not 
have the cRLsign key usage bit set, and verify that validation of the CRL fails. 
 
TD0601 has been applied. 

Test Steps CRL 

• Configure ICA certificate lacking the CRL signing Key usage.  
• Attempt the connection from TOE to the TLS server and verify the connection is unsuccessful. 
• Verify with packet capture the unsuccessful connection between TOE and the server. 

OCSP 

• Configure ICA certificate lacking the OCSP signing Key usage.  
• Use this certificate in the OCSP responder. 
• Attempt the connection from TOE to the TLS server and verify the connection is unsuccessful. 
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• Verify with packet capture the unsuccessful connection between TOE and the server. 
 

Expected Test 
Results 

• The TOE should reject connection with an ICA certificate lacking in CRL and OCSP signing Key 
usage. 

• Evidence (screenshot or cli output) of TOE connection failure for ICA certificate lacking in CRL 
and OCSP signing Key usage. 

• Packet capture for unsuccessful connection of TOE for ICA certificate lacking in CRL and OCSP 
signing Key usage. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to reject a connection for a certificate lacking in both CRL signing bit and OCSP 
signing bit. This meets the testing requirements. 

 

5.1.18 FIA_X509_EXT.1.1 Test #5 

Item Data 

Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at 
least four certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
 
The evaluator shall modify any byte in the first eight bytes of the certificate and demonstrate that the 
certificate fails to validate. (The certificate will fail to parse correctly.) 
TD0601 has been applied. 

Test Steps • Run the acumen-tlsc tool that will modify the first 8 bytes of the certificate and verify that 
the connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

Expected Test Results • The TOE should reject the connection for the server certificate due to the modified first 8 
bytes in it. 

• Evidence (screenshot or cli output) of the acumen-tlsc tool is able to modify the first 8 bytes 
of the certificate. 

• Packet capture of TOE connection failure due to modified first 8 bytes in the server 
certificate. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects the connection when the first 8 bytes of the certificate are modified. This meets 
the testing requirements. 

 

5.1.19 FIA_X509_EXT.1.1 Test #6 

Item Data 

Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at 
least four certificates:  
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- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
 
The evaluator shall modify any byte in the last byte of the certificate and demonstrate that the 
certificate fails to validate. (The signature on the certificate will not validate.) 
TD0601 has been applied. 

Test Steps • Run the acumen-tlsc tool that that will modify the last byte of the certificate and verify that 
the connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
o Server sent modified certificate to TOE. 
o TOE rejects the connection with the server. 

 

Expected Test 
Results 

• The TOE should reject the connection for the server certificate due to the modified last byte 
in it. 

• Evidence (screenshot or cli output) of the acumen-tlsc tool is able to modify the last byte of 
the certificate. 

• Packet capture of TOE connection failure due to modified last byte in the server certificate. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects the connection when the last byte of the certificate is modified. This meets the 
testing requirements. 

5.1.20 FIA_X509_EXT.1.1 Test #7 

Item Data 

Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at 
least four certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
 
The evaluator shall modify any byte in the public key of the certificate and demonstrate that the 
certificate fails to validate. (The signature on the certificate will not validate.) 
TD0601 has been applied. 

Test Steps • Run the acumen-tlsc tool that will modify the public key of the certificate and verify that the 
connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
 

Expected Test 
Results 

• The TOE should reject the connection for the server certificate due to the modified public 
key in it. 

• Evidence (screenshot or cli output) of the acumen-tlsc tool is able to modify the public key of 
the certificate. 

• Packet capture of TOE connection failure due to modified public key in the server certificate. 
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Pass/Fail with 
Explanation 

Pass. The TOE rejects the connection when the public key of the certificate is modified. This meets 
the testing requirements. 

5.1.21 FIA_X509_EXT.1.1 Test #8a 

Item Data 

Test Assurance Activity The tests described must be performed in conjunction with the other certificate services evaluation activities, 
including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at least four 
certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA should instead 
be created.  
 
(Conditional on support for EC certificates as indicated in FCS_COP.1(3)). The evaluator shall establish a valid, 
trusted certificate chain consisting of an EC leaf certificate, an EC Intermediate CA certificate not designated as 
a trust anchor, and an EC certificate designated as a trusted anchor, where the elliptic curve parameters are 
specified as a named curve. The evaluator shall confirm that the TOE validates the certificate chain. 
TD0601 has been applied. 

Test Steps • Configure the EC root CA certificate. 

• Configure the EC intermediate ICA certificates. 

• Configure the EC node certificate. 

• Attempt the connection from the TOE to the TLS server and verify the connection is successful. 

• Verify with packet capture the successful connection between TOE and the server. 
o Server sent valid EC curve in server key exchange message. 
o TOE is able to validate certificate chain. 

Expected Test Results • The TOE should accept a connection from an EC server certificate with a valid and trusted certificate 
chain. 

• Evidence (screenshot or cli output) of TOE connection success for a certificate with a valid certificate 
chain. 

• Packet capture of a successful connection for TOE with the elliptic curve mentioned in the certificate 
chain. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to establish a successful connection with a valid EC certificate chain for a valid elliptic 
curve. This meets the testing requirements. 

5.1.22 FIA_X509_EXT.1.1 Test #8b 

Item Data 

Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at 
least four certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
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(Conditional on support for EC certificates as indicated in FCS_COP.1(3)). The evaluator shall replace 
the intermediate certificate in the certificate chain for Test 8a with a modified certificate, where the 
modified intermediate CA has a public key information field where the EC parameters uses an 
explicit format version of the Elliptic Curve parameters in the public key information field of the 
intermediate CA certificate from Test 8a, and the modified Intermediate CA certificate is signed by 
the trusted EC root CA, but having no other changes. The evaluator shall confirm the TOE treats the 
certificate as invalid. 
TD0601 has been applied. 

Test Steps • Replace the ICA in the earlier test with a modified intermediate certificate having NIST curve 
missing in the Subject Public Key Info. 

• Add modified certificate to TLS server certificate chain. 

• Attempt a connection from the TOE to the TLS server and verify the connection is 
unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• The TOE should reject connection when presented with a modified explicit curve in the 
certificate. 

• Evidence (screenshot or cli output) of TOE connection failure due to modified explicit curve. 

• Packet capture for unsuccessful connection of TOE due to modified explicit curve in ICA 
certificate. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects the connection with the certificate when presented with a modified explicit 
curve. This meets the testing requirements. 

5.1.23 FIA_X509_EXT.1.2 Test #1 

Item Data 

Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at 
least four certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
 
The evaluator shall ensure that the certificate of at least one of the CAs in the chain does not contain 
the basicConstraints extension.  
The evaluator shall confirm that validation of the certificate path fails: 

(i) as part of the validation of the peer certificate belonging to this chain; and/or  
(ii) when attempting to add the CA certificate without the basicConstraints extension to the 

TOE's trust store.  
TD0495 has been applied. 
TD0601 has been applied. 

Test Steps • Configure the ICA certificate lacking the basicConstraints extension. 

• Load the certificate lacking the basicConstraints extension on the TLS server. 

• Sign the certificate using ICA lacking basic constraints. 

• Attempt the connection from the TOE to the TLS server and verify the connection is 

unsuccessful. 
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• Verify with packet capture the unsuccessful connection between TOE and the server. 

 

Expected Test 
Results 

• The TOE should reject the certificate for lacking basicConstraints extension. 

• Evidence (screenshot or cli output) of TOE connection failure due to lacking basicConstraints 
extension. 

• Packet capture for an unsuccessful TOE connection due to a certificate lacking 
basicConstraints extension. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to reject a connection for a certificate that lacks a basic constraint. This meets 
the testing requirements. 

5.1.24 FIA_X509_EXT.1.2 Test #2 

Item Data 

Test Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services evaluation 
activities, including the functions in FIA_X509_EXT.2.1.  
The tests for the extendedKeyUsage rules are performed in conjunction with the uses that require 
those rules.  
If the application supports chains of length four or greater, the evaluator shall create a chain of at 
least four certificates:  

- The node certificate to be tested,  
- Two Intermediate CAs, and  
- The self-signed Root CA.  

If the application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created.  
 
The evaluator shall ensure that the certificate of at least one of the CAs in the chain has the CA flag 
in the basicConstraints extension not set (or set to FALSE).  
The evaluator shall confirm that validation of the certificate path fails  

(i) as part of the validation of the peer certificate belonging to this chain; and/or  
(ii) when attempting to add the CA certificate with the CA flag not set (or set to FALSE) in the 

basicConstraints extension to the TOE's trust store 
TD0495 has been applied. 
TD0601 has been applied. 

Test Steps • Configure the ICA certificate with the flag in the basicConstraints extension set to FALSE. 

• Load the certificate showing the basicConstraints flag set to FALSE on the TLS server. 

• Sign the certificate using ICA with the flag in the basicConstraints extension set to FALSE. 

• Attempt the connection from the TOE to the TLS server and verify the connection is 

unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

 

Expected Test 
Results 

• The TOE should reject the certificate for the flag in the basicConstraints extension set to 
false. 

• Evidence (screenshot or cli output) of TOE connection failure for the flag in the 
basicConstraints extension set to false. 

• Packet capture for an unsuccessful TOE connection for the flag in the basicConstraints 
extension set to false. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to reject connection to a certificate with the basic field extension field set to 
false. This meets the testing requirements. 
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5.1.25 FIA_X509_EXT.1.2 Test #3 

TD0495 removes this test. 

5.1.26 FIA_X509_EXT.2.2 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall perform the following test for each trusted channel:  
 
Test 1: The evaluator shall demonstrate that using a valid certificate that requires certificate 
validation checking to be performed in at least some part by communicating with a non-TOE IT 
entity.  
The evaluator shall then manipulate the environment so that the TOE is unable to verify the validity 
of the certificate, and observe that the action selected in FIA_X509_EXT.2.2 is performed.  
If the selected action is administrator-configurable, then the evaluator shall follow the operational 
guidance to determine that all supported administrator-configurable options behave in their 
documented manner.  
 

Test Steps CRL  
 
Valid Certificate: 

• Create certificates with CRL Extended Key Usage. 

• Attempt connection with valid certificate and verify the connection is successful. 

• Verify with packet capture the successful connection between TOE and the server. 
After manipulating the environment. 

• Attempt the connection from the TOE to the TLS server and verify the connection is 
unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the TLS server. 
 
OCSP 
 
Valid Certificate: 

• Create certificates with OCSP Extended Key Usage. 

• Start OCSP responder. 

• Attempt connection with valid certificate and verify the connection is successful. 

• Verify with packet capture the successful connection between TOE and the server. 
After manipulating the environment. 

• Attempt the connection from the TOE to the TLS server and verify the connection is 
unsuccessful. 

• Verify with packet capture the unsuccessful connection between TOE and the TLS server. 
 

Expected Test 
Results 

• The TOE should reject the connection when he is unable to verify the validity of certificate. 

• Evidence (screenshot or cli output) of TOE connection success for a valid CRL certificate. 

• Packet capture for the successful connection of TOE for a valid CRL certificate. 

• Evidence (screenshot or cli output) of TOE connection success for a valid OCSP certificate. 

• Packet capture for the successful connection of TOE for a valid OCSP certificate. 
 

Pass/Fail with 
Explanation 

Pass. The TOE accepts certificates with valid CRL and OCSP fields. This meets the testing 
requirements. 
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5.1.27 FIA_X509_EXT.2.2 Test #2 

Item Data 

Test Assurance 
Activity 

The evaluator shall perform the following test for each trusted channel:  
 
Test 2: The evaluator shall demonstrate that an invalid certificate that requires certificate validation 
checking to be performed in at least some part by communicating with a non-TOE IT entity cannot be 
accepted.  
 

Test Steps Invalid certificate testing is performed in FIA_X509_EXT.1.1 Test1, FIA_X509_EXT.1.1 Test2 , 
FIA_X509_EXT.1.1 Test3, 
Where Certificate with Invalid path, Expired certificate, Revoked certificates resulted in connection 
failure. 

Pass/Fail with 
Explanation 

Pass. 

 

5.1.28 FMT_CFG_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

If the application uses any default credentials the evaluator shall run the following tests.  
 
Test 1: The evaluator shall install and run the application without generating or loading new 
credentials and verify that only the minimal application functionality required to set new credentials 
is available. 

Test Steps As per TSS Cellcrypt android client does not contain any credentials when it is installed. Credentials 
are managed on EMP portal for all users, so this test does not apply to Cellcrypt Android Client. 
 

Pass/Fail with 
Explanation 

NA 

5.1.29 FMT_CFG_EXT.1.1 Test #2 

Item Data 

Test Assurance 
Activity 

If the application uses any default credentials the evaluator shall run the following tests.  
 
Test 2: The evaluator shall attempt to clear all credentials and verify that only the minimal 
application functionality required to set new credentials is available.  

Test Steps As per TSS Cellcrypt android client does not contain any credentials when it is installed. Credentials 
are managed on EMP portal for all users, so this test does not apply to Cellcrypt Android Client. 

Pass/Fail with 
Explanation 

NA 

5.1.30 FMT_CFG_EXT.1.1 Test #3 

Item Data 

Test Assurance 
Activity 

If the application uses any default credentials the evaluator shall run the following tests.  
 
Test 3: The evaluator shall run the application, establish new credentials and verify that the original 
default credentials no longer provide access to the application.  

Test Steps As per TSS Cellcrypt android client does not contain any credentials when it is installed. Credentials 
are managed on EMP portal for all users, so this test does not apply to Cellcrypt Android Client. 
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Pass/Fail with 
Explanation 

NA 

5.1.31 FMT_CFG_EXT.1.2 Test #2 

Item Data 

Test Assurance 
Activity 

The evaluator shall install and run the application. The evaluator shall inspect the filesystem of the 
platform (to the extent possible) for any files created by the application and ensure that their 
permissions are adequate to protect them. The method of doing so varies per platform. 
For Android: The evaluator shall run ls -alR|grep -E '^........w.' inside the application's data directories 
to ensure that all files are not world-writable. The command should not print any files. The evaluator 
shall also verify that no sensitive data is written to external storage which could be read/modified by 
any application containing the READ_EXTERNAL_STORAGE and/or WRITE_EXTERNAL_STORAGE 
permissions. 
 
Non-applicable platforms removed. 
TD0519 has been applied. 

Test Steps • Connect to the phone using ADB with the command ‘adb shell’. 

• Run command: ls -alR data/data/com.csg.federal/ | grep -E '$. . . . . . . (r| - w| - - x)', confirm 
that no output is produced, or that any sensitive data is not written to storage. 

Expected Test 
Results 

• The TOE platform filesystem should not have files that are world writable. 

Pass/Fail with 
Explanation 

PASS. The TOE has no files that are world writable, and no sensitive data is written to external 
storage. This meets the testing requirements. 

5.1.32 FMT_MEC_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

If “invoke the mechanisms recommended by the platform vendor for storing and setting 
configuration options” is chosen, the method of testing varies per platform as follows: 
For Android: The evaluator shall run the application and make security-related changes to its 
configuration. The evaluator shall check that at least one XML file at location 
/data/data/package/shared_prefs/ reflects the changes made to the configuration to verify that the 
application used SharedPreferences and/or PreferenceActivity classes for storing configuration data, 
where package is the Java package of the application. 
 
Non-applicable platforms removed. 
TD0437 and TD0543 have been applied. 

Test Steps • View global settings xml file. 

• Run app and make security changes. 

• View global settings xml file again and observe changes. 

• Examine the decompiled .apk file confirmed that “SharedPreferences” is used for storing 
data. 

 

Expected Test 
Results 

• TOE ensure changes made in app will be reflected in the xml file. 

Pass/Fail with 
Explanation 

PASS. An examination of shared_prefs shows that security-related configuration changes are stored 
in the correct location for such data. This meets the testing requirements. 

5.1.33 FMT_MEC_EXT.1.1 Test #2 

Item Data 
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Test Assurance 
Activity 

If "implement functionality to encrypt and store configuration options as defined by 
FDP_PRT_EXT.1 in the PP-Module for File Encryption” is selected, for all configuration options listed 
in the TSS as being stored and protected using encryption, the evaluator shall examine the contents 
of the configuration option storage (identified in the TSS) to determine that the options have been 
encrypted. 
TD0437 has been applied. 

Test Steps As per ST, TOE does not support "implement functionality to encrypt and store configuration options 
as defined by FDP_PRT_EXT.1 in the PP-Module for File Encryption” function. 

Pass/Fail with 
Explanation 

NA. 

5.1.34 FMT_SMF.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall test the application's ability to provide the management functions by configuring 
the application and testing each option selected from above. The evaluator is expected to test these 
functions in all the ways in which the ST and guidance documentation state the configuration can be 
managed.  

Test Steps The TSF shall be capable of performing the following management function: 
[ 

• enable/disable call history. 
o Click on Prefeences menu option on TOE. 
o It will provide toggle button to enable/disable call statistics which will enable/disable 

call history. 
 

The TSF shall be capable of performing the remaining management functions: 

• [Register and unregister with a SIP server, 

• Load X.509 Certificates and private keys, 

• Select X.509 Certificate, 

• Check for software updates, 

• Specify ESC URL, 

• Select TLS cipher suites.] 

Expected Test 
Results 

• The TOE should be able to perform test for each management functions specified in the ST 

Pass/Fail with 
Explanation 

Pass. The evaluator was able to verify that TOE was able to perform tests for each management 
function specified in ST. This meets the testing requirements. 

5.1.35 FPR_ANO_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

If require user approval before executing is selected, the evaluator shall run the application and 
exercise the functionality responsibly for transmitting PII and verify that user approval is required 
before transmission of the PII. 

Test Steps As per ST, TOE does not transmit PII.  
 

Pass/Fail with 
Explanation 

NA 

5.1.36 FPT_AEX_EXT.1.1 Test #1 

Item Data 
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Test Assurance 
Activity 

The evaluator shall perform either a static or dynamic analysis to determine that no memory 
mappings are placed at an explicit and consistent address. The method of doing so varies per 
platform. 
For those platforms requiring the same application running on two different systems, the evaluator 
may alternatively use the same device. After collecting the first instance of mappings, the evaluator 
must uninstall the application, reboot the device, and reinstall the application to collect the second 
instance of mappings. 
 
For Android: The evaluator shall run the same application on two different Android systems. Both 
devices do not need to be evaluated, as the second device is acting only as a tool. Connect via ADB 
and inspect /proc/PID/maps. Ensure the two different instances share no memory mappings made 
by the application at the same location.  
 
Non-applicable platforms removed. 
TD0544 has been applied. 

Test Steps • The evaluator obtained the PID of the application running on the Android system using the 
command. 

• Execute command: cat /proc/`ps |grep cellcrypt |tr -s ' ' | cut -d ' ' -f 2`/4588/maps > 
sdcard/memmap1.txt. 

• Execute command:  adb pull /sdcard/memmap1.txt. 

• Uninstall the TOE from the device. 

• The evaluator uninstalled the application from the device, re-installed the application and 
obtained the PID of the application running on the Android system using the following 
command. 

• Execute command: cat /proc/`ps |grep cellcrypt |tr -s ' ' | cut -d ' ' -f 2`/3109/maps > 
sdcard/memmap2.txt. 

• Execute command:  adb pull /sdcard/memmap2.txt. 

• Compare the two results using powershell with: 
compare-object -ReferenceObject (gc .\memmap1.txt) -DifferenceObject (gc 
.\memmap2.txt) -ExcludeDifferent. 
The -ExcludeDifferent will cause any identical lines to be output. No lines were output. 
 

Expected Test 
Results 

• The TOE should not allow to map memory mapping at explicit address. 

Pass/Fail with 
Explanation 

Pass.The results of this test show that two different instances share no mapping locations. This 
meets the testing requirements. 

5.1.37 FPT_AEX_EXT.1.2 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall verify that no memory mapping requests are made with write and execute 
permissions. The method of doing so varies per platform. 
For Android: The evaluator shall perform static analysis on the application to verify that 

• mmap is never invoked with both the PROT_WRITE and PROT_EXEC permissions, and 
• mprotect is never invoked. 

 
Non-applicable platforms removed. 

Test Steps • Decomile the TOE in JADX. 
• Search for and confirm that mmap is never invoked with both PROT_WRITE and PROT_EXEC 

permissions. 
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• Search for and confirm that mprotect is never invoked. 
 

Expected Test 
Results 

• The TOE will never invoke either mmap or mprotect. 

Pass/Fail with 
Explanation 

PASS. The TOE does not invoke mmap or mprotect. This meets the testing requirements. 

5.1.38 FPT_AEX_EXT.1.3 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the platform in the ascribed manner and carry out one of the 
prescribed tests:  
For Android: Applications running on Android cannot disable Android security features, therefore 
this requirement is met and no evaluation activity is required.  
 
Non-applicable platforms removed. 
TD0435 has been applied. 

Test Steps  For Android this requirement is implicitly met. 

Pass/Fail with 
Explanation 

Pass. As per the Assurance activity, the requirement is met, and no evaluation activity is required. 
This meets the testing requirements. 

5.1.39 FPT_AEX_EXT.1.4 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall run the application and determine where it writes its files. For files where the 
user does not choose the destination, the evaluator shall check whether the destination directory 
contains executable files. This varies per platform:  
For Android: The evaluator shall run the program, mimicking normal usage, and note where all 
user-modifiable files are written. The evaluator shall ensure that there are no executable files 
stored under /data/data/package/ where package is the Java package of the application.  
 
Non-applicable platforms removed. 
TD0445 has been applied. 

Test Steps • Run the command: ls -lR /data/data/com.csg.federal/ to search for executable files. 

• Confirm that no executable files are found. 

Expected Test 
Results 

• Evaluator should not find executable files in the path /data/data/com.csg.federal/. 

Pass/Fail with 
Explanation 

PASS. The evaluator was able to confirm that no executable files were found in the 
/data/data/com.csg.federal/ directory. This meets the testing requirements. 

5.1.40 FPT_AEX_EXT.1.5 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator will inspect every native executable included in the TOE to ensure that stack-based 
buffer overflow protection is present. 
For PE , the evaluator will disassemble each and ensure the following sequence appears: 
mov rcx, QWORD PTR [rsp+(...)] 
xor rcx, (...) 
call (...) 
. 
For ELF executables, the evaluator will ensure that each contains references to the 
symbol __stack_chk_fail. 
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Tools such as Canary Detector may help automate these activities. 
 
Non-applicable platforms removed. 

Test Steps • Connect to the phone using ADB with the command ‘adb shell’. 

• Execute below commands in the ADB shell. 

Expected Test 
Results 

• TOE should ensure stack-based overflow protection for the executable included in it. 

Pass/Fail with 
Explanation 

Pass.  The evaluator checked the executable included on TOE for stack-based overflow protection, 
and the same is verified by the reference of stack_chk_fail for the said executable. This meets the 
testing requirements. 

5.1.41 FPT_API_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall then compare the list with the supported APIs (available through e.g. developer 
accounts, platform developer groups) and ensure that all APIs listed in the TSS are supported. 

Test Steps • Navigate to https://developer.android.com/reference/packages. 

• Navigate to https://developer.android.com/reference/org/xmlpull/v1/XmlPullParser. 

• Navigate to https://developer.android.com/reference/org/xmlpull/v1/XmlSerializer. 

• Navigate to 
https://developer.android.com/reference/org/xmlpull/v1/XmlPullParserException. 

• Verify that the APIs listed in TSS are supported 
 

Expected Test 
Results 

• TOE should support all the API listed in TSS. 

Pass/Fail with 
Explanation 

PASS. The TOE supports all APIs listed in TSS. This meets the testing requirements. 

5.1.42 FPT_IDV_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall install the application, then check for the existence of version information. If 
SWID tags is selected the evaluator shall check for a .swidtag file. The evaluator shall open the file 
and verify that is contains at least a SoftwareIdentity element and an Entity element. 

Test Steps • Check the .apk’s file name for version number. 

• Check settings for version number. 
 

Expected Test 
Results 

• Evaluator should find version information in file name and also in settings. 

• Evidence (screenshot or cli output) that TOE version information is visible in TOE’s settings 
menu and also in the APK filename. 

Pass/Fail with 
Explanation 

PASS. The evaluator was able to find version information in the TOE’s APK file name and also inside 
the TOE’s settings menu. This meets the testing requirements. 

5.1.43 FPT_LIB_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall install the application and survey its installation directory for dynamic libraries. 
The evaluator shall verify that libraries found to be packaged with or employed by the application are 
limited to those in the assignment. 

Test Steps • Connect to the phone using ADB with the command ‘adb shell’. 

• Search for dynamic libraries with the app. 

https://developer.android.com/reference/packages
https://developer.android.com/reference/org/xmlpull/v1/XmlPullParser
https://developer.android.com/reference/org/xmlpull/v1/XmlSerializer
https://developer.android.com/reference/org/xmlpull/v1/XmlPullParserException
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Expected Test 
Results 

• The TOE should ensure that it has all claimed libraries listed in ST. 

Pass/Fail with 
Explanation 

Pass.  The evaluator surveyed the installation directory for dynamic library and found it matching 
with ST. This meets the testing requirements. 

5.1.44 FPT_TUD_EXT.1.1 Test #1 (VVOIP) 

Item Data 

Test Assurance 
Activity 

There is no change to the EAs specified for this SFR in the App PP. Note however that the 
following additional configuration steps are necessary in order for this testing to be performed: 

Test Steps • The evaluator shall deploy a call control server or dedicated file server in the TOE’s 
operational environment. 

• The evaluator shall configure the TOE to use the call control server or dedicated file 
server as its source for software/firmware updates. 

• The evaluator shall load valid candidate updates to the call control server or dedicated file 
server. 

• The evaluator shall load invalid candidate updates to the call control server or dedicated 
file server. 

o The evalutor downloaded the invalid candidate update apk file from call control 
server to evaluator laptop. 

o The evaluator transferred the invalid candidate update apk file to Android Phone. 
o The evaluator tried to install the invalid candidate update apk file on the Android 

Phone. 
o The evaluator verified that the invalid candidate update apk file is not accepted 

by Android phone. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that TOE has a call control server in its environment and used it as a 
source for software updates. The evaluator also verified that the call control server is used to load 
valid and invalid candidate updates. This meets the testing requirements.   

5.1.45 FPT_TUD_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall check for an update using procedures described in either the application 
documentation or the platform documentation and verify that the application does not issue an 
error. If it is updated or if it reports that no update is available this requirement is considered to 
be met. 

Test Steps • Verify the application is up and running and click on About. 

• Click on Advanced information. 

• Verify the TOE’s current version details. 

• Go to settings and click on Check for updates and this should not give any error. 

Expected Test 
Results 

• TOE should provide positive feedback for the check for update functionality. 

Pass/Fail with 
Explanation 

Pass. The evaluator used latest version of TOE to check for update, TOE did respond that it is 
updated. This meets the testing requirements. 

5.1.46 FPT_TUD_EXT.1.2 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall query the application for the current version of the software according to the 
operational user guidance. The evaluator shall then verify that the current version matches that 
of the documented and installed version. 

Test Steps • Verify the application is up and running and click on About. 

• Click on Advanced information. 
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• Verify the TOE’s current version details. 

• Verify that the TOE’s current version in above steps matches with installed version. 
 

Expected Test 
Results 

• TOE’s current version should match with the installed version. 

• Evidence (screenshot or cli output) of TOE’s current version as well as installed version. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that the current version of TOE matches with the installed version on 
TOE. This meets the testing requirements. 

 

5.1.47 FPT_TUD_EXT.1.3 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall verify that the application's executable files are not changed by the 
application. The evaluator shall complete the following test: 
 
For all other platforms: The evaluator shall install the application and then locate all of its 
executable files. The evaluator shall then, for each file, save off either a hash of the file or a copy 
of the file itself. The evaluator shall then run the application and exercise all features of the 
application as described in the ST. The evaluator shall then compare each executable file with the 
either the saved hash or the saved copy of the files. The evaluator shall verify that these are 
identical. 
 
Non-applicable platforms removed. 
TD0548 has been applied. 

Test Steps • Connect to the phone using ADB with the command ‘adb shell’. 

• Locate the executable file. 

• Save the hashes of the TOE’s executables with the command. 

• Move the file to laptop. 

• Exercise all features of the TOE. Save the hashes of the TOE’s executables a second time 
using the command. 

• Move the file to laptop. 

• The files were compared using WinMerge. The files contents are identical as per 
WinMerge. 

Expected Test 
Results 

• The TOE should not leave any files in the platform after uninstalling the TOE application. 

Pass/Fail with 
Explanation 

Pass. The evaluator compared each executable file with the saved hashes and found the resulting 
files to be identical using WinMerge utility. This meets the testing requirements. 

5.1.48 FPT_TUD_EXT.1.5 TSS #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall verify that the TSS identifies how the application is distributed.  
If "with the platform" is selected the evaluated shall perform a clean installation or factory reset 
to confirm that TOE software is included as part of the platform OS. 
 
If "as an additional package" is selected the evaluator shall perform the tests in FPT_TUD_EXT.2. 

Test Steps As per ST, “as an additional package” is selected and the same is performed in the 
FPT_TUD_EXT.2 test. 

Pass/Fail with 
Explanation 

PASS. 
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5.1.49 FPT_TUD_EXT.2.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall verify that application updates are distributed in the format supported by the 
platform. This varies per platform:  
For Android: The evaluator shall ensure that the application is packaged in the Android 
application package (APK) format.  
 
Non-applicable platforms removed. 

Test Steps • Examine application package to see it is in .apk format. 

Expected Test 
Results 

• TOE application should be in .apk format. 

Pass/Fail with 
Explanation 

PASS. The app is packaged in .apk format. This meets the testing requirements. 

5.1.50 FPT_TUD_EXT.2.2 Test #1 

Item Data 

Test Assurance 
Activity 

For Android: The evaluator shall consider the requirement met because the platform forces 
applications to write all data within the application working directory (sandbox). 
 
Non-applicable platforms removed. 

Test Steps The app writes all data within the application working directory. 

Pass/Fail with 
Explanation 

PASS. The app writes all data within the application working directory. 

 

 

5.1.51 FTP_DIT_EXT.1 Test #1 (VVOIP) 

Item Data 

Test Assurance 
Activity 

If “SRTP” is selected in FTP_DIT_EXT.1.1, reference the EAs for FCS_SRTP_EXT.1. 

Pass/Fail with 
Explanation 

Pass. This activity performed in conjunction with FCS_SRTP_EXT.1 Test #1 

5.1.52 FTP_DIT_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

Test 1: The evaluator shall exercise the application (attempting to transmit data; for example by 
connecting to remote systems or websites) while capturing packets from the application. The 
evaluator shall verify from the packet capture that the traffic is encrypted with HTTPS, TLS, DTLS, 
SSH, or IPsec in accordance with the selection in the ST. 
TD0601 has been applied. 

Test Steps • Verify TOE’s IP address and ensure TOE is online. 

• Check the second VVoIP endpoint IP address and ensure it is online. 

• Verify that TOE connects with the remote VVoIP endpoint using a voice call. 

• Verify with packet capture that traffic between TOE and the remote VVoIP endpoint is 
encrypted. 

 

Expected Test 
Results 

• TOE should be able to connect to a remote VVoIP endpoint and traffic between them 
should be encrypted. 

• Evidence (screenshot or cli output) that TOE is able to establish a voice call with a 
remote VVoIP endpoint. 
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• Packet capture to verify that traffic between TOE and the second VVoIP endpoint is 
encrypted. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that TOE was able to connect to a remote VVoIP endpoint using a 
voice call and the traffic between them was encrypted using TLS protocol. This meets the testing 
requirements. 

5.1.53 FTP_DIT_EXT.1.1 Test #2 

Item Data 

Test 
Assurance 
Activity 

Test 2: The evaluator shall exercise the application (attempting to transmit data; for example by 
connecting to remote systems or websites) while capturing packets from the application. The evaluator 
shall review the packet capture and verify that no sensitive data is transmitted in the clear. 
TD0601 has been applied. 

Test Steps • Verify TOE’s IP address and ensure TOE is online. 

• Check the second VVoIP endpoint IP address and ensure it is online. 

• Verify that TOE connects with the remote VVoIP endpoint using a voice call. 

• Verify with packet capture that sensitive data between TOE and remote VVoIP endpoint is not 
transmitted in clear text. 
 

Expected 
Test Results 

• TOE should be able to connect to a remote VVoIP endpoint and no sensitive data should be sent 
in plaintext. 

• Evidence (screenshot or cli output) that TOE is able to establish a voice call with a remote VVoIP 
endpoint. 

• Packet capture to verify that no sensitive data is transmitted in clear text between TOE and the 
second VVoIP endpoint. 

Pass/Fail 
with 
Explanation 

Pass. The evaluator verified that TOE was able to connect to a remote VVoIP endpoint using a voice call 
and no sensitive data was sent in plaintext. This meets the testing requirements. 

5.1.54 FTP_DIT_EXT.1.1 Test #3 

Item Data 

Test 
Assurance 
Activity 

Test 3: The evaluator shall inspect the TSS to determine if user credentials are transmitted. If credentials 
are transmitted the evaluator shall set the credential to a known value. The evaluator shall capture 
packets from the application while causing credentials to be transmitted as described in the TSS. The 
evaluator shall perform a string search of the captured network packets and verify that the plaintext 
credential previously set by the evaluator is not found. 
TD0601 has been applied. 

Test Steps • Verify TOE’s IP address and ensure TOE is online. 
• Generate the password link of Acumen Tester #1 user from EMP portal. 
• set new password for Acumen Tester #1 user to @123TesT3 from MY portal. 
• Login into TOE for Acumen Tester #1 user with new password. 
• Verify with packet capture that the password string is not seen in plaintext. 

 

Expected Test 
Results 

• TOE should not transmit the user credential in plaintext. 

• Evidence (screenshot or cli output) that user credentials are set to know value in plaintext. 

• Packet capture to verify that the credential string is not visible in plain text while communicating 
to the authentication server. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that the user management portal was able to set the password for a user of 
TOE to a known value in plaintext. The evaluator captured the network traffic and tried to search 
plaintext credential string on it, but was not successful. This meets the testing requirements. 
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5.1.55 FTP_DIT_EXT.1.1 Test #4 

Item Data 

Test Assurance 
Activity 

For Android: If "not transmit any data" is selected, the evaluator shall ensure that the application's 
AndroidManifest.xml file does not contain a uses-permission or uses-permission-sdk-23 tag 
containing android:name="android.permission.INTERNET". In this case, it is not necessary to 
perform the above Tests 1, 2, or 3, as the platform will not allow the application to perform any 
network communication. 
TD0601 has been applied. 

Test Steps As per ST, TOE transmit data in TLS between itself and another trusted channel. 
 

Pass/Fail with 
Explanation 

NA 

 

 

5.2 Test Cases (TLS_PKG) 

5.2.1 FCS_TLSC_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall establish a TLS connection using each of the cipher suites specified by the 
requirement. This connection may be established as part of the establishment of a higher-level 
protocol, e.g., as part of an EAP session. It is sufficient to observe the successful negotiation of a 
cipher suite to satisfy the intent of the test; it is not necessary to examine the characteristics of 
the encrypted traffic in an attempt to discern the cipher suite being used (for example, that the 
cryptographic algorithm is 128-bit AES and not 256-bit AES). 
TD0442 has been applied 

Test Steps • Configure the TOE to connect to the TLS server. 

• Attempt a TLS connection from TOE to SIP server with each cipher suite: 
TLS_RSA_WITH_AES_128_CBC_SHA256  
TLS_RSA_WITH_AES_256_CBC_ SHA256  
TLS_DHE_RSA_WITH_AES_128_CBC_ SHA256  
TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256  
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256  
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256  
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384  
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384  
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256  
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384  

• Verify the successful connection for each cipher suite with packet capture. 
 

Expected Test 
Results 

• TOE should be able to successful TLS connection with each specified cipher suites. 

• Evidence (screenshot or CLI output) showing successful connection of TOE for each 
specified cipher suites. 

• Packet capture for successful TLS connection of TOE with the TLS server for each 
specified cipher suites 

Pass/Fail with 
Explanation 

Pass. The TOE is able to establish successful TLS connection with each specified cipher suites. 
This meets the testing requirements. 
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5.2.2 FCS_TLSC_EXT.1.1 Test #2 

Item Data 

Test Assurance 
Activity 

The goal of the following test is to verify that the TOE accepts only certificates with appropriate 
values in the extendedKeyUsage extension, and implicitly that the TOE correctly parses the 
extendedKeyUsage extension as part of X.509v3 server certificate validation. 
 
The evaluator shall attempt to establish the connection using a server with a server certificate 
that contains the Server Authentication purpose in the extendedKeyUsage extension and verify 
that a connection is established.  
 
The evaluator shall repeat this test using a different, but otherwise valid and trusted, certificate 
that lacks the Server Authentication purpose in the extendedKeyUsage extension and ensure 
that a connection is not established.  
 
Ideally, the two certificates should be similar in structure, the types of identifiers used, and the 
chain of trust. 

Test Steps Valid Certificate: 

• Load the server certificate containing the Server Authentication purpose on the TLS server. 

• Attempt the connection from the TOE to the TLS Server. 

• Verify the successful connection with packet capture. 

 

Invalid Certificate: 

• Load the server certificate lacking the Server Authentication purpose on the TLS server. 

• Attempt the connection from the TOE to the TLS Server. 

• Verify the unsuccessful connection with packet capture. 

Expected Test 
Results 

• TOE should be able to accept server certificate with Server Authentication purpose set in 
extended key usage extension and reject certificate with lacking Server Authentication 
purpose in extended key usage extension. 

• Evidence (screenshot or CLI output) of TOE accepting connection for valid certificate 
while rejecting connection for invalid certificate. 

• Packet capture to verify the successful connection between TOE and a TLS server using a 
certificate with server authentication enabled in the extended key usage field. 

• Packet capture to verify the unsuccessful connection between TOE and a TLS server 
using a certificate with server authentication not selected in the extended key usage 
field. 

Pass/Fail with 
Explanation 

Pass. TOE is able to establish a successful connection to a server when presented with a Server 
certificate having server authentication enabled on it while rejecting the connection for a server 
certificate having server authentication mssing on it. This meets the testing requirements. 

 

5.2.3 FCS_TLSC_EXT.1.1 Test #3 

Item Data 

Test Assurance 
Activity 

The evaluator shall send a server certificate in the TLS connection that does not match the server-
selected cipher suite (for example, send a ECDSA certificate while using the 
TLS_RSA_WITH_AES_128_CBC_SHA cipher suite or send a RSA certificate while using one of the 
ECDSA cipher suites.) The evaluator shall verify that the product disconnects after receiving the 
server’s Certificate handshake message. 
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Test Steps • Run the acumen-tlsc tool to modify the server cipher suites not matching with server 
certificate and verify connection fails. 

• Verify with packet capture   the unsuccessful connection between TOE and the server. 
o RSA cipher suite selected by server. 
o EC certificates sent by the server. 
o TOE rejects TLS connection with the server. 

 

Expected Test 
Results 

• TOE should disconnect the TLS connection with the server using a certificate not matching 
its cipher suite. 

• Evidence (screenshot or CLI output) that the acumen-tlsc tool is able to modify the 
server’s cipher suite. 

• Packet capture to verify an unsuccessful connection between TOE and the server using a 
certificate not matching the cipher suite.   

Pass/Fail with 
Explanation 

Pass. The TOE denied connection to server using a certificate not matching its cipher suite. This 
meets the testing requirements. 

 

5.2.4 FCS_TLSC_EXT.1.1 Test #4 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the server to select the TLS_NULL_WITH_NULL_NULL cipher suite 
and verify that the client denies the connection. 

Test Steps • Run the acumen-tlsc tool to configure the TLS_NULL_WITH_NULL_NULL cipher suite on 
the server and verify connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
o Server Sents TLS_NULL_WITH_NULL_NULL cipher suite to TOE. 
o TOE rejects TLS connection with the server. 

Expected Test 
Results 

• TOE should reject the connection to a server configured with the 
TLS_NULL_WITH_NULL_NULL cipher suite. 

• Evidence (screenshot or CLI output) that the acumen-tlsc tool is able to set the 
TLS_NULL_WITH_NULL_NULL cipher suite on a server. 

• Packet capture to verify an unsuccessful connection between TOE and the server 
configured with the TLS_NULL_WITH_NULL_NULL cipher suite. 

Pass/Fail with 
Explanation 

Pass. The TOE denies the connections with server when presented with 
TLS_NULL_WITH_NULL_NULL cipher suite. This meets the test requirements. 

 

 

5.2.5 FCS_TLSC_EXT.1.1 Test #5.1 

Item Data 

Test Assurance 
Activity 

Change the TLS version selected by the server in the Server Hello to an undefined TLS version (for 
example 1.5 represented by the two bytes 03 06) and verify that the client rejects the connection. 

Test Steps • Run the acumen-tlsc tool to set an undefined TLS version on the server and verify the 
connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• TOE should reject the connection to a server with an undefined TLS version. 

• Evidence (screenshot or CLI output) that the acumen-tlsc tool is able to configure the 
undefined TLS version on the server. 

• Packet capture to verify an unsuccessful connection between TOE and the server for an 
undefined TLS version. 



 

 
 Page 75 

 

Pass/Fail with 
Explanation 

Pass. The TOE rejects a connection with a server which modified the server hello with undefined 
TLS version. This meets the testing requirements. 

 

5.2.6 FCS_TLSC_EXT.1.1 Test #5.2 

Item Data 

Test Assurance 
Activity 

Change the TLS version selected by the server in the Server Hello to the most recent unsupported 
TLS version (for example 1.1 represented by the two bytes 03 02) and verify that the client rejects 
the connection. 

Test Steps • Run the acumen-tlsc tool to set an unsupported TLS version on the server and verify the 
connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
o Server sent an unsupported TLS version in server hello to the TOE. 
o TOE rejects the connection with the server. 

Expected Test 
Results 

• TOE should reject the connection to a server configured with an unsupported TLS version. 

• Evidence (screenshot or CLI output) that the acumen-tlsc tool is able to configure the 
unsupported TLS version on the server. 

• Packet capture to verify an unsuccessful connection between TOE and the server for an 
unsupported TLS version. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects a connection with a server which modified the server hello with non-
supported TLS version. This meets the testing requirements. 

 

5.2.7 FCS_TLSC_EXT.1.1 Test #5.3 

Item Data 

Test Assurance 
Activity 

[conditional] If DHE or ECDHE cipher suites are supported, modify at least one byte in the 
server’s nonce in the Server Hello handshake message, and verify that the client does not 
complete the handshake and no application data flows. 

Test Steps • Run the acumen-tlsc tool to modify the server’s nonce field in the Server Hello 
handshake message and verify the connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
 

Expected Test 
Results 

• TOE should reject a connection to the server with a modified server’s nonce field. 

• Evidence (screenshot or CLI output) that the acumen-tlsc tool is able to modify server’s 
nonce field. 

• Packet capture to verify an unsuccessful connection between TOE and the server due to 
the modified server’s nonce field. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects connection with the server due to a modified server nonce in the Server 
Hello handshake message.  This satisfies the testing requirement. 

 

5.2.8 FCS_TLSC_EXT.1.1 Test #5.4 

Item Data 

Test Assurance 
Activity 

Modify the server’s selected cipher suite in the Server Hello handshake message to be a cipher 
suite not presented in the Client Hello handshake message. The evaluator shall verify that the 
client does not complete the handshake and no application data flows. 

Test Steps • Run the acumen-tlsc tool on the server to set the TOE unsupported cipher suite in the 
Server handshake message and verify that the connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
o Server sent unsupported cipher suite to TOE. 
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o TOE rejects the connection with the server. 

Expected Test 
Results 

• TOE should reject the connection to a server for using TOE’s unsupported cipher suite. 

• Evidence (screenshot or CLI output) that the acumen-tlsc tool is able to set the TOE’s 
unsupported cipher suite on server. 

• Packet capture to verify an unsuccessful connection between TOE and the server due to 
TOE’s unsupported cipher suite on the server. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects connection with the server when presented with an unsupported cipher 
suite inside the Server Hello handshake message. This meets the testing requirements. 

 

5.2.9 FCS_TLSC_EXT.1.1 Test #5.5 

Item Data 

Test Assurance 
Activity 

[conditional] If DHE or ECDHE cipher suites are supported, modify the signature block in the 
server’s Key Exchange handshake message, and verify that the client does not complete the 
handshake and no application data flows. This test does not apply to cipher suites using RSA key 
exchange. If a TOE only supports RSA key exchange in conjunction with TLS, then this test shall 
be omitted. 

Test Steps • Run the acumen-tlsc tool to modify a byte in the signature block of the Server key 
exchange message on the server and verify that the connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 
o Server has modified a byte in signature field of server key exchange message.  
o TOE rejects connection with the server. 

 

Expected Test 
Results 

• TOE should reject the connection with a server having a modified signature block in the 
server’s Key Exchange handshake message. 

• Evidence (screenshot or CLI output) that the acumen-tlsc tool is able to modify the 
signature block in the server’s Key Exchange handshake message on the server. 

• Packet capture to verify an unsuccessful connection between TOE and the server due to 
a modified signature block in the server’s Key Exchange handshake message on the 
server. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects connection to the server due to a modified signature block in the server’s 
Key Exchange handshake message. This meets the testing requirements. 

 

5.2.10 FCS_TLSC_EXT.1.1 Test #5.6 

Item Data 

Test Assurance 
Activity 

Modify a byte in the Server Finished handshake message and verify that the client does not 
complete the handshake and no application data flows. 

Test Steps • Run the acumen-tlsc tool to modify a byte in the Server Finished handshake message and 
verify that the connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• TOE should reject the connection to a server that has modified the Server Finished 
handshake message. 

• Evidence (screenshot or CLI output) that the acumen-tlsc tool is able to modify the 
Server Finished handshake message on the server. 

• Packet capture to verify an unsuccessful connection between TOE and the server due to 
a modified Server Finished Handshake message on the server. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects connection with the server due to the modified Server Finished handshake 
message. This meets the testing requirements. 
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5.2.11 FCS_TLSC_EXT.1.1 Test #5.7 

Item Data 

Test Assurance 
Activity 

Send a message consisting of random bytes from the server after the server has issued the 
Change Cipher Spec message and verify that the client does not complete the handshake and no 
application data flows. The message must still have a valid 5-byte record header in order to 
ensure the message will be parsed as TLS. 

Test Steps • Run the acumen-tlsc tool on the server to send a garbled message after the Change 
Cipher Spec message is issued and verify the connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• TOE should reject the connection with the server sending garbled message after the 
Change Cipher Spec message to TOE. 

• Evidence (screenshot or CLI output) that the acumen-tlsc tool is able to send garbled 
messages after the Change Cipher Spec message to TOE from the server. 

• Packet capture to verify an unsuccessful connection between TOE and the server due to 
a garbled message sent by the server to TOE. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects connection to a server containing garbled messages received after the 
Change Cipher Spec message. This meets the testing requirements.  

 

5.2.12 FCS_TLSC_EXT.1.2 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the reference identifier according to the AGD guidance and perform 
the following tests during a TLS connection.   
If the TOE supports certificate pinning, all pinned certificates must be removed before performing 
Tests 1 through 6. A pinned certificate must be added prior to performing Test 7. 
 
Test 1: The evaluator shall present a server certificate that contains a CN that does not match the 
reference identifier and does not contain the SAN extension. The evaluator shall verify that the 
connection fails. 
 
Note that some systems might require the presence of the SAN extension. In this case the 
connection would still fail but for the reason of the missing SAN extension instead of the mismatch 
of CN and reference identifier. Both reasons are acceptable to pass Test 1. 
TD0499 has been applied. 

Test Steps • Configure the TOE for reference identifier name as FQDN. 

• Configure the server certificate showing incorrect CN and no SAN. 

• Load the certificate with incorrect CN and no SAN on SIP server. 

• Initiate the connection from the TOE to the SIP Server and verify that the connection fails. 

• Verify the unsuccessful connection due to incorrect CN no SAN in packet capture. 
 

Expected Test 
Results 

• TOE should reject connection for server certificate that have an incorrect CN and no SAN. 

• Evidence (screenshot or CLI output) of TOE connection failure. 

• Packet capture to verify an unsuccessful connection between TOE and the server since the 
server certificate has an incorrect CN and no SAN. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects connection for server certificate with an incorrect CN and no SAN. This meets 
the testing requirements. 
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5.2.13 FCS_TLSC_EXT.1.2 Test #2 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the reference identifier according to the AGD guidance and perform 
the following tests during a TLS connection.   
If the TOE supports certificate pinning, all pinned certificates must be removed before performing 
Tests 1 through 6. A pinned certificate must be added prior to performing Test 7. 
 
Test 2: The evaluator shall present a server certificate that contains a CN that matches the 
reference identifier, contains the SAN extension, but does not contain an identifier in the SAN that 
matches the reference identifier. The evaluator shall verify that the connection fails. The evaluator 
shall repeat this test for each supported SAN type. 
TD0499 has been applied. 

Test Steps  

• Configure the TOE for reference identifier name as FQDN. 

• Configure the server certificate showing correct CN and incorrect SAN. 

• Load the certificate with correct CN and incorrect SAN on SIP server. 

• Initiate the connection from the TOE to the SIP Server and verify the connection fails. 

• Verify the unsuccessful connection due to correct CN and incorrect SAN in packet capture. 
 

Expected Test 
Results 

• TOE should reject connection for server certificate that have a correct CN and incorrect 
SAN. 

• Evidence (screenshot or CLI output) of TOE connection failure. 

• Packet capture to verify an unsuccessful connection between TOE and the server as the 
server certificate has a correct CN but an incorrect SAN. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects a connection for a server certificate that has the correct CN but incorrect 
SAN. This meets the testing requirements. 

 

5.2.14 FCS_TLSC_EXT.1.2 Test #3 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the reference identifier according to the AGD guidance and perform 
the following tests during a TLS connection.   
If the TOE supports certificate pinning, all pinned certificates must be removed before performing 
Tests 1 through 6. A pinned certificate must be added prior to performing Test 7. 
 
Test 3: [conditional] If the TOE does not mandate the presence of the SAN extension, the 
evaluator shall present a server certificate that contains a CN that matches the reference identifier 
and does not contain the SAN extension. The evaluator shall verify that the connection succeeds. If 
the TOE does mandate the presence of the SAN extension, this Test shall be omitted. 
TD0499 has been applied. 

Test Steps  

• Configure the TOE for reference identifier name as FQDN. 

• Configure the Server certificate showing correct CN and no SAN. 

• Load the certificate with correct CN and no SAN on SIP server. 

• Initiate the connection from the TOE to the SIP Server and verify the connection is 
successful. 

• Verify with packet capture the successful connection between TOE and the server. 
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Expected Test 
Results 

• TOE should accept connection for a server certificate with a correct CN but no SAN. 

• Evidence (screenshot or CLI output) of TOE successful connection. 

• Packet capture to verify a successful connection between TOE and the server as the server 
certificate has the correct CN and no SAN. 

Pass/Fail with 
Explanation 

Pass. The TOE accepts the connection for the server certificate with a correct CN and no SAN. This 
meets the testing requirements. 

 

5.2.15 FCS_TLSC_EXT.1.2 Test #4 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the reference identifier according to the AGD guidance and perform 
the following tests during a TLS connection.   
If the TOE supports certificate pinning, all pinned certificates must be removed before performing 
Tests 1 through 6. A pinned certificate must be added prior to performing Test 7. 
 
Test 4: The evaluator shall present a server certificate that contains a CN that does not match the 
reference identifier but does contain an identifier in the SAN that matches. The evaluator shall 
verify that the connection succeeds. 
TD0499 has been applied. 

Test Steps • Configure the TOE for reference identifier name as FQDN. 

• Configure the Server certificate showing incorrect CN and correct SAN. 

• Load the certificate with incorrect CN and correct SAN on SIP server. 

• Initiate the connection from the TOE to the SIP Server and verify the connection is 
successful. 

• Verify with packet capture the successful connection between TOE and the server. 
 

Expected Test 
Results 

• TOE should accept a connection for a server certificate that has an incorrect CN and 
correct SAN. 

• Evidence (screenshot or CLI output) of TOE successful connection. 

• Packet capture to verify a successful connection between TOE and the server as the server 
certificate has the incorrect CN but correct SAN. 

Pass/Fail with 
Explanation 

Pass. The TOE accepts the connection for the server certificate with an incorrect CN and correct 
SAN. This meets the testing requirements. 

 

5.2.16 FCS_TLSC_EXT.1.2 Test #5 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the reference identifier according to the AGD guidance and perform 
the following tests during a TLS connection.   
If the TOE supports certificate pinning, all pinned certificates must be removed before performing 
Tests 1 through 6. A pinned certificate must be added prior to performing Test 7. 
 
The evaluator shall perform the following wildcard tests with each supported type of reference 
identifier.  
 
The evaluator shall perform the following wildcard tests with each supported type of reference 
identifier. The support for wildcards is intended to be optional. If wildcards are supported, the 
first, second, and third tests below shall be executed. If wildcards are not supported, then the 
fourth test below shall be executed. 

Test Steps As per ST, Wildcards are not supported, thus tests 5.1 through 5.3 are omitted. 
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Pass/Fail with 
Explanation 

NA 

 

5.2.17 FCS_TLSC_EXT.1.2 Test #5.4 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the reference identifier according to the AGD guidance and perform 
the following tests during a TLS connection.   
If the TOE supports certificate pinning, all pinned certificates must be removed before performing 
Tests 1 through 6. A pinned certificate must be added prior to performing Test 7. 
 
The evaluator shall perform the following wildcard tests with each supported type of reference 
identifier.  
 
Test 5.4: [conditional]: If wildcards are not supported, the evaluator shall present a server 
certificate containing a wildcard in the left-most label (e.g. *.example.com). The evaluator shall 
configure the reference identifier with a single left-most label (e.g. foo.example.com) and verify 
that the connection fails. 
TD0499 has been applied. 

Test Steps • Configure the TOE for reference identifier name as FQDN. 

• Configure the server certificate using a wildcard as a reference identifier. 

• Load the certificate using a wildcard as a reference identifier on SIP server. 

• Initiate the connection from the TOE to the SIP Server and verify the connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• TOE should reject connection for a server certificate using a wildcard as a reference 
identifier. 

• Evidence (screenshot or CLI output) of TOE connection failure. 

• Packet capture to verify an unsuccessful connection between TOE and the server using a 
wildcard as a reference identifier. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects connection for a server certificate using a wildcard as a reference identifier. 
This meets the testing requirements. 

 

5.2.18 FCS_TLSC_EXT.1.2 Test #6  

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the reference identifier according to the AGD guidance and perform 
the following tests during a TLS connection.   
If the TOE supports certificate pinning, all pinned certificates must be removed before performing 
Tests 1 through 6. A pinned certificate must be added prior to performing Test 7. 
 
Test 6: [conditional] If URI or Service name reference identifiers are supported, the evaluator shall 
configure the DNS name and the service identifier. The evaluator shall present a server certificate 
containing the correct DNS name and service identifier in the URIName or SRVName fields of the 
SAN and verify that the connection succeeds. The evaluator shall repeat this test with the wrong 
service identifier (but correct DNS name) and verify that the connection fails. 
TD0499 has been applied. 

Test Steps  
As per ST, DNS is only supported as a reference identifier. 

Pass/Fail with 
Explanation 

NA 
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5.2.19 FCS_TLSC_EXT.1.2 Test #7  

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the reference identifier according to the AGD guidance and perform 
the following tests during a TLS connection.   
If the TOE supports certificate pinning, all pinned certificates must be removed before performing 
Tests 1 through 6. A pinned certificate must be added prior to performing Test 7. 
 
Test 7: [conditional] If pinned certificates are supported the evaluator shall present a certificate 
that does not match the pinned certificate and verify that the connection fails. 
TD0499 has been applied. 

Test Steps Pinned Certificate 

• Check the current server certificate Public Key. 

• Initiate the connection from the TOE to the SIP Server and verify the connection is 
successful. 

• Verify the successful connection in packet capture. 
Unpinned Certificate 

• Configure server certificate using new public key. 

• Load the server certificate using new public key on the SIP server. 

• Initiate the connection from the TOE to the SIP Server and verify the connection fails. 

• Verify with packet capture the unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• TOE should accept connection for pinned certificate while rejecting connection with 
certificate using public key, not matching with pinned certificate public key. 

• Evidence (screenshot or CLI output) of TOE successful connection with pinned certificate. 

• Packet capture to verify a successful connection between TOE and the server for a pinned 
certificate. 

• Evidence (screenshot or CLI output) of TOE connection failure between TOE and the server 
with a certificate public key not matching the pinned certificate public key. 

• Packet capture to verify an unsuccessful connection between TOE and the server with a 
certificate public key not matching the pinned certificate public key. 

Pass/Fail with 
Explanation 

Pass. TOE accepts connection to a pinned certificate while rejecting connection to a certificate 
whose public key does match with the pinned certificate. This meets the testing requirements. 

5.2.20 FCS_TLSC_EXT.1.3 Test #1a 

Item Data 

Test Assurance 
Activity 

The evaluator shall demonstrate that a server using a certifcate with a valid certification path 
successfully connects.  
 
TD0513 has been applied. 

Test Steps • Create a full chain of certificates. 

• Upload a complete certificate chain on the TLS server. 

• Initiate the connection from the TOE to the TLS Server and verify the connection is 
successful. 

• Verify with packet capture successful connection between TOE and the server. 

Expected Test 
Results 

• TOE should accept connection for a server certificate with a valid certification path. 

• Evidence (screenshot or CLI output) of TOE successful connection. 

• Packet capture to verify a successful connection between TOE and the server. 
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Pass/Fail with 
Explanation 

Pass. The TOE establishes the connection to the server using a certificate with a valid certification 
path. This meets the testing requirements. 

5.2.21 FCS_TLSC_EXT.1.3 Test #1b 

Item Data 

Test Assurance 
Activity 

The evaluator shall modify the certificate chain used by the server in test 1a to be invalid and 
demonstrate that a server using a certificate without a valid certification path to a trust store 
element of the TOE results in an authentication failure.  
 
TD0513 has been applied. 

Test Steps • Upload a complete certificate chain on the TLS server. 

• Remove the ICA from the TOE’s trust store.  

• Initiate the TLS connection from the TOE to the TLS server and verify the connection is 
unsuccessful. 

• Verify with packet capture unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• TOE should reject connection for a server certificate without a valid certification path to its 
trust store element. 

• Evidence (screenshot or CLI output) of TOE connection failure. 

• Packet capture to verify an unsuccessful connection between TOE and the server. 

Pass/Fail with 
Explanation 

Pass. TOE rejects connection for server certificate with invalid certification path to its trust store 
element. This meets the testing requirements. 

5.2.22 FCS_TLSC_EXT.1.3 Test #1c 

Item Data 

Test Assurance 
Activity 

[conditional]: If the TOE trust store can be managed, the evaluator shall modify the trust store 
element used in Test 1a to be untrusted and demonstrate that a connection attempt from the 
same server used in Test 1a results in an authentication failure. 
 
TD0513 has been applied. 

Test Steps • Upload a certificate with unknown CA on the TOE indicating that TOE’s trust store is 
modified. 

• Attempt the connection from the TOE to the SIP Server and verify the connection is 
unsuccessful. 

• Verify with packet capture unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• TOE should reject connections for a server certificate with an untrusted element in its trust 
store. 

• Evidence (screenshot or CLI output) of TOE connection failure. 

• Packet capture to verify an unsuccessful connection between TOE and the server due to 
untrusted element in its trust store. 

Pass/Fail with 
Explanation 

Pass. TOE rejects connection for server certificate with untrusted element in its trust store. This 
meets the testing requirements. 

5.2.23 FCS_TLSC_EXT.1.3 Test #2 

Item Data 

Test Assurance 
Activity 

The evaluator shall demonstrate that using an invalid certificate (unless excepted) results in the 
function failing as follows, unless excepted: 
Test 2: The evaluator shall demonstrate that a server using a certificate which has been revoked 
results in an authentication failure. 

Test Steps Server certificate is revoked:  
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• Configure the server certificate which is revoked. 

• Attempt the connection from the TOE to the Server and verify the connection is 
unsuccessful. 

• Verify with packet capture unsuccessful connection between TOE and the server. 
 

ICA certificate is revoked:  

• Configure the ICA certificate which is revoked. 

• Attempt the connection from the TOE to the Server and verify the connection is 
unsuccessful. 

• Verify with packet capture unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• TOE should reject connection for revoked certificate. 

• Evidence (screenshot or CLI output) of TOE connection failure for each instance of revoked 
certificate. 

• Packet capture to verify an unsuccessful connection between TOE and the server due to 
each instance of the revoked certificate. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to reject connection for revoked certificates. This meets the testing 
requirements.  

5.2.24 FCS_TLSC_EXT.1.3 Test #3 

Item Data 

Test Assurance 
Activity 

The evaluator shall demonstrate that using an invalid certificate (unless excepted) results in the 
function failing as follows, unless excepted: 
Test 3: The evaluator shall demonstrate that a server using a certificate which has passed its 
expiration date results in an authentication failure. 

Test Steps • Configure the server certificate, which has expired. 

• Attempt the connection from the TOE to the Server and verify the connection is 
unsuccessful. 

• Verify with packet capture unsuccessful connection between TOE and the server. 

Expected Test 
Results 

• TOE should reject connection for an expired server certificate. 

• Evidence (screenshot or CLI output) of TOE connection failure. 

• Packet capture to verify an unsuccessful connection between TOE and the server. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to reject connection for expired server certificate. This meets the testing 
requirements. 

5.2.25 FCS_TLSC_EXT.1.3 Test #4 

Item Data 

Test Assurance 
Activity 

The evaluator shall demonstrate that using an invalid certificate (unless excepted) results in the 
function failing as follows, unless excepted: 
Test 4: The evaluator shall demonstrate that a server using a certificate which does not have a valid 
identifier results in an authentication failure. 

Test Steps TOE rejecting connection with server using a certificate which des not have a valid identifier results 
in authentication failure is performed in conjuction with FCS_TLSC_EXT.1.2 Test #1,  
FCS_TLSC_EXT.1.2 Test #2 and  FCS_TLSC_EXT.1.2 Test #5.4 tests. 

Pass/Fail with 
Explanation 

Pass.  

5.2.26 FCS_TLSC_EXT.2.1 Test #1 

Item Data 
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Test Assurance 
Activity 

The evaluator shall establish a connection to a server that is not configured for mutual 
authentication (i.e. does not send Server’s Certificate Request (type 13) message). The evaluator 
observes negotiation of a TLS channel and confirms that the TOE did not send Client’s Certificate 
message (type 11) during handshake. 

Test Steps • Configure the valid identifier on TOE. 

• Disable MA on the server. 

• Create a certificate which does have a valid identifier. 

• Attempt a connection from the TOE to a Server not configured for mutual authentication 
and verify the connection is successful. 

• Verify with packet capture successful connection between TOE and the server. 

Expected Test 
Results 

• TOE should accept connection with a server not configured for mutual authentication. 

• Evidence (screenshot or CLI output) of TOE successful connection. 

• Packet capture to verify a successful connection between TOE and the server. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to establish successful connection with server not configured for mutual 
authentication. This meets the testing requirements. 

5.2.27 FCS_TLSC_EXT.2.1 Test #2 

Item Data 

Test Assurance 
Activity 

The evaluator shall establish a connection to a server with a shared trusted root that is configured 
for mutual authentication (i.e. it sends Server’s Certificate Request (type 13) message). The 
evaluator observes negotiation of a TLS channel and confirms that the TOE responds with a non-
empty Client’s Certificate message (type 11) and Certificate Verify (type 15) message. 

Test Steps o Configure the valid identifier on TOE. 
o Enable MA on the server. 
o Create a Certificate which does have a valid identifier. 
o Attempt a connection from the TOE to a Server configured for mutual 

authentication and verify the connection is successful. 
o Verify with packet capture successful connection between TOE and the server. 
o Server sends a certificate request (Type13). 
o Client sends a certificate message (Type 11). 
o Client sends a certificate verify (Type 15). 

Expected Test 
Results 

• TOE should accept connection to a server configured for mutual authentication. 

• Evidence (screenshot or CLI output) of TOE successful connection. 

• Packet capture capture to verify a successful connection between TOE and the server. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to establish successful connection with server configured for mutual 
authentication. This meets the testing requirements. 

5.2.28 FCS_TLSC_EXT.3.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the server to send a certificate in the TLS connection that is not 
supported according to the Client's HashAlgorithm enumeration within the signature_algorithms 
extension (for example, send a certificate with a SHA-1 signature). The evaluator shall verify that 
the product disconnects after receiving the server's Certificate handshake message. 

Test Steps • Create certificate with MD5 Signature Algorithm. 

• Attempt the connection from the TOE to the server and verify the connection is 

unsuccessful. 

• Verify with packet capture unsuccessful connection between TOE and the server. 

• Create certificate with SHA1 Signature Algorithm. 
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• Attempt the connection from the TOE to the server and verify the connection is 

unsuccessful. 

• Verify with packet capture unsuccessful connection between TOE and the server. 

• Create certificate with SHA224 Signature Algorithm. 

• Attempt the connection from the TOE to the server and verify the connection is 

unsuccessful. 

• Verify with packet capture unsuccessful connection between TOE and the server 

Expected Test 
Results 

• Evidence (screenshot or CLI output) of TOE connection failure for each specified 
signature algorithm. 

• Packet capture to verify an unsuccessful connection between TOE and the server for 
each specified signature algorithm. 

Pass/Fail with 
Explanation 

Pass. TOE rejects the connection when the certificate is presented with an unsupported 
signature algorithm. This meets the testing requirement. 

 

5.2.29 FCS_TLSC_EXT.3.1 Test #2 

Item Data 

Test Assurance 
Activity 

[conditional] If the client supports a DHE or ECDHE cipher suite, the evaluator shall configure 
the server to send a Key Exchange handshake message including a signature not supported 
according to the client's HashAlgorithm enumeration (for example, the server signed the Key 
Exchange parameters using a SHA-1 signature). The evaluator shall verify that the product 
disconnects after receiving the server's Key Exchange handshake message. 

Test Steps • Run the acumen-tlsc tool to set unsupported Signature Algorithm (ecdsa_sha1) in server 
certificate. 

• Verify with packet capture that TOE rejects connection with server using unsupported 
signature algorithm. 

o Signature Algorithms sent by server in server key exchange. 
o TOE rejects connection with server. 

 

Expected Test 
Results 

• TOE should reject the connection with server configured with unsupported signature 
algorithm. 

• Evidence (screenshot or CLI output) showing acumen-tlsc tool is able to configure 
unsupported signature algorithm on server. 

• Packet capture logs for unsuccessful connection of TOE with Server. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects the connection with server certificate using unsupported signature 
algorithm. This meets the testing requirements. 

5.2.30 FCS_TLSC_EXT.5.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure a server to perform key exchange using each of the TOE’s 
supported curves and/or groups. The evaluator shall verify that the TOE successfully connects 
to the server. 

Test Steps • Configure the valid identifier on TOE. 

• Create a certificate which does have a valid identifier. 

• Attempt the connection from the TOE to the Server with Curve secp256r1 and verify 
the connection is successful. 

• Verify with packet capture successful connection of TOE with server. 
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• Attempt the connection from the TOE to the Server with Curve secp384r1 and verify 
the connection is successful. 

• Verify with packet capture the successful connection between TOE and the server. 

Expected Test 
Results 

• TOE should accept connection for server with claimed EC curves. 

• Evidence (screenshot or CLI output) of TOE successful connection for each claimed EC 
curves. 

• Packet capture to verify a successful connection between TOE and the server for each 
claimed EC curves. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to establish successful connection with server for each claimed EC curves. 
This meets the testing requirements. 

5.3 Test Cases (VVOIP) 

 

5.3.1 FCO_VOC_EXT.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall set up a test environment that contains the TOE, a call control server (which 
may be 
the TOE itself), a network switch, a packet capture tool, and a second VVoIP endpoint. 
The evaluator shall then perform the following test: 
1. The evaluator shall ensure the TOE and the second VVoIP endpoint are registered to a call 
control server or are using P2P. 
2. The evaluator shall use the TOE to dial the second VVoIP endpoint to establish a call and verify 
the call is established by holding a voice conversation. 
3. The evaluator shall review the captured traffic to verify that a fixed rate vocoder is used. 
If multiple vocoders are supported, the evaluator shall reconfigure the TOE to use each individual 
vocoder 
and repeat steps 1-3 for each vocoder. 
 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and Second 
VVoIP endpoint IP address is 10.1.3.52. 
 
For opus/48000 and 12000 vocoder. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that the opus/48000 vocoder is configured on TOE. 

• Verify TOE is registered to the call control server. 

• Check that the second VVoIP endpoint is online and is using the opus/48000 vocoder. 

• Verify second VVoIP endpoint is registered to the call control server. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that a fixed rate vocoder is used by TOE. 

• Set the TOE to low bandwidth mode and repeat the above steps for the opus/12000 
vocoder 

For PCMU/8000 vocoder. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that the PCMU/8000 vocoder is configured on TOE. 

• Verify TOE is registered to the call control server. 

• Check that the second VVoIP endpoint is online and is using the PCMU/8000 vocoder. 

• Verify second VVoIP endpoint is registered to the call control server. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 
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• Verify with packet capture that a fixed rate vocoder is used by TOE. 
 
For PCMA/8000 vocoder. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that the PCMA/8000 vocoder is configured on TOE. 

• Verify TOE is registered to the call control server. 

• Check that the second VVoIP endpoint is online and is using the PCMA/8000 vocoder. 

• Verify second VVoIP endpoint is registered to the call control server. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that a fixed rate vocoder is used by TOE. 
 

Expected Test 
Results 

• The TOE should use a fixed rate vocoder for all available vocoders while transmitting 
media traffic. 

• Evidence (screenshot or cli output) of TOE and the second VVoIP endpoint registered to 
the call control server. 

• Evidence (screenshot or cli output) that TOE is able to establish a voice call with a second 
VVoIP endpoint. 

• Packet capture to verify that a fixed rate vocoder was used for each available vocoder on 
TOE. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that TOE is using a fixed rate vocoder for each of the available 
vocoders on it. This meets the testing requirements. 

5.3.2 FCS_SRTP_EXT.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall follow the procedure for initializing their device so that they are ready to 
receive and place calls. For each cipher suite selected in FCS_SRTP_EXT.1.2, the evaluator shall 
configure the SIP server to only allow that cipher suite to be used. The evaluator shall then both 
place and receive a call and determine that the traffic sent and received by the TOE is encrypted 
using SRTP with that cipher suite.  
 
The evaluator may choose one of the below two options to ensure that the call is being 
encrypted and to view the cipher suite being used.  

• Option 1: The evaluator shall configure the SIP server to report whether SRTP is being 
used, and if so, print the negotiated SRTP cipher suite. The evaluator shall confirm that 
SRTP was used for the calls and that the correct cipher suite was negotiated.  

• Option 2: A packet capture tool should be used with the SIP server's private key loaded 
in. The evaluator shall decrypt the TLS-SIP traffic, view the SDES negotiation, and ensure 
that the correct cipher suite was negotiated.  

 
Next, the evaluator shall configure the SIP server to only allow the SRTP NULL cipher suite. The 
evaluator shall attempt to both place and receive a call and confirm that both attempts failed. 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and Second 
VVoIP endpoint IP address is 10.1.3.52. 
 
For SRTP Cipher suite AES_CM_128_HMAC_SHA1_80. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that the SRTP cipher suite AES_CM_128_HMAC_SHA1_80 is configured on TOE. 

• Check that the second VVoIP endpoint is online and is using the SRTP cipher suite 
AES_CM_128_HMAC_SHA1_80. 
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• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

• TOE accept voice call from the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

 
For SRTP Cipher suite AEAD_AES_256_GCM. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that the SRTP cipher suite AEAD_AES_256_GCM is configured on TOE. 

• Check that the second VVoIP endpoint is online and is using the SRTP cipher suite 
AEAD_AES_256_GCM. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

• TOE accepts voice call from the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

 
For SRTP Cipher suite AES_256_CM_HMAC_SHA1_32. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that the SRTP cipher suite AES_256_CM_HMAC_SHA1_32 is configured on TOE. 

• Check that the second VVoIP endpoint is online and is using the SRTP cipher suite 
AES_256_CM_HMAC_SHA1_32. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

• TOE accepts voice call from the second VVoIP endpoint. 

• Verify with Packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

 
For SRTP Cipher suite AES_256_CM_HMAC_SHA1_80. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that the SRTP cipher suite AES_256_CM_HMAC_SHA1_80 is configured on TOE. 

• Check that the second VVoIP endpoint is online and is using the SRTP cipher suite 
AES_256_CM_HMAC_SHA1_80. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

• TOE accepts voice call from the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

 
For SRTP Cipher suite AEAD_AES_128_GCM. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that the SRTP cipher suite AEAD_AES_128_GCM is configured on TOE. 

• Check that the second VVoIP endpoint is online and is using the SRTP cipher suite 
AEAD_AES_128_GCM. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 
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• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

• TOE accepts voice call from the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

 
For SRTP Cipher suite AES_CM_128_HMAC_SHA1_32. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that the SRTP cipher suite AES_CM_128_HMAC_SHA1_32 is configured on TOE. 

• Check that the second VVoIP endpoint is online and is using the SRTP cipher suite 
AES_CM_128_HMAC_SHA1_32. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

• TOE accepts voice call from the second VVoIP endpoint. 

• Verify with packet capture that traffic is encrypted between TOE and the second VVoIP 
endpoint. 

 
For SRTP NULL cipher suite. 
 
Note: The evaluator configured the SIP server (10.1.3.200) to only allow the SRTP NULL 
ciphersuite and attempted to both place and receive a call and confirmed that both attempts 
failed. 

 

• The evaluator received a call from the peer to the TOE with AES_NULL ciphersuite and 
verified that the call failed. 

• The evaluator attempted to place a call from TOE with AES_NULL ciphersuite and verified 
that the call failed. 

 

Expected Test 
Results 

• The TOE should encrypt traffic for all supported SRTP cipher suites while transmitting 
voice media. 

• The TOE should not accept or send any traffic for the SRTP Null ciper suite. 

• Evidence (screenshot or cli output) that TOE is able to establish a voice call with a second 
VVoIP endpoint for each supported SRTP cipher suite. 

• Packet capture to verify that traffic is encrypted for incoming and outgoing voice calls for 
each supported SRTP cipher suite. 

• Packet capture to verify that using the SRTP Null cipher suite will result in voice call 
failure with the TOE. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that TOE is able to encrypt both incoming and outgoing voice traffic 
for each supported SRTP cipher suite. The evaluator also verified that incoming as well as 
outgoing calls had failed on TOE when the SRTP Null cipher suite was used. This meets the 
testing requirements. 

5.3.3 FDP_IFF.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall set up a test environment that contains the TOE, a call control server (which 
may be 
the TOE itself), a network switch, a traffic capture tool, and a second VVoIP endpoint. 
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The evaluator shall then perform the following tests: 
 
Test 1-ND (conditional – physical TOE): 
1. The evaluator shall place the TOE into the on-hook state without registering it to the call 
control 
server or using P2P. The evaluator shall use the traffic capture tool to verify that the TOE does 
not transmit any streaming media traffic. 
2. The evaluator shall place the TOE into the off-hook state and use the traffic capture tool to 
verify that the TOE does not transmit any streaming media traffic. 
 
Test 1-App (conditional – software application TOE): 
1. The evaluator shall execute the VVoIP application without registering it to the call control 
server 
or using P2P. The evaluator shall use the traffic capture tool to verify that the TOE does not 
transmit any streaming media traffic 
2. The evaluator shall place the TOE into the off-hook state (e.g., by performing a call without 
specifying any destination data). The evaluator shall use the traffic capture tool to verify that the 
TOE does not transmit any streaming media traffic. 
 

Test Steps  
Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and Second 
VVoIP endpoint IP address is 10.1.3.52. 
 
TOE is not registered to the call control server. 

• Verify TOE’s IP address and ensure TOE is offline. 

• Verify second VVoIP endpoint IP address and ensure it is online. 

• Verify with packet capture that TOE does not transmit streaming media traffic. 
 
TOE is placed in off-hook state. 

• Verify TOE is placed in an off-hook state. 

• TOE tries to dial a voice call with second VVoIP endpoint in off-hook state, and it should 
fail. 

• Verify with packet capture that TOE does not transmit streaming media traffic. 
 

Expected Test 
Results 

• In off hook state the TOE should not transmit streaming media traffic. 

• Packet capture to verify that TOE is not transmitting streaming media traffic while in an 
off-hook state. 

Pass/Fail with 
Explanation 

Pass. The evaluator placed the TOE in off-hook and used the packet capture to verify that TOE 
did not transmit any stream media traffic. This meets the testing requirements. 

5.3.4 FDP_IFF.1 Test #2 

Item Data 

Test Assurance 
Activity 

The evaluator shall set up a test environment that contains the TOE, a call control server (which 
may be 
the TOE itself), a network switch, a traffic capture tool, and a second VVoIP endpoint. 
The evaluator shall then perform the following tests: 
 

1. The evaluator shall ensure the TOE is using P2P or register the TOE with the call control 
server 

and verify that the TOE is registered by checking the call control server screen with current TOE 
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connections and by viewing the call control path traffic using the traffic capture tool. 
2. The evaluator shall place the TOE into the on-hook state and verify using the traffic capture 
tool 
that no streaming media traffic is transmitted by the TOE. 
3. The evaluator shall place the TOE into the off-hook state. The evaluator shall then verify that 
the 
TOE continues to not transmit streaming media traffic 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and Second 
VVoIP endpoint IP address is 10.1.3.52. 
 
TOE is registered to the call control server. 

• Verify TOE’s IP address and ensure TOE is online. 

• Verify TOE is registered to the call control server. 

• Verify with packet capture that TOE is connected to the call control server. 
 
Second VVoIP endpoint is registered to the call control server. 

• Check the second VVoIP endpoint IP address and ensure it is online. 

• Verify that the second VVoIP endpoint is registered to the call control server. 

• Verify with packet capture that the second VVoIP endpoint is connected to the call 
control server. 

 
TOE is in on-hook State. 

• Verify TOE is in an on-hook state. 

• Check that the second VVoIP endpoint is online. 

• Verify with packet capture that no streaming media traffic is transmitted by the TOE. 
 
TOE is in off-hook State. 

• Verify TOE is in on-hook state. 

• Check that the second VVoIP endpoint is online. 

• Ensure that the second VVoIP endpoint did not pick up the call, so TOE is in an off-hook 
state. 

• Verify with packet capture that no streaming media traffic is transmitted by the TOE. 
 

Expected Test 
Results 

• In an on-hook state the TOE should not transmit streaming media traffic. 

• Packet capture to verify that TOE is not transmitting streaming media traffic while in an 
on-hook state. 

• In an off-hook state the TOE should not transmit streaming media traffic. 

• Packet capture to verify that TOE is not transmitting streaming media traffic while in an 
off-hook state. 

• Evidence (screenshot or cli output) of TOE registered to the call control server. 

Pass/Fail with 
Explanation 

Pass. The evaluator placed the TOE in on-hook and verified using packet capture that the TOE did 
not transmit streaming media traffic. The evaluator placed the TOE in off-hook and verified using 
packet capture that the TOE did not transmit streaming media traffic. This meets the testing  

5.3.5 FDP_IFF.1 Test #3 

Item Data 

Test Assurance 
Activity 

The evaluator shall set up a test environment that contains the TOE, a call control server 
(which may be 
the TOE itself), a network switch, a traffic capture tool, and a second VVoIP endpoint. 
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The evaluator shall then perform the following tests: 
 
The evaluator shall ensure the TOE is using P2P or shall register the TOE with the call control 
server and verify that it is registered by checking the call control server with current 
connections 
and using the traffic capture tool to verify the call control path traffic. 
2. The evaluator shall ensure the TOE is using P2P or shall register the second VVoIP endpoint 
with 
the call control server and verify that it has been registered by checking the call control server 
with current connections and using the traffic capture tool to verify the call control path 
traffic. 
3. The evaluator shall use the TOE to dial the second VVoIP endpoint and connect a call. The 
evaluator shall verify that the connection is made by having a voice/video conversation with 
the 
endpoint and using the traffic capture tool to verify that a steady stream of traffic is being 
transmitted between the two endpoints over the media channel. 
4. The evaluator shall use the TOE to put the call on mute and verify that no traffic is 
transmitted 
from the TOE over the media channel to the second VVoIP endpoint. If the TOE is registered to 
a 
call control server, the evaluator shall also verify that a mute control message is sent to the 
call 
control server and it responds. 
5. The evaluator shall use the TOE to take the call off mute and verify that the streaming 
media 
traffic between the TOE and the second VVoIP endpoint is resumed. 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and 
Second VVoIP endpoint IP address is 10.1.3.52. 
 
TOE is registered to the call control server. 

• Verify TOE’s IP address and ensure TOE is online. 

• Verify TOE is registered to the call control server. 

• Verify with packet capture that TOE is connected to the call control server. 
 
Second VVoIP endpoint is registered to the call control server. 

• Check the second VVoIP endpoint IP address and ensure it is online. 

• Verify second VVoIP endpoint is registered to the call control server. 

• Verify with packet capture that Second VVoIP endpoint is connected to the call control 
server. 

 
TOE dials a voice call with the second VVoIP endpoint. 

• Verify that TOE dials a call to the second VVoIP endpoint. 

• The second VVoIP endpoint accepts calls from TOE. 

• Verify with packet capture that a steady stream of traffic is being transmitted between 
TOE and the second VVoIP endpoint over the media channel. 
 

TOE to put the call on mute with the second VVoIP endpoint. 

• TOE puts the call on mute with the second VVoIP endpoint. 



 

 
 Page 93 

 

• Verify that Mute control message is sent from TOE to the call control server and that it 
receives a response. 

• Verify with packet capture that no steady stream of traffic is transmitted from the TOE 
over the media channel to the second VVoIP endpoint. 

• Verify using a call control server that the current call is unmuted. 

• Verify with packet capture that the streaming media traffic between the TOE and the 
second VVoIP endpoint is resumed. 

 

Expected Test 
Results 

• TOE should not transmit streaming media traffic when the call is muted by him. 

• Packet capture to verify that TOE does not transmit streaming media traffic when the 
call is muted by him. 

• Evidence (screenshot or cli output) that TOE is able to mute ongoing call. 

• Evidence (screenshot or cli output) that TOE is registered to the call control server. 

• Packet capture to verify that after the call was unmuted, streaming media traffic 
started to flow from the TOE end. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified using that packet capture that TOE did not transmit streaming 
media traffic when he muted the voice call and resumed the streaming media traffic after the 
voice call was unmuted. The evaluator also verified that TOE sent Mute control message to the 
call control server, and it responded. This meets the testing requirements 

5.3.6 FDP_IFF.1 Test #4 

Item Data 

Test Assurance 
Activity 

The evaluator shall set up a test environment that contains the TOE, a call control server 
(which may be 
the TOE itself), a network switch, a traffic capture tool, and a second VVoIP endpoint. 
The evaluator shall then perform the following tests: 
 
1.The evaluator shall ensure the TOE is using P2P or register the TOE to the call control server 
and 
place it in the on-hook state. 
2. The evaluator shall use a fuzzing tool to attempt to connect to the TOE on the full range of 
TCP 
ports used by the TSF. All ports used by the TOE should be closed except for the port that is 
used 
to communicate with the ESC. 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210. 

• Verify TOE’s IP address and ensure TOE is online. 

• Verify TOE is registered to the call control server. 

• Verify with packet capture that TOE is connected to the call control server. 

• Verify TOE is in on-hook state. 

• Use the fuzzing tool to scan the full range of TCP ports on the TOE. 

Expected Test 
Results 

• For the full range of TCP ports scanned on the TOE end, no port should be seen as 
open except for the port used to communicate with ESC. 

• Evidence (screenshot or cli output) of TOE is registered to the call control server. 

• Evidence (screenshot or cli output) that the fuzzing tool is able to scan the full range of 
TCP ports. 

Pass/Fail with 
Explanation 

Pass.  The evaluator is able to scan the full range of TCP ports using a fuzzing tool and verify 
that all TCP ports on TOE are closed. This meets the testing requirements. 
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5.3.7 FDP_IFF.1 Test #5 

Item Data 

Test Assurance 
Activity 

The evaluator shall set up a test environment that contains the TOE, a call control server 
(which may be 
the TOE itself), a network switch, a traffic capture tool, and a second VVoIP endpoint. 
The evaluator shall then perform the following tests: 
 
1. The evaluator shall ensure the TOE and the second VVoIP endpoint are registered to a call 
control server or are using P2P. 
2. The evaluator shall place the TOE in the on-hook state. 
3. The evaluator shall use a fuzzing tool to attempt to connect to the TOE on the full range of 
UDP 
ports used by the TSF. All ports used by the TOE should be closed. 
4. The evaluator shall place a call to the second VVoIP endpoint and verify the call is 
established. 
The evaluator shall capture the traffic to determine the port used by the TOE to carry the 
media 
traffic. 
5. The evaluator shall hang up the call and verify that the TOE has returned to the on-hook 
state. 
6. The evaluator shall perform fuzzing activities to verify that the port used to carry media 
traffic in 
step 4 has been closed. 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and 
Second VVoIP endpoint IP address is 10.1.3.52. 
 
TOE is registered to the call control server. 

• Verify TOE’s IP address and ensure TOE is online. 

• Verify TOE is registered to the call control server. 

• Verify with packet capture that TOE is connected to the call control server. 
 
Second VVoIP endpoint is registered to the call control server. 

• Check the second VVoIP endpoint IP address and ensure it is online. 

• Verify Second VVoIP endpoint is registered to the call control server. 

• Verify with packet capture that Second VVoIP endpoint is connected to the call control 
server. 

 
TOE in on-hook State 

• Verify TOE is in on-hook state. 

• Use the fuzzing tool to scan the full range of UDP ports on the TOE. 
 
TOE dials a voice call with the second VVoIP endpoint. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• The second VVoIP endpoint accepts calls from TOE. 

• Verify with a packet capture port used by TOE to carry voice traffic. 
 
TOE returns to the on-hook state. 

• Verify TOE returns to the on-hook state 
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• Run the fuzzing tool and scan all range of UDP ports on TOE to verify the port used to 
carry voice traffic identified in packet capture is closed. 

Expected Test 
Results 

• For the full range of UDP ports scanned on the TOE end, no port should be seen as 
open. 

• Evidence (screenshot or cli output) that TOE is able to establish a voice call with a 
second VVoIP endpoint. 

• Evidence (screenshot or cli output) that the fuzzing tool is able to scan the full range of 
UDP ports. 

Pass/Fail with 
Explanation 

Pass. The evaluator is able to scan the full range of UDP ports using a fuzzing tool and verify 
that all UDP ports on TOE are closed. The evaluator was able to identify the port used by TOE 
to initiate voice traffic using packet capture, and same port was shown closed in the fuzzing 
tool once TOE returned to an on-hook state. This meets the testing requirements 

5.3.8 FDP_IFF.1 Test #6 

Item Data 

Test Assurance 
Activity 

The evaluator shall set up a test environment that contains the TOE, a call control server 
(which may be 
the TOE itself), a network switch, a traffic capture tool, and a second VVoIP endpoint. 
The evaluator shall then perform the following tests: 
 
(conditional – “The TOE is not in the hold state” is selected in FDP_IFF.1.2) 
1. The evaluator shall use the TOE to put the call on hold and verify that no streaming media 
traffic 
is transmitted from the TOE over the media channel. If the TOE is registered to a call control 
server, the evaluator shall also verify that the VVoIP endpoint on-hold call control is sent to the 
call control server and it responds. 
2. The evaluator shall use the TOE to take the call off hold and verify that the streaming media 
traffic between the TOE and the second VVoIP endpoint is resumed. 

Test Steps  
As per ST TOE does not implement hold state 

Pass/Fail with 
Explanation 

NA 

5.3.9 FMT_SMF.1/VVoIP Test #1 

Item Data 

Test Assurance 
Activity 

(conditional – “register the TOE to an ESC [manually]” is selected) 
1. On the TOE, input IP address, gateway address, and subnet mask. 
2. If the operational environment is deployed in a manner such that the configuration server 
and 
ESC are two distinct servers, input the addresses for each; otherwise, input the ESC address. 
3. Save configuration. 
4. Verify the TOE registers to the ESC. 

Test Steps Note – TOE IP address is 192.168.128.158, ESC server IP address is 10.1.3.210. 

• On TOE, enter IP address, gateway address, and subnet mask. then save. 

• The evaluator ensured that the IP address, subnet mask, gateway was set to the 
configured values. 

• Click on Open button after doble click on the Cellcrypt Federal application. 

• Tick on box with “Accept license agreement “and click on Sign in. 

• Try to login into TOE using an Acu5 user. 

• Verify TOE is logged in successfully using an Acu5 user. 
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• Check TOE is registered to ESC server. 

• Check that the TOE received response from ESC server. 
 

Expected Test 
Results 

• The TOE should register manually to ESC server. 

• Evidence (screenshot or cli output) of TOE configured with requisite value for IP 
address, gateway address and subnet mask. 

• Evidence (screenshot or cli output) of TOE is registered to ESC server. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to register to ESC manually by configuring IP address, gateway address 
and subnet mask. This meets the testing requirements 

5.3.10 FMT_SMF.1/VVoIP Test #2 

Item Data 

Test Assurance 

Activity 

(conditional – “register the TOE to an ESC [via DHCP server]” is selected) 

1. On the TOE, input the DHCP server address. 

2. Save configuration. 

3. Verify by traffic capture that the TOE receives all needed IP addresses. 

4. Verify by examining the IP address on the TOE. 

5. Verify the TOE registers to the ESC. 

Test Steps  

As per ST, TOE is registered to ESC manually. 

Pass/Fail with 

Explanation 

NA 

5.3.11 FTA_SSL.3/Media Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall set up a test environment that contains the TOE, a call control server (which 
may be the TOE itself), a configuration server (if used to communicate configuration changes to 
idle timeout period), a network switch, a traffic capture tool, and a second VVoIP endpoint. The 
evaluator shall then perform the following tests: 
 
1. Deploy the TOE in a default configuration (i.e. without any administrative override applied to 
the idle timeout value). 
2. Ensure the TOE is using P2P or register the TOE with the call control server and verify that it is 
registered by viewing its status on the ESC and capturing the call control path traffic. 
3. Ensure the second VVoIP endpoint is using P2P or register the second VVoIP endpoint with 
the 
call control server and verify that it is registered by viewing its status on the call control server 
and capturing the call control path traffic. 
4. Use the TOE to dial the second VVoIP endpoint and establish a call. Verify the call was 
established by holding a conversation between the two peers and capturing the streaming 
media traffic that is transmitted between them. 
5. Power down the second VVoIP endpoint while the call is active. Observe that the TOE stops 
transmitting media after the default period of time specified in the ST. 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and 
Second VVoIP endpoint IP address is 10.1.3.52. 

• Verify TOE’s IP address and ensure TOE is online. 

• Verify TOE is registered to the call control server. 

• Verify with packet capture that TOE is connected to the call control server. 

• Check TOE is set with default value for Idle timeout. 

• Check the second VVoIP endpoint IP address and ensure it is online. 
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• Verify second VVoIP endpoint is registered to the call control server. 

• Verify with packet capture that second VVoIP endpoint is connected to the call control 
server. 

• Check second VVoIP Endpoint is set with default value for Idle timeout  

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that TOE establishes voice calls with the second VVoIP 
endpoint and streaming media traffic is transmitted between them. 

• Verify that TOE goes in Reconnecting mode after second VVOIP is powered down. 

• Verify with packet capture that TOE stops transmitting media traffic after default idle 
timeout time. 

 

Expected Test 
Results 

• TOE should stop transmitting media traffic after the completion of the default idle 
timeout value. 

• Packet capture to verify that TOE does not transmit media traffic after the completion 
of the default idle timeout value. 

• Evidence (screenshot or cli output) that TOE and the second VVoIP endpoint are 
registered to the call control server. 

• Packet capture to verify that TOE and the second VVoIP endpoint are connected to the 
call control server. 

• Evidence (screenshot or cli output) that TOE is able to dial a voice call with a second 
VVoIP endpoint. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that once the second VVoIP was powered down and the TOE’s 
default value of idle timeout was completed, the TOE did not transmit streaming media traffic 
as seen in the packet capture. This meets the testing requirements. 

5.3.12 FTA_SSL.3/Media Test #2 

Item Data 

Test Assurance 
Activity 

(conditional – “an administrator-configurable interval” is selected in FTA_SSL.3.1/Media) 
The evaluator shall set up a test environment that contains the TOE, a call control server (which 
may be the TOE itself), a configuration server (if used to communicate configuration changes to 
idle timeout period), a network switch, a traffic capture tool, and a second VVoIP endpoint. The 
evaluator shall then perform the following tests: 
 
1. Deploy the TOE in a default configuration (i.e. without any administrative override applied to 
the idle timeout value). 
2. Ensure the TOE is using P2P or register the TOE with the call control server and verify that it is 
registered by viewing its status on the call control server and capturing the call control path 
traffic. 
3. Configure the TOE’s idle timeout period for the shortest period of time that is supported. 
4. Ensure the second VVoIP endpoint is using P2P or register the second VVoIP endpoint with the 
call control server and verify that it is registered by viewing its status on the call control server 
and capturing the call control path traffic. 
5. Use the TOE to dial the second VVoIP endpoint and establish a call. Verify the call was 
established by holding a conversation between the two peers and capturing the streaming 
media traffic that is transmitted between them. 
6. Power down the second VVoIP endpoint while the call is active. Observe that the TOE stops 
transmitting media after the period of time configured in Step 3. 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and Second 
VVoIP endpoint IP address is 10.1.3.52. 
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• Verify TOE’s IP address and ensure TOE is online. 

• Check that TOE is set with the default value for Idle timeout. 

• Verify TOE is registered to the call control server. 

• Verify with packet capture that TOE is connected to the call control server. 

• Configure TOE with the administratively configured shortest period of time for Idle 

timeout. 

• Check the second VVoIP endpoint IP address and ensure it is online. 

• Verify second VVoIP endpoint is registered to the call control server. 

• Verify with packet capture that second VVoIP endpoint is connected to the call control 

server. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that TOE establishes voice calls with the second VVoIP 

endpoint and streaming media traffic is transmitted between them. 

• Verify with packet capture that TOE stops transmitting media traffic after the completion 

of the administratively configured shortest time for Idle timeout. 

Expected Test 
Results 

• TOE should stop transmitting media traffic after the completion of the administratively 
configured shortest time for Idle timeout value. 

• Packet capture to verify that TOE does not transmit media traffic after the completion of 
the administratively configured shortest time for Idle timeout value. 

• Evidence (screenshot or cli output) that TOE and the second VVoIP endpoint are 
registered to the call control server. 

• Packet capture to verify that TOE and the second VVoIP endpoint are connected to the 
call control server. 

• Evidence (screenshot or cli output) that TOE is able to dial a voice call with a second 
VVoIP endpoint. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that once the second VVoIP was powered down and the TOE’s 
administratively configured shortest period of idle timeout was completed, the TOE did not 
transmit streaming media traffic as seen in the packet capture. This meets the testing 
requirements. 

5.3.13 FTA_SSL.3/Media Test #3 

Item Data 

Test Assurance 
Activity 

(conditional – “an administrator-configurable interval” is selected in FTA_SSL.3.1/Media) 
The evaluator shall set up a test environment that contains the TOE, a call control server (which 
may be the TOE itself), a configuration server (if used to communicate configuration changes to 
idle timeout period), a network switch, a traffic capture tool, and a second VVoIP endpoint. The 
evaluator shall then perform the following tests: 
 
Repeat Test 2 but in Step 3, configure the idle timeout value to be the longest period of time 
that is 
supported as opposed to the shortest. 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and Second 
VVoIP endpoint IP address is 10.1.3.52. 

• Verify TOE’s IP address and ensure TOE is online. 

• Check that TOE is set with default value for Idle timeout. 

• Verify TOE is registered to the call control server. 

• Verify with packet capture that TOE is connected to call control server. 
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• Configure TOE with the administratively configured longest period of time for Idle 

timeout  

• Check the second VVoIP endpoint IP address and ensure it is online. 

• Verify Second VVoIP Endpoint is registered to the call control server. 

• Verify with packet capture that second VVoIP endpoint is connected to the call control 

server. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• Verify with packet capture that TOE establishes voice calls with the second VVoIP 

endpoint and streaming media traffic is transmitted between them. 

• Verify that TOE goes in Reconnecting mode after second VVoIP endpoint is powered 

down. 

• Verify with packet capture that TOE stops transmitting media traffic after the completion 

of the administratively configured longest period of time for Idle timeout. 

Expected Test 
Results 

• TOE should stop transmitting media traffic after the completion of the administratively 
configured longest time for Idle timeout value. 

• Packet capture to verify that TOE does not transmit media traffic after the completion of 
the administratively configured longest time for Idle timeout value. 

• Evidence (screenshot or cli output) that TOE and the second VVoIP endpoint are 
registered to the call control server. 

• Packet capture to verify that TOE and the second VVoIP endpoint are connected to the 
call control server. 

• Evidence (screenshot or cli output) that TOE is able to dial a voice call with a second 
VVoIP endpoint. 

Pass/Fail with 
Explanation 

Pass. The evaluator verified that once the second VVoIP was powered down and the TOE’s 
administratively configured longest period of idle timeout was completed, the TOE did not 
transmit streaming media traffic as seen in the packet capture. This meets the testing 
requirements 

5.3.14 FTP_ITC.1/Control Test #1 

Item Data 

Test Assurance 
Activity 

The evaluators shall ensure that communications using each protocol with a call control server is 
tested during the course of the evaluation, setting up the connections as described in the 
guidance documentation and ensuring that communication is successful. 

Test Steps This test is done in conjunction with FDP_IFF.1 Test #2 in which TOE was able to establish 
successful communication with call control server for specified protocol. 

Pass/Fail with 
Explanation 

Pass. 

5.3.15 FTP_ITC.1/Control Test #2 

Item Data 

Test Assurance 
Activity 

For each protocol that the TOE can initiate as defined in the requirement, the evaluator shall 
follow the guidance documentation to ensure that in fact the communication channel can be 
initiated from the TOE. 

Test Steps This test is done in conjunction with FDP_IFF.1 Test #2 in which TOE was able to initiate 
communication with call control server using trusted channel. 

Pass/Fail with 
Explanation 

Pass. 
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5.3.16 FTP_ITC.1/Control Test #3 

Item Data 

Test Assurance 
Activity 

The evaluator shall ensure, for each communication channel with an authorized IT entity, the 
channel data is not sent in plaintext. 

Test Steps This test is done in conjunction with FDP_IFF.1 Test #2 in which TOE was able communicate with 
authorize IT entity and channel data was not send in plaintext. 

Pass/Fail with 
Explanation 

Pass. 

5.3.17 FTP_ITC.1/Control Test #4 

Item Data 

Test Assurance 
Activity 

Objective: The objective of this test is to ensure that the TOE reacts appropriately to any 
connection outage or interruption of the route to the external IT entities.  
 
The evaluator shall, for a connection to a call control server using each claimed protocol, 
physically interrupt the connection to the call control server for the following durations: i) a 
duration that exceeds the TOE’s application layer timeout setting, ii) a duration shorter than the 
application layer timeout but of sufficient length to interrupt the MAC layer.  
 
The evaluator shall ensure that, when the physical connectivity is restored, communications are 
appropriately protected and no TSF data is sent in plaintext.  
 
In the case where the TOE is able to detect when the cable is removed from the device, another 
physical network device (e.g. a core switch) shall be used to interrupt the connection between the 
TOE and the call control server. The interruption shall not be performed at the virtual node (e.g. 
virtual switch) and must be physical in nature. 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210. 

• Verify TOE’s IP address and ensure TOE is online. 

• Verify TOE is registered to the call control server. 

• Verify with packet capture that TOE is connected to the call control server. 

• Verify with packet capture that no clear text data is sent from TOE. 

• Verify with packet capture that no clear text data is sent from TOE. 
 

Expected Test 
Results 

• TOE should ensure communication is protected and no data is sent in plaintext once TOE 
physical connectivity is restored after interruption. 

• Packet capture to verify that TOE does not send data in plaintext once TOE physical 
connectivity is restored after interruption. 

 

Pass/Fail with 
Explanation 

Pass. The evaluator ensured that when the physical connectivity is interrupted and restored 
between the TOE and the call control server, the communication between the TOE and the call 
control server was appropriately protected using TLS and the TOE data was not sent in plain text. 
This meets the testing requirements. 

5.3.18 FTP_ITC.1/Media Test #1 

Item Data 

Test Assurance 
Activity 

The evaluators shall ensure that communications using each protocol with another VVoIP 
endpoint 
is tested during the course of the evaluation, setting up the connections as described in the 
guidance 
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documentation and ensuring that communication is successful. 

Test Steps This test is done in conjunction with FCS_SRTP_EXT.1 Test #1 in which TOE was able to establish 
successful communication with second VVoIP endpoint for SRTP protocol. 

Pass/Fail with 
Explanation 

Pass. 

5.3.19 FTP_ITC.1/Media Test #2 

Item Data 

Test Assurance 
Activity 

For each protocol that the TOE can initiate as defined in the requirement, the evaluator shall 
follow 
the guidance documentation to ensure that in fact the communication channel can be initiated 
from the 
TOE. 

Test Steps This test is done in conjunction with FCS_SRTP_EXT.1 Test #1 in which TOE was able to initiate 
communication channel between himself and second VVoIP endpoint. 

Pass/Fail with 
Explanation 

Pass. 

5.3.20 FTP_ITC.1/Media Test #3 

Item Data 

Test Assurance 
Activity 

The evaluator shall ensure, for each communication channel with an authorized IT entity, the 
channel data is not sent in plaintext. 

Test Steps This test is done in conjunction with FCS_SRTP_EXT.1 Test #1 in which TOE was able to 
establish voice call with second VVoIP endpoint using trusted channel and no data was sent by 
TOE in plaintext. 

Pass/Fail with 
Explanation 

Pass. 

5.3.21 FTP_ITC.1/Media Test #4 

Item Data 

Test Assurance 
Activity 

Objective: The objective of this test is to ensure that the TOE reacts appropriately to any 
connection outage or interruption of the route to the external IT entities.  
 
The evaluator shall, for a connection to another VVoIP endpoint device using each claimed 
protocol, physically interrupt the connection to that remote endpoint for the following 
durations: i) a duration that exceeds the TOE’s application layer timeout setting, ii) a duration 
shorter than the application layer timeout but of sufficient length to interrupt the MAC layer.  
 
The evaluator shall ensure that, when the physical connectivity is restored, communications 
are appropriately protected and no TSF data is sent in plaintext.  
 
In the case where the TOE is able to detect when the cable is removed from the device, 
another physical network device (e.g. a core switch) shall be used to interrupt the connection 
between the TOE and the remote endpoint. The interruption shall not be performed at the 
virtual node (e.g. virtual switch) and must be physical in nature. 

Test Steps Note – TOE IP address is 192.168.128.158, Call control server IP address is 10.1.3.210 and 
Second VVoIP endpoint IP address is 10.1.3.52. 

• Verify TOE’s IP address and ensure TOE is online. 

• Verify that TOE dials a voice call with the second VVoIP endpoint. 

• The second VVOIP endpoint accepted the call dialed by TOE. 
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• Verify with packet capture that no clear text data is sent from TOE when disconnected 
and reconnected for a period of more than 30 seconds. 

• Verify that that TOE dials a voice call with the second VVoIP endpoint. 

• The second VVOIP endpoint accepted the call dialed by TOE. 

• Verify with packet capture that no clear text data is sent from TOE when disconnected 
and reconnected for a period of less than 10 seconds. 

Expected Test 
Results 

• TOE should ensure communication is protected and no data is sent in plaintext once 
TOE physical connectivity is restored after interruption. 

• Packet capture to verify that TOE does not send data in plaintext once TOE physical 
connectivity is restored after interruption. 

• Evidence (screenshot or cli output) that TOE is able to dial a voice call with a second 
VVoIP endpoint 

 

Pass/Fail with 
Explanation 

Pass. The evaluator ensured that when the physical connectivity is interrupted and restored 
between the TOE and the second VVoIP endpoint, the media traffic between the TOE and the 
Second VVOIP endpoint was appropriately protected and the TOE call traffic was not sent in 
plain text. This meets the testing requirements. 
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6 Security Assurance Requirements 

6.1 AGD_OPE.1 Operational User Guidance 

6.1.1 AGD_OPE.1 

6.1.1.1 AGD_OPE.1 Guidance 1 

Objective If cryptographic functions are provided by the TOE, the operational guidance shall contain 
instructions for configuring the cryptographic engine associated with the evaluated 
configuration of the TOE. It shall provide a warning to the administrator that use of other 
cryptographic engines was not evaluated nor tested during the CC evaluation of the TOE.  

Evaluator 
Findings 

The evaluator examined the section titled ‘Device Requirements’ in the AGD to verify that it 
contains instructions for configuring the cryptographic engine associated with the evaluated 
configuration of the TOE and that it provides a warning to the administrator that use of other 
cryptographic engines was not evaluated nor tested during the CC evaluation of the TOE.  
Upon investigation, the evaluator found that the AGD states that: 

…use a FIPS 140-2 validated cryptographic module for the cryptographic functions. This is not 

configurable on the TOE. The FIPS 140-2 cryptographic module is included as part of the TOE 

package. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.1.1.2 AGD_OPE.1 Guidance 2     

Objective The documentation must describe the process for verifying updates to the TOE by verifying a 
digital signature – this may be done by the TOE or the underlying platform.  

The evaluator shall verify that this process includes the following steps:  

• Instructions for obtaining the update itself. This should include instructions for 
making the update accessible to the TOE (e.g., placement in a specific directory). 

• Instructions for initiating the update process, as well as discerning whether the 
process was successful or unsuccessful. This includes generation of the digital 
signature. The TOE will likely contain security functionality that does not fall in the 
scope of evaluation under this PP. The operational guidance shall make it clear to an 
administrator which security functionality is covered by the evaluation activities. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Security of Cellcrypt Android Mobile Client’ and 
‘Checking your application version’  in the AGD to verify that it describes the process for 
verifying updates to the TOE by verifying a digital signature.  Upon investigation, the 
evaluator found that the AGD states that: 

The digital signature verification ensures that an administrator can verify that all updates 
are unaltered and from a trusted source, and it prevents: 

• An adversary from making unauthorized updates to the TOE. 

• A malicious user, process, or external IT entity misrepresenting itself as the 

application to obtain identification and authentication data. 
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• Note: you can always confirm what the latest version should be by tapping on 

Settings→Advanced Settings→Check for Updates 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.2 AGD_PRE.1 Preparative Procedures 

6.2.1 AGD_PRE.1 

6.2.1.1 AGD_PRE.1 Guidance 1     

Objective As indicated in the introduction above, there are significant expectations with respect to the 
documentation—especially when configuring the operational environment to support TOE 
functional requirements. The evaluator shall check to ensure that the guidance provided for 
the TOE adequately addresses all platforms claimed for the TOE in the ST. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Device Requirements’ in the AGD to verify that it 
adequately addresses all platforms claimed for the TOE in the ST.  Upon investigation, the 
evaluator found that AGD identifies each of the platforms claimed for the TOE. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.3 ALC Assurance Activities 

6.3.1 ALC_CMC.1 

6.3.1.1 ALC_CMC.1 TSS 1       

Objective The evaluator shall check the ST to ensure that it contains an identifier (such as a product 
name/version number) that specifically identifies the version that meets the requirements of 
the ST.  

Evaluator 
Findings 

The evaluator examined the section titled ‘ST’ and ‘TOE Reference’ in the Security Target to 
verify that the TSS contains an identifier (such as a product name/version number) that 
specifically identifies the version that meets the requirements of the ST.  Upon investigation, 
the evaluator found that TOE is identified as follows: 

Attribute Description 

TOE Title Cellcrypt Android Mobile Client 

TOE Version 

(Android) 

4.40 

TOE Developer Cellcrypt 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.3.1.2 ALC_CMC.1 TSS 2       

Objective If the vendor maintains a web site advertising the TOE, the evaluator shall examine the 
information on the web site to ensure that the information in the ST is sufficient to 
distinguish the product. 
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Evaluator 
Findings 

The evaluator examined the vendor web site to ensure that the information in the ST is 
sufficient to distinguish the product.  Upon investigation, the evaluator found that the 
information on the TOE can be found at vendor’s website 

https://www.cellcrypt.com/download-cellcrypt 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.3.1.3 ALC_CMC.1 Guidance 1     

Objective Further, the evaluator shall check the AGD guidance to ensure that the version number is 
consistent with that in the ST. 

Evaluator 
Findings 

The evaluator examined the section titled ‘Introduction’ in the AGD to verify that the version 
number is consistent with that in the ST.  Upon investigation, the evaluator found that the 
AGD states that the TOE is: 

Attribute Description 

TOE Version 4.40 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.3.2 ALC_CMS.1 

6.3.2.1 ALC_CMS.1 TSS 1 

Objective The "evaluation evidence required by the SARs" in this PP is limited to the information in 
the ST coupled with the guidance provided to administrators and users under the AGD 
requirements. By ensuring that the TOE is specifically identified and that this identification is 
consistent in the ST and in the AGD guidance (as done in the evaluation activity for 
ALC_CMC.1), the evaluator implicitly confirms the information required by this component. 
Life-cycle support is targeted aspects of the developer’s life-cycle and instructions to 
providers of applications for the developer’s devices, rather than an in-depth examination of 
the TSF manufacturer’s development and configuration management process. This is not 
meant to diminish the critical role that a developer’s practices play in contributing to the 
overall trustworthiness of a product; rather, it’s a reflection on the information to be made 
available for evaluation. 

Evaluator 
Findings 

The evaluator verified that the TOE is specifically identified and that this identification is 
consistent in the ST and in the AGD guidance (as done in the evaluation activity for 
ALC_CMC.1). 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.3.2.2 ALC_CMS.1 Guidance 1 

Objective The evaluator shall ensure that the developer has identified (in guidance documentation for 
application developers concerning the targeted platform) one or more development 
environments appropriate for use in developing applications for the developer’s platform. For 
each of these development environments, the developer shall provide information on how to 

https://www.cellcrypt.com/download-cellcrypt
https://www.niap-ccevs.org/MMO/PP/-429-/#abbr_ST
https://www.niap-ccevs.org/MMO/PP/-429-/#abbr_TOE
https://www.niap-ccevs.org/MMO/PP/-429-/#abbr_ST
https://www.niap-ccevs.org/MMO/PP/-429-/#abbr_TSF
https://www.niap-ccevs.org/MMO/PP/-429-/#abbr_TOE
https://www.niap-ccevs.org/MMO/PP/-429-/#abbr_ST
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configure the environment to ensure that buffer overflow protection mechanisms in the 
environment(s) are invoked (e.g., compiler flags). The evaluator shall ensure that this 
documentation also includes an indication of whether such protections are on by default, or 
have to be specifically enabled.  

The evaluator shall ensure that the TSF is uniquely identified (with respect to other products 
from the TSF vendor), and that documentation provided by the developer in association with 
the requirements in the ST is associated with the TSF using this unique identification. 

Evaluator 
Findings 

As stated in other assurance activities, the TOE has been uniquely identified and all 
identifying information is consistent. The section ‘TOE SUMMARY SPECIFICATION’ 
FPT_AEX_EXT.1 entry listed in Table 9 of the ST identifies how (stack-based) buffer overflow 
protection is enabled.  

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.3.3 ALC_TSU.1 

6.3.3.1 ALC_TSU.1 TSS 1       

Objective The evaluator shall verify that the TSS contains a description of the timely security update 
process used by the developer to create and deploy security updates. The evaluator shall 
verify that this description addresses the entire application. The evaluator shall also verify 
that, in addition to the TOE developer’s process, any third-party processes are also addressed 
in the description. The evaluator shall also verify that each mechanism for deployment of 
security updates is described. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS contains a description of the timely security update process that 
addresses the entire application (including third-party processes).  Upon investigation, the 
evaluator found that the TSS states that: 

The time between disclosure of a vulnerability and availability of a security update varies 
from two weeks to 90 days. 

The evaluator also examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the 
Security Target to verify that each mechanism for deployment of security updates is 
described.  Upon investigation, the evaluator found that the TSS states that: 

Cellcrypt gets weekly OS updates/vulnerability notifications via OS subscriptions and our 
customers are notified of the same via their own subscriptions. Support contracts can also 
be arranged allowing Cellcrypt to notify customers directly via email. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.3.3.2 ALC_TSU.1 TSS 2       

Objective The evaluator shall verify that, for each deployment mechanism described for the update 
process, the TSS lists a time between public disclosure of a vulnerability and public availability 
of the security update to the TOE patching this vulnerability, to include any third-party or 
carrier delays in deployment. The evaluator shall verify that this time is expressed in a 
number or range of days. 
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Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that, for each deployment mechanism described for the update process, the 
TSS lists a time between public disclosure of a vulnerability and public availability of the 
security update to the TOE patching this vulnerability.  Upon investigation, the evaluator 
found that the TSS states that: 

The time between disclosure of a vulnerability and availability of a security update varies 
from two weeks to 90 days. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.3.3.3 ALC_TSU.1 TSS 3       

Objective The evaluator shall verify that this description includes the publicly available mechanisms 
(including either an email address or website) for reporting security issues related to the TOE. 
The evaluator shall verify that the description of this mechanism includes a method for 
protecting the report either using a public key for encrypting email or a trusted channel for a 
website. 

Evaluator 
Findings 

The evaluator examined the section titled ‘TOE SUMMARY SPECIFICATION’ in the Security 
Target to verify that the TSS includes the publicly available mechanisms for reporting security 
issues related to the TOE, including a method for protecting the report.  Upon investigation, 
the evaluator found that the TSS states that: 

The developer’s process for providing timely security updates involves accepting reports 
about potential vulnerabilities on their webpage at https://www.csghq.com/about. The use 
of https protects the reports from unauthorized disclosure. Upon receipt of a report, the 
developer identifies remedial action. Once the remedial action has been implemented, the 
TOE undergoes normal production testing before being released. There are no partial 
updates, any update shall include the entire TOE. 

Each customer identified security officer is notified via email when a security update is 
available. The updates are distributed in Android Package (APK) format (.apk). TOE APK files 
are digitally signed with the Cellcrypt private key. The signature is verified by the Android 
installation routine. 

The time between disclosure of a vulnerability and availability of a security update varies 
from two weeks to 90 days. Cellcrypt gets weekly OS updates/vulnerability notifications via 
OS subscriptions and our customers are notified of the same via their own subscriptions. 
Support contracts can also be arranged allowing Cellcrypt to notify customers directly via 
email. Third-party libraries are treated in the same way and unlicenced open-source third-
party library vulnerabilities are monitored via MITRE CVE and NIST NCD feeds. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

 

https://www.csghq.com/about
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6.4 AVA_VAN.1 Vulnerability Survey 

6.4.1 AVA_VAN.1 

6.4.1.1 AVA_VAN.1 Activity 1  [Labgram #116] [TD0554] 

Objective The evaluator shall document their analysis and testing of potential vulnerabilities with 
respect to this requirement.  The evaluator documents the sources consulted and the 
vulnerabilities found in the report. 

The evaluator shall generate a report to document their findings with respect to 
this requirement. This report could physically be part of the overall test report mentioned 
in ATE_IND, or a separate document. The evaluator performs a search of public information 
to find vulnerabilities that have been found in similar applications with a particular focus on 
network protocols the application uses and document formats it parses.  

The evaluator documents the sources consulted and the vulnerabilities found in the report. 

For each vulnerability found, the evaluator either provides a rationale with respect to its non-
applicability, or the evaluator formulates a test (using the guidelines provided in ATE_IND) to 
confirm the vulnerability, if suitable. Suitability is determined by assessing the attack vector 
needed to take advantage of the vulnerability. If exploiting the vulnerability requires expert 
skills and an electron microscope, for instance, then a test would not be suitable and an 
appropriate justification would be formulated. 

Evaluator 
Findings 

The evaluator documented their analysis and testing of potential vulnerabilities with respect 
to this requirement. 

 Public searches were performed against all keywords found within the Security Target and 
AGD that may be applicable to specific TOE components. This included protocols, TOE 
software version, and TOE hardware to ensure sufficient coverage under AVA. The evaluator 
searched the Internet for potential vulnerabilities in the TOE using the web sites listed below.  
The sources of the publicly available information are provided below. 

• https://nvd.nist.gov/vuln/search  

• http://cve.mitre.org/cve 

• https://www.cvedetails.com/vulnerability-search.php 

• https://www.kb.cert.org/vuls/search/ 

• https://securiteam.com/ 

• http://nessus.org/plugins/index.php?view=search 

• http://www.zerodayinitiative.com/advisories 

• https://www.exploit-db.com 

• https://www.rapid7.com/db/vulnerabilities 
https://www.mcafee.com/ 

The evaluator performed the public domain vulnerability searches using the following key 
words.  The search was performed on September 13, 2022.  

• Cellcrypt Federal 

• Cellcrypt Android Mobile Client  

• STUN  

• Vocoder 

• Voice communication  

• Text messaging 

https://nvd.nist.gov/vuln/search
http://cve.mitre.org/cve
https://www.cvedetails.com/vulnerability-search.php
https://www.kb.cert.org/vuls/search/
https://securiteam.com/
http://nessus.org/plugins/index.php?view=search
http://www.zerodayinitiative.com/advisories
https://www.exploit-db.com/
https://www.rapid7.com/db/vulnerabilities
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• SRTP  

• TLS 

• Vault 

• TCP 

• UDP 

• TLS 1.2 

• HTTPS 

• Openssl 

• VVoIP 

• Enterprise Communications Service 

• Enterprise Management Portal  

• ESC 

• EMP 

• API 

• Authentication Server API 

• SIP Server 

• SDP 

• Message Attachment Server 

• Authentication Server 

• SIP 

• SDES 

• Android keystore 

• SQLCipher 

• CCoreV4 

• PJSIP 

• OpenH264 

• Mp3lame 

• Libq 

• Rxcpp 

• Opus 

• libc++ 

• libvphone 
 

The evaluator selected the search key words based upon the following criteria.  

• The Vendor name was searched, 

• The product name was searched, 

• Key platform features the product leverages were searched 
 

Based upon the analysis, any issues found were patched in the TOE version and prior versions, 
mitigating the risk factor. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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7 Conclusion 
The testing shows that all test cases required for conformance have passed testing. 
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