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Chapter

1

Welcome
This document describes setting up the Hypori Client within the Hypori Virtual Mobile Infrastructure.

The Client is the mobile app that connects users to their virtual mobile devices on the Hypori server.
The following links provide answers to common questions about the Client:
•
•
•
•
•
•
•

Setting up an Account on page 9
Use My Enrollment Email on page 38
Choosing an Account on page 43
Connecting with a Shared Device on page 47
Deleting an Account on page 49
Configuring Account Settings on page 50
Troubleshooting on page 56
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Chapter

2

Hypori Client App
The Hypori Client is an app that installs on your mobile phone or tablet. The app uses secure communication
protocols to connect you to your Virtual Device on the Hypori server.

You can install the app through the Windows Store or through your organization's private mobile app distribution
service. After installation, you must set up an account to connect to the server.

Device Requirements
The Hypori Client is supported on devices that run the following operating systems:
Android Devices
•

Android 5.1 (Lollipop) or later

iOS Devices
•

iOS 11.x or later (except iOS 13.1, which has a known Apple incompatibility)

Windows Devices
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•

Windows 10 (64 bit)
•

Minimum version 1803 (build 17134)

Setting up an Account
Before you begin, make sure you received an enrollment email from your Hypori administrator that contains the
Complete Enrollment link. This link opens the enrollment web page, which contains the QR code and the one-time
password that you use to set up your account.

Note: If you can receive the enrollment email on the mobile device that is running the Client, see Use My
Enrollment Email on page 38 to complete your account setup.
To add an account:
1. Tap the Client icon.
When you launch the Client on your mobile device for the first time, you are prompted to set up an account. Your
Hypori administrator will tell you which setup method to use to create your account.
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2. Tap the setup option recommended by your Hypori administrator. The most common setup options are Use My
QR Code on page 10 and Use My One-Time Password on page 16.

3. Follow the on-screen instructions to set up your account.
4. If you need to set up additional accounts, on the "Accounts" screen, tap the + icon in the upper right corner to
show the setup options.

Use My QR Code
To use the QR code setup option, you must have a camera on your mobile device. Open the enrollment email on your
computer. After you access the enrollment web page, you can scan the QR code with your mobile device from the
computer screen or from a printed copy of the code.
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1. Locate the email titled "Hypori account is ready" and click Complete Enrollment.
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2. Login using the email address and the password associated with your Hypori account.

•

If you have not previously set the password, you will be prompted to set a password at this time.

•

After you have successfully logged in, a QR code will appear on the computer screen.
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3. Using the Hypori App on your phone, tap the +, in the upper right corner, to add a new account.
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4. Select Use my QR Code.

•

The application will enable your camera.
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5. Using your phone, scan the QR code on your computer's browser, the Hypori app will then attempt to connect.

•

If the connection is successful, you will be prompted to enter a password.
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6. Enter the password and click Connect.

•
•

This will be the same password you used to log in to the User Management page.
You will now be connected to the Virtual Device.

Use My One-Time Password
If your mobile device does not have a camera, you can use the one-time password setup option to create an account.
Open the enrollment email on your computer. After you access the enrollment web page, you can use the one-time
password and the server connection parameters to complete your account setup.
The enrollment web page includes the following setup request values:
•
•
•

Username: The name used to start the setup process. This field is visible if your Hypori administrator requires a
password for adding an account.
One-Time Password: The temporary password required to verify your setup request.
Server: The setup server address.
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•

Port: The setup server port number.

Use your One-Time Password to Set Up your Account:
1. On your computer, click the Complete Enrollment link to open the enrollment web page.

2. If prompted, create a password for your account and click Apply.

3. On your mobile device, launch the Client.
4. On the "Add Account" screen, tap Use My One-Time Password.
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5. If required, in the Username field, type the name shown on the enrollment web page.

6. In the One-Time Password field, type the temporary password shown on the enrollment web page.
7. In the Server field, type the server address shown on the enrollment web page.
8. In the Port field, type the port number shown on the enrollment web page.
9. Tap Next.
10. In the Account Name field, type a name for your account.
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11. If your account requires a password, in the Password field, type the password you created for your account in
Step 2 above or the password given to you by your Hypori administrator.

12. Tap Connect.
The Client saves the account and initiates the connection to your Virtual Device.

Use My Hypori Account
To use this account setup method, make sure you received the connection values and a valid client certificate file from
your Hypori administrator.
Stop: If your Hypori administrator gives you a URL to acquire a certificate, see Acquiring a Certificate on page
20 for information about how to get the certificate onto your mobile device. You must acquire the certificate and
install it on your device before you set up your account.
Connection Requirements:
•
•
•
•
•

Account Name: A name for your account.
Password: The password for the Hypori account used to connect to your Virtual Device. This value is required
only if the server requires a password to connect.
Server: The Hypori server address.
Port: The Hypori server port number.
Certificate: The authentication certificate file associated with your Hypori account.

Add your Account:
1. On your mobile device, launch the Client.
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2. On the "Add Account" screen, tap Use My Hypori Account.
3. In the Account Name field, type a name for your account.
4. In the Password field, type the password given to you by your Hypori administrator.
5. In the Server field, type the Hypori server address.
6. In the Port field, type the Hypori server port number.
7. Under Certificate, tap Choose.

8. Select your client certificate.
9. On the "Add Account" screen, tap Connect.
The Client saves the account and initiates the connection. If successful, you are connected to your Virtual Device.
Related tasks
Acquiring a Certificate on page 20
Acquiring a Certificate
If your Hypori account is already set up, you still need to acquire a certificate and install it on your mobile device to
satisfy the Hypori system's two-factor authentication requirement.
To acquire a certificate for your Hypori account:
1. On your computer, click the link sent to you by your Hypori administrator.
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2. On the login page, type the User ID and Password given to you by your Hypori administrator, then click Log In.

3. At the bottom of the web page, click Advanced and then click Download PKCS12 File.
Download the file to your Downloads folder.
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4. To install the certificate on Windows devices:
a) Click the green Download PKCS12 file link.
b) At the prompt, asking you what to do with the file, click Open.
The Certificate Import Wizard will open.
c) Select the bullet next to Current User, then click Next.

d) Click Next.
e) If prompted, enter your account password, then click Next.
Note: Leave the checkboxes under Import options on their default setting.
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f) Verify "Automatically select the certificate store based on the type of certificate" is selected, then click Next.

g) Click Finish.
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Use my YubiKey
YubiKey is an optional method to accomplish 2 Factor Authentication (2FA), which is a requirement with some
branches of the government and military as well as some corporations.
Note: For YubiKey to function with Hypori, you must have Hypori Server version 4.7.1 or higher installed.
The setup for YubiKey has 3 stages:
•

YubiKey Setup Preparation
•

•

This stage will walk you through downloading your PKCS12 file, which you will need to complete the
Manager Setup.
YubiKey Manager Setup

•

• This stage will walk you through setting up and configuring your YubiKey within the YubiKey Manager.
Hypori Client Setup
•

This stage will walk you through configuring your YubiKey on your Hypori Client.

YubiKey Setup Preparation
Note: You will need Hypori Server Release 4.7.1 or higher to enable YubiKey support.
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1. Login to your Hypori authorization server:
https://<authentication server>:9443

2. After logging in to the Hypori authorization server, click Advanced.
3. The Download PKCS12 file box will appear.
4. Click Download PKCS12 file.

5. Click the ^ next to Save, then click Save As.
6. Select a location easy to find. (e.g. the Desktop)
7. Click Save.
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8. Download and run the YubiKey Manager install application:
https://www.yubico.com/products/services-software/download/yubikey-manager/
Note: You will need to have Admin Rights to install the YubiKey Manager application.
9. Follow the prompts to finish installing the Manager application.
10. Continue to the YubiKey Manager Setup.
YubiKey Manager Setup
Note: You will need to complete the YubiKey Setup Preparation before performing the YubiKey Manager
Setup.
1. Launch the YubiKey Manager application.

2. Insert the YubiKey into the appropriate port in your PC.
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3. When your YubiKey is recognized, click Interfaces, then uncheck everything, except PIV, then click Save
Interfaces.

| Hypori Client App | 28

4. Click Applications, then select PIV.

You will see three choices: PIN Management, Certificates and Reset
Note: (Optional Step) If you wish to set your own PIN, click Configure PINs to change the PIN. You
will need to enter the current PIN, which by default is set to 123456, then enter a new PIN, then re-enter
the new PIN again before clicking Change PIN.

| Hypori Client App | 29

5. Click Configure Certificates.

6. Click on Digital Signature, then click the Import button.
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7. At the prompt, enter the Hypori password used to download the p12 file in the previous stage, then click OK.

8. When prompted to enter the management key, check the box next to Use default
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9. Click OK.

10. Click Back.

You have now finished the YubiKey setup. Now you can use the YubiKey to setup the Hypori Client.
11. Continue to Hypori Client Setup.
YubiKey Setup for the Hypori Client
Note: When setting up a Hypori Client with a YubiKey, you must set it up from the Client application.
1. Launch the Hypori Client app from your mobile device.
2. Tap on the + to open the Add Account screen.
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3. Tap Use My YubiKey or RSA Token.
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4. Fill in the email and server entries with the appropriate information, then tap Connect. You may also name this
account if you wish to do so.
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5. You will be prompted to select your signing certificate. Click Choose.
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6. Select the certificate for your YubiKey account and then click Import a Certificate.
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7. You will be prompted to plug in your YubiKey if it is not already inserted.
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8. Once the YubiKey is inserted, click Connect.
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9. You will be prompted to enter your PIN. Enter the PIN and then click OK.

You will now be logged into your Hypori Virtual Device.

Use My Enrollment Email
1. Use the Microsoft Store to download the Hypori app.
2. Locate the email titled "Hypori account is ready" and click Complete Enrollment.
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3. Login using the email address and the password associated with your Hypori demo account.

•

If you have not previously set the password, you will be prompted to set a password at this time.

•

After you have successfully logged in, a QR code will appear on the computer screen.
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4. Using the Hypori app on your phone, tap the +, in the upper right corner, to add a new account.
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5. Select Use my QR Code.

•

The application will enable your camera.
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6. Using your phone, scan the QR code on your computer's browser, the Hypori app will then attempt to connect.

•

If the connection is successful, you will be prompted to enter a password.
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7. Enter the password and click Connect.

•
•

This will be the same password you used to log in to the User Management page.
You will now be connected to the Virtual Device.

Choosing an Account
The Client supports multiple accounts. To choose an account:
1. Launch the Client.
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2. On the Accounts screen, tap the name of the account you wish to login to.

Selecting the account will start the connection to your Virtual Device.

Authentication
To authenticate, enter the account password. Some organizations may allow their users to utilize YubiKey as an
alternative method of authentication .
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Note: When one of the alternative forms of authentication option is enabled, the Remember Password option
is disabled.

YubiKey Authentication
YubiKey is an optional method to accomplish 2 Factor Authentication (2FA), which is a requirement with some
branches of the government and military as well as some corporations.
1. Launch the Hypori Client app from your mobile device.
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2. Select your account.

You will be prompted to plug in your YubiKey.
Note: The prompt will be skipped if the YubiKey has already been inserted.
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3. Enter your PIN and then tap OK.

You will now be logged into your Hypori Client.
Note: Every time the YubiKey is removed, then reinserted, the Hypori Client will forget all previous
permission grants. You will see the permission request come up again the next time the client tries to use
the YubiKey.

Connecting with a Shared Device
The Hypori system supports shared devices, which are physical devices, often shared among several members of a
team, that are configured by the administrator and can be used to access your Virtual Device. If your organization
provides a pool of shared mobile devices for your team, you can use any shared device to connect to your Virtual
Device. You do not need to set up an account on any of the shared devices.
Note: When using a shared device, you connect to your Virtual Device using the user name and password
that you use to log on to your organization's network.
To connect to your Virtual Device using a shared mobile device:
1. Launch the Client.
2. If prompted, tap the account name.
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3. On the Login screen, in the Username field, type the user name for your shared device account.

4. In the Password field, type your password for your shared device account.
5. Tap Connect.

Basic Android Navigation
The buttons needed to perform basic Android navigation reside in the navigation bar.
The navigation buttons are:
•

Back Button
•
•

•

Home Button
•
•

•

This button is used to go back to the previous app/screen the user was working with.

This button is used to return to the home screen from whichever app that is in use at the moment.

Recent App Button
•
•

This button is used to flip through the open apps, even if they are running in the background, which allows the
user to selectively close apps as needed.
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Deleting an Account
To delete an account on Windows devices:
1. Launch the Client.
2. On the Accounts screen, tap the Settings icon for the account that you want to delete.
3. On the Settings screen, tap the menu icon at the upper right.
4. Tap Delete.
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5. In the Confirm Deletion box, tap Delete.

Note: Deleting an account does not delete the Virtual Device on the server. If you delete an account
accidentally, you can set up the account again to access your Virtual Device.

Configuring Account Settings
The Client includes configurable settings that change the way the Client interacts with the Virtual Device.
Configuration values are set separately for each account.
Note: Client settings can be modified only when disconnected from the Virtual Device.
To access the Client settings:
1. Launch the Client.
Note: If you have only one account, that account connects automatically to your Virtual Device when
the app is launched. To access the Client settings, cancel the connection process before you connect to the
Virtual Device.
2. On the Accounts screen, tap the settings icon next to an account name.

Tap any of the Client settings to change the values for the selected account.
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Note: By default, most Client account settings allow users to set the value. However, your Hypori
administrator can lock these settings so that you cannot change the values. Locked settings are hidden from
view.
Related information
Connection Settings on page 51
Notifications Settings on page 51

Notifications Settings
You can configure the following notification settings for the selected account.
Setting

Description

Enable Notifications

Turns on (or off) the notification service.

Connection Settings
You can configure the following connection settings for the selected account.
Setting

Description

Server

The hostname or IP address of the Hypori server.

Port

The port number of the Hypori server.

Certificate

The certificate used to authenticate the account with the Hypori server.
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Setting

Description

Remember Password

Saves the account password from the most recent login.

Disconnect Policy

The timeout period for disconnecting from the Virtual Device after the Home
button is pressed or the mobile device is turned off. Options include:
•
•
•

Disconnect Immediately
Disconnect After One Minute
Stay Connected

Enabling the Hypori Client to Access your Camera
Note: These instructions are only going to work if you denied the Hypori Client access to your camera when
initially prompted to approve access. If your camera was disabled by your administrator, this will not override
the administrative settings.
For Windows
1.
2.
3.
4.
5.

Click the Windows Start Button.
Click Settings.
Click Apps.
Scroll down to and then click Hypori-Client.
Click Advanced options.
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6. Scroll down to locate the Camera setting.

7. Click the toggle switch and turn it blue to enable it.

8. Click the X in the upper right corner of the window to close it.

Reversing the Mouse Scroll Wheel Direction
The Flip Mouse Scroll Wheel Direction setting allows you to reverse the direction the screen will scroll when the
mouse wheel is used. The default setting is 'No, which means when you scroll the mouse wheel down, the screen
scrolls down. Changing the setting to 'Yes, allows the screen to scroll upwards when the mouse's scroll wheel is
scrolled down and vice-versa.
To reverse the mouse scroll wheel's direction, perform these steps:
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1. Launch the Hypori Client.
Note: If your Client tries to connect to your Virtual Device, you will need to click Cancel to get to the
Account screen.
2. On the Accounts screen, tap the Settings icon next to your account name.

3. On the Settings screen, scroll down to locate the toggle switch next to the Flip Mouse Scroll Wheel Direction
entry.

4. Flip the toggle switch to Yes. You may now exit the Settings screen.

Client Requires Software Update
If the Client requires a software update, you will need to download the latest version from the Microsoft Store.
There are 2 methods to updating the client from the Microsoft Store.
Update Method 1
1. Tap the Windows Flag (Start) icon.
2. Select the Microsoft Store.
3.
Tap the Update Icon
in the upper-right corner.
The "Downloads and updates" window will open.
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4. You can either select Update all to update all apps that have available updates or click the update icon to the right
of the Hypori Client.

Update Method 2
1. Tap the Windows Flag (Start) icon.
2. Select the Microsoft Store.
3. Browse to or Search for "Hypori-Client".
4.
Click the 3 dot overflow menu
beside the "Launch" button.
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5. Tap Update.

After the update is complete, you can launch the client.

Troubleshooting
The Client has some troubleshooting options available. The following sections outline the most common issues and
troubleshooting steps to resolve those issues.
Related tasks
Account Name Issues on page 56
Password Authentication Issues
Troubleshooting Failed Connections on page 57
One Time Password has Expired
Troubleshooting Account Failure on page 57
Troubleshooting Password Failure on page 58
YubiKey Troubleshooting

Account Name Issues
Your Hypori account name does not have specific formatting requirements.
In the event you are having issues with your account name, ensure:
•
•

Your user name is not a duplicate name to another user's name on the same device. If it is, change your user name.
Your user name field is not blank. If it is, fill in your user name.

Password Authentication Issues
If you are locked out of your account or are having any other password authentication issues, contact your Hypori
Administrator.
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Troubleshooting Failed Connections
If the Client is unable to establish a connection, then you will be unable to connect to the Virtual Device.
The following steps should be taken to resolve connection issues:
•
•
•
•

Verify the Wi-Fi is enabled and connected to a network.
Verify the cellular network, if applicable, is enabled and connected to a network.
Enable Airplane Mode for 30 seconds, then toggle it off and try connecting again.
Check with your Hypori Administrator to verify your Hypori network is not offline.

Troubleshooting Keyboard Issues
Keyboard issues can include situations like an incorrect keyboard being displayed or buttons missing from the
designated keyboard.
The following steps should be taken to resolve keyboard issues:
•
•
•
•

From the Hypori Accounts screen, click on the gear to the right of your account and disable the "Use Local
Keyboard" option before you enter the account.
Inside the Virtual Device, click Settings, go to System, then click Languages & input, where you can manage
which keyboard you are using within the Virtual Device.
If you are using an external keyboard that is wired to a device (e.g. dock-able keyboard on a Surface tablet) reseat
any physical connections between the device and the keyboard and/or the device and the tablet.
If you are using a Bluetooth keyboard:
•
•
•
•

Verify the Bluetooth keyboard is not in a sleep mode.
Check the batteries in the keyboard.
Renew the lease for the keyboard pairing with the tablet. (some keyboards have a button for this)
Delete the pairing on the tablet and re-establish a new pairing with the keyboard.

One Time Password has Expired
One-Time Passwords (OTP) are passwords that allow you during initial setup to log into your Hypori Client. OTP's
are only usable for a limited time after being issued.
If the password that you have has expired and is no longer valid, follow these steps:
1. If you can self-provision, open the enrollment email on your computer. Otherwise contact your Hypori
administrator.
2. Use your login to access the enrollment web page and receive a new OTP.
3. Follow the directions listed in Use My One-Time Password on page 16 to complete your account setup.

Troubleshooting Account Failure
In the event adding an account has failed, possible causes and solutions include:
•

The QR Code scan failed due to internal format error. Probably a bad, incompatible, or invalid QR Code.
•

•

If you can provision yourself a new QR Code, try again after getting a new code. See Acquiring a Certificate
for instructions.
• If you are not able to get a new QR Code yourself, contact your Hypori Administrator.
The QR Code scanner timed out.
•
•
•
•

You must complete the scan or cancel it within 5 minutes.
If the app is still showing the QR Code scanner, tap the Back button.
Tap Use My QR Code to restart the timer.
If you are still having problems scanning the code, clean the camera lens with a soft, clean cloth.
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•

The QR Code scan failed because you do not have a working camera.
•
•

•

If your camera was disabled by your administrator, contact your Hypori Administrator.
If your mobile device does not have a camera, you will not be able to use the QR Code. You can either Use My
One-Time Password on page 16 or contact your Hypori Administrator.
• If you disabled your camera in the Hypori app or it is not responding, you can try enabling it. If enabling your
camera does not work, contact your Hypori Administrator.
You have experienced a storage failure.
•

•

If your storage is full, you may encounter a storage failure. Options for freeing up storage space include:
Removing apps you don't use, deleting videos/photos you do not need and clearing your caches. Android users
may also be able to add additional storage to their device. If you need assistance in completing these tasks,
contact your Hypori Administrator.
Your client is out of date.

•

• Update your client. See Client Requires Software Update on page 54.
The Credential provisioning server returned a malformed response to the client.
•

Contact your Hypori Administrator.

Troubleshooting Password Failure
If you receive an error indicating the account is "unauthorized", it means:
•
•

You did not provide the username/password within the time required.
The username/password that was entered was incorrect. (this includes scanning a QR Code or entering the
information via a deep link from a provisioning web page/email)

To resolve this issue, verify your correct username/password is correct and that they are entered correctly.
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Appendix

A

Product Support
For product support, contact us at:
•
•
•
•

Webform: https://hypori.com/support/
Email: support@hypori.com
Phone: (703) 766-7999
Hours: 8am - 5pm (CST) Monday - Friday
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