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Note: In 2018 Vencore Labs became Perspecta Labs, subsequent to a corporate merger and 

rebranding.  

 

Note: In May 2021, Perspecta Labs became Peraton Labs, subsequent to the merger of Peraton 

and Perspecta.  Full updating of the SecureIO product and documentation will occur in a later 

release to remove references to Perspecta Labs.  
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1 Introduction 

1.1 Document Purpose and Scope 

This document describes the installation and use of the Perspecta Labs SecureIO application 

software version 2.0.4 for Android.  The following instructions apply without change across 

software and hardware versions with one exception, namely the installation of certificates 

described in Appendix A.  The look and feel of this process varies slightly across Android 

hardware and software versions.  We have provided several examples that should serve as a 

guide. 

1.2 System Overview 

The SecureIO application provides a secure communication channel for Android applications 

to send and receive network traffic.  The traffic will be protected in transit using TLS from the 

Android device to a TLS server. This document describes the setup and usage of the app.  

 

The functionality of the SecureIO service is limited to (i) establishing and shutting down a 

TLS connection to the SecureIO Transport Layer Gateway (TLG); (ii) sending and receiving 

messages to and from the TLG on behalf of Android apps via the TLS connection. 

 
Figure 1: SecureIO Overview 
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1.3 Evaluated Platforms 

The SecureIO application has been tested and Common Criteria evaluated on the following 

additionally evaluated Android platforms. 

 Samsung Galaxy Devices with Android 8.0  

 Samsung Galaxy Devices with Android 9  

 Samsung Galaxy Devices with Android 10  
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2 Installation 

2.1 Permissions 

SecureIO requires the following permissions during installation:  

 

 Use credentials: SecureIO uses certificates installed on the device to establish a TLS 

connection to the Transport Layer Gateway. SecureIO needs to be able to read 

certificates from the Keystore. 

 Internet: SecureIO diverts traffic into a secure TLS tunnel, and needs Internet access 

to do so. 

2.2 Installation Options 

SecureIO is a non-privileged Android application and distributed as an .APK file. It can be 

installed on the Android device using traditional methods including: 

 From any traditional “Play Store” (or equivalent) that is accessible by the 

corresponding application on the device 

 From an internal web page via a browser on the device, if “Unknown Sources” are 

allowed for application download (in Security settings) 

 From Android Debug Bridge (adb) using “adb install” method 

 From any Mobile Device Management that has the application setup and a policy 

mandating the application be installed on the device 

After installation, the icon shown in Figure 2 will appear in the Android apps along with other 

existing applications. The name of the application is “Secure IO”. 

                
Figure 2: Secure IO icon 
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3 Configuration 

3.1 Security 

The SecureIO application authenticates itself to the server using an X.509v3 certificate and a 

private key.  These may already have been loaded by a System Administrator, or the end-user 

might be required to create and load them.  The Settings App on Android EUDs is typically 

used to load up key-material.  Appendix A should serve as a guide to this process. 

Once the certificate is in place, SecureIO app has to be setup to use it.  Start the SecureIO app 

and use the vertical-dots in the top right corner to activate the overflow menu (Figure 3) and 

select “Use Credentials” (Figure 4.) 

 
Figure 3 Activating the Overflow Menu 

 
Figure 4 Authorize Credentials 

At this point the user should be given the opportunity to “select” (i.e. to trust) a previously 

installed certificate (Figure 5).  Choose a certificate using one of the radio buttons (only one is 

shown here) and select “SELECT”. 
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Figure 5 Choosing a Certificate 

Certificates are essentially Public Keys signed to guarantee that they are genuine and secure.  

The certificate in use for SecureIO might be signed directly by a Root CA (Root Certificate 

Authority), or by a Sub-CA (Subordinate Certificate Authority).  If the signer is an existing 

trusted entity, then no more installations are necessary.  If the signer is not already trusted, 

(this happens frequently in government applications) its certificate must be added to the list of 

list of trusted entities. Suggestions on how to install this sort of certificate (for the CA), if one 

has not already been installed, are given in Appendix A. 

3.2 Profile Configuration 

SecureIO maintains a list of server profiles.  The System Administrator may have provided a 

one or more specific profiles depending on the device configuration.  Even if there is only one 

profile present, it is prudent to check that it has been selected as the default.  To access the 

profiles, touch the word “PROFILES” in the top right (Figure 6). 

 
Figure 6 Accessing Server Profiles 

This will bring up the profile selection screen (Figure 7).  To make an initial or new profile, 

select the “New” button. To edit an existing profile select the box corresponding to the profile 

to edit.  A check mark will appear in the box and the “New” button will change to “Edit”, as 

shown.  Select “Edit”. 
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Figure 7 Profile Selection Screen 

This will display the Profile Editing screen (Figure 8).  In this screen, the following items need 

to be setup to create a proper profile 

 Name: the name of the profile (this is only editable when making a new Profile, or 

copying an existing one) 

 Hostname: see below for checking of this value for CN/SAN checks during TLS 

negotiations 

 Remote: the IP address and port number of the remote TLS server 

 Alias: the alias of the user-certificate selected from the drop-down spinner. This will 

be the certificate that had already been authorized as described in Section 3.1 

 Websocket: a checkbox to indicate if the remote TLS Server is expecting websockets 

(typically, IIS TLS Proxy servers use this setting). If the Web Socket option is selected, 

then the payload will be placed in a web socket frame first before being sent over the 

TLS connection.  

 Cipher Suites: the cipher suite(s) for the TLS connection  
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Figure 8 Profile Editing Screen 

The default cipher suite is TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384. 

More suites can be selected by pressing the arrow to the right of the phrase “Cipher Suites” 

(Figure 9) and choosing from the dropdown menu.  These changes should only be made after 

consulting with the System Administrator. 

 
Figure 9 Reaching Cipher Suite Selection 

The current list of allowable cipher suites is shown below in Table 3.1. 

TLS_RSA_WITH_AES_128_CBC_SHA 

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 
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TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 

TLS_RSA_WITH_AES_128_CBC_SHA256 

TLS_RSA_WITH_AES_256_CBC_SHA256 

Table 3.1 Allowable Cipher Suites 

The server must present an X.509v3 certificate to SecureIO in order for a connection to 

succeed.  The “Hostname” field is used to match against the values of Common Name (CN) 

and/or Subject Alternative Name (SAN) specified in the server’s certificate.  The connection 

to the server will not be made unless there is a successful match. Note that if the certificate 

specifies SAN, the CN will be ignored by SecureIO in the matching. In addition, SecureIO 

supports only DNS names in the server certificate’s SAN extension if it is used. Please refer 

to RFCs 2459 and 6125 for a detailed explanation of CN and SAN and their usage. 

NOTE that the “Alias” field is the alias of the certificate to be presented to the server in 

establishing a connection. This alias was chosen when the certificate was installed. Instead of 

typing it in, it should be selected from the drop-down menu to the right of the Alias field.  

 
Figure 10 Reaching Cipher Suite Selection 

3.2.1 Saving 

Once done, touch the “Save” button (Figure 11).  If unsatisfied, touch “Cancel” to cancel the 

editing operation. 

 
Figure 11 Saving or Canceling 

3.2.2 Selecting Default Profile 

At the Profile Selection screen, long-press the profile to mark it as a default profile (Figure 

12.)  If a default profile is not chosen and there are multiple profiles, the user will be asked to 

choose a profile every time the TLS connection is attempted. 
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Figure 12 A Profile Marked as the Default 

SecureIO supports more than one server profile, and each profile can have different settings, 

including different Certificate Aliases it could use.  Often the best way to create a new profile 

is to start with an existing profile, copy it, and edit the new one.  (When a copy is made, the 

new profile can be provided with a different name).  In particular, this avoids the tedious 

business of setting up the cipher suites. 

Once the editing of profile(s) is complete, touch the word “MONITOR” to return to the main 

screen (Figure 13). 

 
Figure 13 Return to Main Screen 

3.3 Settings 

SecureIO supports both Online Certificate Status Protocol (OCSP) and CRL with distribution 

points. OCSP processing takes precedence over that of CRL distribution points. If a certificate 

specifies an OCSP Authority Information Access, it is used to check the revocation status of 

the certificate without further processing of the CRL distribution points, even if one is present. 

Only if no OCSP authority information access is included in the certificate will the CRL 

distribution points be used. In both cases, the location of the CRL must be specified using 

universal resource identifiers. In the CRL Distribution Point case, FTP and HTTPS are 

supported, in addition to HTTP, which is the only protocol supported by OCSP. 

The “Settings” option of the overflow menu (Figure 3, Figure 4) brings the user to the Settings 

screen. By default, SecureIO will perform checks on certificate revocation status and it 

specifies that missing CRLs would terminate the TLS connection (Figure 14 left). However, if 

Certificate Revocation Mode were turned off, missing CRLs for any reason would still allow 

TLS connections to proceed as if the server’s certificate has not been revoked (Figure 14 

center). A successfully located CRL will be processed according to the standard, regardless of 

whether Certificate Revocation Mode is ON or OFF. If the setting “Perform Certificate 

Revocation Check” is turned off, SecureIO will not check the revocation status of the server’s 

certificates (Figure 14 right). 
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Figure 14 Certificate Revocation Mode Settings 

 

In addition, the “Enforce SHA384” option is an additional test to ensure the SHA384 signature 

algorithm is used by the remote server, as well as used to sign the certificate on Android 8 and 

up.  When disabled, SHA256 may also be used if supported/sent by the TLS server/proxy.  In 

higher security installs it is recommended to leave this enabled, however if the enforcement is 

not required it may be disabled by unchecking the option. 

3.4 SecureIO Version Number and Updates 

3.4.1 Finding the Version Number 

The “About” option of the SecureIO overflow menu (Figure 3, Figure 4) will activate a popup 

showing the current version number and build date (Figure 15) of the SecureIO software. 

 
Figure 15 Version Information 
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3.4.2 Applying Updates 

The SecureIO application leverages the platform-provided Android Play Store to check for 

and install updates.  To check if an updated version of SecureIO is available, launch the Play 

Store from the device’s built-in application launcher. From the three-line menu in the upper-

left of the Play Store app, select “My apps & games.”  If an update to SecureIO is available, it 

will be shown and can be installed by selecting “Update” in the Play Store app.   

The Play Store app provided by the platform verifies the authenticity of the update by 

cryptographically verifying that the digital signature of the offered update matches the digital 

signature of the currently installed app.  In this way, the user can be assured that the Play Store 

will not update the SecureIO app unless the update is digitally signed by Perspecta Labs as 

publisher.  
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4 Operation 

4.1 Starting 

To connect, touch the “Connect” button (Figure 16). 

 

Figure 16 Connecting 

To find the name of the profile currently in use, touch the arrow to the right of “Connection 

ID” (Figure 17).  This will show the name of the profile currently in use (in this example, it is 

“nuc-direct”) along with the numeric ID of the specific active connection (in this example, it 

is 465).  
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Figure 17 Disconnecting 

4.2 Stopping 

To disconnect, touch “Disconnect” (Figure 17). 
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5 Main Display 

The main display is shown in Figure 18 at a time when a TLS connection existed. 

 
Figure 18 Main Display 

5.1 The Service Field 

The Service field displays the status, either STOPPED or BOUND, depending on whether the 

Secure Socket Service has bound to this service. 

5.2 The Connection Field 

The TLS socket connection status is show in the Connection field. It is usually either 

CONNECTED or DISCONNECTED. It can also be in the CONNECTING state when it is 

trying to connect to the TLS server. When the service is in the CONNECTED state, it also 

displays the connected server’s IP address and port as shown in Figure 18. The “Connect” and 

“Disconnect” buttons allows the user to manually connect to or disconnect from the server. 

5.3 Queue Status 

The second group of display items on the main screen shows the data transmission status. Data 

sent to the SecureIO service are appended to a queue and sent out via the TLS connection in 
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the order they are received. The SecureIO service keeps counts of total bytes sent to, and 

received from the TLS server, and updates the counts along with the update time. It also 

displays the current length of the transmission queue. Note that the queue will be in the 

SUSPENDED state when the connection state is DISCONNECTED. However, when the 

connection is CONNECTED, the queue state can be either TRANSMITTING or 

SUSPENDED. 

5.4 Error Messages 

When the TLS connection to the server cannot be established, the cause will be displayed at 

the bottom of the main display. For example, the left-hand side of Figure 19 shows the error 

when the hostname of the server, either SAN or CN (see Section 3.2), does not match the one 

specified in the connection profile. The right hand side of the same figure indicates that the 

server’s certificate has been revoked. Other connection failures include handshake failed, trust 

anchor for certification path not found, etc. 

 

   
Figure 19 Sample Error Messages 
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Appendix A. Installing Certificates 

This appendix offers some hints on how to install certificates on the Android End-User-Device 

(EUD).  Please be aware that the API for installing certificates differs from one Android release 

from another, and from one manufacturer to another.   

EUD Certificate 

EUD Certificates that have been properly installed appear in the phone’s setting for View 

Security Certificates. 
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Figure 20 View Security Certificate 

Clicking the certificate may display further details of the certificate, as shown in Figure 20. 

There can be multiple ways to install the certificate. First, before installation, the administrator 

may push the certificate file to the phone / sdcard (real or emulated) using either Windows 

Explorer or using Android Debug Bridge (adb) push commands. 

 
Figure 21 Install security certificate 

The user may directly select “Install from device storage” (Figure 21) under “Other Security 

Settings” to choose a file to install, which will lead to a further prompt for a password, and the 

Alias. 

Certificates of Trust 

The certificates of Trust (Root CAs) can also be installed via the “Install from device” storage 

menu.  Note some systems may require “*.pem” files to be renamed to “*.cer” first. 

As an alternative to using “Install from device storage” it may be easier to install CAs and 

Certificates using either a third party file manager, or Samsung’s “My Files” file manager and 

opening the p12/pem/cer with the “Certificate Installer” as shown in the following figure. 
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Figure 22 Install security certificate from File Manager. 

 

 


