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1 TOE Overview 
The TOE is the Apple Contacts application running on Apple macOS 11 Big Sur. Contacts allows a user to access 
and edit contacts from personal, business, and other accounts. 

Contacts is a first-party app, bundled with Apple macOS 11 Big Sur. Users can add contacts manually and/or 
contacts can be securely synchronized with an external server. 

Note: The TOE is the Contacts application only. 



 

 
 Page 8 

 

2 Assurance Activities Identification 
The Assurance Activities contained within this document include all those defined within the PP_APP_v1.3, 
based upon the core SFRs and those implemented based on selections within the PP. 
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3 Test Equivalency Justification 
The TOE is a Traditional Application as defined in Appendix E.6 of PP_APP_v1.3. This section provides a detailed 
equivalency analysis to determine the scope of testing. The approach for the equivalency analysis is based on 
the guidelines in Appendix E of PP_APP_v1.3. 

Table 1: Equivalency Summary 

PP_APP_v1.3 Appendix E Section/Requirement Rationale 

E.3 Specific Guidance for Determining Product Model 
Equivalence 

The TOE is only a single “model;” however, the TOE 
contains two distinct execution paths that are dependent 
on the processor architecture. 

The TOE must be tested on Apple silicon and Intel x86 
processors. 

E.4 Specific Guidance for Determining Product Version 
Equivalence 

The TOE is only a single version, so no equivalency claim is 
necessary. 

E.5.1 Platform Equivalence—Hardware/Virtual Hardware 
Platforms 

N/A: The TOE does not run on a virtual platform. 

E.5.2 Platform Equivalence—OS Platforms: Platform 
Architectures 

The TOE and macOS run on two processor 
architectures/instruction sets (arm64e and x86_64). The 
TOE does not utilize instruction set extension. The TOE 
runs on five x86_64 microarchitectures; however, the 
processor microcode ensures the x86_64 instruction set 
produces the same results on all microarchitectures. 

The TOE must be tested on Apple silicon and Intel x86 
processors to cover both processor architectures. 

E.5.2 Platform Equivalence—OS Platforms: Platform 
Vendors 

Apple is the only platform OS vendor, so no equivalency 
claim is necessary. 

E.5.2 Platform Equivalence—OS Platforms: Platform 
Versions 

A single version of Apple macOS is claimed, so no 
equivalency claim is necessary. 

E.5.2 Platform Equivalence—OS Platforms: Platform 
Interfaces 

A single version of Apple macOS is claimed, so there is no 
difference in APIs used to provide platform security 
functionality. No equivalency claim is necessary. 

E.5.3 Software-based Execution Environment Platform 
Equivalence 

N/A: The TOE does not run on a software-based execution 
environment. 

E.6 Level of Specificity for Tested Configurations and 
Claimed Equivalent Configurations 

The TOE is a Traditional Application that specifies the 
operating system, operating system version, platform 
architectures, and APIs used. 

The TOE must be tested on Apple silicon and Intel x86 
processors. 

 

Based on the above analysis, the only differences are the platform architecture. All other factors are considered 
equivalent. 

Table 2: Test Subset 

Device Processor (architecture) Equivalent To 

Mac mini Apple M1 (arm64e) All Apple M1 based platforms 

Mac mini (Late 2018) Intel Core i5-8500B (x86_64) All Intel based platforms 
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4 Test Bed Descriptions 
Testing was performed at Acumen Security, 2400 Research Blvd, Suite 395, Rockville, MD 20850. Olexandr 
Kholyavko performed testing from August 2021 through January 2022. 

 

 

Name OS Version Function Protocols Time Tools (version) 

TOE Contacts N/A 13.0 TOE HTTPS 

TLSv1.2 

Set with 
NTP and 
verified 

N/A 

TOE Platform 

Mac mini 

macOS 11 
Big Sur 

11.4 TOE Platform HTTPS 

TLSv1.2 

Set with 
NTP and 
verified 

Contacts (13.0) 
Keychain Access 
(11.0) 
vmmap (12.5.1) 
otool (12.5.1) 
dtruss (13.0) 
shassum (6.02) 
FileVault (14.0) 
Spotlight (14.0) 
macOS Recovery 
(14.0) 

Router IOS XE 15.2(5c)E Lab switch  Manually 
set and 
verified 

N/A 



 

 
 Page 11 

 

Name OS Version Function Protocols Time Tools (version) 

Tester User 
Computer  

Windows 10 10 Test 
Workstation 

 Set with 
NTP and 
verified 

XCA (2.3) 
XCA (1.4) 
Chrome 
(96.0.4664.110) 

Remote Test 
Server 

Linux Ubuntu 
18.04 

OCSP Server 

CardDAV Server 

TLSv1.2 

HTTPS 

Manually 
set and 
verified 

Apache 2 (2.4.29) 
OpenSSH (7.6) 
OpenSSL (1.1.1) 
Wireshark (3.0.6)) 
XCA (2.1.2) 
Baikal (0.8) 
Acumen-tlsc 
(10/12/2021) 
Acumen-tlsc (2.2e) 
X509-MOD(1.1) 
Nmap (7.60) 

ESXi ESXi 6.7.0 VM Hypervisor  Manually 
set and 
verified 

N/A 

Packet captures were performed on the Remote Test Server. 
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5 Detailed Test Cases (TSS and Guidance Activities) 

5.1 TSS and Guidance Activities (Cryptographic Support) 

5.1.1 FCS_CKM_EXT.1 

5.1.1.1 FCS_CKM_EXT.1 TSS 1 

Objective The evaluator shall inspect the application and its developer documentation to determine if 
the application needs asymmetric key generation services. If not, the evaluator shall verify 
the generate no asymmetric cryptographic keys selection is present in the ST.  

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) and did not identify any functionality 
that requires the TOE to generate asymmetric keys. The evaluator also examined the entire 
AGD and the general/non-CC Contacts user guide 
(https://support.apple.com/guide/contacts/add-contacts-from-icloud-google-and-more-
adrb7e5aaa2a/13.0/mac/11.0). Adding accounts and synchronizing contacts over HTTPS/TLS 
is the only function the evaluator identified that might require asymmetric key generation. 
The evaluator deterred that the TOE does not generate asymmetric keys for HTTPS/TLS, 
because the TSS explains that the TOE utilizes platform-provided HTTPS/TLS. 

The evaluator verified this is consistent with the SFR which selects “generate no asymmetric 
cryptographic keys.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.1.2 FCS_RBG_EXT.1 

5.1.2.1 FCS_RBG_EXT.1 TSS 1 

Objective If use no DRBG functionality is selected, the evaluator shall inspect the application and its 
developer documentation and verify that the application needs no random bit generation 
services. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) and did not identify any functions that 
need random bit generation services. The evaluator also examined the entire AGD and the 
general/non-CC Contacts user guide (https://support.apple.com/guide/contacts/add-
contacts-from-icloud-google-and-more-adrb7e5aaa2a/13.0/mac/11.0). Adding accounts and 
synchronizing contacts over HTTPS/TLS is the only function the evaluator identified that might 
require random bit generation. The evaluator deterred that the TOE does not perform 
random bit generation for HTTPS/TLS, because the TSS explains that the TOE utilizes platform-
provided HTTPS/TLS. 

The evaluator verified this is consistent with the SFR which selects “use no DRBG 
functionality.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.1.2.2 FCS_RBG_EXT.1 TSS 2 

Objective If implement DRBG functionality is selected, the evaluator shall ensure that additional 
FCS_RBG_EXT.2 elements are included in the ST. 

https://support.apple.com/guide/contacts/add-contacts-from-icloud-google-and-more-adrb7e5aaa2a/13.0/mac/11.0
https://support.apple.com/guide/contacts/add-contacts-from-icloud-google-and-more-adrb7e5aaa2a/13.0/mac/11.0
https://support.apple.com/guide/contacts/add-contacts-from-icloud-google-and-more-adrb7e5aaa2a/13.0/mac/11.0
https://support.apple.com/guide/contacts/add-contacts-from-icloud-google-and-more-adrb7e5aaa2a/13.0/mac/11.0
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Evaluator 
Findings 

The SFR does not select “implement DRBG functionality.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.1.2.3 FCS_RBG_EXT.1 TSS 3 

Objective If invoke platform-provided DRBG functionality is selected, the evaluator performs the 
following activities. The evaluator shall examine the TSS to confirm that it identifies all 
functions (as described by the SFRs included in the ST) that obtain random numbers from the 
platform RBG. The evaluator shall determine that for each of these functions, the TSS states 
which platform interface (API) is used to obtain the random numbers. The evaluator shall 
confirm that each of these interfaces corresponds to the acceptable interfaces listed for each 
platform below [in the PP]. 

Evaluator 
Findings 

The SFR does not select “invoke platform-provided DRBG functionality.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.1.3 FCS_STO_EXT.1 

5.1.3.1 FCS_STO_EXT.1 TSS 1 

Objective The evaluator shall check the TSS to ensure that it lists all persistent credentials (secret keys, 
PKI private keys, or passwords) needed to meet the requirements in the ST. For each of these 
items, the evaluator shall confirm that the TSS lists for what purpose it is used, and how it is 
stored. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to identify all persistent credentials 
needed to meet the requirements. The TSS identifies username/password or OAUTH tokens 
as credentials to authenticate to remote accounts. The TSS indicates the credentials are 
stored in the platform-provided keychain. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.2 TSS and Guidance Activities (User Data Protection) 

5.2.1 FDP_DAR_EXT.1 

5.2.1.1 FDP_DAR_EXT.1 TSS 1 

Objective The evaluator shall examine the TSS to ensure that it describes the sensitive data processed 
by the application. The evaluator shall then ensure that the [test] activities [in the PP] cover 
all of the sensitive data identified in the TSS. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it describes the sensitive 
data processed by the application. The TSS identifies contact information as the only sensitive 
data processed by the TOE. 

The test activities require following the Operational User Guidance. The Section titled 
“Enabling Data Encryption” requires the user to enable FileVault, which is a full drive 
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encryption solution. The TOE’s sensitive data is inherently protected by the platform-provided 
full drive encryption. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.2.1.2 FDP_DAR_EXT.1 TSS 2 

Objective If not store any sensitive data is selected, the evaluator shall inspect the TSS to ensure that it 
describes how sensitive data cannot be written to non-volatile memory. The evaluator shall 
also ensure that this is consistent with the filesystem test [in the PP]. 

Evaluator 
Findings 

The SFR does not select “not store any sensitive data.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.2.2 FDP_DEC_EXT.1  

5.2.2.1 FDP_DEC_EXT.1.1 Guidance 1 

Objective The evaluator shall perform the platform-specific [test] actions [in the PP] and inspect user 
documentation to determine the application's access to hardware resources. The evaluator 
shall ensure that this is consistent with the selections indicated. 

Evaluator 
Findings 

The evaluator examined the section titled “Resource Usage” in the AGD to verify that the 
stated hardware access is consistent with the SFR selections.  Upon investigation, the 
evaluator found that the AGD states that the TOE uses network connectivity and the camera. 
This is consistent with the selections in the SFR. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.2.2.2 FDP_DEC_EXT.1.1 Guidance 2 

Objective The evaluator shall review documentation provided by the application developer and for each 
resource which it accesses, identify the justification as to why access is required. 

Evaluator 
Findings 

The evaluator examined the section titled “Resource Usage” in the AGD to identify, for each 
resource which it accesses, the justification as to why access is required.  Upon investigation, 
the evaluator found that the AGD provides justification why access to each resource is 
required. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.2.2.3 FDP_DEC_EXT.1.2 Guidance 1 

Objective The evaluator shall perform the platform-specific [test] actions [in the PP] and inspect user 
documentation to determine the application's access to sensitive information repositories. 
The evaluator shall ensure that this is consistent with the selections indicated. 

Evaluator 
Findings 

The evaluator examined the section titled “Resource Usage” in the AGD to verify that the 
stated sensitive information repository access is consistent with the SFR selections.  Upon 
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investigation, the evaluator found that the AGD states that the TOE accesses the photos 
library and address book. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.2.2.4 FDP_DEC_EXT.1.2 Guidance 2 

Objective The evaluator shall review documentation provided by the application developer and for each 
sensitive information repository which it accesses, identify the justification as to why access is 
required. 

Evaluator 
Findings 

The evaluator examined the section titled “Resource Usage” in the AGD to identify, for each 
sensitive information repository which it accesses, the justification as to why access is 
required.  Upon investigation, the evaluator found that the AGD provides justification why 
access to each resource is required. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.3 TSS and Guidance Activities (Identification and Authentication) 

5.3.1 FIA_X509_EXT.1 

5.3.1.1 FIA_X509_EXT.1.1 TSS 1 

Objective The evaluator shall ensure the TSS describes where the check of validity of the certificates 
takes place. The evaluator ensures the TSS also provides a description of the certificate path 
validation algorithm. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it describes where the 
check of validity of the certificates takes place and the certificate path validation algorithm.  
Upon investigation, the evaluator found that the TSS states that “X.509 certificates are 
validated during session establishment with an HTTPS/TLS server.” The TSS also summarizes 
the certificate path validation algorithm implemented by the platform. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.3.2 FIA_X509_EXT.2 

5.3.2.1 FIA_X509_EXT.2.1 TSS 1 

Objective The evaluator shall check the TSS to ensure that it describes how the TOE chooses which 
certificates to use, and any necessary instructions in the administrative guidance for 
configuring the operating environment so that the TOE can use the certificates. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it describes how the TOE 
chooses which certificates to use, and any necessary instructions in the administrative 
guidance for configuring the operating environment so that the TOE can use the certificates.  
Upon investigation, the evaluator found that the TSS states that “The platform uses the 
certificates provided by the HTTPS/TLS server and the certificates in the local trust store to 
build the certificate chain.” 
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The section titled “Digital Certificates” of the AGD describes configuring the operational 
environment so the TOE can use certificates. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

5.3.2.2 FIA_X509_EXT.2.1 TSS 2 

Objective The evaluator shall examine the TSS to confirm that it describes the behavior of the TOE when 
a connection cannot be established during the validity check of a certificate used in 
establishing a trusted channel. The evaluator shall verify that any distinctions between 
trusted channels are described. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it describes the behavior of 
the TOE when a connection cannot be established during the validity check of a certificate 
used in establishing a trusted channel.  Upon investigation, the evaluator found that the TSS 
states that “The certificate is accepted if it’s revocation status cannot be determined (i.e., no 
status is received or the status is “unknown”).” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.3.2.3 FIA_X509_EXT.2.1 Guidance 2 

Objective If the requirement that the administrator is able to specify the default action, then the 
evaluator shall ensure that the operational guidance contains instructions on how this 
configuration action is performed. 

Evaluator 
Findings 

The SFR does not select “allow the administrator to choose whether to accept the certificate 
in these cases.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

TSS and Guidance Activities (Security Management) 

5.3.3 FMT_CFG_EXT.1 

5.3.3.1 FMT_CFG_EXT.1.1 TSS 1 

Objective The evaluator shall check the TSS to determine if the application requires any type of 
credentials and if the application installs with default credentials. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to determine if the application requires 
any type of credentials and if the application installs with default credentials.  Upon 
investigation, the evaluator found that the TSS states that “The TOE does not come with any 
default credentials. The user must configure an account to enable synchronization of contacts 
with a remote server.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 
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5.3.4 FMT_MEC_EXT.1 

5.3.4.1 FMT_MEC_EXT.1 TSS 1    [TD0437] 

Objective The evaluator shall review the TSS to identify the application's configuration options (e.g. 
settings) and determine whether these are stored and set using the mechanisms supported 
by the platform or implemented by the application in accordance with the PP-Module for File 
Encryption. At a minimum the TSS shall list settings related to any SFRs and any settings that 
are mandated in the operational guidance in response to an SFR. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it identifies the 
application's configuration options (e.g. settings) and determine whether these are stored 
and set using the mechanisms supported by the platform or implemented by the application 
in accordance with the PP-Module for File Encryption.  Upon investigation, the evaluator 
found that the TSS states that “The TOE stores and retrieves configuration options from 
platform’s user defaults system using NSUsersDefaults class.” 

The FMT_MEC_EXT.1 Test Evaluation Activity for macOS identifies the NSUserDefaults class as 
the approved platform-provided method for storing and retrieving settings. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.3.4.2 FMT_MEC_EXT.1 TSS 2    [TD0437] 

Objective Conditional: If "implement functionality to encrypt and store configuration options as defined 
by FDP_PRT_EXT.1 in the PP-Module for File Encryption" is selected, the evaluator shall 
ensure that the TSS identifies those options, as well as indicates where the encrypted 
representation of these options is stored. 

Evaluator 
Findings 

The SFR does not select “implement functionality to encrypt and store configuration options 
as defined by FDP_PRT_EXT.1 in the PP-Module for File Encryption.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.3.5 FMT_SMF.1 

5.3.5.1 FMT_SMF.1 Guidance 1 

Objective The evaluator shall verify that every management function mandated by the PP is described 
in the operational guidance and that the description contains the information required to 
perform the management duties associated with the management function. 

Evaluator 
Findings 

The evaluator examined the section titled “Managing Accounts” in the AGD to verify that 
every management function mandated by the PP is described in the operational guidance and 
that the description contains the information required to perform the management duties 
associated with the management function.  Upon investigation, the evaluator found that the 
AGD describes how to add, delete, and enable accounts. This is consistent with the 
selection/assignment in the SFR. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 
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5.4 TSS and Guidance Activities (Privacy) 

5.4.1 FPR_ANO_EXT.1 

5.4.1.1 FPR_ANO_EXT.1 TSS 1 

Objective The evaluator shall inspect the TSS documentation to identify functionality in the application 
where PII can be transmitted. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it identifies functionality in 
the application where PII can be transmitted.  Upon investigation, the evaluator found that 
the TSS states that “The TOE does not request any PII with the intent to transmit the data… 
Note: This SFR only applies to PII that is specifically requested by the application.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.5 TSS and Guidance Activities (Protection of the TSF) 

5.5.1 FPT_AEX_EXT.1 

5.5.1.1 FPT_AEX_EXT.1.1 TSS 1 

Objective The evaluator shall ensure that the TSS describes the compiler flags used to enable ASLR 
when the application is compiled. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it describes the compiler 
flags used to enable ASLR when the application is compiled.  Upon investigation, the 
evaluator found that the TSS states that “The TOE is compiled with ASLR enabled (achieved by 
compiling with the -fPIE flag).” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.5.2 FPT_API_EXT.1 

5.5.2.1 FPT_API_EXT.1 TSS 1 

Objective The evaluator shall verify that the TSS lists the platform APIs used in the application. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it lists the platform APIs 
used in the application.  Upon investigation, the evaluator found that the TSS provides a list of 
frameworks and a list of private frameworks used by the TOE. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.5.3 FPT_IDV_EXT.1 

5.5.3.1 FPT_IDV_EXT.1 TSS 1 

Objective If "other version information" is selected the evaluator shall verify that the TSS contains an 
explaination of the versioning methodology. 
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Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it contains an explanation 
of the versioning methodology.  Upon investigation, the evaluator found that the TSS states 
that “The Application Bundle includes an Info.plist file containing the following identifying 
information: Bundle name, Bundle ID, and Short version string.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.5.4 FPT_TUD_EXT.1 

5.5.4.1 FPT_TUD_EXT.1.1 Guidance 1 

Objective The evaluator shall check to ensure the guidance includes a description of how updates are 
performed. 

Evaluator 
Findings 

The evaluator examined the section titled “Installing Updates” in the AGD to verify that it 
includes a description of how updates are performed.  Upon investigation, the evaluator 
found that the AGD states that updates are performed by updating macOS. This section 
provides instructions for updating macOS. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.5.4.2 FPT_TUD_EXT.1.2 Guidance 1 

Objective The evaluator shall verify guidance includes a description of how to query the current version 
of the application. 

Evaluator 
Findings 

The evaluator examined the section titled “Checking the Version” in the AGD to verify that it 
includes a description of how to query the current version of the application.  Upon 
investigation, the evaluator found that the version can be viewed in the About Contacts 
window or the Info.plist file. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.5.4.3 FPT_TUD_EXT.1.4 TSS 1  [TD0561] 

Objective The evaluator shall verify that the TSS identifies how updates to the application are signed by 
an authorized source. The definition of an authorized source must be contained in the TSS. 
The evaluator shall also ensure that the TSS (or the operational guidance) describes how 
candidate updates are obtained. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it identifies how updates 
to the application are signed by an authorized source. Upon investigation, the evaluator 
found that the TSS states that “The platform considers the signature authorized if the 
certificate used to sign the DMG file chains to the Apple Worldwide Developer Relations 
Certification Authority or the Apple Mac Certification Authority.” 

The evaluator examined the section titled “Installing Updates” in the AGD to verify that it 
includes a description of how updates can be obtained.  Upon investigation, the evaluator 
found that the AGD states that updates are performed by updating macOS. This section 
provides instructions for updating macOS. 
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Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.5.4.4 FPT_TUD_EXT.1.5 TSS 1 

Objective The evaluator shall verify that the TSS identifies how the application is distributed.  

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it identifies how the 
application is distributed.  Upon investigation, the evaluator found that the TSS states that 
“The TOE is provided within the underlying OS image and packaged as a signed DMG file.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

5.6 TSS and Guidance Activities (Trusted Path/Channels) 

5.6.1 FTP_DIT_EXT.1 

5.6.1.1 FTP_DIT_EXT.1 TSS 1  [TD0601] 

Objective For platform-provided functionality, the evaluator shall verify the TSS contains the calls to the 
platform that TOE is leveraging to invoke the functionality. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it contains the calls to the 
platform that TOE is leveraging to invoke the functionality.  Upon investigation, the evaluator 
found that the TSS states that “TOE uses the NSURL class to initiate a synchronization of 
contacts.” 

The evaluator examined the developer documentation 
(https://developer.apple.com/documentation/foundation/nsurl) and verified the NSURL class 
is a platform-provided class or invoking network connections. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

 

https://developer.apple.com/documentation/foundation/nsurl
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6 Detailed Test Cases (Test Activities) 

6.1 Filesystem 

6.1.1 FCS_STO_EXT.1.1 Test #2 

Item Data 

Test Assurance 
Activity 

For all credentials for which the application invokes platform-provided functionality, 
the evaluator shall perform the following actions which vary per platform. 
For macOS: The evaluator shall verify that all credentials are stored within Keychain. 
Non-applicable platforms removed. 

Test Step & 
Expected Results 

• In the Contacts application choose Contacts > Add Account.... 

• Select account type, then click Continue. 

• Enter the server, username, password, and click Sign In. 

• Open Keychain Access and inspect the entry for the username and server. 
The password is present/saved. 

Pass/Fail with 
Explanation 

Pass, the TOE stores credentials in the Keychain. 

6.1.2 FDP_DAR_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

Evaluation activities (after the identification of the sensitive data) are to be performed 
on all sensitive data listed that are not covered by FCS_STO_EXT.1. 
The evaluator shall inventory the filesystem locations where the application may write 
data. The evaluator shall run the application and attempt to store sensitive data. The 
evaluator shall then inspect those areas of the filesystem to note where data was 
stored (if any), and determine whether it has been encrypted. 
If leverage platform-provided functionality is selected, the evaluation activities will be 
performed as stated in the following requirements, which vary on a per-platform basis. 
For macOS: The macOS platform currently does not provide data-at-rest encryption 
services which depend upon invocation by application developers. The evaluator shall 
verify that the Operational User Guidance makes the need to activate platform 
encryption clear to the end user. 
Non-applicable platforms removed. 

Test Steps & 
Expected Results 

Identifying filesystem locations where the application my write data is not necessary, 
because the TOE leverages the platforms full drive encryption functionality. The TOE 
cannot write unencrypted data when full drive encryption is enabled. 

• Examine the Operational User Guidance for instructions and the need to enable 
platform-provided encryption. 

The Operational User Guidance includes a statement that makes it clear that platform 
provided encryption must be enabled. 

Pass/Fail with 
Explanation 

Pass, the operational user guidance makes it clear that FileVault must be enabled. 

6.1.3 FMT_CFG_EXT.1.2 Test #2 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall install and run the application. The evaluator shall inspect the filesystem of 
the platform (to the extent possible) for any files created by the application and ensure that 
their permissions are adequate to protect them. The method of doing so varies per platform. 

mailto:test@10.1.2.120
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For macOS: The evaluator shall run the command find . -perm +002 inside the application's 
data directories to ensure that all files are not world-writable. The command should not print 
any files. 
Non-applicable platforms removed. 

Test Steps 
& Expected 
Results 

• Navigate to application data directory 

• Run command find . -perm +002 
No files will show up as world writable when running command “find . -perm +002” in the 
application data directory. 

Pass/Fail 
with 
Explanation 

Pass, the TOE’s data directory does not contain any files that are world-writeable. 

6.1.4 FMT_MEC_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

If “invoke the mechanisms recommended by the platform vendor for storing and 
setting configuration options” is chosen, the method of testing varies per platform as 
follows: 
For macOS: The evaluator shall verify that the application stores and retrieves settings 
using the NSUserDefaults class. 
Non-applicable platforms removed. 
TD0437 has been applied. 

Test Steps & 
Expected Results 

• Execute the command “defaults read com.apple.AddressBook” 
The TOE uses the user defaults system to store all settings. 

Pass/Fail with 
Explanation 

Pass, the TOE uses the user defaults system for storing settings. 

6.1.5 FPT_AEX_EXT.1.4 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall run the application and determine where it writes its files. For files where 
the user does not choose the destination, the evaluator shall check whether the destination 
directory contains executable files. This varies per platform:  
For macOS: The evaluator shall run the program, mimicking normal usage, and note where all 
user-modifiable files are written. The evaluator shall ensure that there are no executable files 
stored in the same directories to which the application wrote user-modifiable files.  
Non-applicable platforms removed. 

Test Steps 
& Expected 
Results 

• Launch the TOE 

• Run “sudo dtruss -p <TOE PID>” 

• Mimic normal usage: 
o Create a new contact 
o Edit the contact 
o Delete the contact 

• Stop dtruss 

• Identify the directories the TOE writes data to, by analyzing the dtruss output 

• In each directory identified, run “find . -perm +111 -type f” 
No executable files are identified by the find command. 

Pass/Fail 
with 
Explanation 

Pass, there are no executable files stored in the same directories to which the application 
wrote user-modifiable files. 
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6.1.6 FPT_IDV_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall install the application, then check for the existence of version 
information. If SWID tags is selected the evaluator shall check for a .swidtag file. The 
evaluator shall open the file and verify that is contains at least a SoftwareIdentity element 
and an Entity element. 

Test Steps & 
Expected 
Results 

• Open and inspect the Info.plist file for the existence of version information. 
The info.plist file contains version information (Bundle name, Bundle ID, and Short version 
string as specified in the TSS). 
Note: The ST does not select “SWID tags.” 

Pass/Fail with 
Explanation 

Pass, the evaluator verified that the TOE contains version information, and that the version 
information is consistent with the ST. 

6.1.7 FPT_LIB_EXT.1.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall install the application and survey its installation directory for dynamic 
libraries. The evaluator shall verify that libraries found to be packaged with or employed by the 
application are limited to those in the assignment. 

Test Steps 
& Expected 
Results 

• Navigate to the application directory 

• Execute the command “ls -alR” to show all files that are part of the TOE 
No third-party libraries are found to be packaged with the TOE 

Pass/Fail 
with 
Explanation 

Pass, the evaluator verified that the TOE does not leverage any third-party libraries, which is 
consistent with the assignment in the ST. 

6.1.8 FPT_TUD_EXT.1.3 Test #1 

Item Data 

Test 
Assurance 
Activity 

For all other platforms: The evaluator shall install the application and then locate all its 
executable files. The evaluator shall then, for each file, save off either a hash of the file or a 
copy of the file itself. The evaluator shall then run the application and exercise all features of 
the application as described in the ST. The evaluator shall then compare each executable file 
with the either the saved hash or the saved copy of the files. The evaluator shall verify that 
these are identical. 
Non-applicable platforms removed. 
TD0548 has been applied. 

Test Steps 
& Expected 
Results 

• Navigate to the Contacts.app directory and locate the application’s executable files by 
using the “find . -perm +111 -type f -or -type l” command. 

• Generate a hash of the executable file. 

• Run the application and exercise the features described in the ST: 
o Create a new contact 
o Edit the contact 
o Delete the contact 
o Disable an account 
o Enable an account 

• Generate a hash of the executable file. 

• Compare the two hashes. 
The two hashes are identical. 
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Pass/Fail 
with 
Explanation 

Pass, TOE did not modify its own executable code while performing normal operations. 

6.2 Network 

6.2.1 FDP_NET_EXT.1.1 Test #1 

Item Data 

Test 
Assuran
ce 
Activity 

Test 1: The evaluator shall run the application. While the application is running, the evaluator shall 
sniff network traffic ignoring all non-application associated traffic and verify that any network 
communications witnessed are documented in the TSS or are user-initiated.  

Test 
Steps & 
Expecte
d 
Results 

• Start a packet capture 

• Configure a new account (by following the steps from FCS_STO_EXT.1.1 Test #2): 

• Change the first name of a contact 

• Stop the packet capture 

• Examine the packet capture 
The TOE performs user-initiated communications when adding an account and editing a contact. 

• Start a packet capture 

• Do not interact with the TOE 

• Run the packet capture for an extended period of time (e.g., 1-2 hours) 

• Stop the packet capture when communications with the remote test server is observed 

• Examine the packet capture 
The TOE-initiated communications for synchronizing contacts are observed. 
No other TOE communications are observed in either packet capture. 

Pass/Fai
l with 
Explana
tion 

Pass, all observed TOE communications are user-initiated or documented in the TSS. 

6.2.2 FDP_NET_EXT.1.1 Test #2 

Item Data 

Test Assurance 
Activity 

Test 2: The evaluator shall run the application. After the application initializes, the 
evaluator shall run network port scans to verify that any ports opened by the 
application have been captured in the ST for the third selection and its assignment. This 
includes connection-based protocols (e.g. TCP, DCCP) as well as connectionless 
protocols (e.g. UDP).  

Test Steps & 
Expected Results 

• Quit/Close the TOE 

• Perform a TCP port scan of the TOE platform 

• Perform a UDP port scan of the TOE platform 

• Open/Launch the TOE 

• Perform a TCP port scan of the TOE platform 

• Perform a UDP port scan of the TOE platform 

• Compare the port scans from before the TOE was launched to the port scans 
when the TOE is running 

The “before” and “after” port scans are identical, showing the TOE did not open any 
ports. 

Pass/Fail with 
Explanation 

Pass, the TOE does not open any ports. This is consistent with the selections in the ST. 
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6.2.3 FTP_DIT_EXT.1.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

Test 1: The evaluator shall exercise the application (attempting to transmit data; for example 
by connecting to remote systems or websites) while capturing packets from the application. 
The evaluator shall verify from the packet capture that the traffic is encrypted with HTTPS, TLS, 
DTLS, SSH, or IPsec in accordance with the selection in the ST. 
TD0601 has been applied. 

Test Steps 
& Expected 
Results 

• Examine the packet capture from FDP_NET_EXT.1.1 Test #1 

TOE traffic is encrypted with HTTPS/TLS. 

Pass/Fail 
with 
Explanation 

Pass, the TOE encrypts traffic using HTTPS/TLS. 

6.2.4 FTP_DIT_EXT.1.1 Test #2 

Item Data 

Test 
Assurance 
Activity 

Test 2: The evaluator shall exercise the application (attempting to transmit data; for example 
by connecting to remote systems or websites) while capturing packets from the application. 
The evaluator shall review the packet capture and verify that no sensitive data is transmitted in 
the clear. 
TD0601 has been applied. 

Test Steps 
& Expected 
Results 

• Filter the first FDP_NET_EXT.1.1 Test #1 packet capture to hide TLS (encrypted TOE 
traffic), TCP ack (non-data plaintext traffic), DNS (non-TOE traffic), and MDNS (non-TOE 
traffic). 

No plaintext data is displayed. 

• Search the first FDP_NET_EXT.1.1 Test #1 packet capture for the string “test1” (contact 
first name that was sent to the server). 

The string is not found. 

Pass/Fail 
with 
Explanation 

Pass, the TOE does not send sensitive data in plaintext. 

6.2.5 FTP_DIT_EXT.1.1 Test #3 

Item Data 

Test 
Assurance 
Activity 

Test 3: The evaluator shall inspect the TSS to determine if user credentials are transmitted. If 
credentials are transmitted the evaluator shall set the credential to a known value. The 
evaluator shall capture packets from the application while causing credentials to be 
transmitted as described in the TSS. The evaluator shall perform a string search of the 
captured network packets and verify that the plaintext credential previously set by the 
evaluator is not found. 
TD0601 has been applied. 

Test Steps & 
Expected 
Results 

• Search the first FDP_NET_EXT.1.1 Test #1 packet capture for the username 
The plaintext username is not found. 

• Search the first FDP_NET_EXT.1.1 Test #1 packet capture for the password 
The plaintext password is not found. 

Pass/Fail with 
Explanation 

Pass, the evaluator performed a string search of the captured network packets and verified 
that the plaintext credential set by the evaluator is not found. This meets testing 
requirements. 
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6.3 Operation 

6.3.1 FMT_CFG_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

If the application uses any default credentials, the evaluator shall run the following 
tests. 
Test 1: The evaluator shall install and run the application without generating or loading 
new credentials and verify that only the minimal application functionality required to 
set new credentials is available. 

Pass/Fail with 
Explanation 

Pass, the TOE does not come with default credentials. 

6.3.2 FMT_CFG_EXT.1.1 Test #2 

Item Data 

Test Assurance 
Activity 

If the application uses any default credentials, the evaluator shall run the following 
tests.  
Test 2: The evaluator shall attempt to clear all credentials and verify that only the 
minimal application functionality required to set new credentials is available.  

Pass/Fail with 
Explanation 

Pass, the TOE does not come with default credentials. 

6.3.3 FMT_CFG_EXT.1.1 Test #3 

Item Data 

Test Assurance 
Activity 

If the application uses any default credentials, the evaluator shall run the following 
tests.  
Test 3: The evaluator shall run the application, establish new credentials, and verify 
that the original default credentials no longer provide access to the application.  

Pass/Fail with 
Explanation 

Pass, the TOE does not come with default credentials. 

6.3.4 FMT_SMF.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall test the application's ability to provide the management functions 
by configuring the application and testing each option selected from above. The 
evaluator is expected to test these functions in all the ways in which the ST and 
guidance documentation state the configuration can be managed.  

Test Steps & 
Expected Results  

The evaluator will test the management functions of 
• Add Account. 
• Delete Account. 
• Disable Account. 
• Enable Account. 
The TOE allows the user to add, delete, and enable/disable accounts. 

Pass/Fail with 
Explanation 

Pass, TOE allows the user to add, delete, and enable/disable accounts. 

6.3.5 FPR_ANO_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

If require user approval before executing is selected, the evaluator shall run the 
application and exercise the functionality responsibly for transmitting PII and verify that 
user approval is required before transmission of the PII. 
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Pass/Fail with 
Explanation 

Pass, “require user approval before executing” is not selected in the ST. 

6.3.6 FPT_AEX_EXT.1.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall perform either a static or dynamic analysis to determine that no memory 
mappings are placed at an explicit and consistent address. The method of doing so varies per 
platform. 
For those platforms requiring the same application running on two different systems, the 
evaluator may alternatively use the same device. After collecting the first instance of 
mappings, the evaluator must uninstall the application, reboot the device, and reinstall the 
application to collect the second instance of mappings. 
For macOS: The evaluator shall run the same application on two different Mac systems. The 
evaluator shall then compare their memory maps using vmmap PID to ensure the two different 
instances share no mapping locations.  
Non-applicable platforms removed. 
TD0544 has been applied. 

Test Steps 
& Expected 
Results 

• Launch the TOE. 

• Run “vmmap <TOE PID>”. 

• Restart the device. 

• Launch the TOE. 

• Run “vmmap <TOE PID>”. 

• Compare the memory mappings from the two vmmap outputs. 
The two different instances share no mapping locations. 

Pass/Fail 
with 
Explanation 

Pass, two different instantiations of the TOE do not share memory mapping locations. 

6.3.7 FPT_AEX_EXT.1.3 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall configure the platform in the ascribed manner and carry out one of 
the prescribed tests: 
For macOS: The evaluator shall ensure that the application can successfully run on 
macOS without disabling any security features. 
Non-applicable platforms removed. 

Test Steps & 
Expected Results 

• Verify platform security features are enabled (i.e., Secure Virtual memory, SIP, 
Gatekeeper) 

• Open Contacts 
Contacts is able to run with all of the platform security features enabled. 

Pass/Fail with 
Explanation 

Pass, the TOE is able to run with all of the platform security features enabled. 

6.3.8 FPT_TUD_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall check for an update using procedures described in either the 
application documentation or the platform documentation and verify that the 
application does not issue an error. If it is updated or if it reports that no update is 
available this requirement is met. 

Test Steps & 
Expected Results  

• Click on Apple Icon Top left 

• Click “About This Mac” 
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• Click “Software Update…” 
The platform will show if an update is needed or is on the latest version. 

Pass/Fail with 
Explanation 

Pass, the TOE platform successfully checks for updates. 

6.3.9 FPT_TUD_EXT.1.2 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall query the application for the current version of the software according to 
the operational user guidance. The evaluator shall then verify that the current version matches 
that of the documented and installed version. 

Test Steps 
& Expected 
Results 

• Open Contacts. 

• In top left corner click Contacts > About Contacts 
The version is displayed and matches the version specified in the ST. 

Pass/Fail 
with 
Explanation 

Pass, the current version of the TOE matches the documented version. 

6.3.10 FPT_TUD_EXT.1.5 TSS #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall verify that the TSS identifies how the application is distributed.  
If "with the platform" is selected the evaluated shall perform a clean installation or factory 
reset to confirm that TOE software is included as part of the platform OS. 

Test Steps 
& Expected 
Results 

• Boot intro recovery mode 

• Run Disk Utility 

• Erase the disk 

• Reinstall macOS 11 Big Sur (platform OS that includes the TOE) 

• Browse to the Applications folder 
The TOE is present in the Applications folder. 

Pass/Fail 
with 
Explanation 

Pass, the TOE is included as part of a fresh install of the platform OS. 

6.4 Static Analysis 

6.4.1 FCS_STO_EXT.1.1 Test #1 

Item Data 

Test Assurance 
Activity 

For all credentials for which the application implements functionality, the evaluator 
shall verify credentials are encrypted according to FCS_COP.1(1) or conditioned 
according to FCS_CKM.1.1(1) and FCS_CKM.1(3). 

Pass/Fail with 
Explanation 

Pass, the ST does not select “implements functionality to securely store…” 

6.4.2 FDP_DEC_EXT.1.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

For macOS: The evaluator shall verify that either the application software or its documentation 
provides a list of the hardware resources it accesses. 
Non-applicable platforms removed. 

Test Steps 
& Expected 
Results 

• Inspect the documentation for claims regarding hardware resources 
The documentation includes a list of hardware resources accessed by the TOE. 
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Pass/Fail 
with 
Explanation 

Pass, the ST and operational user guidance provide a list of the hardware resources that are 
accessed by the TOE. 

6.4.3 FDP_DEC_EXT.1.2 Test #1 

Item Data 

Test 
Assurance 
Activity 

For macOS: The evaluator shall verify that either the application software or its documentation 
provides a list of sensitive information repositories it accesses. 
Non-applicable platforms removed. 

Test Steps 
& Expected 
Results 

• Inspect the documentation for claims regarding sensitive information repositories 
The documentation includes a list of sensitive information repositories accessed by the TOE. 

Pass/Fail 
with 
Explanation 

Pass, the ST and operational user guidance provide a list of the sensitive information 
repositories that are accessed by the TOE. 

6.4.4 FPT_AEX_EXT.1.2 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall verify that no memory mapping requests are made with write and execute 
permissions. The method of doing so varies per platform. 
For macOS: The evaluator shall perform static analysis on the application to verify that 
mprotect is never invoked with the PROT_EXEC permission. 
Non-applicable platforms removed. 

Test Steps 
& Expected 
Results 

• Disable SIP 

• Run “sudo dtruss -p <TOE PID>” to analyze the TOE syscalls 

• Examine the permissions specified in all mprotect syscalls 
The TOE does not invoke mprotect with the PROT_EXEC permission. 

Pass/Fail 
with 
Explanation 

Pass, the TOE does not invoke mprotect with the PROT_EXEC permission. 

6.4.5 FPT_AEX_EXT.1.5 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator will inspect every native executable included in the TOE to ensure that stack-
based buffer overflow protection is present. 
For ELF executables, the evaluator will ensure that each contains references to the symbol 
__stack_chk_fail. 
Non-applicable platforms removed. 

Test Steps 
& Expected 
Results 

• Change the working directory to the TOE application bundle 

• Execute command “find . -type f -perm +111 -print” to locate all executables in the 
TOE. 

• Run: “otool -Iv Contacts | grep stack” on each executable 
The __stack_chk_fail symbol is present in each executable. 

Pass/Fail 
with 
Explanation 

Pass, stack-based buffer overflow protection is present in the TOE. 

6.4.6 FPT_API_EXT.1.1 Test #1 

Item Data 
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Test 
Assurance 
Activity 

The evaluator shall then compare the list with the supported APIs (available through e.g. 
developer accounts, platform developer groups) and ensure that all APIs listed in the TSS are 
supported. 

Test Steps 
& Expected 
Results 

• Review the TSS to determine the list of APIs used in the TOE 

• Verify that all of the APIs are supported by: 
o For public APIs, verifying the developer documentation indicates the APIs are 

supported 
o For private APIs, the platform vendor indicates the APIs are supported 

All APIs used by the TOE are supported. 

Pass/Fail 
with 
Explanation 

Pass, all APIs used by the TOE are supported. 

6.5 X509 

6.5.1 FIA_X509_EXT.1.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services 

evaluation activities, including the functions in FIA_X509_EXT.2.1. The tests for the 

extendedKeyUsage rules are performed in conjunction with the uses that require those rules. If 

the application supports chains of length four or greater, the evaluator shall create a chain of 

at least four certificates: the node certificate to be tested, two Intermediate CAs, and the self-

signed Root CA. If the application supports a maximum trust depth of two, then a chain with 

no Intermediate CA should instead be created. 

Test 1: The evaluator shall demonstrate that validating a certificate without a valid certification 

path results in the function failing, for each of the following reasons, in turn: 

• by establishing a certificate path in which one of the issuing certificates is not a CA 

certificate, 

• by omitting the basicConstraints field in one of the issuing certificates, 

• by setting the basicConstraints field in an issuing certificate to have CA=False, 

• by omitting the CA signing bit of the key usage field in an issuing certificate, and 

• by setting the path length field of a valid CA field to a value strictly less than the 

certificate path. 

The evaluator shall then establish a valid certificate path consisting of valid CA certificates, and 

demonstrate that the function succeeds. The evaluator shall then remove trust in one of the 

CA certificates, and show that the function fails. 

TD0601 has been applied. 

Test Steps 
& Expected 
Results 

• Trust the Root CA on the TOE 

• Configure the TLS server to present each of the following X.509 certificate chains and 

cause the TOE to initiate a connection to the TLS server: 

o The intermediate CA certificate that issued the TOE’s certificate does not 

contain the CA flag in the Basic Constraints extension 

The TOE rejects the connection. 

o The intermediate CA certificate that issued the TOE’s certificate does not 

contain the Basic Constraints extension 

The TOE rejects the connection. 

o The intermediate CA certificate that issued the TOE’s certificate has the CA flag 

set to FALSE in the Basic Constraints extension 



 

 
 Page 31 

 

The TOE rejects the connection. 

o The intermediate CA certificate that issued the TOE’s certificate does not have 

the certificate signing bit in the Key Usage extension 

The TOE rejects the connection. 

o The first intermediate CA certificate has its Basic Constrains Path Length set to 

0 

The TOE rejects the connection. 

o A valid chain of 4 certificates 

The TOE accepts the connection. 

o A valid chain of 4 certificates, where the TOE does not trust the Root CA 

The TOE rejects the connection. 

Pass/Fail 
with 
Explanation 

Pass, the TOE accepts or rejects a connection to remote entity depending on the certificate 
chain validity. 

6.5.2 FIA_X509_EXT.1.1 Test #2 

Item Data 

Test 
Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services 

evaluation activities, including the functions in FIA_X509_EXT.2.1. The tests for the 

extendedKeyUsage rules are performed in conjunction with the uses that require those rules. If 

the application supports chains of length four or greater, the evaluator shall create a chain of 

at least four certificates: the node certificate to be tested, two Intermediate CAs, and the self-

signed Root CA. If the application supports a maximum trust depth of two, then a chain with 

no Intermediate CA should instead be created. 

Test 2: The evaluator shall demonstrate that validating an expired certificate results in the 

function failing. 

TD0601 has been applied. 

Test Steps 
& Expected 
Results 

• Configure the TLS server to present a certificate chain where the server certificate is 

expired 

• Cause the TOE to initiate a connection to the server 

The TOE rejects the expired certificate. 

Pass/Fail 
with 
Explanation 

Pass, the TOE rejected a connection to a remote entity using an expired certificate. 

6.5.3 FIA_X509_EXT.1.1 Test #3 

Item Data 

Test 
Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services 
evaluation activities, including the functions in FIA_X509_EXT.2.1. The tests for the 
extendedKeyUsage rules are performed in conjunction with the uses that require those rules. If 
the application supports chains of length four or greater, the evaluator shall create a chain of 
at least four certificates: the node certificate to be tested, two Intermediate CAs, and the self-
signed Root CA. If the application supports a maximum trust depth of two, then a chain with 
no Intermediate CA should instead be created. 
Test 3: The evaluator shall test that the TOE can properly handle revoked certificates-
“conditional on whether CRL, OCSP, OCSP Stapling or OCSP Multi-stapling is selected; if 
multiple methods are selected, then the following tests shall be performed for each method: 

• The evaluator shall test revocation of the node certificate. 
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• The evaluator shall also test revocation of an intermediate CA certificate (i.e. the 
intermediate CA certificate should be revoked by the root CA), if intermediate CA 
certificates are supported. If OCSP stapling per RFC 6066 is the only supported 
revocation method, this test is omitted. 

The evaluator shall ensure that a valid certificate is used, and that the validation function 
succeeds. The evaluator then attempts the test with a certificate that has been revoked (for 
each method chosen in the selection) to ensure when the certificate is no longer valid that the 
validation function fails. 
TD0601 has been applied. 

Test Steps 
& Expected 
Results 

The ST selects OCSP stapling, so revocation of an intermediate CA certificate is not tested. 

• Configure the TLS server to perform OCSP stapling for the server certificate 

• Configure the OCSP server to return a “good” status for the server certificate 

• Cause the TOE to initiate a connection 

The TOE accepts the connection. 

• Configure the OCSP server to return a “revoked” status for the server certificate 

• Cause the TOE to initiate a connection 

The TOE rejects the connection. 

Pass/Fail 
with 
Explanation 

Pass, the TOE properly handles revocation checking; accepting “good” certificates and rejecting 
“revoked” certificates. 

6.5.4 FIA_X509_EXT.1.1 Test #4 

Item Data 

Test 
Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services 
evaluation activities, including the functions in FIA_X509_EXT.2.1. The tests for the 
extendedKeyUsage rules are performed in conjunction with the uses that require those rules. If 
the application supports chains of length four or greater, the evaluator shall create a chain of 
at least four certificates: the node certificate to be tested, two Intermediate CAs, and the self-
signed Root CA. If the application supports a maximum trust depth of two, then a chain with 
no Intermediate CA should instead be created. 
Test 4: If any OCSP option is selected, the evaluator shall configure the OCSP server or use a 
man-in-the-middle tool to present a certificate that does not have the OCSP signing purpose 
and verify that validation of the OCSP response fails. If CRL is selected, the evaluator shall 
configure the CA to sign a CRL with a certificate that does not have the cRLsign key usage bit 
set, and verify that validation of the CRL fails. 
TD0601 has been applied. 

Test Steps 
& Expected 
Results 

• Configure the TLS server to perform OCSP stapling for the node certificate 

• Configure the OCSP signing certificate so it: 

o is issued by the same ICA that issued the server certificate 

o does not contain the OCSP signing purpose (by omitting the Extended Key 

Usage extension) 

• Configure the OCSP server to return a “revoked” status for the server certificate 

• Cause the TOE to initiate a connection 

The TOE rejects the “revoked” OCSP response and connects successfully to the remote server. 

Pass/Fail 
with 
Explanation 

Pass, validation of OCSP responses fails when the OCSP signing certificate does not contain the 
OCSP signing purpose. 
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6.5.5 FIA_X509_EXT.1.1 Test #5 

Item Data 

Test 
Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services 

evaluation activities, including the functions in FIA_X509_EXT.2.1. The tests for the 

extendedKeyUsage rules are performed in conjunction with the uses that require those rules. If 

the application supports chains of length four or greater, the evaluator shall create a chain of 

at least four certificates: the node certificate to be tested, two Intermediate CAs, and the self-

signed Root CA. If the application supports a maximum trust depth of two, then a chain with 

no Intermediate CA should instead be created. 

Test 5: The evaluator shall modify any byte in the first eight bytes of the certificate and 

demonstrate that the certificate fails to validate. (The certificate will fail to parse correctly.) 

TD0601 has been applied. 

Test Steps 
& Expected 
Results 

• Configure the acumen-tlsc tool to modify the first eight bytes of the server certificate 

• Cause the TOE to initiate a connection 

The TOE rejects the connection. 

Pass/Fail 
with 
Explanation 

Pass, the TOE rejects certificates whose first eight bytes have been modified. 

6.5.6 FIA_X509_EXT.1.1 Test #6 

Item Data 

Test 
Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services 

evaluation activities, including the functions in FIA_X509_EXT.2.1. The tests for the 

extendedKeyUsage rules are performed in conjunction with the uses that require those rules. If 

the application supports chains of length four or greater, the evaluator shall create a chain of 

at least four certificates: the node certificate to be tested, two Intermediate CAs, and the self-

signed Root CA. If the application supports a maximum trust depth of two, then a chain with 

no Intermediate CA should instead be created. 

Test 6: The evaluator shall modify any byte in the last byte of the certificate and demonstrate 

that the certificate fails to validate. (The signature on the certificate will not validate.) 

TD0601 has been applied. 

Test Steps 
& Expected 
Results 

• Configure the acumen-tlsc tool to modify the first last byte of the server certificate 

• Cause the TOE to initiate a connection 

The TOE rejects the connection. 

Pass/Fail 
with 
Explanation 

Pass, the TOE reject certificates whose last byte has been modified. 

6.5.7 FIA_X509_EXT.1.1 Test #7 

Item Data 

Test 
Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services 

evaluation activities, including the functions in FIA_X509_EXT.2.1. The tests for the 

extendedKeyUsage rules are performed in conjunction with the uses that require those rules. If 

the application supports chains of length four or greater, the evaluator shall create a chain of 

at least four certificates: the node certificate to be tested, two Intermediate CAs, and the self-

signed Root CA. If the application supports a maximum trust depth of two, then a chain with 

no Intermediate CA should instead be created. 



 

 
 Page 34 

 

Test 7: The evaluator shall modify any byte in the public key of the certificate and demonstrate 

that the certificate fails to validate. (The signature on the certificate will not validate.) 

TD0601 has been applied. 

Test Steps 
& Expected 
Results 

• Configure the acumen-tlsc tool to modify the public key of the server certificate 

• Cause the TOE to initiate a connection 

The TOE rejects the connection. 

Pass/Fail 
with 
Explanation 

Pass, the TOE rejects a leaf certificate that has had modifications done to the public key. 

6.5.8 FIA_X509_EXT.1.2 Test #1 

Item Data 

Test 
Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services 
evaluation activities, including the functions in FIA_X509_EXT.2.1 . If the application supports 
chains of length four or greater, the evaluator shall create a chain of at least four certificates: 
the node certificate to be tested, two Intermediate CAs, and the self-signed Root CA. If the 
application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created. 
Test 1: The evaluator shall ensure that the certificate of at least one of the CAs in the chain does 
not contain the basicConstraints extension. The evaluator shall confirm that validation of the 
certificate path fails 

(i) as part of the validation of the peer certificate belonging to this chain; and/or 

(ii) when attempting to add the CA certificate without the basicConstraints extension 
to the TOE's trust store. 

TD0495 has been applied. 

Pass/Fail 
with 
Explanation 

Pass. The test is satisfied by FIA_X509_EXT.1.1 Test 1. 

6.5.9 FIA_X509_EXT.1.2 Test #2 

Item Data 

Test 
Assurance 
Activity 

The tests described must be performed in conjunction with the other certificate services 
evaluation activities, including the functions in FIA_X509_EXT.2.1 . If the application supports 
chains of length four or greater, the evaluator shall create a chain of at least four certificates: 
the node certificate to be tested, two Intermediate CAs, and the self-signed Root CA. If the 
application supports a maximum trust depth of two, then a chain with no Intermediate CA 
should instead be created. 
Test 2: The evaluator shall ensure that the certificate of at least one of the CAs in the chain has 
the CA flag in the basicConstraints extension not set (or set to FALSE). The evaluator shall confirm 
that validation of the certificate path fails 

(i) as part of the validation of the peer certificate belonging to this chain; and/or 

(ii) when attempting to add the CA certificate with the CA flag not set (or set to FALSE) 
in the basicConstraints extension to the TOE's trust store. 

TD0495 has been applied. 

Pass/Fail 
with 
Explanation 

Pass, the test is satisfied by FIA_X509_EXT.1.1 Test #1. 
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6.5.10 FIA_X509_EXT.2.2 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall perform the following test for each trusted channel:  
Test 1: The evaluator shall demonstrate that using a valid certificate that requires certificate 
validation checking to be performed in at least some part by communicating with a non-TOE IT 
entity.  
The evaluator shall then manipulate the environment so that the TOE is unable to verify the 
validity of the certificate, and observe that the action selected in FIA_X509_EXT.2.2 is 
performed.  
If the selected action is administrator-configurable, then the evaluator shall follow the 
operational guidance to determine that all supported administrator-configurable options 
behave in their documented manner. 

Test Steps 
& Expected 
Results 

• Configure the TLS server to perform OCSP stapling for the node certificate 

• Configure the OCSP server to return a “unknown” status for the server certificate 

• Cause the TOE to initiate a connection 

The TOE accepts the certificate when the certificate validation cannot be determined. 

Pass/Fail 
with 
Explanation 

Pass, the TOE accepts the remote entity’s certificate if the certificate validation fails. 

6.5.11 FIA_X509_EXT.2.2 Test #2 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall perform the following test for each trusted channel:  
Test 2: The evaluator shall demonstrate that an invalid certificate that requires certificate 
validation checking to be performed in at least some part by communicating with a non-TOE IT 
entity cannot be accepted. 

Pass/Fail 
with 
Explanation 

Pass, the test is satisfied by FIA_X509_EXT.1.1 Test #3. 
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7 Security Assurance Requirements 

7.1 AGD_OPE.1 Operational User Guidance 

7.1.1 AGD_OPE.1 

7.1.1.1 AGD_OPE.1 Guidance 1 

Objective If cryptographic functions are provided by the TOE, the operational guidance shall contain 
instructions for configuring the cryptographic engine associated with the evaluated 
configuration of the TOE. It shall provide a warning to the administrator that use of other 
cryptographic engines was not evaluated nor tested during the CC evaluation of the TOE.  

Evaluator 
Findings 

The evaluator examined the AGD and determined that cryptographic functions are not 
provided by the TOE. The section titled “Secure Communications” describes the use of 
platform-provided TLS and X.509 validation. It also states that “No configuration is 
necessary…” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.1.1.2 AGD_OPE.1 Guidance 2 

Objective The documentation must describe the process for verifying updates to the TOE by verifying a 
digital signature – this may be done by the TOE or the underlying platform.  

The evaluator shall verify that this process includes the following steps:  

• Instructions for obtaining the update itself. This should include instructions for 
making the update accessible to the TOE (e.g., placement in a specific directory). 

• Instructions for initiating the update process, as well as discerning whether the 
process was successful or unsuccessful. This includes generation of the digital 
signature. The TOE will likely contain security functionality that does not fall in the 
scope of evaluation under this PP. The operational guidance shall make it clear to an 
administrator which security functionality is covered by the evaluation activities. 

Evaluator 
Findings 

The evaluator examined the section titled “Installing Updates” in the AGD to verify that it 
includes a description of how updates are performed.  Upon investigation, the evaluator 
found that the AGD states that updates are performed by updating macOS. This section 
provides instructions for updating macOS. 

The evaluator examined the TSS (Section 6 of the ST) to verify that it identifies how updates 
to the application are signed by an authorized source. Upon investigation, the evaluator 
found that the TSS states that “The platform considers the signature authorized if the 
certificate used to sign the DMG file chains to the Apple Worldwide Developer Relations 
Certification Authority or the Apple Mac Certification Authority.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 
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7.2 AGD_PRE.1 Preparative Procedures 

7.2.1 AGD_PRE.1 

7.2.1.1 AGD_PRE.1 Guidance 1 

Objective As indicated in the introduction above, there are significant expectations with respect to the 
documentation—especially when configuring the operational environment to support TOE 
functional requirements. The evaluator shall check to ensure that the guidance provided for 
the TOE adequately addresses all platforms claimed for the TOE in the ST. 

Evaluator 
Findings 

The evaluator examined the section titled “Target of Evaluation” in the AGD to verify that it 
adequately addresses all platforms claimed for the TOE in the ST.  Upon investigation, the 
evaluator found that the AGD identifies the operating system and hardware platforms that 
are covered by the evaluation. 

The evaluator determined that the sections titled “Document Purpose and Scope,” “Enabling 
Data Encryption,” and “Other Assumptions” of the AGD adequately address configuration of 
the operational environment to support TOE functional requirements. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.3 ALC Assurance Activities 

7.3.1 ALC_CMC.1 

7.3.1.1 ALC_CMC.1 TSS 1 

Objective The evaluator shall check the ST to ensure that it contains an identifier (such as a product 
name/version number) that specifically identifies the version that meets the requirements of 
the ST.  

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it contains an identifier 
(such as a product name/version number) that specifically identifies the version that meets 
the requirements of the ST.  Upon investigation, the evaluator found that the TSS identifies 
the TOE as version 13.0 of com.apple.AddressBook. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.3.1.2 ALC_CMC.1 TSS 2 

Objective If the vendor maintains a web site advertising the TOE, the evaluator shall examine the 
information on the web site to ensure that the information in the ST is sufficient to 
distinguish the product. 

Evaluator 
Findings 

The evaluator examined the vendor web site to ensure that the information in the ST is 
sufficient to distinguish the product.  The vendor website shows two instances of “Contacts”: 

• https://support.apple.com/guide/contacts/welcome/mac 

• https://apps.apple.com/us/app/contacts/id1069512615 

Upon investigation, the evaluator found that the TSS identifies the TOE as version 13.0 of 
com.apple.AddressBook. The TSS also indicates that the TOE is a macOS app. This information 

https://support.apple.com/guide/contacts/welcome/mac
https://apps.apple.com/us/app/contacts/id1069512615
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is sufficient to identify the TOE (differentiate the desktop version of Contacts from the mobile 
version). 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.3.1.3 ALC_CMC.1 Guidance 1 

Objective Further, the evaluator shall check the AGD guidance to ensure that the version number is 
consistent with that in the ST. 

Evaluator 
Findings 

The evaluator examined the section titled “Checking the Version” in the AGD to verify that 
the version number is consistent with that in the ST.  Upon investigation, the evaluator found 
that both the ST and AGD state that the version is 13.0. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.3.2 ALC_CMS.1 

7.3.2.1 ALC_CMS.1 Guidance 1 

Objective The evaluator shall ensure that the developer has identified (in guidance documentation for 
application developers concerning the targeted platform) one or more development 
environments appropriate for use in developing applications for the developer’s platform. For 
each of these development environments, the developer shall provide information on how to 
configure the environment to ensure that buffer overflow protection mechanisms in the 
environment(s) are invoked (e.g., compiler flags). The evaluator shall ensure that this 
documentation also includes an indication of whether such protections are on by default, or 
have to be specifically enabled.  

Evaluator 
Findings 

The evaluator examined https://opensource.apple.com/source/clang/clang-
23/clang/tools/clang/docs/UsersManual.html and 
https://clang.llvm.org/docs/ClangCommandLineReference.html to identify configuration 
options for the development environment. The evaluator verified that the documentation 
covers: 

• ASLR: https://clang.llvm.org/docs/ClangCommandLineReference.html#cmdoption-
clang-fpie -fPIE is specified to generate a position independent executable that is 
compatible with ASLR. 

• Stack-Based Overflow Protection: 
https://clang.llvm.org/docs/ClangCommandLineReference.html#cmdoption-clang-
fstack-protector-all -fstack-protector-all is specified to enable stack protectors for all 
functions. 

• Target Systems and Hardware Optimization: 
https://clang.llvm.org/docs/CommandGuide/clang.html#target-selection-options “If 
no target is specified, the system default target will be used.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

https://opensource.apple.com/source/clang/clang-23/clang/tools/clang/docs/UsersManual.html
https://opensource.apple.com/source/clang/clang-23/clang/tools/clang/docs/UsersManual.html
https://clang.llvm.org/docs/ClangCommandLineReference.html
https://clang.llvm.org/docs/ClangCommandLineReference.html#cmdoption-clang-fpie
https://clang.llvm.org/docs/ClangCommandLineReference.html#cmdoption-clang-fpie
https://clang.llvm.org/docs/ClangCommandLineReference.html#cmdoption-clang-fstack-protector-all
https://clang.llvm.org/docs/ClangCommandLineReference.html#cmdoption-clang-fstack-protector-all
https://clang.llvm.org/docs/CommandGuide/clang.html#target-selection-options
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7.3.2.2 ALC_CMS.1 Guidance 2 

Objective The evaluator shall ensure that the TSF is uniquely identified (with respect to other products 
from the TSF vendor), and that documentation provided by the developer in association with 
the requirements in the ST is associated with the TSF using this unique identification. 

Evaluator 
Findings 

The evaluator examined the section titled “Checking the Version” in the AGD to verify that it 
is associated with the TSF using unique identification.  Upon investigation, the evaluator 
found that the guidance documentation applies to version 13.0 of com.apple.AddressBook. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.3.3 ALC_TSU.1 

7.3.3.1 ALC_TSU.1 TSS 1 

Objective The evaluator shall verify that the TSS contains a description of the timely security update 
process used by the developer to create and deploy security updates. The evaluator shall 
verify that this description addresses the entire application. The evaluator shall also verify 
that, in addition to the TOE developer’s process, any third-party processes are also addressed 
in the description. The evaluator shall also verify that each mechanism for deployment of 
security updates is described. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it contains a description of 
the timely security update process that addresses the entire application (including third-party 
processes).  Upon investigation, the evaluator found that the TSS states that: 

Once an issue has been confirmed and a patch has been made available, references 
containing technical details on the patches are made available and Common 
Vulnerabilities and Exposures (CVEs), etc. are released. 

According to FPT_LIB_EXT.1, the TOE does not include any third-party libraries, so third-party 
processes do not need to be addressed. 

The evaluator examined the TSS (Section 6 of the ST) to verify that it identifies how the 
application is distributed.  Upon investigation, the evaluator found that the TSS states that 
“The TOE is provided within the underlying OS image and packaged as a signed DMG file.” 
Security updates are deployed using the standard update mechanism. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.3.3.2 ALC_TSU.1 TSS 2 

Objective The evaluator shall verify that, for each deployment mechanism described for the update 
process, the TSS lists a time between public disclosure of a vulnerability and public availability 
of the security update to the TOE patching this vulnerability, to include any third-party or 
carrier delays in deployment. The evaluator shall verify that this time is expressed in a 
number or range of days. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that, for each deployment 
mechanism described for the update process, the TSS lists a time between public disclosure 
of a vulnerability and public availability of the security update to the TOE patching this 
vulnerability.  Upon investigation, the evaluator found that the TSS states that: 
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Once an issue has been confirmed and a patch has been made available, references 
containing technical details on the patches are made available and Common 
Vulnerabilities and Exposures (CVEs), etc. are released. 

According to FPT_LIB_EXT.1, the TOE does not include any third-party libraries, so third-party 
processes do not need to be addressed. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.3.3.3 ALC_TSU.1 TSS 3 

Objective The evaluator shall verify that this description includes the publicly available mechanisms 
(including either an email address or website) for reporting security issues related to the TOE. 
The evaluator shall verify that the description of this mechanism includes a method for 
protecting the report either using a public key for encrypting email or a trusted channel for a 
website. 

Evaluator 
Findings 

The evaluator examined the TSS (Section 6 of the ST) to verify that it includes the publicly 
available mechanisms for reporting security issues related to the TOE, including a method for 
protecting the report.  Upon investigation, the evaluator found that the TSS states that: 

Potential security vulnerabilities can be reported by following the procedures on the 
“Report a security or privacy vulnerability” page 
(https://support.apple.com/HT201220). This includes sending an email to “product-
security@apple.com ” and includes the ability to encrypt information using the Apple 
Product Security PGP key. (https://support.apple.com/kb/HT201214) 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.4 AVA_VAN.1 Vulnerability Survey 

7.4.1 AVA_VAN.1 

7.4.1.1 AVA_VAN.1 Activity 1   [Labgram #116] 

Objective The evaluator shall document their analysis and testing of potential vulnerabilities with 
respect to this requirement.  The evaluator documents the sources consulted and the 
vulnerabilities found in the report. 

Evaluator 
Findings 

The evaluator documented their analysis and testing of potential vulnerabilities with respect 
to this requirement. 

The public search for vulnerabilities was performed on February 14, 2022. 

The National Vulnerability Database (NVD) was searched for publicly reported CVEs. 

The TOE, underlying platform OS, and all platform libraries/frameworks are distributed 
together, and vulnerabilities are reported under the platform OS CPE. 

The evaluator searched for vulnerabilities reported under 
cpe:2.3:o:apple:macos:11.4:*:*:*:*:*:*:* 

The evaluator reviewed each vulnerability to determine if it applied to the TOE. No publicly 
disclosed vulnerabilities were determined to apply to the TOE. 

https://support.apple.com/HT201220
https://support.apple.com/kb/HT201214
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Based upon the analysis, any issues found were patched in the TOE version and prior versions, 
mitigating the risk factor.  Details can be found in the separate Vulnerability Analysis 
document. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

7.4.1.2 AVA_VAN.1 Activity 2   [TD0554] 

Objective Conditional for Windows, Linux, macOS and Solaris: The evaluator shall also run a virus 
scanner with the most current virus definitions against the application files and verify that no 
files are flagged as malicious.  

Evaluator 
Findings 

The evaluator documented their analysis and testing of potential malicious files with respect 
to this requirement. 

The evaluator used Bitdefender v3.16 to perform a virus scan of the TOE on January 13, 2022. 
The virus definitions were updated immediately prior to performing the scan. No TOE files 
were flagged as malicious. 

Based upon the analysis, no malicious files were identified. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 
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8 Conclusion 
The testing shows that all test cases required for conformance have passed testing. 
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