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1 TOE Overview 
 

Simple to deploy and integrate with existing analysis tools, the Corelight Sensor Appliances transform high-
volume network traffic into high-fidelity data for incident response, intrusion detection, forensics and more. 
The Sensor parses dozens of network protocols and generates rich, actionable data streams designed for 
security professionals. The TOE includes the hardware models as defined in Table 1 in Section 1.1. 

 

1.1 TOE Description 

 

• The TOE is a network device which is composed of hardware and software that offers a scalable solution 
to the end users. It satisfies all the criterion to meet the collaborative Protection Profile for Network 
Devices, Version 2.2e [NDcPP v2.2e]. The TOE operating system is BroLin v22.1. The TOE boundary is the 
hardware appliance, which is comprised of hardware and software components. 

• The TOE is comprised of the following models as indicated: 

 

 

Figure 1 – AP 5000 

 
                                                                                 Figure 2 – AP 3000 

 

 

                                        
                                                                                  Figure 3 – AP 1001 
 

                                             
                                                                                   Figure 4 – AP 200  
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                            Table 1 – Corelight Sensor AP 200, AP 1001, AP 3000 & AP 5000 

 

Specificati
ons 

AP 200 AP 1001 AP 3000(1) AP 3000(2) AP 5000 

Processor
s 

Intel Xeon 
Silver 
4110 
(Skylake) 

Intel Xeon Silver 
4116 (Skylake) 

Intel Xeon 
Gold 6238 
(Cascade 
Lake) 

Intel Xeon 
Gold 6152 
(Skylake) 

AMD EPYC 7742 
(Zen 2) 

Size and 
Weight  

1U half-
depth 
rackmoun
t (19 x 
14.5 x 
1.75 
inches), 
17 lbs. 

1U rackmount 
(19 x 25.6 x 1.75 
inches), 40 lbs. 

1U 
rackmount 
(19 x 25.6 x 
1.75 inches), 
34 lbs. 

1U 
rackmount 
(19 x 25.6 x 
1.75 inches), 
34 lbs. 

1U rackmount (19 
x 27 x 1.7 inches) 
48 lbs. 

Monitori
ng 
Interface  

Four 1G 
SFP 
interfaces 
in a 
powerful, 
specialize
d NIC. 
Support 
for 
copper 
and 
optical 
modules 
at 100M 
& 1G. 

Four 1G/10G 
SFP/SFP+ 
interfaces in a 
powerful, 
specialized NIC. 
Support for 
copper and 
optical modules 
at 1G and 10G. 

Four 1G/10G 
SFP/SFP+ 
interfaces OR 
two 10G 
QSF28 OR 
two 40G 
QSFP28 OR 
eight 10G 
QSFP28 
interfaces in 
a powerful, 
specialized 
NIC. Support 
for copper 
and optical 
modules at 
1G and 10G 
or 40G. 

Four 1G/10G 
SFP/SFP+ 
interfaces OR 
two 10G 
QSF28 OR 
two 40G 
QSFP28 OR 
eight 10G 
QSFP28 
interfaces in 
a powerful, 
specialized 
NIC. Support 
for copper 
and optical 
modules at 
1G and 10G 
or 40G. 

Two QSFP28 bays, 
capable of 
supporting eight 
10G  OR two 40G 8 
OR two 100G 
interfaces in a 
powerful, 
specialized NIC. 

Manage
ment 
Interface 

One 
10/100/1
000 
copper 
ethernet 
port. 

One 
10/100/1000 
copper ethernet 
port and up to 2 
10G ethernet 
ports 

One 
10/100/1000 
copper 
ethernet port 
and up to 2 
10G ethernet 
ports 

One 
10/100/1000 
copper 
ethernet port 
and up to 2 
10G ethernet 
ports 

One 10/100/1000 
copper ethernet 
port and up to 4 
10G ethernet 
ports 
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Specificati
ons 

AP 200 AP 1001 AP 3000(1) AP 3000(2) AP 5000 

Power  120/240 
VAC 
50/60 Hz 
single 
PSUs. 
Approxim
ately 83W 
usage 
when idle 
and 141W 
usage at 
load. 

120/240 VAC 
50/60 Hz 
redundant dual 
PSUs. 700W at 
110V or 750W at 
220V.  
Approximately 
180W usage 
when idle and 
290W usage at 
load. 

120/240 VAC 
50/60 Hz 
redundant 
dual PSUs. 
Approximatel
y 161W 
usage when 
idle and 
445W usage 
at load. 

120/240 VAC 
50/60 Hz 
redundant 
dual PSUs. 
Approximatel
y 161W 
usage when 
idle and 
445W usage 
at load. 

120/240 VAC 
50/60 Hz 
redundant dual 
PSUs. 
Approximately 
443W usage when 
idle and 852W 
usage at load. 
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2 Assurance Activities Identification 
The Assurance Activities contained within this document include all those defined within the NDcPP 2.2e 
based upon the core SFRs and those implemented based on selections within the PP. 
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3 Test Equivalency Justification 
 

3.1.1 Equivalency Analysis 

The following equivalency analysis provides a per category analysis of key areas of differentiation for each 
hardware model to determine the minimum subset to be used in testing. The areas examined will use the 
areas and analysis description provided in the supporting documentation for the NDcPP. Additionally, a 
comparison of the data presented in Section 3 is provided to identify a testing subset that will exercise each 
of the differences in TOE models. 
 

3.1.2  Platform/Hardware Dependencies 

The TOE chassis includes varying form factors. Although the chassis may differ, it does not affect the 
functionality of the TOE. The processor is Intel Xeon / AMD EPYC 7742 (Zen2). Intel Xeon have two difference 
microarchitectures Cascade Lake (CSL/CLX) is Intel's successor to Skylake, a 14 nm microarchitecture for 
enthusiasts and servers. Cascade Lake is the "Optimization" phase as part of Intel's PAO model and Skylake 
(SKL) Client Configuration is Intel's successor to Broadwell, a 14 nm process microarchitecture for 
mainstream workstations, desktops, and mobile devices. Skylake succeeded the short-lived Broadwell which 
experienced severe delays. Skylake is the "Architecture" phase as part of Intel's PAO model. 
The TOE boundary is the hardware appliance which is comprised of hardware and software components. The 
TOE is shipped with the software pre-installed on it. Software updates are available for download from the 
Corelight website. TOE uses Intel Xeon / AMD EPYC 7742 (Zen 2) processors with One 10/100/1000 copper 
ethernet port. There are two hardware specific dependencies of the product. 
Result: 
 

• There are 2 platform/Hardware dependencies. 
  

3.1.3 Software/OS Dependencies: 

The underlying OS is installed with the application-level software on each of the devices. The Corelight devices 
run on the Linux Kernel Release 4.19.143 operating system . All models include the same security functionality. 
There are no specific dependencies on the OS since the TOE will not be installed on different OSs.  
Result:  

• There are no OS dependencies. 

• All Corelight Sensor Appliances are equivalent. 

 

3.1.4 Differences in Libraries Used to Provide TOE Functionality  

All software binaries compiled in the TOE software are identical including the version of the library regardless 
of the platform for which the software is compiled. All the TOE models use Openssl crypto library version 
1.0.2u. There are no differences between the included libraries. 
Result: 

• There are no differences in the included libraries. 

• All Corelight Sensor Appliances are equivalent. 

 

3.1.5 TOE Management Interface Differences 

The TOE is managed  via SSHv2. These management options are available on all hardware platforms 
regardless of the configuration. There is no difference in the management interface for any platform. 
Result:  

• There are no differences in the user interface amongst platforms. 

• All Corelight Sensor Appliances are equivalent. 
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3.1.6 TOE Functional Differences 

Each hardware model within the TOE boundary provides identical functionality. There is no difference in the 
way the user interacts with each of the devices or the services that are available to the user in for each of 
these devices. Each device runs the same version of Brolin v22.1 which is based on OS Linux Kernel 4.19.143. 
The operating system validated by the CAVP certificates A1870, A1871 and A1872 is Brolin v21.3. The 
versioning system of the operating system is based on the year and month of release, and major number 
changes do not imply significant architectural changes. The version of the library and the CPU remain identical 
and no changes to the execution environment affect the cryptographic operation.  
 
Result:  

• There are no security functional differences between platforms in a series. 

• All Corelight Sensor Appliances are equivalent. 

3.1.7 Difference Comparison 

The following table provides a comparison of each of the categories with differences. 

Platform Model Software Base Processor 

AP 200 Brolin v22.1 Intel Xeon Silver 4110 with Skylake 
microarchitecture and Purley 
platform 

AP 1001 Brolin v22.1  Intel Xeon Silver 4116 with Skylake 
microarchitecture and Purley 
platform 

AP 3000(1) Brolin v22.1 Intel Xeon Gold 6238 with Cascade 
Lake microarchitecture and Purley 
platform 

AP 3000(2) Brolin v22.1 Intel Xeon Gold 6152 with Skylake 
microarchitecture and Purley 
platform 

AP 5000 Brolin v22.1 AMD EPYC 7742 is a 64-bit 64-core 
x86 server microprocessor 
designed. With microarchitecture, 
incorporates logic fabricated  

 
Table 3 TOE Difference Highlight 
The above table shows that generally Corelight AP 200,1001,3000, devices are equivalent. The processors 
are all from the same family series. All the CPU options share the same Skylake microarchitecture which uses 
a 0.014-micron manufacturing process and are based on the same Purley platform and the Skylake-SP 
processor core. They differ in cores per processor support. 
Corelight AP 5000 devices have  the AMD EPYC 7742 processor which is a 64-bit 64-core x86 server 
microprocessor designed and introduced by AMD  This multi-chip processor, which is based on the Zen 2 
microarchitecture, incorporates logic fabricated TSMC 7 nm process and I/O fabricated on GlobalFoundries 
14 nm process. The 7742 has a TDP of 225 W with a base frequency of 2.25 GHz and a boost frequency of up 
to 3.4 GHz. This processor supports up to two-way SMP and up to 4 TiB of eight channels DDR4-3200 
memory per socket. 
The Intel Xeon Gold 6152 as tested supports up to 22 cores per processor while the Intel Xeon Silver support 
up to 12 cores per processor, While the no of cores per processor support differs between the two families 
of processors, the CCTL has not concluded that these would interfere with SFR functionality in any 
meaningful way. 

Corelight AP3000 (1) Xeon Gold 6238 is a 64-bit 22-core x86 high performance server microprocessor 
introduced by Intel in early 2019. The Gold 6238 is based on the Cascade Lake microarchitecture and is 
manufactured on a 14 nm process. This chip supports 4-way multiprocessing, sports 2 AVX-512 FMA units as 

https://en.wikichip.org/wiki/64-bit_architecture
https://en.wikichip.org/w/index.php?title=64-core&action=edit&redlink=1
https://en.wikichip.org/wiki/x86
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well as three Ultra Path Interconnect links. This microprocessor supports up 1 TiB of hexa-channel DDR4-
2933 memory, operates at 2.1 GHz with a TDP of 140 W and features a turbo boost frequency of up to 3.7 
GHz, Cascade Lake is Intel's direct successor to the Skylake server microarchitecture. It is designed to be 
compatible with the Skylake parts (LGA-3647) and utilize the Purley platform. To that end, Cascade Lake 
shares the same socket and pinout as well as the same core count, cache size, and I/O capabilities.  

Cascade Lake introduces initial in-hardware Spectre and Meltdown mitigation, including Variant 2, 3, and 
L1TF. Chips are fabricated on an enhanced 14 nm process which allows Intel to extract an additional power 
efficiency, allowing them to clock those processors higher. Intel noted that targeted performance 
improvements were applied to some of the critical paths to make this possible. Although the core 
architecture is largely identical to that of Skylake, Cascade Lake introduces support for AVX512VNNI which is 
designed to improve the performance of Artificial Intelligence workloads by improving the throughput of 
tight inner convolutional loop operations.  

The chief modification to Cascade Lake is the overhauling of the integrated memory controller to introduce 
support for persistent memory. The IMC on Cascade Lake is capable of interfacing with both DDR4 DIMMs 
and Intel's Optane DC DIMMs. Memory channels can be shared between DDR4 and Optane DC modules. For 
example, a single channel can have one regular DDR4 DIMM while the other DIMM can be an Optane DC 
DIMM. All in all, Optane DC DIMMs allow for greater than 3 TiB of system memory per socket.  

 
The test report shall show that SFR functionality is implemented by the Corelight Sensor Brolin v22.1 and 
does not require any special configuration of the underlying platform to enforce this functionality, nor do 
the platform differences interfere with SFR functionality in any meaningful way. 
 

3.1.8 Recommendations/Conclusions 

Based on the equivalency rationale listed above, testing will be performed on the following devices: 

• Corelight Sensor AP 1001, AP 3000, AP 5000 

Note: A full suite of testing will be performed on the Corelight Sensor AP 1001, AP 3000, AP 5000 running on 
Brolin v22.1. Due to the equivalency as presented in the rationale in Section 3.1.7, the Corelight Sensor AP 
200, will not be tested. This shall provide enough assurance that the TOE functionality executes identically 
regardless of the underlying platform. 
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4 Test Bed Descriptions 
 

4.1 Test Bed-Audit 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.2 Test Bed – Auth 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.3 Test Bed – Update 
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4.4 Test Bed – SSHC 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.5 Test Bed – SSHS 
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5 Configuration Information 

 

AP 5000 Details 
Name OS Version Function Protocols Time Tools (version) 

AP5000 
physical 

BroLin 
v22.1 

4.19.143 TOE SSH Manually set and verified OpenSSH(8.1p1) 

 

Virtual 
Machine 
(VM1) 

Kali Linux 5.4.13 SSH 
Client/ 
SSH 
Server/ 
SFTP 
server 
 

SSH Manually set and verified OpenSSH(8.1p1) 
Wireshark 
(3.2.1) 
acumen-sshs 
v1.1 
acumen-sshc 
v1.1  

Tester User 
Laptop 
Physical 
machine 

Windows 10 Test 
Workstati
on 

SSH Manually set and verified Wireshark 

(3.0.3) 

Putty (0.70) 

 

Cisco WS-
C2960L-
48PS-LL 

Cisco IOS 15.2(5c)E switch NA Manually set and verified NA 

Router Cisco IOS 16.12.02 Router NA Manually set and verified NA 

 

AP 3000(2) Details 

Name OS Version Function Protocols Time Tools (version) 

AP 3000 
physical 

BroLin 
v22.1 

4.19.143 TOE SSH Manually set and verified OpenSSH(8.1p1) 

 

Virtual 
Machine 
(VM1) 

Kali Linux 5.4.0 SSH 

Client 

SSH 

Server 

SFTP 

server 

 

SSH Manually set and verified OpenSSH(8.1p1) 

Wireshark (3.2.2) 

acumen-sshs 
v1.1 
acumen-sshc 
v1.1  

EXSI Server 1 ESXi-6.0 6.0.0 
Update 3 
(Build 
6921384) 

ESXi 

Server 

hosting 

Test VMs 

HTTPS Manually set and verified NA 

 Virtual 
Machine 

Kali Linux 4.15.0 SSH 

Client 

SSH 

server 

SSH Manually set and verified OpenSSH(7.6p1) 

Wireshark (3.2.2)  

Tester User 
Laptop 

Windows 10 Test 
Workstat
ion 

SSH Manually set and verified Wireshark (3.0.3) 

Putty (0.70) 

 

Cisco WS-
C2960L-48PS-
LL 

Cisco IOS 15.2(5c)E switch NA Manually set and verified NA 
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Router Cisco IOS 16.12.02 Router NA Manually set and verified NA 

 

 

AP1001 Details 

Name OS Version Function Protocols Time Tools (version) 

AP1001 BroLin 
V22.1 

4.19.143 TOE SSH Manually set and verified OpenSSH(8.1p1) 
 

Tripp lite cat5 
ip kvm 
manager  
for Console 

NA NA To access 
the CLI of 
the 
device 

NA NA NA 

Virtual 
Machine 
(VM1) 

Kali Linux 5.4.13 SSH 
Client/ 
SSH 
Server/ 
SFTP 
server 
 

SSH Manually set and verified OpenSSH(8.1p1) 
Wireshark (3.2.1) 
acumen-sshs v1.1 
acumen-sshc v1.1 
 

EXSI Server 1 ESXi-6.0 6.0.0 
Update 3 
(Build 
6921384) 

ESXi 
Server 
hosting 
Test VMs 

HTTPS Manually set and verified NA 

Tester User 
Laptop 

Windows 10 Test 
Workstat
ion 

SSH Manually set and verified Wireshark (3.0.3) 
Putty (0.70) 
 

Cisco WS-
C2960L-48PS-
LL 

Cisco IOS 15.2(5c)E switch NA Manually set and verified NA 

Router Cisco IOS 16.12.02 Router NA Manually set and verified NA 

 

 

AP3000(1) Details 

Name OS Version Function Protocols Time Tools (version) 

AP 3000 (1) 
Physical 

BroLin 
v22.1 

4.19.14

3 

TOE SSH Manually set and 
verified 

OpenSSH(8.1p1) 

 

Tripp lite cat5 ip 
kvm manager  
for Console 

NA NA To access 
the CLI of 
the 
device 

NA NA NA 

Virtual Machine 
(VM1) 

Kali Linux 5.4.0 SSH 

Client/ 

SSH 

Server/ 

SSH Manually set and 
verified 

OpenSSH(8.1p1) 

Wireshark (3.2.2) 

acumen-sshs v1.1 
acumen-sshc v1.1  
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SFTP 

server 

EXSI Server 1 ESXi-6.0 6.0.0 
Update 
3 (Build 
692138
4) 

ESXi 

Server 

hosting 

Test VMs 

HTTPS Manually set and 
verified 

NA 

Tester User 
Laptop 

Windows 10 Test 
Workstat
ion 

SSH Manually set and 
verified 

Wireshark (3.0.3) 

Putty (0.70) 

Cisco WS-
C2960L-48PS-LL 

Cisco IOS 15.2(5c)
E 

switch NA Manually set and 
verified 

NA 

Router Cisco IOS 16.12.0
2 

Router NA Manually set and 
verified 

NA 

5.1.1 Test Time & Location 

All tests were conducted at the Acumen Security offices located in 2400 Research Blvd Suite #395, Rockville, 
MD 20850 by Awesh Shaikh. 

Testing occurred across the following time periods: 
- March 18 to October 7, 2020 and May 1-31, 2021 for initial testing
- July 15 to July 19, 2021 due to an updated build for supporting FIA_AFL tests
- September 1 to October 4, 2021 due to new build to satisfy TD0563 

requirements
- October 19-23 and November 23 to January 14 2021 due to updated image
- March 29 to April 1 2022 for additional sample testing

The following tests were performed during regression testing to ensure ample coverage of all 
testing requirements:  

FAU_STG_EXT.1 Test #1 
FPT_STM.EXT.1 Test #1 
FTA_SSL.4 Test #1 
FTA_SSL.4 Test #2 
FCS_SSHC_EXT.1.4 Test #1 
FCS_SSHC_EXT.1.7 Test #1 
FCS_SSHS_EXT.1.4 Test #1 
FCS_SSHS_EXT.1.6 Test #1 
FPT_TUD_EXT.1 Test #2 (a) 
FPT_TUD_EXT.1 Test #2 (b) 

The TOE was in a physically protected, access controlled, designated test lab with no unattended 
entry/exit ways. At the start of each day, the test bed was verified to ensure that it was not 
compromised. All evaluation documentation was always kept with the evaluator.  
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6 Detailed Test Cases (TSS and Guidance Activities) 

6.1 TSS and Guidance Activities (Auditing) 

6.1.1 FAU_GEN.1 

6.1.1.1 FAU_GEN.1 TSS 1 

Objective For the administrative task of generating/import of, changing, or deleting of cryptographic 
keys as defined in FAU_GEN.1.1c, the TSS should identify what information is logged to 
identify the relevant key. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to determine the verdict of this assurance activity. The evaluator confirmed that 
within this Section it identified the following information that was logged in order to 
identify the relevant key in relation to import/generation, changing, or deletion of 
cryptographic keys: 

The TOE generates a comprehensive set of audit logs that identify specific TOE operations 
whenever an auditable event occurs. Auditable events are specified in FAU_GEN.1.2 Table 
13 of Security Target. Each audit record contains the date and time of event, type of event, 
subject identity, and the outcome (success or failure) of the event. 
All configuration changes are recorded with subject identity as the user request is made 
through the command line interface (CLI) with either local or remote connection. 
Administrative tasks of generating, deleting cryptographic keys contain the necessary 
audit information as mandated by FAU_GEN.1.1. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.1.1.2 FAU_GEN.1 Guidance 1    

Objective The evaluator shall check the guidance documentation and ensure that it provides an 
example of each auditable event required by FAU_GEN.1 (i.e. at least one instance of each 
auditable event, comprising the mandatory, optional and selection-based SFR Sections as 
applicable, shall be provided from the actual audit record). 

Evaluator 
Findings 

The evaluator examined the Section 11.3 titled ‘Auditable Events’ and Section 11.4 titled 
‘Sample Audit Events’ in the AGD to verify that it provides an example of each auditable 
event required by FAU_GEN.1.  Upon investigation, the evaluator found that the AGD 
includes an example of the applicable audit events. There are no missing examples of 
auditable activities. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.1.1.3 FAU_GEN.1 Guidance 2 

Objective The evaluator shall also make a determination of the administrative actions related to TSF 
data related to configuration changes. The evaluator shall examine the guidance 
documentation and make a determination of which administrative commands, including 
subcommands, scripts, and configuration files, are related to the configuration (including 
enabling or disabling) of the mechanisms implemented in the TOE that are necessary to 
enforce the requirements specified in the cPP. The evaluator shall document the 
methodology or approach taken while determining which actions in the administrative 
guide are related to TSF data related to configuration changes. The evaluator may perform 
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this activity as part of the activities associated with ensuring that the corresponding 
guidance documentation satisfies the requirements related to it. 

Evaluator 
Findings 

The evaluator examined the AGD to verify that it identifies administrative commands, 
including subcommands, scripts, and configuration files, that are related to the 
configuration (including enabling or disabling) of the mechanisms implemented in the TOE 
that are necessary to enforce the requirements specified in the cPP.  The evaluator first 
examined the entirety of AGD to determine what administrative commands are associated 
with each administrative activity.  Upon investigation, the evaluator found that the 
following are applicable: 

Administrative 
Activity 

Method (Command/GUI Configuration) 

 
Section 

Audit 
configuration 

Command Line Interface Section titled: 
‘Enabling Audit log Export’ 

User Creation Default Default 

Authentication 
failure 
configuration 

Command Line Interface 
Section titled: 
‘Enabling temporary account 
lockout for remote 
connections’ 

Software 
update Command Line Interface 

Section titled: 

‘Appliance Software Updates’ 

Setting time Command Line Interface Section titled: 

‘Configuring the system clock’ 

Configuring 
banner 

Command Line Interface 
 

Section titled: 

‘Login Banner’ 

 

Next, the evaluator examined each of the test cases and identified test cases which 
exercised the above referenced functionality. The audit record associated with the 
configuration was captured. The following table identifies the test cases in which audit 
records for those configurations can be found. 

Administrative Activity Method (Command/ 
GUI Configuration) 

Test Case(s) 

Audit configuration CLI FAU_STG_EXT.1_Test 2 

Authentication failure configuration CLI FIA_AFL.1_Test # 1 

Software update CLI FPT_TUD_EXT.1 Test #2 (b) 

Setting time CLI FPT_STM.1.1_Test 1 

Configuring banner CLI FTA_TAB.1_Test #1 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.1.2 FAU_STG_EXT.1 

6.1.2.1 FAU_STG_EXT.1 TSS 1 

Objective The evaluator shall examine the TSS to ensure it describes the means by which the audit 
data are transferred to the external audit server, and how the trusted channel is provided. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS describes the means by which the audit data are transferred 
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to the external audit server, and how the trusted channel is provided.  Upon investigation, 
the evaluator found that the TSS states that “The TOE can be configured to export audit 
events securely to an audit server using SSH v2 protocol. The audit server in this case is the 
SFTP server.” 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.1.2.2 FAU_STG_EXT.1 TSS 2 

Objective The evaluator shall examine the TSS to ensure it describes the amount of audit data that 
are stored locally; what happens when the local audit data store is full; and how these 
records are protected against unauthorized access. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS describes the amount of audit data that are stored locally; 
what happens when the local audit data store is full; and how these records are protected 
against unauthorized access.  Upon investigation, the evaluator found that the TSS states 
that “The TOE is a standalone TOE that stores audit data locally. The TOE stores up to 
100,000 audit records locally. When the local data is full, the oldest audit events are 
overwritten to allow new audit events to be created. The TOE is designed to store 100K 
records in the database. API queries however are limited to 7 days. Security 
Administrators can access the audit events and can clear the audit events. This way, audit 
events are protected against unauthorized access.” 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.1.2.3 FAU_STG_EXT.1 TSS 3 

Objective The evaluator shall examine the TSS to ensure it describes whether the TOE is a 
standalone TOE that stores audit data locally or a distributed TOE that stores audit data 
locally on each TOE component or a distributed TOE that contains TOE components that 
cannot store audit data locally on themselves but need to transfer audit data to other TOE 
components that can store audit data locally. The evaluator shall examine the TSS to 
ensure that for distributed TOEs it contains a list of TOE components that store audit data 
locally. The evaluator shall examine the TSS to ensure that for distributed TOEs that 
contain components which do not store audit data locally but transmit their generated 
audit data to other components it contains a mapping between the transmitting and 
storing TOE components. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS describes whether the TOE is a standalone TOE that stores 
audit data locally or a distributed TOE that stores audit data locally on each TOE 
component or a distributed TOE that contains TOE components that cannot store audit 
data locally on themselves but need to transfer audit data to other TOE components that 
can store audit data locally.  Upon investigation, the evaluator found that the TSS states 
that “The TOE is a standalone TOE that stores audit data locally. The TOE stores up to 
100,000 audit records locally. When the local data is full, the oldest audit events are 
overwritten to allow new audit events to be created. The TOE is designed to store 100K 
records in the database. API queries however are limited to 7 days. Security 
Administrators can access the audit events and can clear the audit events. This way, audit 
events are protected against unauthorized access.” 
 

Based on these findings, this assurance activity is considered satisfied. 
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Verdict Pass. 

6.1.2.4 FAU_STG_EXT.1 TSS 4 

Objective The evaluator shall examine the TSS to ensure that it details the behaviour of the TOE 
when the storage space for audit data is full. When the option ‘overwrite previous audit 
record’ is selected this description should include an outline of the rule for overwriting 
audit data. If ‘other actions’ are chosen such as sending the new audit data to an external 
IT entity, then the related behaviour of the TOE shall also be detailed in the TSS. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS details the behavior of the TOE when the storage space for 
audit data is full.  Upon investigation, the evaluator found that the TSS states that “ The 
TOE stores up to 100,000 audit records locally. When the local data is full, the oldest audit 
events are overwritten to allow new audit events to be created. The TOE is designed to 
store 100K records in the database. API queries however are limited to 7 days. Security 
Administrators can access the audit events and can clear the audit events. This way, audit 
events are protected against unauthorized access”. 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.1.2.5 FAU_STG_EXT.1 TSS 5 

Objective The evaluator shall examine the TSS to ensure that it details whether the transmission of 
audit information to an external IT entity can be done in realtime or periodically. In case 
the TOE does not perform transmission in realtime the evaluator needs to verify that the 
TSS provides details about what event stimulates the transmission to be made as well as 
the possible acceptable frequency for the transfer of audit data. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS details whether the transmission of audit information to an 
external IT entity can be done in real time or periodically.  Upon investigation, the 
evaluator found that the TSS states that “The TOE transmits audit data to an external audit 
server periodically in batches. The audit log data is transferred in response to the 
expiration of a timer (3600 seconds). If there is an SSH connection failure, the TOE will 
continue to store local audit events on the TOE and will transmit any locally stored 
contents when connectivity to the audit server is restored.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.1.2.6 FAU_STG_EXT.1 Guidance 1 

Objective The evaluator shall also examine the guidance documentation to ensure it describes how 
to establish the trusted channel to the audit server, as well as describe any requirements 
on the audit server (particular audit server protocol, version of the protocol required, 
etc.), as well as configuration of the TOE needed to communicate with the audit server. 

Evaluator 
Findings 

The evaluator examined the Section 14 titled “Enabling Audit Log Export” and  Section 
14.1 “SFTP Authentication” and Section 11 “Audit server requirement for audit log export” 
and Section 11.1 “Audit Log Export”  in the AGD to verify that it describes how to establish 
the trusted channel to the audit server, as well as describe any requirements on the audit 
server (particular audit server protocol, version of the protocol required, etc.), as well as 
configuration of the TOE needed to communicate with the audit server.  Upon 
investigation, the evaluator found that the AGD states that The Corelight appliance does 
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not allow the administrator to provide a private SSH key for authentication with the 
remote SFTP server. This means an administrator cannot make choices about the 
cryptographic algorithms used to generate the key, as well as parameters, such as the size 
of the modulus with an RSA key, for instance 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.1.2.7 FAU_STG_EXT.1 Guidance 2 

Objective The evaluator shall also examine the guidance documentation to determine that it 
describes the relationship between the local audit data and the audit data that are sent to 
the audit log server. For example, when an audit event is generated, is it simultaneously 
sent to the external server and the local store, or is the local store used as a buffer and 
“cleared” periodically by sending the data to the audit server. 

Evaluator 
Findings 

The evaluator examined the Section 11.1 titled “Audit Log Export” in the AGD to verify that 
it describes the relationship between the local audit data and the audit data that are sent 
to the audit log server.  Upon investigation, the evaluator found that the AGD states that 
The TOE supports secure communication with an external audit server. This 
communication is secured with the SSH protocol. The Corelight appliance is able to buffer 
a large number of records and this is meant to protect from loss of information in the 
instances where the external audit server is not available for some period of time. Audit 
records are automatically exported in batches on a regular schedule. A batch will contain 
zero or more JSON-encoded records, 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.1.2.8 FAU_STG_EXT.1 Guidance 3 

Objective The evaluator shall also ensure that the guidance documentation describes all possible 
configuration options for FAU_STG_EXT.1.3 and the resulting behavior of the TOE for each 
possible configuration. The description of possible configuration options and resulting 
behavior shall correspond to those described in the TSS. 

Evaluator 
Findings 

The evaluator examined the Section 12.5 titled “Enabling Common Criteria mode” & 
Section 11 titled “Audit server requirements for audit log export” & Section 14 titled 
“Enabling Audit Log Export” in the AGD to verify that it describes all possible configuration 
options for FAU_STG_EXT.1.3 and the resulting behavior of the TOE for each possible 
configuration.  Upon investigation, the evaluator found that the AGD states One of the 
core requirements of Common Criteria is ability to audit the system and broadly any 
configuration changes, cryptographic failures, etc. The Corelight appliance is designed to 
have capacity for 100,000 audit records. This capacity should be sufficient to store 
multiple days’ worth of auditing data, even with a large number of events such as those 
generated during the appliance reconfigurations. Once this limit is reached, oldest records 
are removed in order to permit new records to be added. Administrators can access the 
audit events locally, however while there is room to store months of data on a typical 
system, API queries cannot back further than 7 days. In order to remain compliant with the 
certification all audit data must be exported to a secure external audit server in order to 
protect from loss of this information. The mechanism for export exists and its 
configuration is covered later in this document. 
 

Based on these findings, this assurance activity is considered satisfied. 
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Verdict Pass 

6.2 TSS and Guidance Activities (Cryptographic Support) 

Note that Test activities in the SD that are typically addressed by referencing CAVP certs are addressed in this Section 
and are identified as “Test/CAVP” activities. 

6.2.1 FCS_CKM.1 

6.2.1.1 FCS_CKM.1 TSS 1 

Objective The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE. If the 
ST specifies more than one scheme, the evaluator shall examine the TSS to verify that it 
identifies the usage for each scheme. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS identifies the key sizes supported by the TOE.  Upon 
investigation, the evaluator found that the TSS states that “The TOE supports RSA key 
sizes of 2048 bits and 3072 bits, for key generation conforming to Cryptographic key 
generation conforming to FIPS PUB 186-4 Digital Signature Standard (DSS), Appendix B.3. 
The RSA keys are used in support of digital signature for SSH communications.  

The TOE supports Elliptical NIST curve sizes of P-256, P-384 and P-521 conforming to 
Cryptographic key generation conforming to FIPS PUB 186-4 Digital Signature Standard 
(DSS)”, Appendix B.4. The Elliptic keys are used in support of ECDH key exchange. The TOE 
supports FFC Schemes using ‘safe-prime’ groups that meet the following: “NIST Special 
Publication 800-56A Revision 3, Recommendation for Pair-Wise Key Establishment 
Schemes Using Discrete Logarithm Cryptography” and RFC 3526. The TOE supports 
DHG14 key generation in support of DH key exchanges as part of SSH 

Please refer to ST Table 5 Cryptographic Algorithm Certificates for NIST CAVPs for RSA and 
ECDSA.” 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.1.2 FCS_CKM.1 Guidance 1 

Objective The evaluator shall verify that the AGD guidance instructs the administrator how to 
configure the TOE to use the selected key generation scheme(s) and key size(s) for all 
cryptographic protocols defined in the Security Target. 

Evaluator 
Findings 

The evaluator examined the Section 12.5 titled ‘Enable Common Criteria mode’ in the AGD 
to verify that it instructs the administrator how to configure the TOE to use the selected 
key generation scheme(s) and key size(s) for all cryptographic protocols defined in the 
Security Target.  Upon investigation, the evaluator found that the AGD states that “It is 
necessary to enable Common Criteria mode in order to make adjustments to allowable 
algorithms as well as other security parameters which put the system into a state that is 
compliant with the certification. When the Common Criteria mode is enabled, a limited set 
of algorithms will be enforced by the system. This is entirely governed by the appliance 
and there are no external controls. Only those algorithms claimed as part of the 
certification will be available.” 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.1.3 FCS_CKM.1 Test/CAVP 1 

Objective The evaluator shall verify the key generation mechanisms supported by the TOE. 
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Evaluator 
Findings 

CAVP Certs: # A1870 (ECDSA) 

                       A1870, A1872 (RSA) 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.2.2 FCS_CKM.2 

6.2.2.1 FCS_CKM.2 TSS 1    

Objective The evaluator shall ensure that the supported key establishment schemes correspond to 
the key generation schemes identified in FCS_CKM.1.1. If the ST specifies more than one 
scheme, the evaluator shall examine the TSS to verify that it identifies the usage for each 
scheme. It is sufficient to provide the scheme, SFR, and service in the TSS. 

If Diffie-Hellman group 14 is selected from FCS_CKM.2.1, the TSS shall claim the TOE meets 
RFC 3526 Section 3. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS supported key establishment schemes correspond to the key 
generation schemes identified in FCS_CKM.1.1.  Upon investigation, the evaluator found 
that the TSS states that “The TOE supports Cryptographic Key Establishment using the 
following schemes: 
 

• RSA key based establishment conforming to RSAES-PKCS1-v1_5 as specified in 
Section 7.2 of RFC 3447, “Public-Key Cryptography Standards (PKCS) #1: RSA 
Cryptography Specifications Version 2.1. The TOE implements RSA key 
establishment scheme with key sizes of 2048 and 3072 bits. 

• Elliptical curve-based establishment conforming to NIST Special Publication 
800-56A Revision 2, Recommendation for Pair-Wise Key Establishment 
Schemes Using Discrete Logarithm Cryptography. 

• FFC Schemes using “safe-prime” groups that meet the following: ‘NIST Special 
Publication 800-56A Revision 3, “Recommendation for Pair-Wise Key 
Establishment Schemes Using Discrete Logarithm Cryptography” and groups 
listed in RFC 3526. 

 

RSA and ECC schemes are used in support of SSH communications and FFC based key 
exchange based on  NIST SP 800-56Ar3/Diffie-Hellman Group 14 (RFC3526). 

The TOE acts as both a sender and receiver for RSA based key establishment scheme and 
Elliptic curve-based key establishment scheme. 

 

Scheme SFR Service 

RSA FCS_SSHC_EXT.1/ 

FCS_SSHS_EXT.1 

Administration 

Audit Server 

 

ECC 

 

FFC/DH14 FCS_SSHS_EXT.1 Audit server 

Administration 

 
 



 

 

 
 Page 27 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.2.2 FCS_CKM.2 Guidance 1 

Objective The evaluator shall verify that the AGD guidance instructs the administrator how to 
configure the TOE to use the selected key establishment scheme(s). 

Evaluator 
Findings 

The evaluator examined the Section 12.2 titled ‘Remote SSH’ and 12.5 ‘Enabling Common 
Criteria mode’ in the AGD to verify that it instructs the administrator how to configure the 
TOE to use the selected key establishment scheme(s).  Upon investigation, the evaluator 
found that the AGD states that “It is necessary to enable Common Criteria mode in order 
to make adjustments to allowable algorithms as well as other security parameters which 
put the system into a state that is compliant with the certification. When the Common 
Criteria mode is enabled, a limited set of algorithms will be enforced by the system. This is 
entirely governed by the appliance and there are no external controls. Only those 
algorithms claimed as part of the certification will be available. 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.2.3 FCS_CKM.1 Test/CAVP 1 

Objective The evaluator shall verify the key establishment mechanisms supported by the TOE. 

Evaluator 
Findings 

CAVP Certs: # A1870 (ECDSA) 

                       A1870, A1872 (RSA) 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.2.3 FCS_CKM.4 

6.2.3.1 FCS_CKM.4 TSS 1 

Objective The evaluator examines the TSS to ensure it lists all relevant keys (describing the origin 
and storage location of each), all relevant key destruction situations (e.g. factory reset or 
device wipe function, disconnection of trusted channels, key change as part of a secure 
channel protocol), and the destruction method used in each case. For the purpose of this 
Evaluation Activity the relevant keys are those keys that are relied upon to support any of 
the SFRs in the Security Target. The evaluator confirms that the description of keys and 
storage locations is consistent with the functions carried out by the TOE (e.g. that all keys 
for the TOE-specific secure channels and protocols, or that support FPT_APW.EXT.1 and 
FPT_SKP_EXT.1, are accounted for2). In particular, if a TOE claims not to store plaintext 
keys in non-volatile memory then the evaluator checks that this is consistent with the 
operation of the TOE. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS lists all relevant keys (describing the origin and storage 
location of each), all relevant key destruction situations (e.g. factory reset or device wipe 
function, disconnection of trusted channels, key change as part of a secure channel 
protocol), and the destruction method used in each case.  Upon investigation, the 
evaluator found that the TSS states “The TOE satisfies all requirements as specified in 
FCS_CKM.4 of NDcPPv2.2e for destruction of keys and CSPs”. 
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The evaluator examined the Section 7 titled ‘Cryptographic Key Destruction’ in the Security 
Target to verify that the TSS description of keys and storage locations is consistent with 
the functions carried out by the TOE. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.3.2 FCS_CKM.4 TSS 2 

Objective The evaluator shall check to ensure the TSS identifies how the TOE destroys keys stored as 
plaintext in non-volatile memory, and that the description includes identification and 
description of the interfaces that the TOE uses to destroy keys (e.g., file system APIs, key 
store APIs). 

Evaluator 
Findings 

The evaluator examined the Section 7 titled ‘Cryptographic Key Destruction’ in the Security 
Target to verify that the TSS identifies how the TOE destroys keys stored as plaintext in 
non-volatile memory, and that the description includes identification and description of 
the interfaces that the TOE uses to destroy keys.  Upon investigation, the evaluator found 
that the TSS states that The table below describes the key zeroization provided by the TOE 
and as referenced in FCS_CKM.4. 

Keys  Purpose   Storage Location  Method of Zeroization  

Diffie-Hellman 
Shared Secret  

Provide Perfect 
Forward secrecy  

RAM  Overwritten with zeros.  

Passwords  User authentication  Only salted hash is 
stored in file 
system.  

Encrypted passwords exist 
locally in a startup 
configuration file and 
replaced when that file is 
edited and saved. The 
passwords are stored in the 
file in protected form only. 
The interface is under 
‘System > Access’. 

Diffie Hellman 
private 
exponent  

Diffie Hellman key 
generation  

RAM  Overwritten with zeros.  

SSH Private 
Key  

SSH server  SSD/File system  Overwritten with zeros. 
Destroyed by issuing a 
factory reset under 
‘Maintain’. 

AES Key  Encrypt/decrypt   Keys are not stored 

Held in the RAM 
buffer in plaintext      

The key is overwritten with 
a pseudo-random pattern 
upon termination of the 
session or reboot of the 
appliance 

SSH Session 
Key  

SSH server  SSH Session Key is 
stored only in 
RAM.  

Overwritten with zeros.  

RNG Seed Output from TRNG is 
used to seed the 
DRBG  

RAM  Overwritten with zeros.  

 

Based on these findings, this assurance activity is considered satisfied. 
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Verdict Pass  

6.2.3.3 FCS_CKM.4 TSS 3 

Objective Where the TSS identifies keys that are stored in a non-plaintext form, the evaluator shall 
check that the TSS identifies the encryption method and the key-encrypting-key used, and 
that the key-encrypting-key is either itself stored in an encrypted form or that it is 
destroyed by a method included under FCS_CKM.4. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS identifies the encryption method and the key-encrypting-key 
used, and that the key-encrypting-key is either itself stored in an encrypted form or that it 
is destroyed by a method included under FCS_CKM.4.  Upon investigation, the evaluator 
found that the TSS states that The TOE stores all pre-shared keys, symmetric keys and 
private keys in a secure storage and is not accessible through an interface to 
administrators. 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.2.3.4 FCS_CKM.4 TSS 4 

Objective The evaluator shall check that the TSS identifies any configurations or circumstances that 
may not conform to the key destruction requirement (see further discussion in the 
Guidance Documentation Section below). Note that reference may be made to the 
Guidance Documentation for description of the detail of such cases where destruction 
may be prevented or delayed. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS identifies any configurations or circumstances that may not 
conform to the key destruction requirement.  Upon investigation, the evaluator found that 
the TSS states that TOE does not have any circumstances that may not conform to key 
destruction requirements. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.2.3.5 FCS_CKM.4 Guidance 1 

Objective A TOE may be subject to situations that could prevent or delay key destruction in some 
cases. The check that the evaluator shall guidance documentation identifies configurations 
or circumstances that may not strictly conform to the key destruction requirement, and 
that this description is consistent with the relevant parts of the TSS (and any other 
supporting information used). The evaluator shall check that the guidance documentation 
provides guidance on situations where key destruction may be delayed at the physical 
layer. 

Evaluator 
Findings 

The evaluator examined the Section 20  titled ‘Sensitive material zeroization’ in the AGD to 
verify that it identifies configurations or circumstances that may not strictly conform to 
the key destruction requirement, and that this description is consistent with the relevant 
parts of the TSS.  Upon investigation, the evaluator found that the AGD states that “The 
appliance will automatically zero out any data on persistent storage when that data is 
destroyed. Key material, such as SSH keys is destroyed in this manner any time the 
Administrator triggers re-keying operation. 
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Sensitive material in memory, such as ephemeral keys, are zeroized as well, before the 
memory is freed.” 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.2.4 FCS_COP.1/DataEncryption 

6.2.4.1 FCS_COP.1/DataEncryption TSS 1 

Objective The evaluator shall examine the TSS to ensure it identifies the key size(s) and mode(s) 
supported by the TOE for data encryption/decryption. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS to ensure it identifies the key size(s) and mode(s) supported by 
the TOE for data encryption/decryption.  Upon investigation, the evaluator found that the 
TSS states that “The TOE supports AES encryption and decryption conforming to CBC as 
specified in ISO 10116, CTR as specified in ISO 10116 and GCM as specified in ISO 19772. 
 
The AES key size supported are 128 bits and 256 bits and the AES modes supported are: 
CBC, CTR and GCM.” 
 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.4.2 FCS_COP.1/DataEncryption Guidance 1 

Objective The evaluator shall verify that the AGD guidance instructs the administrator how to 
configure the TOE to use the selected mode(s) and key size(s) defined in the Security 
Target supported by the TOE for data encryption/decryption. 

Evaluator 
Findings 

The evaluator examined the Section 12.5 titled ‘Enable Common Criteria mode’ in the AGD 

to verify that it instructs the administrator how to configure the TOE to use the selected key 

generation scheme(s) and key size(s) for all cryptographic protocols defined in the Security 

Target.  Upon investigation, the evaluator found that the AGD states that “It is necessary to 

enable Common Criteria mode in order to make adjustments to allowable algorithms as well 

as other security parameters which put the system into a state that is compliant with the 

certification. When the Common Criteria mode is enabled, a limited set of algorithms will 

be enforced by the system. This is entirely governed by the appliance and there are no 

external controls. Only those algorithms claimed as part of the certification will be 

available.” 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.4.3 FCS_COP.1/DataEncryption Test/CAVP 1 

Objective The evaluator shall verify the implementation of encryption supported by the TOE. 

Evaluator 
Findings 

CAVP AES Certs: # A1870 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 
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6.2.5 FCS_COP.1/SigGen 

6.2.5.1 FCS_COP.1/SigGen TSS 1 

Objective The evaluator shall examine the TSS to determine that it specifies the cryptographic 
algorithm and key size supported by the TOE for signature services. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS to ensure it specifies the cryptographic algorithm and key size 
supported by the TOE for signature services.  Upon investigation, the evaluator found that 
the TSS states that “The TOE provides Cryptographic signature generation and verification 
in accordance with the following cryptographic algorithms: 

● RSA digital signature conforming to FIPS PUB 186-4, “Digital Signature Standard 
(DSS)”, Section 5.5, using PKCS #1 v2.1 Signature Schemes RSASSA-PSS and/or 
RSASSA-PKCS1v1_5; ISO/IEC 9796-2, Digital signature scheme 2 or Digital Signature 
scheme 3.  

● The RSA key sizes supported are: 2048 and 3072 bits. 
● The TOE uses Elliptical curve digital signature algorithm conforming to FIPS PUB 186-

4, “Digital Signature Standard (DSS)”, Section 6 and Appendix D, Implementing 
“NIST curves” [P-256, P-384, P-521]; ISO/IEC 14888-3, Section 6.4  

● The Elliptical curve key size supported is 256 bits”.      
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.5.2 FCS_COP.1/SigGen Guidance 1 

Objective The evaluator shall verify that the AGD guidance instructs the administrator how to 
configure the TOE to use the selected cryptographic algorithm and key size defined in the 
Security Target supported by the TOE for signature services. 

Evaluator 
Findings 

The evaluator examined the Section 15 titled ‘Key-based Authentication with SSH’ in the 
AGD to verify that it provides guidance instructs the administrator how to configure the 
TOE to use the selected cryptographic algorithm and key size defined in the Security 
Target supported by the TOE for signature services. Upon investigation, the evaluator 
found that the AGD states that how to configure the TOE in the evaluated configuration. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.2.5.3 FCS_COP.1/SigGen Test/CAVP 1 

Objective The evaluator shall verify the implementation of signature generation and verification 
supported by the TOE. 

Evaluator 
Findings 

CAVP RSA SigGen&SigVer (186-4) Certs: # A1870, A1872 

CAVP ECDSA SigVer&SigGen (186-4) Certs: # A1870 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 
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6.2.6 FCS_COP.1/Hash 

6.2.6.1 FCS_COP.1/Hash TSS 1 

Objective The evaluator shall check that the association of the hash function with other TSF 
cryptographic functions (for example, the digital signature verification function) is 
documented in the TSS. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS documents the association of the hash function with other 
TSF cryptographic functions.  Upon investigation, the evaluator found that the TSS states 
that “The TOE supports Cryptographic hashing services conforming to ISO/IEC 10118-
3:2004. The hashing algorithms are used in SSH connections for secure communications. 
The following hashing algorithms are supported: SHA-1, SHA-256, SHA-384 and SHA-512. 
The message digest sizes supported are: 160, 256, 384 and 512 bits.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.6.2 FCS_COP.1/Hash Guidance 1 

Objective The evaluator checks the AGD documents to determine that any configuration that is 
required to configure the required hash sizes is present. 

Evaluator 
Findings 

The evaluator examined the Sections 12.5 titled ‘Enabling common criteria mode’ and 
‘Cryptographic Protocols’ in the AGD to verify that it presents any configuration that is 
required to configure the required hash sizes.  Upon investigation, the evaluator found 
that the AGD describes how to configure the TOE in the evaluated configuration by 
Enabling common criteria mode’. Additionally, the evaluator found that the guidance 
specifically states that when common criteria mode’ is enabled no additional configuration 
is required. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.2.6.3 FCS_COP.1/Hash Test/CAVP 1 

Objective The evaluator shall verify the implementation of hashing supported by the TOE. 

Evaluator 
Findings 

CAVP SHS Certs: # A1870 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.7 FCS_COP.1/KeyedHash 

6.2.7.1 FCS_COP.1/KeyedHash TSS 1 

Objective The evaluator shall examine the TSS to ensure that it specifies the following values used by 
the HMAC function: key length, hash function used, block size, and output MAC length 
used. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS specifies the following values used by the HMAC function: key 
length, hash function used, block size, and output MAC length used.  Upon investigation, 
the evaluator found that the TSS states that “The TOE supports Keyed-hash message 
authentication conforming to ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2”. HMAC 
algorithms is used in support of SSH sessions. 
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HMAC 
Algorithms 

Hash 
Functions 

Block Size Key lengths MAC lengths 

HMAC-SHA-1 SHA-1 160 bits 160 bits 160 bits 

HMAC-SHA-
256  

SHA-256 512 bits 256 bits 256 bits 

HMAC-SHA-
384 

SHA-384 1024 bits 384 bits 384 bits 

HMAC-SHA-
512 

SHA-512 1024 bits 512 bits 512 bits 

 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.7.2 FCS_COP.1/KeyedHash Guidance 1 

Objective The evaluator shall verify that the AGD guidance instructs the administrator how to 
configure the TOE to use the values used by the HMAC function: key length, hash function 
used, block size, and output MAC length used defined in the Security Target supported by 
the TOE for keyed hash function.  

Evaluator 
Findings 

The evaluator examined the Section 12.5 titled ‘Enable Common Criteria mode’ in the AGD 

to verify that it instructs the administrator how to configure the TOE to use the selected key 

generation scheme(s) and key size(s) for all cryptographic protocols defined in the Security 

Target.  Upon investigation, the evaluator found that the AGD states that “It is necessary to 

enable Common Criteria mode in order to make adjustments to allowable algorithms as well 

as other security parameters which put the system into a state that is compliant with the 

certification. When the Common Criteria mode is enabled, a limited set of algorithms will 

be enforced by the system. This is entirely governed by the appliance and there are no 

external controls. Only those algorithms claimed as part of the certification will be 

available.” 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.7.3 FCS_COP.1/KeyedHash Test/CAVP 1 

Objective The evaluator shall verify the implementation of MACing supported by the TOE. 

Evaluator 
Findings 

CAVP HMAC Certs: # A1870 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.8 FCS_RBG_EXT.1 

6.2.8.1 FCS_RBG_EXT.1 TSS 1 

Objective The evaluator shall examine the TSS to determine that it specifies the DRBG type, 
identifies the entropy source(s) seeding the DRBG, and state the assumed or calculated 
min-entropy supplied either separately by each source or the min-entropy contained in 
the combined seed value. 
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Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS specifies the DRBG type, identifies the entropy source(s) 
seeding the DRBG, and state the assumed or calculated min-entropy supplied either 
separately by each source or the min-entropy contained in the combined seed value.  
Upon investigation, the evaluator found that the TSS states that “The TOE uses CTR_DRBG 
conforming to ISO/IEC 18031:2011.  
The CTR_DRBG is seeded by an entropy source that accumulates entropy from 2 software-
based noise source with a minimum of 256 bits of entropy. The min entropy claims that 
there is about 7 bits of entropy per every 8 bits.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.2.8.2 FCS_RBG_EXT.1 Guidance 1 

Objective The evaluator shall confirm that the guidance documentation contains appropriate 
instructions for configuring the RNG functionality. 

Evaluator 
Findings 

The evaluator examined the Section 12.5 titled ‘Enable Common Criteria mode’ in the AGD 
to verify that it instructs the administrator how to configure the TOE to use the selected 
key generation scheme(s) and key size(s) for all cryptographic protocols defined in the 
Security Target.  Upon investigation, the evaluator found that the AGD states that “It is 
necessary to enable Common Criteria mode in order to make adjustments to allowable 
algorithms as well as other security parameters which put the system into a state that is 
compliant with the certification. When the Common Criteria mode is enabled, a limited set 
of algorithms will be enforced by the system. This is entirely governed by the appliance 
and there are no external controls. Only those algorithms claimed as part of the 
certification will be available.” 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.2.8.3 FCS_RBG_EXT.1.1 Test/CAVP 1 

Objective The evaluator shall verify the implementation of SP 800-90A DRBG supported by the TOE. 

Evaluator 
Findings 

CAVP DRBG Certs: # A1870 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

 

6.3 TSS and Guidance Activities (SSH) 

6.3.1 FCS_SSHC_EXT.1 

6.3.1.1 FCS_SSHC_EXT.1.2 TSS 1 

Objective The evaluator shall check to ensure that the TSS contains a description of the public key algorithms 
that are acceptable for use for authentication and that this list conforms to FCS_SSHC_EXT.1.5. and 
ensure that if password-based authentication methods have been selected in the ST then these are 
also described. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS contains a description of the public key algorithms that are 
acceptable for use for authentication and that this list conforms to FCS_SSHC_EXT.1.5. and 
ensure that if password-based authentication methods have been selected in the ST then 
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these are also described.  Upon investigation, the evaluator found that the TSS states that 
“The TOE supports public key authentication. 
 
The following public key algorithms are supported: rsa-sha2-256, rsa-sha2-512, ecdsa-
sha2-nistp256, ecdsa-sha2-nistp384 and ecdsa-sha2-nistp521. This list conforms to 
FCS_SSHC_EXT.1.5” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.2 FCS_SSHC_EXT.1.3 TSS 1 

Objective The evaluator shall check that the TSS describes how “large packets” in terms of RFC 4253 
are detected and handled. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS describes how “large packets” in terms of RFC 4253 are 
detected and handled.  Upon investigation, the evaluator found that the TSS states that 
“The TOE accepts packet size up to 262000 bytes and meets the requirements of RFC 
4253.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.3 FCS_SSHC_EXT.1.4 TSS 1 

Objective The evaluator shall check the description of the implementation of this protocol in the TSS 
to ensure that optional characteristics are specified, and the encryption algorithms 
supported are specified as well. The evaluator shall check the TSS to ensure that the 
encryption algorithms specified are identical to those listed for this component. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS specifies the optional characteristics and the encryption 
algorithms supported and that the encryption algorithms specified are identical to those 
listed for this component.  Upon investigation, the evaluator found that the TSS states that 
“The TOE supports the following encryption algorithms: aes128-cbc, aes256-cbc, aes128-
ctr, aes256-ctr for SSH transport. There are no optional characteristics specified for 
FCS_SSHC_EXT.1.4. This list is identical to those claimed for FCS_SSHC_EXT.1.4.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.4 FCS_SSHC_EXT.1.4 Guidance 1 

Objective The evaluator shall also check the guidance documentation to ensure that it contains 
instructions on configuring the TOE so that SSH conforms to the description in the TSS (for 
instance, the set of algorithms advertised by the TOE may have to be restricted to meet 
the requirements). 

Evaluator 
Findings 

The evaluator examined the Section 12.2 titled ‘Remote SSH’ Section 12.5 titled ‘Enabling 
Common Criteria mode’ in the AGD to verify that it contains instructions on configuring 
the TOE so that SSH conforms to the description in the TSS.  Upon investigation, the 
evaluator found that the AGD states that “It is necessary to enable Common Criteria mode 
in order to make adjustments to allowable algorithms as well as other security parameters 
which put the system into a state that is compliant with the certification. When the 
Common Criteria mode is enabled, a limited set of algorithms will be enforced by the 
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system. This is entirely governed by the appliance and there are no external controls. Only 
those algorithms claimed as part of the certification will be available. 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.5 FCS_SSHC_EXT.1.5 TSS 1 

Objective The evaluator shall check the description of the implementation of this protocol in the TSS 
to ensure that optional characteristics are specified, and the public key algorithms 
supported are specified as well. The evaluator shall check the TSS to ensure that the public 
key algorithms specified are identical to those listed for this component. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS specifies the optional characteristics and the public key 
algorithms supported. The evaluator shall check the TSS to ensure that the public key 
algorithms specified are identical to those listed for this component and that the public 
key algorithms specified are identical to those listed for this component.  Upon 
investigation, the evaluator found that the TSS states that “The following are the public 
key algorithms supported: rsa-sha2-256, rsa-sha2-512, ecdsa-sha2-nistp256, ecdsa-sha2-
nistp384 and ecdsa-sha2-nistp521. There are no optional characteristics specified for 
FCS_SSHC_EXT.1.5. This list is identical to those claimed for FCS_SSHC_EXT.1.5.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.6 FCS_SSHC_EXT.1.5 Guidance 1 

Objective The evaluator shall also check the guidance documentation to ensure that it contains 
instructions on configuring the TOE so that SSH conforms to the description in the TSS (for 
instance, the set of algorithms advertised by the TOE may have to be restricted to meet 
the requirements). 

Evaluator 
Findings 

The evaluator examined the Section 12.2 titled ‘Remote SSH’ and Section 12.5 Enabling 

Common criteria mode in  the AGD to verify that it contains instructions on configuring the 

TOE so that SSH conforms to the description in the TSS.  Upon investigation, the evaluator 

found that the AGD states that “It is necessary to enable Common Criteria mode in order to 

make adjustments to allowable algorithms as well as other security parameters which put 

the system into a state that is compliant with the certification. When the Common Criteria 

mode is enabled, a limited set of algorithms will be enforced by the system. This is entirely 

governed by the appliance and there are no external controls. Only those algorithms 

claimed as part of the certification will be available”. 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.7 FCS_SSHC_EXT.1.6 TSS 1 

Objective The evaluator shall check the TSS to ensure that it lists the supported data integrity 
algorithms, and that the list corresponds to the list in this component. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS lists the supported data integrity algorithms, and that that list 
corresponds to the list in this component.  Upon investigation, the evaluator found that 
the TSS states that “The TOE supports the following data integrity MAC algorithms: hmac-
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sha1, hmac-sha2-256, and hmac-sha2-512. This list corresponds to the list in 
FCS_SSHC_EXT.1.6.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.8 FCS_SSHC_EXT.1.6 Guidance 1 

Objective The evaluator shall also check the guidance documentation to ensure that it contains 
instructions to the Security Administrator on how to ensure that only the allowed data 
integrity algorithms are used in SSH connections with the TOE (specifically, that the “none” 
MAC algorithm is not allowed). 

Evaluator 
Findings 

The evaluator examined the Section 12.2 titled ‘Remote SSH’ and Section 12.5 “Enabling 

Common criteria mode” in the AGD to verify that it contains instructions on configuring the 

TOE so that SSH conforms to the description in the TSS.  Upon investigation, the evaluator 

found that the AGD states that “It is necessary to enable Common Criteria mode in order to 

make adjustments to allowable algorithms as well as other security parameters which put 

the system into a state that is compliant with the certification. When the Common Criteria 

mode is enabled, a limited set of algorithms will be enforced by the system. This is entirely 

governed by the appliance and there are no external controls. Only those algorithms 

claimed as part of the certification will be available”. 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.9 FCS_SSHC_EXT.1.7 TSS 1 

Objective The evaluator shall check the TSS to ensure that it lists the supported key exchange 
algorithms, and that the list corresponds to the list in this component. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS lists the supported key exchange algorithms, and that that list 
corresponds to the list in this component.  Upon investigation, the evaluator found that 
the TSS states that “The TOE supports the following key exchange algorithms: diffie-
hellman-group14-sha1 and ecdh-sha2-nistp256. This list corresponds to the list in 
FCS_SSHC_EXT.1.7.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.10 FCS_SSHC_EXT.1.7 Guidance 1 

Objective The evaluator shall also check the guidance documentation to ensure that it contains 
instructions to the Security Administrator on how to ensure that only the allowed key 
exchange algorithms are used in SSH connections with the TOE. 

Evaluator 
Findings 

The evaluator examined the Section 15 titled ‘key-based Authentication with SSH’ and 

Section 12.5 “Enabling Common criteria mode” in the AGD to verify that it contains 

instructions on configuring the TOE so that SSH conforms to the description in the TSS.  Upon 

investigation, the evaluator found that the AGD states that “It is necessary to enable 

Common Criteria mode in order to make adjustments to allowable algorithms as well as 

other security parameters which put the system into a state that is compliant with the 

certification. When the Common Criteria mode is enabled, a limited set of algorithms will 

be enforced by the system. This is entirely governed by the appliance and there are no 
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external controls. Only those algorithms claimed as part of the certification will be 

available”. 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.11 FCS_SSHC_EXT.1.8 TSS 1 

Objective The evaluator shall check that the TSS specifies the following: 
a) Both thresholds are checked by the TOE.  
b) Rekeying is performed upon reaching the threshold that is hit first.    

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS specifies that both thresholds are checked by the TOE and 
rekeying is performed upon reaching the threshold that is hit first.  Upon investigation, the 
evaluator found that the TSS states that “The TOE is capable of rekeying. The TOE verifies 
the following thresholds: 

● No longer than one hour 
● No more than one gigabyte of transmitted data 

 
The TOE continuously checks both conditions. When either of the conditions are met, the 
TOE will initiate a rekey.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.1.12 FCS_SSHC_EXT.1.8 Guidance 1 

Objective If one or more thresholds that are checked by the TOE to fulfil the SFR are 
configurable, then the evaluator shall check that the guidance documentation 
describes how to configure those thresholds. Either the allowed values are specified in 
the guidance documentation and must not exceed the limits specified in the SFR (one 
hour of session time, one gigabyte of transmitted traffic) or the TOE must not accept 
values beyond the limits specified in the SFR. The evaluator shall check that the 
guidance documentation describes that the TOE reacts to the first threshold reached. 

Evaluator 
Findings 

The evaluator examined the Section 12.5 titled ‘Enable Common Criteria mode’ and Section 

21 ‘Rekey Default’. in the AGD to verify that it instructs the administrator how to configure 

the TOE to use the selected key generation scheme(s) and key size(s) for all cryptographic 

protocols defined in the Security Target.  Upon investigation, the evaluator found that the 

AGD states that “It is necessary to enable Common Criteria mode in order to make 

adjustments to allowable algorithms as well as other security parameters which put the 

system into a state that is compliant with the certification. When the Common Criteria mode 

is enabled, a limited set of algorithms will be enforced by the system. This is entirely 

governed by the appliance and there are no external controls. Only those algorithms 

claimed as part of the certification will be available.” 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass When activity complete. 
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6.3.2 FCS_SSHS_EXT.1 

6.3.2.1 FCS_SSHS_EXT.1.2 TSS 1 

Objective The evaluator shall check to ensure that the TSS contains a description of the public key 
algorithms that are acceptable for use for authentication and that this list conforms to 
FCS_SSHS_EXT.1.5. and ensure that if password-based authentication methods have been 
selected in the ST then these are also described. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS contains a description of the public key algorithms that are 
acceptable for use for authentication, that this list conforms to FCS_SSHS_EXT.1.5, and 
that if password-based authentication methods have been selected in the ST then these 
are also described.  Upon investigation, the evaluator found that the TSS states that “The 
TOE supports public key authentication and password-based authentication. 

The following public key algorithms: ssh-rsa, rsa-sha2-256, rsa-sha2-512, ecdsa-sha2-

nistp256. This list conforms to FCS_SSHS_EXT.1.5”. 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.2.2 FCS_SSHS_EXT.1.3 TSS 1 

Objective The evaluator shall check that the TSS describes how “large packets” in terms of RFC 4253 
are detected and handled. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS describes how “large packets” in terms of RFC 4253 are 
detected and handled.  Upon investigation, the evaluator found that the TSS states that 
“The TOE accepts packet size up to 262000 bytes and meets the requirements of RFC 
4253.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.2.3 FCS_SSHS_EXT.1.4 TSS 1 

Objective The evaluator shall check the description of the implementation of this protocol in the TSS 
to ensure that optional characteristics are specified, and the encryption algorithms 
supported are specified as well. The evaluator shall check the TSS to ensure that the 
encryption algorithms specified are identical to those listed for this component. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 

Target to verify that the TSS specifies the optional characteristics and the encryption 

algorithms supported.  Upon investigation, the evaluator found that the TSS states that “The 

TOE supports the following encryption algorithms: aes128-ctr, aes256-ctr for SSH transport. 

There are no optional characteristics specified for FCS_SSHS_EXT.1.4. This list is identical to 

those claimed for FCS_SSHS_EXT.1.4.” 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 
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6.3.2.4 FCS_SSHS_EXT.1.4 Guidance 1 

Objective The evaluator shall also check the guidance documentation to ensure that it contains 
instructions on configuring the TOE so that SSH conforms to the description in the TSS (for 
instance, the set of algorithms advertised by the TOE may have to be restricted to meet 
the requirements). 

Evaluator 
Findings 

The evaluator examined the Section 12.2 titled ‘Remote SSH’ and Section 12.5 ‘Enable 

Common Criteria mode’ in the AGD to verify that it contains instructions on configuring the 

TOE so that SSH conforms to the description in the TSS.  Upon investigation, the evaluator 

found that the AGD states that “It is necessary to enable Common Criteria mode in order to 

make adjustments to allowable algorithms as well as other security parameters which put 

the system into a state that is compliant with the certification. When the Common Criteria 

mode is enabled, a limited set of algorithms will be enforced by the system. This is entirely 

governed by the appliance and there are no external controls. Only those algorithms 

claimed as part of the certification will be available.” 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.2.5 FCS_SSHS_EXT.1.5 TSS 1 

Objective The evaluator shall check the description of the implementation of this protocol in the TSS 
to ensure that optional characteristics are specified, and the public key algorithms 
supported are specified as well. The evaluator shall check the TSS to ensure that the public 
key algorithms specified are identical to those listed for this component. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS specifies the optional characteristics and the public key 
algorithms supported.  Upon investigation, the evaluator found that the TSS states that 
“The following are the public key algorithms supported: ssh-rsa, rsa-sha2-256, rsa-sha2-
512, ecdsa-sha2-nistp256. There are no optional characteristics specified for 
FCS_SSHS_EXT.1.5. This list is identical to those claimed for FCS_SSHS_EXT.1.5. 

The TOE verifies that the SSH client’s presented public key matches one that is stored within 

the SSH server’s authorized_keys file.” 

 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.2.6 FCS_SSHS_EXT.1.5 TSS 2 

Objective The evaluator shall confirm that the TSS includes the description of how the TOE 
establishes a user identity when an SSH client presents a public key or X.509v3 certificate. 
For example, the TOE could verify that the SSH client’s presented public key matches one 
that is stored within the SSH server’s authorized_keys file. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS describes how the TOE establishes a user identity when an 
SSH client presents a public key or X.509v3 certificate. Upon investigation, the evaluator 
found that the TSS states that “The TOE verifies that the SSH client’s presented public key 
matches one that is stored within the SSH server’s authorized_keys file.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 



 

 

 
 Page 41 

 

6.3.2.7 FCS_SSHS_EXT.1.5 Guidance 1 

Objective The evaluator shall also check the guidance documentation to ensure that it contains 
instructions on configuring the TOE so that SSH conforms to the description in the TSS (for 
instance, the set of algorithms advertised by the TOE may have to be restricted to meet 
the requirements). 

Evaluator 
Findings 

The evaluator examined the Section 12.2 titled ‘Remote SSH’ and Section 12.5 ‘Enable 

Common Criteria mode’ in the AGD to verify that it contains instructions on configuring the 

TOE so that SSH conforms to the description in the TSS.  Upon investigation, the evaluator 

found that the AGD states that “It is necessary to enable Common Criteria mode in order to 

make adjustments to allowable algorithms as well as other security parameters which put 

the system into a state that is compliant with the certification. When the Common Criteria 

mode is enabled, a limited set of algorithms will be enforced by the system. This is entirely 

governed by the appliance and there are no external controls. Only those algorithms 

claimed as part of the certification will be available.” 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.2.8 FCS_SSHS_EXT.1.6 TSS 1 

Objective The evaluator shall check the TSS to ensure that it lists the supported data integrity 
algorithms, and that the list corresponds to the list in this component. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS lists the supported data integrity algorithms, and that that list 
corresponds to the list in this component.  Upon investigation, the evaluator found that 
the TSS states that “The TOE supports the following data integrity MAC algorithms: hmac-
sha1, hmac-sha2-256, and hmac-sha2-512. This list corresponds to the list in 
FCS_SSHS_EXT.1.6.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.2.9 FCS_SSHS_EXT.1.6 Guidance 1 

Objective The evaluator shall also check the guidance documentation to ensure that it contains 
instructions to the Security Administrator on how to ensure that only the allowed data 
integrity algorithms are used in SSH connections with the TOE (specifically, that the “none” 
MAC algorithm is not allowed). 

Evaluator 
Findings 

The evaluator examined the Section 12.5 titled ‘Enable Common Criteria mode’ in the AGD 

to verify that it instructs the administrator how to configure the TOE to use the selected key 

generation scheme(s) and key size(s) for all cryptographic protocols defined in the Security 

Target.  Upon investigation, the evaluator found that the AGD states that “It is necessary to 

enable Common Criteria mode in order to make adjustments to allowable algorithms as well 

as other security parameters which put the system into a state that is compliant with the 

certification. When the Common Criteria mode is enabled, a limited set of algorithms will 

be enforced by the system. This is entirely governed by the appliance and there are no 

external controls. Only those algorithms claimed as part of the certification will be 

available.” 

 

Based on these findings, this assurance activity is considered satisfied. 
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Verdict Pass. 

6.3.2.10 FCS_SSHS_EXT.1.7 TSS 1 

Objective The evaluator shall check the TSS to ensure that it lists the supported key exchange 
algorithms, and that the list corresponds to the list in this component. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS lists the supported key exchange algorithms, and that that list 
corresponds to the list in this component.  Upon investigation, the evaluator found that 
the TSS states that “The TOE supports the following key exchange algorithms: diffie-
hellman-group14-sha256, diffie-hellman-group16-sha512, ecdh-sha2-nistp256, ecdh-sha2-
nistp384, and ecdh-sha2-nistp521. This list corresponds to the list in FCS_SSHS_EXT.1.7.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.2.11 FCS_SSHS_EXT.1.7 Guidance 1 

Objective The evaluator shall also check the guidance documentation to ensure that it contains 
instructions to the Security Administrator on how to ensure that only the allowed key 
exchange algorithms are used in SSH connections with the TOE.   

Evaluator 
Findings 

The evaluator examined the Section 15 titled ‘Key-based Authentication with SSH’ and 

Section 12.5 titled ‘Enable Common Criteria mode’ in the AGD to verify that it contains 

instructions to the administrator on how to ensure that only the allowed key exchange 

algorithms are used in SSH connections with the TOE.  Upon investigation, the evaluator 

found that the AGD states that “It is necessary to enable Common Criteria mode in order to 

make adjustments to allowable algorithms as well as other security parameters which put 

the system into a state that is compliant with the certification. When the Common Criteria 

mode is enabled, a limited set of algorithms will be enforced by the system. This is entirely 

governed by the appliance and there are no external controls. Only those algorithms 

claimed as part of the certification will be available”. 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.3.2.12 FCS_SSHS_EXT.1.8 TSS 1 

Objective The evaluator shall check that the TSS specifies the following: 

a) Both thresholds are checked by the TOE.  
b) Rekeying is performed upon reaching the threshold that is hit first. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS specifies that both thresholds are checked, and that rekeying 
is performed upon reaching the threshold that is hit first.  Upon investigation, the 
evaluator found that the TSS states that “The TOE is capable of rekeying. The TOE verifies 
the following thresholds: 

● No longer than one hour 
● No more than one gigabyte of transmitted data 

 
The TOE continuously checks both conditions. When either of the conditions are met, the 
TOE will initiate a rekey.” 

Based on these findings, this assurance activity is considered satisfied. 
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Verdict Pass. 

6.3.2.13 FCS_SSHS_EXT.1.8 Guidance 1 

Objective If one or more thresholds that are checked by the TOE to fulfil the SFR are configurable, 
then the evaluator shall check that the guidance documentation describes how to 
configure those thresholds. Either the allowed values are specified in the guidance 
documentation and must not exceed the limits specified in the SFR (one hour of session 
time, one gigabyte of transmitted traffic) or the TOE must not accept values beyond the 
limits specified in the SFR. The evaluator shall check that the guidance documentation 
describes that the TOE reacts to the first threshold reached. 

Evaluator 
Findings 

The evaluator examined the Section 12.5 titled ‘Enable Common Criteria mode’ and Section 

21 Rekey Default. in the AGD to verify that it instructs the administrator how to configure 

the TOE to use the selected key generation scheme(s) and key size(s) for all cryptographic 

protocols defined in the Security Target.  Upon investigation, the evaluator found that the 

AGD states that “It is necessary to enable Common Criteria mode in order to make 

adjustments to allowable algorithms as well as other security parameters which put the 

system into a state that is compliant with the certification. When the Common Criteria mode 

is enabled, a limited set of algorithms will be enforced by the system. This is entirely 

governed by the appliance and there are no external controls. Only those algorithms 

claimed as part of the certification will be available.” 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

 

6.4 TSS and Guidance Activities (Identification and Authentication) 

6.4.1 FIA_AFL.1 

6.4.1.1 FIA_AFL.1 TSS 1 

Objective The evaluator shall examine the TSS to determine that it contains a description, for each 
supported method for remote administrative actions, of how successive unsuccessful 
authentication attempts are detected and tracked. The TSS shall also describe the method 
by which the remote administrator is prevented from successfully logging on to the TOE, 
and the actions necessary to restore this ability. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS contains a description, for each supported method for 
remote administrative actions, of how successive unsuccessful authentication attempts 
are detected and tracked; the method by which the remote administrator is prevented 
from successfully logging on to the TOE; and the actions necessary to restore this ability.  
Upon investigation, the evaluator found that the TSS states that The TOE allows the 
administrator to configure the number of successive failed authentication attempts.  

When a user fails to authenticate a number of times equal to the configured limit, the 
TOE locks the claimed user identity until the configured time is reached.  

Administrators can configure unsuccessful authentication attempts range between 3 – 15 
within 60 minutes. When the account is locked, the TOE does not permit any further 
actions until the account is accessible. 

Based on these findings, this assurance activity is considered satisfied. 
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Verdict Pass 

6.4.1.2 FIA_AFL.1 TSS 2 

Objective The evaluator shall examine the TSS to confirm that the TOE ensures that authentication 
failures by remote administrators cannot lead to a situation where no administrator access 
is available, either permanently or temporarily (e.g. by providing local logon which is not 
subject to blocking). 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS ensures that authentication failures by remote administrators 
cannot lead to a situation where no administrator access is available.  Upon investigation, 
the evaluator found that the TSS states that the authentication failures cannot lead to a 
situation where no administrator access is available since the local CLI would not be 
subject to lockout. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.4.1.3 FIA_AFL.1 Guidance 1 

Objective The evaluator shall examine the guidance documentation to ensure that instructions for 
configuring the number of successive unsuccessful authentication attempts and time 
period (if implemented) are provided, and that the process of allowing the remote 
administrator to once again successfully log on is described for each “action” specified (if 
that option is chosen). If different actions or mechanisms are implemented depending on 
the secure protocol employed (e.g., TLS vs. SSH), all must be described. 

Evaluator 
Findings 

The evaluator examined the Section 16.1 titled “Enabling temporary account lockout for 
remote Connections” in the AGD to verify that it provides instructions for configuring the 
number of successive unsuccessful authentication attempts and time period (if 
implemented), and that the process of allowing the remote administrator to once again 
successfully log on is described for each “action” specified (if that option is chosen).  Upon 
investigation, the evaluator found that the AGD states that The TOE allows the 
administrator to configure the number of successive failed authentication attempts.  

When a user fails to authenticate a number of times equal to the configured limit, the 
TOE locks the claimed user identity until the configured time is reached.  

Administrators can configure unsuccessful authentication attempts range between 3 – 15 
within 60 minutes. When the account is locked, the TOE does not permit any further 
actions until the account is accessible. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.4.1.4 FIA_AFL.1 Guidance 2 

Objective The evaluator shall examine the guidance documentation to confirm that it describes, and 
identifies the importance of, any actions that are required in order to ensure that 
administrator access will always be maintained, even if remote administration is made 
permanently or temporarily unavailable due to blocking of accounts as a result of 
FIA_AFL.1. 

Evaluator 
Findings 

The evaluator examined the Section 16.1 titled “Enabling temporary account lockout for 
remote Connections” in the AGD to verify that it describes, and identifies the importance 
of, any actions that are required in order to ensure that administrator access will always 
be maintained, even if remote administration is made permanently or temporarily 
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unavailable due to blocking of accounts as a result of FIA_AFL.1.  Upon investigation, the 
evaluator found that the AGD states that the authentication failures cannot lead to a 
situation where no administrator access is available since the local CLI would not be 
subject to lockout. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.4.2 FIA_PMG_EXT.1  

 

6.4.2.1 FIA_PMG_EXT.1.1 TSS 1 

Objective The evaluator shall examine the TSS to determine that it contains the lists of the 
supported special character(s) and minimum and maximum number of charters supported 
for administrator passwords. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS contains the lists of the supported special character(s) and 
minimum and maximum number of charters supported for administrator passwords.  
Upon investigation, the evaluator found that the TSS states that “The TOE provides the 
following password management capabilities for administrator passwords. 
 

● Passwords shall be able to be composed of any combination of upper- and lower-
case letters, numbers, and the following special characters: “!”, “@”, “#”, “$”, “%”, 
“^”, “&”, “*”, “(“, “)” ,“ ~ “,“ “, “””. 

Minimum password lengths shall be configurable to 8 characters to maximum of 64 
characters. The default minimum password length is 8 characters.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.4.2.2 FIA_PMG_EXT.1.1 Guidance 1 

Objective The evaluator shall examine the guidance documentation to determine that it:  

a) identifies the characters that may be used in passwords and provides guidance to 
security administrators on the composition of strong passwords, and   

b) provides instructions on setting the minimum password length and describes the valid 
minimum password lengths supported. 

Evaluator 
Findings 

The evaluator examined the Section 17 titled ‘Password Requirements’ in the AGD to 
verify that it identifies the characters that may be used in passwords and provides 
guidance to security administrators on the composition of strong passwords and provides 
instructions on setting the minimum password length and describes the valid minimum 
password lengths supported.  Upon investigation, the evaluator found that the AGD 
states that “Passwords shall be able to be composed of any combination of upper- and 
lower-case letters, numbers, and the following special characters: “!”, “@”, “#”, “$”, “%”, 
“^”, “&”, “*”, “(“, “)” ,“ ~ “,“ “, “””. 

 

Minimum password lengths shall be configurable to between 8 and 64 characters. 

 

Based on these findings, this assurance activity is considered satisfied. 
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Verdict Pass. 

6.4.3 FIA_UIA_EXT.1 

6.4.3.1 FIA_UIA_EXT.1 TSS 1 

Objective The evaluator shall examine the TSS to determine that it describes the logon process for 
each logon method (local, remote (HTTPS, SSH, etc.)) supported for the product. This 
description shall contain information pertaining to the credentials allowed/used, any 
protocol transactions that take place, and what constitutes a “successful logon”. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 

Target to verify that the TSS describes the logon process for each logon method supported 

for the product.  Upon investigation, the evaluator found that the TSS states that 

“Administrative access to the TOE is facilitated through one of several interfaces: 

• Connecting to the console port by plugging a keyboard and monitor directly into the 

ports on the back of the TOE 

• Remotely connecting to each appliance via SSHv2  

For local administration, the TOE prompts the user for a username and password. When 
the user provides the correct username and password, this is compared to the known user 
database and if they match then the user is granted access. Otherwise, the user will not be 
granted access to the TOE. The TOE does not provide a reason for failure in the cases of a 
login failure.  
For remote administration, the TOE supports RSA public key authentication. If the user 
uses public key-based authentication and it is successful, then the user is granted access to 
the TOE. If the user enters invalid user credentials, they will not be granted access and will 
be presented the login page.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.4.3.2 FIA_UIA_EXT.1 TSS 2 

Objective The evaluator shall examine the TSS to determine that it describes which actions are 
allowed before user identification and authentication. The description shall cover 
authentication and identification for local and remote TOE administration. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 

Target to verify that the TSS describes which actions are allowed before user identification 

and authentication.  Upon investigation, the evaluator found that the TSS states that “The 

TOE does not permit any actions prior to Administrators logging into the TOE. They can 

view the banner at the login prompt.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.4.3.3 FIA_UIA_EXT.1 Guidance 1 

Objective The evaluator shall examine the guidance documentation to determine that any necessary 
preparatory steps (e.g., establishing credential material such as pre- shared keys, tunnels, 
certificates, etc.) to logging in are described. For each supported the login method, the 
evaluator shall ensure the guidance documentation provides clear instructions for 
successfully logging on. If configuration is necessary to ensure the services provided 
before login are limited, the evaluator shall determine that the guidance documentation 
provides sufficient instruction on limiting the allowed services. 
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Evaluator 
Findings 

The evaluator examined the Section 9 titled  ‘Initial onboarding of a brand-new appliance’ 
and Section 12 titled ‘Accessing the appliance to make configuration changes and Section 
12.1 “Local Console”, Section 12.2 titled ‘Remote SSH’ and Section 15 “Key-based 
authentication with SSH” in the AGD to verify that it describes any necessary preparatory 
steps (e.g., establishing credential material such as pre- shared keys, tunnels, certificates, 
etc.) to logging in. Upon investigation, the evaluator found that the AGD states that “for 
configuring user authentication on the TOE. Authentication may be configured via CLI and 
Local console. The instructions provided by AGD place the TOE in a configuration that 
requires authentications for all administrative access”. 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.4.4 FIA_UAU.7 

6.4.4.1 FIA_UAU.7 Guidance 1 

Objective The evaluator shall examine the guidance documentation to determine that any necessary 
preparatory steps to ensure authentication data is not revealed while entering for each 
local login allowed. 

Evaluator 
Findings 

The evaluator examined the Section 22 titled “Obscured Password” in AGD to verify that it 
describes any necessary preparatory steps to ensure authentication data is not revealed 
while entering for each local login allowed.  In addition, the steps described in the AGD 
corresponds with the ST statement for all authentication at the local CLI the TOE displays 
only "*" characters when the administrative password is entered so that the password is 
obscured. 
 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.5 TSS and Guidance Activities (Security Management) 

6.5.1 FMT_MOF.1/ManualUpdate 

6.5.1.1 FMT_MOF.1/ManualUpdate TSS 1 

Objective For non-distributed TOEs, the evaluator shall ensure the TSS for each administrative 
function identified the TSS details how the Security Administrator determines or modifies 
the behaviour of (whichever is supported by the TOE) transmitting audit data to an 
external IT entity, handling of audit data, audit functionality when Local Audit Storage 
Space is full (whichever is supported by the TOE). 

Evaluator 
Findings 

The evaluator examined the section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS identifies each administrative function identified the TSS 
details how the Security Administrator determines or modifies the behavior of (whichever 
is supported by the TOE) transmitting audit data to an external IT entity, handling of audit 
data, audit functionality when Local Audit Storage Space is full (whichever is supported by 
the TOE).  Upon investigation, the evaluator found that the TSS states that ‘Only Security 
Administrators can perform manual software updates.’ 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 
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6.5.1.2 FMT_MOF.1/ManualUpdate Guidance 1 

Objective The evaluator shall examine the guidance documentation to determine that any necessary 
steps to perform manual update are described. The guidance documentation shall also 
provide warnings regarding functions that may cease to operate during the update (if 
applicable). 

Evaluator 
Findings 

The evaluator examined the Section 19.2 titled ‘Appliance Software Updates on the TOE’ 
in the AGD to verify that it describes any necessary steps to perform manual update.  
Upon investigation, the evaluator found that the AGD describes the various commands 
required to perform a software update, query the currently active version and view 
installation status and install new software images. 

The evaluator examined the Section 19.2 titled ‘Appliance Manual Software Updates on 
the TOE’ in the AGD to verify that it provides warnings regarding functions that may cease 
to operate during the update (if applicable).  Upon investigation, the evaluator found that 
the AGD states that “Normally the Corelight appliance may be updated via an automatic 
process, where updates are retrieved by the sensor from a repository hosted by Corelight. 
However, to comply with the choices we made as part of the certification process, only 
offline updates will be permitted. Offline updates are delivered to the appliance via an 
archive, which will contain encrypted contents, and upon successful validation of 
authenticity via signature validation, will be installed on the appliance.” 
 
“In order to determine the running version of the appliance, the following command may 
be used. 
corelight-client information get | grep 'os\.' 
 
Typical delivery of the offline update image is via a USB stick, which the administrator 
must insert into one of the available USB ports on the appliance. The following command 
may be used to install the update from the offline updater which was previously inserted 
into one of the USB ports on the appliance. 
 
The following command will list all available updates. 
corelight-client updates list 
 
The following command will actually install the pending updates. 
corelight-client updates apply 
 
After the update is complete, unmount the previously mounted media with the following 
command. 
corelight-client updates unmount 
 
At this point the appliance should be rebooted with the following command. You will be 
prompted to confirm this action. 
corelight-client system reboot” 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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6.5.2 FMT_MOF.1/Services 

6.5.2.1 FMT_MOF.1/Services TSS 1 

Objective The evaluator shall ensure the TSS lists the services the Security Administrator is able to 
start and stop and how that how that operation is performed. 

Evaluator 
Findings 

The evaluator examined the section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS lists the services the Security Administrator is able to start and 
stop and how that operation is performed.  Upon investigation, the evaluator found that 
the TSS states that Only Security Administrators have the ability to configure audit 
behavior. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

 

6.5.2.2 FMT_MOF.1/Services   Guidance 1 

Objective The evaluator shall also ensure the Guidance Documentation describes how the TSS lists 
the services the Security Administrator is able to start and stop and how that how that 
operation is performed. 

Evaluator 
Findings 

The evaluator examined the section 12.5 titled ‘Enabling Common Criteria Mode’ and  
section 14 titled Enabling Audit Log Export’ in the AGD to verify that  it describes how the 
TSS lists the services the Security Administrator is able to start and stop and how that how 
that operation is performed.  Upon investigation, the evaluator found that the AGD states 
that ‘It is necessary to enable Common Criteria mode in order to make adjustments to 
allowable algorithms as well as other security parameters which put the system into a 
state that is compliant with the certification. When the Common Criteria mode is enabled, 
a limited set of algorithms will be enforced by the system. This is entirely governed by the 
appliance and there are no external controls. Only those algorithms claimed as part of the 
certification will be available.’ 

The evaluator examined the section 14 titled ‘Enabling Audit Log Export’ and the evaluator 
found that the AGD states that This is necessary to enable export of audit records as 
batches using the same mechanism as that used for Zeek logs. 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

 

6.5.3 FMT_MTD.1/CoreData 

6.5.3.1 FMT_MTD.1/CoreData TSS 1 

Objective The evaluator shall examine the TSS to determine that, for each administrative function 
identified in the guidance documentation; those that are accessible through an interface 
prior to administrator log-in are identified. For each of these functions, the evaluator shall 
also confirm that the TSS details how the ability to manipulate the TSF data through these 
interfaces is disallowed for non-administrative users. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS identifies administrative functions that are accessible through 
an interface prior to administrator log-in.  Upon investigation, the evaluator found that the 
TSS states that “Administrative users are required to login before being provided with 
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access to any administrative functions. They can view the banner at the login prompt. The 
TOE restricts the ability to manage the TOE to Security Administrators.” 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS details how the ability to manipulate the TSF data through 
these interfaces is disallowed for non-administrative users.  Upon investigation, the 
evaluator found that the TSS states that “Administrative users are required to login before 
being provided with access to any administrative functions. They can view the banner at 
the login prompt. The TOE restricts the ability to manage the TOE to Security 
Administrators.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.5.3.2 FMT_MTD.1/CoreData Guidance 1 

Objective The evaluator shall review the guidance documentation to determine that each of the TSF-
data-manipulating functions implemented in response to the requirements of the cPP is 
identified, and that configuration information is provided to ensure that only 
administrators have access to the functions. 

Evaluator 
Findings 

The evaluator examined the entire AGD to verify that it identifies each of the TSF-data-
manipulating functions implemented in response to the requirements of the cPP.  Upon 
investigation, the evaluator found that the following Sections in the AGD describes the 
configuration available for each of the data manipulating functions available on the TOE, 
consistent with ST, 

• ‘Key-based Authentication with SSH’  

• ‘Enabling Inactivity Timeout’ 

• Cryptographic POST  

• Appliance Software Updates  

• 'Enabling Common criteria mode ' 

• Enabling Audit Log Export  

• ‘Enabling Inactivity Timeout 

Section 11.5 “Role Based Access Control (RBAC)” clarifies the functions and data restricted 
to the Security Administrator. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

 

6.5.4 FMT_MTD.1/CryptoKeys 

6.5.4.1 FMT_MTD.1/CryptoKeys TSS 1 

Objective The evaluator shall ensure the TSS lists the keys the Security Administrator is able to 
manage to include the options available (e.g generating keys, importing keys, modifying 
keys or deleting keys) and how that how those operations are performed. 

Evaluator 
Findings 

The evaluator examined the section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS lists the keys the Security Administrator is able to manage to 
include the options available (e.g. generating keys, importing keys, modifying keys or 
deleting keys) and how that how those operations are performed.  Upon investigation, the 
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evaluator found that the TSS states that ‘Only Security Administrators can manage the 
cryptographic keys.’ 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

 

6.5.4.2 FMT_MTD.1/CryptoKeys Guidance 1 

Objective For non-distributed TOEs, the evaluator shall also ensure the Guidance Documentation 
lists the keys the Security Administrator is able to manage to include the options available 
(e.g. generating keys, importing keys, modifying keys or deleting keys) and how that how 
those operations are performed. 

Evaluator 
Findings 

The evaluator examined the section 15 titled ‘Key-based Authentication with SSH’  in the 
AGD to verify that it lists the keys the Security Administrator is able to manage to include 
the options available (e.g generating keys, importing keys, modifying keys or deleting keys) 
and how that how those operations are performed.  Upon investigation, the evaluator 
found that the AGD states that ‘As already mentioned the administration of the sensor is 
limited to a single user. This account is named admin, and this default administrative 
account ships with the sensor Cryptographic functions are restricted to security 
administrators (admin). . While the sensor is not limited to a single user, our Common 
Criteria compliance implementation choice is enforcing this. 

It is possible to switch off password based authentication on the sensor and enable public 
key based authentication, which eliminates the need for passing the administrator’s 
password between the remote ssh client and sensor. Public key authentication is a more 
secure authentication mechanism relative to password based, and will not be subject to 
account locking. The public key string should be taken verbatim from the public key file, 
most commonly generated via the ssh-keygen command. The sensor can only support keys 
compatible with OpenSSH. There are two formats that OpenSSH supports, a PEM format, 
which has been used historically and a more recent OpenSSH-specific format. Both 
formats are allowed. While the sensor supports multiple key exchange algorithms, RSA 
keys are most commonly used, and recommended.’ 
 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

 

6.5.5 FMT_SMF.1 

6.5.5.1 FMT_SMF.1 TSS 1    

Objective The evaluator shall examine the TSS, Guidance Documentation and the TOE as observed 
during all other testing and shall confirm that the management functions specified in 
FMT_SMF.1 are provided by the TOE. The evaluator shall confirm that the TSS details 
which security management functions are available through which interface(s) (local 
administration interface, remote administration interface). 
The evaluator shall examine the TSS and Guidance Documentation to verify they both 
describe the local administrative interface.  

The evaluator shall ensure the Guidance Documentation includes appropriate warnings for 
the administrator to ensure the interface is local. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the TSS to 
verify that it details which security management functions are available through which 
interface(s).  Upon investigation, the evaluator found that the TSS states that The TOE 
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provides all the capabilities necessary to securely manage the TOE. The administrative 
user can connect to the TOE using the CLI to perform the below functions via SSHv2, or at 
the local console. Refer to the Guidance documentation for configuration syntax, 
commands, and information related to each of these functions. 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the TSS to 
verify that it describes the local administrative interface.  Upon investigation, the 
evaluator found the following activities described: 

states that The Security Administrator (admin) has the following privileges:  

 

• Ability to administer the TOE locally and remotely;  

• Ability to configure the access banner;  

• Ability to configure the session inactivity time before session termination or 
locking;  

• Ability to update the TOE, and to verify the updates using [digital signature] 
capability prior to installing those updates;  

• Ability to configure the authentication failure parameters for FIA_AFL.1;  

• Ability to start and stop services;  

• Ability to configure audit behaviour (e.g. changes to storage locations for audit; 
changes to behaviour when local audit storage space is full);  

• Ability to configure the cryptographic functionality;  

• Ability to re-enable an Administrator account; 

• Ability to manage the cryptographic keys  

• Ability to set the time which is used for time-stamps; 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.5.5.2 FMT_SMF.1 Guidance 1    

Objective The evaluator shall examine the TSS and Guidance Documentation to verify they both 
describe the local administrative interface. The evaluator shall ensure the Guidance 
Documentation includes appropriate warnings for the administrator to ensure the 
interface is local. 

Evaluator 
Findings 

The evaluator examined the Section 12 titled “Accessing the appliance to make 
configuration changes” in the AGD to verify that it describes the local administrative 
interface.  Upon investigation, the evaluator found that the AGD describes the local 
interface and the configurations required to communicate on the interface. 

The evaluator examined the Section 12 titled “Accessing the appliance to make 
configuration changes” in the AGD to verify that it includes appropriate warnings for the 
administrator to ensure the interface is local.  Upon investigation, the evaluator found that 
the AGD describes the steps associated with connecting to the serial port of a computer. 
This sufficiently ensures that the interface is a local interface. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 
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6.5.6 FMT_SMR.2 

6.5.6.1 FMT_SMR.2 TSS 1 

Objective The evaluator shall examine the TSS to determine that it details the TOE supported roles 
and any restrictions of the roles involving administration of the TOE. 

Evaluator 
Findings 

The evaluator examined the Section 6 in the ST titled ‘TOE Summary Specification’ in the 
TSS and the Section titled 11.5 ‘Role Based Access Control (RBAC) in the AGD to verify that 
the TOE supported roles and any restrictions of the roles involving administration of the 
TOE.  Upon investigation, the evaluator found that the AGD states that “The TOE maintains 
the following roles: Administrator, Network, and Monitor. Security functions and data are 
restricted to the Administrator role.” 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.5.6.2 FMT_SMR.2 Guidance 1 

Objective The evaluator shall review the guidance documentation to ensure that it contains 
instructions for administering the TOE both locally and remotely, including any 
configuration that needs to be performed on the client for remote administration. 

Evaluator 
Findings 

The evaluator examined the Section 12 the AGD to verify that it contains instructions for 
administering the TOE both locally and remotely, including any configuration that needs to 
be performed on the client for remote administration.  Upon investigation, the evaluator 
found that the AGD describes instructions for administering the TOE both locally and 
remotely. For remote administration, the evaluator found that AGD describes all 
configurations necessary to connect to the TOE. 
 
Sections 12.1 and 12.2 provide the appropriate indications of local and remote access and 
the appropriate configuration for remote administration. 

 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.6 TSS and Guidance Activities (Protection of the TSF) 

6.6.1 FPT_APW_EXT.1 

6.6.1.1 FPT_APW_EXT.1 TSS 1 

Objective The evaluator shall examine the TSS to determine that it details all authentication data 
that are subject to this requirement, and the method used to obscure the plaintext 
password data when stored. The TSS shall also detail passwords are stored in such a way 
that they are unable to be viewed through an interface designed specifically for that 
purpose, as outlined in the application note. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS details all authentication data that are subject to this 
requirement and the method used to obscure the plaintext password data when stored.  
Upon investigation, the evaluator found that the TSS states that “All passwords are stored 
in a secure directory that is not readily accessible to administrators through any interface.” 

The evaluator also examined the Section 6 titled ‘TOE Summary Specification’ in the 
Security Target to verify that the TSS details that password are stored in such a way that 
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they are unable to be viewed through an interface designed specifically for that purpose.  
Upon investigation, the evaluator found that the TSS states that “The passwords are 
stored as SHA-512 salted hash.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.6.2 FPT_SKP_EXT.1 

6.6.2.1 FPT_SKP_EXT.1 TSS 1 

Objective The evaluator shall examine the TSS to determine that it details how any preshared keys, 
symmetric keys, and private keys are stored and that they are unable to be viewed 
through an interface designed specifically for that purpose, as outlined in the application 
note. If these values are not stored in plaintext, the TSS shall describe how they are 
protected/obscured. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS details how any pre-shared keys, symmetric keys, and private 
keys are stored and that they are unable to be viewed through an interface designed 
specifically for that purpose.  Upon investigation, the evaluator found that the TSS states 
that “ The TOE stores all pre-shared keys, symmetric keys and private keys in a secure 
storage and is not accessible through an interface to administrators.” 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.6.3 FPT_STM_EXT.1 

6.6.3.1 FPT_STM_EXT.1 TSS 1 

Objective The evaluator shall examine the TSS to ensure that it lists each security function that 
makes use of time, and that it provides a description of how the time is maintained and 
considered reliable in the context of each of the time related functions. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS lists each security function that makes use of time and 
provides a description of how the time is maintained and considered reliable in the 
context of each of the time related functions.  Upon investigation, the evaluator found 
that the TSS states that “The TOE provides reliable time stamps. The clock function is 
reliant on the system clock provided by the underlying hardware.  
 
The following security functions make use of the time: 
 

● Audit events 
● Session inactivity” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.6.3.2 FPT_STM_EXT.1 Guidance 1 

Objective The evaluator examines the guidance documentation to ensure it instructs the 
administrator how to set the time. If the TOE supports the use of an NTP server, the 
guidance documentation instructs how a communication path is established between the 
TOE and the NTP server, and any configuration of the NTP client on the TOE to support this 
communication. 
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Evaluator 
Findings 

The evaluator examined the Section 13 titled ‘Configuring the system clock’ in the AGD to 
verify that it instructs the administrator how to set the time.  Upon investigation, the 
evaluator found that the AGD describes manually setting the time of the TOE. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.6.4 FPT_TST_EXT.1.1 

6.6.4.1 FPT_TST_EXT.1.1 TSS 1 

Objective The evaluator shall examine the TSS to ensure that it details the self-tests that are run by 
the TSF; this description should include an outline of what the tests are actually doing 
(e.g., rather than saying "memory is tested", a description similar to "memory is tested by 
writing a value to each memory location and reading it back to ensure it is identical to 
what was written" shall be used). The evaluator shall ensure that the TSS makes an 
argument that the tests are sufficient to demonstrate that the TSF is operating correctly. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS details the self-tests that are run by the TSF on start-up.  Upon 
investigation, the evaluator found that the TSS states that “All crypto algorithms used by 
the management interface must go through power up self-tests (KAT) before they can be 
used to provide service. The TOE executes the following power-on self-tests: 

● SHA KAT Known Answer Test - The SHA algorithm is tested using test vector. The 
results are compared against pre-computed results to ensure the algorithm is 
operating properly. 

• AES KAT Known Answer Test - The AES encryption and AES decryption algorithms 
are tested using test vectors. The results are compared against pre-computed 
results to ensure the algorithms are operating properly. 

● HMAC SHA KAT Known Answer Test - The HMAC algorithm is tested using test 
vector. The results are compared against pre-computed results to ensure the 
algorithm is operating properly. 

● DRBG KAT Known Answer Test - The DRBG is seeded with a pre-determined entropy 
and the DRBG output is compared with output values expected for the pre-
determined seed. 

● ECDH KAT Known Answer Test - The ECDSA Signature is tested using test vector. The 
results are compared against pre-computed results to ensure the algorithm is 
operating properly. 

● GCM KAT Known Answer Test - The GCM algorithm is tested using test vector. The 
results are compared against pre-computed results to ensure the algorithm is 
operating properly.” 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS makes an argument that the tests are sufficient to 
demonstrate that the TSF is operating correctly.  Upon investigation, the evaluator found 
that the TSS states that “The Software Integrity Test is run automatically on start-up, and 
whenever the system images are loaded. These tests are sufficient to verify that the 
correct version of the TOE software is running as well as that the cryptographic operations 
are all performing as expected.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 
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6.6.4.2 FPT_TST_EXT.1.1 Guidance 1 

Objective The evaluator shall also ensure that the guidance documentation describes the possible 
errors that may result from such tests, and actions the administrator should take in 
response; these possible errors shall correspond to those described in the TSS. 

Evaluator 
Findings 

The evaluator examined the Section 19.1 titled ‘Cryptographic POST’ in the AGD to verify 
that it describes the possible errors that may result from such tests, and actions the 
administrator should take in response.  Upon investigation, the evaluator found that the 
behavior of the TOE and any required administrative actions are also described in AGD. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.6.5 FPT_TUD_EXT.1 

6.6.5.1 FPT_TUD_EXT.1 TSS 1 

Objective The evaluator shall verify that the TSS describe how to query the currently active version. 
If a trusted update can be installed on the TOE with a delayed activation, the TSS needs to 
describe how and when the inactive version becomes active. The evaluator shall verify this 
description. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS describes how to query the currently active version.  Upon 
investigation, the evaluator found that the TSS states that “Security Administrators can 
query the current version of the TOE and they are able to perform manual software 
updates. The currently active version of the TOE can be queried by issuing the “corelight-
client information get” command.  
When software updates are available, they can obtain, verify the integrity and install the 
updates.” 
 
Based on these findings, this assurance activity is considered satisfied. 

 
Pass 

6.6.5.2 FPT_TUD_EXT.1 TSS 2 

Objective The evaluator shall verify that the TSS describes all TSF software update mechanisms for 
updating the system firmware and software (for simplicity the term 'software' will be used 
in the following although the requirements apply to firmware and software). The 
evaluator shall verify that the description includes a digital signature verification of the 
software before installation and that installation fails if the verification fails. Alternatively, 
an approach using a published hash can be used. In this case the TSS shall detail this 
mechanism instead of the digital signature verification mechanism. The evaluator shall 
verify that the TSS describes the method by which the digital signature or published hash 
is verified to include how the candidate updates are obtained, the processing associated 
with verifying the digital signature or published hash of the update, and the actions that 
take place for both successful and unsuccessful signature verification or published hash 
verification. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS describes all TSF software update mechanisms for updating 
the system software, includes a digital signature verification of the software before 
installation and that installation fails if the verification fails.  Upon investigation, the 
evaluator found that the TSS states that “The software images are digitally signed using 
RSA digital signature mechanism. The TOE will use a public key in order to verify the digital 
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signature, upon successful verification the image will be loaded onto the TOE. If the 
images cannot be verified, the image will not be loaded onto the TOE.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.6.5.3 FPT_TUD_EXT.1 Guidance 1 

Objective The evaluator shall verify that the guidance documentation describes how to query the 
currently active version. If a trusted update can be installed on the TOE with a delayed 
activation, the guidance documentation needs to describe how to query the loaded but 
inactive version. 

Evaluator 
Findings 

The evaluator examined the Section 19.2 titled ‘Appliance Software Updates’ in the AGD 
to verify that it describes how to query the currently active version and, if a trusted update 
can be installed on the TOE with a delayed activation, the loaded but inactive version.  
Upon investigation, the evaluator found that the AGD includes the commands required to 
show the software version (corelight-client information get). 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.6.5.4 FPT_TUD_EXT.1 Guidance 2 

Objective The evaluator shall verify that the guidance documentation describes how the verification 
of the authenticity of the update is performed (digital signature verification or verification 
of published hash). The description shall include the procedures for successful and 
unsuccessful verification. The description shall correspond to the description in the TSS. 

Evaluator 
Findings 

The evaluator examined the Section 19.2 titled “Appliance Software Updates” in the AGD 
to verify that it describes how the verification of the authenticity of the update is 
performed.  Upon investigation, the evaluator found that the AGD states that Normally 
the Corelight appliance may be updated via an automatic process, where updates are 
retrieved by the sensor from a repository hosted by Corelight. However, to comply with 
the choices we made as part of the certification process, only offline updates will be 
permitted. Offline updates are delivered to the appliance via an archive, which will contain 
encrypted contents, and upon successful validation of authenticity via signature validation, 
will be installed on the appliance. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

6.7 TSS and Guidance Activities (TOE Access) 

6.7.1 FTA_SSL_EXT.1 

6.7.1.1 FTA_SSL_EXT.1 TSS 1 

Objective The evaluator shall examine the TSS to determine that it details whether local 
administrative session locking or termination is supported and the related inactivity time 
period settings. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS identifies whether local administrative session locking, or 
termination is supported and the related inactivity time period settings.  Upon 
investigation, the evaluator found that the TSS states that “The TOE will terminate the 
local administrative session after a Security Administrator defined period of inactivity. The 
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inactivity time-out can be configured by the following commands:  
 

corelight-client configuration update --security.auto_logout.enable=True 

corelight-client configuration update --security.auto_logout.timeout=<idle-minutes> 

 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.7.1.2 FTA_SSL_EXT.1 Guidance 1 

Objective The evaluator shall confirm that the guidance documentation states whether local 
administrative session locking or termination is supported and instructions for configuring 
the inactivity time period. 

Evaluator 
Findings 

The evaluator examined the section 16 titled ‘Enabling Inactivity Timeout’ In the AGD to 
verify that it includes instructions for configuring the inactivity time period for remote 
administrative session termination.  Upon investigation, the evaluator found that AGD 
states that  “The value for the inactivity timeout is in minutes, not seconds, please adjust 
accordingly if the existing policy is in seconds. This setting will lead to sessions which 
remained inactive for this many minutes to be disconnected. 
 
corelight-client configuration update 
 --security.auto_logout.enable=True \ 
 --security.auto_logout.timeout=<idle minutes>” 

 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.7.2 FTA_SSL.3 

6.7.2.1 FTA_SSL.3 TSS 1    

Objective The evaluator shall examine the TSS to determine that it details the administrative remote 
session termination and the related inactivity time period.  

Evaluator 
Findings 

The evaluator examined the section 6 titled ‘TOE Summary specifications’ in the Security 
Target to verify that the TSS identifies administrative remote session termination and the 
related inactivity time period.  Upon investigation, the evaluator found that the TSS states 
that “A Security Administrator can configure maximum inactivity times for administrative 
sessions through the TOE local CLI and remote SSH interfaces The default inactivity time 
period is 60 minutes for both the CLI and SSH interfaces. The configuration of inactivity 
period is applied on a per interface basis. A configured inactivity period will be applied to 
both local and remote sessions in the same manner.  When the interface has been idle for 
more than the configured period, the session will be terminated and will require 
authentication to establish a new session.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.7.2.2 FTA_SSL.3 Guidance 1    

Objective The evaluator shall confirm that the guidance documentation includes instructions for 
configuring the inactivity time period for remote administrative session termination. 
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Evaluator 
Findings 

The evaluator examined the Section 16 titled ‘Enabling Inactivity Timeout’ in the AGD to 
verify that it states whether local administrative session locking, or termination is 
supported and instructions for configuring the inactivity time period.  Upon investigation, 
the evaluator found that the AGD states that “The value for the inactivity timeout is in 
minutes, not seconds, please adjust accordingly if the existing policy is in seconds. This 
setting will lead to sessions which remained inactive for this many minutes to be 
disconnected.  
 
corelight-client configuration update 
 --security.auto_logout.enable=True \ 
 --security.auto_logout.timeout=<idle minutes>” 
 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.7.3 FTA_SSL.4 

6.7.3.1 FTA_SSL.4 TSS 1 

Objective The evaluator shall examine the TSS to determine that it details how the local and remote 
administrative sessions are terminated. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS identifies details how the local and remote administrative 
sessions are terminated.  Upon investigation, the evaluator found that the TSS states that 
“The Security Administrator can terminate their local CLI and remote SSH sessions by 
typing “exit” at the prompt”. 

“The Security Administrator can terminate their local CLI and remote SSH sessions by 
typing “exit” or “exit diag” at the prompt. 

To terminate local or remote session from the textual user interface, select from two 
options in the left-hand navigation with the arrow keys, and hit the Return/Enter key: 

- Save and exit 

- Exit without saving” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.7.3.2 FTA_SSL.4 Guidance 1 

Objective The evaluator shall confirm that the guidance documentation states how to terminate a 
local or remote interactive session. 

Evaluator 
Findings 

The evaluator examined the Section 12.3 titled ‘Session Termination, remote SSH and  
Local interfaces’ in the AGD to verify that it states how to terminate a local or remote 
interactive session.  Upon investigation, the evaluator found that the AGD states that “To 
terminate a local or remote session from the diagnostic shell: 

- type exit or exit diag and hit the Return/Enter key. 

To terminate local or remote session from the textual user interface, select from two 
options in the left-hand navigation with the arrow keys, and hit the Return/Enter key: 
 

-  Save and exit 

- Exit without saving" 

 



 

 

 
 Page 60 

 

Based on these findings, this assurance activity is considered satisfied. 
 

Pass. 

6.7.4 FTA_TAB.1 

6.7.4.1 FTA_TAB.1 TSS 1 

Objective The evaluator shall check the TSS to ensure that it details each administrative method of 
access (local and remote) available to the Security Administrator (e.g., serial port, SSH, 
HTTPS). The evaluator shall check the TSS to ensure that all administrative methods of 
access available to the Security Administrator are listed and that the TSS states that the 
TOE is displaying an advisory notice and a consent warning message for each 
administrative method of access. The advisory notice and the consent warning message 
might be different for different administrative methods of access and might be configured 
during initial configuration (e.g. via configuration file). 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS details each administrative method of access available to the 
Security Administrator and states that the TOE is displaying an advisory notice and consent 
warning message for each administrative method of access.  Upon investigation, the 
evaluator found that the TSS states that “Security Administrators can create a customized 
login banner that will be displayed at the following interfaces: 
 

● Local CLI  
● Remote CLI via SSH v2 

 
This banner will be displayed prior to allowing Security Administrator access through those 
interfaces. 
The banner will be same for local CLI and SSH remote methods of access and can be 
configured during initial configuration.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.7.4.2 FTA_TAB.1 Guidance 1 

Objective The evaluator shall check the guidance documentation to ensure that it describes how to 
configure the banner message. 

Evaluator 
Findings The evaluator examined the Section 18 titled ‘Login Banners’ in the AGD to verify that it 

describes how to configure the banner message.  Upon investigation, the evaluator found 
that the AGD states that “Enabling and setting a pre-login banner is required to be in 
compliance with the Common Criteria certification. A security banner is simply a text file 
with the desired contents of the banner, which will be displayed whenever ssh or local 
connections are made to the sensor. The following command places the banner on the 
sensor and enables it automatically. Replace <filename> with the path to the file 
containing contents for the banner. It may be a bit awkward to deal with content via ssh. 
The simplest approach is to ssh as the diag-shell user, create the banner file with vi or cat 
and then upload using the following command.  To change the local login message and to 
change the remote login message: 

corelight-client banner pre-login upload --file <filename>” 
 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 



 

 

 
 Page 61 

 

6.8 TSS and Guidance Activities (Trusted Path/Channels) 

6.8.1 FTP_ITC.1 

6.8.1.1 FTP_ITC.1 TSS 1 

Objective The evaluator shall examine the TSS to determine that, for all communications with 
authorized IT entities identified in the requirement, each secure communication 
mechanism is identified in terms of the allowed protocols for that IT entity, whether the 
TOE acts as a server or a client, and the method of assured identification of the non-TSF 
endpoint. The evaluator shall also confirm that all secure communication mechanisms are 
described in sufficient detail to allow the evaluator to match them to the cryptographic 
protocol Security Functional Requirements listed in the ST. 

Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS, for all communications with authorized IT entities identified 
in the requirement, each secure communication mechanism is identified in terms of the 
allowed protocols for that IT entity, whether the TOE acts as a server or a client, and the 
method of assured identification of the non-TSF endpoint.  Upon investigation, the 
evaluator found that the TSS states that “The TOE supports secure communication to the 
following IT entities: Audit server (via SFTP server). The TOE protects communications 
between the TOE and SFTP server using SSH v2 protocol. The TOE acts as a client. This 
provides a secure channel to transmit the audit events. The protocols listed are consistent 
with those included in the requirements in the ST.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.8.1.2 FTP_ITC.1 Guidance 1 

Objective The evaluator shall confirm that the guidance documentation contains instructions for 
establishing the allowed protocols with each authorized IT entity, and that it contains 
recovery instructions should a connection be unintentionally broken. 

Evaluator 
Findings 

The evaluator examined the Section 11.2 “Connection Loss Recovery” in the AGD to verify 
that it contains instructions for establishing the allowed protocols with each authorized IT 
entity, and that it contains recovery instructions should a connection be unintentionally 
broken.  Upon investigation, the evaluator found that the AGD states “Upon connection 
loss, the exporter process is going to detect the failure and will immediately restart itself, 
which will happen in a continuous loop as long as the remote end is not available. Each 
time the exporter is unable to connect, it will terminate, wait for a period of time and 
start-up again.” 
 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

6.8.2 FTP_TRP.1/Admin 

6.8.2.1 FTP_TRP.1/Admin TSS 1 

Objective The evaluator shall examine the TSS to determine that the methods of remote TOE 
administration are indicated, along with how those communications are protected. The 
evaluator shall also confirm that all protocols listed in the TSS in support of TOE 
administration are consistent with those specified in the requirement, and are included in 
the requirements in the ST. 
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Evaluator 
Findings 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS indicates the methods of remote TOE administration and how 
those communications are protected.  Upon investigation, the evaluator found that the 
TSS states that “The TOE supports SSH v2.0 for secure remote administration of the TOE. 
SSH v2.0 session is encrypted using AES encryption to protect confidentiality and uses 
HMACs to protect integrity of traffic.” 

The evaluator examined the Section 6 titled ‘TOE Summary Specification’ in the Security 
Target to verify that the TSS protocols are consistent with those specified in the 
requirement.  Upon investigation, the evaluator found that the TSS states that “The 
protocols listed are consistent with those specified in the requirement.” 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

6.8.2.2 FTP_TRP.1/Admin Guidance 1 

Objective The evaluator shall confirm that the guidance documentation contains instructions for 
establishing the remote administrative sessions for each supported method.  

Evaluator 
Findings 

The evaluator examined the Section 15 titled “Key-based Authentication” and Section 12.2 
“Remote SSH” in the AGD to verify that it contains instructions for establishing the remote 
administrative sessions for each supported method.  Upon investigation, the evaluator 
found that the AGD provides instructions for configuring the remote administration of the 
TOE via SSH. Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  
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7 Detailed Test Cases (Test Activities) 
The following Section presents the test cases executed in support of the evaluation: 

 

7.1 NDcPP Test Cases 

7.2 Audit 

7.2.1 FAU_GEN.1 Test #1 

Item Data 

Test Assurance 
Activity 

The evaluator shall test the TOE’s ability to correctly generate audit records by having 
the TOE generate audit records for the events listed in the table of audit events and 
administrative actions listed above. This should include all instances of an event: for 
instance, if there are several different I&A mechanisms for a system, the 
FIA_UIA_EXT.1 events must be generated for each mechanism. The evaluator shall test 
that audit records are generated for the establishment and termination of a channel 
for each of the cryptographic protocols contained in the ST. If HTTPS is implemented, 
the test demonstrating the establishment and termination of a TLS session can be 
combined with the test for an HTTPS session. When verifying the test results, the 
evaluator shall ensure the audit records generated during testing match the format 
specified in the guidance documentation, and that the fields in each audit record have 
the proper entries.   
Note that the testing here can be accomplished in conjunction with the testing of the 
security mechanisms directly. 
TD0563 has been applied 

Test Steps & 
Expected Test 
Result 

• Trigger each auditable event on the TOE. 

• Verify that each audit record is generated and contains the required 
information. 

• The TOE should be able to generate audit records as specified in Table no 13 # 
of ST 

• The TOE should be able to generate audit records for establishment and 
termination of a channel for SSH. 

Pass/Fail with 
Explanation 

Pass, covered by audit records in each test case. 

 

7.2.2 FAU_STG_EXT.1 Test #1 

Item Data 

Test Assurance 
Activity 

Test 1: The evaluator shall establish a session between the TOE and the audit server 
according to the configuration guidance provided. The evaluator shall then examine the 

traffic that passes between the audit server and the TOE during several activities of the 

evaluator’s choice designed to generate audit data to be transferred to the audit 

server. The evaluator shall observe that these data are not able to be viewed in the 
clear during this transfer, and that they are successfully received by the audit server. 
The evaluator shall record the particular software (name, version) used on the audit 

server during testing. The evaluator shall verify that the TOE is capable of transferring 
audit data to an external audit server automatically without administrator intervention.  

Test Steps & 
Expected Test 
Result  

• Configure the TOE to export logs to a SFTP server 

• Verify via logs 

• Get the public key to be used for SFTP on the TOE 

• Copy this public key into the SFTP server 
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• Verify that a session has been established with the TOE 

• Verify that a log file has been generated on the SFTP server 

• Verify via packet capture that the logs are transferred via SSHv2 

• Screenshots showing that logs generated on the TOE are the same as those 

transferred to the external audit server. 

• Packet capture showing that logs sent to the external audit server are 

encrypted. 
Pass/Fail with 
Explanation 

 
Pass. This test case showed that, when logs are sent from the TOE to the SFTP server 
and the connection is configured to be encrypted, the logs are transferred through an 
encrypted path. 

 

7.2.3 FAU_STG_EXT.1 Test #2 (b) 

Item Data 

Test 
Assurance 
Activity 

Test 2: The evaluator shall perform operations that generate audit data and verify that 
this data is stored locally. The evaluator shall perform operations that generate audit 
data until the local storage space is exceeded and verifies that the TOE complies with the 
behaviour defined in FAU_STG_EXT.1.3. Depending on the configuration this means that 
the evaluator has to check the content of the audit data when the audit data is just filled 
to the maximum and then verifies that: 
The existing audit data is overwritten with every new auditable event that should be 
tracked according to the specified rule (for the option ‘overwrite previous audit records’ 
in FAU_STG_EXT.1.3). 

Test Steps & 
Expected Test 
Result  

Logs overwitten after 100k buffer 

• Create a database with buffer of 100k logs 

• Fill the buffer by generating 100k logs 

• Show the timestamp of the oldest audit event 

• Verify that after the buffer is filled to 100k the logs get overwitten 

Logs overwitten after 7 days 

• Show the timestamp of the oldest audit event 

• Check the current time PDT 

• The TOE overwrites the logs after 7 days verify this by checking the timestamp of 
the oldest log i.e. the logs before has been overwritten 

• The TOE should be able to overwrite the oldest log file when the local audit space 
is filled with 100k buffer verify with TOE logs. 

• The TOE should be able to overwrite oldest audit events and replaced with new 
ones after 7 days verify with TOE logs. 

Pass/Fail with 
Explanation 

 
Pass. TOE stores audit data locally and overwrites the oldest log file when storage is full. 
This meets the testing requirement. 

 

7.2.4 FPT_STM_EXT.1 Test #1 

Item Data 

Test Assurance 
Activity 

Test 1: If the TOE supports direct setting of the time by the Security Administrator 
then the evaluator uses the guidance documentation to set the time. The evaluator 
shall then use an available interface to observe that the time was set correctly.   
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Test Steps & 
Expected Test 
Result  

 

• Confirm the current time on the TOE 

• Confirm the current timezone on the TOE 

• Set a new timezone on the TOE 

• Verify via logs that the timezone has changed 

• Set a new time on the TOE and verify that the time has been updated 

• Verify via logs that the time was updated 

• The TOE allows time to be set manually over SSH and local console using the 

‘corelight-client clock update’ command, this can be seen in screenshots 

showing the time on the TOE being updated over SSH. 

• Audit logs also show the TOE time being modified manually over SSH. 

Pass/Fail with 
Explanation 

Pass. The TOE allows the administrative user to configure the time on the TOE. This 
meets the testing requirements. 
 

 

7.2.5 FTP_ITC.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall ensure that communications using each protocol with each authorized 
IT entity is tested during the course of the evaluation, setting up the connections as 
described in the guidance documentation and ensuring that communication is successful.   

Expected 
Test 
Results 

The TOE is able to initiate connection to an external audit server over SSH. Packets to the 
external audit server are not sent in plaintext. 

Pass/Fail 
with 
Explanation 

Pass. This test was performed in conjunction with FAU_STG_EXT.1 Test #1. The test showed 
all communication with an external syslog server is protected by SSH. 

 

7.2.6 FTP_ITC.1 Test #2 

Item Data 

Test 
Assurance 
Activity 

For each protocol that the TOE can initiate as defined in the requirement, the evaluator shall 
follow the guidance documentation to ensure that in fact the communication channel can 
be initiated from the TOE.   
 

Expected 
Test 
Results 

The TOE is able to initiate connection to an external audit server over SSH. Packets to the 
external audit server are not sent in plaintext. 

Pass/Fail 
with 
Explanation 

Pass. This test was performed in conjunction with FAU_STG_EXT.1 Test #1. The test showed 
all communication with an external syslog server is protected by SSH. 

7.2.7 FTP_ITC.1 Test #3 

Item Data 

Test Assurance 
Activity 

The evaluator shall ensure, for each communication channel with an authorized IT 
entity, the channel data is not sent in plaintext. 
 

Expected 
Test Results 

The TOE is able to initiate connection to an external audit server over SSH. Packets to 
the external audit server are not sent in plaintext. 

Pass/Fail with 
Explanation 

Pass. This test was performed in conjunction with FAU_STG_EXT.1 Test #1. The test 
showed all communication with an external syslog server is protected by SSH. 
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7.2.8 FTP_ITC.1 Test #4 

Item Data 

Test 
Assurance 
Activity 

Objective: The objective of this test is to ensure that the TOE reacts appropriately to any 
connection outage or interruption of the route to the external IT entities. 
The evaluator shall, for each instance where the TOE acts as a client utilizing a secure 
communication mechanism with a distinct IT entity, physically interrupt the connection of 
that IT entity for the following durations:  

1. A duration that exceeds the TOE’s application layer timeout setting,  
2. A duration shorter than the application layer timeout but of sufficient 

length to interrupt the network link layer. 
The evaluator shall ensure that, when the physical connectivity is restored, 
communications are appropriately protected and no TSF data is sent in plaintext. 
 In the case where the TOE is able to detect when the cable is removed from the device, 
another physical network device (e.g. a core switch) shall be used to interrupt the 
connection between the TOE and the distinct IT entity. The interruption shall not be 
performed at the virtual node (e.g. virtual switch) and must be physical in nature. 

Test Steps & 
Expected 
Test Result  

• Configure a timeout of 5 mins 

• Establish a connection between the TOE and the SFTP server 

• Verify via packet capture that the connection is established  

• Disconnect the connection by physically shutting down the port for less than 5 

mins and verify no traffic is captured 

• Re-establish the physical connection and verify the connection resumes 

• Verify that the traffic is encrypted via packet capture 

• Disconnect the connection by physically shutting down the port for more than 5 

mins and verify no traffic is captured 

• Re-establish the physical connection and verify the connection resumes 

• When physical connectivity with a SFTP server is interrupted and then restored, 

the data is exchanged between both entities is never in plaintext, as can be 

shown by packet captures during and after the outage. 
Pass/Fail 
with 
Explanation 

Pass. The TOE does not send plaintext traffic when disconnected from the external 
entity. This meets the testing requirements. 

 

7.3 Auth 

7.3.1 FCS_CKM.2 RSA 

Item Data 

Test Assurance 
Activity  

Key Establishment Schemes 
The evaluator shall verify the correctness of the TSF’s implementation of RSAES-
PKCS1-v1_5 by using a known good implementation for each protocol selected in 
FTP_TRP.1/Admin, FTP_TRP.1/Join, FTP_ITC.1 and FPT_ITT.1 that uses RSAES-
PKCS1-v1_5.  
TD0581 has been applied,  
 

Pass/Fail with 
Explanation 

 
Pass. This testing was performed in conjunction with FCS_SSHC_EXT.1 and 
FCS_SSHS_EXT.1 to demonstrate correct operation. 

 

7.3.2 FCS_CKM.2 Test #2 

Item Data 
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Test Assurance 
Activity 

FFC Schemes using “safe-prime” groups 
 
The evaluator shall verify the correctness of the TSF’s implementation of safe-prime 
groups by using a known good implementation for each protocol selected in 
FTP_TRP.1/Admin, FTP_TRP.1/Join, FTP_ITC.1 and FPT_ITT.1 that uses safe-prime 
groups. This test must be performed for each safe-prime group that each protocol 
uses. 
TD0580 has been applied. 

Pass/Fail with 
Explanation 

Pass. This testing was performed in conjunction with FCS_SSHS_EXT.1.7 Test #2 to 
demonstrate correct operation of safe prime groups. 

 

7.3.3 FIA_AFL.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall perform the following tests for each method by which remote 
administrators access the TOE (e.g. any passwords entered as part of establishing the 
connection protocol or the remote administrator application):  
Test 1: The evaluator shall use the operational guidance to configure the number of 
successive unsuccessful authentication attempts allowed by the TOE (and, if the time 
period selection in FIA_AFL.1.2 is included in the ST, then the evaluator shall also use 
the operational guidance to configure the time period after which access is re-
enabled). The evaluator shall test that once the authentication attempts limit is 
reached, authentication attempts with valid credentials are no longer successful.   
TD0571 has been applied. 

Test Steps & 
Expected 
Test Result  

• Enable the lockout settings  

• Configure a maximum number of unsuccessful authentication attempts before 

being locked out. 

• Confirm the configuration has been implemented in the config via log. 

• Attempt to connect to the TOE with incorrect credentials 

• Verify that attempts with unsuccessful credentials will be rejected. 

• Try Login with correct credentials and verify that it is not successful. 

• Verify with logs. 

• The maximum number of successive unsuccessful attempts can be configured 
by ‘ 

•  corelight-client configuration update --
authentication.local.lockout.max_attempts=3.  

• The TOE does not allow for access to the device even with correct credentials 
after an account fails authentication successively for the configured maximum 
number of unsuccessful attempts. 

Pass/Fail 
with 
Explanation 

Pass. Authentication failure disallows user from connecting to the TOE after the 
configured number of incorrect attempts. This meets the testing requirement for each 
login method. 

 

7.3.4 FIA_AFL.1 Test #2b 

Item Data 

Test Assurance 
Activity 

The evaluator shall perform the following tests for each method by which remote 
administrators access the TOE (e.g. any passwords entered as part of establishing the 
connection protocol or the remote administrator application):  
Test 2: After reaching the limit for unsuccessful authentication attempts as in Test 1 
above, the evaluator shall proceed as follows: 
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If the time period selection in FIA_AFL.1.2 is included in the ST then the evaluator 
shall wait for just less than the time period configured in Test 1 and show that an 
authorisation attempt using valid credentials does not result in successful access. 
The evaluator shall then wait until just after the time period configured in Test 1 and 
show that an authorisation attempt using valid credentials results in successful 
access. 
TD0571 has been applied. 

Test Steps • Set user unlock time on the TOE. 

• Attempt to login with incorrect password till the account lockout is 
triggered. 

• Verify the account is locked via logs 

• Attempt to login with correct password and verify that it fails while account 
is still locked. 

• Wait for lockout time to be over. Attempt to login with correct password 
after lockout time is over, and verify it is successful. 

• Verify successful login with logs. 

• TOE does not allow access to user during the lock-out period. Access to the 
TOE is only allowed after the user account is unlocked after the lockout time 
is over.  

• Audit logs show user being denied access during lockout period and access 
granted with correct credentials after lock-out period. 

Pass/Fail with 
Explanation 

Pass. The TOE locks account on consecutive unsuccessful logins leading to denial of 
login even with correct credentials. The TOE allows login with correct credentials 
after lockout time is over. This meets the testing requirement for each login method. 

 

7.3.5 FIA_PMG_EXT.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall compose passwords that meet the requirements in some way. For 
each password, the evaluator shall verify that the TOE supports the password. While the 
evaluator is not required (nor is it feasible) to test all possible compositions of passwords, 
the evaluator shall ensure that all characters, and a minimum length listed in the 
requirement are supported and justify the subset of those characters chosen for testing. 

Test Steps & 
Expected 
Test Result  

• Enable password mode and set the minimum length to 8 respectively  

• Verify via logs that the configuration is updated 

• Provide a password with the required characters 1”23!TesT!32”1 and 

verify that it passes 

• Verify via logs that the password-reset was successful 

• Provide a password with the required characters 2”!Tes”T and verify that it 

passes 

• Verify via logs that the password-reset was successful 

• The TOE accepts valid password combinations that meets the 
requirements on remote CLI. 

• Audit logs show that the user with the valid password combination has 
been added successfully. 

Note: The testing includes a subset of good passwords which satisfies the special 
character requirements according to the ST which should include passwords to be of 
length between 8 to 64 characters and must have at least 1 lower case, 1 upper case,1 
number and 1 special character(s). The characters were chosen out of the supported list 
at random. 
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Pass/Fail 
with 
Explanation 

Pass. The TOE was able to create users with good passwords. This meets the testing 
requirements. 

 
 

7.3.6 FIA_PMG_EXT.1 Test #2 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall compose passwords that do not meet the requirements in some way.  
For each password, the evaluator shall verify that the TOE does not support the password. 
While the evaluator is not required (nor is it feasible) to test all possible compositions of 
passwords, the evaluator shall ensure that the TOE enforces the allowed characters and 
the minimum length listed in the requirement and justify the subset of those characters 
chosen for testing. 

Test Steps & 
Expected 
Test Result  

 

• Provide a password that is less than 8 characters i.e 4 characters and verify that it 

fails 

• Verify via logs that the password-reset failed 
• Provide a password 10-character password with no upper or lower case letters 

"123test321" and verify that it fails 

• Verify via logs that the password-reset failed 

• Provide a password 9-character password with no digits "Corelight" and verify that 

it fails 

• Verify via logs that the password-reset failed 

• Provide a password 10-character password with no special character 

"123TesT321" and verify that it fails 

• Verify via logs that the password-reset failed 

• The TOE only accepts valid password combinations on remote CLI. 

• Audit logs show that addition of users with bad password combinations result in 

failure due to Invalid Password. 

 Pass/Fail 
with 
Explanation 

Pass. The TOE rejected passwords that do not meet requirements. 

 

7.3.7 FIA_UIA_EXT.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall perform the following tests for each method by which administrators 
access the TOE (local and remote), as well as for each type of credential supported by the 
login method: 
Test 1: The evaluator shall use the guidance documentation to configure the appropriate 
credential supported for the login method. For that credential/login method, the evaluator 
shall show that providing correct I&A information results in the ability to access the system, 
while providing incorrect information results in denial of access. 
 

Test Steps & 
Expected 
Test Result  

Configuration step is covered by FIA_PMG_EXT.1 Test 1 and FCS_SSHS_EXT.1.2 Test 1. 
Console 

• Log onto the TOE local connection with incorrect credentials 

• Verify the failure via logs 

• Log onto the TOE local connection with correct credentials 

• Verify via logs 
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SSH 

• Log onto the TOE remote SSH CLI connection with incorrect credentials 

• Verify the failure via logs 

• Log onto the TOE remote SSH CLI with correct credentials 

• Verify via logs 

• The TOE only allows an authorized user to gain access to the system via console, 
SSH Users with incorrect credentials are denied access as shown by TOE logs 
generated which states ‘failed console login attempt by invalid user’. 

Pass/Fail 
with 
Explanation 

Pass. Presenting incorrect authentication credentials results in denied access to the TOE. 
Presenting correct authentication credentials results in access being allowed to the TOE. 
This meets the testing requirements. 

 

7.3.8 FIA_UIA_EXT.1 Test #2  

Item Data 

Test 
Assurance 
Activity 

The evaluator shall perform the following tests for each method by which administrators 
access the TOE (local and remote), as well as for each type of credential supported by the 
login method: 
Test 2: The evaluator shall configure the services allowed (if any) according to the guidance 
documentation, and then determine the services available to an external remote entity. 
The evaluator shall determine that the list of services available is limited to those specified 
in the requirement. 
 

Test Steps & 
Expected 
Test Result  

Remote CLI 

• The evaluator attempts to enter certain commands, such as corelight-client-

-version    at the login screen. These commands fail. 

• Verify the logs. 

• No services except displaying a banner is available to a remote 

administrator attempting to login to the TOE via SSH. 

Pass/Fail 
with 
Explanation 

 
Pass. No system services are available to an unauthenticated user connecting remotely. 
This meets the testing requirements. 

 

7.3.9 FIA_UIA_EXT.1 Test #3 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall perform the following tests for each method by which administrators 
access the TOE (local and remote), as well as for each type of credential supported by the 
login method: 
Test 3: For local access, the evaluator shall determine what services are available to a local 
administrator prior to logging in, and make sure this list is consistent with the requirement. 
 

Test Steps 
& Expected 
Test Result  

• Before logging in via local console, attempt to execute authenticated commands 
such as corelight-client –version, corelight-client -d Device. This will fail. 

• Verify the logs reflected. 

• No services except displaying a banner should be available to a local administrator 
attempting to login to the TOE via the console. 

Pass/Fail 
with 
Explanation 

Pass. No system services are available to an unauthenticated user via the directly 
connected console. This meets the testing requirements 
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7.3.10 FIA_UAU.7 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall perform the following test for each method of local login allowed: 
The evaluator shall locally authenticate to the TOE. While making this attempt, the 
evaluator shall verify that at most obscured feedback is provided while entering the 
authentication information. 

Test Steps 
& Expected 
Test Result  

• Connect to the TOE via console with correct authentication credentials and verify 

that at most obscured feedback is provided 

• The TOE should not provide anything other than obscured feedback, when 

entered credentials are correct authenticating information. 
Pass/Fail 
with 
Explanation 

Pass. At Local login prompt, the TOE does not provide anything more than obscured 
feedback. This meets the testing requirements. 

 

7.3.11 FMT_MOF.1/ManualUpdate Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall try to perform the update using a legitimate update image without 
prior authentication as Security Administrator (either by authentication as a user with no 
administrator privileges or without user authentication at all – depending on the 
configuration of the TOE). The attempt to update the TOE shall fail.   

Test Steps & 
Expected 
Test Result  

 
• Login as netconfig user with monitor privileges 

• Verify via logs 

• Verify that the “netconfig” user has no options to change the settings for "Revert 
last update"or "Reset To Factory State" 

• When an unprivileged account tries to update a legitimate image, it should result 
in failure as the user doesn’t have the administrator privilege.  logs verify that 
the user does not have administrator privileges. 

Pass/Fail 
with 
Explanation 

Pass. The firmware upload operation is not allowed for unprivileged user 

 
 

7.3.12 FMT_MOF.1/ManualUpdate Test #2 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall try to perform the update with prior authentication as Security 
Administrator using a legitimate update image. This attempt should be successful. This 
test case should be covered by the tests for FPT_TUD_EXT.1 already. 

Test Steps & 
Expected 
Test Result  

 

• Verify the current version of the TOE 

• Click on upload firmware and upload the image on the TOE and check if the image 

is uploaded on the TOE. 

• Boot the uploaded image and wait for some time until the booting is done. 

• After the update, perform the version verification activity again to verify the 

version correctly corresponds to that of the update and that current version of the 

product and most recently installed version match again. 

• Verify via logs 
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• The TOE should successfully update the current image version with the new 

image after verifying that the new image is authentic. The logs indicate the same 

that the new image is verified and has then been installed 
Pass/Fail 
with 
Explanation 

Pass. This test is successfully tested in conjunction with FPT_TUD_EXT.1 Test #1 

 

7.3.13 FMT_MOF.1/Services Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall try to enable and disable at least one of the services as defined in the 
Application Notes for FAU_GEN.1.1 (whichever is supported by the TOE) without prior 
authentication as Security Administrator (either by authenticating as a user with no 
administrator privileges, if possible, or without prior authentication at all). The attempt to 
enable/disable this service/these services should fail. According to the implementation no 
other users than the Security Administrator might be defined and without any user 
authentication the user might not be able to get to the point where the attempt to 
enable/disable this service/these services can be executed. In that case it shall be 
demonstrated that access control mechanisms prevent execution up to the step that can 
be reached without authentication as Security Administrator. 

Test Steps 
& Expected 
Test 
Output  

• Log into the TOE with an account that have Low privileges 

• Verify that the “netconfig” user has no options for CLI/Diag Shell to enable and 
disable the services 

• The TOE should not allow non – admin users without authentication to perform 
high privilege operations. 

Pass/Fail 
with 
Explanation 

Pass. Low privilage users cannot make changes to audit log settings 

 

7.3.14 FMT_MOF.1/Services Test #2 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall try to enable and disable at least one of the services as defined in the 
Application Notes for FAU_GEN.1.1 (whichever is supported by the TOE) with prior 
authentication as Security Administrator. The attempt to enable/disable this 
service/these services should be successful. 

Test Steps • Login to the TOE as an admin  

• Enter in to CLI/Diag Shell 

• The TOE should allow a high privilege user to perform high privilege operations. 

Pass/Fail 
with 
Explanation 

Pass. Authorized users can make changes to audit log settings. 

 

7.3.15 FMT_MTD.1/CryptoKeys Test #2 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall try to perform at least one of the related actions with prior 
authentication as security administrator. This attempt should be successful. 

Test Steps • Log into the TOE with a user that has Security Administrator privileges. 

• Attempt to change crypto key settings. This will succeed. 
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Pass/Fail 
with 
Explanation 

Pass. Authorized users can make changes to cryptographic settings. 

 

7.3.16 FMT_MTD.1/CryptoKeys Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall try to perform at least one of the related actions (modify, delete, 
generate/import) without prior authentication as security administrator (either by 
authentication as a non-administrative user, if supported, or without authentication at 
all). Attempts to perform related actions without prior authentication should fail. 
According to the implementation no other users than the Security Administrator might be 
defined and without any user authentication the user might not be able to get to the 
point where the attempt to manage cryptographic keys can be executed. In that case it 
shall be demonstrated that access control mechanisms prevent execution up to the step 
that can be reached without authentication as Security Administrator. 

Test 
Output 

This testing is covered by the requirements in FMT_MOF.1/Services Test #1 

Pass/Fail 
with 
Explanation 

Pass. Low privilege users cannot modify cryptographic settings, because low privilege user 
has no options for CLI/Diag Shell 

 

7.3.17 FMT_SMF.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator tests management functions as part of testing the SFRs identified in 
Section 2.4.4. No separate testing for FMT_SMF.1 is required unless one of the 
management functions in FMT_SMF.1.1 has not already been exercised under any other 
SFR.   

Test step & 
Expected 
Test Results 

The TSF shall be capable of performing the following management functions: 

• Ability to administer the TOE locally and remotely;  

• Ability to configure the access banner;  

• Ability to configure the session inactivity time before session termination 
or locking;  

• Ability to update the TOE, and to verify the updates using [digital 

signature] capability prior to installing those updates;  

• Ability to configure the authentication failure parameters for FIA_AFL.1;  

[ 

o Ability to start and stop services;  
o Ability to configure audit behaviour (e.g. changes to storage locations for 

audit; changes to behaviour when local audit storage space is full);  
o Ability to configure the cryptographic functionality;  
o Ability to manage the cryptographic keys 
o Ability to re-enable an Administrator account;  
o Ability to set the time which is used for time-stamps;  

 
All management functions identified in Section 2.4.4 have been tested throughout the 
evaluation. Thus, this requirement has been met. 

Pass/Fail 
with 
Explanation 

Pass. FMT_SMF.1 Specification of Management Functions requirements have been met 
throughout the various security functionality testing of the TOE. 

 



 

 

 
 Page 74 

 

7.3.18 FMT_SMR.2 Test #1 

Item Data 

Test 
Assurance 
Activity 

In the course of performing the testing activities for the evaluation, the evaluator shall 
use all supported interfaces, although it is not necessary to repeat each test involving an 
administrative action with each interface. The evaluator shall ensure, however, that each 
supported method of administering the TOE that conforms to the requirements of this 
cPP be tested; for instance, if the TOE can be administered through a local hardware 
interface; SSH; and TLS/HTTPS; then all three methods of administration must be 
exercised during the evaluation team’s test activities. 

Pass/Fail 
with 
Explanation 

Pass.  The TOE can be administered through a local hardware interface and SSH, and 
both methods of administration have been tested throughout the process of testing the 
device. 

 
 
 

7.3.19 FTA_SSL.3 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator follows the guidance documentation to configure several different values 
for the inactivity time period referenced in the component. For each period configured, 
the evaluator establishes a remote interactive session with the TOE. The evaluator then 
observes that the session is terminated after the configured time period. 

Test Steps 
& Expected 
Test Result  

 

• Enable auto logout and configure timeout of 1 minute 

• Verify via logs 

• Log into the TOE via SSH and verify time 

• Verify via logs 

• Wait for 1 minute and verify the session ends 

• Verify via logs that the session disconnected due to idle timeout 

• Enable auto logout and configure timeout of 2 minutes 

• Verify via logs 

• Log into the TOE via SSH and verify time 

• Verify via logs 

• Wait for 2 minutes and verify the session ends 

• Verify via logs that the session disconnected due to idle timeout 

• Enable auto logout and configure timeout of 5 minutes 

• Verify via logs 

• Log into the TOE via SSH and verify time 

• Verify via logs 

• Wait for 5 minutes and verify the session ends 

• Verify via logs that the session disconnected due to idle timeout 

• The TOE should terminate idle remote sessions after the specified time. Time of 
audit log indicating ‘Connection closed due to idle timeout’ shows auto logout of 
session after TOE is idle for specified period of time. 

Pass/Fail 
with 
Explanation 

Pass. The remote administrative time out periods can be set by the administrative user. 
The TOE enforces the configured inactivity period in each instance. This meets the testing 
requirements. 

 

7.3.20 FTA_SSL.4 Test #1 

Item Data 
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Test 
Assurance 
Activity 

The evaluator initiates an interactive local session with the TOE. The evaluator then follows 
the guidance documentation to exit or log off the session and observes that the session has 
been terminated. 

Test Steps 
& Expected 
Test 
Results  

 

• Log into the TOE through local administrative interface 

• Using the instructions provided by the user guide log off. 

• Verify the logs reflect the log off 

• The TOE should allow Administrator-initiated termination of the 
Administrator’s own interactive session. 

• Verify it with logs 

Pass/Fail 
with 
Explanation 

 
Pass. The TOE allows user to terminate the directly connected administrative sessions. 
This meets the testing requirements. 

 

7.3.21 FTA_SSL.4 Test #2 

Item Data 

Test 
Assurance 
Activity 

The evaluator initiates an interactive remote session with the TOE. The evaluator then 
follows the guidance documentation to exit or log off the session and observes that the 
session has been terminated. 

Test Steps 
& Expected 
Test 
Results  

• Log onto the TOE through ssh administrative interface 

• Verify via logs 

• Using the instructions provided by the user guide log off. 

• Verify via logs 

• The TOE should allow users to terminate the remote sessions. Audit logs 

show the successful login and logout of user from TOE 
Pass/Fail 
with 
Explanation 

Pass. The TOE allows user to terminate the remote administrative sessions. This meets 
the testing requirements. 

 

7.3.22 FTA_SSL_EXT.1.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator follows the guidance documentation to configure several different values for 
the inactivity time period referenced in the component. For each period configured, the 
evaluator establishes a local interactive session with the TOE. The evaluator then observes 
that the session is either locked or terminated after the configured time period. If locking 
was selected from the component, the evaluator then ensures that reauthentication is 
needed when trying to unlock the session. 
 

Test Steps 
& Expected 
Test 
Results  

 

• Enable auto logout and configure timeout of 1 minute 

• Verify via logs 

• Log into the TOE via Console 

• Log into the diagnostic-shell 

• Note the login time in the logs 

• Wait for 1 minute and verify the session ends 

• Verify via logs that the session disconnected due to idle timeout 

• Enable auto logout and configure timeout of 2 minutes 

• Verify via logs 
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• Log into the TOE via Console 

• Log into the diagnostic-shell 

• Note the login time in the logs 

• Wait for 2 minutes and verify the session ends 

• Verify via logs that the session disconnected due to idle timeout 

• Enable auto logout and configure timeout of 5 minutes 

• Verify via logs 

• Log into the TOE via Console 

• Log into the diagnostic-shell 

• Note the login time in the logs 

• Wait for 5 minutes and verify the session ends 

• Verify via logs that the session disconnected due to idle timeout 
The TOE should terminate idle local sessions after the specified time. Time of audit log 
indicating ‘Connection closed due to idle timeout’ shows auto logout of session after TOE 
is idle for specified period of time 

Pass/Fail 
with 
Explanation 

Pass. The local administrative inactivity was able to be set to multiple values. In each 
instance, the TOE logged the user out after the configured time. This meets the testing 
requirements. 

 

7.3.23 FTA_TAB.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator follows the guidance documentation to configure a notice and consent 
warning message. The evaluator shall then, for each method of access specified in the TSS, 
establish a session with the TOE. The evaluator shall verify that the notice and consent 
warning message is displayed in each instance. 
 

Test Steps 
& Expected 
Test 
Results  

SSH 

• Create a file named banner on the TOE 

• Configure a pre-login message in the file 

• Verify via logs that a pre-login banner was configured on the TOE 

• Verify via SSH login that the banner is being displayed 

Console: 

• Login to the TOE using console. 

• Configure login banner on the TOE. 

• Verify with the help of logs. 

• Verify that the banner is being displayed before login 

• When any user accesses the TOE through the console, SSH. the configured banner 

should be displayed prior to authenticating the TOE 

Pass/Fail 
with 
Explanation 

Pass. An access banner can be set for all the methods that can be used to access the 
device. This meets the testing requirements. 

 

7.3.24 FTP_TRP.1/Admin Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluators shall ensure that communications using each specified (in the guidance 
documentation) remote administration method is tested during the course of the 
evaluation, setting up the connections as described in the guidance documentation and 
ensuring that communication is successful. 
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Test Steps & 
Expected 
Test Results  

Configuration according to the guidance documentation is demonstrated in the 

FCS_SSHS_EXT.1 tests. 

 

Key based 

• Generate a key in the VM and Note the fingerprint value 

• Copy the public key into the TOE 

• Login to the TOE using the public key and verify that the session is established 

• Verify via logs that the session established using public key 

• Verify that the SSH session was established via capture 
Password Based 

• Attempt to connect to the TOE using SSH 

• Verify TOE logs shows a successful connection 

• Verify that the channel data is not sent in plaintext via packet capture 

• Successful communication between TOE and remote administrator via SSH using 

KexAlgorithms=ecdh-sha2-nistp521. SSH connection in packet capture confirms 

successful connection 

Pass/Fail 
with 
Explanation 

Pass. Remote administrative access to the TOE is successful. This meets the testing 
requirements. 

 

7.3.25 FTP_TRP.1/Admin Test #2 

Item Data 

Test Assurance 
Activity 

The evaluator shall ensure, for each communication channel, the channel data is not 
sent in plaintext. 

Test Output This test is covered by FCS_SSHS_EXT.1.4_Test#1, FTP_TRP.1/Admin Test #2 
 

 
 

7.4 SSHC 

7.4.1 FCS_SSHC_EXT.1.3 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall demonstrate that if the TOE receives a packet larger than that 
specified in this component, that packet is dropped. 
 

Test Steps & 
Expected 
Test Result 

• Run the Acumen-tool to send a large packet 

• Connect to the TOE via SSH and verify large packet being sent to the TOE by the 

server 

• Verify via packet capture that the packet is dropped 

• The TOE should drop a larger packet than the allowed range. Packet capture 
shows TOE closes the connection when packet sent is larger than allowed range. 

Pass/Fail 
with 
Explanation 

Pass. The TOE drops large packets that are received within an SSH session. This meets 
the testing requirements. 

 

7.4.2 FCS_SSHC_EXT.1.4 Test #1 

Item Data 
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Test 
Assurance 
Activity 

The evaluator must ensure that only claimed ciphers and cryptographic primitives are 
used to establish an SSH connection.  
To verify this, the evaluator shall start session establishment for an SSH connection with a 
remote server (referred to as ‘remote endpoint’ below). The evaluator shall capture the 
traffic exchanged between the TOE and the remote endpoint during protocol negotiation 
(e.g. using a packet capture tool or information provided by the endpoint, respectively). 
The evaluator shall verify from the captured traffic that the TOE offers all the ciphers 
defined in the TSS for the TOE for SSH sessions, but no additional ones compared to the 
definition in the TSS.  
The evaluator shall perform one successful negotiation of an SSH session to verify that 
the TOE behaves as expected. It is sufficient to observe the successful negotiation of the 
session to satisfy the intent of the test. If the evaluator detects that not all ciphers 
defined in the TSS for SSH are supported by the TOE and/or the TOE supports one or 
more additional ciphers not defined in the TSS for SSH, the test shall be regarded as 
failed. 

Test Steps 
& Expected 
Test 
Results  

• Verify that the TOE is in Common Criteria mode and FIPS mode 

• Connect to the TOE via SSH 

• Verify that the TOE only offers ciphers aes128-ctr, aes256-ctr, aes128-cbc, 

aes256-cbc via capture 

• The TOE supports successful negotiations when using the claimed ciphersuites. 
Packet capture shows that TOE only offers ciphers: aes128-ctr, aes256-ctr, 
aes128-cbc, aes256-cbc, which are defined in the TSS. Audit logs ‘User <user> 
logged in via shh2 ‘confirm successful negotiation of SSH session. 

Pass/Fail 
with 
Explanation 

 
Pass. The TOE is able to use each of the claimed algorithms for SSH connections. This 
meets the testing requirements. 

 

7.4.3 FCS_SSHC_EXT.1.5 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall establish an SSH connection using each of the public key algorithms 
specified by the requirement to authenticate an SSH server to the TOE.  
It is sufficient to observe (on the wire) the successful negotiation of the algorithm to satisfy 
the intent of the test.  
Test objective: The purpose of this positive test is to check the authentication of the server 
by the client (when establishing the transport layer connection), and not for checking 
generation of the authentication message from the client (in the User Authentication 
Protocol). The evaluator shall therefore establish sufficient separate SSH connections (with 
an appropriately configured server) to cause the TOE to demonstrate use of all public key 
algorithms claimed in FCS_SSHC_EXT.1.5 in the ST. 
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Test Steps 
& Expected 
Test 
Results  

• Generate a key with rsa-sha2-256 in the TOE 

• Login to the server using the public-key (rsa-sha2-256) and verify that the session 
is established 

• Verify via packet capture 

• Generate a key with rsa-sha2-512 in the TOE 

• Login to the server using the public-key (rsa-sha2-512) and verify that the session 
is established 

• Verify via packet capture 

• Generate a key with ecdsa-sha2-nistp256 in the TOE 

• Login to the server using the public-key (ecdsa-sha2-nistp256) and verify that the 
session is established 

• Verify via packet capture 

• Generate a key with ecdsa-sha2-nistp384 in the TOE 

• Login to the server using the public-key (ecdsa-sha2-nistp384) and verify that the 
session is established 

• Verify via packet capture 

• Generate a key with ecdsa-sha2-nistp521 in the TOE 

• Login to the server using the public-key (ecdsa-sha2-nistp521) and verify that the 
session is established 

• Verify via packet capture 

• The TOE should allow SSH public-key based authentication uses rsa-sha2-256, rsa-
sha2-512, ecdsa-sha2-nistp256, ecdsa-sha2-nistp384, ecdsa-sha2-nistp521 as its 
public key algorithms. 

Pass/Fail 
with 
Explanation 

 
Pass. The TOE supports each of the claimed public key algorithms. This meets the testing 
requirements. 

 

7.4.4 FCS_SSHC_EXT.1.5 Test #2 

Item Data 

Test 
Assurance 
Activity 

Test 2: The evaluator shall configure an SSH server to only allow a public key algorithm 
that is not included in the ST selection. The evaluator shall attempt to establish an SSH 
connection from the TOE to the SSH server and observe that the connection is rejected. 
 

Test Steps • Attempt to establish an SSH session using SSH-DSS 

• Verify that the SSH session was refused using SSH-DSS via log 

• Verify the connection is refused via packet capture 

• Use public key algorithms which is a non-approved public key algorithm and The 
TOE should refuse the SSH public-key session. 

• Packet ‘Key Exchange Init’ in Packet capture file confirms non-approved public 
key algorithm use ‘ssh-dss’ 

Pass/Fail with 
Explanation 

Pass. The TOE rejects SSH connections using SSH-DSS (a non-approved public key 
algorithm) authentication. This meets the testing requirements. 

 

7.4.5 FCS_SSHC_EXT.1.6 Test #1 

Item Data 
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Test 
Assurance 
Activity 

[conditional, if an HMAC or AEAD_AES_*_GCM algorithm is selected in the ST] The 
evaluator shall establish an SSH connection using each of the algorithms, except 
“implicit”, specified by the requirement.  
It is sufficient to observe (on the wire) the successful negotiation of the algorithm to 
satisfy the intent of the test. 
Note: To ensure the observed algorithm is used, the evaluator shall ensure a non-aes*-
gcm@openssh.com encryption algorithm is negotiated while performing this test. 

Test Steps & 
Expected Test 
Results  

• Establish an SSH session with the configured supported algorithms (HMAC-

SHA1) 

• Verify that the session is established via SSH 

• Verify that the SSH session was encrypted using HMAC-SHA1 via capture 

• Establish an SSH session with the configured supported algorithms (HMAC-

SHA2-256) 

• Verify that the session is established via SSH 

• Verify that the SSH session was encrypted using HMAC-SHA2-256 via capture 

• Establish an SSH session with the configured supported algorithms (HMAC-

SHA2-512) 

• Verify that the session is established via SSH 

• Verify that the SSH session was encrypted using HMAC-SHA2-512 via capture 

• The TOE should allow SSH connection using its supported data integrity MAC 
algorithm hmac-sha1, hmac-sha2-256, hmac-sha2-512. 

• Packet ‘Key Exchange Init’ in Packet capture file confirms key algorithm used. 
Pass/Fail with 
Explanation 

Pass. The TOE is able to make SSH connections with each claimed data integrity 
algorithm. This meets the testing requirements. 

 

7.4.6 FCS_SSHC_EXT.1.6 Test #2 

Item Data 

Test 
Assurance 
Activity 

[conditional, if an HMAC or AEAD_AES_*_GCM algorithm is selected in the ST] The 
evaluator shall configure an SSH server to only allow a MAC algorithm that is not included 
in the ST selection. The evaluator shall attempt to connect from the TOE to the SSH server 
and observe that the attempt fails  
Note: To ensure the proposed MAC algorithm is used, the evaluator shall ensure a non-
aes*- gcm@openssh.com encryption algorithm is negotiated while performing this test. 

Test Steps & 
Expected Test 
Results  

 

• Attempt to establish an SSH session using “hmac-md5” 

• Verify via logs that the session fails due to unsupported mac algorithm 

• Verify via wireshark that the TOE does not continue negotiation 

• The TOE should reject SSH connections using an unsupported MAC algorithm for 
data integrity. 

• packet ‘Client: Key Exchange Init’ has unsupported MAC algorithm- hmac-md5. 
TOE audit logs give ‘fatal: no matching mac found’ error on TOE. 

Pass/Fail with 
Explanation 

Pass. The TOE rejects SSH connections using the “hmac-md5” MAC for data integrity. 
This meets the testing requirements. 

 

7.4.7 FCS_SSHC_EXT.1.7 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall configure an SSH server to permit all allowed key exchange methods. 
The evaluator shall attempt to connect from the TOE to the SSH server using each allowed 
key exchange method and observe that each attempt succeeds. 
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Test Steps & 
Expected Test 
Results  

• Configure SSH server to support only (Diffie-hellman-group14-sha1) 

• Establish an SSH session with the configured supported key exchange algorithm 

(Diffie-hellman-group14-sha1) 

• Verify that the SSH session was established using Diffie-hellman-group14-sha1 

via capture 

• Configure SSH server to support only (ecdh-sha2-nistp256) 

• Establish an SSH session with the configured supported key exchange algorithm 

(ecdh-sha2-nistp256) 

• Verify that the SSH session was established using ecdh-sha2-nistp256 via 
capture. 

• Encrypted packet flow in Packet capture verifies successful SSH connection when 
using supported key exchange algorithm.  

• Audit logs ‘: kex: diffie-hellman-group14-sha1 [preauth]’ and ‘User <user> 
logged in via ssh2…’ confirm the same. 

Pass/Fail with 
Explanation 

Pass. The TOE is able to make SSH connections with each claimed data key exchange 
method. This meets the testing requirements. 

 

7.4.8 FCS_SSHC_EXT.1.8 Test #1a 

Item Data 

Test 
Assurance 
Activity 

The evaluator needs to perform testing that rekeying is performed according to the 
description in the TSS. The evaluator shall test both, the time-based threshold and the 
traffic-based threshold.  
 
For testing of the time-based threshold, the evaluator shall use the TOE to connect to an 
SSH server and keep the session open until the threshold is reached. The evaluator shall 
verify that the SSH session has been active longer than the threshold value and shall verify 
that the TOE initiated a rekey (the method of verification shall be reported by the 
evaluator). 
 
Testing does not necessarily have to be performed with the threshold configured at the 
maximum allowed value of one hour of session time, but the value used for testing shall 
not exceed one hour. The evaluator needs to ensure that the rekeying has been initiated 
by the TOE and not by the SSH server the TOE is connected to.  
 
If one or more thresholds that are checked by the TOE to fulfil the SFR are configurable, 
the evaluator needs to verify that the threshold(s) can be configured as described in the 
guidance documentation and the evaluator needs to test that modification of the 
thresholds is restricted to Security Administrators (as required by FMT_MOF.1/Functions). 
 

Test Steps & 
Expected Test 
Results  

• Login to the TOE and Verify rekey is configure for 1 Hours  

• Run the Acumen-tool for time base Rekey 

• Initiate a connection from TOE 

• Verify after 1hours rekey generate on TOE 

• The TOE issues a rekey after the specified time as configured on the TOE. 

• Audit logs show the Session rekey request been sent after time-based threshold 
has been reached. 

Pass/Fail with 
Explanation 

Pass. The TOE initiates a rekey every 10 seconds. This meets the testing requirements. 

7.4.9 FCS_SSHC_EXT.1.8 Test #1b 

Item Data 
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Test 
Assurance 
Activity 

The evaluator needs to perform testing that rekeying is performed according to the description 
in the TSS. The evaluator shall test both, the time-based threshold and the traffic-based 
threshold.  
 
For testing of the traffic-based threshold the evaluator shall use the TOE to connect to an SSH 
server and shall transmit data to and/or receive data from the TOE within the active SSH session 
until the threshold for data protected by either encryption key is reached. It is acceptable if the 
rekey occurs before the threshold is reached (e.g. because the traffic is counted according to 
one of the alternatives given in the Application Note for FCS_SSHC_EXT.1.8). 
 
The evaluator shall verify that more data has been transmitted within the SSH session than the 
threshold allows and shall verify that the TOE initiated a rekey (the method of verification shall 
be reported by the evaluator). 
 
Testing does not necessarily have to be performed with the threshold configured at the 
maximum allowed value of one gigabyte of transferred traffic, but the value used for testing 
shall not exceed one gigabyte. The evaluator needs to ensure that the rekeying has been 
initiated by the TOE and not by the SSH server the TOE is connected to.  
 
If one or more thresholds that are checked by the TOE to fulfil the SFR are configurable, the 
evaluator needs to verify that the threshold(s) can be configured as described in the guidance 
documentation and the evaluator needs to test that modification of the thresholds is restricted 
to Security Administrators (as required by FMT_MOF.1/Functions). 
  
 
In cases where data transfer threshold could not be reached due to hardware limitations it is 
acceptable to omit testing of this (SSH rekeying based on data transfer threshold) threshold if 
both the following conditions are met: 
 

1) An argument is present in the TSS Section describing this hardware- based limitation 
and 

2) All hardware components that are the basis of such argument are definitively identified 
in the ST. For example, if specific Ethernet Controller or WiFi radio chip is the root cause 
of such limitation, these chips must be identified. 

Test Steps & 
Expected 
Test Results  

 

• Establish an SSH session with the TOE and continually send traffic 

• Verify that a rekey is generated in every 1GB of data 

• The TOE issues a rekey after the specified amount of data transferred as configured on 
the TOE.  

• Audit logs show session rekey request being sent after reaching set data limit. 

Pass/Fail 
with 
Explanation 

Pass. The TOE initiates a rekey in every 1GB of data. This meets the testing requirements. 

 

7.4.10 FCS_SSHC_EXT.1.9 Test #1 

Item Data 

Test 
Assurance 
Activity 

Test 1: The evaluator shall delete all entries in the TOE’s list of recognized SSH server host keys 
and, if selected, all entries in the TOE’s list of trusted certification authorities. The evaluator 
shall initiate a connection from the TOE to an SSH server. The evaluator shall ensure that the 
TOE either rejects the connection or displays the SSH server’s public key (either the key bytes 
themselves or a hash of the key using any allowed hash algorithm) and prompts the Security 
Administrator to accept or deny the key before continuing the connection. 
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Test Steps & 
Expected 
Test Results  

• Delete all entries in the TOE’s list of recognized SSH server host keys 

• Attempt a connection to the SSH server and verify that the TOE prompts the user to 

accept or deny the key before continuing the connection. 

• Verify via logs 

• Verify via packet capture 

• The TOE should display the SSH server’s public key and prompts the user to accept or 

deny the key before continuing the connection. 
Pass/Fail 
with 
Explanation 

Pass. The TOE displays the SSH server’s public key and prompts the user to accept or deny the 
key before continuing the connection. This meets the testing requirements. 
 

 
 

7.4.11 FCS_SSHC_EXT.1.9 Test #2 

Item Data 

Test 
Assurance 
Activity 

Test 2: The evaluator shall add an entry associating a host name with a public key into the 
TOE’s local database. The evaluator shall replace, on the corresponding SSH server, the server’s 
host key with a different host key.  
If 'password-based' is selected for the TOE in FCS_SSHC_EXT.1.2, the evaluator shall initiate a 
connection from the TOE to the SSH server using password-based authentication, shall ensure 
that the TOE rejects the connection, and shall ensure that the password was not transmitted to 
the SSH server (for example, by instrumenting the SSH server with a debugging capability to 
output received passwords).  
If 'password-based' is not selected for the TOE in FCS_SSHC_EXT.1.2, the evaluator shall initiate 
a connection from the TOE to the SSH server using public key-based authentication and shall 
ensure that the TOE rejects the connection. 

Test Steps & 
Expected 
Test Results  

 

• An entry for a hostname with a public key is present in the known hosts on the TOE 

• replacing the key location on the SSH server 

• start an SSH connection from the TOE to that SSH server 

• Verify via packet capture 

• The TOE should reject the connection to SSH server when there is a mismatch in the 
public key. 

• Verify via packet capture FIN flag set by TOE 
Pass/Fail 
with 
Explanation 

Pass. The TOE rejects the connection to the SSH server when there is a mismatch in the public 
key. This meets the testing requirements. 

 

7.5 SSHS 

7.5.1 FCS_SSHS_EXT.1.2 Test#1 

Item Data 

Test 
Assurance 
Activity 

Test 1: If password-based authentication methods have been selected in the ST then using the 
guidance documentation, the evaluator shall configure the TOE to accept password-based 
authentication, and demonstrate that user authentication succeeds when the correct password is 
provided by the user.  

Test Steps 
& Expected 
Test 
Results  

 

• Ensure the TOE supports password-based authentication. 

• Log into the TOE with password authentication. 

• Verify authentication logs. 
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• Verify with wire capture that SSH session was established. 

The TOE can set up a user with password-based authentication. User authentication succeeds 
when the correct password is provided by the user.  

Audit logs show successful login of user with password. 

Pass/Fail 
with 
Explanation 

Pass. The TOE is able to accept password authentication from a remote SSH client. This meets the 
testing requirements. 

 

7.5.2 FCS_SSHS_EXT.1.2 Test#2 

Item Data 

Test 
Assurance 
Activity 

Test 2: If password-based authentication methods have been selected in the ST then the evaluator 
shall use an SSH client, enter an incorrect password to attempt to authenticate to the TOE, and 
demonstrate that the authentication fails.  

Test Steps 
& Expected 
Test 
Results  

• Ensure the TOE supports password-based authentication. 

• Attempt to Log into the TOE via SSH with correct username incorrect password-based 

authentication parameters (will fail). 

• Verify authentication logs and packet captures reflect failures. 

The TOE does not allow a user to login with incorrect credentials, The audit logs give a ‘Login was 
attempt with incorrect password’ log when the user tries to log in with incorrect credentials. 

Pass/Fail 
with 
Explanation 

Pass. The TOE does not establish a connection with a remote SSH user when incorrect 
authentication credentials are presented. This meets the testing requirements. 

 
 

7.5.3 FCS_SSHS_EXT.1.3 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall demonstrate that if the TOE receives a packet larger than that specified in this 
component, that packet is dropped. 
 

Test Steps 
& Expected 
Test 
Results  

• Uses a scapy tool to start an SSH session with the TOE 

• The program will send an unusually large packet 

• Verify via logs and packet capture     

• The TOE drops a packet larger than the allowed range.  

• Packet capture shows TOE closes the connection when packet sent is larger than allowed 
range. 

Pass/Fail 
with 
Explanation 

Pass. The TOE drops large packets that are received within an SSH session. This meets the testing 
requirements. 

7.5.4 FCS_SSHS_EXT.1.4 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator must ensure that only claimed ciphers and cryptographic primitives are used to 
establish an SSH connection.  
To verify this, the evaluator shall start session establishment for an SSH connection from a remote 
client (referred to as ‘remote endpoint’ below). The evaluator shall capture the traffic exchanged 
between the TOE and the remote endpoint during protocol negotiation (e.g. using a packet capture 
tool or information provided by the endpoint, respectively). The evaluator shall verify from the 
captured traffic that the TOE offers all the ciphers defined in the TSS for the TOE for SSH sessions, 
but no additional ones compared to the definition in the TSS. The evaluator shall perform one 
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successful negotiation of an SSH session to verify that the TOE behaves as expected. It is sufficient to 
observe the successful negotiation of the session to satisfy the intent of the test.  
If the evaluator detects that not all ciphers defined in the TSS for SSH are supported by the TOE 
and/or the TOE supports one or more additional ciphers not defined in the TSS for SSH, the test 
shall be regarded as failed.   

Test Steps 
& Expected 
Test 
Results  

• Verify that the TOE is in Common Criteria mode and FIPS mode 

• Establish an SSH session with the TOE. 

• Verify that the session is established via log.  

• Verify AES-128, AES-256 offered by TOE via packet capture. 

• The TOE supports successful negotiations when using the claimed ciphersuites. Packet 

capture shows that TOE only offers ciphers: aes128-ctr, aes256-ctr, which are defined in 

the TSS. Verify AES-128, AES-256 offered by TOE via packet capture. 

Pass/Fail 
with 
Explanation 

 
Pass. The TOE is able to use each of the claimed symmetric algorithms for SSH connections. This 
meets the testing requirements. 

 

7.5.5 FCS_SSHS_EXT.1.5 Test #1 

Item Data 

Test 
Assurance 
Activity 

Test 1: The evaluator shall establish an SSH connection using each of the public key algorithms 
specified by the requirement to authenticate the TOE to an SSH client. It is sufficient to observe (on 
the wire) the successful negotiation of the algorithm to satisfy the intent of the test. 
 

Test Steps 
& Expected 
Test 
Results  

• Generate a key with rsa-sha2-256 in the VM 

• Note the fingerprint value 

• Copy the public key into the TOE 

• Verify that the public key is updated in the TOE 

• Verify via logs 

• Login to the TOE using the public key and verify that the session is established 

• Verify via logs that the session established using public key 

• Verify via packet capture 

• Generate a key with rsa-sha2-512 in the VM 

• Note the fingerprint value 

• Copy the public key into the TOE 

• Verify that the public key is updated in the TOE 

• Verify via logs 

• Login to the TOE using the public key and verify that the session is established 

• Verify via logs that the session established using public key 

• Verify via packet capture 

• Generate a key with ssh-rsa in the VM 

• Note the fingerprint value 

• Copy the public key into the TOE 

• Verify that the public key is updated in the TOE 

• Verify via logs 

• Login to the TOE using the public key and verify that the session is established 

• Verify via logs that the session established using public key 

• Verify via packet capture 

• Generate a key with ecdsa-sha2-nistp256 in the VM 

• Note the fingerprint value 
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• Copy the public key into the TOE 

• Verify that the public key is updated in the TOE 

• Verify via logs 

• Login to the TOE using the public key and verify that the session is established 

• Verify via logs that the session established using public key 

• Verify via packet capture 

• The TOE allows a SSH client to connect with the RSA public key algorithms as specified in the 
ST selection. Packet ‘Key Exchange Init’ in Packet capture file confirms key algorithm used. 

Pass/Fail 
with 
Explanation 

Pass. The TOE supports each of the claimed public key algorithms. This meets the testing 
requirements. 

 
 
 

7.5.6 FCS_SSHS_EXT.1.5 Test #2 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall choose one public key algorithm supported by the TOE. The evaluator 
shall generate a new key pair for that algorithm without configuring the TOE to recognize the 
public key for authentication. The evaluator shall use an SSH client to attempt to connect to 
the TOE with the new key pair and demonstrate that authentication fails.  
Test objective: The purpose of this negative test is to verify that the server rejects 
authentication attempts of clients that present a public key that does not match public key(s) 
associated by the TOE with the identity of the client (i.e. the public keys are unknown to the 
server). To demonstrate correct functionality, it is sufficient to determine that an SSH 
connection was not established after using a valid username and an unknown key of 
supported type. 

Test Steps 
& Expected 
Test 
Results  

• Generate a key with rsa-sha2-256 in the VM 

• Note the fingerprint value 

• Login to the device using public key without updating the public key in the TOE and verify 

that the connection fails 

• Verify via logs 

• Verify via packet capture 

• A user successfully logs into the TOE when the client public key is installed into the TOE. The 
attempt to log into the TOE without loading the public key onto the TOE is unsuccessful and 
TOE defaults to password-based authentication. 

Pass/Fail 
with 
Explanation 

Pass. The TOE does not allow public key authentication if the public key of the SSH user have not 
uploaded to the TOE. This meets the test requirements. 

 

7.5.7 FCS_SSHS_EXT.1.5 Test #3 

Item Data 

Test 
Assurance 
Activity 

Test 3: The evaluator shall configure an SSH client to only allow a public key algorithm that is not 
included in the ST selection. The evaluator shall attempt to establish an SSH connection from the SSH 
client to the TOE and observe that the connection is rejected. 

Test Steps 
& Expected 
Test 
Results  

• Attempt to establish an SSH session using SSH-DSS 

• Verify that the SSH session was refused using SSH-DSS via log 

• Verify the connection is refused via packet capture 
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The TOE does not allow a SSH client to connect with a public key algorithm that is not included in the 
ST selection. Packet capture shows the TOE closing the connection when the public key algorithm 
string in ‘Client Key Exchange Init packet (not included in the ST selection).  

Audit logs show ‘Client used invalid HostkeyAlgorithm’ error for unsupported public key algorithm. 

Pass/Fail 
with 
Explanation 

Pass. The TOE rejects SSH connections using SSH-DSS (a non-approved public key algorithm) 
authentication. This meets the testing requirements. 

7.5.8 FCS_SSHS_EXT.1.6 Test #1 

Item Data 

Test 
Assurance 
Activity 

Test 1: [conditional, if an HMAC or AEAD_AES_*_GCM algorithm is selected in the ST] The evaluator 
shall establish an SSH connection using each of the algorithms, except “implicit”, specified by the 
requirement. It is sufficient to observe (on the wire) the successful negotiation of the algorithm to 
satisfy the intent of the test. 
 
Note: To ensure the observed algorithm is used, the evaluator shall ensure a non-aes*-
gcm@openssh.com encryption algorithm is negotiated while performing this test. 

Test Steps & 
Expected Test 
Results  

• Establish an SSH session with the configured supported algorithms (HMAC-SHA1) 

• Verify that the session is established via log 

• Verify that the SSH session was encrypted using HMAC-SHA1 via capture 

• Establish an SSH session with the configured supported algorithms (HMAC-SHA2-256) 

• Verify that the session is established via log 

• Verify that the SSH session was encrypted using HMAC-SHA2-256 via capture 

• Establish an SSH session with the configured supported algorithms (HMAC-SHA2-512) 

• Verify that the session is established vialog 

• Verify that the SSH session was encrypted using HMAC-SHA2-512 via capture 

• The TOE should able to establish SSH connections with each claimed data integrity 
algorithm. Packet ‘Server: Diffie-Hellman Key Exchange Reply, New Keys’ verify the 
integrity algorithms used and flow of Encrypted packets confirm successful SSH connection 
in packet capture. 

Pass/Fail with 
Explanation 

 
Pass. The TOE is able to make SSH connections with each claimed data integrity algorithm. This 
meets the testing requirements. 

 
 

7.5.9 FCS_SSHS_EXT.1.6 Test #2 

Item Data 

Test 
Assurance 
Activity 

Test 2: [conditional, if an HMAC or AEAD_AES_*_GCM algorithm is selected in the ST] The evaluator 
shall configure an SSH client to only allow a MAC algorithm that is not included in the ST selection. 
The evaluator shall attempt to connect from the SSH client to the TOE and observe that the attempt 
fails. 
 
Note: To ensure the proposed MAC algorithm is used, the evaluator shall ensure a non-aes*-
gcm@openssh.com encryption algorithm is negotiated while performing this test. 

Test Steps & 
Expected Test 
Results  

• Attempt to establish an SSH session using “hmac-md5” 

• Verify via logs that the session fails due to unsupported mac algorithm 

• Verify via Wireshark that the TOE does not continue negotiation 

• The TOE rejects SSH connections using an unsupported MAC algorithm for data 
integrity. Packet capture shows TOE closing connection when packet ‘Client: Key 
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Exchange Init’ has unsupported MAC algorithm- hmac-md5. TOE audit logs give ‘Client 
used invalid MAC’ error on TOE. 

Pass/Fail with 
Explanation 

 
Pass. The TOE rejects SSH connections using the “hmac-md5” MAC for data integrity. This meets 
the testing requirements. 

 

7.5.10 FCS_SSHS_EXT.1.7 Test #1 

Item Data 

Test 
Assurance 
Activity 

The evaluator shall configure an SSH client to only allow the diffie-hellman-group1-sha1 key 
exchange. The evaluator shall attempt to connect from the SSH client to the TOE and observe that 
the attempt fails. 

Test Steps & 
Expected Test 
Results  

• Attempt to establish an SSH session using diffie-hellman-group1-sha1 

• Verify that the SSH session was refused via logs 

• Verify the connection is refused via packet capture 

• The TOE does not permit connections when using diffiehellman-group1-sha1. User gets a 
‘no matching key exchange method found’ error. Packet capture shows TOE closing 
connection when kex_algorithm from SSH Client is unsupported, Audit logs show ‘fatal: No 
common Key algorithm found’ when connection with unsupported key exchange is initiated 

Pass/Fail with 
Explanation 

Pass. The TOE rejects SSH connections using diffie-hellman-group1-sha1 (a non-approved 
algorithm) for key exchange. This meets the testing requirements. 

 
 

7.5.11 FCS_SSHS_EXT.1.7 Test #2 

Item Data 

Test 
Assurance 
Activity 

For each allowed key exchange method, the evaluator shall configure an SSH client to only allow that 
method for key exchange, attempt to connect from the client to the TOE, and observe that the 
attempt succeeds. Verify that the SSH session was encrypted Via Packet capture 

Test Steps & 
Expected 
Test Results  

• Establish an SSH session with the configured supported key exchange algorithm (Diffie-

hellman-group14-sha256) 

• Verify that the session is established via log 

• Verify that the SSH session was encrypted using Diffie-hellman-group14-sha256 via capture 

• Establish an SSH session with the configured supported key exchange algorithm (Diffie-

hellman-group16-sha512) 

• Verify that the session is established via log 

• Verify that the SSH session was encrypted using Diffie-hellman-group16-sha512 via capture 

• Establish an SSH session with the configured supported key exchange algorithm (ecdh-sha2-

nistp256) 

• Verify that the session is established via log 

• Verify that the SSH session was encrypted using ecdh-sha2-nistp256 via capture 

• Establish an SSH session with the configured supported key exchange algorithm (ecdh-sha2-
nistp384) 

• Verify that the session is established via log 

• Verify that the SSH session was encrypted using ecdh-sha2-nistp384 via capture 

• Establish an SSH session with the configured supported key exchange algorithm (ecdh-sha2-

nistp521) 

• Verify that the session is established via log 

• Verify that the SSH session was encrypted using ecdh-sha2-nistp521 via capture 
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• The TOE should be able to make SSH connections using diffiehellman-group14-sha1. 
Encrypted packet flow in Packet capture verifies successful SSH connection when using 
supported key exchange algorithm. 

Pass/Fail 
with 
Explanation 

Pass. The TOE is able to make SSH connections with each claimed data key exchange method. This 
meets the testing requirements. 
 

 
 
 

7.5.12 FCS_SSHS_EXT.1.8 Test #1a 

Item Data 

Test 
Assurance 
Activity 

The evaluator needs to perform testing that rekeying is performed according to the description in the 
TSS. The evaluator shall test both, the time-based threshold and the traffic-based threshold.   
For testing of the time-based threshold, the evaluator shall use an SSH client to connect to the TOE 
and keep the session open until the threshold is reached. The evaluator shall verify that the SSH session 
has been active longer than the threshold value and shall verify that the TOE initiated a rekey (the 
method of verification shall be reported by the evaluator). 
Testing does not necessarily have to be performed with the threshold configured at the maximum 
allowed value of one hour of session time but the value used for testing shall not exceed one hour. The 
evaluator needs to ensure that the rekeying has been initiated by the TOE and not by the SSH client 
that is connected to the TOE.   
 
If one or more thresholds that are checked by the TOE to fulfil the SFR are configurable, the evaluator 
needs to verify that the threshold(s) can be configured as described in the guidance documentation 
and the evaluator needs to test that modification of the thresholds is restricted to Security 
Administrators (as required by FMT_MOF.1/Functions). 

Test Steps & 
Expected 
Test Results  

• Configure a rekey for 10 seconds on TOE 

• Login to the TOE using Acumen-tool 

• Verify rekey generates every 09s 

• The TOE issues a rekey after the specified time as configured on the TOE. Audit logs show the 
Session rekey request been sent after time-based threshold has been reached. 

Pass/Fail 
with 
Explanation 

 
Pass. The TOE initiates a rekey every 10 seconds. This meets the testing requirements. 

 

7.5.13 FCS_SSHS_EXT.1.8 Test #1b 

Item Data 

Test 
Assurance 
Activity 

The evaluator needs to perform testing that rekeying is performed according to the description in the 
TSS. The evaluator shall test both, the time-based threshold and the traffic-based threshold.   
 
For testing of the traffic-based threshold the evaluator shall use the TOE to connect to an SSH client 
and shall transmit data to and/or receive data from the TOE within the active SSH session until the 
threshold for data protected by either encryption key is reached. It is acceptable if the rekey occurs 
before the threshold is reached (e.g. because the traffic is counted according to one of the alternatives 
given in the Application Note for FCS_SSHS_EXT.1.8). 
 
The evaluator shall verify that more data has been transmitted within the SSH session than the 
threshold allows and shall verify that the TOE initiated a rekey (the method of verification shall be 
reported by the evaluator). 
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Testing does not necessarily have to be performed with the threshold configured at the maximum 
allowed value of one gigabyte of transferred traffic but the value used for testing shall not exceed one 
gigabyte. The evaluator needs to ensure that the rekeying has been initiated by the TOE and not by the 
SSH client that is connected to the TOE.   
 
If one or more thresholds that are checked by the TOE to fulfil the SFR are configurable, the evaluator 
needs to verify that the threshold(s) can be configured as described in the guidance documentation 
and the evaluator needs to test that modification of the thresholds is restricted to Security 
Administrators (as required by FMT_MOF.1/Functions). 
 
In cases where data transfer threshold could not be reached due to hardware limitations it is acceptable 
to omit testing of this (SSH rekeying based on data transfer threshold) threshold if both the following 
conditions are met: 
 

1. An argument is present in the TSS Section describing this hardware- based limitation and 
2. All hardware components that are the basis of such argument are definitively identified in the 

ST. For example, if specific Ethernet Controller or WiFi radio chip is the root cause of such 
limitation, these chips must be identified. 

Test Steps & 
Expected 
Test Results 
 

Verify a rekey limit on TOE 

Login to the TOE using Acumen-tool  

Verify rekey generates in 1024MB, the first REKEY will be at the beginning of the connection, the 
second will be the rekey requested by the TOE 

The TOE should issue a rekey after the specified amount of data transferred as configured on the TOE. 
Audit logs show session rekey request being sent after reaching set data limit. 

Pass/Fail 
with 
Explanation 

 
Pass. The TOE initiates a rekey in every 1kb of data. This meets the testing requirements 

 

7.6 Update 

7.6.1 FPT_TST_EXT.1 Test #1 

Item Data 

Test Assurance 
Activity 

It is expected that at least the following tests are performed:   

a) Verification of the integrity of the firmware and executable software of the TOE  
b) Verification of the correct operation of the cryptographic functions necessary to fulfil any 

of the SFRs.   
The evaluator shall either verify that the self-tests described above are carried out during initial 

start-up or that the developer has justified any deviation from this.   

For distributed TOEs the evaluator shall perform testing of self-tests on all TOE components 
according to the description in the TSS about which self-test are performed by which component.  

Test Steps & 
Expected Test 
Results 
 
 
 
  

 

• Login to the TOE through the Console using credentials 

• Restart the TOE using the command "corelight-client system reboot" 

• Observe boot process for self-tests & Verify in logs. 

• The TOE should execute all required self-tests during bootup 

Pass/Fail with 
Explanation 

 
Pass. The TOE successfully executes self-test. This meets the testing requirement. 
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7.6.2 FPT_TUD_EXT.1 Test #1 

Item Data 

Test 
Assurance 
Activity 

Test 1: The evaluator performs the version verification activity to determine the current version of the 
product. If a trusted update can be installed on the TOE with a delayed activation, the evaluator shall also 
query the most recently installed version (for this test the TOE shall be in a state where these two versions 
match). The evaluator obtains a legitimate update using procedures described in the guidance 
documentation and verifies that it is successfully installed on the TOE. For some TOEs loading the update 
onto the TOE and activation of the update are separate steps (‘activation’ could be performed e.g. by a 
distinct activation step or by rebooting the device). In that case the evaluator verifies after loading the 
update onto the TOE but before activation of the update that the current version of the product did not 
change but the most recently installed version has changed to the new product version. After the update, 
the evaluator performs the version verification activity again to verify the version correctly corresponds 
to that of the update and that current version of the product and most recently installed version match 
again. 

Test Steps 
& Expected 
Test 
Results  

Verify the current version of the TOE 

Click on upload firmware and upload the image on the TOE and check if the image is uploaded on the 
TOE. 

Boot the uploaded image and wait for some time until the booting is done. 

After the update, perform the version verification activity again to verify the version correctly 
corresponds to that of the update and that current version of the product and most recently installed 
version match again. 

Verify via logs 

The TOE should successfully update the current image version with the new image after verifying that 
the new image is authentic. The logs indicate the same that the new image is verified and has then 
been installed. 

Pass/Fail 
with 
Explanation 

 
Pass. The TOE can be successfully upgraded with a valid update image. This meets the testing 
requirement. 

 

7.6.3 FPT_TUD_EXT.1 Test #2 (a) 

Item Data 

Test 
Assurance 
Activity 

Test 2 [conditional]: If the TOE itself verifies a digital signature to authorize the installation of an image 
to update the TOE the following test shall be performed (otherwise the test shall be omitted). The 
evaluator first confirms that no updates are pending and then performs the version verification activity 
to determine the current version of the product, verifying that it is different from the version claimed in 
the update(s) to be used in this test. The evaluator obtains or produces illegitimate updates as defined 
below and attempts to install them on the TOE. The evaluator verifies that the TOE rejects all of the 
illegitimate updates. The evaluator performs this test using all of the following forms of illegitimate 
updates:  
1) A modified version (e.g. using a hex editor) of a legitimately signed update 
If the TOE allows a delayed activation of updates the TOE must be able to display both the currently 
executing version and most recently installed version. The handling of version information of the most 
recently installed version might differ between different TOEs depending on the point in time when an 
attempted update is rejected. The evaluator shall verify that the TOE handles the most recently installed 
version information for that case as described in the guidance documentation. After the TOE has rejected 
the update the evaluator shall verify, that both, current version and most recently installed version, 
reflect the same version information as prior to the update attempt. 

Test Steps 
& Expected 

• Verify the current firmware version on the TOE. 

• Verify USB is connected with corrupted file  

•  Attempt to apply a modified image  
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Test 
Results  

• Verify the failure with logs. 

• Verify that the TOE firmware version has not changed. 

• The TOE doesn’t install the modified image and refuses to update the current image. The logs 
depict that image was not installed as the TOE was not able to verify it due to absence of 
signature. 

Pass/Fail 
with 
Explanation 

 
Pass. The TOE rejects a firmware update image that has not been modified. This meets the testing 
requirement. 

 

7.6.4 FPT_TUD_EXT.1 Test #2 (b) 

Item Data 

Test 
Assurance 
Activity 

Test 2 [conditional]: If the TOE itself verifies a digital signature to authorize the installation of an image 
to update the TOE the following test shall be performed (otherwise the test shall be omitted). The 
evaluator first confirms that no updates are pending and then performs the version verification activity 
to determine the current version of the product, verifying that it is different from the version claimed in 
the update(s) to be used in this test. The evaluator obtains or produces illegitimate updates as defined 
below and attempts to install them on the TOE. The evaluator verifies that the TOE rejects all of the 
illegitimate updates. The evaluator performs this test using all of the following forms of illegitimate 
updates:  
2) An image that has not been signed 
If the TOE allows a delayed activation of updates the TOE must be able to display both the currently 
executing version and most recently installed version. The handling of version information of the most 
recently installed version might differ between different TOEs depending on the point in time when an 
attempted update is rejected. The evaluator shall verify that the TOE handles the most recently installed 
version information for that case as described in the guidance documentation. After the TOE has rejected 
the update the evaluator shall verify, that both, current version and most recently installed version, 
reflect the same version information as prior to the update attempt. 

Test Steps 
& Expected 
Test 
Results  

• Verify the current firmware version on the TOE. 

• Verify USB is connected with corrupted file  

•  Attempt to apply a modified image  

• Verify the failure with logs. 

• Verify that the TOE firmware version has not changed. 

• The TOE doesn’t install the modified image and refuses to update the current image. The logs 
depict that image was not installed as the TOE was not able to verify it due to absence of 
signature. 

Pass/Fail 
with 
Explanation 

 
Pass. The TOE rejects a firmware update with a bad signature. This meets the testing requirement. 
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8 Security Assurance Requirements 

8.1 ADV_FSP.1 Basic Functional Specification 

8.1.1 ADV_FSP.1 

8.1.1.1 ADV_FSP.1 Activity 1 

Objective The evaluator shall examine the interface documentation to ensure it describes the 
purpose and method of use for each TSFI that is identified as being security relevant.  

Evaluator 
Findings 

The evaluator examined the AGD (interface documentation) to verify that it describes the 
purpose and method of use for each TSFI that is identified as being security relevant.  The 
evaluator examined the entire AGD. The evaluator verified the AGD describes the purpose 
and method of use for each security relevant TSFI by verifying the AGD satisfies all of the 
Guidance Evaluation Activities. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.1.1.2 ADV_FSP.1 Activity 2 

Objective The evaluator shall examine the interface documentation to ensure it describes the 
purpose and method of use for each TSFI that is identified as being security relevant. 

Evaluator 
Findings 

The evaluator examined the AGD (interface documentation) to develop a mapping of the 
interfaces to SFRs.  The evaluator examined the entire AGD. Each Guidance Evaluation 
Activity is associated with a specific SFR. The Evaluation Findings for each Guidance 
Evaluation Activity identify the relevant interfaces, thus providing a mapping. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.1.1.3 ADV_FSP.1 Activity 3 

Objective The evaluator shall check the interface documentation to ensure it identifies and describes 
the parameters for each TSFI that is identified as being security relevant.  

Evaluator 
Findings 

The evaluator examined the AGD (interface documentation) to verify that it identifies and 
describes the parameters for each TSFI that is identified as being security relevant.  The 
evaluator examined the entire AGD. The evaluator verified the AGD describes the 
parameters for each security relevant TSFI by verifying the AGD satisfies all of the 
Guidance Evaluation Activities. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.2 AGD_OPE.1 Operational User Guidance 

8.2.1 AGD_OPE.1 

8.2.1.1 AGD_OPE.1 Activity 1 

Objective The evaluator shall ensure the Operational guidance documentation is distributed to 
Security Administrators and users (as appropriate) as part of the TOE, so that there is a 
reasonable guarantee that Security Administrators and users are aware of the existence 
and role of the documentation in establishing and maintaining the evaluated 
configuration. 
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Evaluator 
Findings 

The evaluator checked the requirements below are met by the guidance documentation. 
Guidance documentation shall be distributed to administrators and users (as appropriate) 
as part of the TOE, so that there is a reasonable guarantee that administrators and users 
are aware of the existence and role of the documentation in establishing and maintaining 
the evaluated configuration. Upon investigation, the evaluator found that the CC guidance 
will be published with the CC certificate on www.niap-ccevs.org.. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.2.1.2 AGD_OPE.1 Activity 2 

Objective The evaluator shall ensure that the Operational guidance is provided for every Operational 
Environment that the product supports as claimed in the Security Target and shall 
adequately address all platforms claimed for the TOE in the Security Target. 

Evaluator 
Findings 

The evaluator ensured that the Operational guidance is provided for every Operational 
Environment that the product supports as claimed in the Security Target.  The Section 
titled ‘TOE Description’ of the AGD was used to determine the verdict of this assurance 
activity. The AGD specifies that the platforms supported are: 

• AP 5000 

• AP 3000 

• AP 1001 

• AP 200 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.2.1.3 AGD_OPE.1 Activity 3 

Objective The evaluator shall ensure that the Operational guidance contains instructions for 
configuring any cryptographic engine associated with the evaluated configuration of the 
TOE. It shall provide a warning to the administrator that use of other cryptographic 
engines was not evaluated nor tested during the CC evaluation of the TOE. 

Evaluator 
Findings 

The evaluator ensured that the Operational guidance contains instructions for configuring 
any cryptographic engine associated with the evaluated configuration of the TOE. While 
performing the Guidance Evaluation Activities for the cryptographic SFRs, the evaluator 
ensured guidance contained the necessary instructions for configuring the cryptographic 
engines. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.2.1.4 AGD_OPE.1 Activity 4 

Objective The evaluator shall ensure the Operational guidance makes it clear to an administrator 
which security functionality and interfaces have been assessed and tested by the EAs. 

Evaluator 
Findings 

The entire AGD was used to determine the verdict of this work unit. Each confirmation 
command indicates tested options.  Additionally, the Section 7 titled ‘security objectives 
for the operational Environment’ specifies features that are not assessed and tested by 
the EAs.  The evaluator ensured the Operational guidance makes it clear to an 
administrator which security functionality and interfaces have been assessed and tested 
by the EAs. 

http://www.niap-ccevs.org/
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Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass  

8.2.1.5 AGD_OPE.1 Activity 5 [TD0536] 

Objective In addition, the evaluator shall ensure that the following requirements are also met.  
 
a) The guidance documentation shall contain instructions for configuring any 

cryptographic engine associated with the evaluated configuration of the TOE. It shall 
provide a warning to the administrator that use of other cryptographic engines was 
not evaluated nor tested during the CC evaluation of the TOE. 

b) The documentation must describe the process for verifying updates to the TOE for 
each method selected for FPT_TUD_EXT.1.3 in the Security Target. The evaluator shall 
verify that this process includes the following steps:  
i) Instructions for obtaining the update itself. This should include instructions for 

making the update accessible to the TOE (e.g., placement in a specific directory).  
ii) Instructions for initiating the update process, as well as discerning whether the 

process was successful or unsuccessful. This includes instructions that describe at 
least one method of validating the hash/digital signature.  

c) The TOE will likely contain security functionality that does not fall in the scope of 
evaluation under this cPP. The guidance documentation shall make it clear to an 
administrator which security functionality is covered by the Evaluation Activities. 

Evaluator 
Findings 

The evaluator verified the guidance documentation contains instructions for configuring 
any cryptographic engines in AGD_OPE.1 Test #3. 

The evaluator verified the guidance documentation describes the process for verifying 
updates in FPT_TUD_EXT.1 Guidance 2. 

The evaluator verified the guidance documentation makes it clear which security 
functionality is covered by the Evaluation Activities in AGD_OPE.1 Test #4. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.3 AGD_PRE.1 Preparative Procedures 

8.3.1 AGD_PRE.1 

8.3.1.1 AGD_PRE.1 Activity 1 

Objective The evaluator shall examine the Preparative procedures to ensure they include a 
description of how the Security Administrator verifies that the operational environment 
can fulfil its role to support the security functionality (including the requirements of the 
Security Objectives for the Operational Environment specified in the Security Target). 

Evaluator 
Findings 

The evaluator examined the Preparative procedures to ensure they include a description 
of how the administrator verifies that the operational environment can fulfil its role to 
support the security functionality. The evaluator reviewed the Section titled ‘security 
objectives for the operational Environment’ of the AGD. The evaluator found that these 
Sections describe how the Operational Environment must meet:  

• OE.PHYSICAL 

• OE.NO_GENERAL_PURPOSE 

• OE.NO_THRU_TRAFFIC_PROTECTION 

• OE.TRUSTED_ADMIN 

• OE.UPDATES 
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• OE.ADMIN_CREDENTIALS_SECURE 

• OE.RESIDUAL_INFORMATION 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

8.3.1.2 AGD_PRE.1 Activity 2 

Objective The evaluator shall examine the Preparative procedures to ensure they are provided for 
every Operational Environment that the product supports as claimed in the Security Target 
and shall adequately address all platforms claimed for the TOE in the Security Target. 

Evaluator 
Findings 

The evaluator checked the preparative procedures to ensure that they include a 
description of how the operational environment can fulfill its role to support the TSF. 
Section titled ‘Objective for the Operational Environment’ of the AGD was used to 
determine the verdict of this assurance activity. The AGD describes each environmental 
component and its role as necessary to support the TOE functionality, as follows: 

ID Objective for the Operational Environment 

OE.PHYSICAL 
 

Physical security, commensurate with the value of the TOE and 
the data it contains, is provided by the environment. 

OE.NO_GENERAL_PURPOSE 
 

There are no general-purpose computing capabilities (e.g., 
compilers or user applications) available on the TOE, other than 
those services necessary for the operation, administration and 
support of the TOE. Note: For vNDs the TOE includes only the 
contents of the its own VM, and does not include other VMs or 
the VS. 

OE.NO_THRU_TRAFFIC_PROTECTION 
 

The TOE does not provide any protection of traffic that traverses 
it. It is assumed that protection of this traffic will be covered by 
other security and assurance measures in the operational 
environment. 

OE.TRUSTED_ADMIN 
 

Security Administrators are trusted to follow and apply all 
guidance documentation in a trusted manner. For vNDs, this 
includes the VS Administrator responsible for configuring the 
VMs that implement ND functionality. 

For TOEs supporting X.509v3 certificate-based authentication, 
the Security Administrator(s) are assumed to monitor the 
revocation status of all certificates in the TOE's trust store and to 
remove any certificate from the TOE’s trust store in case such 
certificate can no longer be trusted. 

OE.UPDATES 
 

The TOE firmware and software is updated by an Administrator 
on a regular basis in response to the release of product updates 
due to known vulnerabilities. 

OE.ADMIN_CREDENTIALS_SECURE 
 

The Administrator’s credentials (private key) used to access the 
TOE must be protected on any other platform on which they 
reside. 

OE.RESIDUAL_INFORMATION The Security Administrator ensures that there is no 
unauthorized access possible for sensitive residual information 
(e.g. cryptographic keys, keying material, PINs, passwords etc.) 
on networking equipment when the equipment is discarded or 
removed from its operational environment. For vNDs, this 
applies when the physical platform on which the VM runs is 
removed from its operational environment.   

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

8.3.1.3 AGD_PRE.1 Activity 3 

Objective The evaluator shall examine the preparative procedures to ensure they include 
instructions to successfully install the TSF in each Operational Environment. 

Evaluator 
Findings 

The evaluator checked the requirements are met by the preparative procedures. The 
entire AGD was used to determine the verdict of this work unit. Upon investigation, the 
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evaluator found that AGD describes all of the functions necessary to install and configure 
the TOE to work in the target operating environment, including, 

• Configuring Administrative Accounts and Passwords 

• Configuring SSH and Console Connections 

• Configuring the Audit Server 

• Configuring Audit Log Options 

• Configuring Event Logging 

• Configuring a Secure Logging Channel 

• Configuring Security Flow Policies 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

8.3.1.4 AGD_PRE.1 Activity 4 

Objective The evaluator shall examine the preparative procedures to ensure they include 
instructions to manage the security of the TSF as a product and as a component of the 
larger operational environment. 

Evaluator 
Findings 

The evaluator ensured the preparative procedures include instructions to manage the 
security of the TSF as a product and as a component of the larger operational 
environment. The entire AGD was used to determine the verdict of this work unit. The 
same commands, configurations, and interfaces used to install the TOE are also used for 
ongoing management, so this is satisfied by AGD_PRE.1 Test #3. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.3.1.5 AGD_PRE.1 Activity 5 

Objective In addition, the evaluator shall ensure that the following requirements are also met.    

The preparative procedures must   

a) include instructions to provide a protected administrative capability; and  

b) identify TOE passwords that have default values associated with them and instructions 

shall be provided for how these can be changed. 

Evaluator 
Findings 

The evaluator ensured the preparative procedures include instructions to provide a 
protected administrative capability and changing default passwords. The Sections titled 
‘Authentication’ and ‘Creating a user account’ were used to determine the verdict of this 
work unit. The AGD user creation and the password complexity requirements. Created 
users do not have a default password. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

8.4 ALC Assurance Activities 

8.4.1 ALC_CMC.1 

8.4.1.1 ALC_CMC.1 Activity 1 

Objective When evaluating that the TOE has been provided and is labelled with a unique reference, 
the evaluator performs the work units as presented in the CEM. 
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Evaluator 
Findings 

The evaluator verified that the ST, TOE and Guidance are all labeled with the same 
hardware versions and software. The information is specific enough to procure the TOE 
and it includes hardware models and software versions. The evaluator checked the TOE 
software version and hardware identifiers during testing by examining the actual machines 
used for testing. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.4.2 ALC_CMS.1 

8.4.2.1 ALC_CMS.1 Activity 1 

Objective When evaluating the developer’s coverage of the TOE in their CM system, the evaluator 
performs the work units as presented in the CEM. 

Evaluator 
Findings 

The evaluator verified that the ST, TOE and Guidance are all labeled with the same 
hardware versions and software. The information is specific enough to procure the TOE 
and it includes hardware models and software versions. The evaluator checked the TOE 
software version and hardware identifiers during testing by examining the actual machines 
used for testing. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

8.5 ATE_IND.1 Independent Testing – Conformance 

8.5.1 ATE_IND.1 

8.5.1.1 ATE_IND.1 Activity 1 

Objective The evaluator performs the CEM work units associated with the ATE_IND.1 SAR. Specific 
testing requirements and EAs are captured for each SFR in Sections 2, 3 and 4. 

The evaluator should consult Appendix 709 when determining the appropriate strategy for 
testing multiple variations or models of the TOE that may be under evaluation. 

Evaluator 
Findings 

The evaluator examined the TOE to determine that the test configuration is consistent 
with the configuration under evaluation as specified in the ST. Upon investigation, the 
evaluator found that each instance of the TOE used in testing was consistent with TOE 
description found in the Security Target. Additionally, the evaluator found that the TOE 
version is consistent with what was specified in the Security Target. The evaluator 
examined the TOE to determine that it has been installed properly and is in a known state. 
The details of the installed TOE and any configuration performed with the TOE are found 
in the separate Test Reports. The evaluator prepared a test plan that covers all of the 
testing actions for ATE_IND.1 in the CEM and in the SFR-related Evaluation Activities. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass 

8.6 AVA_VAN.1 Vulnerability Survey 

8.6.1 AVA_VAN.1 

8.6.1.1 AVA_VAN.1 Activity 1 

Objective The evaluator shall document their analysis and testing of potential vulnerabilities with 
respect to this requirement. 
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Evaluator 
Findings 

The evaluator documented their analysis and testing of potential vulnerabilities with 
respect to this requirement. 

 Public searches were performed against all keywords found within the Security Target and 
AGD that may be applicable to specific TOE components. This included protocols, TOE 
software version, and TOE hardware to ensure sufficient coverage under AVA. The 
evaluator searched the Internet for potential vulnerabilities in the TOE using the web sites 
listed below.  The sources of the publicly available information are provided below. 

• http://nvd.nist.gov/  

The evaluator performed the public domain vulnerability searches using the following key 
words.  The search was performed on April 1, 2022. 

The evaluation team found no vulnerabilities were applicable to the TOE version or 
hardware. The list of keywords searched include: 
 

● Corelight Sensor 

● Intel Xeon Gold 6238 

● CryptoComply 

● Brolin 22.1 

● SSHS 

● SSHC 

● Corelight AP 5000 Sensor 
● Corelight AP 3000 Sensor 
● Corelight AP 1001 Sensor 
● Corelight AP 200 Sensor 
● Brolin 21.3 

● Corelight 

● Sensor 

● AP 200 

● AP 1001 

● AP 3000 

● AP 5000 

● OpenSSH (8.1p1) 

● Brolin 

● SSH 

● TCP 

● Linux Kernel 4.4.213 

● Linux Kernel 4.4 

● Linux Kernel 4.19.143 

● Intel Xeon 

● Intel Xeon Silver 

● Intel Xeon Gold 

● Intel Xeon Silver 4110 

● Intel Xeon Silver 4116 

● Intel Xeon Gold 6152 

● AMD EPYC 7742 

● AMD EPYC 
 

The evaluation lab examined each result provided from NVD to determine if the current 
TOE version or component within the environment was vulnerable. Based upon the 

http://nvd.nist.gov/
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analysis, any issues found that were generated were patched in the TOE version and prior 
versions, mitigating the risk factor. 
Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 

8.6.1.2 AVA_VAN.1 Activity 2 

Objective The evaluator shall perform the following activities to generate type 4 flaw hypotheses: 

• Fuzz testing 

o Examine effects of sending: 

▪ mutated packets carrying each ‘Type’ and ‘Code’ value that is undefined in 
the relevant RFC for each of ICMPv4 (RFC 792) and ICMPv6 (RFC 4443) 

▪ mutated packets carrying each ‘Transport Layer Protocol’ value that is 
undefined in the respective RFC for IPv4 (RFC 791) IPv6 (RFC 2460) should 
also be covered if it is supported and claimed by the TOE. 

Since none of these packets will belong to an allowed session, the packets 
should not be processed by the TOE, and the TOE should not be adversely 
affected by this traffic. Any results that are unexpected (e.g., core dumps) are 
candidates for a flaw hypothesis. 

o Mutation fuzz testing of the remaining fields in the required protocol headers. 
This testing requires sending mutations of well- formed packets that have both 
carefully chosen and random values inserted into each header field in turn (i.e. 
testing is to include both carefully chosen and random insertion test cases). The 
original well-formed packets would be accepted as part of a normal existing 
communication stream and may still be accepted as valid packets when subject 
to the carefully chosen mutations (the individual packet alone would be valid 
although its contents may not be valid in the context of preceding and/or 
following packets), but will often not be valid packets when random values are 
inserted into fields. The carefully chosen values should include semantically 
significant values that can be determined from the type of the data that the field 
represents, such as values indicating positive and negative integers, boundary 
conditions, invalid binary combinations (e.g. for flag sets with dependencies 
between bits), and missing start or end values. Randomly chosen values may not 
result in well-formed packets but are included nonetheless to see whether they 
can lead to the device entering an insecure state. Any results that are 
unexpected (e.g., core dumps) are candidates for a flaw hypothesis. 

Evaluator 
Findings 

The evaluator documented the fuzz testing results with respect to this requirement. 

The evaluation lab examined each result from fuzz testing to determine if the TOE 
improperly processes packets. Based upon the analysis, no unexpected results occurred.  
Therefore, no Type 4 hypotheses were generated. 

Based on these findings, this assurance activity is considered satisfied. 

Verdict Pass. 
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9 Conclusion 
 

The testing shows that all test cases required for conformance have passed testing. 

 

 

 

 

 

 

 

 

 

 

 



 

 

 
 Page 102 

 

 

 

 

End of Document 


