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Preface

Preface

Users of this guide

This guide is written for system administrators who install Samsung SDS EMM
(hereinafter "EMM") solution, which provides an integrated security service. It
also covers for users who manage the EMM system such as stop, start, and
update the EMM.
In order to use this solution effectively, the administrator must have the
understanding and experience of the following:

e General knowledge on how to operate systems

e General knowledge on how to set network systems

e General knowledge on security activities

e General knowledge on how to use web servers

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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Summary of this guide

This guide consists of the following chapters:
e Chapter 1. Samsung SDS EMM installation overview
Provides an overview of EMM and installation environment.

e Chapter 2. Pre-installation
Covers basic system and computer requirements needed for installing EMM.

e Chapter 3. Installation
Explains how to install EMM.

e Chapter 4. Post-installation
Explains an environment'’s setup after installation.

e Chapter 5. Updating
Explains how to use the patch installer to update EMM.

e Chapter 6. Configuring EMM High Availability
Explains how to configure the system to increase the availability of EMM.

e Appendix
Explains other integration services and configuration files.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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Conventions

This document uses the following conventions:

Convention

Description

Boldface

Boldface is used to graphical user interface elements, menus,
navigation trees and directories within the main text.

"o

"o

double quotation marks using as below:
« Graphical user interface pages, portals, windows

- Referring to other booklets, white papers, etc., mention the
author or publisher of the publication and mark the title of
the book in double quotation marks

“Cross-reference”

“Cross-reference” is used to reference documents or other chapters
in a document. If click the cross reference, it moves to the specified
location.

Monospace Monospace is used to commands, parameters, file names and
codes. Also, the monospace font uses Courier New.

Picture The picture is used to graphics, illustrations, screen captures, etc.
to help understand documents.

Table The table is used to easily identify and display large amounts of
information in the document.

Notes

The Note is used to additional information such as tips, recommendations, exceptions,

and limitations.

Note: To reflect filtered data again, click Refresh Data on the Add Common
Group window.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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1 Overview of EMM installation

1 Overview of EMM installation

Samsung SDS Enterprise Mobility Management (hereinafter "EMM") is a solution
designed to support comprehensive security management across multiple layers,
ranging from user devices and applications to data. A single, integrated Admin
Portal, regardless of OS, enables more efficient mobile security management. It

also offers security policies and a Ul to satisfy customer needs and provide a user-
friendly experience and improves system stability and work productivity.

This guide describes how to install and update EMM software with 6 chapters:

Installation overview
Pre-installation (prerequisites)
EMM installation

Post-installation

Updating EMM

Configuring EMM High Availability

Details on the process of installation are below.

Single Server
Installation

Pre-installation Post-installation

Multi Server
Installation

Figure 1-1. EMM installation process

Please refer to a EMM Security Target written by Gossamer for the details of security
functions that have been subject to Common Criteria evaluation.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.



1 Overview of EMM installation

1.1 EMM installation component

The followings are modules for server and device required to install EMM:

EMM server module

Module Roles Notes
EMM Management of device and policies, communication
with server modules
LTS A server that collects logs from the device.
Push DCM Keeps the communication channel unimpeded and

transfers messages between Device Agent on a device
and Push server

PS Register the user’s device on the device side and check
the data channel from DCM
SCM Keeps the communication channel open between the
Service Agent on the EMM and Push server
ECM Keeps the communication channel open between a 3d
party platform (FCM or APNs) and the Push server
ICM Provides a TLS channel for message exchange between
physically separated servers.
AppTunnel Establish a secured channel for each app to transfer
information without a risk of leak
Push DPP Message relay between device agent and DCM Multi-
P N I
roxy PPP Message relay between device agent and PS serveronly
EPP Message relay between device agent and ECM

AppTunnel Relay | Packet relay between device and AppTunnel server

EMM device module

Platform | Module Roles
Android EMM Agent Device control and monitoring
Push Agent Communication with a server
i0S EMM Client Device control and monitoring
Windows | EMM Client Device control and monitoring
Tizen Push | EMM Client Device control and monitoring
Note: If you have installed and are currently using a version which separates

the EMM Client from the EMM Agent, and want to update it to the
integrated EMM Agent, then you need to deactivate the EMM on your
device, and then re-install the integrated EMM Agent.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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1.2 EMM installation architecture

EMM is installed with either a single server or multiple servers depending on the
number of users and security level.

e Note that communication between the EMM Agent and EMM Server are secured
through TLS channels by default. The communication path from the Admin Portal to
the EMM server channels also creates an encrypted communication channel by
supporting HTTPS (over TLS). The communication path from the EMM to its
certificate authority (MC ADCS), supporting MS SQL and Syslog Server are protected
using Windows Server provided IPsec — instructions can be found in Samsung SDS
EMM Configuration Guide for IPsec settings in Microsoft Windows Server 2016/2019
for Common Criteria Evaluation

® Please refer to the EMM system architecture diagrams below. Note that the ports
identified in the following figures are only examples — the actual ports can be
configured during installation. Note also that while the diagrams identify the MS
ADCS, MS SQL and Syslog Server connections as HTTPS or TLS, in the evaluated
configuration they are protected using IPsec as identified aboveP!

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.



1 Overview of EMM installation

1.2.1  Single server architecture

In single server architecture, EMM, Samsung SDS Push (hereinafter “Push”), Samsung
SDS AppTunnel (hereinafter “AppTunnel”), and the database are installed on one
single server. The single-server system is appropriate where there are few users or
the server is used for demo.
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1.2.2

Multi server architecture

For multi server architecture, EMM, Push, App Tunnel, Web server, Push Proxy,
App Tunnel Relay, and the database are installed in a number of different
servers, or the modules are grouped by area and installed on separate
servers. CPU usage for the Log Transfer Server (LTS) used in EMM may increase
due to multiple log processing times for many users. To accommodate a large
number of users, the LTS are installed on separate servers. Multi server
architecture is recommended for the case where you have a large number of users

or the system requires a high level of security.
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1.3 EMM installation environment

The minimum hardware and software requirements that must be met to install and
run EMM are listed below.

Item Requirements

CPU x86 quad-core processor
Memory 16GB RAM

Storage 100GB hard-disk space

Operating System

» Windows Server 2012 R2, 2016 (the evaluated platform for CC
evaluation)

» Windows Server 2019

Java Development Kit

Java Development Kit 1.8 (64bit,the evaluated for CC evaluation)
« Oracle JDK 1.8 (64bit)
« Open JDK 1.8 (Verification environment: Open JDK Azul zulu 8.31.0.1)

Note:
« An Oracle JDK license is not provided.

« For Open JDK, you're recommended to use Azul Systems' Zulu module.
https://www.azul.com/downloads/zulu/zulu-windows/

Java Cryptography Extension Unlimited Strength Jurisdiction
Policy Files 7 or 8

DBMS MS SQL Server 2008-2016, 2019 (the evaluated for CC evaluation)
Browser e Chrome 41
« Firefox 37

* Internet Explorer 11

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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Item Requirements

Certificate EMM, Push certificate
APNs certificate, iOS cert certificate
MS SQL Server certificate (when applying JDK 1.8)

Note:
» When using JDK 1.8, it is necessary to install RSA Key Size 2048bit
certificate due to the limitation of commercial encryption

module.

Note: After installing EMM for the first time, Tomcat upgrade and security
patch must be performed by the client itself.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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2 Pre-installation

This chapter describes prerequisites for the Samsung SDS EMM (hereinafter "EMM")
installation. Here are the steps for pre-installation:

Pre- Install Prepare Install SQL Pre-installation
—> —| -
Installation | JDK Certificate Server Checklist

2.1 Installing JDK

Pre- Install Prepare Install SQL Pre-installation
—> ode —> —> o
Installation JDK Certificate Server Checklist

The servers on which JDK should be installed are:

Category Servers requiring JDK
Single server environment EMM
Multi server environment « EMM

» Push

 Push Proxy

1. Download Java SE Development Kit(64bit). See the Oracle or Open JDK web
page for more details.

2. Install JDK.

* If the newly installed JDK version is 1.8.0_151-b12 or later, you do not need
Java patch and the security attribute must be configured. For more
information, see step 6.

« If you install Open JDK, JCE settings are not required.
3. Install EMC Crypto module certified by officially-released FIPS 140-2.

a. Decompress the tomcat rsa module.zip file.

b. Copy the files under {tomcat rsa module.zip unzip location}
to {JDK Home location}\jre\lib\ext.

* cryptojce-6.2.5.jar

* cryptojcommon-6.2.5.jar
* jcmFIPS-6.2.5.jar
*sslj-6.2.6.jar

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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* cryptojtestwriter.jar

4. Edit the contents of $JAVA HOMES \jre\lib\security\java.security file
as below (Red fonts should be updated).

security.provider.l=com.rsa.jsse.JsseProvider

security.provider.2=com.rsa.jsafe.provider.JsafedCE
security.provider.3=sun.security.provider.Sun
security.provider.4=sun.security.rsa.SunRsaSign
security.provider.5=sun.security.ec.SunkEC
security.provider.6=com.sun.net.ssl.internal.ssl.Provider
security.provider.7=com.sun.crypto.provider.SunJCE
security.provider.8=sun.security.jgss.SunProvider
security.provider.9=com.sun.security.sasl.Provider
security.provider.1l0=org.jcp.xml.dsig.internal.dom.XMLDSigRI
security.provider.ll=sun.security.smartcardio.SunPCSC

security.provider.l2=sun.security.mscapi.SunMSCAPI

com.rsa.ssl.compatibility.layeredsocket.useavailable=enabled

Note:  When using a Tizen Wearable device, delete the "SHA1 jdkCA & usage

TLSServer" from the "jdk.certpath.disabledAlgorithms" value in the setting
key.

Example) jdk.certpath.disabledAlgorithms=MD2, MD5, RSA keySize <
1024, DSA keySize < 1024, EC keySize < 224

5. Copy the Java Cryptography Extension (JCE) policy file that matches the JDK
version.

a. Download the unlimited strength JCE policy files.
For the detailed information, see Oracle web page.

b. Unzip the downloaded file to create a sub-folder named
UnlimitedJCEPolicy. This directory contains the following files.
- README. txt
- local policy.jar: Unlimited strength local policy file
- US_export policy.jar: Unlimited strength US export policy file

c. Copy the 2 JARfiles (Local policy.jar, US export policy.jar)
to the directory {JDK Home location}\jre\lib\security.

6. If the patched JDK version is later or equal to the target version, configure the
security attribute for the encryption policy.

» Target version
- JRE 8:1.8.0_151-b12
* How to set up

- Uncomment or add crypto.policy=unlimited in the $JAVA HOMES
\jre\lib\security\java.security file.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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2.2

2.2.1

Preparing certificates

Pre- Install Prepare Install SQL Pre-installation
—> = —> —> -
Installation JDK Certificate Server Checklist

To establish the TLS connection, KeyStore needs to be created using a certificate.
For this, a certificate needs to be prepared beforehand.

Certificates required for each installation architecture

Category Certificate

Single server « EMM server certificate
+ APNs certificate
« i0S sign certificate

Multi server « EMM server certificate
» Push server certificate
« APNs certificate

« iOS sign certificate

Note: Hereinafter, the EMM certificate is the PKCS#12 certificate for servers used
by EMM, and the push certificate is the PKCS#12 certificate for servers used
by Push.

Preparing server certificate

The requirements and considerations for issuing a server certificate are as below.

Server certificate requirements

The certificate for the EMM server and Push server must satisfy the requirements
below and "Considerations for issuing a server certificate" on page 11. The
certificates should also be issued by PKI system in PKCS #12 format.

Available Certificate Constraints Requirements

RSA certificate  Hash algorithm: SHA256

o o . SHA384
P256 key ECC certificate | When ECC certificate is used, orsn ) o
« Signing: ECDSA certificate
P384 kev ECC > the EC Key Curves of the Root FIPS 140-2 C i
€y certificate | .o ificate and all chain ’ " ~2 Compliant
certificates must be same. And certificate
their key sizes must be same
as P256 or P384.

10
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Note: « A general certificate converts to FIP 140-2 mode with the converter
provided.

« The Extended Key Usage item for the RSA certificate must contain Key
Encipherment. For more information, see "Notes for issuing the RSA
certificates" on page 12.

« A certificate for the EMM server needs to be issued by a recognized
certificate authority. As for self-signed certificates, a device is provisioned
only when a self-signed root certificate is stored into a device.

* You can create a self-signed certificate for demonstration purposes by
using Java Keytool or OpenSSL. The self-signed server certificates are
not allowed for CC certification.

* You can find more information on issuing APNs certificate and iOS
sign certificate in "Appendix D, Using EMM on iOS" on page 122.

Installing and registering Certificate Authority

For information on how to install Certificate Authority (CA) with Microsoft
ADCS(Active Directory Certificate Services), see Microsoft official document.

Considerations for issuing a server certificate

To provide a secure communication channel, EMM establishes TLS between servers
or between a server and devices. A secure communication channel requires a
certificate and PKI system. A certificate is issued by CA included in PKI system.

The certificate used on EMM must meet the following requirements.

e Expiration date

e Extended key usage (ClientAuth, ServerAuth)
e Basic constraints

e Validation of root chain

e Distinguished name (DN)

e Revoked certificate (CRL)

The top 4 items are automatically verified when the server and device check mutual
certificate information.

Verifying certificate distinguished name (DN)

The distinct names for certificates are verified through the EMM sever. The followings
are verification points.
e Device checks the DN of EMM server certificate:

Device checks matching EMM server information (IP or domain name) and
common name (CN) of the certificate.

1
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e Push and AppTunnel server check the DN of the device certificate:
Push and AppTunnel server check the device certificate whether it has been
issued from EMM server.

To verify the certificate DN, the configuration constraints for Push and AppTunnel
are the following:

e Configuration Constraints for Push:

- Push Server certificate CN matches server information on a device.
For Example, If IP is used to issue a certificate, IP should be entered when
server information is needed.

- When running Push on non-proxy mode, CN of Push server (PS, DCM)
certificate must correspond with EHOST of execution script.
For Example, java-ehost ="CN of your certificate”...-jar...

- When running Push on proxy mode, CN of Push Proxy (PPP, DPP) certificate
must match EHOST field of Push_Proxylnstancelnfo Table that Push server
refers to.

- When accessing Push Proxy(PPP, DPP) or Push Server (PS, DCM) with L4
equipment, Push Proxy and Push server certificates exclusively for L4 must
be installed.

e Configuration Constraints for AppTunnel

- AppTunnel Server certificate CN matches server information on a device.
For Example, If ATR certificate is issued with IP, enter IP when ATR information
is requested.

- When accessing AppTunnel Relay and AppTunnel Server with L4 equipment,
certificate of AppTunnel Relay and AppTunnel Server exclusively for L4
must be installed.

For Example, CN of ATR certificate must correspond with Domain Name of L4.

Verifying certificate CRL

Certificate CRL verification is to identity if the other party’s certificate has been revoked
during TLS. For information about the OCSP configuration, see “"Configuring OCSP”
provided separately.

Notes for issuing the RSA certificates

If you are using an RSA algorithm certificate for TSL communication, Extended Key
Usage items must contain Key Encipherment. Sever certificates in the Extended Key
Usage item that is included Server Authentication and Client Authentication are
generally issued. However, for some CAs, you may not add Key Encipherment to
Extended Key Usage items if they have both Server Authentication and Client
Authentication. In that case, add only Server Authentication to the Extended Key
Usage item when issuing a certificate, and change the set values as follows:

12
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In push proxy mode or in AppTunnel relay mode, change the settings in the

following file.

Service File path Set value
Push Proxy | {EMM Installation path} Chagne
/PushProxy/{Version}/resources/qg |IN_EXTENDED_KEY_USAGE
eneral /properties/general .proper | =1.3.6.1.5.5.7.3.2
ties to
IN_EXTENDED_KEY_USAGE
AT Relay {EMM Installation path}/AT/ =1.3.6.1.5.5.7.3.1

{Version}/at-relay/resources/
general/properties/general.pr
operties

Notes for issuing the ECC certificates

To call EMM Base URL as HTTPS when Push and App Tunnel is separated from the
EMM server with using a ECC algorithm P256 certificate for TLS communication,

you must change (general .properties2| BASE_URL=https://..), ciphers value as

below.

e Configuration file: {Tomcat HOME}/conf/server.xml of EMM server

e Delete below cipher suite from connector:

- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

Note: Please be aware of vulnerabilities of Windows CryptoAPI used in ECC
certificates authentication, and download the Windows server security patch

from following URL:

https://portal.msrc.microsoft.com/en-US/securityguidance/

advisory/CVE-2020-0601

13
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222

Preparing device certificate

To establish the TLS connection between a server and a device, a device certificate
needs to be prepared to install the certificate. The requirements and Setting the
device certificate template are as below.

Server certificate requirements

The device certificate requirement is same as the server certificate. The algorithm
of the device certificate should be the same algorithm of the server certificate.

Available Certificate

Constraints

Requirements

RSA certificate

P256 key ECC certificate

P384 key ECC certificate

« EMM certificate is

supported on iOS 9 and
i0S 10.

When you use the ECC
certificate, the EC key
curves of the root
certificate and all chain
certificates must be the
same and the key size
must be unified in either
P256 or P384.

Do not include Key

Agreement in Key Usage.

» Hash algorithm: SHA256
orSHA384

« Signing: ECDSA certificate

« FIPS 140-2 Compliant
certificate

Note: To use the certificate of the P384 key, you must upgrade to Android 7.1.1 or
later on the Android N OS.

Considerations for issuing a device certificate

The certificate used on EMM must meet the following requirements.

Expiration date

Basic constraints

Extended key usage (ClientAuth)

Validation of root chain
Distinguished name (DN)
Revoked certificate (CRL, OCSP)

14
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Setting the device certificate template

To set up a certificate template by CA, enter the value as below.

CA Supported Item
algorithm

ADCS « RSA 2048  Enter the device certificate name in Template
« RSA 3072 display name, Template name area on General tab.
- RSA 4096  Select Supply in the request check box on Subject

« ECDSA P-256
« ECDSA P-384

Name tab.
 Select server information in Certification
Authority, Certificate recipient area on
Compatibility tab.
 Select as below in Purpose area on Request
Handling tab.
- RSA algorithm:: Signature and Encryption
- EC algorithm:: Signature
« Select algorithm in Algorithm name area and enter
minimum key size in Minimun key size on
Cryptography tab. For example, Algorithm name:
ECDSA_P384, Minimun key size: 384.
+ Select Application Policies on Extension tab and
click Edit. Choose Client Authentication and click Add.
 Select Key Usage on Extension tab and click Edit.
Select the settings as below depending on the
certificate algorithm.

- RSA algorithm: Digital signature, Allow key
exchange only with key encryption (key
encipherment), Make this extension critical

- EC algorithm: Digital signature, Make this
extension critical

Generic « RSA 2048
SCEP « RSA 3072
« RSA 4096

See the setting guide depending on the vendor.

15
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CA Supported Item

algorithm
NDES » RSA 2048 Set the template in ADCS, and then register the

« RSA 3072 created template name to Windows registry

« RSA 4096 (HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptogr

aphy\MSCEP). For detail values, see the value for ADCS.

CertAgent « RSA 2048 Set the below item on Certificate Issuance menu in

- RSA 3072 CertAgent Admin.

« RSA 4096

« ECDSA P-256 | In Extension Tab,
« ECDSA P-384 |« select CA OCSP and enter the OCSP address on URL
in Authority Information Access area.

« enter CDP address on URL/DN in CRL Distribution
Porints area.

« Select Server authentication and Client authentication
check box in Extended Key Usage area.

« select digital signature, key encipherment, key
agreement check box in Key Usage area.

In Filter Tab,
« select Allow on Action in Subject Alternative
Names area.

16
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2.3

23.1

23.2

233

Installing SQL Server

Pre- Install Prepare Install SQL re-installation
Installation | JDK Certificate Server Checklist

Downloading SQL Server

See www.microsoft.com/en-us/evalcenter/evaluate-sql-server-2012-sp1.

Installing SQL Server
See msdn.microsoft.com/en-us/library/bb500469(v=sql.110).aspx.

Note: + File System Permissions Related to Unusual Disk Locations:

The default path for installation is a system drive, normally drive C.

When you install a temporary database or a user database, keep the

followings in mind.

- Non-default Drive: When a database is installed in a non-default
drive, the per-service SID must have access to the database
directory. SQL Server Setup enables the access.

- Network Share: When you install a shared database on a network, a
service account must have access to user’s files and the shared database
directory. SQL Server Setup does not provide database sharing on a
network.

« Choose an Authentication Mode:

You must select Mixed Mode authentication during setup. A password

for sa, the administrator account for the built-in SQL server system,

should be set. The sa account connects to the database by using SQL

Server Authentication.

Reference for installing SQL Server 2012

For detailed information regarding hardware and software requirements for install
of SQL Server 2012, see technet.microsoft.com/en-
us/library/bb500469%28v=sql.110%29.aspx. To install SQL Server 2012, complete
the following steps:

17

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.


www.microsoft.com/en-us/evalcenter/evaluate-sql-server-2012-sp1
www.microsoft.com/en-us/evalcenter/evaluate-sql-server-2012-sp1
www.microsoft.com/en-us/evalcenter/evaluate-sql-server-2012-sp1
msdn.microsoft.com/en-us/library/bb500469(v=sql.110).aspx
msdn.microsoft.com/en-us/library/bb500469(v=sql.110).aspx
msdn.microsoft.com/en-us/library/bb500469(v=sql.110).aspx
technet.microsoft.com/en-us/library/bb500469%28v=sql.110%29.aspx
technet.microsoft.com/en-us/library/bb500469%28v=sql.110%29.aspx
technet.microsoft.com/en-us/library/bb500469%28v=sql.110%29.aspx
technet.microsoft.com/en-us/library/bb500469%28v=sql.110%29.aspx

2 Pre-installation

1. Select an option New SQL Server stand-alone installation or add features
to an existing installation.

i SQL Server Installation Center [= o BB
Planning ﬁ New SQU Server stand-alone installation or add features to an existing installation
Installation Launch 3 wizard to install SQL Server 2012 in 3 non-clustered environment or to add

features to an exsting SQL Server 2012 instance.
Maintenance
Tools E New SQL Server failover cluster installation
Launch a wizard to install a single-node SQL Server 2012 failover cluster.
Resources
A anced o Y—I Add node to 3 SQL Server failover cluster
v Launch a wizard to add a node to an exsting SQL Server 2012 failover cluster.
Options
W Upgrade from SQL Server 2005, SQL Server 2003 or SQL Server 2008 R2
0 Launch a wizard to upgrade SQL Server 2005, SQL Server 2008 or SQL Server 2008 R2 to
SQL Server 2012
}B\ Mcroott
2 SQLServer2012

2. Select Database Engine Services in Feature Selection step.
& 7 saLsever202sewp [=I=ixl

| Feature Selection

Select the Evaluation features to install.

Setup Support Rules Eeatures: Feature description:
Setup Role m7 A“ The configuration and operation of each A
Feature Selection [ Database Engine Services instance feature of 3 SQL Server instance is
Installation Rules [C] SQU Server Replication -wlaise:\lro_m other SQL Server -ns;:res.
. [[] Full-Text and Semantic Extractions for Searc SOk Seqves Instances hn opente sidebyy
Instance Configuration - side on the same computer.
a [C] Data Quality Services =
Disk Space Requirements () Analysis Services
Server Configuration [[] Reporting Services - Native v
Database Engine Configuration Sh{vefl;eatuves A Prerequisites for selected features:
Error Reporting L_JReporting ces - SharePoint —_—
: . [) Reporting Services Add-in for SharePoint Produ Already installed:
Installation Configuration Rules () Data Quality Client Microsoft .NET Framework 4.0
Ready to Install [ SQL Server Data Tools Windows PowerShell 2.0
Installation Progress [ Client Tools Connectivity Microsoft .NET Framework 3.5
Complete [7) Integration Services To be installed from media:
_[7] Client Tools Backwards Compatibility v Microsoft Visual Studio 2010 Shell
< ] >
Select All ] Unselect All
Shared feature directory: {C:\Progum Files\Microsoft SQL Server\ ] E
Shared feature directory (x86): | C:\Program Files (x86)\Microsoft SQL Server\ ] E
[ ][ net> J[ cmca ][ Her |

3. Specify Database Engine authentication security mode in the Database
Engine Configuration step.

a. Select Mixed Mode in the Authentication Mode area on the Server
Configuration tab.

- Mixed Mode authenticates both the SQL account and Windows. Account
authentication is required to access the database from EMM server.
For account authentication, choose Mixed Mode.

b. Enter a password in the Enter password filed.

c. Confirm the password in the Confirm password filed.

18
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d. Click Add Current User.
5 SQL Server 2012 Setup [= | o

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Server Configuration | Data Directories | FILESTREAM |
Setup Role . s e 5
Qv Specify the ation mode and for the Database Engine.
Installation Rules Authentication Mode
Instance Configuration O Windows authentication mode
Disk Space Requirements . ]
R ® Mixed Mode (SQL Server auth ation and Windows auth
Server Configuration
Database Engine Configuration Specify the password for the SQL Server system administrator (s3) account.
Error Reporting Enter password: { I
Installation Configuration Rules
Ready to Install Confirm password: [ ]
Installation Progress Specify SQL Server administrators
Complste B Y e e (Y e M | SQL Server administrators
have unrestricted access
to the Database Engine.
Add Current User I [ Add... 1 [ Remove ]
[ < Back ] I Next > l [ Cancel ] [ Help ]
Note: « If information in database in not correct, EMM cannot be installed.

« Confirm your DBA account and password when the message when the
message " Please enter DBA account and Password to install DB” appears.

234 Adding a Windows account and privilege

The following procedure should be performed to create an EMM database using a
Windows account as a database authentication method, when installing EMM.

1. Run SQL Server Management Studio and go to Security > Login and then,
right-click the mouse button and select New Login.

P Microsoft SQL Server Management Studio (Administrator)
File Edt View Debug Tools Window Help
PG d| INewuey DG 4 089 -0 -S54 ] ||
Object Bxplorer v ax
Connect~ & & w T 2] .5
= () DB\SQLEXPRESS (SQL Server 11,0300 - DB\Administrator)

% [ Databases

2 (3 Security

= 2 [P
L I
3 =T

= 03 Sewe
t

Start PowerShell

R | Reports »

8¢ Refresh

Ar

2 public
R securityadmin
2 serveradmin
2 setuprdmin
2 sysadmin

% 3 Credentials

% (3 Server Objects

& (3 Replication

(3 Management
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2. Select General and input {Domain name}\{account name} in Login name.

Login - N

S8 scipt v [ Help

Login name: iTESTLAB\emrd i| Search..
© Windows authentication
O SQL Server authentication

Password. l ]

Confirm password: l ]

[] Specify old password

0Old password: [ ]
Enforce password policy
Enforce password expiration

[] User must change password at next login

O Mapped to certificate [ v ]
O Mapped to asymmetric key l v]
Connection [ Map o Credential [ V][ add
Server: Mapped Credentials Credential Provider
DB\SQLEXPRESS
Connection:
DB\Administrator

37 View connection piopeilies

! Progress Remove

Ready Defaul database: [master v]
Default language: | <default> ¥ I

3. Click Server Roles and select the sysadmin privilege in the Server roles
area and then, click OK.

S sciipt v [y Help

Server role is used to grant server-wide security privileges to a user.

Server roles:

Connection

Server;
DB\SQLEXPRESS

Connection:
DB\Administrator

9 View comecton opsties

Progress
Ready
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24

24.1

Pre-installation checklist

Pre- Install Prepare Install SQL Pre-installation
—> N —> 2
Installation | JDK Certificate Server Checklist

This chapter specifies what needs to be checked before installing EMM. Before
installing the EMM, you must have a domain and certificate and make sure that the
firewall access and installation environment files are properly set up. You can find
the details of the checklist in the following section.

Single server environment

No | Items to be verified
1 Public domain or URL
A domain or URL needs to be accessible on the Internet.
2 EMM server certificate
required to have a certificate, in P12 format, with domain name set as common
name.
3 APNs certificate
required to have APNs certificate issued by Apple to support iOS devices.
4 iOS sign certificate
required to have iOS sign certificate to support iOS devices.
5 Java Development Kit
required to install JDK in EMM server.
6 Java Cryptography Extension Unlimited Strength Jurisdiction Policy Files
required to install JCE policy file in EMM server.
7 Installation environment
See "chapter 1.3, EMM installation environment" on page 6.
8 Firewall access rules
Inbound traffic from network to EMM should be allowed on port 35443,
9 Firewall access rules
Inbound traffic from network to Push should be allowed on port 35000 and 35001.
10 | Firewall access rules
Inbound traffic from network to EMM should be allowed on port 36000.
11 | Firewall access rules
Outbound traffic from EMM to CA server should be allowed on port 443.
12 | Firewall access rules

Outbound traffic from EMM to database should be allowed over TCP/IP (example
port 1433).
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No

Items to be verified

13

Firewall access rules
Outbound traffic from Push to database should be allowed over TCP/IP (example
port 1433).

14

Firewall access rules to 3rd party Push

 Outbound traffic from EMM to gateway.push.apple.com should be allowed
over port 2195.

« Outbound traffic from Push to android.googleapis.com should be allowed over
the port 443,5228, 5229, 5230.

* Outbound traffic from Push to login.live.com, *.notify.windows.com,

* wns.windows.com should be allowed over port 443.

* Outbound traffic from EMM to Tizen Push should be allowed over port 5223,
8090. For more detail server information, see "List of firewalls to open for Tizen
Push" on page 24.

15

Enabling Multi-tenancy
Change false for ENABLE of MULTI_TENANCY in the installation environment file
(EMM{Version} H SETUP.ini).

16

Using features of iOS device
Change DOMAIN_NAME in the installation environment file
(EMM{Version} H SETUP.ini) into the domain of EMM.

17

Using features of Kiosk Wizard
Change DOMAIN_NAME in the installation environment file
(EMM{Version} H SETUP.ini) into the domain of EMM.

18

SQL Server certificate (when installing JDK 1.8)
A server certificate for SQL Server is required.

24.2 Multi server environment

No

Items to be verified

Public domain or URL
A domain or URL needs to be accessible on the Internet.

EMM server certificate
required to have a certificate, in P12 format, with domain name set as common
name.

Push server certificate
required to have a certificate, in P12 format, with domain name set as common
name.

APN s certificate
required to have APNs certificate issued by Apple to support iOS devices.

iOS sign certificate
required to have iOS sign certificate to support iOS devices.

Java Development Kit
required to install JDK in servers for EMM, Push, and Push Pproxy.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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No

Items to be verified

Java Cryptography Extension Unlimited Strength Jurisdiction Policy Files
required to install JCE policy file in servers for EMM, Push, and Push Proxy.

Installation environment
See "chapter 1.3, EMM installation environment" on page 6.

Firewall access rules
Inbound traffic from network to Web server should be allowed on port 443.

10

Firewall access rules
Inbound traffic from network to Push Proxy should be allowed on port 35100 and
35101.

11

Firewall access rules
Inbound traffic from network to AppTunnel Relay should be allowed on port 36100.

12

Firewall access rules
Inbound traffic from Web server to EMM should be allowed on port 35443.

13

Firewall access rules
Outbound traffic from EMM to CA server should be allowed on port 443.

14

Firewall access rules
Outbound traffic from Push to Push Proxy should be allowed on port 35110,
35111, and 35113.

15

Firewall access rules
Outbound traffic from AppTunnel to AppTunnel Relay should be allowed on port
36110.

16

Firewall access rules
Outbound traffic from EMM to database should be allowed over TCP/IP (example
port 1433).

17

Firewall access rules
Outbound traffic from Push to database should be allowed over TCP/IP (example
port 1433).

18

Firewall access rules to 3rd party Push

+ Outbound traffic from Push Proxy to gateway.push.apple.com should be allowed
on port 2195.

+ Outbound traffic from Push Proxy to android.googleapis.com should be allowed
over the port 443,5228, 5229, 5230.

* Outbound traffic from Push Proxy to login.live.com, *.notify.windows.com,
*wns.windows.com should be allowed over port 443.

« Outbound traffic from EMM to Tizen Push should be allowed over port 5223,
8090. For more detail server information, see "List of firewalls to open for Tizen
Push" on page 24.

19

Enabling Multi-tenancy
Change TRUE for ENABLE of MULTI_TENANCY in the installtion environment file
(EMM{Version} H SETUP.ini).

20

Using features of iOS device
Change DOMAIN_NAME in the installation environment file
(EMM{Version} H SETUP.ini) into the domain of EMM.

23
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No

Items to be verified

21 | Using features of Kiosk Wizard

Change DOMAIN_NAME in the installation environment file
(EMM{Version} H SETUP.ini) into the domain of EMM.

23 SQL Server certificate

A SQL server certificate (RSA 2048bit) is required.

List of firewalls to open for Tizen Push

When you use Wearable EMM, notification is delivered via Tizen Push. You should
open the ports in the EMM server to the following Tizen Push servers to use Tizen
Push. You can limit the service area by opening the ports for the applicable region
using the corresponding domain or IP addresses.

It is recommended that you open port 5223 in the EMM and Tizen Push server
firewall for all open internet networks. If you can only open firewall ports for
certain networks, please contact the technical support team.

Note:

e Firewalls between EMM and Tizen Push server

Please contact the technical support team for a service in the China region.

Region Domain Port | IP List
Europe euwest.gateway.push.samsungosp.com 8090 |54.77.219.225
Americas useast.gateway.push.samsungosp.com 54.76.143.44
Southeast Asia | apsoutheast.gateway.push.samsungosp.com 34.252.157.16
52.30.192.102
52.50.94.13
54.194.121.30
Northeast Asia | apkorea.gateway.push.samsungosp.com 8090 |13.112.147.144
- Korea apnortheast.gateway.push.samsungosp.com 52.197.148.5
- Japan 13.112.185.8
13.113.78.161
52.192.187.3
52.199.246.13
China apchina.gateway.push.samsungosp.com.cn | 8090 |52.19.208.212
54.77.55.213
52.16.204.91
52.209.1.80
52.48.132.73
54.154.122.99
Europe euwest.gateway.push.samsungosp.com 8090 |54.77.219.225
Americas useast.gateway.push.samsungosp.com 54.76.143.44

Southeast Asia

apsoutheast.gateway.push.samsungosp.com

34.252.157.16
52.30.192.102
52.50.94.13

54.194.121.30

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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243  Notes on post

Checking EMM port

Open the command prompt and enter netstat command (netstat-noa|
findstr port) to check the available port.

e For the default port used by EMM, see "chapter 2.4, Pre-installation checklist"
on page 21.

o If the default port of EMM has been used for other services, change the value of
the port in EMM{Version} H SETUP.ini before installing.
For more details about EMM{Version} H SETUP.ini, see "Appendix E,
Installation Environment File" on page 154.

Checking MS SQL TCP/IP port
To check MS SQL port and set the TCP/IP port, complete the following steps:

1. Check if MS SQL Server is accessible.

a. Enter telnet command to check whether MS SQL Server is running.

Note: [f telnet command fails, do as follows.
1. Go to Server Manager > Dashboard

2. Click on Add roles and features on Configure this local server tab and
there appears "Add Roles and Features Wizard” window.

3. Check Telnet Client in Features stage.
4. Click on Install for Confirmation.
5. When the installation is completed, click Close in Results stage.

b. Enter telnet localhost 1433 command in the command prompt
window.

- If a server is used through localhost or a different port, instead enter
following the format telnet SQL Server IP SQL Server Port
command.

c. If a command does not run, check as follows.
- Check if SQL server is working properly with a person in charge of the server.
- Contact security person to change firewall settings to add SQL server port.

2. Configure a client to use TCP/IP.

a. Expand SQL Native Client 11.0 Configuration in the "SQL Server
Configuration Manager” window.
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b. Right click on Client Protocols and click Properties.

=
Ee Ation Yiew Nep
s 2D H
48 SQL Server Configuation Manager (Le<al) || Name
0 SQt Server Senvices ¥ Shared Memaey
1 SQU Server Netwock Configunation (3202 | = 1¢oP
4 B SQUNatie Chent 110 Configunaticn (32| o= Named Pipes
8, Chent Protocels |
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4 J QU Server Network Configuntion
- Pretecets for MSSQUSERVIR
4 B SOL Natwe Chent 1.0 Configuration
8, Cient Protocels.
8 Nases

g
E
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c. In the Enabled Protocols area, set TCP/IP as the default protocol to
access the SQL Server.

- The first one on the list of Enabled Protocols is the default protocol.

Choose dient protocol ocder:

Qisabled Protocols: Enabled Protocols:
PP [+]
Named Pipes

[V} Ensble Shared Memacy Protocal

Client Network Protocols

C client Enable and disable protocols
and establish enabled protocols order.

o ) [Cemd [ moy [ ]
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3 Installation

This chapter describes how to install Samsung SDS EMM (hereinafter "EMM”") in a
single-server or multi-server environment. Hereinafter Push is Samsung SDS Push
and AppTunnel is Samsung SDS AppTunnel. s

3.1 Installing EMM in a single-server environment

This chapter provides instructions on using EMM installer to install EMM, Push, and
AppTunnel. The following descriptions are based on the content of "chapter
1.2.1, Single server architecture” on page 4.

EMM Installation

License Agreement
v
JDK Home
v
Custom Setup
v

l J
[ ]
| |
| Hostname |
| |
| |
| |
| |

v
SSL Certificate
v
Database
v
Push Certificate
v
Push Network
v
AppTunnel Server
URL Mapping
v

AppTunnel Server
Network

Figure 3-1. Installation steps in a single-server environment
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Start EMM installer

To install EMM, complete the following steps. To stop the installation process, click
Cancel.

1. Download EMM Setup {Version} H {Builddate}.zip.
2. Decompress EMM Setup {Version} H {Builddate}.zip.
3. RUn EMM Setup {Version} H {Builddate}.exe.

* EMM must be installed using an administrator account.
4. Select a language, then click OK.
5. When InstallShield Wizard starts, click Next to continue.

Welcome to the InstallShield Wizard for
D ! Samsung SDS EMM High Security

Samsung SDS The InstaliShield(R) Wizard will install Samsung SDS EMM High
E M M Security on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

[ < Back \[ Next > ] [ Cancel ]

License agreement

6. Read this end user license agreement carefully and check I accept the terms
in the license agreement. Then, click Next.

License Agreement r
Please read the following license agreement carefully. J

End User License Agreement &
This End User License Agreement (“EULA”) is a binding contract between 4
the END USER (“Customer™) and Samsung SDS Co., Ltd (“SDS”) which
governs Customer’s use of software and services provided by SDS and/or its
licensors.

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
ACCESSING OR USING THE SOFTWARE BECAUSE IT
CONSTITUES A BINDING LEGAL AGREEMENT BETWEEN

ATICOTANATD AN OTC N7 A SOATOCTATA AD TIOMTA TTIT

© 1 accept the terms in the license agreement;

() 1do not accept the terms in the license agreement

InstaliShield

[ < Back ][ Next > ] [ Cancel ]
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JDK Home configuration

7. Set the directory for JDK Home. Click Search, and then choose a JDK home
directory. Click Next to continue.

JDK HOME configuration
Spedify preinstalled JOK home.

JOK Home | Lseach@:.

InstaliShield

ek ) tet> ) [ concs ]

Note: When the message “The directory is not JAVA directory,” appears, change
it to the directory where JDK is installed.

Custom setup
8. Choose the directory into which install EMM, and then click Next to continue.
* The default path is C: \SamsungsDs\, and it can be changed.

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
Enterprise Mobility Management
This feature requires 237MB on
your hard drive.
Install to:
BT
InstallShield

[ teb J[ spce J[ <Bak [ Net> J[ concd |
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Hostname setting

9. Enter the domain name to be used by the EMM application to communicate
with the EMM server, and then click Next.

Hostname Setting r
Setting the hostname that EMM app communicates with the server. J

Domain Name Idemo.snartemm.com

InstaliShield

[ <Bak J[ Next> ][ cancel |

SSL Certificate configuration

10. Click Search, and then choose the EMM server certificate, issued in "chapter
2.2, Preparing certificates" on page 10, for the server (P12 file) prepared.

11. Enter the Certificate password.
12. Click Next to continue.

SSL Certificate Configuration :
Specify the p12 path for the EMM Serer.

p12Path | {_Search(s)... |
Certificate Password |
InstallShield

[C=eex ) tet> ) [ conca ]

Note: If the extension for the EMM server certificate issued by CA is .PF¥, it
should be changed to .P12 to install EMM.
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Database configuration

13. Select a database type (MSSQL) and an authentication method. The screen
capture below shows the settings screen when the MSSQL type Windows
authentication method is selected.

ﬁ Samsung 5DS EMM Enterprise Security >

Database Configuration
Spedfy the database settings used by EMM.

Database Type MSSQL “

Authentication (@) 5QL Server (O windows

Host WH Port 1433
Instance Name ]—u

DB(Service) Mame ]W

User W

*Duplicate User or DB Name could cause errors during installation. So you need
to check it out before clicking Next.

InstallShield —

< Back MNext = Cancel

14. Enter information requested to use EMM, Push, and AppTunnel database.

Properties Descriptions

Host The server address where EMM database will be installed

Port The TCP/IP port of server where EMM database will be installed
DB(Service) The name of database

Name

User The ID of users who will access EMM database

Password The password of users who will access EMM database
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15. Click Next to continue.

ﬁ Samsung SDS EMM Enterprise Security = |
Database Configuration
Spedfy the database settings used by EMM. rJ
Database Type | MssqL v
Authentication () SQL Server (O windows
Host W Port [1433—
Instance Name ,7
DB({Service) Mame W
User W
Password Confirm Password
*Duplicate User or DB Name could cause errors during installation. So you need
to check it out before clicking Mext.
Instalishield -
< Back Next = Cancel

Note: « If Windows authentication has been selected, the administrator
account and password input will be disabled.

« Instance is optional.

« Since EMM stores operating information after the installation is completed,
you must remember users and password.

16. Enter the DB settings configuration information, and the click Next.
+ MSSQL settings configuration

- Select a DB install option.
New Install: install new EMM DB.
No Install: Do not install EMM DB. You can find more details in "For
database installation — Select No Install" on page 50.

- Enter the database administrator account password in DBA Password. If
Windows authentication has been selected, the administrator account and
password input will be disabled.

- If you want to manage the database file and log file separately, check
Separate management of DB/Log files.

- The default destination of database file and log file is C: \Program
Files\Microsoft SQL Server\{SQL Version}\MSSQL\DATA\.
If SQL server has not been installed, the path should be modified.
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MSSQL DB Setting Configuration r
Specify the MSSQL DBMS File/DBA settings. I

DB Installation

DBA Account |

DBA Password I J

Seperate management of DB/Log files

DB File Destination IC:WSamsungSDSWDATAFILESWEMM #WDB.mdf

Log File Destination IC:WSamsungSDSWDATAFILESWﬂWM #DB.ldf

*If you do not check for this condition, DB / Log files are created in the default directory
of MSSQL DB. If you create a file in a separate folder, please enter the presentinputs.

InstaliShield

[ <Bak | nNext> |[ concel |

17. Click Next to continue.
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Push Cert configuration

18. Click Search, then choose the Push server certificate (P12 file) issued in
"chapter 2.2, Preparing certificates" on page 10.

19. Select EC or RSA key algorithm of the certificate from Push Certificate Key
Type list which Push server uses.

20. Enter the information for the Push certificate.

Properties Descriptions
Entity Alias The Alias for the Samsung SDS Push certificate
DN_List » The Common Name (CN) for the Samsung SDS Push certificate.

« If the SAN information is set in the certificate, enter the SAN
information only.

* For the multiple DNs, enter IP address or domain using

comman (*,") seperator without space.

Entity Password | The password for the Samsung SDS Push certificate

Store Password | The password for the Samsung SDS Push certificate key storage

21. Click Next to continue.

Push Certificate Configuration
Specify the Push Certificate Settings.

p12File | Search(S)...

Push Certificate Key Type [EC v]

*Please choose a certificate type for Push server.

Entity Alias DN_List
Entity Password Store Password
DN List : Common Name value in the connecting server certificate
(Input SAN value if SAN information is set up in a certificate.)
Entity Password : Password for private key of P12 file(In general, the same as Store Password)
Store Password : Password for P12 certificate file

InstallShield

[ < Back ][ Next > ] [ Cancel ]

Note: If the extension of Push server certificate issued by CA is .PF¥, it should

be changed to .P12 to install EMM.

Push Network configuration
22. Enter the Public IP address or domain of the Push server in Push External
Host field. For Push Internal Host, enter Private IP address of the Push server.
* Push External Host must match the CN on certificate.

« |f the CN of the certificate is domain, enter the domain. If it is IP, enter the
IP address.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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23. Proxy Mode needs to be disabled.
24. Click Next to continue.

Push Network Configuration
Configure the server external host and internal host.

Push External Host  |fb2Z {1} Push Internal Host |127.0.0. 1

[T]Proxy Mode

Proxy External Host I Proxy Internal Host I

Configure the Host of the Push Module for access from the external network, and for
communication between Push components. (IP or Domain Name)

Firewall rules for each Host and Port must be configured before the installation.

InstaliShield

[ <Bak | mNext> |[ cancel |

AppTunnel server URL mapping
25. Enter the URL Mapping information for the AppTunnel server.
* For Source URL, enter the EMM HTTP address accessible from the outside.

* For Destination URL, enter the EMM HTTP address used by the AppTunnel
server.

26. Click Next.

AppTunnel Server UrlMapping Configuration
Configure the UrlMapping variables for the AT-Server

Source URL lhttp://demo.smartemm.com:35080

Destination URL [nttp:/flocalhost: 35080

Source URL : URL Requested from a device dient

Destination URL : Destination URL requested from the AppTunnel server

InstaliShield

[ < Back ][ Next > ] [ Cancel ]

Note: If users are using an Android N device and setting the source URL,
Additional settings are required for the /config/spring/spring-
data-config.xml. file. For more information, see "Setting the URL
Mapping for AppTunnel Servers" on page 47.
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AppTunnel server network configuration

27. Enter the Public IP or the domain for AppTunnel server in Sever External
Host field.

« Server External Host must match the CN on the certificate.

* |If the certificate CN is the domain, enter the domain. If it is IP, enter the IP
address.

28. Disable Relay Mode.
29. Click Install.

AppTunnel Server Network Configuration
Configure the network variables for the AT-Server component.

Server External Host |127.0.0. 1

[C]relay Mode Relay Internal Host |
Relay Internal Port |36 110

Configure the Host of the AT-Server module for access from the external network, and for
communication between AT components. (IP or Domain Name)

For Relay mode, make sure check box is selected and enter IP and Port which will be con...

InstaliShield

[ < Back ][ Install ] [ Cancel ]

Finish EMM installation

30. EMM, Push, and AppTunnel service are automatically registered in the background
when Register for Windows Service is checked.

31. When the installation process is completed, click Finish.

Note: When the message “Some information is missing. Fill in all the blanks.”
appears, input the value for all empty fields.
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3.2 Installing EMM in a multi-server environment

This chapter illustrates how to use EMM, Push, and AppTunnel installer to install
EMM, Push, AppTunnel, Push Proxy, and AppTunnel Relay. The following
descriptions are based on the content of "chapter 1.2.2, Multi server architecture”

on page 5.
EMM Installation Push Proxy Installation
I License Agreement I l License Agreement I
| ok :ome | ||| JDK some |
L Custont Setup ] I Destinati:n Folder I
‘ Hostname I I Push+Cert I
’ SSL Ce:tificate I ilnstallationtomponentl
| Dat:base ] ’ Push Proxy Network ‘
| Push Ce}tificate ] AP;"LL;;‘R::iOR:IaY
I Push Network ] [ License Agreement ]
AppTunn+eI Server | JDK :lome }
e prpmg I Destinati:m Folder I
AppTunnel Server | v

Network AppTunnel Cert l

Proxy for . |Insta||ation Componentl
EMM Installation ¥

Settings file ] l AT Realy Network |

Figure 3-2. Installation steps in a multi-server environment
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3.2.1

Installing EMM

This chapter provides instructions on using EMM installer to install EMM, Push, and
AppTunnel.

Start EMM installer

To install EMM, complete the following steps. To stop the installation process, click
Cancel.

1. Download EMM Setup {Version} H {Builddate}.zip.
2. Decompress EMM Setup {Version} H {Builddate}.zip.
3. Run EMM Setup {Version} H {Builddate}.exe.

* EMM must be installed using an administrator account.
4. Select a language, then click OK.

5. When InstallShield Wizard starts, click Next to continue.

Welcome to the InstallShield Wizard for
l:l i Samsung SDS EMM High Security

Samsung SDS The InstaliShield(R) Wizard will install Samsung SDS EMM High
E M M Security on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

<Back || Next> ][ Cancel

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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License agreement

6. Read this end user license agreement carefully and check I accept the terms
in the license agreement. Then, click Next.

License Agreement

Please read the following license agreement carefully.

End User License Agreement &
This End User License Agreement (“EULA”) is a binding contract between B
the END USER (“Customer”) and Samsung SDS Co., Ltd (“SDS™) which
governs Customer’s use of software and services provided by SDS and/or its
licensors.

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
ACCESSING OR USING THE SOFTWARE BECAUSE IT
CONSTITUES A BINDING LEGAL AGREEMENT BETWEEN

ATICTANATD AN OTC N7 A SOATOCTATA AD TTOMTA TTIT

........................................................... Print
(©) I do not accept the terms in the license agreement

InstallShield

[ < Back ][ Next > ] [ Cancel ]

JDK Home configuration

7. Set the directory for JDK Home. Click Search, and then choose a JDK home
directory. Click Next to continue.

JDK HOME configuration

Specify preinstalled JDK home. I J

J0K Home | Lsearch®... |

InstaliShield

[ <sex ) text> ) [ Concs ]

Note: When the message “The directory is not JAVA directory,” appears, change

it to the directory where JDK is installed.
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Custom setup
8. Choose the directory into which install EMM, and then click Next to continue.

* The default path is C: \SamsungsSDs\, and it can be changed.

Custom Setup r
Select the program features you want installed. J
Click on an icon in the list below to change how a feature is installed.
Feature Description
=M |evv| .
=+ | Push Enterprise Mobility Management
| aT
This feature requires 237MB on
your hard drive.
Install to:
C:HsomngsosHt (e |
InstaliShield
[ Help ] [ Space ][ < Back ][ Next > ] [ Cancel ]

Hostname setting

9. Enter the domain name to be used by the EMM application to communicate
with the EMM server, and then click Next.

Hostname Setting
Setting the hostname that EMM app communicates with the ser

Domain Name |demo.smartemm.com

InstaliShield

[ <Bak J[ nNext> J[ cancel ]

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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SSL Certificate configuration
10. Click Search, and then choose the EMM server certificate, issued in "chapter
2.2, Preparing certificates" on page 10, for the server (P12 file) prepared.
11. Enter the Certificate password.
12. Click Next to continue.

SSL Certificate Configuration
Specify the p12 path for the EMM Serer.

p12Path I E Search(S)... ;
Certificate Password |
InstallShield
[ < Back ][ Next > ] [ Cancel ]
Note: If the extension of the EMM server certificate issued by CA is . PFX, it

should be changed to . P12 to install EMM.

Database configuration

13. Select a database type (MSSQL) and an authentication method. The screen
capture below shows the settings screen when the MSSQL type Windows
authentication method is selected.

ﬁ Samsung 5DS EMM Enterprise Security *

Database Configuration
Specify the database settings used by EMM,

Database Type MS50L e

Authentication  (®) SQL Server () windows

Host W Port 1433
Instance Name I—a

DB(Service) Mame W

User W

*Duplicate User or DB Name could cause errors during installation. 5o you need
to check it out before clicking Next.

InstallShield

< Back Next > Cancel

1
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14. Enter information requested to use EMM, Push, and AppTunnel database.

Properties Descriptions

Host The server address where EMM database will be installed

Port The TCP/IP port of server where EMM database will be installed
DB(Service) The name of database

Name

User The ID of users who will access EMM database

Password The password of users who will access EMM database

15. Click Next to continue.

ﬁ Samsung SDS EMM Enterprise Security et |
Database Configuration
Spedfy the database settings used by EMM,
Database Type | MssQL w
Authentication  (®) SQL Server () windows
Host W Paort I:H_J'Si

Instance Name
DB(Service) Name [EvmM230EDB
User EMM230E

*Duplicate User or DB Name could cause errors during installation. So you need
to check it out before clicking Mext.

InstallShield -

< Back Next > Cancel

Note: « If Windows authentication has been selected, the administrator
account and password input will be disabled.

« Instance is optional.

« Since EMM stores operating information after the installation is completed,
you must remember users and password.

16. Enter the DB settings configuration information, and the click Next.
+ MSSQL settings configuration

- Select a DB install option.
New Install: install new EMM DB.
No Install: Do not install EMM DB. You can find more details in "For
database installation — Select No Install" on page 50.

- Enter the database administrator account password in DBA Password. If
Windows authentication has been selected, the administrator account and
password input will be disabled.

- If you want to manage the database file and log file separately, check
Separate management of DB/Log files.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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- The default destination of database file and log file is C: \Program
Files\Microsoft SQL Server\{SQL Version}\MSSQL\DATA\.
If SQL server has not been installed, the path should be modified.

MSSQL DB Setting Configuration
Specify the MSSQL DBMS File/DBA settings.

DB Installation New Install v

DBA Account |

DBA Password | —‘

[7] seperate management of DB/Log files

DB File Destination  |C:*fSamsungSDSWDATAFILESYEMM |+ DB.mdf

Log File Destination IC:WSamsungSDSWDATAFILESWEMM DB.Idf

*If you do not check for this condition, DB / Log files are created in the default directory
of MSSQL DB. If you create a file in a separate folder, please enter the presentinputs.

InstaliShield

[ <Bak | nNext> |[ concel |

17. Click Next to continue.

Push Cert configuration

18. Click Search, then choose the Push server certificate (P12 file) issued in
"chapter 2.2, Preparing certificates" on page 10.

19. Select EC or RSA key algorithm of the certificate from Push Certificate Key
Type list which Push server uses.

20. Enter the information for the Push certificate.

Properties Descriptions
Entity Alias The Alias of the Samsung SDS Push certificate.
DN_List » The Common Name (CN) of the Samsung SDS Push certificate.

« If the SAN information is set in the certificate, enter the SAN
information only.

« If you are using multi-domain names, separate them by a comma ()
without spaces to enter multiple IP addresses or domains.

Entity Password | The password of the Samsung SDS Push certificate.

Store Password | The password of the Samsung SDS Push certificate key storage.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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21. Click Next to continue.

Push Certificate Configuration
Spedify the Push Certificate Settings.

p12File | Search(S)... |

Push Certificate Key Type [Ec v]

*Please choose a certificate type for Push server.

Entity Alias DN_List |
Entity Password ' 1 Store Password ' 7

DN List : Common Name value in the connecting server certificate

(Input SAN value if SAN information is set up in a certificate.)
Entity Password : Password for private key of P12 file(In general, the same as Store Password)
Store Password : Password for P12 certificate file

InstallShield

[ <Bak [ MNext> ][ cancel |

Note: If the extension of Push server certificate issued by CA is .PF¥, it should
be changed to . P12 to install EMM.

Push Network configuration

22. Enter Private IP address of the Push server in Push External Host and Push
Internal Host field.

23. Proxy Mode needs to be enabled.

24. Enter Private IP address of the Push Proxy server in Proxy Internal Host field.
For Proxy External Host, enter Public IP or domain of Push Proxy server.

* Proxy External Host must match the CN on certificate.
« |f certificate CN is domain, enter the domain. If it is IP, enter the IP address.
25. Click Next.

Push Network Configuration
Configure the server external host and internal host.

Push External Host l127.0.0.1 Push Internal Host |127.0.0.1

Proxy Mode

Proxy External Host |127.0.0. 1 Proxy Internal Host [127.0.0.1

Configure the Host of the Push Module for access from the external network, and for
communication between Push components. (IP or Domain Name)

Firewall rules for each Host and Port must be configured before the installation.

InstaliShield

([ <Back | Next> ][ concel |
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Note: When you select the Proxy Mode check box, you should install Push
Proxy with the Push installer. For more detail, see "chapter 3.2.3,
Installing Push Proxy" on page 47.

AppTunnel server URL mapping
26. Enter URL Mapping information for the AppTunnel server.
* For Source URL, enter an EMM HTTP address that accessible from outside.
* For Destination URL, enter an EMM HTTP address used by the AppTunnel

server.
27. Click Next.
AppTunnel Server UrlMapping Configuration
Configure the UrlMapping variables for the AT-Server component..
Source URL |http://demo.smartemm.com:35080
Destination URL lhrtp: /localhost: 35080

Source URL : URL Requested from a device dient

Destination URL : Destination URL requested from the AppTunnel server

InstallShield

[ <Bak [ Next> ][ cancel |

Note: If users are using an Android N device and setting the source URL,
Additional settings are required for the /config/spring/spring-
data-config.xml. file. For more information, see "Setting the URL
Mapping for AppTunnel Servers" on page 47.

AppTunnel server network configuration
28. Enter Public IP or domain of AppTunnel server in Sever External Host field.
* Server External Host must match the CN on certificate.
* If certificate CN is domain, enter the domain. If it is IP, enter the IP address.
29. Relay Mode needs to be enabled.

30. Enter Private IP of AppTunnel server in Relay Internal Host field. For Relay
Internal Port field, enter 36110.

45
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31. Click Install.

App Tunnel Server Network Configuration
Configure the network variables for the AT-Server component.

Server External Host |127.0.0.1

* Configure the host of the AT-Server module for access from the external network (IP
or Domain Name).

Relay Internal Host |127.0-0- 1
Relay Internal Port [36110

*For Relay mode, make sure check box is selected and enter Host(IP or Domain Name)
and Port which will be connected for AT service.

InstaliShield

BT

Note: When you select the Relay Mode check box, you should install AT Relay
with the AppTunnel installer. For more detail, see "chapter 3.2.4,
Installing AppTunnel Relay" on page 48.

Finish EMM installation

32. EMM, Push, and AppTunnel service are automatically registered in the background
when Register for Windows Service is checked.

33. When the installation process is completed, click Finish.

Note: When the message “Some information is missing. Fill in all the blanks.”
appears, input the value for all empty fields.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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3.2.2

3.2.3

Setting the URL Mapping for AppTunnel Servers

If you are using an Android N device, the uppercase letters change to lowercase in
the source URL address of the AppTunnel server when called by a client device. In
addition, port 80 is removed at the time of URL mapping. Additional settings are

required for the /config/spring/spring-data-config.xml file as follows:

For example, if the source
URL for http://ABC.com
includes uppercase
letters, add an additional
URL in lowercase.

<bean class="com.sds.emm.at.ats.data.vo.UrIMapping">
<property name="sourceUrl" value="http://ABC.com"/>
<property name="destinationUrl" value="http://www.bbb.com"/>
</bean>

<bean class="com.sds.emm.at.ats.data.vo.UrIMapping">
<property name="sourceUrl" value="http://abc.com"/>
<property name="destinationUrl" value="http://www.bbb.com"/>
</bean>

For example, if the source
URL for http://aaa.com:80
includes port 80, enter the
URL after removing the
port.

Do not remove any other
port except for port 80

<bean class="com.sds.emm.at.ats.data.vo.UrIMapping" >
<property name="sourceUrl" value="http://www.aaa.com"/>
<property name="destinationUrl" value="http://www.bbb.com"/>
</bean>

For example, if the source
URL for
http://www.ABC.com:80
includes both uppercase
letters and port 80,add an
additional URL in
lowercase without port
80.

<bean class="com.sds.emm.at.ats.data.vo.UrIMapping" >
<property name="sourceUrl" value="http://www.ABC.Com"/>
<property name="destinationUrl" value="http;//www.bbb.com"/>
</bean>

<bean class="com.sds.emm.at.ats.data.vo.UrIMapping" >
<property name="sourceUrl" value="http://www.abc.Com"/>
<property name="destinationUrl" value="http;//www.bbb.com"/>
</bean>

Installing web server

EMM can be linked with the both web servers, Apache or IIS (Internet Information
Services) created by Microsoft. But the Apache and IIS products have not been
evaluated by SDS for CC certification.

Installing Push Proxy

Install Push Proxy using Push installer. Please see the information about the
process except for the steps below in the chapter that explain Installing of Push in
the Samsung SDS Push Installation Guide.
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Push Installation Component

1. Select Proxy Installation.
2. Click Next.

Select Push Installation Component
Upload the configuration file.

(©) Push Installation @) Proxy Installation

InstaliShield

[ <Bak |[ Next> ][ cancel |

Push Proxy Network configuration

3. Enter Public IP address or domain of Push Proxy for Proxy External Host
and enter Private IP address of Push Proxy for Proxy Internal Host.

4. Click Install.

Push Proxy Network Configuration

Configure the network variables for the Proxy component.

Proxy External Host I Proxy Internal Host

* Configure the Host(IP or Domain Name) of the Proxy Module for access from the
external network, and for communication between CM components (Internal IP).

* Firewall rules for each IP and Port must be configured before the installation.

InstaliShield

[ <Bak [ mstal ][ cancel |

324 Installing AppTunnel Relay

Install AppTunnel Relay using AppTunnel installer. Please see the information
about the process except for the steps below in the chapter that explain Installing
AppTunnel in the Samsung SDS AppTunnel Installation Guide.
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AppTunnel Installation Component

1. Select AT-Relay Installation.
2. Click Next.

Select App Tunnel Installation Component
Select the AT installation component.

© AT-Server Installation ©) AT-Relay Installation
* AT Server : Delivers a HTTP or HTTPs requests between Client and Server

* AT Relay : Which is installed as DMZ as a optional component, delivers packet
between Client and AT Server.

InstaliShield

[ < Back ]E Next > i[ Cancel ]

AppTunnel Relay Network configuration

3. Enter the Public IP address or domain of the AppTunnel server for Relay External
Host and enter Private IP address for the AppTunnel server for Relay Internal
Host.

4. Click Install.

App Tunnel Network Configuration
Configure the network variables for the AT-Relay component.

Relay External Host |127.0.0.1 Relay Internal Host |127-0-0- 1

* Configure the IP and Port of the Relay Module for access from the external network
(External IP, TCP Port), and for communication between AT-Server components (In...

* Firewall rules for each IP and Port must be configured before the installation.

InstaliShield

[ <ms ) ) [ G ]
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33 Notes on post - Installation phase

This chapter describes items that need to be manually set, as needed, before starting
EMM installation.

For database installation — Select No Install

When you select No Install, Only EMM applications are installed. In this case, EMM
DB should be installed manually following the steps below.

e Execution directory: {EMM installation location}
\EMM\ {Version}\war\db\script\ {DBMS}

e Run scripts in the following order:
0l.emm user script.sqgl
02.emm db schema metadata script.sql

- If Korean or Chinese are used, run the following scripts.

- Korean: 02-1.emm meta_data ko.sql
- Chinese: 02-2.emm meta data zh.sqgl

- If EMM system is on-premise (single tenant), run the following scripts.
02-3.emm single tenant data.sql
02-4.emm single tenant proc script.sqgl

Execute the Push script below to install the database manually.

e Execution directory: {EMM installation location}
\Push\PushConfig\PushQuery\ { DBMS } \CREATE

e Run these scripts:
03.push core.sql
04.push _sa.sql

e Execution directory: {EMM installation location}
\Push\PushConfig\PushQuery\ { DBMS } \CREATE

e Run these scripts:
01.CORE_INIT.SQL
02.SA INIT.SQL

Setting interval between Push SA registration monitoring

To manually set an interval for when Push SA registration monitoring recurs,
complete the following steps. The EMM server checks a new tenant based on the
time interval specified.

1.Goto {EMM installation location}\EMM\ {Version}\war\WEB-INF\
classes\spring.

2. Use an editor to implement context-task.xml
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3. Go to periodforRegister properties to change value.

<property name = “periodForResigter”><value>30</value></property>

* The interval is set to 30 minutes by default. If you want to change this, note
that it should be more than 1 minute.

Note: A tenant newly registered during the specified time for Push SA registration
monitoring is not registered on the EMM server.
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4 Post-installation

This chapter guides you in checking the running status for Samsung SDS EMM
(hereinafter "EMM") after installation is finished. Here are the steps That should be

followed after installation. Push is Samsung SDS Push and AppTunnel is Samsung
SDS AppTunnel.

Post-Installation

| Start EMM |
v
Check
EMM Status

v

Confirm
the License and
default values

Setting
service profile

v

Register
Certificate Authority

Configuring a
Certificate for HTTPS
v

Register users
and devices

v

| Register EMM APPs |

I Test I

Figure 4-1. EMM Post-Installation Steps
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4.1

4.1.1

Starting EMM

EMM runs in 2 different ways: Foreground and Background.

Note: The Push ICM module provides a TLS channel for message exchange

between physically separated servers. This service runs when the Push
is installed on a separate server to provide high availability.

Single-server environment

Running EMM as foreground service

1.

Go to Apps > Samsung SDS.

2. Execute the following services in the order.

Push DCM Start
Push ECM Start
c. Push PS Start

d. Push SCM Start
e. Push ICM Start
f.
g.

o o

AT Server Start
EMM Server Start

Running EMM as background service

If Register for Windows service is checked after EMM installation is completed,
skip 1 to 4 steps.

1.

Go tothe {EMM installation location}
\EMM\ {Version}\apache-tomcat-8.0.39\bin directory.

.Run emm service install.bat.

* emm_service install.bat must be run using an administrator.

.Gotothe {EMM installation location}\AT\{Version}\bin
directory.
.Run install at server win service.bat.

* install at server win service.bat mustbe runusing administrator
account.

. Go to Start > Administrative Tools > Services, and then check the following

services.

» Samsung SDS AT{Version} Server Background Service (AppTunnel Server)
» Samsung SDS EMM({Version} Server Background Service (EMM Server)

» Samsung SDS Push{Version} DCM(1) Background Service (Push DCM)

» Samsung SDS Push{Version} ECM(1) Background Service (Push ECM)

» Samsung SDS Push{Version} PS(1) Background Service (Push PS)
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» Samsung SDS Push{Version} SCM(1) Background Service (Push SCM)
» Samsung SDS Push{Version} ICM(1) Background Service (Push ICM)

6. The log on information should be set in the upper Windows service list, if a
Windows account is set as a database authentication method, when installing
EMM. For more information, see "Setting the Windows service log on" on
page 54 .

7. Select the service and right click, then click Start.
* Execute the services in order.

Note: « Depending on the level of authority given to the service account,
EMM server should be operated as a Windows background service.
« EMM service is automatically (delay start) registered. The minimum

delay time for service startup is 3 minutes.

Setting the Windows service log on

The log on information for each Windows service should be set when installing EMM,
if the EMM DB is set with the Windows privilege.
1. Select Start > Administrative Tools > Services menu and the EMM-related

Windows service. Right click the mouse button and select Properties.

» Samsung SDS AT{Version} Server Background Service (AppTunnel Server)

» Samsung SDS EMM({Version} Server Background Service (EMM Server)

» Samsung SDS Push{Version} DCM(1) Background Service (Push DCM)

» Samsung SDS Push{Version} ECM(1) Background Service (Push ECM)

» Samsung SDS Push{Version} PS(1) Background Service (Push PS)

* Samsung SDS Push{Version} SCM(1) Background Service (Push SCM)

» Samsung SDS Push{Version} ICM(1) Background Service (Push ICM)

2. Select This account and input the domain account and password and then,
click OK.

EMMI == _1 Server Background Service Properties B l@

[ General} Log On [Recovery I Dependencies

Log on as:

© Local System account

Allow service to interact with desktop

@ This account: TESTLAB®emm| Browse...
Password: Oy

Confirm password: tt;oooooooooooo

Help me confiqure user account log on options

ok J[ cancel J[ ooty ]
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4.1.2 Multi-server environment

The explanation below is based on figure 1-5 in "chapter 1.2.2, Multi server
architecture” on page 5.

Running EMM as foreground service

1.

Go to the server on which EMM was installed.

2. Go to Apps > Samsung SDS to run the following services in order.

a. Push DCM Start
b. Push ECM Start
c. Push PS Start

d. Push SCM Start
e. Push ICM Start

f. AT Server Start

g. EMM Server Start

. Go to the web server.
. Register for Apache service.

a. Open a command prompt with the {Apache24forEMM installation
location}\bin\ directory.

b. Enter httpd -k install {Web server name} command.

. Click ApacheMonitor.exe in bin directory and click Y» on the right side

of taskbar to check the status.

.Goto {Push Proxy installation location}\PushProxy\ {Version}

\bin and run the following files in order.

a. push dpp 1 start.bat
b. push epp 1 start.bat
c. push ppp 1 start.bat

.Go to {AppTunnel Relay installation location}\AT\{Version}

\at-relay\bintorun at realay start.bat file.

Running EMM as background service

If Register for Windows service is checked after EMM installation is completed,
skip 1 to 5 steps.

1

. Go to the server in which EMM was installed.
2.

Gotothe {EMM installation location}\EMM\{Version}\apache
-tomcat-8.0.39\bin directory.

.Run emm service install.bat file.

* emm service install.bat must be run using an administrator.

.Gotothe {EMM installation location}\AT\{Version}\bin

directory.

.Run install at server win service.bat file.
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* install at server win service.bat file must be run using
administrator account.

6. Go to the web server and register for Apache service.

a. Open a command prompt with the {Apache24forEMM installation
location}\bin\ directory.

b. Enter httpd -k install {Web server name} command.

7. Goto {Push Proxy installation location}\PushProxy\{Version}
\bin directory.

8.Run install push proxy win service.bat file.

* install push proxy win service.bat must be run using
administrator account.

9. Goto {AppTunnel Relay installation location}\AT\{Version}\
at-relay\bin directory.

10. Run install at relay win service.bat file.

* install at relay win service.bat file must be run using
administrator account.

11. Go to Start > Administrative Tools > Services, and then check the following
services.

Server Service

Server with EMM | Samsung SDS Push{Version} DCM(1) Background Service

Samsung SDS Push{Version} ECM(1) Background Service

Samsung SDS Push{Version} PS(1) Background Service
Samsung SDS Push{Version} SCM(1) Background Service

Samsung SDS Push{Version} ICM(1) Background Service

Samsung SDS AT{Version} Server Background Service

Samsung SDS EMM{Version} Server Background Service

Web server Samsung SDS PushProxy{Version} DPP(1) Background Service

Samsung SDS PushProxy{Version} EPP(1) Background Service

Samsung SDS PushProxy{Version} PPP(1) Background Service

Samsung SDS AT{Version} Relay Background Service

12. The log on information should be set in the upper Windows service list, if a
Windows account is set as a database authentication method, when installing
EMM. For more information, see "Setting the Windows service log on" on
page 54.

13. Select the service and right click, then click Start.

» Execute the services in the order.

Note: « Depending on the level of authority given to service account, the EMM
server should operate as Windows background service.

* EMM service is automatically (delay start) registered. The minimum
delay time for the service startup is 3 minutes.
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4.2

Checking EMM status

This chapter describes how to check if the port and firewall used by EMM are open
after installation.

Checking EMM ports

Check whether the port is used with netstat commands (netstat-noa|findstr
port number) in the command prompt. If the netstat command is not working,
check the log of the server not responding in the { Installation location}\

{Service}\{Version}\log directory.

e For the port used for EMM, see the "chapter 2.4, Pre-installation checklist" on

page 21.
Server Service Log Notes
Server with EMM emm.log
EMM Push PS ps_{Service start date}.log
Push DCM dcm_{Service start date}.log
Push SCM scm_{Service start date}.log
Push ECM ecm_{Service start date}.log
Push ICM icm_{Service start date}.log
AppTunnel at_{Service start date}.log
Web server Push Proxy PPP ppp_{Service start date}.log | Multi-server

Push Proxy DPP

dpp_{Service start date}.log

Push Proxy EPP

epp_{Service start date}.log

AppTunnel Relay

at_{Service start date}.log

environment
only

Check if firewall is open

Check if other PCs can use telnet commands to access the inbound release
port. See "chapter 2.4, Pre-installation checklist" on page 21 for firewall access

rule.

For example, telnet {fEMM Server IP} 35080

e Contact the person in charge of the firewall If there is no response to the

command.
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4.3 Confirming the EMM license

Since EMM works with a demo license at first, only limited functions are available.
Before using EMM, the issued license must be registered. To register the license,
complete the follow steps. For more information about confirming the EMM
license in the chapter that explain Registering license in the Samsung SDS EMM
Administrator’s Guide.

License Detail

EMM_LICENSE Company Name Maximum numbers of devices 100 (Registered Devices - 42)

Product Key - License Version V151 Maximum number of API Client 10

EMM | -
| Security Level HIGH SecuCamera Count 10 (Activated SecuCameras : 2)

Access Period 2020-10-23~2021-12-31 Visitor Do not use
Single Product UMP;APPTUNNEL Knox Portal for Mobile Do not use

Connector DBRESTWS Samsung Group Do not use

1. Log in to EMM Admin Portal.
* The address of EMM Admin Portal:
- Single-server: https://EMM server IP address or domain:port/emm
- Multi-server: https://IP address or domain of Web server:port/emm
* The default user ID and password are admin.
2. Go to Setting > License and click the license to see the details.

3. Check Access Period, Security Level, and Single Product of the license that
appears at the top of the "License Detail" page.

* If the license validity terms and product options do not match, contact the
license issuer.

4. Select the EMM license from the list, click the Modify button, enter the
License key value, and click Save.

Note: « TMS manages license in Multi-Tenant mode; therefore, EMM does
not show the menu in Multi-Tenant mode. In Multi-Tenant mode,
TMS manages license registration and management in the TMS server.
For more information, see the Samsung SDS TMS Administrator’s
Guide.

« If you use KPE-Premium, go to Setting > License, click the Add

button, and enter the value of license in the License Key field. For
the Knox license, contact the sales manager.
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4.4 Setting the service profile

The service profile is service information downloaded from the EMM server to the
user device when the device is provisioned. The service profile manages values
such as EMM Server, EMM Client, Push server, AppTunnel server, App store, Audit
Server, Log Server and MDM Server.

4.4.1 Single-server environment
To set the service profile for single-server, complete the following steps.

1. Go to Setting> Server > Configuration in the EMM Admin Portal.
2. Click Service profile.
3. Change the following values according to the installation environment.
* EMM server domain: Public IP or domain
* HTTPS/HTTP port of EMM server: e.g. 35080
* Push server domain: Public IP or domain.
* TCP port of Push server: e.g. 35000
* AppTunnel server domain: Public IP or domain.
* HTTP port of AppTunnel server: e.g. 36000

* See the "Appendix C, Audit Remote Logging" on page 110 for transferring
Audit logs to the remote log server or for sending the audit log files to an
external server.

Profile category | Item The value to be changed
EMM Server Protocol Type to Access EMM Server http

EMM Server Host EMM server domain

EMM Server Port 35080

EMM Server Context emm

Request Timeout(ms) 30000

Compression upon request (TRUE/FALSE) | FALSE

Request Data Type XML

Protocol Type to Access Cert Server https

Cert Server Host EMM server domain
Cert Server Port 35443

Cert Server Context emm

Protocol Type to Access Provision Server | https

Provision Server Host EMM server domain

Provision Server Port 35443
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Profile category | Item The value to be changed
EMM Client URL for EMM packages distribution https://EMM server domain
:35443/emm/ws/appFileDo
wn/getEMMiInstallJson
Push AppTunnel Host EMM server domain
AppTunnel Port 36000
Push Master PS Host EMM server domain
Push Master PS Port 35000
Push Slave PS Host EMM server domain
Push Slave PS Port 35000
App Store App Store Access URL https://EMM server
domain:35443/emm/mobile
/bas.do
Audit Server Protocol Type to Access Audit Server https
Audit Server Host EMM server domain
Audit Server Port 35443
Audit Server Context Its
Audit Server Access Timeout(ms) 30000
AuditLog File Size for Automatic Upload | 10240
(unit:byte) The size of the log file
automatically uploaded to
the server from the device
Log Server Protocol Type to Access Log Server https

Log Server Host

EMM server domain

Log Server Port 35443
Log Server Context Its

Log Server Access Timeout(ms) 30000
Log File Storage Period(unit:day) 7

Log File Size Limit(unit:byte) 10485760
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Profile category | Item

The value to be changed

MDM

EMM Agent Download URL

https://EMM server domain

:35443/emm/down/file/EM
MAgent.apk

Push Agent Download URL

https://EMM server domain

:35443/emm/down/file/Sam
sung SDS-Push-Agent.apk

MDM Enrollment URL for iOS

https://EMM server domain
:35443/emm

Client Download URL after Factory Reset

https://EMM server domain

:35443/emm/down/file/EM
MClient.apk

Client-signature for validation after
factory reset

Signature value that are
extracted from the EMM
Client.

Client package name for validating
installation after factory reset

com.sds.emm.client

44.2 Multi-server environment
To set the service profile for multi-server, complete the following steps.

1. Go to Setting> Service> Configuration.

2. Click Service profile.

3. Change the following values according to the installation environment.

Domain of EMM server: Public IP or domain of Web server

HTTPS/HTTP port of EMM server: e.g. 443

Domain of Push Proxy server: Public IP or domain of Push Proxy server.

TCP port of Push Proxy PPP: e.g. 35100

Domain of AppTunnel Relay server: Public IP or domain of Push Proxy server.

TCP port of AppTunnel Relay server: e.g. 36110

See the "Appendix C, Audit Remote Logging" on page 110 for transferring
Audit logs to the remote log server or for sending the audit log files to an

external server.
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Profile category | Item The value to be changed
EMM Server Protocol Type to Access EMM http
Server
EMM Server Host EMM server domain
EMM Server Port 443
EMM Server Context emm
Request Timeout(ms) 30000
Compression upon FALSE
request(TRUE/FALSE)
Request Data Type XML
Protocol Type to Access Cert Server | https
Cert Server Host EMM server domain
Cert Server Port 443
Cert Server Context emm
Protocol Type to Access Provision | https
Server
Provision Server Host EMM server domain
Provision Server Port 443
EMM Client URL for EMM packages distribution | https://EMM server domain
:443/emm/ws/appFileDown/get
EMMlInstallJson
Push AppTunnel Host EMM server domain
AppTunnel Port 36000
Push Master PS Host EMM server domain
Push Master PS Port 35000
Push Slave PS Host EMM server domain
Push Slave PS Port 35000
App Store App Store Access URL https://EMM server
domain:443/emm/mobile/bas.do
Audit Server Protocol Type to Access Audit https

Server

Audit Server Host

EMM server domain

Audit Server Port 443
Audit Server Context Its
Audit Server Access Timeout(ms) 30000
AuditLog File Size for Automatic 10240

Upload (unit:byte)

The size of the log file
automatically uploaded to the
server from the device

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.



4 Post-installation

Profile category | Item The value to be changed
Log Server Protocol Type to Access Log Server | https
Log Server Host EMM server domain
Log Server Port 35443
Log Server Context Its
Log Server Access Timeout(ms) 30000
Log File Storage Period(unit:day) 3
Log File Size Limit(unit:byte) 1048576
MDM EMM Agent Download URL https://EMM erver domain:443
/emm/down/file/EMMAgent.apk
Push Agent Download URL https://EMM erver domain
:443/emm/down/file/Samsung
SDS-Push-Agent.apk
MDM Enrollment URL for iOS https://EMM server domain
443/emm
Client Download URL after Factory | https://EMM server domain
Reset :443/emm/down/file/EMMClient.
apk
Client-signature for validation after
factory reset
Client package name for validating | com.sds.emm.client
installation after factory reset
Note:

The domain name of server URL is automatically entered as the Public IP
of EMM server in installation setup file (EMM{Version} H SETUP.ini).
For more details, see "Appendix E, Installation Environment File" on page

154.
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4.5

4.6

Registering certificate authority

The CA server information needs to be registered in the EMM Admin Portal to
implement TLS communication between the EMM server and the device. For more
information about registering CA, see the chapter that explains Managing
certificate in the Samsung SDS EMM Administrator’s Guide.

Configuring a certificate for HTTPS

When the EMM is enrolled on a device, the device connects the EMM server by
HTTPS or HTTP communications for DN (Distinguish Name) authentication of the
device certificate. For connection by HTTPS, the Root CA and DN of EMM server
must be authenticated. To authenticate a certificate, DN information must be
configured. The instruction to configure a certificate is as below.

Adding or changing a Root certificate of the EMM server

When HTTPS communications are done by a self-signed certificate on the Push,
AppTunnel, or EMM servers, or the certificates unregistered on the JAVA cacerts
are used, you must add a Root certificate. Also when the certificate of Trust Store
expired or was reissued, you must change the Root certificate. The cacerts file
provided by JAVA is formed by JKS. So you must convert it into a P12 file and then
convert into FIPS Compliant certificate.

The essential prerequisites of the certificate are as below:

e Trust Store requires P12 file format and FIPS Compliant.
e Password for P12 file in Trust Store should be "changeit.”

You must set the following server certificates that communicate with devices:

Service Configuration Target certificate

Push Proxy mode a certificate of each Push Proxy server
Non-Proxy mode a certificate of each Push server

AppTunnel Relay mode a certificate of each AppTunnel Relay server
Non-Relay mode a certificate of each AppTunnel server

To add or change a root certificate, complete the following steps.

1. Backup {PUSH HOME}\resources\cacertsl180.pl2 file:
The cacerts180.p12 is the converted file from the cacerts file into a P12
type and FIPS compliant certificate.

2. Import the Root certificate of EMM server into
{JAVA HOME}\jre\lib\security\cacerts. At command window, enter
as below. Password should be “changeit.”
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* YYY: Any alias unduplicated with an alias of the existing cacerts certificate
+ XXX.cer: The Root certificate of EMM server

keytool -import -alias YYY -file XXX.cer -keystore
{JAVA HOME}\jre\lib\security\cacerts

3. Copy {JAVA HOME}\jre\lib\security\cacerts file into
{PUSH_HOME}\resources\cacert&

4. Convert {PUSH_HOME } \resources\cacerts file as type of JKS into PKCS12
type. The conversion scripts are as below.

keytool -importkeystore -srckeystore
{PUSH_HOME}/resources/cacerts

-srcstoretype JKS -deststoretype PKCS12 -destkeystore
{PUSH_HOME} /resources/cacerts.pl2

5. Convert {PUSH HOME}\resources\cacerts.pl2 file into the FIPS
compliant certificate with the converter provided.

Note: « The provided FIPS conversion tool was changed. You must convert a
certificate by using the changed conversion tool. The
Fipsl40Converter.jar file date of the latest conversion tool is
July 24, 2015.

 The FIPS conversion tool must be run in a JAVA environment where
the EMC Crypto module (Tomcat RSA patch) is patched.

6. Modify a file name cacerts.pl2in {PUSH HOME}\resources directory
into cacerts180.pl2.

7. Copy a cacerts180.p12 certificate to each server directory based on EMM
configuration.

* Push Proxy: {PushProxy HOME}\resources
* AppTunnel: {ATS HOME}\resources
* AppTunnel Relay: {ATR HOME}\resources

4.7 Registering users and devices

Register the users and devices to use EMM in the Admin Portal. For more
information, see Samsung SDS EMM Administrator’s Guide.

4.8 Registering EMM apps

The EMM service is available on a device only with the EMM application registered in
the EMM Admin Portal. For more information about registering EMM applications,
see Samsung SDS EMM Administrator’s Guide.
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1. Download APK files (EMM Agent, EMM Client, and Push) and IPA files (EMM
Client for iOS) officially released.

. Log in to EMM Admin Portal.

. Go to Setting >EMM Application and Policy > EMM Application.
. Click Add on the top of the page.

. Add APK files and IPA files according to the category.

U A W N

* Agent: Samsung SDS EMM Agent.apk
* Client: Samsung SDS EMM Client.ipa
- In case of using separate packages for EMM Client and Agent, Samsung
SDS EMM Client.apk for Android should be registered.
* Push Agent: Samsung SDS Push Agent.apk
- In case of using Private Push, add the apk file.

* For automatic updating, check Automatic Update.

4.9 Test

Start the test when installation of EMM Client, EMM Agent, and Push Agent are
completed on the device. See the information about how to install and test the
EMM application on the device in the chapter that explains Checking device policies and
Using applications in the Samsung SDS EMM User's Guide.

Note: + See "Appendix C, Audit Remote Logging" on page 110 for using
remote log server.
» For TLS communication between the EMM server and a device, the
root certificate for the CA server should be installed on a device.
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5.1

Updating EMM

This chapter describes how to update Samsung SDS EMM (hereinafter "EMM") to the
latest version. See the following steps to apply the EMM patch.

Stopping N Installing N Starting
Services EMM patch "l services

Administrator can only update to the new release version from the latest version of
the existing versions. e.g., 1.6.1 -> 2.0

Exceptionally, the EMM 1.5.1 patch installer can be installed from 1.3 or 1.4 version.
The patch is supported in an environment using Windows OS and MS SQL
database.

Note: Please be aware of vulnerabilities of Windows CryptoAPI used in ECC
certificates authentication, and download the Windows server security patch
from following URL:
https://portal.msrc.microsoft.com/en-US/securityguidance/

advisory/CVE-2020-0601

Please note the following when you update the EMM.

e You must use the existing license information (ticket, ticket index, and key
table file) when updating the EMM.

e When you update EMM from 1.3 or 1.4 version with Push being installed on
the separated server constructed with HA, run the database script after
updating EMM. For more detail about how to run the script, see "Samsung
SDS Push Installation Guide”.

e To use iOS 12, you need to add ciphers to the Tomcat configuration file. To
learn more, see "Support for iOS 12" on page 108

Note: The Push ICM module provides a TLS channel for message exchange
between physically separated servers. This service runs when the Push is
installed on a separate server to provide high availability.

Stopping services

The two services can stop by stopping either the foreground or background service
depending on service implementation method.
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5.1.1  Single-server environment

Before installing the EMM patch, EMM, Push, and AppTunnel services should be
stopped.

Stopping foreground services
To stop EMM, Push, and AppTunnel services, complete the following steps.
1. Go to {EMM installation location}\EMM\{Version}\apache-tomcat-
{Version}\bin\.
2. Execute shutdown.bat file. This will shut down Tomcat, terminating EMM.
3. Close the following Push service windows:
* Push ({Version}) DCM(1) 35001,35011
* Push ({Version}) PS(1) 35000,35010
* Push ({Version}) SCM(1) 35002,35012
* Push ({Version}) ECM(1) 35003,35013
* Push {Version} ICM(1) 35004,35014
4. Close the following AppTunnel service window:
« AT Server ({Version}) 36000

Stopping background services

Go to Start > Administrative Tools > Services and stop the following background
services. Select a service with a right click, and then click Stop.

e Samsung SDS Push{Version} DCM(1) Background Service

e Samsung SDS Push{Version} PS(1) Background Service

e Samsung SDS Push{Version} SCM(1) Background Service

e Samsung SDS Push{Version} ECM(1) Background Service

e Samsung SDS Push{Version} ICM(1) Background Service

e Samsung SDS AT{Version} Server Background Service

e Samsung SDS EMM({Version} Server Background Service

5.1.2 Multi-server environment

Before installing EMM patch, EMM, Push, AppTunnel, Push Proxy, and AppTunnel
Relay services should be stopped. The explanation below is based on "chapter
1.2.2, Multi server architecture" on page 5.

Stopping foreground services

To stop EMM patch, EMM, Push, AppTunnel, Push Proxy, and AppTunnel Relay
services, complete the following steps.

1. Go to the server in which EMM was installed.
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2. Go to {EMM installation location}\EMM\{Version}\apache-tomcat-
{Version}\bin\.

3. Execute shutdown.bat file. This will shut down Tomcat, terminating EMM.
4. Close the following Push and AppTunnel service windows:
* Push ({Version}) DCM(1) 35001,35011
Push ({Version}) PS(1) 35000,35010
Push ({Version}) SCM(1) 35002,35012
Push ({Version}) ECM(1) 35003,35013
Push {Version} ICM(1) 35004,35014
« AT Server ({Version}) 36000

5. Go to the server in which Proxy for EMM was installed.

6. Close the following Push Proxy and AppTunnel Relay service windows:
* PushProxy ({Version}) DPP(1) 35100,35110
» PushProxy ({Version}) PPP(1) 35101,35111
* PushProxy ({Version}) EPP(1) 35103,35113
» AT Relay ({Version}) 36110

Stopping background services

Go to Start > Administrative Tools > Services and stop the following background
services. Select a service with right click, and then click Stop.

Server Service

Server with EMM Samsung SDS Push{Version} DCM(1) Background Service
Samsung SDS Push{Version} ECM(1) Background Service

Samsung SDS Push{Version} PS(1) Background Service
Samsung SDS Push{Version} SCM(1) Background Service

Samsung SDS Push{Version} ICM(1) Background Service

Samsung SDS AT{Version} Server Background Service

Samsung SDS EMM({Version} Server Background Service

Server with Proxy for | Samsung SDS PushProxy{Version} DPP(1) Background Service
EMM

Samsung SDS PushProxy{Version} EPP(1) Background Service

Samsung SDS PushProxy{Version} PPP(1) Background Service

Samsung SDS AT{Version} Relay Background Service

69

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.



5 Updating EMM

5.2 Installing EMM patch

52.1 Checking digital signature

Samsung SDS provides an EMM patch installer, with a Samsung SDS certificate
included in it, on a CD or by a downloadable link. You can check the digital signature
of the installer, before installing the EMM patch.
1. Right-click EMM_Patch {Version} H {Builddate}.exe, and then go
to Properties.
2. Click Details button in Digital Signature tab.
3. Click View Certificate button to see the details of the digital signature.

EMM_Patch_ _ W\ Properties L= Digital Signature Details ‘_@__23_
[ Security [ Details | Previous Versions General l Advanced
| General | C | Digttal Signatures
] ::’/) Digital Signature Information
Signature list #£|  This digital signature is OK.
Name of signer: Digest algorithm Timestamp
Samsung SDSC... md5 Monday. June 22, 20... Signer information
Name: [samsung s0s Co., Ltd
E-mail: INot available

Signing time: [ Monday, June 22, 201510:33:01AM
View Certificate

Countersignatures
Name of signer: E-mail address: Timestamp
Symantec Time ...  Not available Monday, June 22, 2...
Details
Note: An installation file not digitally signed does not have a Digital Signatures

tab as below.
B EMM_Setup_' ' _ " _unsigning.exe pr. [0

General | Compatibility | Secuiity | Details | Previous Versions |

IEMM_S etup_ L ' _unsigning.exe l

Type of file:  Application (.exe)

Description:  Setup Launcher Unicode

Location: C:\Users\&dministrator\D esktop\CC_Certificate
Size: 2.63 MB (2,825,715 bytes)
Size ondisk:  2.69 MB (2,826,240 bytes)

Created: Today, March 2, 2015, 6 minutes ago
Modified: Yesterday, March 1, 2015, 10:09:53 PM
Accessed: Today, March 2, 2015, 6 minutes ago

Attributes: [Vl Read-only [ ] Hidden

oKk | [ Cancel Apply
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52.2 Installing the patch in a single-server environment
Install the patch to the server in which EMM has been installed.

1.Run EMM Patch {Version} H {Builddate}.exe.

* The patch file should be installed using an administrator account.
2. Select a desired language, then click OK.
3. When InstallShield Wizard starts, click Next to continue.

Welcome to the InstallShield Wizard for
Samsung SDS EMM High Security PATCH

|
|
Samsung SDS| The InstaliShield(R) Wizard will install Samsung SDS EMM
E M M High Security PATCH on your computer. To continue, dick
Next.

WARNING: This program is protected by copyright law and
international treaties.

Enterprise

Mobility
Management

| <Back@) | _Nextt)> ][ cCancel ]

4. Read this end user license agreement carefully and check I accept the terms
in the license agreement. Then click Next.

License Agreement r
Please read the following license agreement carefully. _l

End User License Agreement =
This End User License Agreement ("EULA”) is a binding contract between (@
the END USER (“Customer™) and Samsung SDS Co., Ltd (“SDS™) which
governs Customer’s use of software and services provided by SDS and/or its
licensors.

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
ACCESSING OR USING THE SOFTWARE BECAUSE IT
CONSTITUES A BINDING LEGAL AGREEMENT BETWEEN

ATIOTAN LMD AAT OO DT A ST OCTAT,A AD TIOTATA TTTT

@) I accept the terms in the license agreement
(©) I do not accept the terms in the license agreement

-

Instalishield

[ <Back®) |[ Nextt)> | [ cancel |
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5. Enter the database information used to install the previous version and click

Next.

» DB Patch: Set whether or not to update the database.
The default value is Patch. In the HA server environment, only the primary
server's database needs to be updated. Select No Patch for the rest of

servers.

Database Configuration

The DB schema changes exist . Please enter the DB inf

DB Patch
Database Type
Authentication
Host

Instance Name
DB Name(SID)

User

InstallShield

® sqQL Server

MSSQL v]

O windows

Ietc.testlab.local Port |1433
EMMI30EDB_010S

[emmi1306_ot0s Password

l < Back(B) ” Next(N) > II Cancel I

6. Select EC or RSA from the Push Certificate Key Type as the certificate key
algorithm for the push server, and then click Next.

Push Certificate Configuration

Specify the Push Certificate Settings I '

Push Certificate Key Type

CI.

* Please choose a certificate type in use for Push server.

InstallShield

[ <Bak®) [ Next)> | [ cancel |
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7. Click Install.

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstaliShield

[ <Back@®) | Instal ][ cancel

8. Click Finish.
* After updating EMM 1.5.1, follow the step for the additional settings.

Note: Below are directories to back up the previous versions and to save new
files created during patch installation.
« Backup files:

—-{EMM installation location}\EMM\{Version}\backup\{Patch
Version}

—{EMM installation location}\Push\{Version}\backup\{Patch
Version}

-{EMM installation location}\AT\{Version}\backup\{Patch
Version}

« Patch files:

—{EMM installation location}\EMM\PATCH\{Patch Version}
—{EMM installation location}\Push\PATCH\{Patch Version}
—{EMM installation location}\AT\PATCH\{Patch Version}

52.3 Installing a patch in a multi-server environment

For patch installation in a multi-server environment, see "chapter 1.2.2, Multi server
architecture" on page 5.

Installing an EMM patch

Run EMM patch in the server in which EMM was installed, Push, and AppTunnel
patches will also be installed at the same time. The installation process is the same
as "chapter 5.2.2, Installing the patch in a single-server environment" on page 71
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Installing the Push Proxy patch

Run Push patch on the server in which Push Proxy was installed. For more details
on installation, see the chapter that explains Installing Push Proxy in the Samsung
SDS Push Installation Guide.

Installing AppTunnel Relay patch

Run AppTunnel patch on the server in which AppTunnel Relay has been installed.
For more information, see the Chapter 5 of “Samsung SDS AppTunnel Installation
Guide".

Configuring a EMM certificate

When Push and AppTunnel connect with the EMM server by HTTPS communication,
you need to configure a EMM certificate.

Note: Below are directories to back up the previous versions and to save new
files created during patch installation.
« Backup files:
—-{EMM installation location}\EMM\{Version}\backup\{Patch
Version}
-{EMM installation location}\Push\{Version}\backup\
{Patch Version}
—-{EMM installation location}\AT\{Version}lat-server\
backup\{Patch Version}
-{Push Proxy installation location}\PushProxy\{Version}
\backup\ {Patch Version}
- {AppTunnel Relay installation location}\AT\{Version}\
at-relay\backup\{Patch Version}
« Patch files:
—{EMM installation location}\EMM\PATCH\{Patch Version}
—{EMM installation location}\Push\PATCH\ {Patch Version}
—{EMM installation location}\AT\PATCH\{Patch Version}
—{Push Proxy installation location}\PushProxy\PATCH\
{Patch Version}
-{AppTunnel Relay installation location}\AT\PATCH\
{Patch Version} Relay
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524

53

54

5.4.1

Uploading APK file

You should upload the EMM Client, Agent, and Push Agent to update to in the
EMM Admin Portal.

Changing RSA modules

After updating by EMM 1.5.1, you need to change the below RSA modules. Install
EMC Crypto module certified by officially-released FIPS 140-2.

1. Back up the below files in the existed {JDK HOME path}\jre\lib\ext
directory.
*certj.jar
* cryptojce-*.jar
* cryptojcommon-*.jar
* jcmFIPS-*.jar
*sslj-*.jar
2. Decompress the tomcat rsa module.zip file to the any directory.

3. Copy the files, {decompressed tomcat rsa module.zip path} to
{JDK_HOME path}\jrel\lib\ext.

s cryptojce-6.2.5.jar

* cryptojcommon-6.2.5.jar
* jcmFIPS-6.2.5.jar
*sslj-6.2.6.jar

s cryptojtestwriter.jar

Starting services

After completing the patch installation, start EMM, Push, and AppTunnel services
again by starting either the foreground or background service. If updates were
done successfully, the service runs normally.

Single-server environment

Starting foreground services

To run EMM, Push, and AppTunnel by starting the foreground service, complete
the following steps:

1. Go to {EMM installation location}\EMM\{Version}\apache-tomcat-
{Version}\bin\.
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2.

Execute startup.bat file. That will start Tomcat, starting EMM.

3. Access the directory, {EMM installation location}\Push\{Version}

\bin, to run the following Push batch files:
* push dcm 1 start.bat

* push ps 1 start.bat

* push scm 1 start.bat

* push ecm 1 start.bat

* push icm 1 start.bat

4. Access the directory, {EMM installation location}\AT\{Version}\

at-server\bin, to runthe AppTunnel batch file.
* AT Server Start.bat

Starting background services

Go to Start > Administrative Tools > Services and start the following background
services. Select a service with a right click, and then click Start.

Note:

Samsung SDS Push{Version} DCM(1) Background Service
Samsung SDS Push{Version} PS(1) Background Service
Samsung SDS Push{Version} SCM(1) Background Service
Samsung SDS Push{Version} ECM(1) Background Service
Samsung SDS Push{Version} ICM(1) Background Service
Samsung SDS AT{Version} Server Background Service

Samsung SDS EMM{Version} Server Background Service

« If a Windows account is set as a database authentication method when
EMM is first installed, additional setting is required. The log on information
should be set in the upper Windows service list after updating EMM. For
more information, see "Setting the Windows service log on in chapter 4"
on page 54 .

* Run the file, EMM Patch {Version} H {Builddate}.exe,
again after the patch is installed to uninstall the patch and restore the
earlier version.

54.2 Multi-server environment

Starting foreground services

To run EMM, Push, AppTunnel, Push Proxy, and AppTunnel Relay by starting
foreground service, complete the following steps:

1. Go to the server in which EMM has been installed.

2. Goto {EMM installation location}\EMM\ {Version}\apache-tomcat-

3.

{Version}\bin\.

Execute startup.bat file. That will start Tomcat, starting EMM.
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4. Access the directory, {EMM installation location}
\Push\ {Version}\bin, to run the following Push batch files:

* push dcm 1 start.bat
* push ps 1 start.bat

* push scm 1 start.bat
* push ecm 1 start.bat
* push icm 1 start.bat

5. Access the directory, {EMM installation location}\AT\{Version}
\at-server\bin, to runthe AppTunnel batch file.

* AT Server Start.bat
6. Go to the server in which Proxy for EMM has been installed.

7. Access the directory, {Push Proxy installation location}\PushProxy
\{Version}\bin, to run the following Push Proxy batch files:

* push dpp 1 start.bat
* push epp 1 start.bat
* push ppp 1 start.bat

8. Access the directory, { AppTunnel Relay installation location}
\{Version}\at-relay\bin, torunat realay start.bat file.

Starting background services

Go to Start > Administrative Tools > Services and start the following background
services. Select a service with right click, and then click Start.

Server Service

Server with EMM Samsung SDS Push{Version} DCM(1) Background Service

Samsung SDS Push{Version} ECM(1) Background Service

Samsung SDS Push{Version} PS(1) Background Service

Samsung SDS Push{Version} SCM(1) Background Service

Samsung SDS Push{Version} ICM(1) Background Service

Samsung SDS AT{Version} Server Background Service

Samsung SDS EMM{Version} Server Background Service

Server with Proxy for | Samsung SDS PushProxy{Version} DPP(1) Background Service
EMM

Samsung SDS PushProxy{Version} EPP(1) Background Service

Samsung SDS PushProxy{Version} PPP(1) Background Service

Samsung SDS AT{Version} Relay Background Service
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Note: « If a Windows account is set as a database authentication method when
EMM is first installed, additional setting is required. The log on information
should be set in the upper Windows service list after updating EMM. For
more information, see "Setting the Windows service log on in chapter 4"
on page 54.

* Run the file, EMM Patch {Version} H {Builddate}.exe,
again after the patch is installed to uninstall the patch and restore the
earlier version.

5.5 Retrieving the EMM patch

To return to the previous version by deleting the installed patch, navigate to
Control Panel > Program > Programs and Features and delete the installed
patch, or run EMM Patch {Version} H {Builddate}.exe. The installed
patch will be deleted and EMM will return to the previous version.

5.6 Tomcat Upgrade

To upgrade Tomcat, complete the following steps.

1. Stop the EMM/Push/AT (if available) services from the Windows Services app.

. Services o[ 3|
File Action View Help
e |@E Q= Hem v o uw
Services (Local) " Services (Local)
Samsung SDS EMM1.3.0_E Name - Description  Status Startup Type  Log On As A
Server Background Service & RPC Endpoint Mapper Resolves RP... Running Automatic Network Service
- . *4Samsung SDS EMM1.3.0_E Server Ba... Manual Local System
Start the service .
& Samsung Security Support Service Running  Automatic Local System
& Samsung Update Service Running  Automatic Local System
Description: &} SamsungSystemSupportService Running  Automatic Local System
samsung SDS EMM1.2.0 E &) ;
Server Background Service 5k Secondary Logon Enables star.. Running Manual Local System
&} Secure Socket Tunneling Protocol... Providessu... Running Manual Local Service
& Security Accounts Manager Thestartup ... Running Automatic Local System
& Security Center The WSCSV... Running Automatic (.. Local Service
& Sensor Data Service Delivers dat... Manual (Trig... ~ Local System
& Sensor Monitoring Service Monitors va... Manual (Trig... Local Service
& Sensor Service A service fo... Manual (Trig...  Local System
Gk Server Supportsfil... Running Automatic (T... Local System
& Shared PC Account Manager Manages pr... Disabled Local System
& Shell Hardware Detection Provides no... Running Automatic Local System
& Smart Card Manages ac... Manual (Trig...  Local Service
5k Smart Card Device Enumeration 5...  Creates soft... Manual (Trig... Local System e
'\, Extended £ Slandald/

2.Run emm_service uninstall.bat from {EMM}\apache-tomcat-
{Version}\bin folder.
Skip this step if the EMM is not running as a Windows service.

3. Backup installed Tomcat folder.
Change the folder name from apache-tomcat-{Version} to apache-
tomcat-{Version} bak.
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« T » This PC Local Disk (Dx) Samsung SDS » EMM » 13.0E

# Quick access Name Date modified
apache-tomcat-7.0.27
etc

B Desktop

Itswar
jeo
log

8 This PC storage

B 3D Objects war
I Desktop

3 Documents

¥ Downioads

D Music

&= Pictures

B Videos

O cao=

= Local Disk (C)

— Local Disk (D)

4. Unzip new Tomcat.
Download the new Tomcat from http://tomcat.apache.org/download-80.cgi
and unzip the file to the {EMM installation location}.

5. Copy bat files.
Copy following files from the {EMM installation location}\apache-tomcat-
{Version}\bin folder, and then paste it to {new Tomcat folder}\bin
folder.

* emm service install.bat

* emm service uninstall.bat
* emm start all.bat

* service.bat

* startup.bat

* catalina.bat

6. Edit bat files.
Edit below things from the bat files that are copied to the new Tomcat folder.
* emm service install.bat, emm service uninstall.bat,
emm start all.bat
- BEFORE:
cd D:\SamsungSDS\EMM\ {Version}\apache-tomcat-{Version}\bin
- AFTER:
cd D:\SamsungSDS\EMM\ {Version}\apache-tomcat-{New
Version}\bin

* service.bat

- BEFORE:
Set "CATALINA HOME=D:\SamsungSDS\EMM\ {Version}\apache-
tomcat-\{Version}"

- AFTER:
Set "CATALINA HOME=D:\SamsungSDS\EMM\ {Version}\apache-
tomcat-{New Version}"

Note: If Tomcat's major version is changed, below must be edited as well.
(Below change is from 7 to 8.)

1. Find the tomcat7.exe and switch to the tomcat8.exe (5 total).
2. Edit PR_DESCRIPTION.
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+ BEFORE: Set PR_DESCRIPTION=Apache Tomcat {Version} Server -
http://tomcat.apache.org/

+ AFTER:Set PR DESCRIPTION=Apache Tomcat {New Version} Server -
http://tomcat.apache.org/

3. Modify gc_log location.

* BEFORE:
"%EXECUTABLE%" //US//%SERVICE_NAME% --JvmOptions "-
Dcatalina.base=%CATALINA_BASE%;-Dcatalina.home=%CATALINA_HOME%;-
Djava.endorsed.dirs=%CATALINA_HOME%\endorsed;-XX:MaxPermSize=512m;-
XX:+PrintGCTimeStamps;-XX:+PrintHeapAtGC;-verbosegc;-Xloggc:D:
\SamsungSDS\EMM\{Versionf\apache-tomcat-{Versionfj\logs\gclog.log;" --
StartMode jvm --StopMode jym --JvmMs 512m --JvmMx 512m

+ AFTER:
"%EXECUTABLE%" //US//%SERVICE_NAME% --JvmOptions "-
Dcatalina.base=%CATALINA_BASE%;-Dcatalina.nome=%CATALINA_HOME%;-
Djava.endorsed.dirs=%CATALINA_HOME%\endorsed;-XX:MaxPermSize=512m;-
XX:+PrintGCTimeStamps;-XX:+PrintHeapAtGC;-verbosegc;-Xloggc:D:
\SamsungSDS\EMM\{Versionf\apache-tomcat-{New Versionj\logs\gclog.log;" --
StartMode jvm --StopMode jvm --JvmMs 512m --JvmMx 512m

* startup.bat

- BEFORE:
Set "CATALINA HOME=D:\SamsungSDS\EMM\ {Version}\apache-
tomcat-\{Version}"

- AFTER:
Set "CATALINA HOME=D:\SamsungSDS\EMM\ {Version}\apache-
tomcat-{New Version}"

7. Copy and Paste xml file.
Copy the server.xml file from {EMM installation location\apache-
tomcat-{Version}\conf folder and paste it to {new Tomcat
folder}tomcat\conf folder.

8. Modify xml file.
From the server.xml find
<ListenerclassName="org.apache.catalina.core.JasperListener"> </Listener>
and delete it.

9. Register new Tomcat as a Windows service.
Move to new Tomcat's bin folder (apache-tomcat-{New Version}\bin),
and run the emm service install.bat file as administrator.

10. Run the Tomcat service.
The EMM must be running as a background service.
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6 Configuring EMM High Availability

6 Configuring EMM High Availability

This chapter describes how to configure the system to increase the availability
of Samsung SDS EMM (hereinafter "EMM") to perform required services

without fail.

Prerequisites — Installing —— Configuring ——  Testing

6.1 System configurations

Components required to configure the EMM HA (High Availability) are described in
the following. For information about the EMM installation environment, see
"chapter 1.3, EMM installation environment" on page 6

6.1.1 Installation architecture

When configuring HA, install the EMM server, Web server, database server, and
external storage on separate servers. Connect the two servers (Web server and
EMM server) on the front-end L4 switch to provide high availability and scalability.
To access the EMM server from the EMM Client, call the public domain linked to

the L4 switch.

DMZ Network Internal Network
/[ns (Server Farm) ¥ _.M_ T m P mm k
WEB x1/ 36100 T REIY 514 ":“-"'é"" E@ 36008 S""’Ssuo“
|

‘\‘ ‘\ fi — ~gay———————————————————|
¥ }_ﬁ ‘ Push Core
\‘g’\ / aso00 PS 35010

W N tPush DCM
¢ 35001 35011
‘ | .} Wy 7

‘ Push Proxy
) -\ \35105 35110

&
( Internet /Proxy# oPP
public domain /) 2o L
/ €PP

\}:\\,_/\-‘”’ = ’;/ 35103 35113

35002 SM 35022

35003 ECM 35013

| ’! 7 Lasoos M 35014 [
—?V‘""—-\‘ f—' Y —————————— = CA Server
- 2 \ [35443
lIS(SeNerFann)L g - anT EMM
&
Firewall EB PRI ;sud """ T NWAS#S ATS'“"EmJ \
Push Proxy If Push Core N g
PPP H L;;ngq PS 35010 Databass
e /| Push [ (1<)
# DPP | 35001 35011 (sQL Serverzola)
Proy#2 |l 15101 35111 I Server #2
Network Flows Port — 5 I I 35002 SCM 35012 |
EMM  —.—. s 35103 35113 s I M
. Puh — Tcp I 35003 35013
+ AT * e 1 | 35008 IEM 35034 H1—
Firewall —————————
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6.12 Installation components

To configure the HA, you need external storage and L4 equipment.

Component

Description

L4 switch

This is used for load balancing and failover purposes, and it
must meet the following requirements.

« Load balancing: HTTP, HTTPS, VPN, and TCP/IP protocols are
available via a specific port.

« Failover: Active/Standby or Active/Active policy can apply.
The public domain is required to be matched with the IP of L4.
You need the public certificate for the public domain when
you install the EMM server.

WEB server

A web server that can be configured with IIS 8.5.

EMM server

A server consisting of Apache Tomcat. The Tomcat is installed
by default by the EMM Installer.

External Storage

A storage device for sharing files, such as images and APK files
registered by the EMM server.

This storage device should be present in a separate, third
place, and can be configured as an NAS server.

Database

All EMM servers configured for high availability must use the same
database. For example, the EMM1 and EMM2 servers must use the
same EMM DB connection address.

Note: As DB redundancy and EMM redundancy are separate matters,
this guide does not cover DB redundancy (Clustering).

6.1.3  Prerequisites

You must have the following to configure EMM HA.

Item Description

L4 domain An L4 domain is a single, external domain that is used to
communicate with the EMM Client and the EMM servers configured
for high availability. When you install the EMM and Push, make sure
to enter an L4 domain name for the external domain.

L4 domain Since the L4 domain certificate should be set to the server during

certificate the EMM installation, you must prepare the certificate in advance.
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Item

Description

Firewall | RMI port

RMI port is used to synchronize scheduling and transferring of
device log files between EMM1 and EMM2 servers. You must open
the RMI port between the two servers. The RMI port is defined as
follows in the {EMM Installation path}/war/WEB-
INF/classes/config/default-config.xml and {EMM
Installation path}/ltswar/WEB-INF/classes/config/
default-config.xml. The default portis 11029 and 11409. For
other information, such as the policy regarding turning off the
firewall, see "chapter 2.4, Pre-installation checklist" on page 21.

Push
UDP port

You must open the Push UDP port between the EMM1 and
EMM2 servers.

This is used to perform a health check from the Push server
and to open 35010, 35011, 35012, 35013, and 35014 UDP
ports between the two servers.
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6.2 Installing the servers

This section describes how to install the Web server and EMM server. The following
examples will help you understand the setting information.

Server Domain examples IP examples

L4 switch test8.testlab.local 192.168.0.78

WEB1 server test3.testlab.local 192.168.0.73
EMM1 server test4.testlab.local 192.168.0.74
WEB2 server test5.testlab.local 192.168.0.75
EMM2 server test6.testlab.local 192.168.0.76
Database etc.testlab.local

Installing the EMM1 server

Run the EMM installer to install the EMM?1 server. For more information about
installation procedures other than the HA configuration below, see "chapter 3.2.1,
Installing EMM" on page 38.

e SSL certificate settings: You must enter the L4 certificate for the SSL
certificate.

e Database settings: In the Host field, enter the domain name
(etc.testlab.local). Set the relevant database on the etc.testlab.local server
where MS SQL is installed.

Database Configuration
Specify the database settings used by EMM.

InstaliShield

Databese Type
Authentcaton
Host

Instance Name
DS Name(SID)

User

Password

MSSQL v

® SQL Server O windows

Ict:.tcsﬂab.local Port
IEMM 1308D3
IEMM 130

l 1433

[ssssseee |  ConfimPassword [soseeeed |

*Duplicate User or DB Name could cause errors during installation. So you need
to check it out before clicking Next.

| mext> || cenxd
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e Push network configuration: Enter the settings information for starting the
Push server. Select the Proxy Mode checkbox and enter the proxy server
information.

Item Description

Push External Host Enter the domain or IP address of the EMM1 server where
Push is installed.

Push Internal Host Enter the domain or IP address of the EMM1 server where
Push is installed.

Proxy External Host | You must enter the L4 domain because the address is
used to connect to the Push proxy server from your
device.

Proxy Internal Host | Enter the domain or IP address of the Web1 server
where Push Proxy is installed.

Push Network Configuration r
Configure the server external host and nternal host. J
Push Externel Host  [192.168.0.74 Push Internd Host |192. 168.0.74
[ Proxy Mede

Proxy External Host |test8.tesﬁab.local| Proxy Internal Host |192, 168.0.73

Configure the Host of the Push Module for access from the external network, and for
communication between Push components. (IP or Domain Name)

Firewall rues for each Host and Port must be configured before the instalation.

InstaliSheld

| <Bek || mstal | [ concel

Installing the Web1 server

Run the Push and AppTunnel installer to install the Web1 server. For more
information about setup procedures other than the following HA configuration,
see "chapter 3.2.3, Installing Push Proxy" on page 47 and "chapter 3.2.4, Installing
AppTunnel Relay" on page 48.
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e Push Proxy network configuration: Enter the settings information for starting
the Push Proxy server. Select the Proxy component and enter the proxy server

information.

item Description

Proxy External Host You must enter the L4 domain because the
address is used to connect to the Push proxy
server from your device.

Proxy Internal Host Enter the domain or IP address of the Web1 server
where Push Proxy is installed.

Push Proxy Network Configuration
Configure the network variables for the Proxy component.

Proxy External Host Itcste.tcsﬁob.local Proxy Internal Host I192. 168.0.73

* Configure the Host(IP or Domain Name) of the Proxy Module for access from the
external network, and for communication between CM components (Internal IP).

* Frewall rules for each IP and Port must be configured before the installaton.

o

InstalShie

[ <gack || std || Concal |

e AppTunnel Relay network settings: Enter the settings information for starting
the AppTunnel Relay server. Select the AT-Relay installation component and
enter the relay server information.

item Description

Relay External Host You must enter the L4 domain because the
address is used to connect to the AT Relay server
from your device.

Relay Internal Host Enter the domain or IP address of the Web1 server
where AT Relay is installed.
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App Tunnel Network Configuration
Configure the network variables for the AT-Relay component.

Relay External Host lteste.tesﬁab.local Relay Internal Host |192. 168.0.73

* Configure the Host of the Relay Module for access from the external network (IP or
Domain Name), and for communication between AT-Server components (IP or Domain
Name).

* Firewall rules for each Host and Port must be configured before the installation.

InstaliShield

[ <Bak | mstal ][ Cancel ]

e For details about the Web server settings, see "Additional settings for IIS" on
page 91.

Installing the EMM2 server

Run the EMM installer to install the EMM2 server. For more information about
setup procedures other than the following HA configuration, see "chapter 3.2.1,
Installing EMM" on page 38.

e SSL certificate settings: You must enter the L4 certificate for the SSL
certificate.

e Database settings: In the Host area, enter the domain name (etc.testlab.local).
Set the relevant database on the etc.testlab.local server where MS SQL is
installed. The database information you enter during the EMM2 server
installation must be the same as that of the EMM1 server installation.

Select No Install so that the EMM database is not created again.

MSSQL DB Setting Configuration r
Speafy the M550L DEMS Fle/DBA setings. I

DB Instalation |ND Instzl W

DBA Account ka
DBA Password

[[] seperate management of DB/Log files

D6 Fle Destnaton |

Log File Destnation |

* If you do not chedk for this condition, DB [ Log files are created in the defaudt directory
of MSS0L DE. If you create a file in 2 separate folder, pleass enter the pressnt inputs.

InstallShicld
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e Push network configuration: Enter the settings information for starting the
Push server. Select the Proxy Mode check box, and enter the proxy server

information.

item Description

Push External Host Enter the domain or IP address of the EMM2 server
where Push is installed.

Push Internal Host Enter the domain or IP address of the EMM2 server
where Push is installed.

Proxy External Host You must enter the L4 domain because the
address is used to connect to the Push proxy
server from your device.

Proxy Internal Host Enter the domain or IP address of the Web2 server
where Push Proxy is installed.

Push Network Configuration

Configure the server extemnal host and Intemal host.

Puch External Host |192.168.0.76 Puch Intemal Host |192_ 188.0.78

[V] Proxy Mode

Proxy External Host |bcst8.bcsﬁab.locd Proxy Intemal Host |192. 168.0.79

Configure the Host of the Push Module for access from the external network, and for
communication between Push components. (IP or Domain Name)

Firewal rdes for each Host and Port must be configured before the nstalation.

InstaliShield

| <Back || sl || Conce |
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Installing the Web2 server

Run the Push and AppTunnel installers to install the Web2 server. For more
information about setup procedures other than the following HA configuration,
see "chapter 3.2.3, Installing Push Proxy" on page 47 and "chapter 3.2.4, Installing
AppTunnel Relay" on page 48.

e Push proxy network configuration: Enter the settings information for starting

the Push Proxy server. Select the Proxy Mode check box and enter the proxy
server information.

item Description

Proxy External Host You must enter the L4 domain because the
address is used to connect to the Push proxy
server from your device.

Proxy Internal Host Enter the domain or IP address of the Web?2 server
where Push Proxy is installed.

Push Proxy Network Configuration
Configure the network variables for the Proxy component.

Proxy Extemal Host  |testB.testiab local Proxy Internal Host |192. 168.0.75

* Configure the Host(IP or Domain Name) of the Proxy Module for access from the
external network, and for communication between CM components (Internel IP).

* Firewell rules for each IP and Port must be configured before the installation.

InctalShield

| <Bak || sl || Cancel |

e AppTunnel relay configuration: Enter the settings information for starting the
AppTunnel Relay server. Select the AT-Relay installation component and enter
the relay server information.

item Description

Relay External Host You must enter the L4 domain because the
address is used to connect to the AT Relay server
from your device.

Relay Internal Host Enter the domain or IP address of the Web2 server
where AT Relay is installed.
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App Tunnel Network Configuration
Configure the network variables for the AT-Relay component.

Relay External Host Itests.tesﬂab.local Relay Internal Host I192. 168.0.75

* Configure the Host of the Relay Module for access from the external network (IP or
Domain Name), and for communication between AT-Server components (IP or Domain
Name).

* Firewall rules for each Host and Port must be configured before the installation.

InstallShield

[ <Back J[ imstal ][ cancel |

e For details about the Web server settings, see "Additional settings for IIS" on
page 91.
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Additional settings for IIS

Install Internet Information Services (IIS) on the Web server, and then install the
relevant components of Application Request Routing (ARR) as follows.To set up a
Server Farm for the HA configuration through IIS, complete the following steps:

e URL rewrite

e Web Farm Framework

e Application Request Routing
e External Cache

1. In the Internet Information Services (IIS) Manager, go to Connections >
Server Farms, and click Servers. On the Server Farm screen, go to Actions >
Add Server, and add a server to be configured for HA.

2. On the "Add Server" pop-up window, type the domain and IP information of
the EMM Server to link with the Server address, and click Add.
The following is an example of linking servers: The newly added EMM1 server
with the domain test4.testlab.local and the EMM2 server at test6.testlab.local.
The two EMM servers are configured for HA through IIS.

© @9 Sservers
L
Address = R | ]
adminisioto) || 6 et teiablocal
Add Server ?
b ) senvc Fart ¥ Onfne
4 3 BMMEA
Hide adanced sttings..

b 33 Severs

4 Advanced Settings
4 spphestionRaquefionti
35061

PetpsPort 35443
waght 100

Server Address Status |

3. Click the Server Farm that is configured for HA, and select Server Affinity.

Connections.
e-d| = | G;{l Server Farm
S5 StartPage Group by: Area - (25~
4 Y3 TESTS (TESTLAB\administrator)
(2 Application Poolz ServerFanm, - =
4[] Sites lfen | El B E = N
4 .4® Default Web Site = = é 2 % ﬁ- grﬁa g‘i
4 32 resources Caching Heslth Test Load Balance Monitoring Proxy Routing Server
b - upload ond Monag... Rules Affinity
4 33 Server Farms
4 33 EMMHAT
33 Servers
4. Select the Client affinity check box.
- Qj! Server Affinity
bj Stait bage L Use this feature to configure how Application Request Routing should affinitize requests to the content cervers.
495 TEST3 (TESTLAB\administrator)
‘ bﬂ Application Pools Client Affinity
4.6 Sites . .
- ] Client affini
4D Default Web Site “ Y
4 ,; resources O Ignore subdomains
b -] upload )
433 Server Farms Cookie name:
4-3% EMMHAT [ARRAffinity

p-33 Servers
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6.3

6.3.1

Configuring the settings

This section describes how to change the EMM settings to configure it for high
availability after installing the EMM.

You should configure the settings for resource sharing or for calling a domain.
After you have finished configuring all the settings, run all the modules that are
installed on the EMM Server and Push proxy server to verify that the servers start
normally.

Modifying the service profile

In the EMM Admin Portal, enter the information in the EMM service profile for
accessing the EMM server from the EMM client. After completing the installation of
the EMM1 and EMM2 servers, modify the EMM and Push server addresses in the
service profile to the L4 domain address.
e For Single-Tenant mode, in the Admin Portal, go to Setting > >
Configuration, and then click the Service profile to modify it.

e For Multi-Tenant mode, in the TMS Admin Portal, go to Management >
Service profile to modify it.

Add Service Profile

* Service Profile Id EMM
Description
Status Activated
Preferences
EMM Server
Domain/IP test8.testlab.local HTTPSPort | 443 HTTP Port
Push Server
Domain/IP test8.testlab.local Port 35100
AT Server
Domain/IP test8.testlab.local Port 36100

Advanced

Profile Item

C==0E]

Configuring the EMM settings

Check the following settings in the default-config.xml file on the EMM1 and
EMM2 servers, and then change the path to the external storage. The path to the file is
as follows:

® {EMM Install Location}\{Version}\war\WEB-INF\classes\
config\default-config.xml
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Changing the EMM host information

The three values, hostname, httpsPort, and url must be configured as the L4

address and https address of L4.

e The following is an example of an L4 address: test8.testlab.local:443.

<emm>
<hostname>test8.testlab.local</hostname>
<httpsPort>443</httpsPort>

</emm>

<download>

<url>https://test8.testlab.local:443</url>
</download>

Changing the storage path

Change the storage path to an external storage device. The external storage path
settings for the EMM1 and EMM2 servers must be the same as that of the External

Storage.

e When the External Storage path is {EXTERNAL_STORAGE_PATH}:

<rootPath>{EXTERNAL_STORAGE_PATH}\storage</rootPath>
<tempPath>{EXTERNAL STORAGE PATH}\storage\temp</tempPath>
<fileUploadPath>{EXTERNAL STORAGE PATH}\storage\fileUpload</file
UploadPath>
<addPath>{EXTERNAL STORAGE PATH}\storage\grcode</addPath>
<grCodeImagePath>{EXTERNAL STORAGE PATH}\storage\grcode</qrCodel
magePath>

<profileBasicUploadPath>{EXTERNAL STORAGE PATH}\storage\mdm\uplo
ad</profileBasicUploadPath>
<webClipUploadPath>{EXTERNAL STORAGE PATH}\storage\mdm\upload\we
bClip</webClipUploadPath>
<fontUploadPath>{EXTERNAL STORAGE PATH}\storage\mdm\upload\font<
/fontUploadPath>
<knoxSSOConfigUploadPath>{EXTERNAL STORAGE PATH}\storage\mdm\upl
oad\sso\conf</knoxSSOConfigUploadPath>
<knoxSSOLogoUploadPath>{EXTERNAL STORAGE PATH}\storage\mdm\uploa
d\sso\logo</knoxSSOLogoUploadPath>
<knoxGenVPNConfigUploadPath>{EXTERNAL STORAGE PATH}\storage\mdm\
upload\knoxGenVPN\profile</knoxGenVPNConfigUploadPath>
<genVPNConfigUploadPath>{EXTERNAL STORAGE PATH}\storage\mdm\uplo
ad\genVPN\profile</genVPNConfigUploadPath>
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6.3.2

Configuring the Push settings

This section describes how to change the Push settings to configure it for high
availability.

Configuring the Push proxy components

When the Push Proxy mode is set on the EMM installer, the information of
Push Proxy modules is inserted to database automatically.

Currently, you do not have the EMM2 Push proxy information in the EMM
database management because you chose the No Install option when you
installed the EMM2.

To enter the information of the DPP, PPP, and EPP modules for the EMM2 Push
proxy, run MS SQL Studio to access the database, and then run the following script.

e The following shows an example of a DB script when the external and internal
IP addresses of the EMM2 Push proxy are “test8.testlab.local” and
“192.168.0.75" respectively. INSTANCEID should be set as
{COMPONENTID}.002.

INSERT INTO PUSH PROXYINSTANCEINFO (COMPONENTID, INSTANCEID,
EXHOST, EXPORT, INHOST, INPORT, STATUS, LAST MODIFIED) VALUES
('0012','0012.002", "test8.testlab.local','35101"',"'192.168.0.75",
'35111','1',getdate());

INSERT INTO PUSH PROXYINSTANCEINFO (COMPONENTID, INSTANCEID,
EXHOST, EXPORT, INHOST, INPORT, STATUS, LAST MODIFIED) VALUES
('0013','0013.002"', 'test8.testlab.local', '35100"','192.168.0.75",
'35110','"1"',getdate());

INSERT INTO PUSH PROXYINSTANCEINFO (COMPONENTID, INSTANCEID,
EXHOST, EXPORT, INHOST, INPORT, STATUS, LAST MODIFIED) VALUES
('0014','0014.002", "test8.testlab.local', '35103"',"'192.168.0.75",
'35113','1"',getdate());

Configuring Multi SCM

Configure a Multi SCM IP address in the sa.properties file located in the
following directory to configure the Push SCM module of the EMM server for high
availability.
® {EMM Install Location}\{Version}\war\WEB-INF\classes\sa\
properties\sa.properties

e Enter the IP instance information of the SCM_IP items as follows. Below is an
example of the SCM information that is installed in test4.testlab.local (EMM1
server), test6.testlab.local (EMM2 server).

SCM IP=test6.testlab.local:35002,test4.testlab.local:35002
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Applying Push licenses

To change Push licenses, you must apply the same information and files to the
EMM1 and EMM2 servers as shown below:

e Change SAGID, TICKET, and TICKET_KEY_INDEX in the sa.properties file:
{EMM Install Location}\{Version}\war\WEB-
INF\classes\sa\properties\sa.properties

® {EMM Install Location}\{Version}\resources\PushKeyTable.ser

L4 settings

To use L4, change the USE_L4 settings to TRUE in the ps.properties file in the
following directory: You must set the L4 IP and port in PUSH_EXTRACCESSINFO
database.
® {EMM Install Location}\PUSH\{Version}\resources\ps\
properties\ps.properties
e Below is a DB script example of entering the IP and port to the L4 address:
test8.testlab.local.

INSERT INTO PUSH EXTACCESSINFO
(COMPONENTID,HOST,TCPPORT,LAST_MODIFIED) VALUES ('0012"',
'test8.testlab.local', {L4 port linked to DPP,getdate());

INSERT INTO PUSH EXTACCESSINFO
(COMPONENTID,HOST,TCPPORT,LAST_MODIFIED) VALUES ('0013"',
'test8.testlab.local', {L4 port linked to PPP},getdate());
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6.3.3  Configuring the AppTunnel settings

Install AppTunnel Server (ATS) and AppTunnel Relay Server (ATR) according to the
deployment mode, and then set the details as follows.

Configuring the Relay server settings

Configure the AppTunnel Relay server information in the EMM1 and EMM2 servers as
shown below. The path to the file is as follows:

® {EMM Install Location}\AT\{Version}\resources\config\
spring\spring-data-config.xml

e Below is an example of using two Relay servers: 70.30.183.127:36100 and
70.30.183.127:36100.

<property name="relays">
<list>
<bean class="com.sds.emm.at.ats.data.vo.Relay">
<property name="relaylnstanceld" value="relay1"/>
<property name="relayHost" value="70.30.183.127"/>
<property name="relayPort" value="36100"/>
<property name="status" value="1"/>
</bean>
<bean class="com.sds.emm.at.ats.data.vo.Relay">
<property name="relaylnstanceld" value="relay2"/>
<property name="relayHost" value="70.30.183.128"/>
<property name="relayPort" value="36100"/>
<property name="status" value="1"/>
</bean>
</list>
</property>

Configuring the certificate information

Set the CN value of SubjectDN for ATS and ATR in the IN_DN_LIST in the
general.properties file in the EMM1 and EMM2 servers. The path to the file is as
follows:

® {EMM Install Location}\AT\{Version}\resources\general\
properties\general .properties
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64 Testing

This section describes how to conduct the test after configuring high availability
for the Samsung SDS EMM. A high availability test is used to determine whether
the automatic server switching and continuous services are provided by randomly
creating fault conditions.

In other words, the testing checks the Failover connection between the two servers
redundantly configured. This manual describes only the EMM and Push servers
and the test procedure is as follows.

1. Pre-Test: Introduces the preliminary work to prepare for the test.

2. Test: Causes a failure condition on the server being connected to a mobile
device or the Admin Portal. Stop the server in communication with a Client
for a definite test.

3. Check Service: Make sure that the service is switched to a normal server from
the failed server.

6.4.1 Mobile device test scenarios

This section describes how to test the following three cases: Activating mobile
devices, downloading an app from the App Store, and uploading log files from
devices.

Activating mobile devices
Enable the EMM and then disable it on the mobile device to proceed with the Failover
testing.

e Pre-Test

1. Register the information of the test subjects (i.e. the user ID, Password, and
mobile ID) in advance.

2. Remotely access each server where EMM is installed, and monitor both of the
EMM server log files by using a program, such as a tail program. Restrict the
use of the EMM server to checking the logs only for the test purposes.

B testé testlablocal: 22 HAZE B2 o [® | 2 ]| %testotestiablocal: 82 HAZE 3% =3[
- = Iy G
&) emmlog (3.7 MB) - BareTail [=[=] & emmlog (2165 KB) - BareTail =[= |
File Edit View Preferences Help File Edit View Preferences Help |
G Open & Highlighting ¥ Follow Tail |ANSI V|| C:\SamsungSDS\EMM\1.3.0_ENlog\emm log (3.7 MB) | & Open & Highlighting ¥ Follows Tail |ANSI v || CASamsungSDS\EMMA1.3.0_ENloglemmlog (2165 KB)
20:15:05 DEBUG [m.selectProfileCompValuelist:43) <== Row: EMM, fffcdade3s2e:” & ~
20:15:05 DEBUG [m.selectProfileCompValuelist:43) <== Row: EMM, A 20:03:50 WVARN [c. 117] neth |
DEBUG [m.selectProfileCompValuelist:43) <== Row: EMM, c.s, .s.1.AppConnonSexrvice: 272) PHONE QR TAB CHECK
DEBUG [m.selectProfileCompValuelist:43) <= Row: EMM, t 17] Co neth
DEBUG [c. c.MobileController: S06] ﬂll]ﬁ##li ProfileAPI Success r.eler. 1i.HoticeServiceProvider: 113] ##8§§ NOTICE SERV
DEBUG [c. MobileController:514) ##Fssssss [ 1.K¢ vider:114) ##### 1. HEADER I
DEBUG [c. c.MobileController:S1S) ########§ STEP2 : END PzetlleAYI c 1. Notlceser xceP:ovxd:z 123] ##884 2. ENCSERVE
DEBUG [ c.MobileController:517] ########§ STEP3 : START APPLISTCOUI i metho
DEBUG [. ] ooo Using (857984944, URL=jdbe:sqlse: | I X NoticeServiceProvider: 132] ##844 3. PRIVATE |
DEBUG [A.appLlistCount: 43] => Preparing: SELECT COUNT(1) FROM ( SELECT C. of i.FoticeServiceProvider:136) ##### 4. ANALYZE @
DEBUG [A. appl > £ (Scring), o ¥ Clzote-05-31 £ 42 B
DEBUG [A.applistCount: 43] L Columns: d . i.RoticeServiceProvider:186) ##### NOTICE COKT.
DEBUG [A.appListCount:43] <= Row: 1 4z i.NoticeServiceProvider:146) ##### 6. PUBLIC K
c.MobileContxe 11 r:519) ######488 Applist Count Search Dont :04: . n.s.i.NoticeServiceProvider: 149] ##8#4# 7. ENCRYPTI
c.MobileController:520] ######### STEP3 : END APPLISTCOUNT [c.s.m.cou. 17) meth
DEBUG [ ntroller:S59) #FSF### JSON ARRAYL S###ssdds 20 04 14 INFO (c,s.m.c.s.x.AppCe-monS:: ice:272) PHONE OR TAB CHECK
bileController:S61] ##FF#FFFF JSON ARRAYZ FRFFFFNFF 20:04:50 WVARN [ 17) meth
ntroller:S86) ##F###### STEPA : START UPDATECOUN 20:04:50 INFO (c .m.c. 2. 1. AppConmonService: 272] YHONE OR TAB CHECK
] 000 U (685325501, URL=) 134 20:04:55 WARN [ 7] meth
DEBUG [A.updateCount:43] ==> g: SELECT counc(*) FROM ( SELECT A, 20:04:55 TWFO (c 2.m.c.3.1. AppComnonService: 272] vHom: en T8 CiECK

o Test

3. Perform an enrollment on a mobile device and check which EMM server the
log is created on.
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4. If the device enrollment is successful, perform unenrollment.

5. Remotely access the server where a log is created in Step 3, and then stop the
EMM service.

Check Service

6. Perform enrollment on the mobile device again and check if a log is created
on the server where the EMM service has not been stopped.

7. Make sure enrollment is successful from the terminal.

Downloading applications
Download an application from the App Store and delete it from the terminal to
proceed with the failover testing.

e Pre-Test

1. Prepare a device with the EMM service activated.

2. Remotely access each server where EMM is installed, and monitor both of the
EMM server logs by using a program such as a tail program. Restrict the use
of the EMM server to checking the logs only for the test purposes.
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i) emmlog (3.7 M8) - BareTail [=]=] ® emmlog (2165 KB) - BareTail [=T=lm]
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)S DEBUG [ b.c.MobileControllexr:514) #FFFFHfss B 13 INFO [c.s.m.c.e.n.s.i.NoticeServiceProvider:114) ####§ 1. HEADER I
0/2016-05-31 S DEBUG [c.s.1.b.c.HobileController: SIS) ##§s###s§ STEPZ : END ProfileAPI Ci 13 R0 [ 1128) #4448 2. ENCSERVE
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o Test

3. Run the EMM on the device, and then click the App Store menu to check
which server generates the EMM logs.

4. Select and install a random application.

< Details

Smart Office
m g
R.8.8.8.8 d0)
Detailed description

Test

2016-05-31 0 3.49 MB
Ver. 1.0.1

Screenshot

TWuser's device

SAMSUNG SM-N9005

. Review *kkkk () Smart Office installed successfully.

= ®) J—
Smart Office

5. Remotely access the server where a log is created in Step 3, and then stop the
EMM service.

e Check Service

6. After you uninstall the application from the mobile device, click on the App
Store and check if the app is missing from the list.

7. Select and reinstall the application that was installed in Step 4 and check if the
installation is complete.

Uploading device log files

You can conduct this test by uploading log files from a mobile device and checking
whether the logs are collected from the failover Admin Portal.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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e Pre-Test
1. Prepare a mobile device with the EMM service activated.

2. Remotely access each server where EMM is installed, and monitor both of the
EMM server log files by using a program, such as a tail program. Restrict the
use of the EMM server to checking the logs only for the test purposes.
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S86) ##S#FINES STEPA : START

Connection [685325501, URL=:
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e Test
3. Run the EMM on the mobile device, and then click the App Store menu to
check which server generates the EMM logs.

4. From the device's EMM, go to Support > Send activity Log and send the
device log to the EMM server.

5. Access the EMM Admin Portal and check if the log was uploaded from the
mobile device.

6. Remotely access the server where the log was created in Step 3, and then stop
the EMM service.

e Check Service

7. From the device's EMM, go to Support > Send activity Log and send the
device log to the EMM server.

8. Access and check if the log was uploaded from the mobile device.

6.4.2 Admin Portal test scenarios

This section describes how to test for the following four cases: Accessing the
Admin Portal, uploading applications, building Kiosk applications, and importing a
profile.

Accessing the Admin Portal

After logging into the Admin Portal and checking the server IP address, perform
the failover test.
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e Pre-Test
1. Enter the EMM URL in the browser and log into the EMM Admin Portal.

2. Go to Setting > > Server Information and check the IP information of the
server you are currently connected to.

| COMPUTERNAME TEST4 |

CRYPTOJ_VERSION 6.2.0.1
EMM Host testd

[EMM IP 192.168.0.33 |
EMM Version 1.3.0 (EMM Build Number: 20160404.1643)
JAVA_HOME C:/Program Files/Java/jdk1.7.0_79
JMX PORT

o Test

3. Remotely access the server that you confirmed the IP information of in Step 2,
and then stop the EMM service.

4. Click any menu on the EMM Admin Portal that was connected.
e Check Service
5. When the login window appears on the EMM Admin Portal, log in again.

6. Go to Setting > > Server Information, check the COMPUTERNAME and
EMM IP to check if the connection is switched to another server.

—> [ comPUTERNAME TESTS |
CRYPTOJ_VERSION 6.2.0.1
EMM Host test5
—» [EmmP 192.168.0.24 |
EMM Version 1.3.0 (EMM Build Number: 20160404.1643)
JAVA_HOME C:/Program Files/Java/jdk1.7.0_79
JMX PORT

Uploading applications
After uploading and assigning an internal application from the EMM Admin Portal,
verify whether the application is installed on the device.

e Pre-Test

1. Prepare the applications, icons, and screenshots to upload for testing.

2. Enter the EMM URL in the browser and log in to the EMM Admin Portal. Go to
Setting > > Server Information and check the IP information of the server
you are currently connected to.

e Test

3. Go to Application, and add the application installation files, icons, and
screenshots to register for the internal applications.

4. Remotely access the server that you confirmed the IP information of in Step 2,
and then stop the EMM services.
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e Check Service

5.

Log back in to the Admin Portal, and go to Settings > > Server
Information, and then check the changes in the COMPUTERNAME and EMM
IP that you are currently connected to.

. Go to Application and check the application information you added in Step 3

After adding the internal application, click Assign to deploy the application to the
device. Importing profiles

Export the profile from the Admin Portal to the device, and then make sure the

new profile file has been registered.

o Pre-Test

1.
2.

Enter the EMM URL in the browser and log in to the EMM Admin Portal.

Go to Setting > > Server Information and check the IP information of the
server you are currently connected to.

3. Generate a random profile, click the profile you created, and then click the
Export Policy to download the profile file.

e Test

4. Go to Profile, and click Import Policy to save the profile exported from Step

3 to create a profile.

. Remotely access the server that you confirmed the IP information of in Step 2,

and then stop the EMM services.

o Check Service

. Log back in to the Admin Portal, and go to Setting > > Server Information,

and then check the changes in the COMPUTERNAME and EMM IP that you
are currently connected to.

. Go to Profile, and click Import Policy to save the profile exported from Step

3 as a different name to create a profile

. Compare the policies of the profiles that you created in Step 4 and Step 7 to

check if they are properly registered.
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Appendix A Installing or changing a certificate

A1 Installing and changing EMM server certificate

To install or chang the certificate used by Samsung SDS EMM (hereinafter "EMM")
server, complete the following steps:

1. Stop the EMM server. You can get detailed instructions in the "chapter 5.1,
Stopping services" on page 67.

2. Back up the existing certificate. Skip this step when installing a new certificate.

+ The directory where the certificate is installed: Check with the following line
in {EMM installation location}/EMM/{version}/apache-tomcat-
{Version}/conf/server.xml.

<Connector port="35443" ........ keystoreFile="Path to certificate" ....... ></Connector>

3. Install the certificate.
- Copy a new P12 certificate file to the current directory or a new directory.

- If you copy it to a new directory, modify the certificate path for the server.xml
file.

- For the server certificate requirements, see the "chapter 2.2, Preparing
certificates" on page 10.

4. Restart EMM server. For detailed instructions, see the "chapter 5.4, Starting
services" on page 75.

Configuring the EMM server certificate for HTTPS

When the device connects the EMM server by HTTPS communications for DN
(Distinguish Name) authentication of the device certificate, DN of EMM server
must be authenticated. To authenticate a certificate, DN information must be
configured. If DN or Key type of the certificate are changed, configure the
certificate as below

item Description

The file directory {Push HOME}/resources/certserver/properties
/cert.properties
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item

Description

DN List of the EMM server

Enter Common Name (CN) of server certificate from

certificate emm.trusted.dnlist.
» Enter Subject Alternative Name (SAN) if SAN information
is set up in a certificate.
EMM Certificate Key Type Enter EC or RSA key algorithm of the certificate from

emm.certificate.algorithm.

If emm.certificate.algorithm is RSA, enter the cipher list as

below.

« emm.certificate.rsa.cipher.suite=TLS_RSA_WITH_AES_128
_CBC_SHA256,TLS_RSA_WITH_AES_256_CBC_SHA256

If emm.certificate.algorithm is EC, comment the item to be

disabled as below.

» #emm.certificate.rsa.cipher.suite=TLS_RSA_WITH_AES_12
8_CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SHA

A2 Installing or changing a certificate for Push and
AppTunnel server

To install or change certificates used by Samsung SDS Push (hereinafter “Push”)
server, Proxy, Samsung SDS AppTunnel (hereinafter "AppTunnel”) Server, and
AppTunnel relay, complete the following steps:

1. Stop the process. For more information, see the chapter that explains running
the service of Samsung SDS Push Administrator’s Guide and Samsung SDS
AppTunnel Administrator's Guide.

2. Backup the existing certificate: Skip this step for installation of a new certificate.

« Directory backup: {EMM installation location} resources/${IP}

S{Port}

+ Config file backup: {EMM installation location}/resources/general
/properties/general .properties

+ Cert file backup: STORE_FILEPATH for P12 files in
{EMM installation location}/resources/general/properties

/general .propertie/

3. Install a certificate.

a. Delete the existing directory, {EMM installation location}/resources

/${IP}_S{Port}

b. Edit the config files: Modify below items in {EMM installation location}
/resources/general /properties/general.properties file.

= ENTITY_ALIAS: Alias Name for new P12 certificate

» ENTITY_PASSWORD: Key Password for new P12 certificate. Make sure
to enter ENTITY_PASSWORD identical to STORE_PASSWORD.

» STORE_FILEPATH: File path for new P12 certificate
= STORE_PASSWORD: Password for new P12 file
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= IN_DN_LIST: CN value for new P12 file
c. Copy new Cert File and P12 cert file.

4. Start the process. For more information, see chapter 3 of “Samsugn SDS

Push Administrator's Guide” and chapter 3 of “Samsung SDS AppTunnel
Administrator’s Guide.

A3 Installing or changing a new SA certificate

To install or change certificate used by Push SA in EMM Server, complete the
following steps:

1.

Stop the EMM server. For detailed instructions, see the "chapter 5.1, Stopping
services" on page 67.

. Backup the existing certificate: Skip this step for Installation of a new certificate.

- Config file backup: {EMM installation location}/EMM/{version}/war
/WEB-INF/classes/sa.properties

+ Cert file backup: P12_FILE_PATH of {EMM installation location}/EMM
/{version}/war/WEB-INF/classes/sa.properties for P12 files.

. Install a certificate.

+ Copy the new cert file in P12 format: Default path is in /EMM/ {version}/
war/WEB-INF/classes/export.pl2

. Edit the config files. Modify the items below in {EMY installation location}

/EMM/ {version}/war/WEB-INF/classes/sa.properties file.
» P12_FILE_PATH: file path for new P12 certificate
= P12_ALIAS: alias name for new P12 certificate
» P12_PWD: password for new P12 certificate

» SA_PRIVATEKEY_PWD: key password for new P12 certificate. Make sure
to enter SA_PRIVATEKEY_PWD identical to P12_PWD.

. Restart the EMM server. For detailed instructions, see the "chapter 5.4, Starting

services" on page 75.
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Appendix B Configuring allowable Cipher

B.1

Setting Push and AppTunnel

All communication within Samsung SDS Push (hereinafter “Push”) and Samsung
SDS AppTunnel (hereinafter “AppTunnel”) is based on TLS. The Samsung SDS

EMM (hereinafter "EMM") supports high security communication with the mutual
authentication and the FIPS certified cryptographic module for TLS.

The cipher module works properly only when the cc-certified module with FIPS
mode on is set on both a server and a device.

« Server: FIPS certified Crypto-J module with FIPS mode on, provided by EMC

« Device: CC certified OpenSSL module with FIPS mode on, provided by
Samsung Electronics

Configuration

TLS Control: TLS communication is established and works properly only when
a device supports the protocol and cipher controlled by a server through TLS
handshake procedures. The cipher suite and TLS version should be configured
in EMM server component (In Push Proxy, Push Server, AT Relay, AT Server) before
operation.

Configuration file
* AppTunnel: {EMM installation location}
/AT/resources/general/properties/general .properties
e Push: {EMM installation location}
PUSH/resources/general/properties/general .properties

TLS version control

The TLS channel is established successfully only when the device version matches
that of the server.

+ The default setting is set as below, the following case can be connected
only with TLS 1.2.

- PROTOCOL_LIST=TLSv1.2

+ You can change the value of PROTOCOL_LIST, enter the range of TLS
versions using comma(,) in PROTOCOL_LIST. If you set as below, the
following case can be connected with TLS 1.2.

- PROTOCOL_LIST=TLSv1.2

« The only TLS version 1.2 is allowed to be configured by the requirements of
the Security Target.
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Cipher control

The TLS channel is established successfully only when the device matches the list
of the cipher suite in the server. The use of the Cipher Suite list varies depending
on the Key Type settings for the certificate.

« CIPHER_SUITE_LIST= TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

+ For ECDSA, the following ciphers should be used.

- TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

+ For RSA, the following ciphers should be used.

- TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_256_CBC_SHAZ256,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

+ Null cipher, SSL cipher and RC4 cipher are excluded.
« All cipher system supports are available without any extra configuration.

+ The administrator do not add any cipher suites except those allowed by the
Security Target.

+ In the list for the cipher suite, there must be no spaces between the comma
and the next cipher.
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B.2 Setting Tomcat

The EMM Admin Portal requires TLS on the Tomcat server. The installation
package provides the default settings, but these can change if necessary.

Configuration file

* {Tomcat HOME}/conf/server.xml

TLS version control
« <connector port=35443 ... sslEnabledProtocols="TLSv1.2"
» Support TLS v1.2

Cipher control

« <Connector port=35443 ... sslEnabledProtocols="TLSv1.2" ciphers="
TLS_RSA_WITH_AES_128_CBC_SHA256,TLS_RSA_WITH_AES_256_CBC_SHA256
,TLS_RSA_WITH_AES_256_GCM_SHA384,TLS_DHE_RSA_WITH_AES_128_CBC_S
HA256,TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,TLS_DHE_RSA_WITH_AES
_256_GCM_SHA384,TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,TLS_EC
DHE_ECDSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_ECDSA_WITH_AES_25
6_CBC_SHA384,TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,TLS_ECDH
E_RSA_WITH_AES_128_CBC_SHA256,TLS_ECDHE_RSA_WITH_AES_128_GCM_S
HA256,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384" ... />

» Use comma(,) between Cipher Suites.
« Default Cipher Suite

~ TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_DHE_RSA_WITH_AES_128 _CBC_SHA256,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256,
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

« The administrator do not add any cipher suites except those allowed by the
Security Target.
Support for iOS 12

If you have upgraded to version 2.1.6 and wish to use iOS 12, then you need to
complete the following:
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 Add cipher
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384

- <Connector port=35443 ... sslEnabledProtocols="TLSv1.2"
ciphers="TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,TLS_ECDHE_
ECDSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE_ECDSA_WITH_AES_128
_GCM_SHA256,TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256,TLS_EC
DHE_ECDSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SH
ATLS_RSA_WITH_AES_128_CBC_SHA,TLS_ECDHE_RSA_WITH_AES_256_G
CM_SHA384,TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE
_RSA_WITH_AES_256_CBC_SHA384,TLS_ECDHE_RSA_WITH_AES_128_CB
C_SHA256,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA", TLS_RSA_WITH_A
ES_256_CBC_SHA256,TLS_RSA_WITH_AES_256_GCM_SHA384"> </Conne
ctor>

* Remove the comment from the Listener
Remove the comment from the code in
org.apache.catalina.core.AprLifecycleListener and leave the
code as below..

<Listener
className=""org.apache.catalina.core.AprLifecycleListen
er"" SSLEngine=""on""></Listener>
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Appendix C Audit Remote Logging

C1 Remote logging overview

The Samsung SDS EMM (hereinafter "EMM") audit log provides Remote Logging to
transfer the Audit log to the remote logging server, when necessary, for
management. Communication between the EMM server and the remote log
server is protected by TLS secure communication or using Windows Server
provided IPsec settings. The communication path from the EMM to Syslog
Server is protected using Windows Server provided IPsec — instructions can be
found in Samsung SDS EMM Configuration Guide for IPsec settings in Microsoft
Windows Server 2016/2019 for Common Criteria Evaluation.

\8 Admin Console ‘ External IT Entry

. Syslog server
EMM w TLS

i s Stunnel
I Request }7'{ Service }7'{ Response | 7 = -
1 cp

i Detail Update
H Syslog-ng

Is Auditing Type?

Audit gﬁ
Audit DB Transfer
@ Task X
S s Archiving S
Administration Tasks H k rehiving server
Login/ Account Policy App HTTPS ”‘
Logout Magmt. Mgmt. Magmt.

This chapter describes the settings to transfer the audit log to the remote logging
server and the process of installing stunnel to connect the security channel
between EMM and the remote logging server.

1. Remote log server
- Classifying and recording audit log files on syslog
- Installing and configuring stunnel Server

2. EMM server
- Installing and configuring stunnel Client

The software is installed on the EMM server and remote log server.

R e
EMM Server Remote
Log Server
syslog
BRI (514)
Stunnel Client TLS Stunnel Server
(514) (26514)
. Y, \ J

# If IPsec is configured, it communicates directly with the EMM server without Stunnel.
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Note:

* Remote log server is not automatically installed on EMM

installation. It should be set up separately with Syslog-ng or rsyslog or
other solutions supporting Syslog protocol (RFC5424) installed on it. Refer
to the install guide included with the remote log server OS.
« This appendix explains how to install and configure stunnel on Windows.
The installation and configuration on Linux and other operating
systems, download the install file at www.stunnel.org and refer to the
following URL regarding information on operating systems, including
Linux.
« Stunnel must be installed on both the EMM server and the Remote log

server. Stunnel should be set as the server on the Remote log server, and
Client on the EMM server.

C2 Installing stunnel in Windows

To install Stunnel in Windows, complete the following steps:

1. Download the latest version of stunnel for Windows at
www.stunnel.org/downloads.html.

” \
i3 x

!-.-.'-; Dowrlonss
‘((- C 8 huy

stunnel: Downloads

waw.stunnelorg

062 Latest Version
Fostures

Dccumertancn $¥o Neme

£ 11

F\_u_ce. Beta Versions

2. Run on the downloaded file to install stunnel.

« The installation location of stunnel and files are:

Installation path: C:\Program Files (x86) \stunnel

Configuration file: C:\Program Files (x86)\stunnel\stunnel.conf

Log file:C:\Program Files (x86)\stunnel\stunnel.log
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3. Go to Start Windows > All Programs > stunnel > Edit stunnel.conf and
edit the configuration file:

» See "C.3.2, Configuring stunnel" on page 114 for the detailed instructions.

4. Go to Start Windows > All Programs > stunnel > stunnel Service Install
and register for the Windows Service.
5. Click stunnel Service Start(p ) to start stunnel.
* Go to Start Windows > All Programs > stunnel, then click Service Start.
2 Services ===

| File Action View Help |
|
|
|

|les @B ez Hem » 0w

2 Services (Local) || Name 5 Description Startup Type  Log On As ~
g stunnel SSLwrapper ______________Universal SSLt.._Running _Automatic___Local Syste.. |
< Superfetch Maintains and... Manual Local Syste...
| ystem Event Notification Service Monitors syst.. Running  Automatic Local Syste...
ystem Events Broker Coordinates e.. Running  Automatic (T... Local Syste...
£ Task Scheduler Enables 3 user.. Running  Automatic Local Syste...
£ TCP/IP NetBIOS Helper Provides supp... Running Automatic (T... Local Service
% Telephony Provides Tele... Manual Network ..
5 Themes Provides user... Running  Automatic Local Syste...
£ Thread Ordering Server Provides order... Manual Local Service
5 UPAP Device Host Allows UPnP ... Disabled Local Service
i User Access Logging Service This servicelo.. Running  Automatic (D... Local Syste...
£ User Profile Service This serviceis... Running  Automatic Local Syste..
rtual Disk Provides man... Manual Local Syste..
5 vmmon-iia Running  Automatic Local Syste.
| £ Volume Shadow Copy Manages and ... Manual Local Syste..
 Windows Audio Manages audi Manual Local Service
- Windows Audio Endpoint Builder Manages aud Manual Local Syste.
findows Color System The WesPlugl... Manual Local Service
7% Windows Connection Manager Makes autom... Running  Automatic (T... Local Service E
£ Windows Driver Foundation - User-mode D... Creates and m.. Manual (Trig...  Local Syste...
2% Windows Encryption Provider Host Service  Windows Encr... Manual (Trig...  Local Service
3 Windows Error Reporting Service Allows errors t... Manual (Trig...  Local Syste...
£ Windows Event Collector This service m... Manual Network S... <
Extended )\ Standard |
|

* Go to Start Windows > Tools > Service, then click Start Service.
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C.3

C3.1

Configuring the remote log server

This explains the configuration for the secure communication channel
connection between the EMM server and the remote log server. Port number
can be set in this way.

N s ~
EMM Server Remote
Log Server
syslog
B (514)
Stunnel Client TLS Stunnel Server
(514) (26514)
Y, N\ y,

Configuring Syslog-ng for the remote log server

e Classify directories by Host name.

e Classify log files by Tenant or EMM module name with date.

Open the configuration file in the editor, then modify it according to the
environment. The configuration file is located in /etc/syslog/syslog-ng.conf.

@Qversion: 3.2

@include "scl.conf"

options {

dir-owner ("SYSTEM") ;
dir-group ("root") ;
dir-perm(0755) ;
owner ("SYSTEM") ;
group ("root") ;

perm (0644) ;

keep hostname (yes) ;
time-reap (30) ;
mark-freq(60) ;
flush lines(0);
create-dirs (yes) ;

b e

This configuration is to classify the transferred audit log from Syslog-ng with the
following criteria and to record the log.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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C3.2

# EMM Audit

source s_audit tcp {

tcp (port (514) — Port

flags ("syslog-protocol")

max—-connections (100)

encoding ("UTEF-8")) ;

i

template t emm audit template { — Log file record Template configuration

template ("${ISODATE} ${HOST} ${SOURCEIP}

S{.SDATA.emmAudit@18060.tenantId} ${MSG}\n") ;
template escape (no); };

destination d emm audit { — Log file establishing rule configuration
file("/logs/${HOST}/emm audit ${.SDATA.emmAudit@180
60.tenantId}-${YEAR}-${MONTH}-$S{DAY}.log"
template (t _emm audit template)
);
bi

log {source(s audit tcp); destination(d emm audit);};

Note: . This chapter describes how to configure syslog-ng. It does not have to be
syslog-ng. You can use other solutions, including Rsyslog and syslogd
supporting Syslog protocol (RFC5424).

« Since the Syslog-ng configuration file for the remote log server is
located in a different directory, depending on the OS, refer to the
install guide for the OS.

 You can use different criteria to sort the audit log, depending on your
environment. The tenant or EMM module name must be included in the
file name.

Configuring stunnel

You have to install stunnel on both the EMM server and the remote log server for
secure communication. Set the Stunnel as the server on the remote logging server
and as a client on the EMM server so that EMM server can ask for secure
communication to the remote log server.

Open the stunnel configuration file using the editor and edit in accordance with
your site’s environment.

e Go to Start Windows > All Programs > Stunnel > Edit stunnel
Configuration.
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Configuring the stunnel as a server

The configuration example below is for secure communication between the EMM
server and remote log server.

e CC/MDMPP requirements are highlighted in bold.

(Example)

debug =7

output = stunnel.log
fips = yes

engine = capi
Verify = 3

cert = eccert.pem
key = eckey.pem
[audit-syslog-server]
sslVersion = TLSv1.2

ciphers = AES128-SHA:AES256-SHA256:DHE-RSA-AES128-SHA:DHE-RSA-
AES256-SHA:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-
GCM-SHA384:ECDHE-ECDSA-AES128-SHA256:ECDHE-ECDSA-AES256-
SHA384

accept = 26514
connect = 514

Configuring the stunnel as a client

The following example is for secure communication between the EMM server and
the remote log server. CC/MDMPP requirements are highlighted in bold.

(Example)

debug =7

output = stunnel.log

fips = yes

engine = capi

[audit-syslog-client]

client = yes

ciphers = AES128-SHA:AES256-SHA256:DHE-RSA-AES128-SHA:DHE-RSA-
AES256-SHA:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-
GCM-SHA384:ECDHE-ECDSA-AES128-SHA256:ECDHE-ECDSA-AES256-
SHA384

cert = ecclient.pem

key = eckey.pem

CAfile = rootca-and-server-certs.pem
CRLfile = combined-CRL-file.pem
accept = 127.0.0.1:6514

connect = {remote log server} :26514
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Note: prepare the certificates listed below to set the options:
» Remote log server: CA file (pem), CRL file (pem), Server certificate, key file
(pem)
« EMM server: CA file (pem), CRL file (pem), Client certificate, key file (pem)
Set the CC related items in accordance with CC(MDMPP) requirements.

C33  Configuring stunnel options

This explains how to set important options when configuring stunnel. All the
CC/MDMPP related items must be set in accordance with the requirements.

Global option
CC/MDMPP requirements are highlighted in bold.

5 stunnel.conf - Notepad =1c .
File Ed® Format View Help Maomize
; Sample stunnel configuration file for Win32 by Michal Trojnara 2002-2015 A

; Some options used here may be inadequate for your particular configuration
; This sample file does "not™ represent stunnel.conf defaults
; Please consult the manual for detailed description of available options

R R AR AR AR AR AR AR
; Debugging stuff (may useful for troubleshooting)
debug = 7

output = stunnel.log

; Enable FIPS 140-2 mode if needed it for compliance
fips = yes

; Initialize Microsoft CryptoAPI interface
engine = capi
; Also needs “enginelD = capi”™ in each section using the CAPI engine

; Certificate/key is needed in server mode and optional in client mode
;cert = stunnel.penm

(Example)
debug = [FACILITY.]JLEVEL

debugging level

Level is a one of the syslog level names or numbers emerg (0), alert (1), crit (2),
err (3), warning (4), notice (5), info (6), or debug (7).

output = FILE

append log messages to a file

fips = yes | no

Enable or disable FIPS 140-2 mode.

engine = capi | auto | ENGINE_ID

select hardware engine
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Editing service-level options

There are two ways to set service level options: Edit Service defaults to apply it to
all services in-cluding server and client, or edit Service definitions to apply it to

each service.

e Service defaults

1 72t o Natenad
lconf - Notepad

File Edt Format View Hep

H
; * Service defaults may also be specified in individual service sections *

; TUeNeSsssesEsssEssEssescesseNsNENNseee e N SN SNsessetsN SN aassassanannn

; Certificate/key is needed in server mode and optional in client mode
;cert = stunnel.pea
;key = stunnel.pem

; Authentication stuff needs to be configured to prevent MITM attacks
; It is not enabled by default!

sverify = 2

; Don"t forget to ¢_rehash CApath

;CApath = cert -

; It's often easier to use CAfile Service «

;CAfile - certs.pen

; Don’t forget to ¢_rehash C(Rlpath
;CRLpath = ¢rls

; Alternatively CRLfile can be used
;CRLfile = crls.pem

; Enable support for the insecure SSLv2 protocol
;options = -NO_SSLv2

; Enable support for the insecure SSLv3 protocol
;options = -NO_SSLv3

; Workaround for Eudora bug

;options = DONT_INSERT_EMPTY_FRAGMENTS

; These options provide additional security at some performance degradation
;options = SINGLE_ECOH_USE
;options = SINGLE DH USE

e Service definitions

File Ed2 Format View Help

; * Service definitions (at least one service has to be defined) =

; "TIMEQUTclose = @~ is a workaround for a design flaw in Microsoft SSL
; Microsoft implementations do not use SSL close-notify alert and thus
; they are wvulnerable to truncation attacks
;TIMEOUTclose = ©

[emm-syslog-ng-client]
client = yes - "
;$slVersion = TLSv1.2 n

;ciphers = ECOHE-ECDSA-AES256-G(M-SHA384: ECDHE - ECOSA-AES128-G(M-SHA256
accept = 127.0.0.1:514
connect = 10.101.6.115:26514

g Y
client = yes
;sslVersion = TLSv1.2
jciphers = ECOHE-ECDSA-AES256-G(M-SHA384: ECOHE-ECDSA-AES128-GCM-SHA256
accept = 127.0.0.1:6514
connect = 10.11.93.1€4:8112

Editing cipher suites

Cipher suites, a service-level option, can be set in both Service defaults and
individual service. The administrator must set cipher suites to operate itin a

CCMDMPP Complaint manner.

e ciphers = CIPHER_LIST
- Select permitted SSL ciphers.
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- A code with a colon list given for SSL connection. (e.g. DES-CBC3-
SHA:IDEA-CBC-MD5.).

- CC/MDMPP requirements are highlighted in bold.
ciphers = AES128-SHA:AES256-SHA256:DHE-RSA-AES128-
SHA:DHE-RSA-AES256-SHA:ECDHE-ECDSA-AES128-GCM-
SHA256:ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384

e options = SSL_OPTIONS
- OpenSSL library options.

- Except for SSL_OP_prefix.Stunnel, options are derived by combining Stunnel
and open SSL library. Several options can be used to specify multiple
options. A dash(-) should be added to option name to disable the
option:

- For example, for compatibility with the erroneous Eudora SSL
implementation, the following options can be used:
options = DONT_INSERT_EMPTY_FRAGMENTS
default:
options = NO_SSLv2
options = NO_SSLv3

Editing certificate options

Certificate options are service-level options and can be set in both Service defaults and
individual services. EMM Server components act as clients in order to securely
connect to the remote syslog server. If the remote syslog server requires mutual
authentication, the administrator must configure only the certificates for the
EMM Server components.
e cert = PEM_File
- The name of certificate chain PEM file.

- The certificates must be in PEM format, and must be delivered from the
actual server/client certificate to the self-signed root CA certificate.

- A certificate is required in server mode, and optional in client mode.
o key = KEY_File
- The Private key for the certificate is specified as cert option.

- The Private key is needed to authenticate the certificate owner. For
security reasons, only the owner of the file can view its contents. On Unix
systems you can use the chmod 600 keyfile command.

- Default: value of cert option
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Editing CA & CRL options

CA &CRL options, service level options, can be set in both Service defaults and
individual service. To run it in CC MDMPP Compliant manner, the administrator
must make sure that Stunnel includes both the audit server certificate and
the audit server root certificate. The administrator may include these two
certificates in the stunnel configuration by using either the CApath or the CAfile
options specified below.

e CApath = DIRECTORY
- Certificate Authority directory.

- This is the directory used by stunnel when using verify. Note that the
certificates in this directory should be named XXXXXXXX.0 where
XXXXXXXX is the hash value of the certificate encoded with DER.

- The hash algorithm has been changed in OpenSSL 1.0.0. It is required to
c_rehash the directory When OpenSSL 0.x.x. is upgraded to OpenSSL
1.XX.

- CApath path is relative to chroot directory.
e CAfile = CERT_FILE
- Certificate Authority file.
- This file contains multiple CA certificates, used with verify.
The administrator may include these two certificates in the stunnel configuration
by using either CRLpath or CRLfile.
e CRLpath = DIRECTORY
- Certificate Revocation Lists directory.

— This is the directory used by stunnel to find CRLs when using the verify.
Note that the CRLs in this directory should be named XXXXXXXX.r0
where XXXXXXXX is the CRL hash value of certificate encoded with DER.

- The hash algorithm has been changed in OpenSSL 1.0.0. It is required for
c_rehash the directory when OpenSSL 0.x.x. is upgraded to OpenSSL
1.x.X.

- CRLpath path is relative to chroot directory.
e CRLfile = CERT_FILE:
- Certificate Revocation Lists file
- This file contains multiple CRLs, used with the verify.

Editing verify certificate

Stunnel has methods for checking certificates, which are controlled by the verify
option. In order to operate in a CC MDMPP Compliant manner, the administrator
must configure the system to use verify=3.
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e verify = LEVEL
verify peer certificate
level 0: Request and ignore peer certificate.
level 1: Verify peer certificate if present.
level 2: Verify peer certificate.
level 3: Verify peer with locally installed certificate.
level 4: Ignore CA chain and only verify peer certificate.
Default: No verify.

It is important to understand that this option is for access control, not for
authorization. The level 2 certificates that have not been revoked are allowed,
regardless of the Common Name. For this reason an assigned CA should be used
with level 2, not with the general CA commonly used in the web server. Level 3 is
preferred for point-to-point connections.

Certificate key exchange algorithm

The cipher suite key exchange algorithm for TLS connections is determined by the
certificate key exchange algorithm. If a certificate issued with RSA open key is used,
TLS is connected to the RSA key exchange algorithm. If support for the EC key
exchange algorithm is needed, a certificate issued with the EC key exchange
algorithm must be used.
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Note: « According to (tools.ietf.org/html/rfc2818#section-3 ), FQDN is a
standard for HTTP over TLS between the web site and browser. Stunnel
requires the administrator to register the server certificate file on the
client manually. The certificate validity check should be performed by
the administrator prior to using the certificate.

« This chapter only handles the minimum options for secure connections.
See www.stunnel.org/static/stunnel.html for more details.
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C4 Using Audit Remote Logging

When configuration between the remote log server and the EMM server is completed,
configure the remote log server on the EMM Admin Portal. Then, all the audit logs
are sent to the remote log server and recorded. These are the steps:

1. Log into EMM Admin Portal.

2. Go to Setting > > Configuration.

3. Click Audit.

4. Check Connect to Audit Log to Remote Server (SYSLOG) on “Audit”
window.

. Enter IP/Host and Port.

6. Click OK.

7. Get remote logging started.

Ul
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Appendix D Using EMM on iOS

To use Samsung SDS EMM on iOS devices, issue the following certificates and then
register on the EMM server, or use it for building the EMM Client.

1. Issue and register APNs certificates

+ On the iOS system, the client and the server communicate through APNs,
Apple’s public push server, by default.

+ APNs certificates are used to encrypt and authenticate messages
communicated through the APNs server. There are two certificates under
APNs certificates and each one can be issued or registered using separate
procedures.

a. MDM APNs certificate: Used for device control through iOS embedded
MDM module.

b. App APNs token/certificate: Used for communication with the SDS EMM
Client.

2. Issue and register iOS Sign Certificate
The certificate is used for the encryption and authentication of the profile
message between the EMM server and the client. It can be issued or
registered using the Java Keytool.

3. Issue iOS Client Distribution Certificate and build EMM Client
According to iOS regulations, a certificate for encryption of the EMM Client
must be issued and used for building the EMM Client.

The processes above should be done with the client certificates, but it might be
very complicated. Therefore, starting from SDS EMM v2.4.1, it is first recommended
to use a simplified method that uses given certificates built by SDS. In this case,
you need to issue MDM APNs certificate only out of certificates listed above. The
others will be automatically pre-loaded on SDS EMM server.

If you are using EMM with a version below v.2.4.1 or already using an iOS
certificates for your other work apps, refer to "D.2, Using iOS Client with your
certificate" on page 127 and proceed with issuance and registration with the client
certificate.
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D.1

D.1.1

D.1.2

Using Generic iOS Client

Previously, clients had to build the EMM Client for themselves due to Apple’s
policy and the fact that APP (Client) Certificate requires annual update. However, as
token method with unlimited period is now supported, EMM Client built by
Samsung SDS's certificate can now be provided. Clients do not need to create a
paid ADEP account nor need a MAC Book because they do not need to build the
EMM Client. However, to modify applications or share data with the client’s other
work app, you must build and deploy iOS applications using the client’s existing
certificate as was done before. No updates are available if the build certificate is
different.

Note: iOS Client Distribution Certificate which is created based on the SDS
ADEP is valid for 2 years only, so you should update the iOS version
before the expiration period is over.

Checking Prerequisites

If you newly install v2.4.1 or don't have registerediOS certificates on the server,
required certificateswill be automatically registered during the version
upgrade.

1. Client APNs token
On the EMM Admin Portal, go to Setting > Server > Configuration, andclick
Public Push buttonto check that the client token is registered.

2. i0S Sign Certificate
On the EMM Admin Portal, go to Advanced >Certificate >
ExternalCertificate and check that the iOS Sign Cert and iOS Signing Root
CA Cert areregistered.

Generating and registering an MDM APNs certificate

To generate the MDM APNSs certifiate, you should download the certificate from
the EMM Admin Portal and send it to SDS EMM technical support team to get
vendor signed. After then, follow the steps below to issue the certificate on the
Apple Push Certificates Portal.

Downloading the request file for MDM APNs

To generate a certificate, the CSR (Certificate Signing Request) file is a prerequisite.
CSR file should include the information of the EMM Admin Portal such as the
domain name, key value, etc. and require a vendor signature. Therefore, download
the CSR file by following the steps below and send the CSR file to EMM technical
support team for getting a vendor signature.
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1. Go to Setting > Server > Configuration in the EMM Admin Portal.

2. Click Public Push on the top of the

window and click APNs tab.

. Click Generate Request in the Agent area then the Certificate Signing

Request (CSR) file is downloaded to the administrator’s PC.

. The generated MDM APNs certificate as the Agent certificate is not added

the vendor signature. Send the generated csr file to the EMM technical
support team and get the csr file with the vendor signature added.

 Without the vendor signature added, the CSR file will not correctly

perform APNs communication.

Issuing MDM APNs certificate

You must register the csr file, which you have received from the EMM technical
support team, on the Apple Push Certificates Portal.

1. Log into the Apple Push certificate portal
(https://identity.apple.com/pushcert).

2. Click Create a Certificate.

Apple Push Certificates Portal

Get Started

Create a push certificate that enables your third-party server to work with the Apple Push
Notification Service and your Apple devices.

Leam more about Mobile Device Management
What about 05 X Server?

3. Read Terms of Use and check | have read and agree to these terms and

conditions, then click Accept.

Store. Mac iPod iPhone Pad

o
Apple Push Certificates Portal

Terms of Use

PLEASE READ THE FOLLOWING LICENSE TER!
DOWNL THE APPLE

S CAREFULLY BEFORE
TERIS AND A

ESE
LEGAL AGREEMENT BETWEEN YOUR COMPANYIORGANIZATION AND APPLE.

MDA Ceruncate Agreement
(tor companies depioying moblle device management 107 10'S and/or OS X Products)

Purpose

Your company. ould fike 10 uss the (as dofinad
below)to enabls You o eithar deploy a third-party commarcial, enterprise server software product for mobile
device managomont of 03 andior OS X products, or daploy Your own intomal mobils device management
for i08 andlor OSX products vithin Your compan, ¢raanizabon o educational instuton. Apple is wiling to
grantYou ne S 33 set
orth In this Agreement.

1. Accepting this Agreement; Definitons

In 01C8r 10 use the LIDL Cernicatss and related senices, You mustirst agree to 11is Licanse Agresment. It
You €0 nator cannot agree 10 1his License AQreemant, You are nct permitied 1o use the MDM Cerncates or
related sendcas. Do nol download of use e DM Cerificates of any related sendces in that case.

iTunes

C

4. Click Choose File, then select csr file.

5. Click Upload.
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(3 Store Mac iPod iPhone iPad iTunes Support a

Apple Push Certificates Portal R

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

........

......

Apple Push Certificates Portal

Confirmation @
You have successfully created a new push certificate with the following information
Service  Mobile Device Management

Vendor  SAMSUNG 505
Expiration Date  Jul 30, 2013

Uploading the MDM APNs certificate

To upload the downloaded MDM SAMSUNG SDS Certificate.pemto
Admin Portal, follow the steps below:

1. Go to Setting > Server > Configuration in the EMM Admin Portal.
2. Click Public Push on the top of the window and click APNs tab.

3. Click Upload APNs Certificate in the Agent area, select the
MDM_SAMSUNG_SDS_Certificate.pem file, and click OK.

4. The uploaded subject information of certificate and the expiration date appear
on the top of the window.

The MDM APNSs certificate registered can be checked in Certificate >
External Certificate as APNs_MDM_Certificate.

MDM APNs certificate generation is completed. If you use Samsung SDS Push
service, register the certificate information into Push DBMS by referring "D.1.3,
Registering an iOS APNs certificate directly in Push database" on page 126. If you
use Public Push service, complete "D.1.4, Registering the iOS Client" on page 127
step.
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D.1.3

Registering an iOS APNs certificate directly in Push
database

If you use Samsung SDS Private Push service, you must register the MDM APNs

certificate and the App token information into a Push DBMS forcommunicating
between the iOS devices and the server.

To register certificate information on Push DBMS by running a DBMS query,
complete the following steps (this instruction is based on MSSQL DBMS):

1. Connect to the database through a tool, MS SQL Server Management Studio etc.

+ An BULK insert authority must be granted to the DB connection account. If the

authority is not granted, you must grant it or connect by a SA (System
Administrator) account.

2. Copy the MDM APNs certificate generated by yourcompany to the MS SQL

server, and register thecertificate information by running the DB script below.
The red values below must be replaced with the your company's information.

« APID: An ID for the Push Service. For the MDM APNSs certificate, enter
EMMA/0/$Tenant_IDS.

+ SUBAPPLICATIONTYPE: The value to distinguish certificates using APID. For
an MDM APNSs certificate, enter 0. For an APP APNs certificate, enter 1.

 CERTIFICATE_PASS: The password for the certificate
« EXPIRATIONDATE: Certificate expiration date (YYYY-MM-DD)
« Directory where the certificate file is installed

INSERT INTO PUSH_APNS_CERTIFICATE (APID, SUBAPPLICATIONTYPE,
CERTIFICATE_PASS, CERTIFICATE, EXPIRATIONDATE, STATUS,
LAST_MODIFIED)

SELECT 'EMMA/0/$TenantID$’, 0, '$CERTIFICATE_ PASSWORDS', *,
'SEXPIRATION_DATES$', '1', GETDATE() FROM OPENROWSET( BULK
N‘'D:\SamsungSDS\0.installFiles\APNs_Agent.p12', SINGLE_BLOB) rs;

GO

3. Copy the App APNs token file (.p8), which is automatically registered on the

EMM Admin Portal (Setting > Server > Configuration > Public Push > Client),
to the MS SQL server. Register the token information by running the below

DB script. The values marked in red below must be replaced with the client's
information.

- APID: ID for Push Service. Enter EMMC/0/$Tenant_ID$.

+ SUBAPPLICATIONTYPE: The value to distinguish certificates. Enter 0 except
for the MDM APNs certificate.

Bundle ID: The unique identifier of your EMM client
Team ID: ID given to the development team by Apple
Key ID: Authentication key ID
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+ Directory where the certificate file is installed

INSERT INTO PUSH_APNS_TOKENBASED_INFO (APID,
SUBAPPLICATIONTYPE, BUNDLE_ID, SIGNING_KEY, TEAM_ID, KEY_ID,
STATUS,LAST_MODIFIED)

SELECT 'EMMC/0/$Tenant_ID$', 1, 'com.sds.emm.client’, *,
'LLVDH2GU5H', 'PS879B66B6', '1', GETDATE() FROM OPENROWSET(
BULK N'D:\SamsungSDS\0.installFiles\ADEP_APNs_AuthKey_K1237JGH
I.p8’, SINGLE_BLOB) rs;
GO

When the APNS certificate is updated from the Apple Developer site, you must
make the same updates to the Push service. Updating process for the Push Service

is the same as the initial registration method indicated above. If you already have a
certificate for the same APID and SUB_APP_TYPE, the certificate information should
be updated.

D.14  Registering the iOS Client

The iOS Generic Client can be distributed through a download URL. Only the
version registered to the EMM Admin Portal can be installed to user devices. You
must register the version you want to install.

To register the iOS EMM app, complete the following steps:

1.

Go to Setting > EMM Application and Policy > EMM Application.

2. Click Add >Newly Register.
3. On the "Add EMM Application” window, enter the following information.

Displayed fields may vary depending on the category and platform.
Category: Client
Platform: iOS

Application Name: It is automatically entered according to the category selection,
and the application name can also be modified.

. Click Save.

D2  Using iOS Client with your certificate

To build iOS Client using your certificate, complete the following steps.

1.

Checking prerequisites
"D.2.1, Checking prerequisites"” on page 128

. Setting Apple Push Notification Service (APNs) certificate

"D.2.2, Generating APNs certificates” on page 128

. Building EMM Client

"D.2.3, Building the EMM Client" on page 137
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D.2.1

D.2.2

D.2.2.1

4. Registering APNs certificate
"D.2.4, Registering APNs certificates" on page 144

5. Setting iOS Sign certificate
"D.2.5, Setting the iOS Sign Certificate" on page 150

Checking prerequisites

The following items are required in order to use EMM on iOS:

o Sign up for ADEP Site: Sign up for the Apple Developer Enterprise Program at
https://developer.apple.com/programs/enterprise/ to build and distribute
iOS apps for the enterprise.

e MAC Book: Since EMM is provided to customers in the form of source code, a
device based on iOS, MAC is needed.

Generating APNs certificates

EMM requires Apple Push Notification Service (APNs) certificate or APNs token-based
information in order to send a Samsung SDS push message to an iOS device. There are
two types of iOS APNs certificates. The iOS embedded MDM module only supports
MDM APNss certificate type and EMM Client supports both APP APNs certificate and
token types.

e MDM APNSs certificate: A certificate to use MDM APNs, which sends Push
messages from the EMM server to the iOS EMM module.

- Create the MDM APNSs certificate as an Agent certificate in the Admin
Portal.

o App APNs certificate: A certificate to use App APNs, which sends Push
messages from the EMM server to the EMM application.

- Create the App APNs certificate as an Client certificate in the Admin
Portal.

e APP APNs token: Token-based information to use App APNs, which sends
Push messages from the EMM server to the EMM application.

- You can select either App APNs certificate or App APNs token-based
information to set it in Samsung SDS EMM.

Generating MDM APNss certificate

To generate a MDM APNs certificate, complete the following steps:

Downloading the request file for MDM APNs

To generate a certificate, the CSR (Certificate Signing Request) file is a prerequisite.
CSR file should include the information of the EMM Admin Portal such as the
domain name, key value, etc. and require a vendor signature. Therefore, download
the CSR file by following the steps below and send the CSR file to EMM technical
support team for getting a vendor signature.
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1. Go to Setting > Server > Configuration in the EMM Admin Portal.
2. Click Public Push on the top of the window and click APNs tab.

3. Click Generate Request in the Agent area then the Certificate Signing
Request (CSR) file is downloaded to the administrator’s PC.

4. The generated MDM APNs certificate as the Agent certificate is not added
the vendor signature. Send the generated csr file to the EMM technical
support team and get the csr file with the vendor signature added.

+ Without the vendor signature added, the CSR file will not correctly
perform APNs communication.

Issuing MDM APNs certificate

You must register the csr file, which you have received from the EMM technical
support team, on the Apple Push Certificates Portal.

1. Log into the Apple Push certificate portal
(https://identity.apple.com/pushcert).

2. Click Create a Certificate.

Support | @

Apple Push Certificates Portal

Get Started

Create a push certificate that enables your third-party server to work with the fpple Push
Notification Service and your Apple devices.

Leam more about Mobile Device Management
‘What about 05 X Server?

shop the Apgle Online Stare (1-300-MY-APPLD, viziz an Apple Retail Store, or find = reseller. Apple info site M3p Hot News RS3 Feeds Contact Us.

iw

Copyriaht © 2012 Aoph Inc. All rights resarved.  Terms of Uss |  Privacy Policy

3. Read Terms of Use and check | have read and agree to these terms and
conditions, then click Accept.

« Store Mac iPod iPhone Pad fTunes Support a

Apple Push Certificates Portal

Terms of Use

PLEASE READ THE FOLLOVANG LICENSE AGREEMENT TERMS AND CONDITIONS CAREFULLY BEFORE
DOWNL THE APPLE THESE TERIAS AND CONDITIONS CONSTITUTE A
LEGAL AGREEMENT BETWEEN YOUR COMPANYIORGANZATION AND APPLE.

MM Ceruncate Agreement
ttor 10 andlor OS X products)

Purpose

P the (35 dofinsd
below)to enabls You'o sither deploy a third-party commarcial, entarprise sener sotware productfor mobils
deice management of 08 and/or OS X producs, or dapley Your gwn infemal mobils device management
for 108 andior OSX products wathin Your company, organizabon or educational instiubon. Applle is willing to
arant You a limited license 12 use s
forin in ts Agreement.

1. Accepting this Agreement; Definitons

14 Acceptance

In orgr 1 use e LIDLI Cemncates and related senvices, You MustArst agree o Tis License Agreement. It

You G0 netor cannet aarae 1o this License AQresment, You are nct permitied 1o use e M Cerfcates or
Do use e LD % inthat case.
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4. Click Choose File, then select csr file.
5. Click Upload.

[ 3 Store Mac iPod iPhone

Apple Push Certificates Portal samuer79samesamsung com

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

........

........

Apple Push Certificates Portal

Confirmation &
You have successfully created a new push certificate with the following information:
Service  Mobile Device Management

Vendor  SAMSUNG SOS
Expiration Date  Jul 30, 2013

Uploading the MDM APNs certificate

To upload the downloaded MDM SAMSUNG SDS Certificate.pemto
Admin Portal, follow the steps below:

1. Go to Setting > Server > Configuration in the EMM Admin Portal.
2. Click Public Push on the top of the window and click APNs tab.

3. Click Upload APNs Certificate in the Agent area, select the
MDM SAMSUNG_SDS Certificate.penm file and click OK

4. The uploaded subject information of certificate and the expiration date appear
on the top of the window.
The MDM APNSs certificate registered can be checked in Certificate> External
Certificate as APNs_MDM _Certificate.

MDM APNs certificate generation is completed. Next step is to issue App APNs
token/certificate.
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D222 Generating App APNs certificate

In order to generate an App APNs certificate, you must be registered on ADEP with
a company name. Follow the steps below to generate an App APNs certificate. If
you want to issue the non-expiring token instead of App APNs certificate, refer
"D.2.2.3, Issuing App APNs token-based information" on page 136. If you want to
issue the certificate, start from "Downloading the request file for App APNs" on
page 131 step.

Downloading the request file for App APNs

To generate a certificate, the CSR (Certificate Signing Request) file is a

prerequisite. CSR file should include the information of the EMM Admin Portal
such as the domain name, key value, etc. The CSR file downloaded by following

the steps below will be used in step 4 of the "Issuing MDM APNs certificate” on
page 129.

1. Go to Setting > Server > Configuration in the EMM Admin Portal.

2. Click Public Push on the top of the window and click APNs tab.

3. Click Generate Request in the Client area then the Certificate Signing

Request (CSR) file is downloaded to the administrator’s PC.

Creating App ID

App ID consists of a Team ID and a Bundle ID. Team ID is an ID assigned by ADEP and
Bundle ID is to identify a single EMM app and is used when building EMM Client.

1. Go to Identifiers > App IDs.

2. Click +.
Certificates, Identifiers & Profiles seokhoon kim v
iOS Apps v 10S App IDs L..: Q
¥: Certificates 101 App IDs Total
All | Name =)
Pending CcoNyangApp com.sds.ibk.test.”

Development CcoNyangApp

Production
CcoNyangDev

10 i
Identifiers CcoNyangPushTest sds.com.push.test

Pass Type IDs

Cloud Test com.samsung.sds.cloudtest

3. Enter App ID information.

a. Enter a Name.
b. Select a Team ID for App ID Prefix

c. Select Explicit App ID and enter Bundle ID for App ID Suffix, then click
Continue.
e.g. com.{Company name}.emm.client
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App ID Description

Name: | Cellwe EMM Client
You cannot use special characters such as @, &, *, ', "

App ID Prefix

Value: | LLVDH2GUSH (Team ID)

App ID Suffix

© Explicit App ID

If you plan to incorporate app services such as Game Center, In-App Purchase, Data
Protection, and iCloud, or want a provisioning profile unique to a single app, you must

register an explicit App ID for your app.

To create an explicit App ID, enter a unique string in the Bundle ID field. This string

should match the Bundle ID of your app.

Bundle ID:  com.sds.celiweemm.client|

We recommend using a reverse-domain name style string (i.e.,
com.domainname.appname). It cannot contain an asterisk (*).

d. Select Push Notifications among the listed items for App Services.

App Services

Select the services you would like to enable in your app. You can edit your choices after this

App ID has been registered.

Enable Services: |

App Groups
Associated Domains
Data Protection

¥ Game Center

2" HealthKit

) HomeKit

L) wireless Accessory Configuration
L1 iCloud

¥ In-App Purchase
L) Inter-App Audio
Passhook

.} VPN Configuration & Control

132

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.



Appendix D Using EMM on iOS

4. Check the entered information, then click Submit.

To complete the registration of this App ID, make sure your App ID information is correct, and
click the submit button.

App ID Description: CellWe EMM Client

Identifier: LLVDH2GUSH.com.sds.cellweemm.client

App Groups: © Disabled

Associated Domains: © Disabled

Data Protection: © Disabled

Game Center: @ Enabled

HealthKit: © Disabled

HomeKit: © Disabled

Wireless Accessory Configuration: © Disabled

iCloud: @ Disabled

In-App Purchase: @ Enabled
Inter-App Audio: © Disabled
Wallet: © Disabled
Push Notifications: @ Configurable

VPN Configuration & Control: © Disabled

5. Click Done.

Note: For more information regarding App ID, see
https://developer.apple.com/library/archive/documentation/General/Co
nceptual/DevPedia-CocoaCore/AppID.html

Issuing App APNs certificate

To issue app APNs certificates, complete the following steps:
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1. Click an App ID created on "Creating App ID" on page 131, then click Edit.

Name: CellwWe EMM Client

I D Prefix: LLVDH2GUSH

ID: com.sds.cellweemm.client

Application Services:

Service Development Distribution
App Group © Disabled © Disabled
Associated Domains © Disabled © Disabled
Data Protection © Disabled © Disabled
Game Center @ Enabled @ Enabled
HealthKit © Disabled © Disabled
HomeKit © Disabled © Disabled
\::vi:‘eﬁlegsusr:(:::ssory © Disabled © Disabled
iCloud © Disabled © Disabled
In-App Purchase @ Enabled @ Enabled
Inter-App Audio © Disabled © Disabled
Wallet © Disabled © Disabled
Push Notifications © Configurable © Configurable
VPN Configuration & Control © Disabled © Disabled

Edit

2. On "iOS App ID Settings” window, click Create Certificate of Production SSL
Certificate.

® Push Notifications
@ Configu

Apple Push Notification service SSL Certificates

To configure push notifications for this iOS App ID, a Client SSL Certificate that allows your
notification server to connect to the Apple Push Notification Service is required. Each iOS App ID
requires its own Client SSL Certificate. Manage and generate your certificates below.

(@ Development SSL Certificate

Create certificate to use for this App ID. Create Certificate...

&l Production SSL Certificate

Create certificate to use for this App ID. L Create Certificate... :

VPN Configuration & Control

@ Disabled

|
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3. On About Creating a Certificate Signing Request (CSR) step, click Continue.

i0S Apps v ‘ Add iOS Certificate Q
Al I o S S o o
Pending

About Creating a Certificate Signing Request (CSR)

Development

Production

10 Identifiers

App IDs To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your

Mac. To create a CSR file, follow the instructions below to create one using Keychain Access.
Pass Type IDs

Website Push IDs Create a CSR file.

icloud Containess In the Applications folder on your Mac, open the Utilities folder and launch Keychain Access.

App Groups Within the Keychain Access drop down menu, select Keychain Access > Certificate Assistant >
Request a Certificate from a Certificate Authority.
[J Devices
All * In the Certificate Information window, enter the following information:
- In the User Email Address field, enter your email address.
Apple TV - In the Common Name field, create a name for your private key (e.g., John Doe Dev Key).
Apple Watch - The CA Email Address field should be left empty.
Pad - In the "Request is” group, select the "Saved to disk" option.
 Click Continue within Keychain Access to complete the CSR generating process.
iPhone
iPod Touch

1 Provisioning Profiles
All
Development

Distribution Cancel Back

4. On Generate your certificate step, click Choose File, then select the CSR
file created under the "Downloading the request file for App APNs" on page
131 section.

5. Click Generate.

i0S Apps | Add i0OS Certificate Q
& Centificates Select Type Request Generate Download
All
Pending

Generate your certificate.
Development

Production

D, Identifiers

App IDs. When your CSR file is created, a public and private key pair is automatically generated. Your
private key is stored on your computer. On a Mag, it is stored in the login Keychain by default
and can be viewed in the Keychain Access app under the "Keys" category. Your requested
Website Push IDs certificate is the public half of your key pair.

Pass Type IDs

iCloud Containers

App Groups Upload CSR file.
Select .certSigningRequest file saved on your Mac.
[] Devices

All

Apple TV I Choosefile 1 Certifi R

S

Apple Watch
iPad
iPhone

iPod Touch

1 Provisioning Profiles
All

Development

Distribution Cancel Back m
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6. Click Download and download aps_production.cer file.

Certiffeate

Your certificate is ready.

Download, Install and Backup
Download your certificate to your Mac, then double click the .cer file to install in Keychain
Access. Make sure to save a backup copy of your private and public keys somewhere secure.

Name: Apple Production iOS Push Services: com.sds.cellweemm.client
Type: APNs Production iOS

Identifier ID: CellwWe EMM Client

Expires: Oct 11, 2016

Uploading the App APNs certificate

To upload the downloaded aps_production.cer file to Admin Portal, follow
the steps below:

1. Go to Setting > Server > Configuration in the EMM Admin Portal.

2. Click Public Push on the top of the window and click APNs tab.

3. Click Upload APNs Certificate in the Client area, select the
aps_production.cer file, and click OK

4. The uploaded subject information of certificate and the expiration date appear
on the top of the window.
The MDM APNs certificate registered can be checked in Certificate > External
Certificate as APNs_Client_Certificate.

D.22.3 Issuing App APNs token-based information

You can select either using App APNs certificate or using the token type. Using the
certificate requires annual renewal, but the token does not expire, which makes it
easy to manage. To issue App APNs token-based information, complete the
following steps:

1. Click the & button next to the Keys category of Certificates, Identifiers &
Profiles.

Certificates, Identifiers & Profiles

Certificates Keys Q

Identifiers

NAME SERVICE ENABLED
Devices

Auth Key 1
profiles

Key for APNs Provider 1
Keys
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2. Fill in the Key Name field, select the Apple Push Notifications service (APNs)
check box, and then click the Continue button.

Certificates, Identifiers & Profiles

< All Keys

Register a New Key I:I

Key Name

You cannot Use Special characters such as @, &, 1, -, -

ENABLE NAME SERVICE

3. Click the Register button.

4. Click the Download button to download the issued Auth key and check the Key
ID. The issued Auth key can only be downloaded once. Store it in a safe location.

5. Check the Team ID in Account > Membership.

Overview - |

@ Membership

Membership Details

@ People Your team's membership information and legal agreements.
@ Certificates, IDs &
Profiles Membership Information
@ CloudKit Dashboard Program Type Apple Developer Enterprise Program
Servers Team Name
K Code-Level Support
Entity Type In-House [/ Enterprise

After completing App APNs certificate, you have completed issuing all needed
two certificates for APNs communication. As a next step, you must complete
"Building the EMM Client" step to distribute to users.After building the EMM
Client, you are ready to distribute EMM App to theusers.

D.23  Building the EMM Client

In order to distribute EMM on an iOS device without Apple’s App store, you must build
an EMM Client using the Bundle ID created through "Creating App ID" on page 131
and the profile created under "Generating the Distribution Provisioning profile" on
page 140. This describes the process of building the EMM Client.ipa application
for an iOS device.
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Note: Customers who have already been using ADEP accounts should skip
"Generating the iOS Distribution certificate" on page 138.

Generating the iOS Distribution certificate

An iOS Distribution certificate is required to distribute the iOS application. ADEP
account information is included with the iOS Distribution certificate. The ADEP
account information will be included in the Distribution Provisioning profile upon the
EMM Client build. To generate the iOS Distribution certificate, complete the
following steps:

1. Log into Apple Dev Center(https://developer.apple.com/account/).
2. Go to Certificates > Production.

3. Click + on the upper right side of the window.

Certificates, Identifiers & Profiles seokhoon kim v
i0S Apps < i0S Certificates (Production) + || Q
¥: Centificates 7 Certificates Total
All | Name Type Expires
Pending com.sds.smartmdm.mdm APNs Production iOS Feb 24,2016
el 2
' Development . | com.sds.cmm.pushtest APNs Production i0S Oct 16,2015
l Production
eI | | oom.sds.emm.client APNs Production i0S Aug 19,2015
i) denttiers I:AMSUNG DS {05 Distribution Jun 22, 2016 1
App IDs R N e e e A S S O ey e N e
SAMSUNG SDS iOS Distribution May 19, 2018
Pass Type IDs
Website Push IDs SAMSUNG DS MDM CSR Jun 16, 2016
iCloud Containers com.sds.support.emm APNs Production i0S Jun 17,2016

App Groups

4. Select In-House and Ad Hoc and click Continue.

Distribution
e i i M T e e T = o |
@] In-House and Ad Hoc |
Sign your iOS app for In-House or for Ad Hoc distribution. [}

MDM CSR

For signing certificate signing requests from MDM solution customers for MDM certificate
issuance at identity.apple.com. For more information, read the Mobile Device Management
Protocol Reference.

Apple Push Notification service SSL (Production)
Establish connectivity between your notification server and the Apple Push Notification service
production environment. A separate certificate is required for each app you distribute.

) Pass Type ID Certificate
Sign and send updates to passes in Passbook.

Intermediate Certificates

To use your certificates, you must have the intermediate signing certificate in your system
keychain. This is automatically installed by Xcode. However, if you need to reinstall the
intermediate signing certificate click the link below.

@ Worldwide Developer Relations Certificate Authority
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5. On About Creating a Certificate Signing Request (CSR) step, click Continue.

i0S Apps v Add iOS Certificate Q
7' Centificates [ Select Type Request Generate Approval
Al
Pending 7 . ] o
veieranens About Creating a Certificate Signing Request (CSR)
Distribution
10) Identifiers
[J Devices To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your

Provisioning Profiles Mac. To create a CSR file, follow the instructions below to create one using Keychain Access.
&}

Create a CSR file.
In the Applications folder on your Mac, open the Utilities folder and launch Keychain Access.

Within the Keychain Access drop down menu, select Keychain Access > Certificate Assistant >
Request a Certificate from a Certificate Authority
+ In the Certificate Information window, enter the following information:
- In the User Email Address field, enter your email address
« In the Common Name field, create a name for your private key (eg. John Doe Dev Key)
« In the Request is group, select the "Saved to disk” option
« Click Continue within Keychain Access to complete the CSR generating process.

E ]
1

6. With Generate your certificate step, click Choose File, then select CSR
file created on "Downloading the request file for MDM APNs" on page 128
section.

7. Click Generate.

i0S Apps v Add iOS Certificate Q
|
N
A Cenificates ) SelectType )  Request ) Generate Download
Al
Pending

Development
Distribution
10/ Identifiers

[J Devices With the creation of your CSR, Keychain Access simultaneously generated a public and private
key pair. Your private key is stored on your Mac in the login Keychain by default and can be
viewed in the Keychain Access application under the "Keys" category. Your requested
certificate will be the public half of your key pair.

1 Provisioning Profiles

Upload CSR file.
Select .certSigningRequest file saved on your Mac.

Cancel Back

Note: You must be careful not to revoke the distributed certificate. Once the
distribution certificate is deleted, you are required to rebuild both the
Distribution Provisioning profile and EMM Client.
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Generating the Distribution Provisioning profile
1. Log into Apple Dev Center(https://developer.apple.com/account/).

2. Go to Provisioning Profiles > Distribution.
3. Click + on the upper right side of the window.

o Developer Technologies ~ Resources  Programs Support  Member Center Qse

Certificates, Identifiers & Profiles seokhoon kim v

iOS Apps

¥: Certificates.

iOS Provisioning Profiles (Distribution)

34 profiles total.

+

>

Q

All Name ~  Type Status
Pending 2012_PRODUCT_MDTest_Group... iOS UniversalDistribution @ Active
Development 2012_PRODUCT_MDTest_Launcher iOS UniversalDistribution @ Active
Production
2014_PRODUCT_MDTest_Launcher i0S UniversalDistribution @ Active
W) Identifiers CellWe EMM Visitor Client PROD... 05 UniversalDistribution ® Active
App IDs
Dev1 Group EMM i0S UniversalDistribution @ Active
Pass Type IDs
Website Push IDs EMS DEVELOPMENT STE i0S UniversalDistribution @ Active
iCloud Containers EMS DEVELOPMENT STE_2015 i0S UniversalDistribution @ Active
App.Groups Fido Client distribution i0S UniversalDistribution @ Active
[ Devices G2BSMART i0S UniversalDistribution @ Expired
Al In-House Distribution by Samuel...  iOS UniversalDistribution @ Active
Apple TV £ R—— "
Integration distribution iOS Distribution 4 Invalid
Apple Watch
pad MDM Manager Distribution iOS UniversalDistribution L. Invalid
iPa
iPhone MHR time i0S UniversalDistribution O Expired
iPod Touch Made by Samuel Kim i0S UniversalDistribution O Expired
[) Provisioning Profiles Mobiledesk EMM Biz App PRODU... i0S UniversalDistribution @ Active
All Mobiledesk EMM Client PRODUC... i0S UniversalDistribution @ Active
Development NMS_MOBILE_MYSINGLE_DST i0S UniversalDistribution @ Expired
Distribution
NMS_MOBILE_OFFICE_DST iOS UniversalDistribution © Expired
SNS MNM Mananar Nictrihutinn i0S HinivarealNictributian Invalid

4. Create the Distribution Provisioning profile.

a. For Distribution Method, select In House and click Continue.

b. For App ID, select an App ID created on "Creating App ID" on page 131.

N

&

__PROV

Select App ID.

If you plan to use services such as Game Center, In-App Purchase, and Push Notifications,
or want a Bundle ID unique to a single app, use an explicit App ID. If you want to create one
provisioning profile for multiple apps or don't need a specific Bundle ID, select a wildcard
App ID. Wildcard App IDs use an asterisk (*) as the last digit in the Bundle ID field. Please
note that iOS App IDs and Mac App IDs cannot be used interchangeably.

App ID:

CellWe EMM Client (LLVDH2GUSH.com.sds.cellweemm.client)

Cancel Back

c. Select the Distribution certificate established under "Generating the iOS

Distribution certificate" on page 138, then click Continue.

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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d. Enter a Profile Name and click Generate.

Y& <
‘ﬁ Name this profile and generate.

PROV

The name you provide will be used to identify the profile in the portal.

Profile Name: | celiwe EMM Profile
Type: i0S Universal
App ID: CellWe EMM Client(LLVDH2GUS5H.com.sds.cellweemm.client)

Certificates: 1 Included

e. Click Download.

2

PROV

Your provisioning profile is ready.

Download and Install
Download and double click the following file to install your Provisioning Profile.

) Name: CellWe EMM Profile

o Type:  In-house Distribution
App ID: LLVDH2GUSH.com.sds.cellweemm.client

PROV Expires: Jun 22, 2016

Documentation
For more information on using and managing your Provisioning Profile read:

App Distribution Guide

Add Another Done

5. Double click the Distribution Provisioning profile (.mobileprovision)
to add to Xcode Organizer. Xcode Organizer is a screen where you can view
documentation such as device and repository management.

Note: « If Xcode Organizer does not work properly, right click on the file and
go to Open with > Xcode.app.

* You must install Xcode individually.

Setting the Bundle ID

1. Start Xcode. Xcode is an integrated development environment used to
develop software for Apple products, such as macQS, iOS, and iPadOS.
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2. Execute the officially-released EMM Client project.

3. On Project Navigator, select an EMM Client project, then click EMM Client
under TARGETS.

4. For Bundle Identifier on the General tab, enter the Bundle ID, created on
"Creating App ID" on page 131.

93 | < > | [B EMM Client < >
E] General Capabilities Resource Tags Info Build Settings Build Phases Build Rules
PROJECT .
¥ Identity
[& EMM Client
TARGETS

Bundle Identifier com.sds.cellweemm.client
+/~; EMM Client

Version 1.2.0

Build 1.2.0

Team | SAMSUNG SDS B
Provisioning profile does not match bundle identifier
The provisioning profile specified in your build settings
(“EMSEMM Distribution”) has an AppID of

“com.sds.emsemm.client” which does not match your bundle
identifier “com.sds.cellweemm.client”.

Fix Issue

5. Change the keychain-access-groups value.
a. Go to EMM Client > Products.
b. Click Entiltlements.plist file.

c. Change keychain-access-groups value to {Team ID}.{Bundle ID}.

B 2 Q A & == o @ [8/[< >|[EEeMMciet) [ Entitlements.plist ) No Selection
v [&) EMM Crient Key Type Value
» [17] Core Manager viPhone Entitlements Dictionary (2 items)
» [7] External Library application-identifier 4 String (s i )$(CF
» B Classes v keychain-access-groups 4 Aray (1 item)
== Item O String LLVDH2GUSH.com.sds.cellweemm.client
v || Other Sources

h| EMMErrorCodeDefine.h
|h) EMM Client_Prefix.pch
m main.m
V| | App Plist
EJ properties.plist
D Serviceltems.plist
D SettingValue.plist
» || Resources
»[1BAS
» | | Frameworks
» || Products
n Entitlements.plist

[£) EMM cient-Info.plist

6. Change SSO_KEYCHAIN_GROUP_NAME value.

a. Go to EMM Client > Other Sources.
b. Click EMM Client Prefix.pch file.
c. Change SSO_KEYCHAIN_GROUP_NAME to keychain-access-groups value.

B 2 Q A © = o @ |8 < >| [ eMMclient ) [ Other Sources )

v [5) EMM Ciient //#define SSO_KEYCH

h EMM Client_Prefix.pch ) No Selection
T RN U EAS U T ERINI T T

NAME @"M2XX3Z7QB5. c

CINUYG IR T USRI UTUTUOY

.bing.m sk'
» | | Core Manager 7
P | | External Library #define SSO_KEYCHAIN_ITEM_NAME @"SALKFDJLASDKIFLASKIDFLKASDLFKlskdgjlskdjfsldjLKI@98SDGG"
> #define SSO_KEYCHAIN_GROUP_NAME @"LLVDH2GUSH.com.sds. cellwc+:rrn. client"
| "I Classes
v | 7] Other Sources // TLS

#define CERTIFICATE_KEYCHAIN_ID @"cert"
h) EMMErrorCodeDefine.h #define CERTIFICATE_ALIAS @"emmioscert"
h| EMM Client_Prefix.pch #define CERTIFICATE_PWD @"123456"
™ = #define CERTIFICATE_TEMPLATE_NAME @"EMM_DEVICE_CERT"
m main.m
v | | App Plist // SecureStorage

T - y #define EMMCLIENT_SECURE_STORAGE @"EMMClientSecureStorage"

D properties.plist
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Modifying the EMM Client setting

For more details regarding EMM Client settings, see the chapter 5 that explains EMM
Client Development for iOS in the Samsung SDS EMM Developer’s Guide.

Building the EMM Client
1. Start Xcode. Xcode is an integrated development environment used to
develop software for Apple products, such as macQS, iOS, and iPadOS.
2. Go to Product > Archive.

3. From the Archive list, select EMM Client and click Export at the right Archive
Information.

4. Under Select a method for distribute step, select Enterprise and click Next.

Select a method of distribution:

App Store
Distribute through the App Store.

Ad Hoc
Install on designated devices.

© Enterprise
Distribute to your organization

Development
Distribute to members of your team.

el

5. Select the None in the App Thinning and click Next.

Enterprise distribution options:

App Thinning: = None a

Additional Options: Include manifest for over-the-air installation
Users can download your app using Safar

Cancel Ererou
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D.2.4

6. Select Distribution Provisioning profile created in "Generating the
Distribution Provisioning profile" on page 140 and click Next.

Select certificate and iOS In House profiles:

Team: SAMSUNG SDS

Distribution certificate: =[] Default (iOS Distribution - Created 2016. 6. 16

EMMClient.app: ¢ EMM Client Distribution Bo |

Cancel Previous Next

7. Click Export and select a directory which to save the EMM Client.ipa file.

Review EMMClient.ipa content:
& EMMClient.app

@ EMMClient.app

SUMMARY
Team: SAMSUNG SDS
Certificate: iOS Distribution (Ex
Profile: EMM Client Distribution ©
Architectures: armv7 and armé4

ENTITLEMENTS

keychain-access-groups
LLVDH2GUSH.com.sds.emm

application-identifier
LLVDH2GUSH.com.sds.emm.client

aps-environment
production

get-task-allow
false

com.apple.

LLVDH2GUSH

Cancel Previous

After building the EMM Client, you are ready to distribute EMM App to the users. If
you use Samsung SDS Push service, register the certificate information into Push
DBMS by referring "D.2.4, Registering APNs certificates” on page 144. If you use
Public Push service, complete "D.2.5, Setting the iOS Sign Certificate" on page 150
step.

Registering APNs certificates

If you use Samsung SDS Private Push service, you must register information of
MDM APNs certifiate and App Token into Push DBMS by using Public Push Tool or
entering MSSQL query directly. Downloading iOS APNs certificate.

To copy the iOS APNs certificate, you should download the APNs certificate
from "D.2.2, Generating APNs certificates" on page 128. To download the APNs
certificate, complete the following steps:

1. Go to Setting > Server > Configuration in the EMM Admin Portal.
2. Click Public Push on the top of the window and click APNs tab.
3. Click Download Cert in the Agent and Client field.
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4. Enter the password to set the password for the certificate, then click OK.
« For MDM APNs: APNs MDM Certificate.pl2

« For App APNs: APNs Client Certificate.pl2
If you use an App token, prepare the token file to upload.

D.24.1 Registering an iOS APNs certificate directly in Push database

After copying the APNs certificate to the Push server, the APNs certificte information
must be registered on the Push DBMS. Use the Public Push Tool provided or run
MSSQL DBMS query manually for the registration.

Using Public Push Tool

To enter the APNs certificate, run the Public Push tool provided after Push
installation. How to run the tool and the input values:

e The file to run: PublicPush/publicPush.jar

e How to run the tool:
Depending on the authentication method, enter the parameters as shown
below and press the Enter key.

i) Certificate-based authentication, using the Public Push tool with .p12 file

java -jar publicPush.jar {AUTH TYPE} {DB PASSWORD} {APID}
{SUB_APP TYPE} {CERT FILE PATH} {CERT PASSWD}
{CERT EXPIRATION DATE} {PUSH HOME}

Item Description
AUTH_TYPE When using the certificate as an authentication type, enter 0.
DB_PASSWORD Password for the account of the Push server database. If you

connect to the MSSQL server via Windows authentication, this
password will be ignored.

APID The unique application ID used by the Push services
« For an MDM APNss certificate, enter EMMA/0/$Tenant_ID$,
+ For an APP APNs certificate, enter EMMC/0/$Tenant_ID$

SUB_APP_TYPE When using multiple APNs certificates for a single APID, the item
values are used to distinguish certificates.

« O: If you register an MDM Agent certificat
« 1: If you register another certificate

CERT_FILE_PATH The path to the APNs certificate file

CERT_PASSWD The password for the APNs certificate
CERT_EXPIRATION_ | APNs certificate expiration date (YYYY-MM-DD)
DATE

PUSH_HOME Directory where the Push server is installed

EX) C:\SamsungSDS\Push\ {Version}
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i) Token-based authentication, using the Public Push tool with .p8 file

java -jar publicPush.jar {AUTH TYPE} {DB_PASSWORD} {APID}
{SUB_APP TYPE} {KEY FILE PATH} {BUNDLE ID} {TEAM ID} {KEY ID}

{PUSH_HOME}

Item Description

AUTH_TYPE When using the token as an authentication type, enter 1.

DB_PASSWORD The password for the account of the Push server database. If you
connect to the MSSQL server via Windows authentication, this
password will be ignored.

APID The unique application ID used by the Push services
SUB_APP_TYPE When using multiple APNs certificates for a single APID, the item
values are used to distinguish certificates.

« 0: If you register MDM Agent certificate

« 1: If you register other certificate
KEY_FILE_PATH The path to the authentication token signature key (p8) file
BUNDLE_ID The unique identifier of your EMM client (Topic)
TEAM_ID The ID given to the development team by Apple
KEY_ID Key ID of the authentication token signature key (p8) file
PUSH_HOME Directory where the Push server is installed

EX) C:\SamsungSDS\Push\ {Version}

When the APNs certificate is updated from the Apple Developer site, you must
make the same updates to the Push service. Updating the certificate used for the
Push Service is the same as the initial registration method indicated above. If you
already have a certificate for the same APID and SUB_APP_TYPE, an update
confirmation message is displayed. Enter Yes to update the certificate.

Error Messages the Public Push tool

This section describes how to troubleshoot error messages that occur when using
the Public Push tool.

Error message Cause Solution
APNs certification loading | The tool cannot read the | Refer to the message content
failed. (CERT FILE PATH/KE | and make sure the certificate
See below detail messages | Y FILE PATH} file. path is correct and you have the
necessary file read permissions.
Cannot read DB The Push installation Enter information registered at
information from directory cannot read the | the Apple: APNs certificate, the
jdbc.properties file. jdbc.properties file | password for the certificate, and
See below detail messages the certificate validity period.

JDBC driver loading failed. | Cannot load the JDBC Make sure that the

See below detail messages | driver. {oracle/mssgl/mysql}-
connector.jar file is in the
Push installation directory.
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Error message Cause Solution
DB connection failed. Cannot connect to the Confirm the message content
See below detail messages | DB. and make sure your name and

the DB information is
configured correctly, or the
firewall connection to the DB
server is required.

SubApplicationType If the SUB_APP_TYPE, Enter the required number
should be Number entered during the value for SUB_APP_TYPE.
program execution, is not
a number

Running MSSQL Query directly

To register certificate information on Push DBMS by running a DBMS query, complete
the following steps (this instruction is based on MSSQL DBMS):

1. Connect to the database through a tool, MS SQL Server Management Studio etc.

+ An BULK insert authority must be granted to the DB connection account. If the
authority is not granted, you must grant it or connect by a SA (System
Administrator) account.

2. Copy a certificate file on the MS SQL server.

- Certificate-based information: A certificate with the p12 file extension and
converted to FIPS-140 mode

+ Token-based information: A signing key with the p8 file extension

3-1. If you use certificate-based information for APNs authentication information, run
the following DB scripts to register the MDM (EMMA) and App (EMMC) APNs
certificate information.

The bolded APID, Certificate Password, Certificate expiration date, and
Certificate location can be changed according to the system.

- APID: An ID for the Push Service. For the MDM APNs certificate, enter
EMMA/0/$Tenant_ID$. For the APP APNs certificate, enter
EMMC/0/$Tenant_ID$.

« SUBAPPLICATIONTYPE: The value to distinguish certificates using APID. For
an MDM APNs certificate, enter 0. For an APP APNs certificate, enter 1.

« CERTIFICATE_PASS: The password for the certificate
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3-2.

« EXPIRATIONDATE: Certificate expiration date (YYYY-MM-DD)
Directory where the certificate file is installed

INSERT INTO PUSH APNS CERTIFICATE
(APID, SUBAPPLICATIONTYPE, CERTIFICATE PASS,CERTIFICATE,EXPIRATION
DATE, STATUS, LAST MODIFIED)

SELECT '$APID FOR _EMMAS$',0, '$CERT_ PASSWORD$', *,'2017-07-
28','1"',
getdate () FROM OPENROWSET ( BULK N'C:\Program Files\Microsoft SQL
Server\MSSQL11.SQLEXPRESS\MSSQL\DATA\APNs MDM Certificate.pl2',
SINGLE BLOB) rs;

INSERT INTO PUSH APNS CERTIFICATE
(APID, SUBAPPLICATIONTYPE, CERTIFICATE PASS, CERTIFICATE, EXPIRATION
DATE, STATUS, LAST MODIFIED)

SELECT 'APID FOR EMMC', 1, 'CERT PASSWORD', *,'2017-07-28','1"',
getdate () FROM OPENROWSET ( BULK N'C:\Program Files\Microsoft SQL
Server\MSSQL11.SQLEXPRESS\MSSQL\DATA\APNs Client Certificate.pl2

;, SINGLE BLOB) rs;

go

If you use token-based information for APNs authentication information for the
App APNS, run the following DB scripts to register the token-based EMM Client
information. The bolded APID, the EMMC App's BundlelD (Topic), TeamID, KeyID,
and the SigningKey's location can be changed according to the system.

« APID: ID for Push Service. Enter EMMC/0/$Tenant_ID$.

« SUBAPPLICATIONTYPE: The value to distinguish certificates. Enter 0 except
for the MDM APNs certificate.

- Bundle ID: The unique identifier of your EMM client
« Team ID: ID given to the development team by Apple
+ Key ID: Authentication key ID
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« Directory where the certificate file is installed

INSERT INTO PUSH APNS TOKENBASED INFO

(

APID,

SUBAPPLICATIONTYPE,

BUNDLE_ID,

SIGNING KEY,

TEAM ID,

KEY ID,

STATUS,

LAST MODIFIED

)

SELECT
"$APID_FOR_EMMCS',
1,
'$BUNDLE_ID_FOR_EMMCS$',

*
4

"$TEAM ID_OF APP_ACCOUNTS',
'"$KEY_ID OF SIGNING _KEY$',
v,

getdate ()

FROM OPENROWSET ( BULK N'C:\Program Files\Microsoft SQL
Server\MSSQL11. SQLEXPRESS\MSSQL\DATA\ADEP_APNS_AUthKey_Kl237J
GHI.p8', SINGLE_BLOB) rs;

Configuring APNs Topic

When the MDM APNSs certificate is registered to the Admin Portal, the APNs Topic
value is exported and automatically set. If APNs Topic value is changed, you need to
match this with the user ID.

To change the APNs Topic value, complete the following steps:

1. Double click the MDM APNs certificate generated under "D.2.2.1, Generating
MDM APNs certificate” on page 128.

2. Check the User ID in the pop-up window.
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[ JOX | APSP:a25eda36-d94a-
il APSP:a25eda36-d94a-4791-9423-1916b941caf0
Certificate
P, Issued by: Apple Application Integration Certification Authority
Expires: Wednesday, October 12, 2016 at 2:55:38 PM Korean Standard
Time
€ This certificate was signed by an unknown authority
p Trust
v Details

User ID
Common Name
Country

Country
Organization
Organizational Unit
Common Name

Serial Number

com.apple.mgmt.
d94a-4791-9423-

APSP:a25eda3
KR

us

Apple Inc.

Apple Certification Authority

Apple Application Integration Certification Authority

83171

Version 3

Olmmnbein Alemclbbee  OLIA 4 coiidbh DOA Cannintlna /4 05 OAN 44ACAA 4 4 £\

3. Set the User ID for the MDM APNs certificate as the APNs Topic value on
the EMM Admin Portal.

a. Log in to the EMM Admin Portal.
b. Go to Setting > Server > Configuration.

c. In the Category: MDM, Change the APNs Topic to the User ID of the
MDM APNs certificate.

d. Click & on the upper side of the window and apply the changes.

Configuration

Mail Server | Connector Service || Audit | Authentication Setting

Optiens

- Category : MDM (20)

Terms & Policies | Proxy

Public Push | SMS Settings | Anti-Malware = 550

Value

QR Code

D.2.5

39  APNs Topic for i0S com apple. mgmt External 61c3238d
40  Autestation Api Key 4F509BC98750

41 Auestation Server URL https://attest-api com

42 Daily retries for device commands in request 0

43 Direct boot command polling interval for Android (min) 0

44  Camera Option from Lock Screen for i0S TRUE

45  Keepalive Interval Period (hr, Android Only) 6

46  Reminder to Go Off Before Keepalive Expiration (hr, Android Only) 1

47  Keepalive Duration (days, set 0 to disable, Android Only) 0

Setting the iOS Sign Certificate

The iOS Sign Certificate (10SSigningCert.pl2) is a server certificate necessary
for communication between the EMM server and iOS devices. Apple MDM
specifications require a digital signature with iOS Sign Certificate when the EMM
server sends data to iOS devices.
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D.25.1 Generating iOS Sign Certificate

The default public key for iOS Sign Certificate is RSA (2048bit) and the signature
algorithm is Sha256RSA. The examples below shown in bold should be modified
according to the installation environment. If you need multiple certificates, repeat
steps 3 through 6 after the first certificate is issued.

Note: For more information on Java keytool, see
docs.oracle.com/javase/7/docs/technotes/tools/windows/keytool.html.

1. Create the directory iOS Sign Certificate in a specific location you want.
2. Open a command prompt and go to i0S Sign Cert directory.

3. Generate the self-signed Root key storage.

a. Enter the followings in the command prompt.

keytool -genkeypair -V -alias RootCA alias -keystore
RootCA.jks -keyalg RSA -keysize 2048 -validity 36500 -ext
KeyUsage:critical="keyCertSign" -ext

BasicConstraints:critical="ca:true"

- Enter Alias of Root certificate in RootCA _alias.

- RootCA. jks is Root CA Keystore file.
b. Enter the Root key storage password which should have at least 6 letters.
c. Enter the Root key storage password again.

d. Enter the answers to the questions shown in the command prompt:

What is your first and last name?
- What is the name of your organizational unit?
- What is the name of your organization?
- What is the name of your City or Locality?
- What is the name of your State or Province?
- What is the two-letter country code for this unit?
e. If the confirmation appears and if there is nothing wrong with it, enter Y.
f. Enter the key password for RootCA_alias.
g. Enter the key password for RootCA _alias again.

h. Check that the RootCA. jks file was created in 10S Sign Cert
directory.

4. Export the self-signed Root key storage certificate.

a. Enter the followings in the command prompt.
keytool -export -v -alias RootCA_alias -file RootCA.crt -keystore
RootCA.jks -rfc

- RootCA.crt is the Root CA certificate file.
b. Enter the Root key storage password.

c. Check that RootCA.crt was created in the 10S Sign Cert directory.
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5. Generate the server Keystore file.

a. Enter the followings in the command prompt.
keytool —-genkeypair -V -alias "EMM Server" -keystore
ioSSigningCert. jks -keyalg RSA -keysize 2048 -validity 36500

- The file, i0SSigningCert. jks, is server Keystore file.
b. Enter the server key storage password which should have at least 6 letters.
c. Enter the server key storage password again.

d. Enter the answers to the questions shown in the command prompt:

What is your first and last name?

What is the name of your organizational unit?

What is the name of your organization?

What is the name of your City or Locality?

What is the name of your State or Province?
- What is the two-letter country code for this unit?
e. If the confirmation appears and if there is nothing wrong with it, enter Y.
f. Enter key password for EMM Server.
g. Enter the key password for EMM Server again.

h. Check that i0SSigningCert.jks was created in 10S Sign Cert
directory.

6. Generate server certificate.

a. Enter as follows in the command prompt.
keytool -certreq -v -alias "EMM Server" -keystore
iOSsigningCert.jks -file rsaOneCert.csr

b. Enter the server key storage password.

c. Check that rsaOneCert.csr was created in 10S Sign Cert

directory.
keytool -gencert -v -alias RootCA_alias -keystore RootCA.jks
-infile rsaOneCert.csr -validity 3650 -outfile iOSSigningCert.crt
-rfc -ext KeyUsage:critical="digitalSignature" -ext
EKU="serverAuth"

- The file, i0SSigningCert.crt, is a digitally signed certificate file.

d. Enter the server key storage password.

7. Import the Root certificate to server Keystore.

a. Enter as follows in the command prompt.
keytool -import -v -alias RootCA alias -file RootCA.crt -
keystore iOSSigningCert. jks -storetype JKS

b. Enter the server key storage password.

c. When the question asking if you trust the certificate, and if there is

nothing wrong with it, enter Y.
keytool -import -v -alias "EMM Server" -file iOSSigningCert.crt
-keystore i0SSigningCert.jks -storetype JKS
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D.2.5.2

8.

9.

d. Enter server key storage password.

Generate P12 certificate file in server Keystore.

a. Enter as follows in the command prompt.

keytool -importkeystore -srckeystore iOSSigningCert. jks
—-destkeystore i0SSigningCert.pl2 -deststoretype PKCS12
-srcalias "EMM Server"

- The file, i0SSigningCert.pl2, is P12 server certificate file.
b. Enter the key storage password for the object (10SSigningCert.pl2).

c. Enter the key storage password for the object (10SSigningCert.pl2)
again.

d. Enter the key storage password for source (10SSigningCert.jks).

e. Check that i0SsigningCert.pl2 certificate was created in the iOS Sign
Cert directory.

Convert the certificate to FIPS140 mode with the tool provided.

Note: Enter the command below to check 10SSigningCert.pl2.

keytool -list -keystore i0SSigningCert.pl2 -storetype pkcsl?2

Registering iOS sign certificate

This part of the chapter describes how to register iOS sign certificate on the EMM
Admin Portal.

O O 0 N O U»n

1. Log in to the EMM Admin Portal.
2. Go to External certificates.

3.
4

. Enter the iOS sign certificate information.

Click Add.

+ Purpose: iOS Sign Cert
+ Type: Root

. Click Browse and select iOS sign certificate.

. Click Save.

. Copy the Certificate No of the registered certificate.

. Go to Configuration.

. Enter the certificate number in Communication digital signature certificate(iOS).
. Click & .

After registering iOS Signed Certificate on EMM Admin Portal, all steps are
completed. You can manage the iOS devices through iOS profile setting and App
distribution.
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Appendix E Installation Environment File

This describes each section of the EMM{Version} H SETUP.ini.

MULTI_TENANCY

Properties | Description Default | Location
Value
ENABLE Whether to use multi- | false Path to file:
tenant mode C:\SamsungSDS\EMM\ {Version}\wa
« true: Multi-tenant r\WEBINF\classes\config\defaul
- false: Single-tenant t-config.xml
Server URL
Properties | Description Default | Location Notes
Value
HOST IP address for EMM | localhost | Path to file:
server installation C:\SamsungSDS\EMM\
PORT HTTP Port of EMM | 35080 | |/SrsSion)\war\WEB-
WAS INF\classes\config\
default-config.xml
DOMAIN_ | Public IP or domain demo.sm | . The part that comes after | The value
NAME address with external | artemm.c | common/emm: must be
access om _ hostname changed.
HTTPS_PO | HTTPS Port of EMM | 35443 - httpPort -
RT server - httpsPort
LOOPBACK | Loopback IP for EMM | 127.0.0.1 - loopbacklp
P server - loopbackPort
LOOPBACK | Loopback Port for 35080
_PORT EMM server
EXTERNAL_ | - Single-server: 35443
PORT HTTPS Port with
external access to
EMM server
* Multi-server: HTTPS
Port with external
access to Web server

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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DATABASE
Properties | Description Default Location
Value
TYPE Type of database MSSQL - Path to file:
C:\SamsungSDS\EMM\ {Version}
\war\WEB-INF\classes\
config\default-config.xml
« The part comes after
database/type:
- type
HOST Server address for MSSQL | localhost | « Path to file:
C:\SamsungSDS\EMM\ {Versio
PORT TCP/IP port for MSSQL 1433 0} \war\WEB-
NAME Database name EMM{Versi | INF\classes\config\defaul
on}DB t-config.xml
USER Database access user |ID EMM{Versi | The part comes after
on} common/datasource/emm:
- driver
PASSWORD | Database access ~url
password
. - username
SA_USER MS SQL admin ID sa _ password
SA_PASSWO | MS SQL admin password
RD
PUSH_SAGID
Properties | Description Default Location
Value
SAGID The ID used for the SA | SDSEMMSA | C:\SamsungSDS\PushConfig

module included in the
application registered
in Push server.

« Duplicate SAGIDs are
not allowed in the
environment with a
single Push server.

« A ticket for the SAGID
set is needed.

\PushSA\resources\sa\prope
rties\sa.properties
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PUSH_APID

Push APID is the ID used for the application that provides Push service. EMM uses
EMM Agent (EMMA) and EMM Client (EMMC) as default.

Properties | Description Default | Location
Value
APID The ID used for Push | EMMA C:\SamsungSDS\PushConfig\PushSA

service application.

« Duplicate APIDs are

not allowed in the
environment with a
single Push server.

\resources\sa\properties\sa.pro
perties

GENERAL_CONFIG

Specify the basic information on the Push operating environment.

e USE_L4: Specify whether to implement load balancing with L4 Network
equipment for multiple Push server instances (Proxy or Push CM module).

e SMB_RUN_MODE: Specify the operating mode for the Push server.
- NORMAL: Install Push CM only in DMZ.
- PROXY: Install Push Proxy in DMZ and Push CM in Intranet zone.

Properties | Description Default | Properties
Value
USE_L4 Whether to use L4. FALSE C:\SamsungSDS\Push\ {Version}\
. true: Use bin\push cm start.bat
- false: Do not use
SMB_RUN_ | Whether to activate NORMAL
MODE Proxy mode
* true: Use
- false: Do not use
Properties | Description Default | Properties
Value
USE_L4 Whether to use L4. FALSE C:\SamsungSDS\Push\{Version}\
. true: Use bin\push cm start.bat
« false: Do not use
SMB_RUN_ | Whether to activate NORMAL
MODE Proxy mode
« true: Use

« false: Do not use
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CM_JAVA_CONFIG

Configure environment for JAVA on which Push CM is operated.

Properties Description Default | Location
Value
JAVA_MAX_MEMORY Maximum memory for | 1g C:\SamsungSDS\Push\
JAVA {Version}\bin\push cm
tart.bat
JAVA_MIN_MEMORY | Minimum memory for |512M | —° o5 -°¢
JAVA
CM_OS_TYPE
Set the OS for server platform on which Push CM is operated.
Properties | Description Default Value |Location
OS_TYPE OS type of Push WINDOWS C:\SamsungSDS\Push\{Version}
server \bin\push cm start.bat

CM_WINDOWS_OS TYPE
Specify the type of OS for Push CM operated on Microsoft Windows.

Properties Description Default | Location
Value

WINDOWS_OS_ The type of Windows | 64BIT C:\SamsungSDS\Push\ {Vers
TYPE for Push server ion}\bin\push cm start.
bat

CM_CONFIG

Set the environment for the installation and operation of Push CM.
o CM_EHOSTIP: The IP address on the server where Push CM is installed. The
external public IP address accessible on a device.

e CM_IHOSTIP: The internal server IP address for communication between Push
CM instances.

o XXX_INSTANCE_COUNT: The number of Push components (DCM, SCM,
PS, and ECM)

e XXX_TCP_PORT: Tcp Port number for communication with Push external
components including Push Device Agent(DA) and Service Agent(SA).

157

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.



Appendix E Installation Environment File

o XXX_UDP_PORT: UDP Port number for communication between Push CM

instances
Properties Description Default | Location
Value
CM_EHOSTIP External CM IP 127.0.0.1 | C:\SamsungSDS\Pus
CM_IHOSTIP Internal CM IP 127001  D\(versionl\bin\p
ush cm start.bat
DCM_INSTANCE_C | The number of DCM instances | 1
OUNT
DCM_TCP_PORT DCM TCP Port communicating | 35001
with the outside
DCM_UDP_PORT DCM UDP Port communicating | 35011
with the inside
SCM_INSTANCE_C | The number of SCM instances 1
OUNT
SCM_TCP_PORT SCM TCP Port communicating | 35002
with the outside
SCM_UDP_PORT SCM UDP Port communicating | 35012
with the inside
ECM_INSTANCE_C | The number of ECM instances 1
OUNT
ECM_TCP_PORT ECM TCP Port communicating | 35003
with the outside
ECM_UDP_PORT ECM UDP Port communicating | 35013
with the inside
PS_INSTANCE_CO | The number of PS instances 1
UNT
PS_TCP_PORT PS TCP Port communicating with | 35000
the outside
PS_UDP_PORT PS UDP Port communicating with | 35010
the inside
ICM_INSTANCE_C | The number of ICM instances 1
OUNT
ICM_TCP_PORT ICM TCP Port communicating 35004
with the outside
ICM_UDP_PORT ICM UDP Port communicating 35014

with the inside

PROXY_HOSTIP

Set the environment for installation and operation of Push Proxy.
e PROXY_EHOSTIP: The IP address on the server where Push Proxy is installed.
The external public IP address accessible on a device.

¢ PROXY_IHOSTIP: The internal IP address of the server where Push Proxy is
installed for Push CM access.
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o XXX_ETCP_PORT: TCP Port number for communication between the Push
external components, including the Push Device Agent (DA) and Service

Agent (SA).

o XXX_ITCP_PORT: TCP Port number that accepts access from Push CM instances.

Properties Description Default | Location
Value

PROXY_EHOSTIP Proxy external IP C:\SamsungSDS\PushProxy\
PROXY_IHOSTIP | Proxy internal IP ;Zii iliz i\bi“\pu‘gh—proxy—
DPP_ETCP_PORT DPP external port 35101
DPP_ITCP_PORT DPP internal port 35111
PPP_ETCP_PORT PPP external port 35100
PPP_ITCP_PORT PPP internal port 35110
EPP_ETCP_PORT EPP external port 35103
EPP_ITCP_PORT EPP internal port 35113

AT_SERVER_JAVA CONFIG

Set the environment for JAVA on which AppTunnel is operated.

Properties Description Defau | Location
It
Value
JAVA_MAX_MEMORY Maximum memory 19 C:\SamsungSDS\AT\ {Versio
for JAVA n}\at-server\bin\
.. t tart.bat
JAVA_MIN_MEMORY | Minimum memory | 512m | & —-Sr7ersrart-»a
for JAVA

AT_SERVER _OS_TYPE

Set the OS for server platform on which AppTunnel is operated.

Properties Description Default Location
Value
OS_TYPE The OS type of WINDOWS | C:\SamsungSDS\AT\ {Version}\a

AppTunnel server

t-server\bin\
at server start.bat

AT_SERVER_WINDOWS_OS_TYPE
Specify the type of OS for AppTunnel operated on Microsoft Windows.

Properties Description Default | Location
Value
WINDOWS_OS_TYPE The type of 64BIT C:\SamsungSDS\AT\ {Vers
Windows for App ion}\at-server\bin\
Tunnel server at server start.bat
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AT_SERVER_CONFIG

Set the environment for the installation and operation of AppTunnel.
e ATS_HOSTIP: The IP used by the external components of the AppTunnel client
to communicate with the AppTunnel server.

e ATS_TCPPORT: TCP Port used by external components of the AppTunnel
client to communicate with the AppTunnel server.

Properties Description Default | Location
Value

ATS_HOSTIP External IP of 127.00.1 | C:\SamsungSDS\AT\ {Version}\

AppTunnel server at-server\bin\

t tart.bat

ATS_TCPPORT | TCP Port used by 36000 | ©—CorVer_SRarhene

AppTunnel server for

communication with

the outside

AT_RELAY_HOSTIP

Set the environment for installation and operation of AppTunnel relay server.
e RELAY_IHOSTIP: The internal IP allowing the AppTunnel server to connect to
App Tunnel relay server.

e RELAY_INT_PORT: The port used by AppTunnel server to connect to App
Tunnel relay server

Properties Description Default Location
Value
RELAY_IHOSTIP The internal IP of 127.0.0.1 C:\SamsungSDS\AT\ {Ve
AppTunnel relay rsion}\at-relay\bin\

1 .
RELAY_INT_PORT | The internal port of 36110 at_relay start.bat

AppTunnel relay

SA_PROPERTIES

Set the information that is needed to allow Push SA to access and communicate with
Push CM.

¢ SCM information: The information on IP and Port of SCM included in Push CM.

- When connecting to several SCM instances from the SA,
MULTI_SCM_USE propterty is set as TRUE, and MULTI_SCM_INFO is set
as SCM_IP:SCM_PORT with colon(":"). Multiple items can be set using a

comma (“,") separator.
e.g.) 70.30.173.XXX:35012,70.30.183.XXX:35013
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e Ticket information: The license information used to access Push CM.

Properties Description Default | Location
Value
SCM_PORT SCM IP Port 35002 C:\SamsungSDS\PushConfi
MULTISCM_USE | For multi SCM instance | FALSE | 0 -1Shoh\resourcesisal
properties\sa.properti
MULTI_SCM_INFO For multi SCM instance, es
SCM IP and Port
* SCM_IP_1:SCM_PORT_1
,SCM_IP_2:SCM_PORT_2
TICKET The value of ticket for | b5f62...0
SAGID ccb6a9%6a
c5f65130
bc5b297
5f0b76b
e3
TICKET_KEY_INDEX | Ticket index 10
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Appendix F Installing SQL Server
certificate

The database certificate should be changed due to the limitation of the EMC
Crypto module. This chapter describes how to install a 2048 bit RSA certificate. To
install the certificate, take the following steps.

Note: A problem can occur when installing a 2048 bit certificate, if another
system uses SQL Server. Compatibility with other systems should be
checked.

Creating SQL Server certificate
Create a P12 type certificate for SQL Server, and copy it to SQL Server.

® When creating a certificate, the Common Name (CN) must be the name of
the computer where the database is installed.

® Set Key Size to 2048 bit.

® Input DigitalSignature as Key Usage.

® Input ServerAuth as Extended Key Usage.
The following shows an example of creating a certificate, using keytool.
keytool -genkey -v -alias mssqgl -keystore sglserver.pl2 -
storetype pkcsl2 -keyalg RSA -keysize 2048 -keypass 123456 -

validity 7300 -ext KeyUsage:critical="digitalSignature" -ext
EKU="serverAuth" -storepass 123456 -dname CN=computer name

Installing SQL Server certificate
To install the certificate used in SQL Server, complete the following steps:

1. Enter Windows > Run > mmc in SQL Server to start Windows Management
Console (MMCQ).
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2. Select File > Add/Remove Snap-in in MMC.

File | Action View Favorites Window Help
d New Ctri+N
= Open... Ctd+O0 |
Save Ctrl+S

Add/Remove Snap-in...

O

1 C:\Users\...\Certificate

2 C:\Windows\system32\services

3 SQLServerManager12

4 C:\Windows\system32\compmgmt

Bxit

3. Select Certificates in Available snap-ins and click Add to open the
“Certificates snap-in” window. Select Computer account and select a
certificate target (Local Computer) that will be managed by snap-in and click

Finish.

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snap-in Vendor A [ Console Root Edit Extensions...
') ActiveX Control Miosoft Cor... | | :
[@c«tjﬁam Microsoft Cor... |=
,FConwwManagen... Microsoft Cor... s — I
i) Device Manager Microsoft Cor... — { Move Down
{29 Disk Management Microsoft and...
EventVlewer Microsoft Cor...
[Folder Microsoft Cor...
15/ Group Policy Object ... Microsoft Cor...
&, 1P Security Monitor  Microsoft Cor....
& 1P Security Policy M...  Microsoft Cor...
] Link to Web Address  Microsoft Cor...
WLocal Backuo Mrosoft Cor... |
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
oK || cancel |

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.
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4. Check the selected snap-in and click OK to finish adding certificates to snap-in.

Certificates snap-in

This snap+n wil always manage cestificates for:
O My user account

I@MI

[

<Back [ Nea> | [ Concel |

5. Extend Certificates (Local Computer) added to MMC and select Personal >

Certificates.

6. Right click and select All Tasks > Import.

Certificate

i@ File Action View Favorites Window Help

a9 2o 0l &=

7] Censole Reot Issued To = Issued By
4 () Centificstes (Local Computer) (| ZIWIN-KISR2GS91H4 WIN-K15R2G591H4
4 [ Personal
| Centificate
p [] Trusted Root [ Aok

b ) Enterprise Tru i\ﬁew
|

b 2] Intermediate ¢ New Window from Here
b B TrustedPubli{ |

L e e A Lot
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7. Select the certificate that was created in advance (example, sqglserver.p12) on
the “File to import” window, and click Next.

W Y

-+ Certificate Import Wizarc

File to Import
Spedify the file you want to import.

File name:

C:\Users\Administrator \Desktop\sqiserver.p 12 I Lm__l

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS =12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS =7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Next l Cancel

8. Input the password (example, 123456) and select the Mark this key as
exportable.... check box and click Next.

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

0=

[[]Display Password

Import options:

[C]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

(V] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[¥] Indude all extended properties.

[ Net i cancel |

9. Select Personal as Certificate Store and click Next.

10. Check the certificate setting information and click Finish to install the
certificate.
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Checking the SQL Server execution account

1. Run SQL Server Configuration Manager in Windows Server.

2. Select the SQL Server that currently running in SQL Server Services and right
click. Then select Properties to open the "SQL Server (MSSQLSERVER)
Properties" window.

3. Copy the content of the Account Name (example, NT Service\MSSQLSERVER)
in the Log On tab. The copied Account Name is used to authorize the SQL
Server certificate.

‘@ Sql Server Configuration Manager

File Action View Help
' EIEEICCCE

43 sQL Server Configuration Manager (Local) Name State Start Mode Log On As Proces
E| SQL Server Services ES)SQL Server (MSS... Running Automatic NT Service\MSSQL... 3932
_EL SQL Server Network Configuration (3. ) _ UTHORITV\LO... 0
4 § SQL Native Client 11.0 Configuration SQL Server (MSSQLSERVER) Properties lervice\SQLSER... 0
&, Client Protocols
5 Aliases
4§ SQL Server Network Configuration

v_iAliwaySOnMg%Avadaalty [ StarmpiParamehefs I N;vangea 1
LogOn ‘ Service | FILESTREAM

f‘-l‘,. Protocols for MSSQLSERVER Log on as:
4 § SQL Native Client 11.0 Configuration O Builti 5
&, Client Protocols ool
Q Aliases
@ fThis account:
Account Name: NT Service\MSSQLSERVER Browse
Password:

Service status: Running
l Stop l [ Pause l l Restart I

Authorizing SQL Server certificate

1. Extend Certificates (Local Computer) in MMC and select Personal >
Certificates. Select an installed certificate in "chapter, Installing SQL Server
certificate” on page 162 and right click the mouse button and then, select All
Tasks > Manage Private Keys...

2. Click the Add button in the "Permissions for mssql private keys" window and

add the account (The account copied in "Checking an SQL Server execution
account”, such as NT Service\MSSQLSERVER).
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3. Select the check box for Full Control/Read privilege on the added account.

= Certificate - [Console Root\Certificates (Local Compui
ﬁ File Action View Favorites Window Help
e n@E 40 XE B
-1 Console Root Issued Te = Issued By
4 G Centificates (Local Computer) || ZZIWIN-K15R2G591H4 WIN-K15R2G591H4
4 || Personal
] Certificates ki Permissions for mssql private keys |L,
p -] Trusted Root Certification £
b | Enterprise Trust Security
I Intermediate Certification 2 Group or user names:
i | Trusted Publishers %SYSTEM
b [l Untrusted Cartificates 83, Administrators (WIN-K15R2G5S1H4\Administrators)
1> (] Third-Party Root Certificati 2o Account Unknown (S-1-6-5-0-20113562)
> (1 Trusted People
1 | Client Authentication lssuel
> | Remote Desktop
I . Certificate Enroliment Requ dd | | a = |
b | Smart Card Trusted Roots
b B Y UL

Select this object type:

[Uaers. Groups. or Builtin security principals
From this location:

|WIN-KI5R2G591H4

| Enter the object names to select (sxamples):
NT Service\MSSQLSERVER]

Designating SQL Server certificate

1. Select Protocol for MSSQLSERVER of the SQL Server Network Configuration
item in SQL Server Configuration Manager. Then, right click and select
Properties.

4§ SQL Server Network Configuration H
Ep Protocols for MSSQLSERMER !

4 2 QL Notwe Cient 110, | Open
2, Client Protocols View >
2 Aliases
Refresh
Export List...
I Properties ]
Help
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2. Select the installed MSSQL certificate in the Certificate tab and click the OK
button.

- Certificate | Advanced

Certificate: | Vew. || cear |

mssql

TTTTCXP vate
Friendly Name
Issued By
Issued To

Expiration Date

[oc J[ conctl || oy [[ rep |

3. Select the SQL Server Instance in the SQL Server Services in SQL Server
Configuration Manager. Right click and select Restart to restart the SQL
Server.
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Appendix G SecuCamera

G.1 Overview of Samsung SDS SecuCamera

The Samsung SDS SecuCamera is an enterprise security camera application used
by EMM to encrypt captured photographs without saving them on a device and
send them to a user's email. The EMM administrator can distribute the
SecuCamera by purchasing the license and deploying event profiles to a user's
device for installation. SecuCamera is supported for on-premise type of EMM 2.0
or later only and is consisted of an application to install on devices and a server.
The SecuCamera application can run only once the EMM is installed on a user's
device and the user is logged in.

The configuration of the SecuCamera service is as follows:

r' . > l ESB Interface ‘
Raw Picture (byte) 2 ?
> =
- oA /
Log data s ' SMTP Interface l
> =3
Client Info H Image Processer ‘
SecuCamera (phone no, e
Application Email, ID...) —
ecuCamera
Server

e SecuCamera application

- The SecuCamera application is installed when you log in to EMM for the
first time on a device running on Android Lollipop or newer, or when you
update the policy. Data created in the application is not saved, but
encrypted and sent to the SecuCamera server.

e SecuCamera server

- The SecuCamera server converts encrypted data to image data and sends it
to an email address via the linked mail server. The email address must be
registered in the EMM user information in advance.

- The image data in the SecuCamera server is deleted according to the
deletion period.

- The SecuCamera server supports an enterprise service bus (ESB), such as
Knox Portal or an SMTP email interface to link to the user's mail server.

- An interface with the EMM server is not supported so the SecuCamera
server can be used as an independent server.
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SecuCamera Process flow

<\,

N

| (1) Execution request ]

Not Supported (2) Android version
check

l Supported

(3) EULA check

Deactivation

Not Agree

Unchecked Check

(5) EMM link check

Activation

(6) SecuCamera license
and rights

| (7) App Execution

! Checked only at first execution.

This figure illustrates the process for running the SecuCamera application. It shows

an overview of the execution process of the SecuCamera application in EMM.

No.

Description

1

The user runs the SecuCamera application on their device.

2

The application checks the device OS version.
* Android OS Lollipop or later is supported.

3,4

The user accepts EULA and gives permission to the SecuCamera app
installation. If the user does not accept, the SecuCamera is not installed.

The application checks for a successful login and activation of EMM.

The application checks for the license and rights.

The application is executed.

Note:

* When installing the SecuCamera server, configure the server using INT file. For
more information, see "G.3.1, Installing the SecuCamera server" on page

173.

« Images captured by the SecuCamera are sent to the email address
registered in the EMM user information. Therefore, email addresses must
be registered in the user information on the EMM Admin Portal for users

to receive images from the SecuCamera application.
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G.2

Configuring SecuCamera

You can control devices to prohibit use of cameras according to the company
security policy. However, you can allow specific users to use the SecuCamera
application and to do so, you must complete the following jobs on the EMM
Admin Portal:

e Check license in TMS Admin Portal.
e Register a user's email address and enable the use of the SecuCamera.

Register SecuCamera application and set SecuCamera policies.

Preparation

You need to check that you have an appropriate license on the TMS Admin Portal.
Go to Tools > Basic > License and check the Number of SecuCamera Users.

Setting Usre Information
1. Go to User

2. Click Add, and register the user’s information including user’s Email and
select Enable on Secu Camera checkbox.

Registering an application
1. Go to Setting >EMM Application and Policy and click Add >Newly
Register.

2. On the “Add EMM Application” window, select SecuCamera from the
Classification list and type in SecuCamera in Application Name.

3. Click Browse to upload the SecuCamera installation file. Please contact
Technical support for the apk file.

4. Click Save.

Configuring the SecuCamera Policy

In order to use the SecuCamera application, you must first enable the SecuCamera
application in the SecuCamera policy and configure the INT file.

Configuring the INI file

For each policy, you can set the SecuCamera server address, FinishTimer, mail
sender, whether to use a watermark, and whether to modify the email subject
using the INTI file. See the example below to configure an INI file.

e Address: Set the SecuCamera server address.
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e FinishTimerSec: If the SecuCamera application doesn't function for the
specified period of time set in seconds, it closes automatically. If left
unspecified, the default value of 60 seconds is used.

e UseMark: Whether or not to use watermarks on photographed images that
are sent via email.

- When enabled, a user’'s email address registered in the EMM Admin
Portal is marked on the center of the image.

- By default, watermark use is disabled and no input value is necessary.

- When a watermark is in use, the user's email address, email send date, or
text entered by the administrator is displayed in the center of images. To
change the watermark, see "Watermark settings" on page 178

e UseCustom: Set whether to edit the subject of the e-mail to which the
photographed picture is sent.

- true: The default title can be modified.

- No setting or false: The default title cannot be modified.

[Info]

Address = https://127.0.0.1
[FinishTimer]
FinishTimerSec= 60
[UseMark]

UseMark = false

[Title]

UseCustom = false

To configure a profile, complete the following steps:

1. Go to Setting > EMM Application and Policy > SecuCamera

2. On the “Policy Set” window, select Use for SecuCamera App and
Configuration File.

3. Upload the previously configured INT file, and click Save & Apply.
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G.3 Installing the SecuCamera server

The SecuCamera server can be configured independently from the EMM server
without being linked. To install the SecuCamera server, first configure the Apache
Tomcat server environment. You can receive the setup.exe file for the
SecuCamera server from the technical support team for installation and set the
server installation file, such as the email server linked to the SecuCamera server,
watermark modification method and the deletion period of photographed images
saved in the server.

Preparing for installation

You must prepare the following before installing the SecuCamera server:
e Environment for installation
- Check supported OS: Windows Server 2008 R2 (64bit) or 2012 (64bit)

- Apache Tomcat installation must be installed for SecuCamera server
operation.

e Java Development Kit (JDK)

- Install Java Development Kit 1.8(bit). For more information, see "2.1,
Installing JDK" on page 8.

e Network environment

- Open the firewall between the SecuCamera server and the email server.
e Request and prepare the installation and configuration files.

- installation file for SecuCamera server

G.3.1  Installing the SecuCamera server

To use the received files to install the SecuCamera server in the Apache Tomcat
environment, complete the following steps:
1. Open the File Explorer, navigate and run the received setup.exe file.
* The file must be installed using the Windows administrator account.

2. Select the language for installation and click OK.
3. When the InstallShield Wizard starts, click OK.
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4. Read the EULA carefully, select | accept the terms in license agreement, and

click Next.

1) Secure Camera Server - InstaliShield Wizard (E

License Agreement

Please read the following license agreement carefully.

End User License Agreement
This End User License Agreement (“EULA”) is a binding contract between D
the END USER (“Customer™) and Samsung SDS Co., Ltd (“SDS™) which

governs Customer’s use of software and services provided by SDS and/or its
licensors.

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE
ACCESSING OR USING THE SOFTWARE BECAUSE IT
CONSTITUES A BINDING LEGAL AGREEMENT BETWEEN

ATICMANATID ANT O NI A AOATOOMTAS AD TICMTA TTIT

@ Iaccept the terms in the license agreement

(© Ido not accept the terms in the license agreement

-

InstaliShield

[ <Back | Next> ][ cancel |

5. Click Change to change destination path for SecuCamera server installation

as {Tomcat installation path}\webapp, and click Next.

r A
%) Secure Camera Server - InstallShield Wizard [E5

Destination Folder

Click Change to install a Tomcat wepapp folder and then Click Next to install

D Install Secure Camera Server to:

C:¥Program Files (x86)WSCSH

InstaliShield

[ < Back ][ Next > ] [ Cancel ]

A

6. Click Install to install the SecuCamera server.

7. When the SecuCamera server installation is complete, modify the Tomcat
configuration file so the SecuCamera server runs automatically when the

Tomcat server is run.

174

The use of this commercial software, and its documentation is subject to the restrictions stated on the second page of this documentation.



Appendix G SecuCamera

G.3.2

* Tomcat configuration file : {Tomcat path}\conf\server.xml
<Host name= “localhost” appBase="webapps”
unpackWARs = “true” autoDeploy= “true”>
<!-- Omitted-->

<Context docBase="SCS” path="/securecamera”
reloadabel="true”>

</Host>

Configuring the SecuCamera server

You can specify the properties that are associated with the SecuCamera server on
the config.properites file, such as the email interface, email format, logs,
image format, and the data deletion period.

Configure the default settings of the SecuCamera server and the mail sender's
information sent by the server in the file shown below:

e Path to the SecuCamera server configuration file:
{Secure Camera installation path}\WEB-
INF\classes\properties\config.properties file.

- config.properties file: Configure the settings including the email
interface linked to the SecuCamera server, mail type, log, image format,
watermark modification, and data deletion cycle.

- mail-sender-settings. json file: The mail sender's information sent by
the SecuCamera server.

Configure the config.properites file as follows:
# l:smtp 2:knox portal (ESB)
mail.server=2

#smtp settings

mail.smtp.host=10.10.123.54

mail.smtp.port=25

mail.smtp.sender=GilDong Hong <gdong.hong@example.com>

#on/off
mail.smtp.tls=off
mail.smtp.ssl=o0ff

#smtp authentication
#on/off
mail.smtp.auth=off
mail.smtp.username= username
mail.smtp.pwd=password

#esb settings

mysingle.esb.cid=C60ML0000
mysingle.esb.cpw=C60ML0000111222
mysingle.esb.sender=gdong.hongl@example.samsungsds.com
mysingle.esb.sender.pw=sdstestl2!
mysingle.esb.mail.url=http://example.samsung.net/test/
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#mail settings
mail.subject=[SecuCamera] Photographed images
mail.body.uri=/html/mail file.html

#mail settings
#on/off
mail.sender.setting=on

#image settings
image.upload.path=c:\\SecuCam Image
image.format=jpg

#log settings (Location to which logs sent by the device are
saved)
device.log.path=c:\\SecuCam Log

#image/device log cleaner
#on/off
clearner.image=off
clearner.devicelog=off

#image WarterMark modification

#0:Do not use l:email 2:send date 3:Text entered by the
administrator

WarterMark. format= 1

WarterMark.customer=[Text displays as the watermark]

#cron format

#Sec 0-59 , - * /
#Min 0-59 , - * /
#Hour 0-23 , - * /
#Day 1-31 , - * 2 / L W

#Month 1-12 or JAN-DEC , - * /

#Day 1-7 or SUN-SAT , - * 2 / L #

#Year (Option) 1970-2099 , - * /
cleaner.image.clonetab=0 0 23 * * SUN
cleaner.devicelog.clonetab=0 0 23 * * SAT

Email server settings
Specify the email server to be linked with the SecuCamera server.

e When sending via the SMTP server: mail.sever= 1

e When sending via the ESB (e.g., Knox Portal) server: mail.server= 2
e When sending via the Knox Portal Rest API V1 server: mail.server= 3
e When sending via the Knox Portal Rest API V2 server: mail.server= 4

SMTP server setting

If you send emails via the SMTP serve, you need to specify the SMTP server IP
address, Port number, sender's email address, and set whether to enable or disable
TSL/SSL.
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mail.smtp.host= IP address of the SMTP server
mail.smtp.host= Port number of the SMTP server
mail.smtp.sender= SMTP sender email
mail.smtp.tls= Set TLS use as On or Off
mail.smtp.ssl= Set SSL use as On or Off

SMTP authentication settings
Specify whether or not to use authentication when sending an SMTP email.

e mail.smtp.auth= Set authentication use as On or Off
e mail.smtp.username= Username for SMTP authentication
e mail.smtp.pwd= Password for SMTP authentication

ESB server setting

Setup the correct service environment for ESB, request for ESB use from the
corresponding provider, and obtain a CID and a CPW.

mysingle.esb.cid= Granted CID
mysingle.esb.pwd= Granted CPW
mysingle.esb.sender= ESB sender email
mysingle.esb.sender.pw= ESB sender password
mysingle.esb.mail.url= ESB sender URL

Knox Portal API V1 server settings

Set up the interface of the server that has been requested for V1 API to connect to
Knox Portal. After this point (2020.12), applications for V1 API are no longer
possible.

Knoxportal.rest.sender = Knox Portal sender email
Knoxportal.rest.mail.token= Token received to use Knox Portal V1 API
Knoxportal.rest.mail.url= Knox Portal Mail APl URL

Knoxportal.rest. mail.attach.total. max.size = maximum number of attachments
for Knox Portal Mail

e Knoxportal.rest.empsearch.cid = CID received to use Knox Portal V1 API
e Knoxportal.rest.empsearch.token = Token received to use Knox Portal V1 API
e Knoxportal.rest.empsearch.url = Knox Portal employees inquiry API URL

Knox Portal API V2 server settings

V2 Rest API for Knox Portal connection must be applied to the person in charge of
Knox Portal, and the Token and CID must be received.

Knoxportal.rest.v2.sender = Knox Portal sender email
Knoxportal.rest.v2.mail.token= Token received to use Knox Portal V2 API
Knoxportal.rest.v2.mail.url= KnoxPortal V2 Mail APl URL
Knoxportal.rest.v2.empsearch.cid = CID received to use Knox Portal V2 API
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e Knoxportal.rest.v2.empsearch.token = Token received to use Knox Portal V2
API

e Knoxportal.rest.v2.empsearch.url = Knox Portal employees inquiry V2 APl URL

Email settings
Specify the email title and html file path containing the body of the email to be
sent from the SecuCamera server.

e mail.subject= Email title
e mail.body.uri= .html file path containing body

Enabling mail sender settings

To specify senders of emails sent by the SecuCamera server for each department,
you need to decide whether the json file should be used or not.

o |f the mail.sender.setting is “on,” then emails are sent using the sender
information specified in the mail-sender-settings.json file.

e If no department information for the user exists in the mail-sender-
settings.json file, then the mail.smtp.sender specified in the
config.properites file or the mail sending server specified as the
mysingle.esb.sender is used.

e |f you configure the mail-sender-settings. json file, see "Mail sender
settings” on page 180.

Image settings
Specify the file saving path and the format of images photographed by Secure
Camera.

e image.upload.path= Image saving path
e image.format= Image format

Watermark settings

You can set the watermark to contain the user's email address, email send date,
or specific text so that it can be added to photos taken using the SecuCamera
application.

e watermark.format= Enter one of the following numbers depending on the
watermark display format.

- 0: Do not use

- 1: User's email address
- 2: Email send date

- 3: Specific text

e watermark.custom= The administrator enters text that should be used as the
watermark (50 bytes).
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Cleaner settings

Specify the deletion period of images and logs saved on the SecuCamera server for
a periodic cleanup. For more information, see "Crontab format" on page 180.

e cleaner.image= Set Image deletion as On or Off
e cleaner.devicelog= Set Log deletion as On or Off
e cleaner.image.clonetab= Image deletion period
e cleaner.image.clonetab= Log deletion period
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Crontab format

Second 0-59, - * /

Minute 0-59, - * /

Hour 0-23, - * /

Day of the Month 1-31, - * ? / L W

Month of the Year 1-12 or JAN-DEC, - * /

Day of the Week 1-7 or SUN-SAT, - * ? / L #

Year (optional) 1970-2099, - * /

* : All values

? : No specific value

- : Range of values

Separates values

Initial value in conjunction with a step value
Last value in the range

: Monday to Friday or the closest Monday/Friday
: Day of the week in conjunction with week number of the month, 2#1
> First Monday

I == = B~~~

E.g.,) Expression Meaning

Second Minute Hour Day Month Week (Year)

"0 0 12 * * ?": Any days of the week, monthly, daily, 12:00:00

"0 15 10 ? * *": Every days of the week, monthly, any date, 10:15:00
"0 15 10 * * ?": Any days of the week, monthly, daily, 10:15:00

"0 15 10 * * ? *": Every year, any days of the week, monthly, daily,
10:15

"0 15 10 * * 2?": 2005" In year 2005, any days of the week, monthly,
daily 10:15

"0 * 14 * * ?": Any days of the week, monthly, daily, 2pm at every 0
sec of a minute

"0 0/5 14 * * 2?2": Any days of the week, monthly, daily, 2pm at every
0 sec with 5 minute interval

"0 0/5 14,18 * * ?": Any days of the week, monthly, daily, 2pm, 6pm,
at every 0 sec with 5 minute interval

"0 0-5 14 * * ?": Any days of the week, monthly, daily, from 2pm to
2:05pm at every 0 sec

"0 10,44 14 ? 3 WED": March, every Wednesday, any date, 14:10:00,
14:44:00

"0 15 10 ? * MON-FRI": Mon to Fri, monthly, any date 10:15:00

"0 15 10 15 * ?": Any weekday, monthly, 15th 10:15:00

"0 15 10 L * ?": Any weekday, last day of every month, 10:15:00

"0 15 10 ? * 6L": Last Friday of every month, any date, 10:15:00

"0 15 10 ? * 6L 2002-2005": From 2002 to 2005, last Friday of every
month, any date, 10:15:00

"0 15 10 ? * 6#3": Monthly, every 3rd Friday, any date, 10:15:00

Mail sender settings

Photos taken using SecuCamera are sent to the user who has taken them in an
email through the mail server.

The sender can be selected depending on the department to which the user
belongs. If the user's department is not specified in the mail-sender-
setting.json file, then the mail sender specified in the config.properites
file is used to send emails instead. For more information about the default settings
of the SecuCamera server, see "Configuring the SecuCamera server" on page 175.
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e department: The department to which the user belongs.

e email: The sender's email address.

e pass: The password for the sender's email address. This value must be
entered for Knox Portal.

The following is a sample mail-sender-setting. json file.
{

"settings":
[

{
"department" :"SDS Suwon",
"email" ::"seungyong.shin@emsdev2.com",

/*sender’s email */

"pass" :"SDS" /*password for sender’s email*/

}

{
"department" :"SDS Jamsil",
"email" :"marvin.moon@emsdev2.com", ,
"pass" :"SDS"

For instance, the sender is changed according to the specified email sending
information.

e |f the recipient belongs to “SDS Suwon,” then the email sender becomes
seungyoung.shin@emsdev2.com.

o If the recipient belongs to “SDS Jamsil,” then the email sender becomes
marvin.moon@emsdev2.com.

e If the recipient doesn't belong to either department, then the email sender
becomes the default sender specified in the config.properites file.

- When the mail.server value is "1 (SMTP),” the sender specified as the
mail.smtp.sender is used to send emails.

- When the mail.server value is "2 (Knox Portal),” the sender specified as
the mysingle.esb.sender is used to send emails.

G.3.3 Running SecuCamera server

If you run the Tomcat server after installing the SecuCamera server, the
SecuCamera server will run simultaneously.

To run the Tomcat server, complete the following steps:

1. Goto the {Tomcat installation path}\bin folder, and double-click the
startup.bat file.

2. Check that the Tomcat server runs successfully.
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* The Tomcat server will run as follows and the SecuCamera server will run
simultaneously.

B Tomcat [_TO[X]

oyDirectory Deployment of web application directory [C:!”apac}\e—tomcat—9.B.B.HZSW!
webappsWhost—manager] h inished in [461 ms

B5-Sep—2017 14:54:10.541 Y I[mainl org.apache.catalina.startup.HostConfig.depl]
oyDirectory Deploying web application directory [C:Wapache-tomcat-9.0.08.M26%weba
ppstmanager]

B5-Sep—2017 14:54:10.573 ME Imainl org.apache.catalina.startup.HostConfig.depl

oyDirectory Deployment of web application directory [C:Wapache—-tomcat-9.08.08.M26
webappstmanager] has finished in [321 ms

A5-Sep—2017 14:54:10.573 [main] org.apache.catalina.startup.HostConfig.depl|
oyDirectory Deploying web application directory [C:Wapache—-tomcat—-9.8.8.M26%weba
ppsWROOT 1

B5-Sep—2017 14:54:10.588 7Y [mainl org.apache.catalina.startup.HostConfig.depl
oyDirectory Deployment of web application directory [C:Wapache—tomcat-9.8.08.M26
webappsWROOT 1 has finis in [15]1 ms

P5-Sep—2017 14:54:18.588 =% [mainl org.apache.catalina.startup.HostConfig.depl]
oyDirectory Deploying web application directory [C:Wapache-tomcat-9.8.8.M26%weba
ppsttsecurecameral

A5-Sep—2017 14:54:10.619 AL [mainl org.apache.catalina.startup.HostConfig.depl
oyDirectory Deployment of web application directory [C:Wapache-tomcat-9.0.8.M26
webappsWsecurecameral has finished in [311 ms

A5-Sep—2017 14:54:10.61 Y I[mainl org.apache.coyote.AbstractProtocol.start St
arting ProtocolHandler [“Yajp—nio—8809"1

AC-Con=2@10 Ad:-Ed 40 ccc 2J % [main] org.apache.catalina.startup.Catalina.start
Server startup in 1064 ms

Checking SecuCamera server logs

When the user runs the SecuCamera application on their device, they can check
the SecuCamera server logs saved during communication between the device and
the server.
e Log file location: The top-level folder in which the SecuCamera server is
installed.
For example, if the SecuCamera application was installed in the

c:\sds\securecamera folder, logs are saved to the c:\ folder. You can
modify the 1og47.xm1 file to change the log file path.

e Log information: Fileid, Filename, Filesize, hostip, userid, email, state,
insert_date, and update_date.

- hostip: The IP address of the SecuCamera server.
- userid: The device user's ID.

- state: One of the following log messages is displayed about the state of
the SecuCamera server.

- Key exchanged after launching SecuCamera to send emails: Ready to
key change.

- Ready to send emails after taking photos: Ready to send mail.
- Key deleted after closing SecuCamera: Ready to remove key.

- Log delivery function enabled in SecuCamera: Ready to save
devicelog.
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