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DISCLAIMER

Samsung SDS may alter, change, modify or delete a part of or whole contents of
this guide at any time by its sole discretion for the purpose of providing better
information.

PREFACE

This guide describes how to set up IPsec configuration on Microsoft Windows Server
2016 for the mutual authentication among the servers installed in Samsung SDS
EMM as the environment for Common Criteria evaluation to MDMPP v4.0. The guide

outlines the followings:

1. host to host communication (transport mode)
2. Standalone Machine (not Domain-joined Machine)
3. Settings of Main mode vs Quick mode
4. Select Authentication Methods

- PSK

- Not Kerberos

- Not Certificate (from CA, local)
5. Select Security Method

- integrity : SHA-256

- Encryption : AES-CBC 256

- key exchange : DH Group 14
6. Enable FIPS feature in Microsoft Windows

Note: This guides how to set up the IPsec in MS Windows Server 2016/2019 for
establishing the secure communication channel between the EMM server and the

external server (e.g., DBMS).
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0 Abstract

- This guide shows how to set up the secure communication between the servers
in terms of the components of Samsung SDS EMM.

Internet

=t

Secure Communication

] Test environment

- Create 2 of Virtual Machines (hereinafter VM)
.VMAIP:10.0.222.54
.VMBIP:10.0.222.159

O Practice

1. Go to [Control Panel] — [Administrative Tools] —
[Windows Firewall with Advanced Security]

- In the case of Windows Server 2019, go to [Server Manager] — [Tools] —
[Windows Defender Firewall with Advanced Security]

2. Click [Properties] while the task bar selected and right-click on
[Windows Firewall with Advanced Security on Local Computer]

- In the case of Windows Server 2019, click [Properties] while the task bar
selected and right-click on
[Windows Defender Firewall with Advanced Security on Local Computer]



ﬂ Windows Firewall with Advanced Security
File Action

&= | B F

View  Help

@ Windows Firewall with Advanced Security on Local Computer

B Inbound Rules
Qutbound Rules

5’5 Connection Security Rules
B Monitoring

Import Policy...
Export Policy...
Restore Default Policy
Diagnose / Repair

View
Refresh
Properties

Help

rewal Advanced Security on Local Computer

F ‘Windows Firewall with Advanced Security provides network security for Windows computers

Erview -

~

omain Profile
§ Windows Firewall s on.
) Inbound connections that do not match a nule are blocked

} Outbound connections that do not match a e are allowed

. nvate Profile

@ Windows Firewallis on

o Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed
Public Profile is Active

@ Windows Firewallis on

® Inbound connections that do not match a nule are blocked.

@ Outbound connections that do not match a rule are allowed

B Windows Firewall Propetties

Getting Started

Autheant o b

p S

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

EJ Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection only if
it is authenticated, or if it comes from an authorized user, group, or computer. By defautt, inbound connections are
blocked unless they match a rule that allows them, and outhound connections are allowed unless they match a nule that

blocks them.

B3 Inbound Rules

Opens the properties dialog box for the current selection.

3. Go to [IPsec Settings] — [IPsec defa

Windows Firewall with Advanced Security on Local Computer Pro...
Domain Profile  Private Profile  Public Profile  1Psec Settings
|Psec defaults

K|  Specify settings used by IPsec to
a\.‘tha, establish secured connections.

IPsec exemptions

R Exempting ICMP from all IPsec requirements can simplify
Q,\‘II;, troubleshooting of network connectivity issues.

Exempt ICMP from IPsec: Mo (default) ~

IPsec tunnel authorization

&  Specifythe users and computers that are authorized to
EW%IL:, establish |Psec tunnel connections to this computer.

(® MNone
) Advanced

Cancel Apply

ults], and click [Customize]

x

Check the default settings and click OK

Actions

B @ e




Customize |Psec Defaults

|Psec will use these settings to establish secured connections when
there are active connection security rules.

When you use the default options, any settings in @ GPO with a higher
precedence are used.

Key exchange (Main Mode)
(@ Defautt (recommended)
() Advanced

Data protection (Guick Mode)
(®) Defautt (recommended)
() Advanced

Authertication method
(@) Default

(O) Computer and user (Kerberos Y5)
() Computer (Kerberos V5)

(O) User (Kerberos VE)

() Advanced

Cancel



4. Set up the algorithm by referring the 3 modes below for CC evaluation

Key exchange
(Main Mode)

. Select [Advanced], and click [Customize...]
. Delete the [Security methods], click [Add...]
. Click [OK] after setting as
* Integrity algorithm : SHA-256
* Encryption algorithm : AES-CBC 256
* Key exchange algorithm : Diffie-Hellman Group 14
. Click [OK]

Data protection
(Quick Mode)

. Select [Advanced], and click [Customize...]

. Check 'y ' at [Require encryption for all connection
security rules that use these settings]

. Delete the [Data integrity and encryption], click [Add...]
. Select [ESP(recommended)]
. Click [OK] after setting as
* Integrity algorithm : AES-GMAC 256
* Encryption algorithm : AES-GCM 256
. Click [OK]

Authentication
method

. Select [Advanced], and click [Customize...]
. Delete the [First authentication methods], click [Add...]
. Click [OK] after setting as
* Select [Preshared key] and enter the desired value
. Click [OK]




5. Double click [Connection Security Rules],
select [Rule Type] in [New Connection Security Rules Wizard] window,
Select [Rule Type] in Steps, [New Rule...], [Server-to-server] for IPsec setting
. Click [Next]

P Windows Firewall with Advanced Securit
File Action View Help
| 2mE = H

@& Windows Firewall with Advanced Security on Local Computer ;
Inbound Rul -
3 Inbound Rules Name Enabled Endpoint 1 Endpoint2  Authentication mode  Al| &
Qutbound Rules
8% Connection Security Rules @ New Connection Security Rule Wizard X ||&
. Monitori
> B onitoring
= 9 Rule Type ¥
Select the type of connection security rule to create. ¥
Steps: aQ
& Rule Type What type of connection security rule would you like to create? '?
=
@& Endpoints
@ Requirements () Isolation
@ Authertication Methad Restrict connections based on authentication criteria, such as domain membership or
health status
@ Frofie () Authentication exemption
@ MName Do not authenticate connections from the specified computers
® Servertoserver
Authenticate connection between the specified computers.
O Tunnel
Authenticate connections between twh computers.
() Custom
Custom rule

Note: Connection security ules specify hoW and when authentication occurs, but they do not
allow connections. To allow 2 connection, &eate an inbound or outbound rule

Cancel

In [Endpoints] steps, a second connection is needed.
Note: This guide shows the setting per subnet. Please set up for respective use.

ﬂ Nindows Firewall with Advanced Securil

File Action View Help
|zl =]

ﬂ Windows Firewall with Advanced Security on Local Computer | R0 TS T T E
: 'O”b;””d ZUAE“ Mame - Enabled  Endpoint1  Endpoint?  Authentication mode  A|| €t
utbound Rules
%5 Connection Security Rules @ New Connection Security Rule Wizard || &
B Monit
» &, Monitoring Endpoints h's
Specify the computers between which secured connections will be established using IPsec v
Steps: g
@ Rule Type Create a secured connection between computers in Endpoint 1and Endpoint 2. =
@ Endpoints Which computers are in Endpoint 17
@ Requirements O Any IP address
@ Authentication Method These IP addresses:
@ Profile 10.02220/24 Add.
@ Name

Customize the interface types to which this rule applies: Customize..
‘Which computers are in Endpoint 27
O Any IP address

These IP addresses:

1002220724 A,

< Back




In [Requirements], please refer to the settings as below
Select [Require authentication for inbound and outbound connections], click [Next]
@ v Firewall with Securit

ndows Fire - [m] X
File Action View Help
e HE =

@ Windows Firewall with Advanced Security on Local Computer

Connection Security Rules Actions

Inbound Rules
&% Outbound Rules
= e e D @ New Cannection Security Rule Wizard || e NewRule...

7 Filter by Profile
W Filter by State

Name Enabled Endpoint 1 Endpoint 2 Authentication mode Connection Security Rules -

B, Monitoring Requirements

Specy the authentication requirements for connections that match this nule

View
<L e 4 . . Gl Refresh
. en do you wart authertication to occur

@ Rue Type = bportList.
@ Endpoint

ponts Help
@ Requirements (O Request authentication for inbound and cutbound connections
@ Authentication Method Autherticate whenever possble but authentication is not required.
@ Profile () Require ication for inbound ions and request ication for
o Neme outbound connections

Inbound connections must be athenticated to be alowed. Otbound connections are
authenticated whenever possible bt authetication is not required

(@ Require authentication for inbound and outbound connections
Both inbound and autbound connections must be autherticated to be allowed.

< Back Cancel

In [Authentication Method], select [Advanced], click [Next]

Note: This guide shows the PSK setting by applying Preshared Key in [Customize].
@ Windows Firewall with Ad it - o x

5|22 BE

@ Windows Firewall with Advanced Security on Local Computer

Connection Security Rules Actions

&3 Inbound Rules
Outbound Rules
e @ New Connection Security Rule Wizard X || B NewRule

Name Enabled  Endpoint1  Endpoint2  Authentication mode Connection Security Rules -

., Monitoring Authentication M T Filter by Profile

Specfy how authentication is perormed for cannections that match this nie W Filter by State

View

Steps: |G Refresh

Y s Wihat authentication method would youlike to use?

ype 2 Export List

3 Export List...

@ Endpoints ) Computer certificate Help

@ Requirements Restrict communications to connections from computers that have a cedificate from this

Y — certification authorty (CA).

@ Profile Signing Algorithm: RSA (default)

@ Name

Certificate store type:  Rpot CA (default)

CA rame

These cettficates are issued by Network Access Protection health cerficate
servers

@® Advanced

‘Specify custom first and second authentication seftings

— - fore




In [Profile], check 'V ' at Domain, Private and Public and click [Next]

P Windows Firewall with Advanced
File Action View Help

ez 2H 2 HE

ﬂ ‘Windows Firewall with Advanced Security on Local Computer | ETUEISEET T

Inbound Rules

Outbound Rules

2% Connection Security Rules
> B Monitoring

Actions
Mame Enabled  Endpoint1  Endpoint2  Authentication mode Connection Security Rules
@ New Connection Security Rule Wizard X || B NewRule..
Profile T Fitter by Profile
‘Specify the profies for which this rule applies. W Filter by State
View
= (o [@ Refresh
‘ en does this rule apply?
& Rl Type B boortli.
@ Endpoint:
pere H rep
@ Requrements Domain
@ Authentication Method Applies when a computer is connected to its corporate domain
& Prois Private
W tome Hopliss when = computer s Gonnactad 1o  privats nstwork losation. such s = homs
or work place
Public
Applies when a computer s connected to a public network location
< Back Cancel
< >

In [Name], please enter the appropriate name (and Description as an option).

Click [Finish].

Note: This setting should be exactly same to each Host.

P Windows Firewall with Advanced Securit
File Action View Help
e aE =B

Inbound Rules
Outbound Rules
% Connection Security Rules
5> B Menitoring

@ Windows Firewall with Advanced Security on Local Computer

Connection Security Rules Actions
Name Enabled  Endpoint1  Endpoint2  Authentication mode Connection Security Rules
@ New Connection Security Rule Wizard % || B NewRule
Name T Filter by Profile
Specify the name and description of this rule. 7 Filter by State
View
Steps: @ Refresh
@ Rule Type 2 Bportlist.
@ Endpoints
H Hep
@ Requirements Name
@ Authentication Method [iesd ‘
@ Profiie
@ Name Description {nplmnal]\
o ==
< >




(] Option) FIPS setting for CC evaluation

1. Go to [Control Panel] — [Administrative Tools] — run [Local Security Policy]

- In the case of Windows Server 2019, go to [Server Manager] — [Tools] —— run

[Local Security Policy]

2. Go to [Security Settings] — [Local Policies] — [Security Options] —

Select [System cryptography: Use FIPS compliant algorithms for encryption,
hashing, and signing] Enabled (please see below)

T Local Security Pelicy - O X
File Action View Help
e @ XRE= BE
i!n Security Settings Policy - Security Setting 63
g' Account F?Iicies | Network security: Restrict NTLM: MTLM authentication in th... Mot Defined
via I_.?cal F'o.lmes_ | Metwork security: Restrict NTLM: Qutgoing NTLM traffic to ... Mot Defined
2' Audit ?Dhc}r . | Recovery console: Allow automatic administrative logon Disabled
2 User F}lghts ésslgnment Recovery console: Allow floppy copy and access to all drives... Disabled
1 Security Options ) ) )
“ Windows Firewall with Advanced Sec: | Shutdown: Allow system to be shut down without having to... Enabled
“ Network List Manager Policies | Shutdown: Clear virtual memory pagefile Disabled
“ Public Key Policies Systemn cryptography: Force strong key protection for user k.. Mot Defined
“ Software Restriction Policies wstem cryptography: Use FIPS compliant algorithms for en...  Enabled
Z Application Control Policies | Systern objects: Require case insensitivity for non-Windows ... Enabled
g IP Security Policies on Local Compute | Systern objects: Strengthen default permissions of internal 5. Enabled
| Advanced Audit Policy Configuration | Systern settings: Optional subsystermns
| System settings: Use Certificate Rules on Windows Executabl... Disabled
| User Account Contrel: Admin Approval Mode feor the Built-i... Disabled
| User Account Contral: Allow UlAccess applications to prom... Disabled

| User Account Control: Behavior of the elevation prompt for ..

| User Account Contrel: Behavior of the elevation prompt for ...
| User Account Control: Detect application installations and p...
| User Account Control: Only elevate executables that are sign...
| User Account Control: Only elevate UlAccess applications th...
| User Account Contrel: Run all administraters in Admin Appr...
| User Account Contral: Switch to the secure desktop when pr..,

| User Account Control: Virtualize file and registry write failure...

Proempt for consent for ...
Prempt for credentials
Enabled

Disabled

Enabled

Enabled

Enabled

Enabled




O Test
1. Run Command prompt by entering [cmd] in search field (magnifier icon at the
bottom left of the screen) > test the ping and check the status

Host A
EX Command Prompt

1 with
from 18.¢ 159:
r from ° :
from °

ate round trip time
Minimum = 8ms, MaxXimum

Version 18.8.14
rosoft Corporation. All

dmin>ping 16.9.

trom :
from 16
¢ from : :
from 18.8.222.159: byte time<ims

= 4, i = 4, Lo
round trip times in milli-
Minimum = &ms, Maximum = 8ms, Ave




2. Run Packet monitoring by WireShark

[Before applying IPsec]

Host A

£ *Ethernet 3 - O *

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
W d @ RE Re=2=2f 5 EaaaH

[ Jip-src==10.0.222. 159 or ip.dst==10.0.222.159 _E_ﬁ = Exor

Mo. Time Source Destination Protocal  Lengthf Info
37854 12178.588578 18.8.222.54 18.8.222.159 ICMP 74 Echo (ping) request
37855 12170.5688735 10.8.222.159 18.8.222.54 IMP 74 Echo (ping) reply id=a
37859 12171.524194 18.8.222.54 16.8.222.159 IMP 74 Echo (ping) request id-@
37860 12171.524335 10.0.222.159 18.8.222.54 ICMP 74 Echo (ping) reply id=a
37864 12172.539816 10.8.222.54 16.8.222.159 ICMP 74 Echo (ping) request id=@
37865 12172.539957 16.0.222.159 16.0.222.54 ICMP 74 Echo (ping} reply id=@

sl
W

Frame 37865: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: @a:b9:79:87:6F:68 (@a:b9:10:87:67:68), Dst: @3:a3@:78:7c:21:9e (Ba:al:78:7c:21:9e)
Internet Protocol Version 4, Src: 18.8.222.159, Dst: 18.8.222.54

Internet Control Message Protocol

VoW W W

H

G000 Ba aB 78 7o 21 9e @a b 9 @7 6T 63 @5 9@ 45 @8 ! oh--E

G818 @8 3c 2c ce 99 @9 30 ©1 3d 1d @a @8 de 9T @a @@ T

9020 de 36 @@ B@ 55 53 @@ @1 @@ @5 61 62 63 64 65 66 f| ‘6 -US - - abcdef

08508 B7 68 B9 6Ba Bb Bc Bd B2 &f FB 71 72 73 74 75 7B ghijklmn opgrstuv

ge48 77 81 B2 B3 B4 65 BB 67 6B B9 wabcdefg hi

() 7 wireshark_Ethernet 3_20191028041523_a03288.pcapng || Packets: 38238 - Displayed: 1758 (4.6%) || Profile: Default

Host B

£ *Ethernet 3 - O bt

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
W d® RE Re=2=2F 8 3 QaaH

[i |ip.src==10.0.222.54 or ip.dst==10.0.222,54

Mo. Time Source Destination Protocol  Length Info ~
62816 12166.691282 168.68.222.54 106.6.222 159 ICMP Echo (ping) request id=@8
62811 12166.691254 18.8.222.159 1@.8.222.54 ICMP Echo (ping) reply id=8
62982 12167.786817 18.8.222.54 10.6.222 159 ICMP Echo (ping) request id-@8
62983 12167.786862 18.8.222.159 1@.8.222.54 ICMP Echo (ping) reply id=8
62995 12168.722442 18.8.222.54 10.6.222 159 ICMP Echo (ping) request id-@8
62996 12168.722487 10.0.222.159 10.0.222.54 ICMP Echo (ping) reply  id=8,,
e e e o o s oo e o o o P Y

< i,

» Frame 62996: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

> Ethernet II, Src: @a:b9:f0:87:6f:68 (Ba:b3:f9:87:6f:68), Dst: @a:3@:78:7c¢:21:9e (Ba:al@:78:7c:21:9e)
» Internet Protocol Version 4, Src: 18.8.222.159, Dst: 108.8.222.54

> Internet Control Message Protocol

Cooo @a a@ 78 Jc 21 9e @a b9 9 @7 of 68 83 @@ 45 6@ ~ex|le-- --oh--E-

G018 88 3c 2c ce 9O B0 50 @1 00 00 Ba @8 de 9T @a 6@ Py e

G020 de 36 8@ 8@ 55 53 @8 @1 @8 83 6l 62 63 B4 BS 6B 6 -US-+ - -abcdef

G030 67 BB B9 Ba Bb 6c 6d Be &F 7B 71 72 73 74 75 76 ghijklmn opgrstuv

@848 77 B8l 62 63 64 65 66 67 68 69 wabcdefg hi

———/

(O 7 wireshark_Ethernet 3_20191028041527_a03852.pcapng || Packets: 64053 - Displayed: 1765 (2.8%) || Profile: Default



[After applying IPsec]
The packet shows its encapsulation after applying IPsec as below.
Host A

£ “Ethernet 3 - O x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
W d® TRE | Re2=2F 8 S EAaqaH

[i|ip.src==10.0.7_22.159orip.dst==10.0.222.159 m ~ | Expression...  +

Mo, Time Source Destination Protocal
34321 11828.427763 18.8.222.159 18.8.222.54 ESP t (SPI=@x1fa26a3c)
34322 11828.427829 18.8.222.54 1@.8.222.159 ESP ' (SPI=0x776T7c74)
34472 11857.588543 18.8.222.54 18.8.222.159 ESP t (SPI=8x776T7c74)
34473 11857.588713 18.8.222.159 18.8.222.54 ESP ' (SPI=Bx1fa2Gaic)
34480 11858.443342 18.8,222.159 18.8.222.54 ESP g (5PI=@xlfa26a3c)
34481 11858.443419 18.8.222.54 1@.@.222.159 ESP 1 (SPI=@x776T7c74)

£

> Frame 32711: 9@ bytes on wire (728 bits), 98 bytes captured (720 bits) on interface @

> Ethernet II, Src: @a:a@:78:7c:21:%e (@a:a@:78:7c:21:%9e), Dst: @a:b9:19:087:6T:68 (@a:b9:f9:87:6f:68)

» Internet Protocol Version 4, Src: 18.8.222.54, Dst: 18.8.222.159

> Encapsulating Security Payload

(O 7 wireshark_Ethernet 3_20101028041523_a03288.pcapng || Packets: 35035 - Displayed: 1697 (4.8%) || Profile: Default
Host B
£ *Ethernet 3 = O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Teols Help
ma® TREQRe=2=2F &5 CRC R e
[i |ip.src==10.0.222.54or ip.dst==10.0.222. 54 H '] Expression...  +
No. Time Source Destination Protocol  Lengthlf Info
59736 11914.641675 18.8.222.159 18.8.222.54 ESP af ESP (SPI=@xl1fa26a3c)
50737 11914.641855 18.8,222.54 18.8.222.159 ESP 18§ ESP (SPI=0x776f7c74)
59874 11943.721692 18.8.222.54 18.8.222.159 ESP ol ESP (SPI=8x776T7c74)
593875 11943.721749 18.8.222.159 18.8.222.54 ESP 18§ ESP (SPI=@x1fal6a3c)
59379 11944,642017 18.8.222.159 12.8.222.54 ESP of ESP (SPI=8xlfa26alc)
59888 11944.643897 18.8.222.54 18.8.222.159 ESP 10} ESP (SPI=8x776f7c74)

Lal
v

Frame 5988@: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface @

Ethernet II, Src: @a:a@:78:7c:21:% (@a:a@:78:7c:21:9e), Dst: @a:b9:19:07:67:68 (@a:b9:f9:87:6f:68)
Internet Protocol Version 4, Src: 10.8.222.54, Dst: 18.8.222.159

Encapsulating Security Payload

VoW WV

() 7 wireshark_Ethernet 3_20191028041527_a03852.pcapng || Packets: 60379 - Displayed: 1706 (2.8%) || Profile: Default



3. Verify SA

Main mode
Go to [Monitoring] — [Security Associations] — Main Mode

ﬂ ‘Windows Firewall with Advanced Security

File Action View Help

|z | @

P Windows Firewell with Advenced
icati i i i Key Bxchange

&3 Inbound Rules
Qutbound Rules
Yu Connection Security Rules AES-CBC.. SHA-256  Diffie-Hellman Group 14
~ Bl Monitoring
B Firewall
3‘5 Connection Security Rules
~ g Security Associations
.11 Main Mode
.y Quick Mode

Mo authentication

810022254 100222159 Preshared key

Quick mode
Go to [Monitoring] — [Security Associations] — Main Mode

ﬂ Windows Firewall with Advanced Security

File Action View Help

“«s | znE = -
@ Windows Firewall with Advanced 5 [T 40 0
Protocol AH Integri ESP Inteqri ESP Encryption
—— %
AES-GCM ...  AES-GCM 236

EQ Inbound Rules Local A&?dress Remote Address  Local Port  Remote..
Qutbound Rules —
=m Connection Security Rules 5 10.0222.54 10.0.222.158 Any Any Any
~ Bl Monitoring
B8 Firewall
5"9__ Connection Security Rules
v 5 Security Associations
) Main Mode
_ﬁ Quick Mode

Meone

(End of document)
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