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1 Introduction

This document describes the configuration of Extensible Authentication Protocol-Transport
Layer Security (EAP-TLS) Authentication with Cisco Identity Services Engine (ISE) for wired

connections.

For the scope of this guide, it is important to understand these phases of the ISE (RADIUS)

Authentication flow:

Authentication - |dentify and validate the end-identity (machine, user, and so on) that
requests network access.

Authorization - Determine what permissions/access the end-identity will be granted on the
network.

Accounting - Report and track the end-identity's network activity after network access is

achieved.

EAP-TLS Flow
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2 Prerequisites

e Make sure that all the IP’s of Supplicant (Test Laptop), Authenticator (Switch) and
Authentication server (TOE) are reachable to each other.

e Make sure the Supplicant and Authentication server are directly connected to the Switch
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e We also need a bridge between the Authentication server and the Authenticator to

capture the traffic between them.
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3 ISE Configuration Steps: ISE EAP-TLS Server

3.1 Add the Network Access Device in ISE

e Login to the ISE Administration User Interface (Ul) as a SuperAdmin role user.

e The Network Access Device (Authenticator) that an endpoint is connected to is also
configured in ISE so that RADIUS/TACACS+ (Device Admin) communication can take

place. Between the NAD and ISE, a shared secret/password is used for trust purposes.

e To add a NAD via the ISE GUI, navigate to Administration > Network Resources:

Network Devices > Network Devices, which is shown in this image.

‘8’ Identity Services Engine » Context Visibilty  » Operations  » Policy [IRE ] Work Centers ©  License Waming 4
Summary Endpoints. Guests Vulnerability Threat + System Network Resources PpxGrid Services Lo lnd
femcymenl - vlesl —
icensing etwork Device Groups
Profile -—
METRICS Certiicates Network Device Profiies e 13
s " Logging External RADIUS Servers Threat Centric NAC )
Total Endpoints © Active Endpoints © Malnisndnds RADIUS Server Sequences Third Party Vendors Authenticated Guests ¢

Upgrade NAC Managers

< Backup & Restore External MDM ° ([ ] >

O P8 | adminAccess Location Services =
Stige “m
Device Portal Management
Identity Management Blacklist

Identities 8YOD
Groups Certficate Provisioning
Extemal Idenity Sources Client Provisioning

# AUTHENTICATIONS © 9O X # NETWI Identity Source Sequences Mobile Device Management 90 X
Settings My Devices

St denthy Group  Network Device Device Name Custom Portal Files
Settings
No data available. WU uata avanaure. w0 uaa available.

o Click the Add button to add a new Network Device

‘sl Identity Services Engine Home  » ContextVishiity  » Operations > Poicy IRE N » Work Centers ) License Waming &

» System  » Identity Management =~ Network Resources ~ » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~ Network Devices  Network Device Groups  Network Device Profiles ~ External RADIUS Servers  RADIUS Server Sequences  NAC Managers ~ External MDM  » Location Services
o

Network Devices Network Devices
Selocted0 | ol 0 B i,

JEdt ofeadd QyDupiicate | @oimpot @oExport | @ Generate PAC | X Delete Show [ Al *]|'8
Name « IPMask Profile Name Location Type Description

No data available

Default Device

Device Security Settings

e Complete the RADIUS Network Access Device relevant fields:
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»  Complete Name field.

« Complete IP Address(es) for the Network Access Device

» Check the checkbox for the RADIUS Authentication Settings
« Enter the RADIUS Shared Secret

Network Devices List > New Network Device

Network Devices

P Address =] *IP: | [ E G
* Device Profile | i Cisco | » | &

Software Version I:I

* Network Device Group

Location | All Locations | Set To Default
IPSEC [[s IPSEC Device | [ Set To Default
Device Type [l Device Types | Set To Default

+ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Use Second Shared Secret [ i

Show

CoA Port [ 1700 Set To Default

e Click the Submit button to persist the changes.
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+ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Use Second Shared Secret [] i

Show

CoA Port | 1700 Set To Default

RADIUS DTLS Settings i

DTLS Required [] i

Shared Secret radius/dtls

i
CoA Port | 2083 Set To Default

Issuer CA of ISE Certificates for CoA ISeIeCt if required (optional) v

General Settings

Od

Enable KeyWrap
* Key Encryption Key Show

* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

LI ') TACACS Authentication Settings
O [ sNMP Settings

O » Advanced TrustSec Settings
m Cancel
More information can be found in Cisco /dentity Services Engine Administrator

Guide, Release 3.1 > Chapter: Secure Access > Defining Network Devices in Cisco ISE.

3.2 Configure How ISE Extracts the Identity from the EAP-TLS
X.509 client certificate

e The purpose of the Certificate Authentication Profile is to inform ISE which
certificate field the identity (machine or user) can be found on the client certificate
(end-identity certificate) presented to ISE during EAP-TLS (also during other
certificate-based authentication methods).

e From ISE GUI, navigate to the Menu: Administration > Identity Management >
External Identity Sources
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wthetlie | dentity Services Engine » Context Visibility ~ » Operations  » Policy RGNl  WorkCenters License Waming &
Summary Endpoints Guests Vulnerability Threat + System Network Resources pxGrid Services f o T
(il A .
Eeploxmenl :ezo: l;ev‘xcesG Feed Service
icensing etwork Device Groups
Profiler —
METRICS Certificates Network Device Profiles Q
Logging External RADIUS Servers Threat Centric NAC
Total Endpoints @ Active Endpoints @ Maintenance RADIUS Server Sequences Third Party Vendors Auth

Upgrade NAC Managers

< | 1 Backup & Restore External MDM 3
! Admin Access Location Services . .
o Settings r d
=—9

Device Portal Management

Identity Management Blacklist
Identities BYOD
Groups Certificate Provisioning
Client Provisioning
i AUTHENTICATIONS © 5O X i NETWORK [  dentity Source Sequences Mobile Device Management 10 X
Settings My Devices

Identity Store Identity Group  Network Device Failure Reason Device Name  Type Custom Portal Files

e In the Left-Side Navigation, click on Certificate Authentication Profile folder

‘el Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy T O Work Centers License Waming &

» System v lIdentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identities Groups  External Identity Sources  Identity Source Sequences  » Settings
—_—

External Identity Sources Certificate Authentication Profile
v S Selected 0 | Total 1 &
» (2] Cerificate Authentication Profile JEdt padd Qyoupicate | ) Delete Show %
) Active Directory ] Name a  Description
[ LoAP [ Preloaded_Certificate_Profile Precreated Certificate Authorization Profile.
{23 obec

(2] RADIUS Token
(] RSA SecurlD

() SAML Id Providers
() Social Login

e Add a new Certificate Authentication Profile by clicking on the Add button
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Certificate Authentication Profiles List > New Certificate Authentication Profile

Certificate Authentication Profile

*Name ‘
Description
A
Identity Store [ [not applicable] |
Use Identity From @ Certificate Attribute  [Subject - Common Name v

Any Subject or Alternative Name Attributes in the Certificate (for Active Directory Only) i

Match Client Certificate Against
Certificate In Identity Store i (®) Never

Only to resolve identity ambiguity

Always perform binary comparison

(e

e Complete the following fields:

o Name

o Use ldentity From: selected radio button for Certificate Attribute, pull down
the selection where the identity will be obtained from in the EAP-TLS Client
certificate.

o Optionally: Add a Description

o Leave Identity Store as default value of [not applicable]

o Match Client Certificate Against Certificate in Identity Store: Keep default
value with selected radio button for “Never”.

e Click the Submit button save the Certificate Authentication Profile.

Use Identity From is used to choose the certificate attribute from which a specific field the

identity can be found. The choices are:
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Subject - Common Name

Subject Alternative Name

Subject - Serial Number

Subject

Subject Alternative Name - Other Name
Subject Alternative Name - EMail
Subject Alternative Name - DNS

EXAMPLE: EAP-TLS Client Certificate Identity is in the Subject Alternative Name — Other

Name User Principal Name.

Certificate Authentication Profiles List > New Certificate Authentication Profile

Certificate Authentication Profile

*Name | x509_subjectAltName_OtherName |

Description | Extract Identity from subjectAlternativeName Other Name User Principal Name
0ID: 1.3.6.1.4.1.311.20.2.3|

z
Identity Store |[not applicable] il
Use Identity From (&) Certificate Attribute  [Subject Alternative Name - Other Name = | i
Any Subject or Alternative Name Attributes in the Certificate (for Active Directory Only) i
Match Client Certificate Against
Certificate In Identity Store i ® Never
Only to resolve identity ambiguity
Always perform binary comparison
m | Cancel
3.3 Configure ISE EAP Server to only support EAP-TLS and
require the RADIUS Message-Authenticator
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e Authentication and Authorization Policies are created from the ISE GUI,
choose Policy > Policy Sets. These are enabled by default on ISE 3.x.

e When you install ISE, there is always one Policy Set defined, which is the default
Policy Set.

e The default Policy Set contains predefined and default authentication, authorization,
and exception policy rules.

e Navigate to the Menu: Policy > Policy Elements > Results

cisco |dentity Services Engine » Context Visibility » Operations ~ Policy » Administration » Work Centers
Summary Endpoints Guests Vulnerability Threat Policy Sets Profiling
Posture Client Provisioning
METRICS Policy Elements
Dictionaries
Total Endpoints @ Active Endpoil  Conditions Anomalous Behavior @

< :D 19 _x_ 0 .:. 0 a}. 0

e On the Left-Side Navigation, select Authentication > Allowed Protocols

e The Allowed Protocols Service enables only that authentication methods/protocols
which ISE supports during RADIUS Authentication.

iyl Identity Services Engine Home  » ContextVisibilty  » Operations » Administration  » Work Genters License Waming &
Policy Sels  Profilng  Posture  Client Provisioning |~ Policy Elements
Dictionaries  » Conditions = Results
(]
. Allowed Protocols Services
A For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Selected 0 | Total 1 G
Allowed Protacols
cou |dpass] Qyouptcate | X Delte Show 2
» Authorization
[ Service Name a  Description
» Profiling O Dsfault Network Access. Default Allowed Protocol Service
» Posture
» Client Provisioning
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e Add a new Allowed Protocols services profile by clicking the ‘Add’ button

Allowed Protocols Services
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Selected 0 | Total 1 %

Edit |dRAdd =~ LfyDuplicate Delete Show | All v H B3

[] Service Name « | Description

e Fill in the following mandatory fields: Name, check the checkbox EAP-TLS only
protocol, and check the checkbox Require Message-Authenticator for all RADIUS
Requests.

e All other checkboxes are unchecked.

e Optionally add a Description

e Click the ‘Submit’ button to persist the changes. NOTE: When editing an Allowed
Protocols page, click the ‘Save’ button to persist the changes.

e NOTE: When editing an Allowed Protocols page, click the ‘Save’ button to persist the

changes.
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cisco  Identity Services Engine Home » Context Visibility » Operations ~ Policy » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  ~ Results
I

o Allowed Protocols Services List > New Allowed Protocols Service
~ Authentication Allowed Protocols
Name
Allowed Protocols ‘ EAP_TLS only
A ——— Description | gnly allow EAP-TLS Authentication method and
b Authorization require Message-Authenticator
4
» Profiling
w Allowed Protocols
» Posture
Authentication Bypass
» Client Provisioning L) Process Host Lookup

Authentication Protocols

Allow PAP/ASCII
Allow CHAP
Allow MS-CHAPv1

|

O

O

I Allow MS-CHAPv2
O Allow EAP-MDS

Allow EAP-TLS

O Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

i
O Enable Stateless Session Resume

Session ticket time to 2 v
live

Proactive session ticket update will occur after 10 % of Time To Live has expired
Allow LEAP
Allow PEAP
Allow EAP-FAST
Allow EAP-TTLS

Preferred EAP Protocol -

EAP-TLS L-bit

Ooo0o0o0oooao

Allow weak ciphers for EAP §

a3

Require Message-Authenticator for all RADIUS Requests i

(Goea )

e Before continuing, wait until you see the green confirmation notification message in
the lower right corner
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Allowed Protocols Services
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Edt <feAdd [3Duplicate Delete
[] Service Name a  Description
[0 Default Network Access Default Allowed Protocol Service

EAP_TLS_only nly allow EAP- uthentication method and require Message-Authe...
O S Only allow EAP-TLS Authenticati hod and ire M -Auth

« Server Response
EAP_TLS_only was successfully created
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3.4 Apply the settings into the Authentication Policy and
Authorization.

ISE groups the Authentication Policy and Authorization Policy into Policy Sets.

Authentication and Authorization Policies are created from the ISE GUI, choose Policy >

Policy Sets. These are enabled by default on ISE 3.x.

When you install ISE, there is always one Policy Set defined, which is the default Policy Set.
The default Policy Set contains predefined and default authentication, authorization, and

exception policy rules.

e In order to create a Policy Set from the ISE GUI, navigate to Policy > Policy Set and

then click the plus (+) icon in the upper-left corner, as shown in this image.

Zlulséle' Identity Services Engine » Context Visibility }» Operations ~ Policy » Administration » Work Centers
Summary Endpoints Guests Vulnerability Threat Policy Sets Profiling
—
Posture Client Provisioning
METRICS Policy Elements
Dictionaries
Total Endpoints @ Active Endpoi  Conditions Anomalous Behavior @

¢ I:lD 19 .:. 0 B, 0 B_z_ 0

cisco Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers License Waming &
Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements
1 i
| Policy Sets ResetAll Hitcounts
+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions View
i
|
‘ +
|
| ®  Defaut Default policy set Default Network Access xv 4 0 ol >

e For the Default Policy Set, replace the Allowed Protocols pulldown menu with the

value created in steps above
e Click on the Allowed Protocols Pulldown arrow.
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“thealis |dentity Services Engine Home  » ContextVisibilty  » Operations » Administration ~ » Work Centers

License Waming &
Policy Sets = Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets
he Status  Policy Set Name Description Conditions il Hits  Actions View
rch Allowed Protocols
-
EAP_TLS_only
®  Default Default policy set Default Network Access x a [ 0 o3 >

e Select the Allowed Protocols pulldown and select the name of the Allowed Protocols
setting created

cisco  Identity Services Engine Home » Context Visibility » Operations ~ Policy » Administration » Werk Centers

License Warning 4k
Policy Sets ~ Profiing  Posture  Client Provisioning  » Policy Elements

Policy Sets ResetAl Hitcounts X Reset 1 Save )
+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions View
# @  Default Default policy set EAP_TLS_only x v 4+ 0 el >
o

e Click on the Save button to persist the changes.

35 Add Authentication Policy Rule for EAP-TLS

Inside the Policy Set, the Authentication Policy will bind/combine these policy elements

previously configured to be used with conditions to determine when an Authentication Rule

is to be matched.
e At the end of step in the Policy > Policy Sets page

e Click on the > button in the Default policy set row
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cisco  ldentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers License Waming 4k

Policy Sets |~ Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets ResetAll Hitcounts X Resat' 1 Save ]

+ Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions View

Search

ra ®@ Default Default policy set EAP_TLS_only x v 4 0 3 >

e The Authentication Policy and Authorization Policy rules are now present.

cisco Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers License Wamning £

Policy Sets ~ Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets = Default

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits

Search

@  Defaut Default policy set EAP_TLS only x v & 0

¥ Authentication Policy (3)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions

| ¥ Authorization Policy (12)

e Click the > Authentication Policy to expand the rules.

cisco  Identity Services Engine Home ext Visibility » Operations ~ Policy » Administration » Work Centers License Waming &

Policy Sets ~ Profiing  Posture  Glient Provisioning ¥ Policy Elements

Policy Sets = Default

Status  Policy Set Name Description Conditions Allowed Protacols / Server Sequence Hits

Search

@ Default Default policy set EAP_TLS_only x v + 0

+ Authentication Policy (3)

+ Status  Rule Name Conditions Use Hits  Actions
Search
B  wired_MaB Internal Endpoints x v
@ wmas OR ] &
E  Wireless MAB 2 Options
B  wired_s02.1x All_User_ID_Stores x v
@  Dotix OR [ o)
Bl Wireless_802.1X » Options
All_User_ID_Stores x v
®@ Default [ &
? Options
? A ization Policy - Local
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2

e For the Row with Rule Name DotlX click the gear icon on the far right
then select the Insert new row above

cisco  |dentity Services Engine Home » Context Visibility » Operations ~ Policy » Administration ¥ Wark Centers.

License Waming 4k
Policy Sets  Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets = Default

ResetAll Hitcounts

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits
©@  Default Default policy set EAP_TLS_only x v 4 0
¥ Authentication Policy (3)
+ Status  Rule Name Conditions Use Hits  Actions
Search
B wired_MmaB Internal Endpoints
@ wmas OR 0 &
B  wireless_MAB ? Options
B wired_802.1x All_User_ID_Stores x v
@ Dot1X OR 0 o3
B  wireless_802.1X ¥ Options
Insert new row below
AI_User_ID_Stores
@ Default )
% Options Duplicate above
Duplicate below
>A ization Policy - Local

Delete

o A new rule named “Authentication Rule 1" is created above the Rule name DotlX as

shown in the below screenshot.
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Policy Sets | Profiling  Posture  Client Provisioning ¥ Policy Elements

Policy Sets » Defaul T € €

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits
arch
©@  Detautt Default policy set EAP_TLS only xv & 0
 Authentication Policy (4)
+  Staus Rule Name Conditions Use Hits  Actions
rch
B wired_maB Internal Endpoints x v
©@ w8 OR 0 &
B wireless_MAB ¥ Options
Internal Users %~
’ ® Authentication Rule 1 L &
¥ Options
Wired_802.1X All_User_ID_Stores % v
®  Dotix OR 0 &
B  wireless_802.1x ¥ Options
All_User_ID_Stores %
@ Default ) e
> Options.

e Edit the name of the Authentication Rule: Click on the “Authentication Rule 1” text
and edit it to a descriptive name as shown below.

Status  Policy Set Name Description ‘Conditions Allowed Protocols / Server Sequence Hits
ear
©@  Default Default policy set EAP_TLS _only x v & 0
¥ Authentication Pelicy (4)
+  Status Rule Name Conditions Use Hits  Actions
Search
B Wired MAB Intemal Endpoints x v
@ was OR 0 &
B Wireless_MAB ¥ Options
Internal Users nv
s @ EAPTLS DotIX + &
¥ Options
] wired_802.1x All_User_ID_Stores LR
@  Dotix OR 0 Lo 2
Wireless_802.1X > Options

e Add a condition to the EAP-TLS Authentication Rule by clicking the + icon in the
Conditions column.
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e The Conditions Studio window appears as shown below.

Conditions Studio

Library Editor

PHEOw»e IRFERIECLOELE T

@ Catalyst_Switch_Local_Web_Authenticati 6]
i @
i on

EAP-MSCHAPv2

EAP-TLS

MAC_in_SAN

Switch_Local_ Web_Authentication
Switch_Web_Authentication
Wired_802.1X

Wired_MAB

Wireless_802.1X

Wireless_Access

il Wirsless MAR

e Set the rule to match when EAP-TLS authentications occur by dragging the EAP-TLS

item under the Library column into the Editor.
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Library

Search by Name
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Editor

EAP-TLS

Set to 'Is not'

EBo0aeFPERAECLOLER

on

EAP-MSCHAPv2

EAP-TLS

MAC_in_SAN

Wired_802.1X

Wired_MAB

Wireless_802.1X

Wireless_Access

=l wiraless MAR

e Click the Use button to save the condition

Switch_Local_Web_Authentication

Switch_Web_Authentication

Catalyst_Switch_Local_Web_Authenticati @

® ® & ©® ©® © ©

e e

9

(@ Duplicate

New AND OR

Drag library condition from left, or
click button to add

e The Policy Set rule now contains the Rule Name and Condition.

Policy Sets ~ Profiling  Posture  Client Provisioning

Policy Sets = Default

Status  Policy Set Name

@ Default

* Authentication Policy (4)

+  Status Rule Name

Search

7 ® EAP_TLS_Dot1X

®@ Dot1X
® Default
> A ization Policy - Local

» Policy Elements

Description

Default policy set

Conditions

Wired_MAB

OR
Wireless_MAB
EAP-TLS
Wired_802.1X
OR

B  wireless_802.1x

Copyright 2023 Cisco Systems

Conditions

21

ResetAll Hitcounts [ save ]

Allowed Protocols / Server Sequence  Hits

EAP_TLS_only x v & (]
Use Hits  Actions
Internal Endpoints x v
0 &
¥ Options
Internal Users L
o
> Options
All_User_ID_Stores x v
0 &
> Options
All_User_ID_Stores x v
o &
2 Options
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e Modify the Use column to specify where to extract the X.509 Certificate Identity from
for the EAP-TLS authentication.

Under the Use column for the Rule Name EAP_TLS DotlX click on the triangle to the right

of the Internal Users value

Internal Users X a

e Then pull down, scroll down, and select the name of the Certificate Authentication

Profile name created at the end of Step 3.2.

Policy Sets = Default ResetAll Hitcounts m
Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits
@ Default Default policy set EAP_TLS_only x v % 0

¥ Authentication Policy (4)

+ Status  Rule Name Conditions Use Hits  Actions
B  wied_mas Internal Endpoints x v
@ me OR [} o
B  wireless_MAB ¥ Options
Internal Users % a
7 ©@  EAP_TLS Dot1X EAP-TLS o
|
Guest_Portal_Sequence
B  wired_802.1 MyDevices_Portal_Sequence
®  Donix OR 0 Ee
B  Wwireless_802.1X Sponsor_Portal_Sequence
Preloaded_Ceriificate_Profile
%509_subjectAltName_OtherName
© ows | scosaomane.onsrions [N
All_AD_Join_Points
DenyAccess
> A ion Policy - Local E;

e Click the name of the Certificate Authentication Profile
x509 subjectAltName_OtherName to select the value.
e The page will appear as follows.

e Click the Save button in the upper right corner to persist the changes.
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sttt \dentity Services Engine Home b ContextVisioiity ~ » Operations » Administration  » Work Centers License Warning £

Policy Sets | Profiing ~ Posture  Client Provisioning  » Policy Elements

Policy Seis » Defal T D €

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits

Search

[©] Default Default policy set EAP_TLS_only xv 0

~ Authentication Policy (4)

+ Status  Rule Name Conditions Use Hits  Actions
Search
Wired_MAB Internal Endpoints ® v
©® was OR 0 o
B wireless_MAB ¥ Options

x509_subjectAltName_OtherName % ~

/s ©  EaP_TLS Dotx B earms £
» Options
B  wired_802.1x Al_User_ID_Stores x v
@ Dot1X OR 0 Fo
B  wireless_802.1x » Oplions
All_User_ID_Stores xv
® Default 0 £
¥ Options
> i 1 Policy - Local

3.6 Security Settings hardening to restrict support only for TLS
version 1.2, and support the strongest security cipher suites
as described in our claims.

e Navigate to Menu: Administration > System > Settings

‘dice’ Identity Services Engine [ ) ContextVisibiy  » Operstions » Poley DR
Endpoints Guests Vuinerabiity Threat + System Network Resources PxGrid Services o~
Doployment Network Devices Fovd Servios
Liconsing Network Device Groups
Prof -
METRICS Centticates Network Device Profies oa0f o
. Logging Extornal RADIUS Servers Threat Centric NAC
Total Endpoints © Active Endpoints © Maininence RADIUS Server Sequences Third Party Vendors Authenticated Guests ©
Upgrade NAC Managers °
< Backup & Restoro Extomat MOM >
D O | Aamin Accass Locaton Servicos -., 0= 0
-— .’\ BTN ... roca mansgement ==}
identity Management Blackist
Identites B8YOD
Groups Certificate Provisioning
Extemal Identity Sources Chent Provascnng
¥ AUTHENTICATIONS © 00X i NETW 'dentty Source Sequences Mobie Device Management 20X
Settings My Devices
Sortty Store  \entty Crowp  Network Owvice  Falrs flnsscn ovica Namy Custom Portal Fles
Settings.
No data available. WU Uata avenaue. v uata available.
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e Click on the Security Settings. The default values are shown below.

‘dsey' Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access ¥ Settings
———

o

Client Provisioning ® Security Settings

FIPS Mode Allow TLS 1.0

Security Settings Allow TLS 1.1
| Atarm Settings Allow SHA1 ciphers
| N Postine Allow all SHA1 ciphers  + Allow only TLS_RSA_WITH_AES_128_CBC_SHA
| Allow ECDHE-RSA ciphers ¢
| Profiing Allow 3DES ciphers
| » Protocols Accept certificates without validating purpose
| rooy Allow DSS ciphers for ISE as a client
; SMTP Server Allow legacy unsafe TLS renegotiation for ISE as a client

Disclose invalid usermames

| SMS Gateway ‘

T Always show invalid usemames + Show invalid usernames for specific time 30 minutes e '
| ERS Settings e
| Smart Call Home
| DHCP & DNS Services
| Max Sessions

Light Session Directory

e Modify the security settings to match the Security Target claims
o Uncheck all checkboxes as shown in the below image.
o Check all checkboxes and radio buttons as shown in the below image.

e Click the Save button to persist the changes.

bk |dentity Services Engine Home  »ConlextVisblity  » Operaions b Policy » Work Centers License Waming &

vSystem  » Identity » Network » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  ~ Settings
—_—

o

Client Provisioning Security Settings
FIPS Mode Aliow TLS 1.0
Security Settings Aow TLS 1.1
Alarm Settings Aliow SHA1 ciphers
e Aliow all SHA1 ciphers @) Allow only TLS_RSA_WITH_AES_128_CBC_SHA

Aliow ECOHE-RSA ciphers
Profiling Aliow 3DES ciphers
» Protocols Accept centificates without validating purpose
Proxy Allow DSS ciphers for ISE as a client
SMTP Server Aliow legacy unsafe TLS renegotiation for ISE as a client
SMS Gateway Disclose invalid usemames
e e © Always show invalid usemames Show invalid usernames for specific time 30 minutes
RS Sotings [ cancol ] save J
Smart Call Home
DHCP & DNS Services
Max Sessions
Light Session Directory
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e Click the OK button for the warning box that notifies that the ISE services will restart

because of the changes requested.

Warning

Changing TLS version settings will cause the ISE application server to restart on all deployment ISE machines,

are you sure you want to proceed?

e Wait for the ISE Application Server service to restart.

e To monitor whether ISE Application Server has restarted, login to the ISE command

line interface (CLI) as an admin-role user.

e Run the command: show application status ise

ise-vnd/foobar# show application status ise

Database Listener running 1945

Database Server running 73 PROCESSES

Application Server initializing
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e When the Application Server is in the running state, the service has come back up

after the automatic restart.
e This restart will take approximately 5-10 minutes.

e The output of the show application status ise will appear similar to the following

when all services are up.

ise-vnd/foobar# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 1945

Database Server running 94 PROCESSES
Application Server running 2525

Profiler Database running 3704

ISE Indexing Engine running 4619

AD Connector running 13210

M&T Session Database running 3483

M&T Log Processor running 29242
Certificate Authority Service running 12940

EST Service running 21106

SXP Engine Service disabled

Docker Daemon running 4580

TC-NAC Service disabled
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pxGrid Infrastructure Service
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disabled
disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassivelD WMI Service disabled
PassivelD Syslog Service disabled
PassivelD API Service disabled

PassivelD Agent Service disabled
PassivelD Endpoint Service disabled
PassivelD SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ISE Messaging Service running 5271
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4 X509 Certificate Configuration

Below sections describe how the X.509 certificates are configured for the Test VM and TOE.

4.1 X509 certificate for TOE

¢ Create a self-signed CA certificate with the help of XCA application

Open the certificate tab and click the “New Certificate” button on the right.
For each tab:

- Source:

Select “Create a self-signed certificate”

Change the Signature Algorithm to SHA256

Click “Apply All".

- Subject
e Fill the distinguished name as per the requirement
« Click “Generate a new key”. Create the key.

- Extension

e Select “Type” as Certificate Authority

« Select “Key identifier” as Subject Key Identifier

e Select “Key identifier” as Authority Key Identifier

« Make sure the dates are acceptable.

« Add the X509v3 Key Usage for Digital Signature, Certificate Sign and Key Agreement
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e Add the Extended X509v3 Key Usage fo TLS Web Server Authentication and TLS
Web Client Authentication

« Add Netscape Cert Type for SSL Client, SSL Server, SSL CA, S/MIME CA, Object
Signing CA

Click “OK” to create the certificate.

When it prompts for a response about the certificate being valid for longer than the signer,

click “adjust data and continue”.

¢ Create intermediate CA certificate signed by the above CA with the help of XCA
application

Open the certificate tab and click the “New Certificate” button on the right.
For each tab:

- Source:

Select “Use this certificate for signing” and choose “CA

Change the Signature Algorithm to SHA256
« Click “Apply All".
- Subject

e Fill the distinguished name as per the requirement

Click “Used keys too”". Select the key generated for CA
- Extension

e Select “Type” as Certificate Authority

« Select “Key identifier” as Subject Key Identifier

« Select “Key identifier” as Authority Key Identifier

« Make sure the dates are acceptable.

« Add the X509v3 Key Usage for Digital Signature, Certificate Sign and Key Agreement
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* Add the Extended X509v3 Key Usage fo TLS Web Server Authentication and TLS
Web Client Authentication

+ Add Netscape Cert Type for SSL Client, SSL Server, SSL CA, S/MIME CA, Object
Signing CA

Click “OK” to create the certificate.

When it prompts for a response about the certificate being valid for longer than the signer,

click “adjust data and continue”.

e Generate a Certificate Signing Request from ISE

The first step is to generate a Certificate Signing Request (CSR) from ISE and submit it to
the CA (server) in order to obtain the signed certificate issued to ISE, as a System

Certificate.

This certificate will be presented as a Server Certificate by ISE during EAP-TLS

authentication.
This is performed in the ISE GUI.

Navigate to Administration > System: Certificates > Certificate Management > Certificate

Signing Requests.

‘dscs’ Identity Services Engine » Context Visibilty ~ » Operations  » Policy IR * Work Centers ©  License Waming &
Summary Endpoints Guests Vulnerability Threat + System Network Resources pxGrid Services 3~
E)ep\oymenl :exor: gewcese Fesid Sarvice
icensing etwork Device Groups
Profiler |3
METRICS Network Dovice Profies o
. . . Logging External RADIUS Servers Threat Centric NAC
Total Endpoints @ Active Endpoints @ Maintenance RADIUS Server Sequences Third Party Vendors
Upgrade NAC Managers

4 O L ‘ Backup & Restore External MDM Q >
Admin Access Location Services
ED I e
=3

Settings Device Portal Management
Identity Management Blacklist
Identities BYOD
Groups Certificate Provisioning
External Identity Sources Client Provisioning
i AUTHENTICATIONS © F=ls} i NETWORK DE deniity Source Sequences Mobile Device Management 5 X
Settings My Devices
Identity Store  Identity Group  Network Device  Failure Reason Device Name ~ Type | Custom Portal Files
Settings
No data available. Nu v avanavie: U Udta avanavie.

Under Certificate Signing Requests, click Generate Certificate Signing Requests (CSR) as

shown in this image.

Copyright 2023 Cisco Systems 30 Company Highly Confidential - Controlled Access
A printed copy of this document is considered uncontrolled. Refer to the online version for the controlled

revision.



ISE Configuration for EAP-TLS Server

Certificate Signing Requests

Generate Certificate Signing Requests (CSR)

A Cert Signing Requests (CSRs) must be sent to and signed by an extemal autherity. Click “export” to download one or more CSRs so that they may be signed by an exemal aulhority, After 3 request has been signed. click “bind” to bind the reguestte the signed certificate issued by
that authonity. Onoe a CSR is bound, it will be remaved rom this 1ist

[J  Friendly Name Certificate Subject Key Length Portal gro... Timestamp Host

On the Certificate Signing Request (CSR) form, choose these options in order to complete
the CSR and obtain its contents:

Certificate Usage, for this configuration example choose EAP Authentication.

Cirae e e rammra[eaar e spe e aerm e ferean maasaerama wmareraig e memerams am s s
Usage
e AP Aut n v
Node(s)
Node CSR Friendly Name
1se se#EAP Aulhsnbcalion

If you plan to utilize a wildcard statement in the certificate, *.example.com, then you must
also check the Allow Wildcard Certificate check box.

The best location is the Subject Alternative Name (SAN) certificate field for compatibility for
any usage and across multiple different type of endpoint operating systems that might be

present in the environment.

Subject: This includes the Common Name (CN), Organizational Unit (OU), Organzation (O),
City (L), State (ST), and Country (C) certificate fields.

The $FODN$ variable is the value that represents the management Fully Qualified Domain
Name (hostname + domain name) associated with each ISE node.
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Subject

The Subject Alternative Name (SAN) fields are also to be completed in order to include any
required and desired information to be used to establish trust. As a requirement, you will
need to define the DNS Entry that points to the FQDN of the ISE node(s) which will be

associated to this certificate, after the certificate has been signed.

OMS MNama izc.cxample com
DNS Marna ize2_example.con

DNS Name ize3.example.com

Ensure that the define the appropriate "Key Type", "Key Length", and "Digest to Sign With"
that conforms to the capabilities of the CA Server(s) and with good security practices in
mind. Default values are: RSA, 4096 bits, and SHA-384, respectively. Available choices and
compatibility will be displayed in this page within the ISE Admin UlI.
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Y =
RSA W
ey L
ADGQE L
e =g
= A -
HA-384 W

In order to save the CSR, click Generate. Click Export, located at the bottom right-hand side,
in order to export the CSR file(s) from this prompt:

Successlully gensraled CSR{s)

Cerlilicale Signing request{s) generated.
iseHEAP Aulhanlicalion
iSe2HEAP Aulhentication

ise2HEAP Aulhenlicalion

Click Exgaort 1o download CSR(s) ar OK 1o raturn to ist ol CSR{s) screen

Sign the CSR using the intermediate CA created above and export the file in .pem format

e Import CA Certificates into ISE
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After the CA returns the signed certificate, it will also include the full CA chain comprised of

a root certificate and one/multiple intermediary certificates.

The ISE Admin Ul will enforce you to import all certificates in the CA chain first, prior to

association or upload of any system certificates.

In order to import the root certificate into ISE GUI, navigate to Administration > System:

Certificates > Certificate Management

“dua Identity Services Engine Home » Context Visibility ~ » Operations (WS ~ Administration » Work Centers ©  License Waming 4

~System | b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services b Feed Service Threat Centric NAC

Deployment  Licensing  ~Cerlificates b Logging  » Maintenance ~ Upgrade  » Backup & Restore ~ » Admin Access  » Settings
—

(<]
~ Certificate Management Trusted Certificates
System Certificates J Edit eimpot | @pEport | MDelete S view Show [A ~|§
Trusted Certificates [ Friendly Name ~ Status Trusted For Serial Number Issued To Issued By v
OCSP Client Profile [ Baltimore CyberTrust Root @ Enabled Cisco Services 02 00 00 B9 Baltimore CyberTrust Ro... Baltimore CyberTrust Ro... Fi
e —— [ Cisco CA Manufacturing @ Disabled f:,'i;’;‘r":é‘we 6A69 67 B3 0000... CiscoManufacturing CA  Cisco Root CA 2048 Fi
Cortficats Periodic Chack Sett [0 cisco ECC Root CA Enabled Cisco Services o1 Cisco ECC Root CA Cisco ECC Root CA T
riodi i..
isco Licensing Root £ Enal isco Services isco Licensing Root isco Licensing Root
O cisco Ll Root CA Enabled Cisco S o1 Cisco Li RootCA  Cisco Li RoOtCA T
» Certificate Authority [ Cisco Manufacturing CA SHA2 @ Enabled s 02 Cisco Manufacturing CA...  Cisco Root CA M2 M
[ Cisco Root CA 2048 @ Disabled f:;::":‘:;w SFFB7B282854 . Cisco Root CA 2048 Cisco Root CA 2048 Fi
[0 cisco Root CA 2099 Enabled Cisco Services 019A3358 78 CE ... Cisco Root CA 2099 Cisco Root CA 2099 i
[ Cisco Root CA M1 Enabled Cisco Services 2E D2 0E 73 47 D3...  Cisco Root CA M1 Cisco Root CA M1 T
[ cisco Root CA M2 B Enabled f:ﬁg;‘:ﬁtwe 01 Cisco Root CA M2 Cisco Root CA M2 M
[0 Cisco RXC-R2 Enabled Cisco Services 01 Cisco RXC-R2 Cisco RXC-R2 w
Infrastructure
[0 cN=windsurfer-HOOKIPA-BEACH-CA,DC=windsurfer... [ Enabled Cisco Services 42 FD A5 6300 00.. windsurfer-HOOKIPA-BE... windsurfer-SURFER-AD-... T
Endpoints
Infrastructure
[J CcN=windsurfer-SURFER-AD-01-CA,DC=windsurfer,D.. Enabled Cisco Services 383390 F19C73... windsurfer-SURFER-AD-.. Windsurfer-SURFER-AD-.. Ti
Endpoints
[0 Default self-signed server certificate Enabled f:,‘:g;‘::jme 5D 606563 0000.. ise-vnd.windsurfercisco... ise-vnd.windsurfercisco... Fi
[ pigiCert Global Root CA Enabled Cisco Services 08 3B E0569042... DigiCert Global RootCA  DigiCert Global Root CA  Fi
[ DigiCert root CA Enabled Endpolnts 02 AC5C 26 6A DB... DigiCert High Assurance... DigiCert High Assurance... Fi

Tnfrastructure

Click Import button, Browse to the Certificate Authority Certificate in PEM or DER format
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Import a new Certificate into the Certificate Store

* Certificate File = Choose File No file chosen

Friendly Name ‘ i

Trusted For: ;
Trust for authentication within ISE
[] Trust for client authentication and Syslog

[C] Trust for authentication of Cisco Services

[[] validate Certificate Extensions

Description ‘

Submit | | Cancel |

» Check the following check boxes:

o Trust for authentication within ISE

o Trust for client authentication and syslog
« Validate Certificate Extensions

* Optionally enter a Friendly Name and Description

Import a new Certificate into the Certificate Store

* Certificate File | Choose File | TrustAnchorRo.. tificate.crt

Friendly Name | EAP-TLS Trust Anchor CA certificate i

Trusted For: ;
Trust for authentication within ISE
Trust for client authentication and Syslog

[C] Trust for authentication of Cisco Services

Validate Certificate Extensions

Description | EAP-TLS Trust Anchor CA certificate

G

Click on the Submit button to persist the changes.
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Repeat the previous step for each Intermediary Certificate(s) as part of the CA certificate
chain.

Once all certificates, as part of the full CA chain, are imported into the Trusted Certificates
store in ISE, return to the ISE GUI and navigate to Administration > System: Certificates >
Certificate Management: Certificate Signing Requests.

Locate the CSR entry under Friendly Name that corresponds to the signed certificate, click
the certificate's check box, and then click Bind Certificate.

Certificate Signing Requests

Generate Certificate Signing Requests (CSR)

nal authorite CHOCEpOIT 10 Bownload 0ne of More CSRS 50 hat they may b Signed by an extemal uthordy. ANer 3 request Nas been SigNed, tick "B 10 tind the request 1o the signed certificate issusd by

Friendly Name Certificate Subject Key Longth  Portal gro... Timestamp Host

CN=ise. example.com O£

SN2 example com 0

B e3UEAP Authent:cato N+sed example com

On the next page, click Browse and choose the signed certificate file, define a desired

Friendly Name, and choose the Certificate Usage(s). Submit to save the changes.

Bind CA Signed Certificate

* Certificate File | Browse... | EXAMPLE_ISE.cer

EAP Authentication System Certificate

Usage

EAP Authentication: Use certificate for EAP protocols that use SSUTLS t

At this time, the signed certificate is moved to the ISE GUI. Navigate to Administration >
System: Certificates > Certificate Management: System Certificates and assign to the same
node which the CSR was created for.
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4.2 X509 certificate for VM
e Create a End Entity certificate for VM using XCA application

Open the certificate tab and click the “New Certificate” button on the right.
For each tab:
- Source:
« Select “Use this certificate for signing” and choose “CA”
« Change the Signature Algorithm to SHA256
« Click “Apply All".
- Subject
e Fill the distinguished name as per the requirement
« Click “Generate a new key”. Create the key.
- Extension
e Select “Type” as End Entity
« Select “Key identifier” as Subject Key Identifier
« Make sure the dates are acceptable.
e Select X509v3 Subject Alternate Name as IP Address or FQDN
« Add the X509v3 Key Usage for Digital Signature, Certificate Sign and Key Agreement

e Add the Extended X509v3 Key Usage fo TLS Web Server Authentication and TLS
Web Client Authentication

* Add Netscape Cert Type for SSL Client and SSL Server

Click “OK” to create the certificate.
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When it prompts for a response about the certificate being valid for longer than the signer,

click “adjust data and continue”.

Note: Sign the certificate with the same CA certificate which we used to sign the TOE
certificate
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5 Configuration of the Authenticator (Switch)

Global Configuration Settings for Classic 10S and 10S 15.x Switches
e Set the DNS domain name on the switch.

Cisco |0S does not allow for certificates, or even self-generated keys, to be

created and installed without first defining a DNS domain name on the device.

Type ip domain-name domain-name at the global configuration prompt.

e Enable AAA on the access switch(es).

By default, the AAA subsystem of the Cisco switch is disabled. Prior to enabling
the AAA subsystem, none of the required commands are available in the

configuration. Enable AAA as follows:

C3560X(config)# aaa new-model

e Create an authentication method for 802.1X.

An authentication method is required to instruct the switch to use a particular
group of RADIUS servers for 802.1X authentication requests. Create the

authentication method as follows:

C3560X(config)# aaa authentication dotlx default group radius

e Create an authorization method for 802.1X.

The method created enables the user/device identity (username/password or
certificate) to be validated by the RADIUS Server. However, simply having valid
credentials is not enough. An authorization is also required. The authorization is
what defines that the user or device is actually allowed to access the network,
and what level of access is actually permitted. Create the authorization method

as follows:
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C3560X(config)# aaa authorization network default group radius

¢ Create an accounting method for 802.1X.

RADIUS accounting packets are extremely useful, and in many cases are
required. These types of packets ensure that the RADIUS server (Cisco ISE)

knows the exact state of the switch port and endpoint.

Create the accounting method as follows:

C3560X(config)# aaa accounting dotlx default start-stop group radius
C3560X(config)# aaa accounting exec default start-stop group ISE

C3560X(config)# aaa accounting system default start-stop group ISE

e Configure periodic RADIUS accounting updates

Periodic RADIUS accounting packets allow Cisco ISE to track which sessions are
still active on the network. The following command configures periodic updates
to be sent whenever there is new information, as well as a periodic update once

per 24 hours (1440 minutes) to show ISE that the session is still alive:

C3560X(config)# aaa accounting update newinfo periodic 1440

e Configure a user

Within global configuration mode, add a username and password for the RADIUS

keepalive, which is proactively checking the online status of the RADIUS server.

C3560X(config)# username username password password

e Add the Cisco ISE servers to the RADIUS group.
Cat3560X(config)# aaa group server radius server-name

Cat3560X(config-radius-server)# server-private ise_ip address auth-port 1812
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acct-port 1813 key shared-secret

Cat3560X(config-radius-server)# ip radius source-interface name

o Set the dead criteria
Cat3560X(config)# radius-server dead-criteria time 5 tries 3

Cat3560X(config)# radius-server deadtime 15

e Enable Change of Authorization (CoA)
C3560X(config)# aaa server radius dynamic-author

C3560X(config-locsvr-da-radius)# client ise_ip_address server-key
shared_secret

C3560X(config-locsvr-da-radius)# auth-type any

e Configure the switch to use the Cisco vendor-specific attributes (VSA).
C3560X(config)# radius-server vsa send authentication
C3560X(config)# radius-server vsa send accounting
C3560X(config)# radius-server attribute 6 on-for-login-auth
C3560X(config)# radius-server attribute 8 include-in-access-req
C3560X(config)# radius-server attribute 25 access-request include
C3560X(config)# radius-server attribute 4 switch_ip address

C3560X(config)# radius-server attribute 2 length maximum 240

e Enable 802.1X globally on the switch.
C3560X(config)# dotlx system-auth-control

C3560X(config)# dotlx critical eapol
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¢ Enable syslog on the switch

C3560X(config)# Logging console

e Configure Interfaces as Switch Ports
Cisco3560X(config)#interface name
Cisco 3560X(config-if)#switchport access vlan name

Cisco 3560X(config-if)# switchport mode access

e Set the port for Open Authentication

C3560X(config-if-range)# authentication open

e Set the host mode of the port.

C3560X(config-if-range)# authentication host-mode multi-auth

e Configure the authentication method priority on the switch ports.

C3560X(config-if-range)# authentication priority dotlx

¢ Configure the authentication method order on the switch ports

C3560X(config-if-range)# authentication order dotlx

e Enable the port to perform IEEE 802.1X authentication

C3560X(config-if-range)# dotlx pae authenticator

Configure Authentication Timers
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C3560X(config-if-range)# dotlx timeout tx-period 10

e Enable authentication (Optional)
C3560X(config-if-range)# authentication port-control auto
C3650X(config-if-range)# authentication periodic
C3650X(config-if-range)# authentication timer reauthenticate server

C3650X(config-if-range)# authentication timer inactivity server dynamic
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6 Configuration of the Supplicant (Test laptop)

e Create a folder and copy all the certificates (.crt) and their respective RSA keys in
(.pem) format to it.

e WPA supplicant configuration file

Create a eap-tls.conf file and copy paste the following commands in it with the changes highlighted

as per one’s setup

# wpa_supplicant configuration file
#

# EAP-TLS specific

openssl_ciphers=AES128-SHA (Supported Ciphersuite)

update_config=1

ctrl_interface=/var/run/wpa_supplicant

# IEEE 802.1X/EAPOL version

# wpa_supplicant is implemented based on IEEE Std 802.1X-2004 which defines
# EAPOL version 2. However, there are many APs that do not handle the new

# version number correctly (they seem to drop the frames completely). In order

# to make wpa_supplicant interoperate with these APs, the version number is set
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# to 1 by default. This configuration value can be used to set it to the new

# version (2).

# to 1 by default. This configuration value can be used to set it to the new

# version (2).

eapol_version=2

# EAP fast re-authentication
# By default, fast re-authentication is enabled for all EAP methods that
# support it. This variable can be used to disable fast re-authentication.

# Normally, there is no need to disable this.

fast_reauth=0

network={
key_mgmt=IEEE8021X
eap=TLS
identity="SAN as specified in the certificate”
ca_cert="location of CA certificate”
client_cert="location of client certificate”
private_key="location of CA’s private key”

eapol_flags=3
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7 Commands to execute the test

e Runthe command in the directory where the conf file is saved.
(root@rupal)-[/home/acumensec/Desktop]# wpa_supplicant -t -dd -Dwired -iens33 -ceap tls.conf

e Interpretation of the command

-t = include timestamp in debug messages

-d = increase debugging verbosity (-dd even more)

-D = driver name (can be multiple drivers: nl80211,wext)

wired = Wired Ethernet driver

-i = interface name

-c = Configuration file
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Testbed Diagram

ESNIIPI10.1.1.12
VM IP: 10.1.9.162
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60/7,

vian 500 G5
+ Bridge

1P1192.168.128.10
Interface gap-ise.

Mamt- G0/5,vlan 500 Mgmt IP: 10.1.2.55

1P: 10,1.9.163 EAP-TLS IP: 10.1.9.164
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Name OS Version Function IP address MAC Address
Cisco
Switch |I0OS 15.2 Authenticator 10.1.9.163 DO0:D0:FD:EF:3B:00
(3560X)
Raspbian
GNU/Linux 11
Bridge (bullseye) Bridge 192.168.128.10 00:50:b6:¢1:51:7¢
Kernel: Linux
5.15.32-v7+
Authentication
Cisco ISE 10.1.9.164
Server (TOE)
3.1.0.135 b4:96:91:42:d3:93
10.1.1.52 port 3015
User
workstatio 10.1.9.162
n Linux 5.18.0-kali5-
Supplicant 00:50:56:8b:04:e4
amd64
(Kali)
10.1.1.12
8.1 Configuration of the Authentication server (TOE)
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Network Devices

Network Devices
Default Device

Device Security Settings

Metwork Device Groups

Description

IF Address tIP 10.1.9.163 I a3z
Device Profile &% Cisco i
Model Name ~
Software Version ~

Network Device Group

Network Device Profiles
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Administration - Network Resources

Device Type All Device Types
IPSEC No
Location All Locations

] RADIUS Authentication Settings

RADIUS UDP Settings

Protocol

Shared Secret
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External RADIUS Servers

RADIUS Server Sequences

w Set To Default
w Set To Default

w Set To Default

Show
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Al ion -« Identity gement

Identities Groups External Identity Sources Identity Source Sequences Settings
———

External identity Sources
] &
[ Centificate Authentication F
E7 Active Directory
<4 Acumensec)
59 Loap
1 oDBC
1 RADIUS Token
59 RSA SecurlD
E3 SAML Id Providers

1 Social Login

= Cisco ISE

Cenificate Authentication Profiles List > X509_subject_name

Certificate Authentication Profile

* Name
X509_subject_name|
Description
4
Igentity Store [not applicable] ~ (D
Use Identity From © Cenificate Auribute Subject Alternative Nam ~ O
() Any Subject or Alternative Name Attributes in the Cenificate (for Active Directory Only) (3
Match Client Certificate O Never
Against Certificate in () Oniy 1o rescive iensity ambiguity

i 0
Identty Store © (O Always perform binary comparison

Policy - Policy Elements

D ies Cond
—
Name
EAP-TLS_ONLY
Authentication ~ -

Allowed Protocels Description | Only Allow EAP-TLS Authentication
Authorization » A
Profiling 3 v Allowed Protocols

A Some protocols and options are disabled due to FIPS compliance
ST > Authentication Bypass
[ precess Host Loakup (D)
Client Provisioning >

Authentication Protocols
[ atiow pariascn
[ atlow chap
[ atlow Ms-CHARV
[ atow Ms-cHAPY2
[0 attow ear-mos
~ B miow EAP-TLS

O asow of expired certi 10 allow renewal in Policy (1)
D Enable Stateless Session Resume
Session ticket time to live
Hours

Proactive session ticket update will occur after 10 % of Time To Live has
expired
[0 attow LEAP
» [ Atiow PEAR
» [ Atlow EAR-FAST
» [ atlow EAR-TTLS
» [ Atlow TEAR

O Preferred EAP Protocol  EAP-TLSv (D)

[ esp-1Ls L-bit (O
[ Atlow weak ciphers for EAP (0
. Require Message-Authenticator for all RADIUS Reguests @
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Policy Sets

Status  Palicy Set Name

= Cisco |5

et Default

Statun  Rule Hame

© B bonix

Autharigation Policy (13

Status  Rube Name
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Descnpion

Conditions

] EaeTLs

Conditions.

Conditions
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ANowed Protocols | Server Sequence  Hits  Actions  View

EAP-TLS_ONLY . e >

Algwed Protocols | Server Sequence  Hits

Use Hits  Aetiens

X500_subject_name

i
opt
A
i
Oplions -
Rasults
Profies Security Groups Mty Actons
PormatAccass . Salect fram list

Blackhobe_Wireless_Ac Sedect from list
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= Cisco ISE Administration - System
D L Certifi Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—
S Security Settings
FIPS Mode y g
Security Settings O aeowns 1.0
Alare Settings O aowns 11
B Anow SHA1 ciphers ()
Posture >
(O Aliow afl SHAY ciphers @ Allow only TLS_RSA_WITH_AES_128_CBC_SHA
Profiling B Atlow ECOHE-RSA ciphers
(O Anow 30€S ciphers
Protocols >
[ Accept certificates without validating purpose
Endpoint Scripts > O Atiow 0SS ciphers for ISE a5 a client
[ Atlow legacy unsate TLS renegotiation for ISE as a chent
Proxy :
@ Disciose lavalia usernames
SMTP Server @ Always show Invalki usemames () Show Invasd usernames for specitic time 30 minutes
SMS Gateway
System Time
API Settings
Network Success Diagnostics >
DHCP & DNS Services
Maox Sessions
Light Data Distribution
Interactive Help
= Cisco ISE Administration - System @ A Lcerse Wa a @ =
Deployment Lieensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
eI “  System Certificates .
System Cenificates
Trusted Cetificases <4 Generate Self Signed Certificate <+ Import
B Friendly Name Used By Partal group tag Issuad To Issued By Valid From Expication Date Status
Centific Signing Recwests
Coetificate Pariodic Chack Se e
Detacit veif-signed sami server  SAML SAML_ISEIS1 S scumenses loc  SAML_ISES81S scumensec loc  Tue, 12 Oct 2021 Sun, 11 Oct 2028 s&(hn
=] cartificabe - CNeSAML_ 51381 -l o
Cartilicate Avthority > 5 stumerses local
CRSEISS scemenses local.  ISE Messaging ISEDG 1S prumenses local Certificate Services Endgoint 5 Mon, 11 Dot 2021 Maoa, 12 Oot 2026 uﬂ(I'R
(=] OUSISE Massagng ServicedCe  Service ub CA - ISE361S
. rificate Services Endpoist Sub
€A - 1563615400001
CNABE3815 scumenes local,  paliid 1SE3615, acumessec local Cartificats Sarvices Eciooint 5 Mon, 11 0ct 2031 Man, 13 Oct 2036 [ 7o
QUsCantdicate Sarvices Syvie b CA - ISEMIS
O mCenifcamuCenificats Servic
o3 Endpoist Sub CA - ISE3615
o000
o Default vaif-aigned server carti  Admin, Portal Datautt Portal Cortificate Group  ISE3615.acumesaec local ISE3615 scumansec Kal Thu, 17 Fat 3032 Sat, 17 Fab 3034 [ TeE
ficate RADIUS DTLS
[} LAP-TLS AP Authentication L6815 acumenses local EAP-TLE_ICA Wed, 17 Aug 2033 Tue, 25 Jul 2023 [
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= Cisco IS Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Trusted CertifiCates i e s mse s ncmmmon i s s o i e vumes conscans

Friendly Mame Trusted For Serial Number  Issued To Issued By Valid From Expiration Date  Status

CA-ROOT CA-ROOT S, 31 Jul 2

14CA-CERT

1HEAR-TLS

HEAP-TLS

[
E
[
E
[
E
[
E
[
E
[
[:
E
[
E
[
E
[
E
[
E
[
E
[
E
[
E
[
E

8.2 Configuration of the Authenticator
switch3560#sh run

Building configuration...

Current configuration : 6839 bytes

!

I Last configuration change at 08:35:33 UTC <date> by tester
!

version 15.2

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

!

hostname switch3560
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boot-start-marker

boot-end-marker

!

username acumensec privilege 15 secret 5 $1$cvrn$nW38pMU9jkIdfSgK2a/l./
aaa new-model

aaa local authentication attempts max-fail 3

aaa local authentication default authorization default

aaa group server radius ISE

server-private 10.1.9.164 key 7 1543595F302F38107B6164
ip radius source-interface VIan900

|

aaa authentication login default local

aaa authentication login console local

aaa authentication enable default none

aaa authentication dotlx default group ISE

aaa authorization console

aaa authorization config-commands

aaa authorization exec default if-authenticated

aaa authorization network default group ISE

aaa accounting update newinfo periodic 2880

aaa accounting dotlx default start-stop group ISE

aaa accounting exec default start-stop group ISE
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aaa accounting system default start-stop group ISE

aaa server radius dynamic-author

client 10.1.9.164 server-key 7 091D1C5A2D000426585E55
auth-type any

|

dotlx system-auth-control

dotlx critical eapol

|

interface GigabitEthernet0/1

switchport access vlan 900

switchport mode access

authentication host-mode multi-auth
authentication open

authentication order dotlx

authentication priority dotlx

authentication port-control auto
authentication periodic

authentication timer reauthenticate server
authentication timer inactivity server dynamic
dotlx pae authenticator

dotlx timeout tx-period 10
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!

interface VIan900

ip address 10.1.9.163 255.255.255.0

I

!

radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 4 10.1.9.163
radius-server attribute 2 length maximum 240
radius-server dead-criteria time 10 tries 3
radius-server deadtime 15

radius-server key 7 00554155305E18325C731D

8.3 Configuration of the Supplicant
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ensec/Desktop/eap-tls

/home/acumensec/Desktop
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8.4 Results

Copyright 2023 Cisco Systems 58 Company Highly Confidential - Controlled Access
A printed copy of this document is considered uncontrolled. Refer to the online version for the controlled

revision.



ISE Configuration for EAP-TLS Server

e Verify the connection on the switch
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e Verify via packet capture

Copyright 2023 Cisco Systems 60 Company Highly Confidential - Controlled Access
A printed copy of this document is considered uncontrolled. Refer to the online version for the controlled

revision.



ISE Configuration for EAP-TLS Server

y o dsplay Boer _<Card>

™ Time
1 0. 00BN
2 19.288627812
3 19428895400

Srcpart  Destination

5 15.455600052
6 19.463266441
7 19.573242882
§ 15575014707
9 19500805261
10 15.592426384
11 19607328949
12 19.60833889%5
13 19, 624185142
14 19640838716
15 15.654219109
16 19655785042
17 19.6772T96ES
18 19678464789
19 19718814002
L 20 19.711833040
21 29604482621
33 20.6OTBL4ETL

Pretocel  Length Inds

Verify, Change Cipher Spec, Encrypted Mandshake Message

EAP 62 Request, Identity

o] 62 Request, Identity

tas 62 Request, Identity

1] 58 Response, Identity

B 62 Request, TLS E4P (E4P-TLS)

Tsvi.2 148 Client Hello

1] 1032 Request, TLS EAP (EAP-TLS)

s 26 Response, TLS EAP (EAP-TLS)

[ 1028 Reguest, TLS EAP (EAP-TLS)

B4R 26 Response, TLS EAR (EAP-TLS)

£as 1028 Request, TLS EAP (EAP-TLS)

1] 26 Response, TLS EAP (EAP-TLS)

TiSvl.2 124 Server Mello, Certificate, Certificate Request, Server Hello Done
Eap 1428 Response, TLS EAP (EAP-TLS)

o] 62 Request, TLS EAP (EAP-TLS)

£as 1424 Response, TLS EAP (EaP-TLS)

e €2 Request, TLS EAP (EAP-TLS)

TSvi2 766 Cereifl ey

Tusvl.2 108 Change Cipher Spec, Encrypted Handshake Message

28] 26 Response, TLS EAP (EAP-TLS)
[ 62 Request, Identity
[ 62 Success

wersion: w3 (2)
serialiusber: (odlabedsdfdacsTd
signature (shaZSewithRsaEncryption)
issver: rdnSequence (9)

walidity

subject: rdnSequence (8)
subjectPublickeyinfo

extensions: 8 itess

+ Extension (1d-ce-basicConstraints)
+ Extension (id-ce

Extension (id-ce-keyUsage)
extkeyUsage)

i
X
:
:
i

2 items
~ Generallame: dNShame (1)

» Genersltame: iPAddress (7)
+ Extension (ns_cert_exts.cert_type)
+ Extension (ms_cert_exts.comsent)

subjectieyTdantifior)
Extension (id-ce-suthorityKeyIdentifier)

@NShame: rupal scusensec.local

» algor [ ¥
Padding: &

2,530,107 (id-ce-subjectaltiione)

ypteds
Certificate Length: 955

» Certificate:
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N [radius
No. Time Source Srcport  Destination Dstport  Protocol Length Info
- 6 7.268654 10.1.9.163 1645 10.1.9.164 1645 RADIUS 347 Access-Request id=203
7 7.278143 10.1.9.164 1645 10.1.9.163 1645 RADIUS 163 Access-Challenge id=203
8 7.301957 10.1.9.163 1645 10.1.9.164 1645 RADIUS 504 Access-Request ide=204
9 7.311208 10.1.9.164 1645 10.1.9.163 1645 RADIUS 1175 Access-Challenge id=204
10 7.415022 10.1.9.163 1645 10.1.9.164 1645 RADIUS 390 Access-Request ide=205
11 7.421373 10.1.9.164 1645 10.1.9.163 1645 RADIUS 1171 Access-Challenge id=205
12 7.4318% 10.1.9.163 1645 10.1.9.164 1645 RADIUS 390 Access-Request id=206
13 7.437931 10.1.9.164 1645 10.1.9.163 1645 RADIUS 1171 Access-Challenge id=206
14 7.448666 10.1.9.163 1645 10.1.9.164 1645 RADIUS 390 Access-Request id=207
15 7.453989 10.1.9.164 1645 10.1.9.163 1645 RADIUS 261 Access-Challenge id=207
17 7.481163 10.1.9.163 1645 10.1.9.164 1645 RADIUS 322 Access-Request id=208
18 7.486854 10.1.9.164 1645 10.1.9.163 1645 RADIUS 163 Access-Challenge id=208
20 7.503482 10.1.9.163 1645 10.1.9.164 1645 RADIUS 318 Access-Request id=209
21 7.509458 10.1.9.164 1645 10.1.9.163 1645 RADIUS 163 Access-Challenge id=209
22 7.518501 10.1.9.163 1645 10.1.9.164 1645 RADIUS 1134 Access-Request id=210
23 7.542402 10.1.9.164 1645 10.1.9.163 1645 RADIUS 242 Access-Challenge id=210
+~ 24 7.551179 10.1.9.163 1645 10.1.9.164 1645 RADIUS 3 cess-R S
o 25 7.576754 10.1.9.164 1645 10.1.9.163 1645 RADIUS 344 Access-Accept id=211
27 8.444342 10.1.9.163 1646 10.1.9.164 1646 RADIUS 340 Accounting-Request id=36
28 8.452939 10.1.9.164 1646 10.1.9.163 1646 RADIUS 62 Accounting-Response id=36
<

Frame 24: 390 bytes on wire (3120 bits), 390 bytes captured (3120 bits)
Ethernet II, Src: Cisco_ef:3b:43 (d@:de:fd:ef:3b:43), Dst: IntelCor_42:d3:93 (b4:96:91:42:d3:93)
Internet Protocol Version 4, Src: 10.1.9.163, Dst: 10.1.9.164
User Datagram Protocol, Src Port: 1645, Dst Port: 1645
v RADIUS Protocol
Code: Access-Request (1)
Packet identifier: oxd3 (211)
Length: 348
Authenticator: 13ea646bcb8c8b8cS5edc574bfed388a3
v Attribute Value Pairs
> AVP: t=User-Name(1l) 1=35 val=10.1.9.162, rupal.acumensec.local
> AVP: t=Service-Type(6) 1=6 val=Framed(2)
> AVP: twVendor-Specific(26) 1=27 vndwciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=1500
> AVP: t=Called-Station-Id(3@) 1=19 val=D@-D@-FD-EF-3B-01
> AVP: t=Calling-Station-Id(31) 1=19 val=0@-50-56-8B-04-E4
> AVP: t=EAP-Message(79) 1=8 Last Segment[1]
> AVP: t=Message-Authenticator(8@) 1=18 val=9024692fef774448dbb1Scablf4962de
» AVP: t=EAP-Key-Name(102) 1=2 val=
> AVP: twVendor-Specific(26) 1=49 vndwciscoSystems(9)
> AVP: t=Vendor-Specific(26) 1=20 vnd=ciscoSystems(9)
> AVP: t=Framed-IP-Address(8) l=6 val=10.1.9.162
> AVP: t=NAS-IP-Address(4) 1=6 val=10.1.9.163
> AVP: t=NAS-Port-Id(87) 1=20 val=GigabitEthernet®/1
> AVP: t=NAS-Port-Type(61) 1=6 val=Ethernet(15)

s a PR 1 _rasas

e Verify via logs
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. Steps
Overview P
. 11001 Received RADIUS Access-Request
Event 5200 Authentication succeeded
11017 RADIUS created a new session
Usemame rupal.acomensec.local 15049 Evaluating Policy Group
Endpoint Id 00:50:56:8B:04:E4 & 15008 Evaluating Service Selection Policy
11507 E d EAP-R Ndenti
Endpoint Profile VMWare-Davice '
12500 Prepared EAP-Request proposing EAP-TLS with challenge
Authentication Policy Default >> EAP-TLS_DOT1X 12625 Valid EAP-Key-Name auribute received
Authorization Policy Default >> EAP-TLS_DOT1X 11006 Returned RADIUS Access-Challenge
x 11001 R RADIUS A R
Authorization Result PermitAccess
11018 RADIUS is re-using an existing session

Authentication Details
Source Timestamp
Received Timestamp
Policy Server

Event

Username

Endpoint Id

Calling Station Id
Endpoint Profile

IPva4 Address
Identity Group

Audit Sassion Id
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2022-08-27 01:44:01.534
2022-08-27 01:44:01.534
ISE3615

5200 Authentication succeeded
rupal.acumensec.local
00:50:56:8B:04:E4
00-50-56-8B-04-E4
VMWare-Device

10.1.9.162

Profiled

00000000ODDONNTROSC? 2DRA

63

12502

12800
12805
12806
12807
12809
12810
12505
11006
11001
11018

12504

12505
11006
11001

11018

Extracted EAP-Response containing EAP-TLS challenge-
and EAP-TLS as jated

Extracted first TLS record; TLS handshake started
Extracted TLS ClientHello message

Prepared TLS ServerHello message

Prepared TLS Certificate message

Prepared TLS CertificateRequest message

Prepared TLS ServerDone message

Prepared EAP-Request with another EAP-TLS challenge
R RADIUS A Cl

Received RADIUS A

RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-TLS challenge-
response

Prepared EAP-Request with another EAP-TLS challenge
Returned RADIUS Access-Challenge
Received RADIUS A R

RADILIS is ra-usina an existing session
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