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1. Introduction

This section identifies the Security Target (ST) and the target of evaluation ji€3Ehts an
overview of the TOE and describes the organization of the ST. The TOE is Information Security

Corporation’s

Cer t Ag e nbased; ¥.502ompliantcartifieate authorityo r i t vy ,

(CA) that is intended to be used as the core component of an enterprise public key infrastructure.

This ST is divided into the following Sections:

il
il

Introduction

TOE Description

Conformation Claims

Security Problem Definition
Extended Components Definition
Security Functional Requirements
Security Assurance Requirements
Security Requirements Rationale

TOE Summary Specification

1.1 Security TargdReference

CertAgent Security Target for Common Criteria Evaluation

Title:

STVersion: 412
Status: Final

Date: 07/16/2019

This ST targets conformance with the following Protection Profile (PP):

1 Protection Profile for Ceiftcation Authorities, Version.2
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1.2 TOEReferace
TOE Identification: CertAgent Version 7.0
TOE Developer: Information Security Corporation

Evaluation Information Security Corporation
Sponsor:

1.3 TOE Overview

CertAgent, the TORs an X.50Zompliant certificate authority (CAlLis an easily manageweb

based certificate authority (CA) intended to be used as the core component of an enterprise public
key infrastructure (PKI). Designed to meet the needs of a wide variety of organizations, the current
release offers enhanced enrollment servi¢EST,)remote administrationjntegratedcertificate and

CRL databas@nd an OCSP respond#rsupports an unlimited number of root and intermediate

CAs, providing support for as complex a certificate hierarchy as the stxeaiterprise warrants.

The follaving diagrams shows the TOE boundary and major components.

TOE Boundary
Cryptographic Module \ I:E
TLS Pt
CertAgent
HSM e
Apache Tomcat TS I:E
H -
Registration
Authority
HTTP _E
/> EsS
Legend OCSP Client
TLS
TOE Component — E
Database o
HTTP
— [
° External Interface ——
Relying Party

HGUREL TOEBOUNDARY
As Figure 1 shows, CertAgeaimbined wih Apache Tomcat form the Targeft Evaluation(TOE)

There are 4igh leveinterfaces that are external to the TOE. The data that traverses these
interfaces is protecte@s shown in the following table.
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Interface Protection
Web HTTPHTTPS/TLS
Database Operating system
OCSP HTTP, HTTPSHL
PKCS#11 Operating system

TABLEL TOENTERFACES

Most CAactivities are completetdy usingaweb browseror other toolthat connects to the
CertAgent web interfacélhe CA supportsevenweb-basedinterfaces using different ports or URLs
(AdminSite, CAAccount SitePubic Site RAMI(Registration Authority Management Interface)
DBAcces£ ST, and OCSP

1 The AdminSite CAAccount SiteDBAccess, and Registration Autho(RAMI)channels
requirevalid identification and authentication credentiatsthe form of certifcates This
channel is secured usimfjent authenticatedHTTRYTLS

1 The PublicSitechannel is secured using HTTRS and HTTRII pages except the CA
Information page are HTTPS/TLS protected. The CA information page, used by relying parties
to obtain CRLs, issuer certificates, and CA version information, is available without security
over HTTPAIl pageexceptthe selfservice revocation pagare unauthenticated. The self
service revocation page requires valid identification and authentication ctedgin the
form of certificates.

1 TheESThannel is secured using HTTRS Connectionsre authenticated with either
certificates or asubscribemame and password.

1 The OCSinterface is available without security over HTTP or secusiitg HTTETLS All
access is unauthenticated.

Configuration datdincluding ACLsinostaudit logscertificates, and CRLs are storedables ina
singledatabaseln the evaluatd configurations, the database eitherHyperSQlor PostgreSQand
ishosted on the sae physical system as the TQleconnectionto the databasas not secured but
is authenticatedSensitive data stored in the database is encrypted befdeesent to the database
forstorageThe envi r on meARIis askd talcBhiirnuricatd W tBeClatabasaising a
database vendor supplied JDBC driver

CertAgent has an option to connect to LDAP servers to push certificate and CRLs as they are issued.
Since certificates and CRLs are public informatiigdonnectiormay beunsecure osecure ad

mayor may notbe authenticated There is no LDAP seneithe evaluated configuratigrDAP

publishing was not evaluatednd LDAP publishing is disabled when CertAgent is configured with

strict NIAP compliance settings.
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Private keys used for issuingrtificates,issuingCRLsauthenticating the TLS servemd signing
OCSP responses resiith the environmental PKCS#1iy/itographicModule. In the evaluated
configuration, the PKCS#OlyptographicModule, isGe mal t o' s S a,but dNyePKC3413 B
QyptographicModule thd isat leastFIPS 14@ Level 2validated provides hardware security of
keys, includes BKCS#11 librargupports the required algorithm@n particular a 256it DRBGvith
256-bits of entropy inpu}, andprovides abackupcapability, is consideredequivalent PKCS#11lisa C
API exported from a shared libray[PLL or .so depending on platfothmat is provided by the HSM
vendor). The TOHBobads this library ostartupand calls functions in it as it would any other local
library. Data traversing this interface is protected by the environmental operating system in which
processes are segregated in to their own process spadearelogically separated from all other
processes by the operating system and underlying hardware.

The folowing figure, taken from the CA PP, shows the reference architecture for a certification
authority product:

% &
Recovery TOE Boundary
Requests
o Certification || Coriificama & ORLS: "
‘ Authority Certificate
tatus Inf
Key EBcrow ! .-l Q,o Certificate/CRL
: : Repository
i A—d i i . :
VRS O S | |
User | | Cerlificate Requelsts & HSM : : |
Private | | Revocation Requests ! | ! [
Keys : ” | - 1 Private : :
! ! Key St 7 I
o oy e==SSSRCaeHiicate u
| j/ | IRegistration Status
= B, 5 ' 1 Authority : Server
! Key | i 1and/or AOR )
i Generation | IR R
l\ ] \
-—— _‘— - \ :
I l |
User | Generation | :
Private; Requests |
Keys : L-

|
amamaens Subscribers = y Relying
Parties

HGURER CAPPCONTEXT FOR THOE

In general, the following correspoadce can be seen betwedtigure2 above and the TOE diagram
shown inFigurel.:
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9 Certification Authority-the TOE

91 Certificate Status Serveit h e T O’ OSSPlraspohder
9 Certificate/CRL Repositonthe Database

1 HSM-the PKCS#11 Cryptographic Mézlu

1 Subscribers-EST client, Web browser

1 Relying Parties the Relying Party, Web browser

1 RegistratiorAuthority — Registration Authority

There are some minor differences between the two diagrams that do not impact the ability of the
TOE to claim conformae with the CA PP. They are as follows:

9 The TOE does not interface with a key escrow system
1 The TOE does not interface with a user key generation system

9 The TOE contains a certificate status server

1.4 TOElype

The TOE type for CertAgent is Certification AtithdCA). The TOE is a softwaeekage installed on
a general computing platforrihat is usedo issue and manage publiey certificates ancprovide
certificate status information.

2. TOE Description

This sectiortontainsa description of the TOE in itsauated configurationandincludes the
physical and logical boundaries of the TOE.

2.1 Evaluated Components of the TOE

The following table describes tmeajor TOEcomponents in the evaluated configuration:

Component Definition

CertAgent The certification autority software web application

Application Server | Apache Tomcat application server that hetste CertAgentveb app andhe web
(web container, interface. In the evaluated configuration Apache Tomcat is configured to udS@RDK
Java Servlet andthe PKCS#11 Cryptographic Module for cryptographic operatiypeche Tomcas

Pagell Security Target for Commd2riteria Evaluation, CertAgemn7.0



Container) part of the TOE's installation pa.ckagse

ISC CDK The cryptographic module in the TOE.

TABLE2 EVAIUATEDCOMPONENTS OF THOE

TheTOE uses |1 SC’s Cryptographic Danyoktheop ment Ki
cryptographic operations described later in this document. The ISC CDK is a shared library to which
the CertAgent web applicatioend Apach& omcat ardinked dynamically. Th&C CDK is similar to
OpenSSk Crypto++, Cryptli® and other cryptographic libraries implemented as software libraries.

2.2 Components and ApplicatioRequiredn the Operational Environment

The following table lists congments and applications in the environment that the TOE relies upon in
order to function properly:

Component Definition

Database Stores onfiguration data (including ACLa)dit logscertificates, and CRIsr the TOE. In
the evaluated configurationshe TOE usePostgreSQL or HyperSQL for its database.
HyperSQL is included in the installation packaige optionally,installed when the TOE is
installed PostgreSQinust beobtained and installedeforeinstalling theTOE
PostgreSQL may l®wnloaded fom https://jdbc.postgresgl.org/download.htmEither
databasemust be installed on the same host as the TOE.

Java JRE Runs the CertAgent and application servers.

JCE Unlimited Enablesunlimited strength cryptographin Java which is requirdd supportthe AES256

Strength ciphersuite.

Jurisdiction Policy

PKCS#11 Soresthe private keys used to sign certificatéssueCRLs;reate OCSP responses, and

Cryptographic authenticate the server to clients via TLS/HTTPS. In the evaluated configutiagion

Module PKCS#11 Cryptographic Modul&is mad USB HSMEnd it must be directlgonnected
to the same host as the T@t&a USRit isnot a network HSY

Server Physical system on which the CertAgent software is installed. The physical system ig
either:

A 64bit Microsoft Windows Server 2012 R2 OS 3Ré.
A CentOS 6.7 x86_64 08gtools,and JRE.

Web Browser The interface that is used to access the CertAgent web user interface. In the evaluatg
configuration the web interfaces accessed via Firefokirefox can be downloaded from
https://www.mozilla.org

TABLE3 COMPONENTS OF TOPERATIONAENVIRONMENT
The TOE d=snot includethe operating systemsr hardwareof the system®n which it is installed.

It also does not includthe third-party software requiredor the TOE to runTable4 and Table5 list
the softwarecomponentsrequiredby the TOHEn the evaluatedconfigurations The Operational

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0
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https://www.mozilla.org/

Environmenttcomponentsshouldbe maintained such thathe latest security fixes for each
componentare installed in a timely manner

Component Requirement
Server OS Windows Server 2012 R2
OS Type 64-bit
Database HyperSQL Version 2.4
Java JRE Oracle Java B8 1.8
PKCS#11 Cryptographic Méelu| Gemalto SafeNet USB HSM

TABLE4 OPERATIONAENVIRONMEN BOFTWARBEQUIREMENTEVINDOWS

Component Requirement
Server OS CentOS 6.W/rng-tools package
OS Type X86_64 (64vit)
Database PostgreSQL Version 9.4
Java JRE Oracle dva JRB 1.8
PKCS#11 Cryptographic Modul| Gemalto SafeNet USB HSM

TABLES OPERATIONAENVIRONMEN BOFTWARBEQUIREMENTEINUX)

The TOE requires that the environmental Operating System maintains the Operational Environment
(OE) Aministrator role and the Operational Environment (OE) Auditor idiembers of he OE
Administrator role shall be granted root/administrator permissions in the Operating System. On
Linux,members othe OE Auditor role shall be placed in the ca_audit greneated per guidance

and must not be granted root/sudo permissions. On Windanembers ofthe OE Auditor rolera

normal usesand must not be granted administrator permissio@ly members of OE

Administrators or OE Auditors may access the environaléDperating System.

In addition to the server requirements, a web browser is required for any system usethtiely
accesghe TOHor to access certain functionality when logged into the Operating System in which
the TOE is running)n the evaluatedanfiguration, the TOE was tested using Firdf®®ersion52

and the compatibility of other browsers was not assessed.

2.2.1 Excluded from the Evaluated Configuration
The following list contains Operational Environment softweand hardwaresupported by the TOE
but not included or testeds part of this evaluatian

Operating Systems

Pagel3 Security Target for Commd2riteria Evaluation, CertAgemn7.0



9 Oracle Enterprise Linux 6 and 7

1 Red Hat Enterprise Linux 6 and 7

9 SuSE Linux Enterprise Server 10 and 11

1 Ubuntu 14 and 16

1 Windows 7

1 Windows 10

1 Windows Server 2008

1 Windows Server 20082

1 Windows Server 2012

1 Windows Server 2016
Databases

1 Oracle 11g, 12c

PKCS#11 Cryptographic Modules

T
1

1
1

Thales nShield Connect Series
Thales nShield Solo Series
Thales nShield Edge Series
Gemalto Safenet Network HSM
Gemalto Safenet PCle HSM

ISCAcala(HSM emultor)

Application Servers

1
T

Apache Tomcat.@.x, 9.0x

Oracle WebLogic 119, 12c

Java Platform

il
il

Oracle JDK, 8, 9

Oracle JRE, 9

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0
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Note that while bothof the TOE supported OS platforsiugpport remote access to the local console
(e.g, SSH this capabilitysexcluded from the evaluated configuration and is remowedisabled
during initial installation and configuration of the TOE

2.3 TOE Physical Boundary

Thephysical boundary of the TOE includes the CertAgent software, Apache Tomcat, and the ISC CDK
installedon a general purpose computer running a supported operating systée.TOE does not

include the hardware, database, HSM, or the operating systems afdimputerson which the TOE

is installed. It also does notdludethird-party software required fortie TOE to run as detailed in
Section2.2

The following external IT entities can connect to the T€kg REST APIs
1 DBAccess clients such as an external audit seovexternal user management server

1 RAMI clients such as agistration authority

2.3.1 TOE Installation Packaged Configuration Management

TOE installation packageand TOE update packages dedivered in a zipped archive via a download
link. A valid serial number is required to download the package. Licensed custmuoeive a
digitallysigned email with a download and serial number. Both WindowsGemdOS installation
packages contain the TOE compors@ertAgat, Apache Tomcat, and ISC CEéuired software
(HyperSQL database, Oracle JRE, and JCE UnlimiegtiStiurisdiction Policyand documentation

An installation executable and scriptused to install thefOEAN update package is verified by the
TOE, unpacked, and executed to update the TOE from one version to another. The files changed
and/or repla@d by the update vary based on the complexity of the update.

The TOE's source code is maintained under version
SourceSafe) and each release or patch is checked in and labeled prior to rEld¢aseal releases

arelabeled by version in dot notation of major.minor.patch (e.g., 7.0.6 represents major version 7,

minor version 0, patch level 6). Internal releases are labeled major.minor.patch.ga (e.g., 7.0.6.QA1

represents major version 7, minor version 0, patch leyejuglity assurance cycle Both version

contr ol systems maintain the history and integrity
individual account in the version control system so that changes are attributable and tracked to the

user.Adefed tracking system, Bugzilla, is used to manage defects and feature requests in releases of

the TOEIn combination, the source code control systems and the defect tracking system, allow the

developers to determine exactly what changed in any given vemsiopdate of the software.

2.3.2 TOE Documentation
The TOE includes the following guidance documents:

1 CertAgent Administrator Guide, version 7Jdy 9, 2019
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9 CertAgent Installation, Configuration and Management Guide, versiody®, 2019
1 CertAgentCertificate Authority Guide, version 7.y 9, 2019

1 CertAgent Public Site Guide, version 4ty 9, 2019

1 CertAgent Guidance for Commorit€ra Evaluation, version 20, July15, 2019

1 CertAgent 7.0/ Release Notesluy 15, 2019

2.4 TOE Lgical Boundary

The TSF is comprised of several security features.deachity featuredentified belongs to one of
several general categories

1. Security Audit

2. Communication

3. Cryptographic Support

4. User Data Protection

5. Identification and Authentication
6. Secuity Management

7. Protection of the TSF

8. TOE Access

9. Trusted Path/Channels

2.4.1 Security Audit

The TOE generateaudit records oddministrator, user, and its owractivities. Audit data includes
date, time, event type, subject identity, and other data as requiMdst audit dataare written to

the databaseAudi records indicating a databagailure are stored in a local text fies the database
is inaccessiblérhe TOE allows an external IT entity to access TOE audit recthiddatabasdy
polling the TOE usj the DBAccess REST API.

2.4.2 Communication
The TOEelies onthe TLS/HyperTextransferProtocol Secure (HTTPS) when transmitting sensitive
data to and from applicable endpoints.

Certificate requests, certificates, CRLs, and OCSP responses are formedfimodaeeording to RFC
5280, RFC 6960, and RFC 7030. Certificate validajp@nformed by the TOE

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0 Pagel6



Sensitive datéhat needs to be recoveredPKCS#11 Cryptographic ModElks and other
authentication passwords) aencrypted using CM$ conformancewith RFC 5652nd then stored
in the databaseSensitive data thadoes not need to be recovered, EST passwaasnot stored
directly, but a check value is creatagsingPBKDF2/SH256, and stored

2.4.3 Cryptographic Support
Cryptographic support is provad bytwo components.

1 | S Crypmographic Development KIBOCDK)
1 PKCS#11 Cryptographic Module
ISC CDK
The ISC CD&withinthe TOE s b o andid wsedy the TOE

9 to generate the initial set of authentication credentials (certificates and associaieate
keys) during installation,

9 to generate symmetric keysjrap them with public keysand use them to encrypt sensitive
data using theCMS format

T to hash the “to be si caes dRLs, and OGSR esgponbes di es of
i to validate signattes on certificatesCRLs, angquests and

1 to providecommunication protectiowhen clients establish TLS/HTTPS connections to the
Administrative, CA, Public, EST, OCSP, DBAacBga\I interfacesNote: Cryptographic
functions involving th@'LS serverivate keyare provided by thenvironmentalPKCS#11
Cryptographic Module.

The ISC CDK is FIPS24@vel 1 validaid on 64-bit Windows 10 and 64it CentOS 6.7Since the
FIPS validatiodoesnot coverWindows Server 2012Rfhe necessary algorithm teshavebeen
performedfor that platform throughthe NIST Cryptographic Algorithm Validation Progradvp
and algorithm certificates obtained

PKCS#11 Cryptographic Module
The PKCS#11 Cryptographic Module is bsettie TOE:

i to generate, store, and pradé cryptographic operations (unwrapping DEKS) involving the
private key foithe “Systent credential (certificate and private key)

i to generate store, and provide cryptographic operations (digital signatures) involving the
private key forall issuer credetials (certificates and private keysand
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i to generate, store, and provide crymgmaphic operationsdigital signature) involving the
private key for the TLS/HTTPS server credential (certificate and private key)

The PKCS#11 Cryptographic Module secutefgsthe high value certificate authority keys and uses
them to perform the signature operations that define a certificate authofitye PKCS#11
Cryptographic Module also securalpres the TLS/HTTPS server &eg provides cryptographic
servicednvohing that key PKCS#11 Cryptographic Modubéen require a PIN or other
authentication when the application using them staatsdthe TOE provides mechanisms for
injecting this information during itstartup procedures.

In the evaluated configuratigthe PKC&811Cryptographic Modulei& e mal t o’ s Sa.f e Net USB

2.4.4 User Datdrotection

The TOE supports the creation of multiple certificate profiles by CA Administrators. Each profile is
customizable by aACAdministratorand includes a certificatbasedACL 6 CA Operations Staff

members allowed to issue or revoke certificates using the profile. Certificate requests are assigned a
unique identifier upon submission tha used to link the requestb the issued certificate.

The TOBprovides relying partiesvo methodsto check the status of a certificate
1 X.509v2 CRLs
1T OCSP

CRLs can be issued manually, on a schedule, or when a certificate is revoked for a set of configurable
reason codes.

2.4.5 Identification and Authentication

The TOmsestwo different identificaion and authentication methods, describ@dSection.4.5.1
and2.4.5.2 depending on the role and action being perform&tbst TOEactivities and all activities
involving the issuance or revodan of certificatesrequire @rtificate-based authentication.

PKCS#11 Cryptographic Modules support a variety of authentication options including: passwords,
smart cards, PED devices, and fingerprilmsll cases, someone must enable I €CS#11
Cryptogaphic Moduleas part of the initialization of th€ OE This steps performed locally on the
system during startup of th€OE

Access to the TOE's | ocal emwimnmmedtaopeiathgsyssemt r ol | ed by
which performs the required idsification and authentication when an administrator logs on.

2.4.5.1 EST Authentication
EST authentication supports either certificdtased authentication asubscribemame/password
authentication(over HTTP®) cases where the requester does not have a \aitificate.
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Forsubscriber namgassword authatication (over HTTPS), privileged users in the CA Operation
Staff rolecreate and manage thseubscriber namgassword associations

2.4.5.2 Certificatebased Identification and Authentication

Access tolie AdminSite CAAccount SiteDBAccesaP| or RAMIAPIrequires certificate-based
client authentication usingi TTPSThe functions available depend on the ACL peanissionghat
are assigned to the certificate used to authenticate.

The portion of the Public Sitdlewing selfservice revocation by subscribers also requires certificate
based client authentication using HTTPS.

2.4.6 Security Management

The TOE is managed by authorized administrators using aisezbinterfaceand the local console as
needed. Altertificate issuanceelated administrative actions are performed via the weterface
The TOE supporthree 3) roles (Administrator, Auditgand CA Operations Staféach of which
consists of an access control list (ACL) of oneared.509 certificates anche or morepermissions
(issue, revoke, RAMI, etc.).

Onlyusers who hold an administrator role in the T&@Eallowedto have administratoprivilegeson
the physical system on which the TOE is installdéycan:

1 inject thePKCS#11 Cryptographic ModBlBlt o u n | oycskt etmheed € p8vatea | ' s
key,

1 dstart/ stop the TOEand theDatabase

9 runthe CACLI prografallows the scripting of the creation of a root or issueast anchor
management, ACL managemgnt

1 run the Report Generator Prograror

9 run theupdate tool (to check for updates or apply updates to the system)

2.4.7 Protection of the TSF

The TOE encrypts any sensitive informattoefore it is sent to thenvironmentaldatabase using

the asymmetric' Systeni’ credential s  pkaytarnd ithe CMS formaf hese encrypted symmetric

keys are the only symmetric keys that are persisted by the WOEN the information is needed

later, the encrypteddatais retrieved from the databasandt he TOE wuses the “System”
private key, via the PKCS#11 Coyptr ap hi ¢ Modul e’ s tRecgwtickeyAPl , t o wun

The TOE maintains thmassword oPKCS#11 Cryptographic Modstering the" Systent’ credential

in memory until it exits. The TOE does not stanedirectly useany private keys (they are storeghd
protected by the PKCS#11 Cryptographic Moeieh performs operations with those keys at the
TOE' s )rwhenuheTOEshuts down all sensitive data in memory is cleared.
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2.4.8 TOE Access

The TOEs Admin Sit e displaya@aning ltaongmnontd alldding aay

administrative actions to be performe.h e TOE’' s web i nt er $whentheywi | |
time out or whenanauthenticated user clicks the logolitk in the navigation pane

2.4.9 Trusted Path/Channels

The TOE provides a trustpdth/channel for secure communication between itself and external IT
entities such as a registration authority (RA), audit server, or similar entities which are permitted to
connect to the TOmver client authenticated HTTPS/TLS. Privileged users aggessilh e T OE’ s
interfaces also use a trusted path established and secured with client authenticated HTTPS/TLS.
Subscribers with existing, valid certificatalso use a trusted path, established and secured with
client authenticated HTTPS/TLS, to perfaertificate renewalvia ESTgr selfmanagementvia the
TOE' s Publ i c .Subscebersarel bther norprevileded usersare permitted to
connecttothe TOEs P u lwithiucautt®nticaeed HTTPS/TLS. Relying parties are permitted to
connect to parts ofthe TOE s P u bwith eitherSinattieenticated HTTPS/TLS or unprotected
HTTPto obtain certificate statusr otherinformationrequired to validate certificates issued by the
TOE

For communication between the TOE and environmaécwmponents (notably the database and the
HSM) he OperationalEnvironment provides a noencrypted, trusted channeSecure

communication is enforceddetween the TOE and IT entities in t@perationalEnvironment using

the OperationalEn v i r o nJREJNDRIJDBCand PKC#11Cryptographic Moduleomponents

installed on the local system. These trusted channels transfer TOE data to and from IT entities within
the OperationalEnvironment.

3. Conformance Claims

3.1 CC Version

This STsicompliant with Common Criterfar Information Technology Security Evaluation, Version
3.1 Revisiorb April 2017.

3.2 CC Part 2 Conformance Claims

This ST and Target of Evaluation (TOE) are Part 2 extended to include all applicable NIAP and
International interpreations throughl1 Juy 2018.

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0
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3.3 CC Part 3 Conformance Claims

This ST and Target of Evaluation (TOE) are Part 3 conformant to include all applicable NIAP and
International interpretations throughi1 Juy 2018

Note that this evaluation also includes evaluation assurance activitiesithatefined in the claimed
Protection Profile that has augmented the CEM and are not considered to be alterations to Part 3.

3.4 PP Claims
This ST claims compliance to the following Protection Profile:

91 Protection Profile for Certification Authorities, vernsia.1 [PP_CA_X/1]

3.5 Applicable Technical Decisions
The followingechnical desionsare applicable to the PP_CA_X2

1 TDO0415

1 TDO0375

1 TDO0353

1 TDO0348

1 TDO0328

1 TD0294

1 TDO0287

1 TDO0286

1 TDO0278

1 TDO0276

3.6 Package Claims

This ST claims compliance to a Protection Profile.aFé no package claims in the PP or ST.
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3.7 Conformance Claim Rationale

The PP states “A CA system iskay eattitfyi ¢cdtaes.i sSsTl
software application that issues and manages puldig certificates. As such, & consistent with the

definition of a certification authority as stated in the PP. Therefore, the conformance claim is

appropriate.

4. Security Problem Definition

4.1 Threats

This section identifies the threats against the TOE. These threats have been takehefieR

ThreatName ThreatDefinition

T.PRIVILEGED_USER_ERROR A privileged user or neperson entity (NPE) improperly exercises or
adversely affects the TOE, resulting in unauthorized services, ineffec
security mechanisms, or unintended circumventiof security
mechanisms.

T.TSF_FAILURE Security mechanisms of the TOE may fail, leading to a compromise ¢
TSF.

T.UNAUTHENTICATED_TRANSACT Relying parties within an information system depend on the TOE to
accurately bind subjects to theiredentials for use in authenticating an
providing privacy for transactions. Without the proper binding provide
by the TOE, relying parties cannot ensure adequate access controls
sensitive information, ensure transactional integrity, ensure proper
accauntability, and/or enforce nomepudiation.
T.UNAUTHORIZED_ACCESS A malicious user, process, or external IT entity intentionally circumve
TOE security mechanisms.

T.UNAUTHORIZED_UPDATE A malicious party attempts to supply the end user with an upda the
product that may compromise the security features of the TOE.
T.UNDETECTED_ACTIONS Remote users or external IT entities may take actions that adversely
affect the security of the TOE.

T.USER_DATA_REUSE A malicious user, process, or extertialentity may gain access to user
data that is not cleared when resources are reallocated.
T.WEAK_CRYPTO A weak hash or signhature scheme may be compromised by an attack
and used to apply integrity checks to malicious content so that it apps
legitimate.

TABLES TOETHREATS

4.2 Assumptions

The specific conditions |isted are aandbheseed to exi s
assumptions have been taken from the PP.

| Assumption Name | Assumption Definition |
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A.NO_GENERAPURPOSE It is assumed that there are no genemlrpose computing capabilities
(e.g., compilers or user applications) available on the TOE, other thal
those services necessary for the operation, administration and suppd

of the TOE.
A.PHYSICAL Phystal security, commensurate with the value of the TOE and the d
it contains, is assumed to be provided by the environment.
A.TRUSTED_ADMIN TOE Administrators are trusted to follow and apply all administrator

guidance in a trusted manner.

TABLE TOEASSUMPTIONS

4.3 Organizational Security Policies

This section identifies the organizational security policies to be implemented by an organization that
deploys the TOE. These policies have been taken from the CA PP.

Policy Name PolicyDefinition

P.ACCESS_BANNER The TOE shall display an initial banner describing restrictions of use,
agreements, or any other appropriate information to which users
consent by accessing the TOE.

TABLES TOEORGANIZATIONAEQRITYPOLICIES

4.4 Security Objectives

This section identifies the security objectives of the TOE and its supporting environment. The security
objectives identify the responsibilities of the TOE and its environment in meeting the security needs.

4.4.1 Security Objdosesfor the TOE

This section identifies the security objects of the TOE. These objectives have been taken from the CA
PP. A subset of the optional security objects has been included based on the set of optional SFRs that
are claimed by the TSF.

Objective Objective Definition

O.AUDIT_LOSS_RESPONSE The TOE will respond to possible loss of audit records when audit tra
storage is full or nearly full by restricting auditable events.

O.AUDIT_PROTECTION The TOE will protect audit records against unauttediaccess,
modification, or deletion to ensure accountability of user actions.

O.CERTIFICATES The TSF must ensure that certificates, certificate revocation lists, and

certificate status information are valid.
O.CONFIGURATION_MANAGEMENT| The TOE witonduct configuration management to assure identificatig
of system connectivity (software, hardware, and firmware), and
components (software, hardware, and firmware), auditing of
configuration data, and controlling changes to configuration items.

O.DISPAY_BANNER The TOE will display an advisory warning regarding use of the TOE.
O.INTEGRITY_PROTECTION The TOE will provide appropriate integrity protection for user data an
software.
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O.NON_REPUDIATION

The TOE will prevent a subscriber from avoidiogountability for
sending a message by providing evidence that the subscriber sent th
message; and control communications from unknown source.

O.PROTECTED_COMMUNICATIONS

The TOE will provide protected communication channels for
administrators, other prts of a distributed TOE, and authorized IT
entities. The TOE will protect data assets when they are being
transmitted to and from the TOE, including through intervening
untrusted components.

O.RECOVERY

The TOE will have the capability to store andbxex to a previous state
at the direction of the administrator (e.g., provide support for archival
and recovery capabilities).

O.RESIDUAL_INFORMATION_CLEAR

The TOE will ensure that any data contained in a protected resource
not available when theesource is reallocated.

O.SESSION_LOCK

The TOE with provide mechanisms that mitigate the risk of unattende
sessions being hijacked.

O.SYSTEM_MONITORING

The TOE will provide the capability to generate audit data and send
those data to an external IThgéty. The TOE will record in audit records
date and time of action and the entity responsible for the action.

O.TOE_ADMINISTRATION

The TOE will provide mechanisms to ensure that only privileged use
able to log in and configure the TOE, and pilevprotections for logged
in usersThe TOE will ensure that administrative responsibilities are
separated across different roles in order to mitigate the impact of
improper administrative activities or unauthorized administrative acce

O.TSF_SELF_TEST

The TOE will provide integrity protection to detect modifications to
firmware, software, and archived data.

O.VERIFIABLE_UPDATES

The TOE will provide the capability to help ensure that any updates t
the TOE can be verified by the administrator to baltered and

(optionally) froma trusted source

TABLEQ TOEOBJECTIVES

4.4.2 Security Objectives for the Operational Environment

This section identifies the security objectives of the environment into which the TOE is expected to

be deplyed. These objectives have been taken from the CA PP. A subset of the optional

environmental objectives has been included based on the set of optional SFRs that are not claimed

by the TSF.

Objective

Objective Definition

OE.AUDIT_GENERATION

The OperationaEnvironment provides a mechanism for the generatio
of portions of the audit data.

OE.CERT_REPOSITORY

The Operational Environment provides a certificate repository for
storage of certificates (and optionally CRLSs) issued by the TSF.

OE.AUDIT_RETENTION

The Operational Environment provides mechanisms for retention of
audit records for both normal and extended retention periods.

OE.AUDIT_REVIEW

The Operational Environment provides a mechanism for the review o
specified audit data.

OE.AUDIT_STORAGE

The Ogprational Environment provides a mechanism for the storage
specified audit data.

OE.CRYPTOGRAPHY

The Operational Environment provides cryptographic services that cg
be invoked by the TSF in order to perform security functionality.

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0
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OE.KEY_ARCHIVAL TheOperational Environment provides the ability to use split knowled
procedures to enforce twparty control to export keys necessary to
resume CA functionality if the TSF should fail.
OE.NO_GENERAL_PURPOSE There are no genergdurpose computing capabilkts (e.g., compilers or
user applications) available on the TOE, other than those services
necessary for the operation, administration and support of the TOE.
OE.PHYSICAL Physical security, commensurate with the value of the TOE and the ¢
it contains,is provided by the environment.

OE.PUBLIC_KEY_PROTECTION The Operational Environment provides protection for specified public|
keys associated with CA functions.

OE.SESSION_PROTECTION_LOCAL| The Operational Environment provides the ability to lock or teate
local administrative sessions.

OE.TOE_ADMINISTRATION The Operational Environment provides specified management
capabilities required for the overall operation of a Certificate Authority
and the ability to restrict access to a subset of the capadslias
specified in the ST.

OE.TRUSTED_ADMIN The administrator of the TOE is not careless, willfully negligent or ho
and administers the software within compliance of the applied
enterprise security policy.

OE.TRUSTED_PLATFORM The operating systemo which the TOE has been installed is securely
configure, regularly patched, and not subject to unauthorized access

TABLELO TOEOPERATIONAENVIRONMENOBJECTIVES

4.5 Security Problem Definition Rationale

The assumptions, threat€rganizational Security Polici€c®%$P)} and objectives that are defined in

this ST represent the assumptions, threats, OSPs, and objectives that are specified in the Protection
Profile to which the TOE claims conformance. The associated mappings of aessrtgpt

environmental objectives, SFRs to TOE objectives, and OSPs and objectives tatbrgagsified in
Tablell

SPD Element Objective Requirements

A.NO_GENERAL_PURPOSE OE.NO_GENERAL_PURPOSE N/A

It is assumed that there are no general | There are no genergdurpose computing
purpose compting capabilities (e.g., capabilities (e.g., copilers or user
compilers or user applications) available| applications) available on the TOE, other
on the TOE, other than those services | than those services necessary for the
necessary for the operation, operation, administration and support of
administration and support of the TOE. | the TOE.

A.PHYSICAL OE.PHYSICAL N/A

Physical security, commensurate with Physical security, commensurate with thq
the value of the TOE and the data it value of the TOE and the data it containg
contains, is assumetb be provided by is provided by the environment.

the environment.
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A.TRUSTED_ADMIN

TOE Administrators are assumed to
follow and apply all administrator
guidance in a trusted manner.

OE.TRUSTED_ADMIN

The administrator of the TOE is not
careless, willfully negligent or hostile, ang
administers the software within
compliance of the applied enterprise
security policy.

N/A

T.PRIVILEGED_USER_ERROR

A privileged ser or nonperson entity
(NPE) improperly exercises or adversely|
affects the TOE, resulting in unauthorize
services, ineffective security
mechanisms, or unintended

O.AUDIT_LOSS_RESPONSE

The TOE will respond to possilibss of
audit records when audit trail storage is
full or nearly full by restricting auditable
events.

FAU_ADP_EXT.1, FAU_STG.4

circumvention of security mechanisms.

O.AUDIT_PROTECTION

The TOE will protect audit records again
unauthorized access, modification, or
deletion to ensure accaability of user
actions.

FAU_ADP_EXT.1

O.TOE_ADMINISTRATION

The TOE will provide mechanisms to
ensure that only privileged users are ablg
to log in and configure the TOE, and
provide protections for loggeth users.
The TOE will ensure that adminisixes
responsibilities are separated across
different roles in order to mitigate the
impact of improper administrative
activities or unauthorized administrative
access.

FIA_UAU_EXT.1, FIA_UIA_EXT.1,
FMT_MOF.1(1), FMT_MOF.1(2),
FMT_MOF.1(3), FMT_MOF.1(4),

FMT MOF.1(5), FMT_MTD.1,
FMT_SMF.1, FMT_SMR.2, FTA_SSL.4
FTA_SSL.4

OE.AUDIT_GENERATION

The Operational Environment provides a
mechanism for the generation of portiong
of the audit data.

N/A

OE.AUDIT_STORAGE

The Operational Environment provides a
mechanign for the storage of specified
audit data.

N/A

OE.AUDIT_REVIEW

The Operational Environment provides a
mechanism for the review of specified
audit data.

N/A

OE.AUDIT_RETENTION

The Operational Environment provides
mechanisms for retention of audit recad

N/A
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for both normal and extended retention
periods.

OE.SESSION_PROTECTION_LOCAL | N/A
The Operational Environment provides t|
ability to lock or terminate local

administrative sessions.
OE.TOE_ADMINISTRATION N/A

The Operational Environment provides
specifed management capabilities
required for the overall operation of a
Certificate Authority, and the ability to
restrict access to a subset of the
capabilities as specified in the ST

T.TSF_FAILURE

Security mechanisms of the TOE may fa|
leading to a canpromise of the TSF.

O.TSF_SELF_TEST

The TOE will provide the capability to teq
some subset of its security functionality t
ensure it is operating properly. The TOE
will provide integrity protection to detect

modifications to firmware, software, and

archived data.

FPT_TST_EXT.2

OE.TRUSTED_PLATFORM

The operating system on which the TOE
has been installed is securely configured
regularly patched, and not subject to
unauthorized access.

N/A

T.UNAUTHENTICATED_TRANSACTIO

Relying parties within an informton
system depend on the TOE to accurately
bind subjects to their credentials for use
in authenticating and providing privacy

O.CERTIFICATES

The TSF must ensure that certificates,
certificate revocation lists, and certificate
status information are valid.

FDP_CER_EXTDP_CER_EXT.2,
FDP_CER_EXT.3, FDP_CRL_EXT.1,
FDP_CSI_EXT.1, FDP_OCERG1
FDP_STG_EXT.1, FIA_ESTS_EXT.1,
FIA_X509_EXT.1, FIA_X509_EXT.2

for transactions. Without the proper
binding provided by the TOE, relying
parties cannot ensure adequate access
controls on sengive information, ensure
transactional integrity, ensure proper
accountability, and/or enforce non
repudiation.

O.CONFIGURATION_MANAGEMENT

The TOE will conduct configuration
management to assure identification of
system connetivity (software, hardware,
and firmware), and components
(software, hardware, and firmware),
auditing of configuration data, and
controlling changes to configuration
items.

FDP_CER_EXFDP_CRL_EXT.1
FDP_OCSPG_EXT.1, FMT_MOF.1(1),
FMT_MOF.1(2), FMT_MQ),
FMT_MOF.1(4), FMT_MOF.1(5),
FMT_MTD.1

O.INTEGRITY_PROTECTION

The TOE will provide appropriate integrit)

protection for TSF data and software ang

FCS_CDP_EXT.1, FCS_CKM_EXT.5,
FPT_TST_EXT.2
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any user data stored by the TOE.

O.NON_REPUDIATION

The T@& will prevent a subscriber from
avoiding accountability for sending a
message by providing evidence that the
subscriber sent the message; and contro|
communications from unknown source.

FCO_NRO_EXT.2

OE.TOE_ADMINISTRATION

The Operational Environment prinles
specified management capabilities
required for the overall operation of a
Certificate Authority, and the ability to
restrict access to a subset of the
capabilities as specified in the ST

N/A

T.UNAUTHORIZED_ACCESS

A malicious user, process, or extahlT
entity intentionally circumvents TOE
security mechanisms.

O.PROTECTED_COMMUNICATIONS

The TOE will provide protected
communication channels for
administrators, other parts of a
distributed TOE, and authorized IT
entities. The TOE will protect data ats
when they are being transmitted to and
from the TOE, including through
intervening untrusted components.

FCS_CDP_EXT.1, FCS_CKM.1,
FCS_CK®.FCS_CKM_EXT.1(1),
FCS_CKM_EXT.1(2), FCS_CKM_EXT
FCS_CKM_EXT.8, FCS_COP.1(1),
FCS_COP.1(2), FCS_COP.1(3),
FCS_COP.1(4), FCS_COP.1(5),
FCS_HTTPS_EXT.1, FCS_RBG_EXT.
FCS_STEXT.IFCS_TLSS_EXT.1,
FCS_TLSS_EXFPT_KST_EXT.1
FPT_KST_EXT.2, FPT_SKP_EXT.1,
FTP_ITC.1, FTP_TRP.1

O.TOE_ADMINISTRATION

The TOE will provide mechanisms to
ensure that only privilegedsers are able
to log in and configure the TOE, and
provide protections for loggeth users.
The TOE will ensure that administrative
responsibilities are separated across
different roles in order to mitigate the
impact of improper administrative
activities or unauthorized administrative
access.

FIA_UAU_EXT.1, FIA_UIA_EXT.1,
FMT_MOF.1(1), FMT_MOF.1(2),
FMT_MOF.1(3), FMT_MOF.1(4),
FMT_MOF.1(5)NFT_MTD.1,
FMT_SMF.1, FMT_SMREZA_SSL,.3
FTA_SSL.4

OE.CRYPTOGRAPHY

The Operational Environment provides
cryptographic services that can be invokg
by the TSF in order to perform security
functionality.

N/A

OE.KEY_ARCHIVAL

The Operational Environment provides tf|
ability to use split knowledge procedures
to enforce twoparty control to export

N/A
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keys necessary to seme CA functionality
if the TSF should fail.

OE.SESSION_PROTECTION_LOCAL

The Operational Environment provides t
ability to lock or terminate local
administrative sessions.

N/A

OE.TOE_ADMINISTRATION

The Operational Environment provides
specifiedmanagement capabilities
required for the overall operation of a
Certificate Authority, and the ability to
restrict access to a subset of the
capabilities as specified in the ST

N/A

T.UNAUTHORIZED_UPDATE

A malicious party attempts to supply the
end user wih an update to the product
that may compromise the security
features of the TOE.

O.VERIFIABLE_UPDATES

The TOE will provide the capability to hel
ensure that any updates to the TOE can
verified by the administrator to be
unaltered and from a trusted swoce.

FCS_CDP_EXT.1, FCS_COP.1(3),
FIA_X509_EXT.2, FPT_TUD_EXT.1

T.UNDETECTED_ACTIONS

Remote users or external IT entities may
take actions that adversely affect the
security of the TOE.

O.AUDIT_LOSS_RESPONSE

The TOE will respond to possible loss of
auditrecords when audit trail storage is
full or nearly full by restricting auditable
events.

FAU_ADP_EXT.1, FAU_STG.4

O.AUDIT_PROTECTION

The TOE will protect audit records again
unauthorized access, modification, or
deletion to ensure accountability of es
actions.

FAU_ADP_EXT.1,

O.SYSTEM_MONITORING

The TOE will provide the capability to
generate audit data and send those data
to an external IT entity. The TOE will
record in audit records: date and time of
action and the entity responsible for the
action.

FAU_ADP_EXT.1, FAU_GEN.1,
FAU_GEN,FAU_SAR.1, FAU_SAR.3,
FAU_GCR_EXT.1, FAU_SCR_EXT.1,
FAU_SEL.1, FAU_STG_EXT.1,
FIA_UIA_EXT.1, FPT_STM.1

OE.AUDIT_GENERATION

The Operational Environment provides a
mechanism for the generation of portiong
of the audt data.

N/A

OE.AUDIT_STORAGE

The Operational Environment provides a

N/A
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mechanism for the storage of specified
audit data.

OE.AUDIT_REVIEW

The Operational Environment provides a
mechanism for the review of specified
audit data.

N/A

OE.AUDIT_RETENTION

The Operational Environment provides
mechanisms for retention of audit record
for both normal and extended retention
periods.

N/A

OE.CERT_REPOSITORY

The Operational Environment provides a
certificate repository for storage of
certificates (and optional CRLSs) issued b
the TSF.

N/A

T.USER_DATA_REUSE

A malicious user, process, or external IT
entity may gain access to user data that
is not cleared when resources are
reallocated.

O.RESIDUAL_INFORMATION_CLEARII

The TOE will ensure that any data
containedin a protected resource is not
available when the resource is reallocate|

FDP_RIP.1

T.WEAK_CRYPTO

A weak hash or signature scheme may K
compromised by an attacker and used tq
apply integrity checks to malicious

content so that it appears legitimate.

OPROTECTED_COMMUNICATIONS

The TOE will provide protected
communication channels for
administrators, other parts of a
distributed TOE, and authorized IT
entities. The TOE will protect data assetg
when they are being transmitted to and
from the TOE, includintprough
intervening untrusted components.

FCS_CDP_EXTFCS_CKM.ECS_CKM.
2, FCS_CKM_EXT.1(1),
FCS_CKM_EXT.1@LS_CKM_EXT.4
FCS_CKM_EXT.8, FCS_COP.1(1),
FCS_COP.1(2), FCS_COP.1(3),
FCS_COP.1(4), FCS_COP.1(5),
FCS_HTTPS_EXFAS_RBG_EXT.1
FCS_STEXT.1FCS_TLSS_EXT.1,
FCS_TLSS_EXFPT_KST_EXT.1,
FPT_KST_EXT.2, FPT_SKP_EXT.1,
FTP_ITC.1, FTP_TRP.1

O.VERIFIABLE_UPDATES

The TOE will provide the capability to he
ensure that any updates to the TOE can
verified by the administrator to be
unaltered and from a trusted source.

FCS_CDP_EXT.1, FCS_COP.1(3),
FIA_X509_EXT.2, FPT_TUD_EXT.1

OE.CRYPTOGRAPHY

The Operational Environment provides
cryptographic services that can be invokg
by the TSF in order to perform security
functionality.

N/A
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OE.KEYARCHIVAL N/A

The Operational Environment provides th
ability to use split knowledge procedures
to enforce twoparty control to export
keys necessary to resume CA functionali
if the TSF should fail.

P.ACCESS_BANNER O.DISPLAY_BANNER FTA_TAB.1
The TOE shall display an initial baem The TOE will display an advisory warning
describing restrictions of use, legal regarding use of the TOE.

agreements, or any other appropriate
information to which users consent by
accessing the TOE.

TABLEL1 TOES=CURITOBJIECTIVIEIAPPING

5. Extended Components Definition

All of the extended requirements in this ST have been drawn from tHeFCAhe CRP defines the
following extended requirements and since they are not refined in this ST tiRPGAow be
consulted for more information in regard to those CC extensions.

Extended SFRs:
1 FAU_ADP_EXT.1 Audit Dependencies
1 FAU_GCR_EXT.1 Generation of Certificate Repository
1 FAU_$R_EXT.Certificate Repository Review**
1 FAU_STG_EXT.1 External Audit Trail Sttrag
1 FCO_NRO_EXTertificatebased proof of origin
1 FCS_CDP_EXT.1 Cryptographic Dependencies
1 FCS_STG_EXT.1 Cryptographic Key Storage
1 FCS_CKM_EXT.1(1) Symmetric Key Generation for DEKs**
1 FCS_CKM_EXT.4 Cryptographic Key Destruction**
1 FCS_CKM_EXT.5 Public Ik®grity**

1 FCS_RBG_EXT.1 CryptograRhiedom Bit Generation**
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1 FCS_HTTPS _EXT.1 HTTPS Protocol**

I FCS_TLSS_EXT.1 TLS Server Protocol**

 FCS_TLSS _EXT.2 TLS Server Protocol with Mutual Authentication**
1 FCS_CKM_EXT.1(2) Key Generation Key Encryption Keys**
1 FCSCKM_EXT.8 Key Hierarchy Entropy**

i FDP_CER_EXT.1 Certificate Profiles

1 FDP_CER_EXT.2 Certificate Request Matching

1 FDP_CER_EXT.3 Certificate Issuance Approval

1 FDP_CSI_EXT.1 Certificate Status Information

1 FDP_S3&_EXT.1 Public Key Protection**

1 FDP_CRL_EXT.xtifieate Revocation List Validation**

1 FDP_OCSPG_EXT.1 OCSP Basic Response Generation**
1 FIA_X509_EXT.1 Certificate Validation

1 FIA_X509_EXT.2 Certific8ased Authentication

1 FIA_UAU_EXT.1 Authentication Mechanism

1 FIA_UIA_EXT.1 User Identification and Antication

1 FIA_EST EXT.1 Eoliment over Secure Transport (EST) Server**
1 FIA_ X509 EXT.3 Certificate Request**

1 FIA_ENR_EXT.1 Certificate Enrollment***

1 FPT_KST_EXT.1 No Plaintext Key Export

1 FPT_KST_EXT.2 TSF Key Protection

1 FPT_SKP_EXT.1 Protection of Keys

1 FP_TUD_EXT.1 Trusted Update

1 FPT_TST_EXT.2 Integrity Test*
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ltems marked with * are optional requirementéems marked with ** are required based on
sdections.ltems marked with *** are objective requirements.

6. Security Functional Requirements

This sectiondentifies the Security Functional Requirements (SFRs) that are claimed for the TOE. The
SFRs which are claimed are consistent with the SFRs that are defined in the claimed Protection
Profile

6.1 Conventions

The common criterigefinefour operations—assignnent, refinement, selection, and iteratiothat
may beperformed on functional regirements. This ST will highlighte operations in the following
manner:

1 Assignment: allows the specification of an identified parameter. Indicatedheith text
inside sgare brackets

1 Refinement: allows the aditbn of details. Indicated witfitalicized text

1 Selection: allows the specification of one or more elements from a list. Indicated with
underlinedtext inside square brackets

9 Iteration: allows a component to be @3 more than once with varying operations. Indicated
with a sequentialetter in parentheses following the element number of the iterated SFR.
Forexample FCS_CKM.1.1(1)(a) and FCS_CKM.1.1(1)(b).
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6.2 Security Functional Requirements Summary

The following take lists the SFRs claimed by the TOE:

Class

Component

Security Audit (FAU)

FAU_ADP_EXT.1 Audit Dependencies

FAU_GEN.1 Audit Data Generation

FAU_GEN.2 User Identity Association
FAU_GCR_EXT.1 Generation of Certificate Repository
FAU_STG.4 Prevention of Audata Loss
FAU_SCR_EXT.1 Certificate Repository Review
FAU_SAR.1 Audit Review

FAU_SAR.3 Selectable Audit Review

FAU_SEL.1 Selective Audit

FAU_STG_EXTExternal Audit Trail Storage

Communication (FCO)

FCO_NRO_EXTCartificateBasedProof of Origin

Cryptographic Support (FCS

FCS_CDP_EXT.1 Cryptographic Dependencies
FCS_STG_EXTiyptographic Key Storage

FCS_COP.1(5) Cryptographic Operation (PassBawed Key Derivation Function)
FCS_CKM_EX@LSymmetric Key Generation for DEKs

FCS_CKM.1 CryptograpKey Geeration

FCS_CKM@Rryptographic Kelstablishment

FCS_CKM_EXT.4 Cryptographic Key Destruction

FCS_CKM_EXT.5 Public Key Integrity

FCS_COP.1(1) Cryptographic Operation (AES Encryption/Decryption)
FCS_COP.1(2) Cryptographic Operation (Cryptogr&priature)
FCS_COP.1(3) Cryptographic Operation (Cryptographic Hashing)
FCS_COP.1(4) Cryptographic Operation (Kelgsth Message Authentication)
FCS_RBG_EXT.1 Cryptographic Random Bit Generation
FCS_HTTPS_EXT.1 HTTPS Protocol

FCS_TLSS_EXT.1 TLS Servec#irot

FCS _TLSS EXT.2 TLS Server Protocol with Mutual Authentication
FCS_CKM_EXT.1(2) Key Generation Key Encryption Keys
FCS_CKM_EXT.8 Key Hierarchy Entropy

User Data Protection (FDP)

FDP_CER_EXTértificate Profiles
FDP_CER_EXTertificate Request Making
FDP_CER_EXTStificate Issuance Approval
FDP_CSI_EXTertificate Status Information
FDP_RIP.SubsetResidual Information Protection
FDP_STG_EXPdblic Key Protection

FDP_CRL_EXT.1 Certificate Revocation List Validation
FDP_OCSPEXTL OCSP B@msResponse Generation

Identification and
Authentication (FIA)

FIA_X509_EXTCertificate Validation
FIA_X509_EXTCzrtificateBased Authentication
FIA_UAU_EXT.1 Authentication Mechanism

FIA_UIA EXTUser Identifcation and Authentication
FIA_ESY EXT.Enrollment over Secure TranspgBEST) Server
FIA_X509_EXT.3 Certificate Request

FIA_ENR_EXT.1 Certificate Enrollment

Security Management
(FMT)

FMT_MOF.M) Management ofSecurity FunctionsBehavior(Administrator Functions)
FMT_MOF.1(2Wlanagement ofSecurity FunctionsBehavior(CA/RA Functions)
FMT_MOF.1(3Y1lanagement ofSecurity FunctionsBehavior(CA Operations Functions)
FMT_MOF.1(4¥lanagement ofSecurity FunctionsBehavior(Admin/Officer Functions)
FMT_MOF.1(8Ylanagement ofSecurity FunctionsBehavior (Auditor Functions)
FMT_MTD.Management of TSF Data

FMT_SMF.8pecification of Management Functions
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FMT_SMR.Restrictions on Security Roles

Protection of the TSF (FPT)

FPT_KST_EXT.2 TSF

Key Protection

FPT_RCVNlanual Trusted Recovery
FPT_SKP_EXPibtection ofKeys
FPT_STM.Reliable Time Stamps
FPT_TUD_EXTTiusted Update
FPT_TST_EXT.2 Integrity Test

FPT_FLSHailure with Preservation of Secure State
FPT_KST_EXT.1 No Plaintext Bxport

TOE Access (FTA)

FTA_SSL4serInitiated Termination
FTA_TAB.Default TOE Access Banners
FTA_SSLBSHnitiated Termination

Trusted Path/Channels
(FTP)

FTP_TRPTrusted Path
FTP_ITC Ihter-TSHrusted Channel

TABLEL2 TOESECUIRTIFUNCTIONACOMPONENTS

6.3 Security Audit (FAU)

6.3.1 FAU_AP_EXT.1 Audit Dependencies
FAU ADP_EXT.1TheTSshallimplement audit functionalityand [no additional audit functionalify
in order to perform audit operations on the following audit datauditable events listed irthe

table belowthat require persisent storage

Requirement Auditable Events Additional Audit | Retention | Responsible Componen
Record Contents
FAU_SEL.1 All modifications to the None. Normal TOE
audit configuration that
occur while the audit
collection functions are
operating.
FCS_QW.1 All occurrences ofion- Success: public key | Normal TOE
ephemeral andrjo otherj | generated
key generation for TOE
related functions.
FCS_CKM.2 All occurrences ohon- Succeskey Normal TOE
ephemeral andrjo other] | egablished
keyestablishmenfor
TOE related functions.
FCS_CKM_EXT.4 Failureof the key Identity of object or | Normal TOE
destruction process for | entity being cleared.
TOE related keys.
FCS_CKM_EXT.5 Detection of integrity None. Normal TOE
violationfor stored TSF
data
FCS_COP.1(2) All occurrences of Name/identifier of Extended TOE
signature generation object being signed
using a CA signing key | Identifier of key used
for signing.
Failure in signature None Normal
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generation

FCS_HTTPS_EXT.1 Failure to establish a Reason for failure. Normal TOE
HTTPS session.
Establishment/Terminatig Non-TOE endpoint of
n of a HTTPS session. connection (IP
address) for both
successes and
failures.
FCS_TLSS_EXT.1 Failure to establish a TLY Reason for failure. Normal TOE
Session.
Establishment/Terminatig None
n of a TS session.
FCS_TLSS_EXT.2 Failure to establish a TLY Reason for failure. Normal TOE
Session.
Establishment/Terminatig None
n of a TLS session.
FDP_CER_EXT.1 Certificate generation. Successckrtificate Extended TOE
object identified
FDP_CER_EXT.2 Linking of certificate to Successckrtificate Extended TOE
certificate request. object identifiet,
[link to certificate
request object
identifier
Failure: Reason for
failure, link to
certificate request
object identifief.
FDP_CER_EXT.3 Failed certificate Reason for failure, Normal TOE
approvals. [link to certificate
reqguest object
identifier].
FDP_STG_EXT.1 Changes to the trusted | The public key and al Normal TOE
public keys and context information
certificates relevant to associated with the
TOE functions, including | key.
additions and dletions
FDP_CRL_EXT.1 Failure to generate a CRIl None. Normal TOE
FDP_OCSPG_EXT.1 Failure to generate None. Extended TOE
certificate status
information.
FIA X509 EXT.1 Faikd certificate None. Normal TOE
validations.
FIA X509 EXT.2 Failed authentications. None. Normal TOE
FIA_UAU_EXT.1 All uses bthe Origin ofthe attempt | Normal TOE
authentication (e.g., IP address).
mechanism for access to
TOE related functions.
FIA_ UIA EXT.1 All use of the Provided user Normal TOE

identification and
authentication

mechanism used for TOE|

identity.
Origin of the attempt
(e.g., IP address).
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related roles.

FIA_ESTS_EXT.1 EST requests (generated| Identifiers for all Extended TOE
or received) containing | entities
certificate equest or authenticating the
revocation requests request, including
the entity providing
client authentication
for the EST transport
(if any).
The submitted
request.
EST responses issued. | Any signed response
FMT_SMR.2 Modifications to the Modifications to the | Extended TOE
group of users that are | group of users that
part of a role. are part of a role.
FPT_FLS.1 Invocation of failures Indication that the Normal TOE
under this requirement. | TSF has failed with
the type of failure
that occurred.
FPT_KST_EXT.2 All unauthorized Identifier of user or | Normal TOE
attempts to use TOE process that
secret and private keys. | attempted access.
FPT_RCV.1 The fact that a failure or | The type of failure or| Extended TOE
service discontinuity service discontinuity.
occurred
resumption of the regular
operation
FPT_STM.1 Changes to the time. The old and new Normal Operating system
values for the time.

FPT_TUD_EXT.1 Initiation of update. Version number Extended TOE
FPT_TST_EXT.2 Execution of this set of | For integrity Normal TOE
TSF integrity tests. violations, the

identity of the object
Detected integrity that caused the
violations. integrity violation.
FTA_SSL.4 The termination of an None. Normal TOE
interactive session.
FTA_SSL.3 The termination of a None. Normal TOE
remote session by the
session termination
mechanism.
FTP_TRP.1 Initiation of the trusted Identification of the | Normal TOE
channel. claimed user identity.
Termination of the
trusted channel.
Failures of the trusted
path functions.
FTP_ITC.1 Initiation of the trusted Identification of the | Normal TOE

channel.
Termination of the
trusted channel.
Failure of the trusted
channel functions.

initiator and target of
failed trusted
channels
establishnent
attempt.
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TABLEL3 AUDITABLEEVENTS

6.3.2 FAU_GEN.1 Audit Data Generation
FAU_GEN.1.RefinementTheTSFshallgenerateand [no other action$ anaudit record of the
following auditable events:

a) Startup of theTSFaudit functions;

b) All auditable events for thfnot specified level of audit; and
c) All administrative actiongnvoked through the TSF interface
d) [auditable events listed inTablel13] ]

FAU_GEN.1.RefinementThe TSF shdincludg within each audit record at least the following
information:

a) Date and time of the event, type of event, subject identity, and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable event defirgtmfrthe functional
components included in the PP/$nformation spedfied in column three ofTablel13].

6.3.3 FAU_GEN.2 User Identity Association
FAU_GEN.2.RefinementFor audit events resulting from actions of idigied users, the TSF shall be
able to[associatgeach auditable event with the identity of the user that caused the event.

6.3.4 FAU_GCR_EXT.1 Generation of Certificate Repository
FAU GCR_EXT.1The TSF shdlhvoke the Operational Environment to stdmreertificates and
[CRLEkissued by the TSF.

6.3.5 FAU_STG.4 Prevention of Audit Data Loss
FAU_STG.4:RefinementThe TSF shapirevent audied eventg and |no additional action$ if the
audit trail cannot be written to

6.3.6 FAU_SCR_EXT.1 Certificate Repository Review
FAU_SAR_EXT.ITheTSF shajprovidd the capability to search for certificates containing specified
values of the followingertificate fields]

9 subject name
M serial number

] returning all matching certificates anthpir certificate request identifies necessary to search the
audit trail for events involving those certificatds
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6.3.7 FAU_SAR.1 Audit review
FAU_SAR.1.The TSF shall proviflguditord with the capability to read all information from the
audit records.

FAU_SAR.1.RefinementThe TSF shaltgvide the audit records in a manner suitable for the
Auditorto interpret the information.

6.3.8 FAU_SAR.3 Selectable audit review
FAU_SAR.3.The TSF shall provide the ability to agslyarche$ of audit data based ofcertificate
request identifiers] assocated with the event

6.3.9 FAU_SEL.1 Selective Audit

FAU_SEL.1RefinementThe TSF shall be able to select the set of events to be auwitedecific
mechanismg$rom the set of all auditable events based on the following attributes:

a) [event typqd
b) [No additional attributes).

6.3.10 FAU_STG_EXTE#ternalAudit Trail Storage
FAU_STG_EXT.Ihe TSEhall maintain availability and integrity of audit data by storingpitdlly
on the TOmlatform].

6.4 Communication (FCO)

6.4.1 FCO_NRO_EXT2rtificatebased proof of origin
FCO_NRO_EXT.Zhe TSF shall provide proof of origin for certificates it issues in accordance with
the digital signature requirements using mechanism in accordance with RFC 5280 and FCS_COP.1(2).

FCO_NRO_EXT.Z ke TSF shall provide proof of origin fertificate status information it issues in
accordance with the digital signature requirements@RLs (RFC 5280CSP (RFC 69pand
FCS_COP.1(2).

FCO_NRO_EXT.ZBe TSF shall require and verify proof of origin for certificate requests it receives
[ESTusing mechanisms in accordance with FIASESXT.1L

FCO_NRO_EXT.ZHe TSF shall require and verify proof of origin for public keys contained in
certificate requests it receives viprpof-of-possession mechanisms in EST in accordance with

FIA_ESS EXTL].

FCO_NRO_EXT.Zhe TSF shall require and verify proof of origin for revocation requests it receives
in via[the subscriber selservice revocation page of the public sjte
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6.5 Cryptographic Support (FCS)

6.5.1 FCSCDP_EXT.1(@yyptographi®ependencies

FCS_DOP_EXT.1.1(aTheTSF shalihplement cryptographic functionalityn order to perform

[[ECS STG EXT.1H§)S COP.1(B)CS CKM EXT.1.1@GS CKM.ECS CKKI.FCS CKM EXT.4,
FCS CKM EXTE&S COP.1(1), FCS COP.1(2), FCS COP.1(3), FCS COBR4EXCTS R
FCS HTTPS EXT.1, FCS TLSSFEXTILSS EXFQRS CKM EX][.&yptographic operations.

6.5.2 FCSCDPEXT.() Cryptographi®ependencies

FCS_DP_EXT.1.1(bTheTSF shallfvoke interfaces provided by the Operational Environnhémt

order to perfam [[FCS_STG EX&)IFCS CKM.ECS CKM EXT.4, FCS COP.1(2), FCS RBG_EXT.1
FCS_CKM_ EXT.J[2yyptographic operations.

6.5.3 FCS_STE&XT.1(a) Cryptographic Key Storage
FCS_STG_EXT(&)Persistent private and secret keys shall be staxittiin the[Operatioral
Environment][in an hardware cryptographic module

Application Note:

The CA issuer keybe CA&SystenE credential and the TLS/HTTPS server kg stored in the
hLISNI GA2Y I E O9QYGPANRBYYSYyGdQa tY/{IlmMm / NRLINI23INILKAO a?

6.5.4 FCS_STG_EXb)Lryptographiiey Storage

FCS_STG_EXT(b)Persistent private and secret keys shall be staxitiin the [Operational
Environmen} [encrypted within a key hierarchy established in accordance with
[FCS_CKM_EXT.1.12)

Application Note:
The DEKS used for encryptihgid - a4 2 NBR Ay (GKS hLISNI A2yl 9YDBANRY
gAlK (BKSE( éradental

6.5.5 FCS_COP.1(5) Cryptographic Operation (Pas8asetl Key Derivation Function)
FCS_COP.1(BgfinementThe TSF shap¢rform|[PBKDF2s in RFC 289& acordance with a
specified cryptographic algorithniHMACGSHA256] and output cryptographic key size2%6-bit] that
meet the following: NIST 80aL32).

Application Note:

This requirement is included solely because we B$€H-2 to store a check value of &ESeF
passwordss described in FCS_COP.1(4).

6.5.6 FCS_CKM_EXT.1(1) Symmetric Key Generation for DEKs
FCS _CKM_EXT.1.1The TSF shadtieneratg data encryption keys (DEKSs) of s2&gbit] using
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1 an RBG that meets this profile (as specified in FCS RBGQ, EXT.1

6.5.7 FCS_CKM4)Cryptographic Key Generation
FCS_CKM.1.1(dRefinementTheTSFhall[generate invoke interfaces provided by the Operational
Environment to generaffeasymmetriccryptographic keys in accordance witte specified key
generation algrithm:

[

1 RSA schemes using cryptographic key sizes ofiibdBgreater that meet the following:
FIPSPUB186Y G5AJAGLHE {AAYyFGdzNE {idGFyRFENR o05{{0¢Z I L

]
and specified cryptographic key siZ8672, 4096, 8192 bit].
Application Note

The DE generates the initial set of authentication credentials using3R%2& The TOE uses the
environmental PKCS#11 Cryptographic Module to generate CA, System, and TLS keys which may be
either RSA or ECC, but default to RG22.

6.5.8 FCS_CKMH) Cryptographi&ey Generation
FCS_CKM.1.1({RrefinementTheTSFshall[generate invoke interfaces provided by the Operational
Environment to generafeasymmetriccryptographic keys in accordance witte specified key
generation algorithm:

[

1 9/ / {OKSYS3a NSrABE R384 R521 thaOdzet the following: FIPS PUB
186n > G5AFAGIE {AAYIFGdNE {dFyRFENR o05{{0£3X ! LIISYEF

]
and specified cryptographic key siZ256-, 384, and 52bit ECC
Application Note

¢KS ¢h9 FyR (KS hLISNJI awiewillgénerdte/eghiemidtayECOH/(EGDEE) 5 So6 6 NJ
keys during TLS setup since an ECDHE cipher suite is used. The TOE uses the environmental PKCS#11
Cryptographic Module to generate CA, System, and TLS keys which may be either RSA or ECC, but

default to RSA072.
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6.5.9 FCS_CKM.2 Cryptographic Key Establishment
FCS_CKM.2.RefinementTheTSFshall[perform] key establishment accordance witlthe
specified keyestablishmentlgorithm:

[

9 Elliptic curvebased key establishment schemes that meet the following: NIST ISpecia
Publication80@ c ! wS@AAA2Y HIT & vwhsORey FshiplishingnhS2hgmes 2 NJ t | A N
'l AAY3 5A30ONBGES [23FFNRGKY / NBLIG23INI LIKEET

6.5.10 FCS_CKM_EXT.4Cayptographic Key Destruction

FCS_CKM_EXT.@)LThe TSF shdtlestroy] all cryptographic keys and criticeecurity parameters
which are not permanently protected from export by hardware when no longer required, in
accordance with the specified cryptographic key destruction method

[

M for volatile memorythe destruction shall be executed by

0 destruction ofreference to the key directly followed by a request for garbage
collection

1.

FCS_CKM_EXT.aPThe TSF shddestroy] all plaintext keying material cryptographic security
parameters when no longer needed.

Application Note:

TOE critical security paratees (DEKs, PKCS#11Cryptographic Module PIN) in memory are explicitly
zeroized when no longer in use. Other CSPs in the TOE (passwords associated with EST requests,
LDAP, email, and database) are Java objects and a request for garbage collection isenade af
destroying their reference. The PKCS#11 Cryptographic Module is responsible for secure erasure of
the critical security parameters it manages.

6.5.11 FCS_CKM_EX([BYCryptographic Key Destruction

FCS_CKM_EXT.é)IThe TSF shdtlestroy] all cryptographic &ys and critical security parameters
which are not permanently protected from export by hardware when no longer required, in
accordance with the specified cryptographic key destruction method

[
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1 For volatile memorythe destruction shall be executed by

0 asingle direct oerwrite consisting of

A zeroes

1

1.

FCS_CKM_EXT.éhPThe TSF shdtestroy] all plaintext keying material cryptographic security
parameters when no longer needed.

Application Note:

TOE critical security parametdiBEKs, PKCS#11Cogpaphic Module PINh memory areexplicitly
zeroized when no longer in usgther CSPs in the TOE (passwasbkociated with EST requesstsl
database) are Java objects and a request for garbage collection is made after destroying their
referenceThe PKS#11 Cryptographic Module is responsiblsdoure erasure of the critical security
parameters it manages.

6.5.12 FCS_CKM_EXP#blic Key Integrity
FCS_CKM_EXT.THe TSF shall [protectliplic keysused to meet CA requirements against
undetected modificatiorthrough the use ofdigital signatures (in accordance with FCS CORP.1(2)

FCS_CKM_EXT.TRe Higital signaturgused to protect a public key shall be verified upon each
access to the key.

Application Note:

The TOE protects the Trust Anchor databasestabt the ACL database table using digital
sighatures. The Operational Environment protects the issuer credenti@#pache Tomcat trust
anchor key storeand the TLS server credential.

All public keys stored by the TOE are contained in standard datat®which encapsulate the
public key ira digitally signed message body (X.509 v3 certificate, PKCS#10 certificate, i€t st

Certificates in the trust anchor databassre validated when added to the trust anchor database and
are validated when used path validation.

6.5.13 FCS_COP.1(1) Cryptographic Operafig#ncryption/Decryption)
FCS_COP.1.1(RefinementThe TSF shdberform] [encryption and decryptiofin accordance with
a specified cryptographic algorithm:

[
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1 AESCBC (as defined in NISTBB®38A) mode

]
and cryptographic key siz296-bit].
Application Note:

The TOE encryps&nsitivedata using AEEBC with 258it keys using the CMS formagyior to
storage in the databas@he TOHEses thdSC CD# supportAESCBGn 256-bit key szesfor
TLAHTTPSession establishment

6.5.14 FCS_COP.1(8)Cryptographic Operatio@fyptographicSgnature)

FCS_COP.1.1(2). RefinementThe TSF shdlhvoke interfaces in the operational environment to
perform] [cryptographic signature servicgés accodance with the following specified criggraphic
algorithms[

1 RSA Digital Signature Algorithm (rDSAhw key size (modulus) 8072bits or greater that
meets FIPPUB 1861 5 &G 5AJA Gt {(ATAyl GdzNB { (il yRI NR¢

9 Elliptic Curve Digital Signature Algorithm (B8Pwith a key size of 256 bits or greater that
meets FIPSPUB186X a5 A 3AGEFE { A3V (dzNB -236PBMBAIdNRRE 6A K &
521](as defined in FIPSPUB48G &5 A 3AGLEHE {A3TyF GdzNBE {iGF yRINRED

1.
Application Note:

Both RSA and ECDSA are sugoirt the evaluated configuratiomhe TOE usekd PKCS#11
Cryptographic Moduléo performcryptographic signatures for certificate signing, CRL signing, OCSP
response signingand signatures requirg the TLBATTPServer certificateThe WelBrowser

performs cryptographic signatures for identifying the user authenticating tadtbEThe TOE itself
performs signature verification operatiofsf TLS client certificates, certificates on ACLs, and
software update packageghd signghe initial authenticatbn certificaterequests

6.5.15 FCS_COP.1(B)Cryptographic OperatiofyptographicSgnature)
FCS_COP.1.1(B). RefinementThe TSF shdberform] [cryptographic signatureand signature
verification service$ in accordance with the following specified ctygraphic algorithmg

1 RSA Digital Signature Algorithm (rDSA) with a key size (moduB@jaifits or greater that
meets FIPPUB 1861 > &a5AFA Gt { Ayl GdzNB { (I yRI NR¢

9 Elliptic Curve Digital Signature Algorithm (ECDSA) with a key size of 256 bitserthetat
meets FIPSPUB186X a5 A 3AGEFE {AJVI (dzNBS -236PBMBAIdMRRE oA K &
521](as defined in FIPSPUB4B8G &5 A 3AGEHE {A3TyF GdzNB {idF yRINRED

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0 Paged4



1
Application Note:

Both RSA and ECDSA are supported in the evaluated configuratio@H heés the PKCS#11
Cryptographic Module to perform cryptographic signatures for certificate signing, CRL signing, OCSP
response signing, and signatures requiring the TLS/HTTPS server certificate. The Web Browser
performs cryptographic signatures for idéying the user authenticating to the TOE. The TOE itself
performs signature verification operations (of TLS client certificates, certificates on ACLs, and
software update packages) and signs the initial authentication certificate requests.

6.5.16 FCS_COP.1(3)yftographic OperationXyptographidHashing)

FCS_COP.1.1(RefinementThe TSF shdperform] [cryptographic hashing servicks accordance

with a specified cryptographic algorithr8HAL, SHA?56,SHA384, SHA512] and message digest

sizes 160, 256384, 517 bits that meet the followingfFIPS Pub 180> & { SOdzNB ]I I aK { G y R

Application Note:

The TOE performs cryptographic hashing services ereating certificate requestgsuing
certificates(SHA384, SHA512only), CRLESHA384, SHA512only), and OCSP respossSHAL,
SHA256, SHA84, or SHA12). The TOE performs cryptographic hashing services when validating
certificate requests, certificates, CRLs, OCSP requestd ,(SHA256, SHAR84, SHA12 as chosen

by the requester)and perfoming TLS/HTTPS (SHAAIl modes are byte orientedihe Web Browser
performs cryptographic hashing services when authenticating viei TE830 the CA.

6.5.17 FCS_COP.1(4) Cryptographic OperaieggdHashMessageAuthentication)
FCS_COP.1.1(RefinementThe TSF shdpierform] [keyed hash message authenticatipim
accordance with a specifiemtyptographic algorithntHMAG[SHAL, SHA256], key size]20-800 bitd,

and message digest sizd$0,256] bits that meet the following[FIPS Pub 198 "The Key& Hash
Message Authentication Code, and FIBSE80n = & { SOdzNB ¢l &K { G yRI NR

Application Note:
The ISC CDK uses HMAE for its DRBG implementation

The TOE, using the ISC CDK, uses PBKDF2 wittBHM28B to store a check value for EST

passwords (imther words, instead of storing the EST password or an iterated hash of the password,
the TOE stores the output of the PBKDF2 function along with the required salt value, iteration count,
etc.).The password is the HMAC laayd can be from 15 to 100 byt#slength

The TOE uses HMASEIAL when establishing TLS/HTTPS connections.
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6.5.18 FCS_RBG_EXTr/ptographicikandom BiGeneration
FCS_RBG_EXT.THeTSFshall[perform] all deterministic random bit generation (BB services in
accordance wittNIST Special Blication 80690A usingHMAC DRBG (Si2A6) and

CTR DRBG(AESH).

FCS_RBG_EXT.Tl#® deterministic RBG shall be seeded by an entropy source that accumulates
entropy from p softwarebased noise sourc®perational Environmesrtased noise sourgevith a
minimum of P56 bitg of entropy at least equal to the greatest security strength (according to NIST
SP 80657) of the keys and authorizatidactors that it will generate.

Application Note:

¢KS ¢h9 dzasSa L{/ [/ 5YQ&a 5 w56p T ThiseakyCekiromzdoBrées | a! / y5w. DO {
(including the PKCS#11 Cryptographic Mddidle 9 ave uBedlt is assumed that they provide 8 bits

2F SyUiNRBLER T2NJ SIOK o6eiS (KSe 2 dbitddbeitopyrdS L{/ / 5YC
the third-party source or it fadl to initialize and enters its error state.

The PKCS#11 Cryptographic Modules G3éR_ DRBG(AESG) with 384bits of entropy from a
hardware source.

6.5.19 FCS_HTTPS_EXT.1 HPi&&col
FCS_HTTPS_ EXTTh&éTSFhall implement the HTTPS protocol that compligsRFC 2818.

FCS_HTTPS_EXTTh2TSFhall implement HTTPS using TLS.

6.5.20 FCS_TISSEXT.TLSServer Protocol
FCS_TISSEXT.1.TTheTSFKhall implementTLS 1L (RFG346)] supporting the following
ciphersuites:

[

1 TLS ECDHE RSA WITH AES 256 CBC SHAMdfiGed492

].

FCS TS _EXT.1.ZheTSF shall deny connections from clients requestigg 2.0, SSI 31,S 1.0,
and |no other TLS versiohs

FCS_TISSEXT.13 TheTSF shalbenerate EC Diffielellman parametersver NIST curves
[secp256rl, secp384r5e&p521r] and no other curvds

6.5.21 FCS_TLSS_ EXIL&Server Protocol with Mutual Authentication
FCS TISSEXT.ZL TheTSFKshall implement TLS 1L (RFG346)] supporting the following
ciphersuites:

[
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1 TLS ECDHE RSA WITH AES 256 _CBC_SHA as defined in RFC 4492

1.

FCS_TS_EXT.2 TheTSF shall deny connections from clients requesting SSL 2.0, SSI 3.0, TLS 1.0,
and o other TLS versiohs

FCS_TISSEXT.B TheTSF shalbenerate EC Diffielellman parametersver NIST curves
[secp256rl, secp384rkecp521rland noother curves.

FCS_TISSEXT.2 TheTSF shall support mutual authentication of TLS clients XsB@p certificates.

FCS_TISSEXT.5 For communications configured to require TLS with mutual authentication, the
TOEshall not establish a trusted channethe client certificate is invalid.

FCS_TISSEXT.5 The TSF shall respond with a fatal TLS error if the distinguished name (DN) or
Subject Alternative Name (SAN) contained in a certificate presented for client authentication does
not match the expected ghtifier for the client.

6.5.22 FCS_CKM_EXT.1(2) Key Generation Key Encryption Keys

FCSCKM EXTL.1(2) TheTSF shable able to invoke interfaces in the Operational Environment to
generatd [asymmetric KEKs diype RSA2048, RSA8072, ECDIR-256, ECDi#-384, EOHP-521]
security strengthin accordance with FCS_CKHNtdm [an RBG that meets this profile (as specified in
FCS _RBG_EXJ)-1

Application Note:

The TOE usebd PKCS#11 Cryptographic Modualgenerate these keys

6.5.23 FCS_CKM_EXT.8 Key Hierarchy Entropy

FCSCKM EXT8.1Keys (DEKS or KEKS) formed from combinations or by encrypting one key with
another form shall be traceable through a hierarchy of keys to a REK generated in accordance with
FCS_RBG_EXT.1 using a harddwased mechanism.

FCSCKM EXT8.2Key etropy for KEKs shall be preserved according to the sensitivity of the DEK,
KEK, or key it encrypts.

FCSCKM EXT8.3Key entropy for DEKs shall 185§ bits in accordance with the sensitivity of the
data encrypted.
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6.6 User Data Protection (FDP)

6.6.1 FDP_CER_EXTdrtificate Profiles
FDP_CER_EXT.THe TSF shall implement a certificate profile function and shall ensure that issued
certificates are consistent with configured profiles.

FDP_CER_EXT.Tle TSF shall generate certificates using profiles that comihlyr@guirements
for certificates as specified in IEFT RFC 5280,
CertificateRevocation List (CRL) Prdfil@hile ensuring that the following conditions are met

a) The version field shall contain theteger 2.
b) The issuerUniquelD or subjectUniquelD fields are not populated.
c) The serialNumber shall be unique with respect to the issuing Certification Authority.

d) The validity field shall specify a notBefore value that does not precede the current time and
anotAfter value that does not precede the value specified in notBefore.

e) The issuer field is not empty.

f) The signature field and the algorithm in the subjectPublicKeylnfo field shall contain the OID
for a signature algorithm specified in FCS_COP.1(2).

g) The fdlowing extensions are supported:
a. subjectKeyldentifier
b. authorityKeyldentifier
c. basicConstraints
d. keyUsage
e. extendedKeyUsage
f. certificatePolicy

h) A subject field containing a null Name (e.g., a sequence of zero relative distinguished names)
is accompanied by aropulated critical subjectAltName extension.

i) The subjectKeyldentifier extension is populated with a value unique for each public key
contained in a certificate issued by the TSF.

i) The authorityKeyldentifier extension in any certificate issued by the TOEbmystpulated
and must be the same as the subjectKeyldentifier extension contained in the wsigning s
certificate.
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k) Populated keyUsage and extendedKeyUsage fields in the same certificate contain consistent

values.

FDP_CER_EXT.Tl3e TSF shall be altegenerate at least 20 bits of random for use in issued
certificates to be included irsérialNumbe} fields, where the random values are generated in
accordance with FCS_RGB_EXT.1.

6.6.2 FDP_CER_EXT.2 Certificate Request Matching
FDP_CER_EXT.IHe TSF shadbtablish a linkage from certificate requests to issued certificates.

6.6.3 FDP_CER_EXT.3 Certificate Issuance Approval
FDP_CER_EXT.3He TSF shall support the approval of certificaefCA Operations Staffuleq
issued according to a configured certifiegirofile.

6.6.4 FDP_CSI_EXT.1 Certificate Status Information
FDP_CSI_EXT.The TSF shall provide certificate status information whose format complies with
[ITUT Recommendation X.509v2 CREe OCSP standard as definedRKFC 6960

FDP_CSI_EXT.TBe TSF sitl support the approval of changes to the status of a certifibgtfCA
Operations &ff, ruleq.

6.6.5 FDP_RIRSubseResidual Information Protection

FDP_RIR.1 The TSBENnd [OperationalEnvironmen} shallensure that any previous information
content of a esource is made unavailable upon tladigcation of the resource taleallocation of the
resource fronp the following objects:EST password3 LSSessiorObject.

6.6.6 FDP_STG_EXPublic Key Protection

FDP_STG_EXT.TheTSFhalluse[an integrity mechanis] to protect the trusted public keys and
certificates (trust store elementsjsed to validate local login, trusted channel, and external
communication to the CA.

Application Note:

The TOE protects the Trust Anchor database table and the ACL databassitadpken integrity
mechanism. The Operational Environment protects the issuer credentials, and the TLS server
credential.

6.6.7 FDP_CRL_EXTaértificateRevocationList Validation

FDP_CRL_EXT.ATSF that issues CRLs shall verify that all mandatory fieldg ®RL issued
contain values in accordance with FTURecommendation X.509. At a minimum, the following items
shall be validated:

a) If the version field is present, then it shall contain a 1.
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b)

c)

d)

f)

6.6.8

If the CRL contains any critical extensions, then the vershshall be present and contain
the integer 1.

If the issuer field contains a null Name (e.g., a sequence of zero relative distinguished
names), then the CRL shall contain a critical issuerAltName extension.

The signature and signatureAlgorithm fieldslsbantain the OID for a digital signature
algorithm in accordance with FCS_COP.1(2).

The thisUpdate field shall indicate the issue date of the CRL.

The time specified in the nextUpdate field (if populated) shall not precede the time specified
in the thislpdate field.

FDP_OCS&PEXT.DCSmBasicResponseseneration

FDP_OC®P EXT.1.IThe TSF shall ensure that all mandatory fields in the OCSP response contain
values imaccordance with FDP_CSI_EXAt A minimum, the following items shall be validated:

a)

b)

6.7

6.7.1

The vesion field shalindicate a current versian

The signatureAlgorithm field shall contain the object identifier (OID) for a digital signature
algorithm in accordance with FCS_COP.1(2).

The thisUpdate field shall indicate the time at which the status beidigated is known to
be correct.

The producedAt field shall indicate the time at which the OCSP responder signed the
response.

The time specified in the nextUpdate field (if populated) shall not precede the time specified
in the thisUpdate field.

Identificaion and Authentication (FIA)

FIA_X509_EXTCErtificate Validation

FIA_ X509 EXT.1.The TSF shdilalidatd certificates in accordance with the following rules:

il
il

IETF RFC 5280 certificate validation and certificate path validation.
The certificate path mst terminate with a certificate in the Trust Anchor Database.

The TSF shall validate a certificate path by ensuring the presence of the basicConstraints
extension and that the cA is set to TRUE for all CA certificates.

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0

Pageb0



9 The TSF shall validate the revocatgtatus of the certificate usin@ [Certificate Revocation
List (CRL) as specified in FDP_CSI JEXT.1

1 The TSF shall validate the extendedKeyUsage field according to the following rules:

o Certificates used for trusted updates and executable code integgit§ication shall
have the Code Signing purposekm 3 with OID 1.3.6.1.5.5.7.3.3),

o Client certificates presented for TLS shall have the Chlietitentication purpose
(id-kp 2with OID 1.3.6.1.5.5.7.3.2) in the extendedKeyUsage field,

0 Server certificatepresented for TLS shall have the Server Authentication purpose
(id-kp 1 with OID 1.3.6.1.5.5.7.3.1) in the extendedKeyUsage field.

FIA_ X509 EXT.1The TSF shall only treat a certificate as a CA certificate if the basicConstraints
extension is present anthe CA flag is set to TRUE.

6.7.2 FIA X509 EXTCzrtificateBased Authentication

FIA_ X509 EXT.2TISF shalusg X.509vXertificates as defined by RFC 5280 to support
[authentication forcode signing for TOE updatésl TPE and pccess to the Admin Site,@8ss to

the CA Site, access to the Public Site forsmlfice revocation, certificate access for EST, access to
the RAMI interface, and access to the DBAccess intdrface

FIA_X509_ EXT.2When the TSF cannot determine the validity of a certificate thesHall fiot
accept the certificate

FIA_ X509 EXT.2The TSF shall not establish a trusted communication channel if the peer certificate
is deemed invalid.

6.7.3 FIA_UAU_EXT.1 Authentication Mechanism
FIA_UAU_EXT.1Thhe TSF shdprovidg a [certificate-based authentication mechanisiito
perform privileged user authentication.

6.7.4 FIA_UIA_EXT.1 User Idecdifion and Authentication
FIA_UIA_EXT.1The TSF shall allow the following actions prior to requiring alf®@B entity to
initiate the identification and alitentication process:

91 Display the warning banner in accordance with FTA_TAB.1;
9 Obtain certificate status information;

1 [Download certificate from repository;

f Respond to EST cacerts requests

1 Submit certificate requests
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M Obtain information about the TOE (vés, current time, operating system typg

FIA_UIA_EXT.1The TSF shall require each user to be successfully identified and authenticated
before allowing any other TS#Rediated actions on behalf of that user, including subscriber
certificate renewal, sufcriber revocation requests, privileged user accasd, no other action

FIA_UIA_EXT.1Bor subscriber actions, the TSF shall verify that the DN of the certificate presented
by the subscriber for authentication matches that of the certificate beifigeaic t ed by t he subsc
actions.

6.7.5 FIA_EST EXT.1 Enrollment over Secure Trans{isiT) Server

FIA ESTS EXT.1.TThe TSF shall use the Enrollment over Secure Transport (EST) protocol as specified
in RFC 7030 to receivprocessandrespond tocertificate enroliment requestsrom authorized

clients

FIA_ESS EXT.1.Zhe TSF shall authenticate EST clients fenreliment via TLS certificateased
mutual authentication in accordance with RFC 7030 Section 3.3.2 and FCS_TRSS_EXT.

FIA_ESS EXT.13 The TSF gii authenticate EST clients for initial enroliment and for supplemental
authentication vialHTTP basic authentication in accordance with RFC 7030 section 3.2.3; TLS
certificate-based mutual authentication in accordance with RFC 7030 section 3.3.2 and

FCSTLSS EXT.

FIA_ESS EXT.1.&Ahe TSF shall authorize EST clients basethemiithenticated client certificate is

issued by the same issuer and assertkgeemcRA in its extended key usage extension as specified

by RFC 7030 Section 3 fhg authenticated client certificate is isged by the same issuer and its DN

is identical to that in the request, the authenticated EST username and password match those held

by the TOE account fortheissuery R 1 KS NXI[dzS303 Qa8 &dzo2S0Oid 5bQa /b 2N
subjectAltName extension contain a name matching the EST userfame

Application Note:
For clarity, the TSF will automatically issue a certificate in response to an EST request

1 If the certificate used to authenticate has the same issuer DN as the issuleictothe
request is submitted and the certificate used to authenticate assekig-@incRA in its
extendedkey usage extension.

1 If the certificate used to authenticate has the same issuer DN as the issuer to which the
request is submitted and the certlfidi S NBIj dzSa i Qa adzoa2SO0iG 5b YIG0OKSa
certificate request submitted.

91 If the EST username and password match those configured in the server and the EST
dzZASNYIFYS YIFIGOKSa SAGKSNI GKS /b Ay GKS NBIljdzSaidQ:
nameiy/ G KS NBIdzSaiQa NBI|jdzSAGSR adzoa2SOG!' tdbl YSa®
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6.7.6 FIA X509 EXT3 Certificate Request

FIA X509 EXT3.1 The TSF shall generate a Certificate Request Message as specified by RFC 2986

and be able to provide the foll owistinguishedhrfamea, mat i on i
[no other information].

FIA X509 EXT3.2 The TSF validate the chain of certificates from the Root CA upon receiving the CA
Certificate Response.

6.7.7 FIA_ENR_EXT.1 Certificate Enrollment
FIA ENR EXT.1.The TSF shall be able to generate aifieate request to an external certification
authority to receive a CA PKCA#10inacemm@dnewithor a CA’' s s

FIA_X509 EXT.3

6.8 Security Management (FMT)

6.8.1 FMT_MOF (1) Management ofszcurity FunctionsBehavior(Administrator Furtons)
FMT_MOF.1.01) RefinementThe[TSFOperationalEnvironmeritshall restrict the ability to

1. manage the TOE localE)and remotely(TSF)

2. configurethe audit mechanisn(TSF)

3. configure and manage certificate profil$SF)

4. modify revocatiorconfiguration;(TSF)

5. perform updates to the TOE)B

6. perform onrdemand integrity tests(TSF)

7. lmport and remove X.509v3 certificates into/from the Trust Anchor DatabESE)

[

8. configure certificate revocation list functiofT;SF)

9. configure OCSP fation; (TSF)

10. export PKCS#10 certificate request;

11. import CA certificate;

12. [manage the ACbf the Admin Site and CAccount 8es; (TSF)
13. manage the CRL store for path validation; (TSF)
14. configurethe default TOE access banner; (TSF)
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15. disableCA accants; (TSF)
16. generate certificate request for issuer; (TEF)
]

to [Administrators.

6.8.2 FMT_MOF.(2) Management ofecurity FunctionsBehavior(CA/RA Functions)
FMT_MOF.11(2) RefinementThe[TSkshall restrict the ability to

1. approve and execute the issuance of cediés;

2. configure subscriber sedervice request constraints;

[

3. configure automated certificate approval management;

]

to [CA Operations Staff

6.8.3 FMT_MOF.B)Management ofecurity FunctionsBehavior(CA Operations Functions)
AVT_MOF.1.1(3RefinementThe [TSFshall restrict the ability to

1. approve certificate revocation;

[

2. no other function

]

to [CA Operations Stdff

6.8.4 FMT_MOF (@) Management ofecurity FunctionsBehavior(Admin/OfficerFunctions)
FMT_MOF.1.(4) RefinementThe[Operational Environmehshall restrict the ability to

1. perform destruction of sensitive data when no longer needed;
2. [participate as a second party for archival and recoyery
3. perform private or secret key or critical data export

to [Administratos].
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6.8.5 FMT_MOF.(b) Management oSecurity FunctionsBehavior(Auditor Functions)
AVT_MOFL1.1(5) RefinementThe[TSkshall restrict the ability to

9 Delete entries from the audit trail

1 [Search the audit trdil

to [Auditors].
Application Note:

The TOE does not include a capability to remotgesrfrom the audit trail. Entries in the audit trail
remain in perpetuity.

6.8.6 FMT_MTD.1 Management of TSF Data
FMT_MTD.1.TThe TSF shall restrict the abilityn@mnage the TSF data [Administrators, CA
operations Staff, and Auditors

6.8.7 FMT_SMF.1 Specifieat of Management Functions
FMT_SMF.1.1RefinementThe[TSEOperational Environmehshall be capable of performing the
following management function$:

1. Ability to manage the TOE localE)and remoely (TOE)

2. Ability to perform updates to the TOH,OE)

3. Ability to perform archival and recoverfQE)

4. Ability to manage the audit mechanis(T,OE)

5. Ability to configure and manage certificate profil€EOE)

6. Ability to approve and execute the issuance of certificaf€QE)
7. Ability to approve certificateavocation;(TOE)

8. Ability to modify revocation configuratioifT OE)

9. Ability to configure subscriber sedervice request constraint§TOE)
10. Ability to perform ondemand integrity tests(TOE)

11. Ability to destroy sensitive user data when no longer needed

12. Ability to import and remove X.509v3 certificates into/from the Trust Anchor Database;
(TOE)
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13. Ability to configure automated process used to approve the revocation of a certificate or
information about the revocation of a certificat€f OE)

14. [Ability to modify the CRL configuratipAbility to modify the OCSP configurat]p(TOE)

15. Ability to configure the cryptographic functionaliy;OE)

11

Application Note:

The DEprovides 1, 2, 4,5, 6,7, 8,1, 11,12, 13, 14and15. For 11 there is no sensiiwuser data
that needs to be destroyed.

TheOperational Bvironment provide4 (Operating System3 (PKCS#11 Cryptographic Moddé
(PKCS#11 Cryptographic Module).

6.8.8 FMT_SMR.2 Restrictions on Security Roles
FMT_SMR.2.1IRefinementThe TSENnd [Operatioral Environmerjtshall maintain the roles:

1 Administrator,
1 Auditor,
1 CA Operations Staff,
1 [no other rolek
Application Note:
The TOE defines 5 roles that can be categorized in to the thles above as described etn 9.6.

TheOperationalEnvironmentmaintains part of the administrator role by controlling logttess to
the operating systenand access to the PKCS#11 Cryptographic Module.

FMT_SMR.2.ZRefinementThe TSEnd [OperationalEnvironmerijtshall be able to associate users
with roles.

Application Note:
The TOE associates users with roles using certificates.

TheOperational Bvironment maintains part of the administrator role by controlling hogcess to
the operating systerth YR G KS ¢h9Qa 20+t O2yaz2fSo

FMT_SMR.2.RefinementThe TSEnd jho other componeintshall ensure that the conditions

[
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M No identity is authorized to assume both an Auditor role and any of the other roles in
FMT SMR.2.1; and

1 No identity is authorized to assume both a CA Operations Staff role and any of the other
roles inFMT SMR.2.1

}

are satisfied.

6.9 Protection of the TSF (FPT)

6.9.1 FPT_FLS.1 Failure with Preservation of Secure State

FPT_FLS.1The TSF shall preserve a secure state when the following types of failures| DBRG
failure, integrity failure on Trust Anchor ddtase, [SOCDK failurg [PKCS#11 Cryptographic
Module failure, Database inaccessible

6.9.2 FPT_KST_EXWNA Plaintext Key Export
FPT_KST_EXT.TReTSF anddperational Environmehshall prevent theplaintextexport of|

1 CAisuerkeys
1 [/ ! ysiefré credential (asymmetric key)
T TLHEHTTPSServer key
1 TLS ECDHE keys
1 CACMS DEKs
Application Note:

Theh LISNI G A 2 Yy I f PROB#A GrgbtggrahitiMOdile supplies this functiof@iiyl keys

except for CACMSDEKK A OK | NB Sy ONE sdimS FEAREN (i i |- &ei&nd TLBIzod (A &
ECDHE keys which are ephemdrathe evaluated configuration, the PKCS#11 Cryptographic Module
provides no mechanism for plaintext expofthe keys The TOE protectise CA CMS DEBg
SYONRLIIAYy3d ®REAIBSRE YK A i ke®edndi prddiried nb @echanism to export them

as plaintext.The TOE protects the TLS ECDHE keys by erasing them from memory immediately after
use.

6.9.3 FPT_KST_EXT.2 TSF Key Protection
FPTKSTEXT.1.TheTSF andQperationalEnvironment shallprevent unauthorized use of all TSF
private and secret keys.

Application Note:

Pages7 Security Target for Commd2riteria Evaluation, CertAgemn7.0



The TOE prevents unauthorized use of the keyeimtJSSNI G A 2y I f PROSHIE NP Y YSY (1 Q&
Cryptographic Modulby not providing user accessible interfaces that allow unauthotigef the

TOEThe Operational Environment (operating system and PKCS#11 Cryptographic Module) prevent

the unauthorized use of the keys in the PKCS#11 Cryptographic Module when accessed outside of the
¢thoQa AYyUSNFIFOSaod

6.9.4 FPT_RCV.1 Manual Trusted Recovery
FPT_RCV.1.After [integrity failure] the TSF shall enter a maintenance mode where the ability to
return to a secure state is provided.

6.9.5 FPT_SKP_EXT.1 Protectiokeyfs

FPT_SKP_EXT.THeTSF shalinterface with the Operational Environment to impleméttie

ability to prevent reading of all prshared keys, private, and secret kégg., KEKs, DEKSs, session
keys).

Application Note:

The TSF provides no mechanisms allowing the reading of any such keys. The PKCS#11 Cryptographic
Module maintains its own prettions of keys it holdmdin the evaluated configuration does not
provide any mechanism for reading any such keys.

6.9.6 FPT_STM.1 Reliable Time Stamps
FPT_STM.1.RefinementTheTSF shalinterface with the Operational Environment to proJide
reliable timestamps.

Application Note:
¢tKS ¢h9 dzaSa GKS 2LISNIGAy3 aeadsSyqQa !'tL OFrfta G2

6.9.7 FPT_TUD_EXT.1 Trusted Update
FPT_TUD_EXT.IThe TSF shdimplemen{ the ability tocheck for updates and patches to the TOE.

FPT_TUD_EXT.IThe TSF siti [implemen{ the ability toprovide Administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.ITBeTSF shallhplemen{i the abilityto verify firmware/software updates to the
TOE using digital signatureprior to installng those updates.

FPT_TUD_EXT.The TSF shdimplemeni the ability toverify the digital signature whenever the
software or firmware is externally loaded into the TOE and if verification fails, the TSStsipethf
update process.
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6.9.8 FPT_TST_EXTntegrity Test
FPT_TSEXT2.1 A [digital signature algorithm according to FCS _COR 4§a)l be applied to the
[Trust Anchor Database element(AcEess Control Listntaining certificatey].

FPT_BT EXT2.2 Integrity shall be verified atditialization, ondemand by a privileged uder

6.10 TOE Access (FTA)

6.10.1 FTA_SSL.4 Usaitiated Terminabn
FTA_SSL.4.RefinementTheTSKhall[implemeni the ability toallow privilegeduserinitiated

termination of theprivilegedu s er ' s own i nteractive session.
Application Note:
¢KS ¢h9Qad ¢So0 LI 3ASE& AyOfdzRS I f232dz0 tAy] G2 G§SN)¥A

6.10.2 FTA_TAB.1 Default TOE Access Banners

FTA_TAB.l.RefinementBefore establishing privilegeduser session the TSF shall disglay
Administratorconfiguredadvisorynoticeand consentvarning message regardingauthorizeduse
of the TOE.

6.10.3 FTA_SSL.3 FaRiated Termination
FTA_SSL.3.RefinementTheTSF shaterminate a remoteinteractive session aftema
[Administrator-configurabletime interval of session inactivity

6.11 Trusted Path/Channels (FTP)

6.11.1 FTP_TRP.1 Trusted Path

FTP_TRP.1.RefinementThe TSF shalse HTTPSTLFto providea trustedcommunication path
between itself andemote subscribers and privileged ustat is logically distinct from other
communicatio paths and provides assured identification of its end points and protection of the
communicated data frondisclosuré.

FTP_TRP.1.RefinementThe TSF shall pernmmé&mote subscriberand privileged users to initiate
communication via the trusted path.

FTP_TRP.1.Bhe TSF shall require the use of the trusted patHifotial subscriber and privileged
user authentication and all remote administration actifns

6.11.2 FTP_ITC.1 IntaiSF trusted channel
FTP_ITC.1.RefinementThe TSF shalse HTTPSTL$to provide atrustedcommunication channel
between itself andauthorizedexternallT entities supporting the following capabilitigRA [Audit
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Servei] that is logically distinct from other communication channels and provides assured
identification of its e points and protection of the channel data frarmodification ordisclosure.

FTP_ITC.1.2he TSF shall pernfibe authorized IT entitigdo initiate communication via the
trusted channel.

FTP_ ITC.1Bhe TSF shall initiate communication via the trustiednnel for fo serviceg

7. Security Assurance Requirements

This section identifies the Security Assurance Requirements (SARs) claimed for the TOE. The SARs
claimed are consistent with the SARs that are defined in the Protection Profile.
7.1 Class ADV: Developnt

7.1.1 ADV_FSP.1 Basic Functional Specification
Developer action elements:

ADV_FSP.1.1D The developer shall provide a functional
specification.

ADV_FSP.1.2D The developer shall provide a tracing fromr
the functional specification to the SFRs.

Developemote: As indicated in the introduction to this

section, the functional specification is
comprised of the information contained in
the AGD_OPE and AGD_PRE
documentation, coupled with the
information provided in the TSS of the ST.
The assurance activitiés the functional
requirements point to evidence that shoulc
exist in the documentation and TSS sectic
since these are directly associated with th
SFRs, the tracing in element ADV_FSP.1.
is implicitly already done and no additiona
documentation is neessary.

Content and presentation elements:

ADV_FSP.1.1C The functional specification shall describe
the purpose and method of use for each
SFRenforcing and SFBupporting TSFI.

ADV_FSP.1.2C The functional specification shall identify ¢
parametes associated with each SFR
enforcing and SF8upporting TSFI.

ADV_FSP.1.3C The functional specification shall provide
rationale for the implicit categorization of
interfaces as SHRON-interfering.
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ADV_FSP.1.4C The tracing shall demonstrate that ti&-Rs
trace to TSFls in the functional specificatic

Evaluator action elements:

ADV_FSP.1.1E The evaluatoshall confirnthat the
information provided meets all
requirements for content and presentation
of evidence.

ADV_ FSP.1.2E The evaluator séill determine that the
functional specification is an accurate and
complete instantiation of the SFRs.

7.2 Class AGD: Guidance Documents

7.2.1 AGD_OPE.1 Operational User Guidance
Developer action elements:

AGD_OPE.1.1D The developer shall provide operationalaun
guidance.
Developer Note: Rather than repeat information here, the

developer should review the assurance
activities for this component to ascertain the
specifics of the guidance that the evaluator wi
be checking for. This will provide the necegsa
information for the preparation of acceptable
guidance.

Content and presentation elements:

AGD_OPE.1.1C The operational user guidance shall describe,
for each privileged user role, the usaccessible
functions and privileges that should be
controlled in a secure processing environmen
including appropriate warnings.

AGD_OPE.1.2C The operational user guidance shall describe,
for each privileged user role, how to use the
available interfaces provided by the TOE in a
secure manner.

AGD_OPE.1.3C The operational user guidance shall describe,
for each privileged user role, the available
functions and interfaces, in particular all
security parameters under the control of the
privileged user, indicating secure values as
appropriate.

AGD_OPE.1.4C The operational user guidance shall, for each
privileged user role, clearly present each type
securityrelevant event relative to the privilege
useraccessible functions that need to be
performed, including changing the security
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AGD_OPE.1.5C

AGD_OPE.1.6C

AGD_OPE.1.7C

Evaluator action elements:
AGD_OPE.1.1E

7.2.2 AGD_PRE.1 Preparative Procedures

Developer action elements:
AGD_PRE.1.1D

Developer Note:

Content and presentation elements:
AGD_PRE.1.1C

AGD_PRE.1.2C

Evaluator action elements:
AGD_PRE.1.1E

AGD_PRE.1.2E

7.3 Class ALC: Lifgycle Support

7.3.1 ALCCMCI1 Labeling of the TOE
Develmer action elements:

characteristics of entiéis under the control of
the TSF.

The operational user guidance shall identify a
possible modes of operation of

The operational user guidance shall, for each
privileged user role, describe the security
measures to be followetin order to fulfill the
security objectives for the operational
environment as described in the ST.

The operational guidance shall be clear and
reasonable.

The evaluator shall confirm that the infaation
provided meets all requirements for content
and presentation of evidence.

The developer shall provide the TOE, includin
its preparative procedures.

Aswith the operational guidance, the
developer should look to the assurance
activities to determine the required content
with respect to preparative procedures.

The preparative procedures shall descrile al
the steps necessary for secure acceptance of
the delivered TOE in accordance with the
developer's delivery procedures.

The preparative procedures shall describe all
the steps necessary for secure installation of
the TOE and for the secupeeparation of the
operational environment in accordance with
the security objectives for the operational
environment as described in the ST.

The evaluatoshall confirnthat the information
provided meets altequirements for content
and presentation of evidence.

The evaluatoshall applythe preparative
procedures to confirm that the TOE can be
prepared securely for operation.

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0

Page62



ALC_CMC.1.1D

Content and presentation elements:
ALC_CMC.1.1C

Evaluator action elements:
ALC CMC.2.1E

7.3.2 ALCCMS1TOE CM Coverage

Developer action elements:
ALC_CMS.2.1D

Contert and presentation elements:
ALC_CMS.2.1C

ALC_CMS.2.2C

Evaluabr action elements:
ALC CMS.2.1E

The developer shall provide the T@ad a
reference for the TOE.

The TOE shall be labeled with its unique
reference.

The evéuator shall confirnthat the
information provided meets all
requirements for content and
presentation of evidence.

The developer shall provide a configuration |
for the TOE.

The configuration list shall include the
following: the TOE itself; and the evaluation
evidence required by the SARs.

The configuration list shall uniquely identify
the configuration items.

The evaluatoshall confirnthat the
information provided meets all
requirements for content and
presentation of evidence.

7.4 Class ASE: Security Target Evaluation

As per activities defined in Common Methodology for Infation Technology Security Evaluation,

Version 3.1 Revisidsy April 2017.

7.5 Class ATE: Tests

7.5.1 ATE_IND.1 Independent Testqngonformance

Developer action elements:
ATE_IND.1.1D

Content and presentation @ments:
ATE_IND.1.1C

Evaluator action elements:
ATE_IND.1.1E

ATE_IND.1.2E
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The developer shall provide the TOE for
testing.

The TOE shall be suitable for testing.

The evaluatoshall confirnthat the
information provided meets all
requirements for content and

presentation of evidence.

The evaluabn shall test a subset of the TSF
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to confirm that the TSF operates as specifie

7.6 Class AVA: Vulnerability Assessment

7.6.1 AVA_VAN.1 Vulnerability Survey
Developer action elements:

AVA_VAN.1.1D The developer shall provide the TOE for testil
Content andpresentation elements:

AVA_VAN.1.1C The TOE shall be suitable for testing.
Evaluator action elements:

AVA_VAN.1.1E The evaluatoshall confirnthat the

information provided meets all requirements
for content and presentation of evidence.

AVA _VAN..2E The evaluatoshall performa search of public
domain sources to identify potential
vulnerabilities in the TOE.

AVA VAN.1.3E The evaluatoshall conducpenetration testing,
based on the identified potential
vulnerabilities, to determine that th& OE is
resistant to attacks performed by an attacker
possessing Basic attack potential.

8. Security Requirements Rationale

The SFRand SARwhich are claimedh Sctions 6 and are consistent with the SFRs that are
defined in the claimed Protection Prefil

9. TOE Summary Specification

The following sections identify the security functions of the TOE and describe how the TSF meets
each claimed SFR.

Definitions
The following terms are used throughout the TSS

91 Issuer—The entity that issues the certificate.aMise it to refer to the CA Account, its
credentials (certificate and private key), ACLs, profiles, and other associated data.

1 CA Account Within the TOE each issuer is maintained in a CA account. An administrator
will create the CA accounttoholdthsisier s cr edenti al s, ACL s, prof
associated data. Each CA account has a set of tables in the database in which its data,
includingits associatedudit data, is stored.
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9 PrivilegedUser— Aprivilegeduser is someone holding arole withinth®@ E’ s aut hent i

system(Administrator, CA Operations Staff, or Auditor)

9.1 Security Audit (FAU)

9.1.1 FAU_ADP_EXT.1 Audit Dependencies

Auditing of the TSF is performed two (2) components: the TOE and the Operating SysfEhe
auditable events are listed ifable13 Auditable Eventand each is labeled with the responsible
component.

All data requiring extended retention is audited by the T@ifch stores the events in the
environmentaldatabaseand access is limited to the auditale. Events requiring normal retention

are collected by the TO&xcept for those events related to FPT_STM.1. Events related to FPT_STM.1
are audited by the environmental Operating System as the it controls access to, and provides the
capability to, chage the time of the system upon which the TOE relies for reliable timestamps
completely independent of the TOE.

The TOE stores its events in #r@vironmentaldatabase as describad Sectiorf.1.2unless the
database is unavaible. In the event of this critical error, the TOE stores the database failure event in
a text based diagnostic log file in the environmental file system and shuts down.

The database and diagnostmyg fileare protected by thenvironmentalOperating Sytem. Auditors
view the TOE's audit | owhishprowdesthe alility t redad@id’ searchw e b
the audt record

TheTOE uses thiecaldiagnostiaext file (justilocalicertagent7/ calog ,c: \Program
Files \CertAgent7 \calog )to storediagnostic informatioraboutthe TOE startup and shut down
processes anthe health of the database.

TheenvironmentalOperating Systems mairitatheir own event log systems. In the evaluated
configuration, the event logs can be viewed as follows:

1 Usingthe Windows Server 2012R2 Windows Event Viewer applictdiond under the Tools
menu of the Server Manager application that starts upon login

1 Using theCentOS 6.the system log files are locatedsariog and can beviewed using an
editor of the admim st r at or s choi ce

Local logon to the Operatingy&em is required to viewhe operating systentog filesor the local
diagnostic file

If the TOE cannot understand an incoming certificate request it will reject the thatd;0E will only
auditfailuresthat occur after the TOE has accepted the incoming dataegitimate certificate
requestto which it hasassigned a request ID.
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9.1.2 FAU_GEN.1 Audit Data Generation

The TOE audithe startup of its audit functions, and the use of all the adstnator functions

required by the FMBFRsThe TOE also generates audit records for all the auditable events
identified inTable14 below.For each auditable event, the date, time, type, subject idergtisually
the DN from the certificate sed to authenticaty and outcome of the event irecorded Additional

data is collected as listed irablel4. The TOE does not include different levels of audltaudit

data is generated by the TOE in response to actionsithgehe TOE itselprivilegedusers
subscribers, or relying parties

The TOEelies onthe environmentalOperating System audit facilityto generate audit entries for

services that the Operating System providése Operating Systesuppliestime senices to the
Sy st e nmudi changes to theisystem clogid@ep STM)Ll i t i e s

TOETh e

Operating

As described igection9.1.], these records are stored by the Operating System in its own audit
system. The OperatinSystem also protects these records and controls access to them.

The TOE does not audit ephemeral key generation that occurs during TLS session establishment or
“ Sy st e nsaKECCtdentia and usedffor kgywrapming. a

when t he

There is ae administrative audit log tabl@ the database (Admin table) améch issuer (CA

account) has its own audit log takl€A table)n the database. In general, the administrative log

contains actions performed by administrat@asd HTTPS/TLS records while issuer audit log

contains actions performed by the CA Operations Staff. The tableldamv details which items go

into which tableor audit trail If the database is not available for some reason, the TORlack

diagnostic informationn a local éxt fileas described iSection9.1.1

The TOE generates audit records for the auditable events identified in the second coltiabieif4

below:
Requirement Auditable Events Additional Audit Retention | Event Type | Audit Location
Recad Contents

FAU_SEL.1 All modifications to the | None. Normal Audit Admin table
audit configuration that
occur while the audit
collection functions are
operating.

FCS_CKM.1 All occurrences of non | Success: public key Normal System Admin table
ephemeral andro generated
other] key generation
for TOE related
functions.

FCS_CKM.2 Alloccurrences of non | Success: key Normal System Admin &ble
ephemeral andro established
other] keyestablishment
for TOE related
functions.

FCS_CKM_EXT.4 | Failureof the key Identity of object or N/A N/A N/A
destruction process for | entity being cleared.
TOE related keys.
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FCS_CKM_EXT.5 | Detection of integrity None. Normal Login, NIAP, Admin table CA table
violationfor stored TSF Request
data.
FCS_COP.1(2) All occurrences of Name/identifier of Extended System, Admin table, CA table
signature generation object being signed Credential,
using a CA signing key | Identifier of key used Request, CRL
for signing. OCSP, RAMI,
EST
None
Failure in signature
generation
FCS_HTTPS_EXT.| Failure to establish a Reason for failure. Normal TLS Se#on Admin table
HTTPS session.
Establishment/Terminatii NonTOE endpoint of
on of a HTTPS session.| connection (IP
address) for both
successes and failures
FCS_TLSS_EXT.1| Failure to establish a TL| Reason for failure. Normal TLS Session Admin table
Session.
Establishment/Terminatii None
on of a TLS session.
FCS_TLSS_EXT.2 | Failure to establish a TL| Reason for failure. Normal TLS Session Admin table
Session.
Establishment/Terminatii None
on of aTLS session.
FDP_CER_EXT.1 | Certificate generation. Successckrtificate Extended Credential, Admin tabl ¢
object identifieq System, credential), CA table
Request (Issuer Key, user
certificates)
FDP_CER_EXT.2 | Linking of certificate to | Successckrtificate Extended Request CA table
certificate request. object identifief, [link
to certificate request
object identifieq
Failure: Reason for
failure, [link to
certificate request
object identifiei.
FDP_CER_EXT.3 | Failed certificate Reason for failurelibk | Normal Request CA table
approvals. to certificate request
object identifief.
FDP_STG_EXT.1 | Changes to the trusted | The public key and all | Normal NIAP Admin table
public keys and context information
certificates relevantto | associated with the
TOE functions, including key.
additions and deletions
FDP_CRL_EXT.1 | Failure to generate a None. Normal CRL CA table
CRL.
FDP_OCSPG_EXT| Failure to generate Nore. Extended OCSP CA table

certificate status

information.
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FIA_ X509 EXT.1 | Failed certificate None. Normal CA Account, Admin table
validations. Login TLS
Session
FIA X509 _EXT.2 | Failed authentications. | None. Normal CA Account, Admin table
Login

FIA_UAU_EXT.1 | All uses bthe Origin ofthe attempt Normal Login Admin table, CA table
authertication (e.g., IP address).
mechanism for access {(

TOE related functions.

FIA_UIA_EXT.1 All use of the Provided user identy. | Normal Login Admin table, CA table
identification and Origin of the attempt
authentication (e.g., IP address).
mechanism used for TO
related roles.

FIA_ESTS_EXT.1 | EST requests (generate( Identifiers for all Extended EST CA table
or received) containing | entities authenicating
certificate request or the request, including
revocation requests the entity providing

client authentication

for the EST transport

(if any).

The submitted request

Any signed response.
EST responses issued.

FMT_SMR.2 Modifications to the Modifications to the Extended ACL, CA Admin table (ACL, CA
group of users that are | group of users that are Account, Account), CA table
part of a role. part of a role. Configuration (Configuration)

FPT_FLS.1 Invocation of failures Indication that the TSF| Normal System Admin table, CA table,
under this requirement. | has failed with the local log file for failure

type of failure that notices
occurred.

FPT_KST_EXT.2 | All unauthorized ID of user or process | Normal CA Account, Admin table, CA table
attempts to use TOE that attempted access. Login, RAMI,
secret and private keys. EST

FPT_RCV.1 The fact that a failure or| TSF failure types that | Normal System, Login, | Admin table, local log
service discontinuity are available on NIAP file for failure notces
occurred recovery.

Resumption of the
regular operation

FPT_TUD_EXT.1 | Initiation of update. Version number Extended System Admin table

FPT_TST_EXT.2 | Execution of this set of | For integrity violations,| Normal System Admin table
TSF integrity tests. the identity of the

object that caused the
Detected integrity integrity violation.
violations.

FTA_SSL.4 The termination of an None. Normal Login Admin table, CA table
interactive session.

FTA SSL.3 The termination of a None. Normal Login Admin table, CAable

remote session by the
session locking
mechanism.
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FTP_TRP.1

Initiation of the trusted
channel.

Termination of the
trusted channel.
Failures of the trusted
path functions.

Identification of the
claimed user identity.

Normal

TLS Session

Admin table

FTP_ITC.1

Initiation of the trusted
channel.

Termination of the
trusted channel.
Failure of the trusted
channel functions.

Identification of the
initiator and target of
failed trusted channels
establishment

attempt.

Normal

TLS Session

Admin table

TABLELATOEAUDITABLEEVENTTYPES ANSTORAGEOCATIONS

The TOHefines the following event types for audit events in the log:

T ACL
1 Audit
T CAAccount

M Certificate

1 Configuration

1 Credential
1 CRL

M Database

1 DBAccess

T Email

1 EST

1 Job

1 Login

T NIAP

1 OCSP

T PIN

1T RAMI
Page69
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1 Request

1 System

 TLS Session

T User

Eadh audit entrytype canbe created by many different events and with additional datatasan in

the following tables

Event Type

Auditable Events

Credential

il

Generated' Y&teni’” cr e ftoenrtUt i a l
o FDP_CER_EXT.1
Updatystedn “ 8r e fioeniJt i al

PIN

=a

Entered system PIN

ACL

Added/Removed cert to/from Admin ACL, or update permission of a cert in Adminsfp€tmission>, <cert
DN>, and issuer D%
0o FMT_SMR.2

Audit

= =9

Updated audit trail configuration<changes>

o FAU_SEL.1

Audit function started

Added/Remove/lpdated saved audit searchsaved name>

Login

Logged in by user to Admin site
o FIA X509 _EXT.1

o FIA X509 _EXT.2

o FIA_UAU_EXT.1

o FIA_UIAEXT.1

Failed to login

o FPT_RCV.1

0 FCS_CKM_EXT.5

Logged out by user to Admin site
o FTA_SSL.4

Logged out due to session timeout
0o FTA_SSL.3

Database

Updated database configuratiornxchanges>

Job

Added/Removed/Updated/Ran/Locked/Unlocked jokjob description>, [<ca account>]

CAAccount

= = |=|=2

= =4 =4 =

Created CA accounkca name>

Added/Removed certs to/from CA ACL, or update permission eftancCA ACL<ca nhame>, <permission>,
<cert DN>, and <b6éncoded cert>

0 FMT_SMR.2

o FPT_FLS.1

Enabled/Disabled CA accountca name>

Invalid RAMI request when invalid CA account speciffeziror>

Invalid DBAccess request when invalid CA account sgmbefferror>, [<post>]

Invalid EST request when invalid CA account specified name>, <error>, [<client auth info>], [REST
request>],[<return HTTP code>]

Unauthorized to login to the CAccount &e because user not in the ACL of any CA accounts

0o FPT KB EXT.2

Email

Sent error alert emai <to address> and <error>
Updated email configuration<changes>
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System

9 Fatal error occurred <error>

il

o FPT_FLS.1
o FPT_RCV.1
0 FCS_CKM_EXT.5
Events triggered from installer
0 Started installatiors <version>
0 Generated keyair, seltsigned certificate on HSM for the systemsserial>, <subject DN>, <b&#Acoded
cert>
A FDP_CER_EXT.1
o0 Generated key pair, sedigned cert on HSM for the initial CA account and applied changssname>,
<serial>, <subject DN>, <b6éAcoded cer>
A FDP_CER_EXT.1
A FCS_COP.1(2)
Saved CA cert to file<file path>
Imported Root CA cert into Java trust keysters path>, <alias>
Issued a CRL by initial CA accourta name>
Saved CRL to file<file path>
Generated key pair and certificate requést Admin/Auditor/CA operations staff<dn>, <b64encoded
pl10>
A FCS_CKM.2
Submitted Admin/ Auditor/ CA oscanama>i<equsstiB>t af f’
o Issued Admin/Auditor/CA operations staff certificateserial>, <subject DN>, <b&#dcodedcert>,
<signer: serial, subject>
A FCS_CKM.2
0 Saved cert to file <file path>
0 Saved PKCS12 to filfile path>
0 Generated key pair and certificate request on HSM for-Kd&>, <b64encoded p10>
A FCS_CKM.1
A FCS_CKM.2
0 Submitted TLS request to CA accountaname>, <request ID>
Issued TLS certificatecserial>, <subject DN>, <b&#Acodedcert>, <signer: serial, subject>
A FCS_CKM.2
Installed TLS certificate into HSM
Renamed TLS cert label in HS&turrent label>, <new label>
Renamed CA cert label in HSKcurent label>, <new label>
Updated configuration file
Completed installation
Events triggered from update process
o Verified update package<package version>, <signer serial, subject, issuer, validity>
0 Started update process<signed updated file>,
o Failedto update- <error>
0 Running update script<version>
A FPT_TUD_EXT.1
0 Update details <output from the update script in the package>
o0 Completed update
Stopping CA

O O o0 oo

o

o

O O o0 oo

DBAccess

=A =8 =4 |1

Queried audit trail of Admin site via DBAccess ASY|>
Listed CA account names @&Access API

Queried DN for CA account via DBAccess API
Validated if user is authorized to use the DBAccess API
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NIAP

i Started integrity test on startup
o FPT_FLS.1
1 Ran integrity test on rust anchor/ACkresult>
o FPT_RCV.1
o FCS_CKM_EXT.5
o FPT_FLS.1
1 Completal integrity test on startup
1 Signed trust anchor/ACL database when integrity setting changed from disabled to enabled
o FPT_FLS.1
Updated NIAP settings<changes>
Added/Removed CRL used for path validatierssuer DN>
Added/Removed trust anchor for pathlidation- <serial>, <dn>, <bédncoded cert>
o FDP_STG EXT.1

= =4

=a

TLS Session

Failed certificate validations during TLS connection establishment
Failed authentications during TLS connection establishment
Initiation of the trusted channel (IP address of theiat)

Termination of the trusted channel (IP address of the client)

Failure of the trusted channel functions (IP address of the client)
Failure to establish a HTTPS/TLS session (IP address of the client)

E R R

Establishment/Termination of a HTTPS/TLS sessiauldiess of the client)

TABLELS ADMIN TABLEAUDITABLIEVENTDETAILS

Event Type

Auditable Events

Request

1 Processed a requeskreq ID>, <serial>, <dn>, <signer subject DN>, <signer serial>
FDP_CER_EXT.1

FDP_CER_EXT.2

FDP_CERXE.3

FCS_CKM_EXT.5

FCS_COP.1(2)

Rejected a request [and sent emailgabscribe} - <req ID>, <reason>, [<email>]
Reconsidered a requeskreq ID>

Sent email tsubscriberafter certificate issuance<email>, <reqlD>

Assigned a request to other profilecnew profile>, <req ID>

Assigned all requests from a deleted profile to master prefideleted profile>
Updated contact email addresses associated with the requestq ID>

Failed to link a certificate with a requestserial>, <req ID>

o FDP_CER_EXT.

o

(]
(]
(]
(]

=A =8 =4 -8 -4 -8 -9

Certificate

Changed cert status<serial>, <status>

Assigned a cert to other profile<new profile>, <serial>

Ran process to check for expired cex# of cert found>, <elapsed time>

Exported certs via CAGldnotBeforeDate range>

Imported cert viaCACLI [and update next serial numbeskerial>, [<next serial number changes>]
Assigned all certs from a deleted profile to master profieeleted profile>

Sent cert expiration reminder<email>, <serial>

Sent certificate retrieval notification<email>, <serial>

Updated contact email addresses associated with the -ceserial>

Published/Removed a cert to/from an LDA&serial>, <LDAP host and port>, <LDAP entry DN>
Changed status of affected certificates from pending revocation to revoked sfiging a CRL

=4 =8 =4 =8 -8 -a s s oa s
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CRL

Issued a CRL [ and deleted old GRE]gner serial>, <sigher DN>, [<# of CRL deleted>]
o FCS_COP.1(2)

o FDP_CRL_EXT.1

Imported a CRL via CACLI

Updated CRLNum via CACLI after importing a CRL

Publish a CRL to an LDA#dap host and port>,lsDAP entry DN>

Started automated CRL issuancdrequency>

Stopped automated CRL issuance

OCSP

A=A =2 ===

Processed OCSP requesserial>, <returned status>, <signer: serial, subject DN>
o FCS_COP.1(2)
o FDP_OCSP_EXT.1

User

Submitted certificate request<from souce: browser, upload, sub CA, CACLI, installer>, <req ID>
Certificate retrieved by subscribekreq ID>
Processed seervice cert revocation requeskserial>, <revocation status>, <revocation date>

Login

=A|=a =2 =1

=a

Logged in by user to CA Account Site
FIA_X509 XT.1

FIA_X509_EXT.2
FIA_UAU_EXT.1

FIA_UIA_EXT.1

FPT_KST_EXT.2

Failed to login

0 FPT_KST_EXT.2

Logged out by user to CA Account Site
o FTA_SSL.4

Logged out due to session timeout

0o FTA_SSL.3

O OO0 oo

Credential

= =4 =8 -4 - -9

= =9

Published CA cert to an LDAHdap host and port>, <LDARtey DN>

Decrypted encrypted password/PIN using “System
Created a certificate request from current cert

Installed CA cert onto HSM<subject DN>

Applied a new credential to the account

Generated a new key pair on HSM and cert requefN>, ¥64-encoded P10>

0 FCS_CKM.1, FCS_CKM.2

Generated a new root credentialsserial>, <issuer DN>, <subject DN>, <éagbded cert>

o FCS_CKM.1

o FCS_COP.1(2)

Submitted cert request to superior GAsubmitted time and date>

Configured CA to use an existing cretil® on HSM- <serial>, <issuer DN>, <subject DN>, <&Zbded cert>

RAMI

=a

==

Unauthorized access

0 FPT_KST_EXT.2

Processed a requeskreq ID>, <serial>, <subject DN>, <signer serial, subject DN>
o FCS_COP.1(2)

Issued a CRL [ and deleted old GREjgner srial>, <signer DN>, [<# of CRL deleted>]
Changed status of a cerkserial>, <status>

DBAccess

= =4 =4 =8 -8 -a-a -

=

Unauthorized access

Queried audit trail of this CA accouksql>

Queried certificate table of this CA accourtsql>

Got index information of certificateable of this CA account

Updated index of the certificate table of this CA accourdgql>

Replaced contact email address list associated with the certificate entries of this CA accoldraddress>,
<new address>, <update count>

Validated if user is atbrized to use the DBAccess API of this CA account
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Configuration 1 Updated account configuration<changes>

Revocation policy

Enrollment— Configuration/Web/RAMI/EST

Public Site setting

Certificate Issuance Extension/Properties/Filter

OCSP Responder Sett

CRL Processing Setting

Email Configuration

Added/Removed/Updated an LDAP configuration

Enabled/Disabled this CA account

Added EST subscribessubscriber name>

Removed EST subscribersubscriber name>

Updated EST password for subscribesubscribe name>
Added/Updated/Removed saved audit search

Created a profile [and copied setting from other profidejprofile name>, <copied profile name>
Removed a profile <profile name>

Del eted prof i-l<proflename>nf i gur ati on
Deleted the ACL for prité - <profile name>

O 0O O0OO0OO0OoOOo

R e e |

<permission>, <cert DN>, and <issuer DN>

0o FMT_SMR.2

Updated pr of i {<profie nathe>sqHarggs>n a me
Updated next serialumber- <changes>

= =9

Added/Removed cert to/from profile ACL, or update permission of a cert in profile 4bfile name>,

EST  Unauthorized access
0 FPT_KST_EXT.2

b64-encoded p10>, <EST response: <HTTP code>exiabde P7>>
o FCS_COP.1(2)
o FIA EST EXT.1

1 Processed EST simpleenroll/simplereenroll evetissued cert info: req ID, serial, subject DN>, <signer: ser
subject DN>, <EST subscriber info: <subscriber name> or <client: serial, subjest&ND)N>>, <EST reques

TABLELG6 CATABLEAUDITABLEVENTDETAILS

9.1.3 FAU_GEN.2 User Identity Association
As stated irSection9.1.2 each audit event has an associated subject identity which is auaktée
Client ID

For the TOHf the event results from the actions of a user or entity authenticated by using a
certificate this is always th&ubjectDNof the certificate used to authenticatd-or events that are
generated by therOEduring installation or through automated taskke Client ID field contains
(va) and the Client field contairisystem] . For events generated via unauthenticated pagesch
CRLetrieval viathe public sitethe Client ID field containg/a) and the Client field contains the IP
address that accessed the page.

The environmental Operating System uses the login name of the user account causing the event.

9.1.4 FAU_GCR_EXT.1 GeneratioGadtificate Repository

The TOE stores certificates and CRLs it issues in tables in the environmental database. When an
issuer account is createthe TORIses the Java JDBC API to crettilesin the database to hold

the certificates CRLs, and auditfermation for the new issuer
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9.1.5 FAU_STG.4 Prevention of Audit Data Loss

If the locally storecaudit trail cannot be written to, the TOE stops all activity and shuts itself down.
Once the issue is corrected, at the local console, by an administrator, theahQie restarted. The
TOE detectssues withithe audit trail when it attempts to write audit, or other information, to the
environmental databasand an exception is throwrf the database fails with an error indicating
that the local file system contaimg the database and other log files is full, it throws an exception
indicating that and th& OEhandles itas described.

To correct the issuea user with administrator rights to the environmental Operating System must
login to the local console, corretite storage issue, and restart the TOE.

The TOE does not allow an auditor (or anyone else) to perform any actions if the audit trail is full.

9.1.6 FAU_SCR_EXT.1 Certificate Repository Review

The TOE's web interface al |l owestificatasdysabjectnamédre audi t o
serial number using the certificate search link. The search results include the certificate request ID

which can be used to search the audit trail for any events related to that certificate.

The TOE stores all certificatdarmation in tables in the single environmental database. This
database also stores most o treatedhilethe @afaBasesis audi t recor
inaccessiblein separate tables. Access to the database is limited to the TOE.

9.1.7 FAU_SAR.1 Audéview

Any privileged user who appears on an auditor ACL within the TOE is a member of the auditor role
for that portion of the TOE to which the ACL appligsere isan ACLfor the administrative site and

an AClfor each CA accounfomeonamay beanauditor on the ACLfor the administrative site

andor one ormore CA accountsites Restrictions on security roles aglescribed in Sectio8.6.8

The auditor role hsthe ability to read all the information from thEOEaudit re®rds (except those
accessible only by local login to the @B8)l perform searches of tHe O Eaudst datausing theweb
interface The auditor rolecan alsaexport audit datan a comma delimited file fogprocessing in
another program or access audit dataough the DBAccess interface.

There is one administrative audit log that is stored in a table in the databasesahdssuer (CA
account) has its own audit log thiststored ina separate tabldor each issuein the databaselIn

general, the administtive log contains actions performed by administrators and the issuer audit log
contains actions performed by the @Pperations Staff. The table ie@&ion9.1.2details which items

go into which table.

No userincluding memiers of theauditorrole, has the ability to delete or modify the audit data via

the TOE. The TOE does not provide any interface or mechanism to complete such actions. The files
making up the databasandlocal diagnostic audit logre protected by theenvironmental (perating
Systemandits access controls.
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9.1.8 FAU_SAR.3 Selectable audit review
As noted above iection9.1.4auditors can search the certificate database to obtain the Request
ID. The auditor can then search the audiil and specify the request ID in the event field.

It is also possible to obtain the request ID solely by searching the audittlsysot obvious from the
interface that this is possible, but by using the Event matches field and wildcard searchesntive
accomplished. For example, specifying Event matches: *serial number* will return all audit entries
containing that serial numbeAt least oneof those results will contain the Request Identifier that
uniquely identifies and links requests to dédates within the TOE.

9.1.9 FAU_SEL.1 Selective Audit

Specific auditable events can be selected by ewg in the audit configuration portion of the
CertAgent Administrative Sitdhs t he TOE’' s audit trail retains ever
time, this option allows theauditor to enable and disable collection of evenfased on their
perceived value. For example, events generatedb$ Sessiatctivity mayonly be of interest when
there is a canection issugandan administratormay elect toenable them only when something is
not working properly

9.1.10 FAU_STG_EXTE#ternalAudit Trail Storage

The TSF maintains audit data locallthe environmentaldatabaseand file systemvhich are both
located onthe same hossystemas the TOEThe TOE commigates with the database using the
Java JDBC API.

Audit trail data may be transferred to an external IT entity by having that entity use the DBAccess
RESTAPI. This connection is clieatithenticated and encrypted using THETPSThe external IT

entity isexpected tainitiate the connection to the TOE apdll the TOE periodically to obtain
updated audit entries.

9.2 Communication (FCO)

The TOHRSses the PKCS#11 Cryptographadule to digitally sigrertificates CRLs, and OCSP

responseait createsusing one bthe algorithmsn the table belowas determined by the issuing

certi fi caTheTCOE algoaises theyPRE@&S#11 Cryptogidpligle to digitally sign the Trust
Anchor database table, the ACL database table, and to decrypt DEKs used to encrijpt skatai

that the TOE persists in the databa$ée choice of key type and size is made when the issuer
credentialor “ Sy st e nv'created and eemasso aritil a new credential is createthe

table differentiates between key sizes that can leaerated vs those that it can supporig(,the

PKCS#11 Cryptographic Module can be used to generate a public/private key pair using its own tools
that may support different key sizes than th@®Htself can generate on thEKCS#11 Cryptographic
Module).

Key Supported Key Sizes Generates Key Sizes
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Type
RSA 2048hbits or greater 3072, 4096, 8192

ECDSA | All NIST defined B, K, and P cumwéh key length NIST curves:-B56, R384, R521
256-bits or higher

TABLEL7 SUPPORTEKEYTYPE®NDSZES

Any certificate requessubmittedto the TOE must have a vapdoof of originregardless of how it is
submitted (upload, EST, etc.). Except for e=xia submitted through RAMtihe TOE requires a valid
digital signaturecovering the requedby a private key matching the public key in the requ@ste
digital signature on these requests is checked when they are subméttetlif not valid the request
is rejectedIn the case of an Rdsing RAMIthe RAcan beresponsible for proving the origiof

requests it submitsanduchp r oof I mpl i ed by herlguesRTAUsthe T®OEb mi ssi on o

supports unsigned certificate requests through RAky.

The TOE generates CRLs andrtes a buikin OCSP responder for use by relying parties. CRLs and
OCSP responses are digitally signed as described above.

The TOE supports EST’ sinBA B EXT.IRequests retemadniaESAs def i ne

must bedigitally signedT he TOE’' s EST responses contain the
therequest. Simple ERToes n’ t s u p pToea TOE alleve & sulsdribeotmrequest their
certificate be revoked using a HTTPS/TLS client authenticated webQuaggethe subscriber

successfully authenticates to the T@Eing a certificate, the TGHsplays a list of certificates issued

by the same issuer DN amdth the samesubject DN as the certificate used to authenticate. The
subscriber can then select one or more certificates from that list and revoke them.

For the purposes of cros=ertificationor to become subordinate to another issuer, the TOE can
generate certificate requests in the PKCS#10/RFC2898 format.

Associated SFRCO_NRO_EXT2rtificatebased proof of origin

9.3 Cryptographic Support (FCS)

9.3.1 FCS_CDP_EXTryptgraphic Dependencies

As explained earlier in this document, the TOE includes its own cryptographic module (the ISC CDK)
andalso uses an external compongftie PKCS#11 Cryptographic Module) for cryptographic
functions.The easiest summarytisat the PKC&L1 Cryptographitodule performs all sensitive

private key operations, anithe TOE uses the ISC CDK for ehiryg else Both the ISC CDK and the
PKCS#11 Cryptographic Module in the evaluated configuration are FIRS/akdated.

The following table agmpts tobreak this down further
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Functionality SFRs

TOEComponent
Invoking the
Functionality

Cryptographic Provider
Performing the Function

TLS/HTTP&ssion establishmerfincludes
ephemeral key geand key derivationhashing,
HMAGC and symmetric encigtion asrequired by
TLS/HTTPS)

FCS_HTTPS_EXT.1, FCS HXS$.1FCS_CKM.2
FCS_CKM_EXT.4, FCS_COP.1(1), FCS_COF
FCS_COP.1(4), FCS_RBG_EXT.1

Apache Tomcat

ISC CDK

TLS/HTTPS session establishment (digital
signature required by TLS/HTTPS)
FCS_HTTPSIEX FCS_TEEXT.1,
FCS_COP.1(2), FCS_RBG_EXT.1

Apache Tomcat

PKCS#11 Cryptographic Module

Asymmetric key generation of TLS/HTTPS sef
credentials
FCS_CKM.ECS_RBG_EXT.1

CertAgent

PKCS#11 Cryptographic Module

Asymmetric key generation of TLS/HT TIR®itc
authentication credentials
FCS_CKM.ECS_RBG_EXT.1

CertAgent

ISC CDK

Certificatevalidation certificate request
validation, trust anchor table validation
FCS_COP.1(2), FCS_COPHA(S_CKM_EXT.5

CertAgent

ISC CDK

Asymmetric key generation oféh T GEK s
(referredysttoe m's ctrheed €
protect TOE data

FCS_CKM_EXT.1.1(2), FCS_RBG_EXT.1

CertAgent

PKCS#11 Cryptographic Module

Symmetric key generation of DEKs used to
protect TOE data prior to storage in the
database

FCS_CKM_EXT(), FCS_ RBG_EXT.1

CertAgent

ISC CDK

Symmetric encryption/decryption with DEKSs tg
encrypt/decrypt TOE data prior to storage in t|
database

FCS_COP.1(1)

CertAgent

ISC CDK

Encryption of DEKSs using the public key portig
of the TOERK §Symmétr
credential)
FCS_RBG_EXTFCS_CKM_EXTRES_CKM.2

CertAgent

ISC CDK

Decryption of DEKs using the private key porti
of the TOERK §Symmétr
credential)

FCS_CKM_EXT.8

CertAgent

PKCS#11 Cryptographic Module

Asymmetric key generatioof issuer credentials
FCS_CKM.ECS_RBG_EXT.1

CertAgent

PKCS#11 Cryptographic Module

Hashing of certificate request, certificate, CRL
and OCSP ‘to be signge

FCS_COP.1(3)

CertAgent

ISC CDK
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Digital signature over certificate, CRL, and OC CertAgent PKCS#11 Cryptographic Module
respongs
FCS_COP.1(2), FCS_RBG_EXT.1

Digital signature verification of certificate CertAgent ISC CDK
requests, certificates, and CRLs
FCS_COP.1(BCS_CKM_EXT.5

Digital signature over certificate requests for tff CertAgent ISC CDK
initial set of authentication credentials
FCS_COP.1(2), FCS_RBG_EXT.1

Keyedhash message authentication for secure CertAgent ISC CDK
storage of EST password check values
FCS_COP.1(5)

TABLEL8 CRYPTOGRAPHIUTIES

TheT& i nterfaces with the PKCS#11 Cryptographic Mod
API is embodiedsa shared library (a DLL on Windows and a .so on Linux) that exports a C API as

defined by the PKCS#11 specification (also known as Cryptoki). Digtadtation the TOE prompts

for this library and stores the library path and name for future use. As described below, the TOE

creates a number of certificates and private keys using the PKCS#11 Cryptographic Module during
installation. One of these keysi tyset e€m” credential which is used to
the TOREN orderto start. When the TOE start initializes the PKCS#11 API and logs into the module

using the password supplied by the privileged user starting the [T@I. TOE startand the

PKCS#11 Cryptographic Module is incorthbet“Sy s t e m”  cwill dedmasaingindathe TOE will

fail to start. The TOE keeps the initRKCS#1lbgin session open while runningdoat it doesn’ t
need to call thdogin function repeatedlyThe table below lists the PKCS#ARI calls used by the

TOE

Operation PKCS#11 Functions
TLS/HTTPS session establishment (digital C_Signiit, C_Sign
signature and asymmetric decryption required
by TLS/HTTPS)
FCS_HTTPS_EXT.1, FCS_TLSS_EXT.1,
FCS_COP.1(2), FCS_RBG_EXT.1
Asymmetric key generation of TLS/HTTPS sel C_GenerateKeyPair
credentials
FCS_CKM.1, FCS_CKM@S_RBG_EXT.1
Asymmetric key generation of tiHEOE ' s | C_GenerateKeyPair
(referredysttoe m’s ctrheed €
protect TOE data
FCS_CKM_EXT.1.1()SFRBG_EXT.1
Decryption of DEKSs using the private key porti RSAC_Decryptinit, C_Decrypt
of the TOE's Ssymmeét r ECCC DeriveKeyG_ DigestinjtC_DigestUpdate, C_DigestKey,
credential) C_DigestFinal
FCS_CKM_EXT.8
Asymnetric key generation of issuer credential C_GenerateKeyPair
FCS_CKM.ECS_RBG_EXT.1
Digital signature over certificate, CRL, and OC C_Sighit, C_Sign
responses
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FCS COP.1(2), FCS RBG_EXT.1

Random mmbergeneration C_GenerateRandom

Session management C_OpenSessiofl,_GetSessioniInfo, C_CloseSession, C_GetSlotLi
C_GetTokenInfo, C_GetMechanisminfo, C_Getlnfo

Authentication to the device C_Login, C_Logout

Object management C_FindObjectslInit, C_FindObjects, C_FindObjectsFinal,
C_GetAttributeValue, CeB\ttributeValue, C_CreateObject

Startup/Shutdown C_lInitialize C_Finalize

TABLEL9 PKCS#1APIFUNCTIONS

The TOE installer creates a number of certificates and private keys during installation to enable the
system to start and &w the administrator to configure, and issue production certificates. To do

this, the TOE installdirst creates a sel§igned root certificatd RSA3072/SHA384) using the

PKCS#11 Cryptographic Modatethen usesthat root to issue the other certifidas (TLEHTTPS

server, administrator, CA operations staff, and auditerspse private keys are store in password
protected files onthe n v i r o tocaHila systesn Thesekeys are generatelly the TOHRising the
ISCCDK and are all RS8A872SHA384 credentials

During installationtie TORises thePKCS#1MryptographicModuletog e ner at e Syasnt eimm’i t i al “
credential (certificate and private kewhich isseltsigned T h & s‘'t em” credenti al i's an
REHKised by the TOE to encrypt/decryipEKdghat encrypt sensitive information the TGEbres in

the database. This key is also RRBR2SHA384. The data formatusedby the TOE when encrypting

the sensitive informationis the Cryptographic Message Syntax (CMS) as defined in RFC 5652. CMS is

the basis of S/IMIMEand provides a format for storing data encrypted using a traditional hybrid

encryption scheme in which a symmetric DEK is used to encrypt the bulk of the data and the DEK is

encrypted with an asymmetric KBKREK

TheTOEuses thelSC CD# createephemeral ECOEkeysduring TLS/HTTPS negotiateomd when
encrypting sensitive data if the “System” credent.i

9.3.2 FCS_STG_EXT.1 Cryptographic Key Storage
The table below lists the secret and private keys andt therpose, protection and location.

Key Purpose Storage Protection
CA Issuexr Signing certificates | PKCS#11 Protected by the PKCS#11
(asymmetric) CRLSand OCSP Cryptographic QyptographicModule.
responses Module
TLEHTTPSServer Sener PKCS#11 Protected by the PKCS#11
Key(asymmetric) Authentication Cryptographic QyptographicModule.
Module
“ Sy s Credaritial | Encryption of CA PKCS#11 Protected by the PKCS#11
(asymmetric) secrets HSM PINs, | Cryptographic QyptographicModule.
database password | Module
etc.)
TLEHTTPElient Key| Authentication Web Browser key Protected by the web browser.
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(asymmetric) store

CA CMS DEKs Data encryption Stored with the Encrypted uSisngmt
encrypted data in credentikey.” s publ
the database

TABLE20 CRYPTOGRAPHKE YSTORAGE ANBROTECTION

During installation the initial set GfILS/HTTP&ymmetricclientauthentication keys and certificates
(that correspond to the supported roles) agenerated by the TOE amsdved as passwonglotected
PKCS#12 fileshose private keys are encrypted using /B, © be imported into a web browser
in order to access the TOE.

9.3.3 Cryptographic Validatidmformation

The following tablssummarizethe relevantcryptographic validatiocertificatesfor the two
components providing cryptographic functionality in the solutidhe sections that follow provide
additional information for each cryptographic requirement.

Gemalto SafeNet USB HSM ISC CDK Certificate

2403 3105

TABLE21FIP34-2 VALIDATIONDERTIFICATES

Operation(s) CAVP CAVP NIST SFR(s)
Algorithm | Certificate(s) | Standards)
List
Generate Random DRBG 428 SP80e0 FCS_RBG_EXT.1
Key Pair Generation | ECDSA 461, 464 FIPS 188 FCS_CKM.1(b), FCS_CQRa(

Signature Generation

Key Generation RSA 1369, 1372 FIPS 188 FCS_CKM.1(a), FCS_COP.}(2)(a
Signature Generation

TABLE22 GEMALTCAFINETUSBHSM CAVRCERTIFICATES

Operation(s) CAVP CAVP NIST SFR(s)
Algorithm | Certificate(s) | Standards)
List

Ercrypt (CBC) AES 4002 (CentOS 6.7)| FIPS 197; FCS_COP.1(1)
Decrypt (CBC) 4396 (Win 2012R2) SP80EBSA
Generate Random DRBG 1192 (CentOS 6.7)| SP80O0 FCS_RBG_EXT.1

1416 (Win 2012R2
Key Pair Generation | ECDSA 892 (CentOS 6.7) | FIPS 18@ FCS_CKM.1(b), FCS_COP.1(2)(b)
Signature Verification 1055 (Win2012R2)
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PBKDF2 HMAC 2615 (CentO0S 6.7)| FIPS 198 FCS_COP.1(4)
TLS PRF 2914 (Win 2012R2
Generate Random

ECDHEphemeral KAS 85 (CentOS 6.7) SP80EB6A FCS_CKM.2

Unified) 186(Win 2012R2) | R3

Key Generation RSA 2065 (CentOS 6.7)| FIPS 18@& FCS_CKM.1(a), FCS_COP.1(2)(b)
Signatue Generation 2378 (Win 2012R2

Signature Verification

Hash Data SHS 3307 (CentOS 6.7)| FIPS 18@ FCS_COP.1(3)
3625 (Win 2012R2

TABLE23ISCCDKCAVRCERTIFICATES

ThelSC CDRIPS validatiowasperformed on platforms other than those used for this validation
andseparate algorithm tests wengerformedusing the CAVP processcover themissingplatforms

9.3.4 FCS_COP.1(5) Cryptographic Operation (PasB8asetl Key Dertion Function)

The TOE uses PBKDF2 as defined in RF@Qra898ST SP8AB2to create the check values for EST

user passwords using HMAEA256, an &byte salt, and 2048 iterations. TR&CS COP.1(5)

requirement is included solely because the TOE usE® PB to store a check value of EST user
passwords as described in FCS_COP.1(4). PBKDF2 is not used to protect key shares per
FPT_SKY_EXT.2; itis not used to enforce access by privileged users; and it is not used for encryption.
EST users are not privilgjusers.

TheTOE usethe input passwordlirectlyas the HMAC kewithout any conditioning. Although the
output is not used as a key, the output of the hash function is used within the HMAC construct and
thus the resulting output is a 256it value that ould be used as a 256it key.

9.3.5 FCS_CKM_EXT.1(1) Symmetric Key Generation for DEKs
The DEgenerates DEKs of 28t lengthusing the ISCDKo encrypt sensitive data prior to storage
in the database

DEK Information

CMS Symmetric | This key is genated by calling getrand2(32) method in the ISC CDK which ret@2byge
Key (256bi t) random value from t hesel@réctly@die’key. a

TABLE24 DATAENCRYPTIOKEYS

1 NIST SP 8e®7 Part 1, Revision 4, states that the comparable security strength of FBHRR56 for key derivation functions is at least 25i6
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9.3.6 FCS_CKMQ@ryptographic Key Genei@at, FCS CKMQ@yptographic Kegstablishment
The TOHRusesthe ISC CDt generatean ephemeralasymmetric cryptographic kedgr key
establishmenis a recipientduring TLEHTTPSessiorestablishmentandas a sender and recipient
when t he * Stakistae BCC kay pa@r.d e n

During installation the TOlses the PKCS#11 Cryptographic Module to genénateitial
TLHHTTPServer key foHTTPS/TLS operatioas described in the introduction

Key Protocol Information

TLS ECHKey HTTPALS The TOE &s the ISC CDK dgenerate these keyas part of theHTTPSILS
negotiation The key type is negotiated during session setag is one of
the NIST curves-P56, R384,0r P-521

TLS Server HTTPALS The TOEstalker createsan RS/A072/SHA384 credential forthe
Credential HTTPA LSserverusingthe PKCS#11 Cryptographic Module
CMS ECDHE Key CMS The uses the ISC CDK to generate an ephemeral ECDH key pair when

encrypting sensitive data using
ECC key paifthedefa | t “ Sy st em” -3872/8HRIBAH,t i a l
however thiscredential carbe changegostinstallationu s i ng t h
Admin Site The options presented when selecting the key type to gener
are RS/A072, RSA096, RSA8192,NIST curv®-256,NIST curvé-384,or
NIST curv@®-521

TABLE25 KEYESTABLISHMENEYS

The TOE uses the PKCS#11 Cryptographic Module to generate the initial set of credentials as
described in the introduction to this section. The specific SFRs that usg onrtHese keys are:
FAU_GEN.2, ECO_NRO_EXT.ZCO_NRO_EXT.FZS_COP.1.1(FJA_X509_EXT.2ATP_ITC,1
FTP_TRP.1.1

Key Information

HTTPS/TLS Serv{ The TOE installer uses the PKCS#11 Cryptographic Module to create 207R $fedenil for
Credential HTTPS/TLS server authentication.

Initial The TOE installer uses the ISC CDK to create threeaniti@ntication credentials (certificates
Authentication and private keys). Each are REN2.
Credentiad

Issuer Credentialy The TOE uses the PKRCS Cryptographic Module to generate RSA or ECC keys for certifica
issuance, CRL signing, and OCSP response signing. The allowed key sizes and types are
3072, RSA096, RSA192, USP-256, USP-384, USP-521.

“Syst em” | The TOE uses the 8#11 Cryptographic Module to generate RSA or ECC keys as the RE}
Credential used when encrypting sensitive data before storing it in the environmental database.
allowed key sizes and types are: FBB&2, RSA4096, RSA&8192, USP-256, USP-384, USP-521.

TABLE26 OTHERASYMMETRIBEYS
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As the tables indicate the TOE supports B326 and larger key sizes but they were not tested for
use in the evaluated configuration.

9.3.7 FCS_CKM_EXT.4 Cryptographic Key Destruction
The TSF destroys aliyptographic keys and critical security parametassollows:

Key Type Information
CMS DEK Symmetric Residesas plaintextin memoryonly. Clearedy the|[SCCDK when
the operation completes
TLS ECDHE Asymmetric Resides as plaintext in memory only. Céshby the ISC CDK when

the HTTPS/TL&perationrequiring themcompletes.

TABLE27 KEYDESTRUCTION

The TSF destroys all plaintext keying material in memory by clearing the memory. No plaintext keying
material is kept outside of memmp. Other data considered sensitive by the TOE is cleared as
described in the following table.

Password Information
PKCS#11 This PIN is required to be injected by an administrator after system starhgPIN is converte
Cryptographic in to an objectmanaged by the ISC CB#d the ISC CDK overwrites this memory with egro
ModulePIN for when the value is no longer needed
the “Systent’
credential

Email password

Encryptedusing“System’cr e d e nt i a |l and stoped ib thé datablse.yf an email
comection is required, the password will be decrypted and stored in men#dtgr closing the
connection, thereference tothe plaintext password wilbe destroyed and a Java call
immediately made to request garbage collection.

Database Encrypted p“Systenfc r e d e nt i a landstorgduntddcal dataltasepnfiguration file.

password After the system PIN has beemtered the databasepassword wilbe decrypted and stored in
memory.At system shut downthe reference toplaintext password wilbe destoyed and a Java
call immediately made to request garbage collection.

PKCS#11 Encrypted by Systeni’c r e d e nt i a landstorgduniihle databakee If/a signing operatiq

Cryptographic is required and the PKCS#Htcessriformation is different fronthat of the “ System’

ModulePIN for credential the PIN will be decrypted and stored in memangnaged by the ISC CDK. When th

CA issuer operation completeshe ISC CDK will overwrite this memory with zeroes.

credentials

ESTsubscriber A PBKDFHMAGSHA256, 8-byte salt, 2048 iterationg)enerated check value is stored in the

password database. When an EST request uses a password for authentication its PBMBEZHA256

check value is computed and compared to that in the database. When the operatigpietes
the reference to the plaintexEST passwondill be destroyed and a Java call immediately ma
to request garbage collection.

TABLE28 SENSITIVEATADESTRUCTION
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All other keys on which the TOE is dependent are managedestdoyed by the environmental

PKCS#11

Cryptographic

Mo dul

The TOE’

own key

clearing memory allocated by the environmental Operating System using APIs provided by the same.

9.3.8 FCS_CKM_EXT.5 Public Kegtiitye
Public keysised by the TSF to meet CA requiremets protected against undetected modification
through the use ofligital signaturegnd by the Operational Environmeriior those public keys
protected by the TOE, dgital signatureis usedand itisverified upon each access to tpeblickey.

The table below shows the public keys used by the tb@&eet CA requirementthat are protected

by the TOBr the OperationalEnvironment.

Key

Storage

Protection

Integrity

Purpose

Issuer certificates

Database and

Operational

Operational Environment

Public signature key fo

PKCS#11 Environment certificate and CRL

Cryptographic signing, and for signing

Module OCSP responses
CertAgent tust anchor | Database Digital signature Verification of digial Certificate path

certificates

signature

validation

Apache Tomcat trust
anchor certificates

Local file system

Operational
Environment

Operational Environment

Certificate path
validation

ACL certificate Database Digital signature Verification of digital Access control
signature
HTTPS/TLS Server Key | PKCS#11 Operational Operational Environment | Server authentication
Cryptographic Environment
Module

TABLE29 PUBLICKEYINTEGRITY

Operational Environment Protection

Issuer certificates are protestl by the PKCS#11 Cryptographic Module. The TOE maintains a copy of
each issuer certificatm the environmental database. Access to the database is controlled by the
environmental Operating System.

The HTTPS/TLS server certifidgatprotected by the PKESEL Cryptographic Module.

Access tohlie Apache Tomcat trust anchor ketpreis controlled bythe environmental Operating

System.

SignatureValidation

Signatura incertificate requess are validated when:

1 submitted via the Public sitethe certificate request willbe rejected if validation fails

Page85
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1 submitted via EST or RAMI; the operation will fail if the certificate request is invalid

1 viewedin the Advanced Certificate Request dialog; an error message will be displayed
and the issuance option wile disable if validation fails

9 issued the action willbe aborted if validation fails

Signature incertificatesissued by a CA accouartd stored by the TOURill be validated
when:

1 viewedinthe Advanced Certificate dialpgn error message is displayed on faglur

1 parsed fordisplay; an error message is displayed on failure

Signatursin issuer certificatewill be validated when:

9 assiged asa CA credential to a CA accoua error message is displayed and the
operation aborted on failure

1 used to issua certificate; an error message is displayed and the operation aborted on
failure

9 used to issue a CRL; an error message is displayed and the operation aborted on failure

9 used to create an OCSP response; an error message is displayed and the operation
aborted on félure

1 parsed for display; an error message is displayed and the operation aborted on failure

Signaturain trust anchor certificatewill be validated when:

1 added b the trust anchor listan error message is displayed aheé action aborted if
validationfailed

91 parsed for displayan error message will be displayed if validation failed

1 when used to validate a certificate patbn failure access using that trust anchor will be
denied

The ggnatures ovethe ACL tablés validated when:
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1 the TOE starts; th&€OE will shut down if validation fails

f when requested by a privileged user through t
is displayed and the TOE shuts down on failure

1 when the ACL is checked for membership; the TOE will shut down if validation fails

The signature over th€ertAgenfTrust Anchor table is validated when:
1 the TOE starts; the TOE will shut down if validation fails

f when requested by a privileged user through t
is displayed and the TOE shuts dowrfaiture

M when a certificate in the Trust Anchor database is used; the TOE will shut down if
validation fails

9.3.9 FCS_COP.1@yyptographic OperatioMESEncryption/[2cryption)
TheTOBperforms encryption and decryptioas follows:

1 The TOE uses the ISC @perform AESCBGncryption/decryptwith 256-bit keys
during TLHTTPSegotiation.

1 The TOE usdhe ISC CDK to perforAESCBQncryption/decryptionwith 256-bit keys
whenstoring/retrieving sensitivelatain the database. The encrypted data ishe CMS
format (RFC 5652). THeES DEK encrypted using asymmetric encryption with the
“System” credential’ s public key

The | SA&Pliacdes@++ objecfor AES operations and, on all platforms, the TOE uses the

int andcrypt methods in that object foAES encryption/decryption. The function takes as

i nput the type of operation (encrypt or decrypt),
an array of bytes, a mode of operation (CBC), and an initialization vector as an array of bytes.

9.3.10 FCS_COP.1(2yyptographic Operation iyptographicSgnature)

The TOmvokesthe PKCS#11 Cryptographic Module to perform signature operations (issuing
certificates, creating CRLs, or creating OCSP respomnbes)OE uses the ISC CDK to digitally sign
RSAcertificate requests as part of the installation process that generates the initial set of
authentication credentialsThe key sizes supported are those listedatlel7 Section9.2. The table
belowshows thedetails.
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authentication message
verification

requires client authentication, the
signature sent by the client is
verified by the TOE using the 1S(
CDK.

Object Signed Cryptographic Details Function Invoked
Module/API (on all platforms for all
supported algorithms, modes,
and key sizeg
Certificate regiest PKCS#11 The TOE creates certificate C_Signlnit, C_Sign
Cryptographic requests for crossertificate
Module signing and subordinate issuer
creation. The requests are signe
using the PKCS#11 Cryptograph
Module.
Certificate request ISC CDK The TOE creates the initial set off Key::Sign
authenticationcredentialsasRSA
certificate requests Wich are
signed by an initial root
certificate. The requests are
signed by the private key
generated by the ISC CDK.
Issued certificate PKCS#11 The TOE signs certificates using| C_SignInitC_Sign
Cryptographic the PKCS#11 Cryptographic
Module Module.
CRL PKCS#11 The TOE signs CRLs using the | C_Signlnit, C_Sign
Cryptographic PKCS#11 Cryptographic Module
Module
OCSP response PKCS#11 The TOE signs OCSP responses C_Signlnit, C_Sign
Cryptographic using the PKCS#11 Cryptograph
Module Module.
Rootcertificate PKCS#11 The TOE signs root certificates | C_Signlnit, C_Sign
Cryptographic using the PKCS#11 Cryptograph
Module Module.
“System” cer| PKCS#11 The TOE si gns t| C_Signinit, C_Sign
Cryptographic certificate using the PKCS#11
Module Cryptographic Mdule.
TLS/HTTPS PKCS#11 The TLS/HTTPS ciphersuite use{ C_Signlnit, C_Sign
ServerKeyExchange Cryptographic ECDHE for key agreement and t
message Module TOE uses the PKCS#11
Cryptographic Module to sign a
hash value as part of the TLS
negotiation process
TLS/HTTPS client ISC CDK If the TLS/HTTPS connection For certificates containing a

RSA pulic key: RSA::encryp

For certificates containing a
ECC public key:
Key::SignCheck

2The algorithm and key size for the specified operatiomsdatermined solely by the key type and size of

the public/private key that is performing the operation.
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Trust Anchor and ACL PKCS#11 The TOE uses t h C_Signlnit, C_Sign
tables Cryptographic credential to sign the serialized
Module contents of the trust anchor and
ACL database tablesing the
PKCS#11 Cryptographic Module

TABLE3O SGNEDOBJECTS

Signature verification is detailed in Sect@B.8for those keys that the TOE stores. The TOE also
validates signatugs on certificates presented for client authentication purposes in HTTPS/TLS
connections, and used to digitally sign trusted updalesverify any digital signaturehe¢ TORIses
the ISC CDK and either thesA::encrypt  Or Key::SignCheck ~ function dependiig on the key type.

9.3.11 FCS_COP.1@)yptographic Operation (CryptographasHing)
The TOE usebké ISC CDK fmerform cryptographic hashingsfollows:

1 When establishing a TIEBTTPSonnection
0 Supportsthe TLS 1.1 PRIRd message digest size 28i8s
0 Suppors SHAL for signature validatioas required by TLS 1.1
1 When digitally signing the Trust Anchor and ACL database tables for integrity protection.
0 Uses SH#384
1 When creating certificate<ertificate requestsand CRLs
0 Supports SHABB84and SHA12and messagedigest size 384nd 512
1 When creating OCSP responses

0 Supports SHA, SHA256, SHA84, SHA12 and message digest sizes 160, 256,
384, and 512

1 When verifying certificates, CRLs, and certificate requests

0 Supports SHA, SHA256, SHA84, SHA12 and mesagye digest sizes 160, 256,
384, and 512

9.3.12 FCS_COP.1@}yptographic OperatioikKeyedHashMessageiuthenticatior)
TheTOE uses the ISC CDiRadorm key hash message authenticatas follows:

1  When establishing a TIEE TPS®onnection
0 Supports the TLS 1.RR(which uses HMAGHAL for parts of the

computation)with key size 25621-bits and output size of 28Bits
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1 When performing PBKDF2 for creating the EST password check (xali@eBBKDF2 is
performed when a privileged user in tiA Operations Stafble creates the password or when a
subscriber authenticates with the password

0 Uses HMAGHA256with key size 12@00-bits and output size of 25bits
1 When generating random numbers

0 Uses HMAGHA256with key size 25®its and output size of 25Bits

9.3.13 FCSRBG_EXTdryptographiéikandom BiGeneration
TheTOE uses thevo cryptographiomodulesto generate random numbers in the following ways.

1 The PKCS#11 Cryptographic Module

o CTR_DRBG(APSH)

0 Provider: Gemalto SafeNet USB HSM

0 Entropy Sourcehardwarebased mise source providing 38dits of entropy
1 The TOHmsing the ISC CDK

o HMAC_DRBG(SH2A6)

o Provider: ISC CDK

o Entropy Sourcehird-party software-based noise source providing more than
256-bits of entropy

The entropy doomentexplainsin detail the sourcesand amounts of entropyAsstatedin the
entropy assay, the TOE provides additional entropy to the ISC CDK DRBG using the PKCS#11
Crypt ogr ap b GeerateRhadehufineions

9.3.14 FCS_HTTPS EXT.1 HIHES TISSEXT.1 TLServer ProtocoFFCS_TLSS EXT2 T
Server Protocol with Mutual Authentication
The TOE providdl LS/HTTPS protected access to its external interfaces and remote IT entities.

The following ciphersuites are supported:
1 TLSECDHERSAWITHAES256 CBC_SHA

The default, initial, TLS/HTT&Sve key is RSB072 The TLS/HTTPS server ¢&ay be replaced

with aRSA4096 or largerkey pair if so desiredut this was not tested for use in the evaluated
configuration For TLS_ECDHE_RSA WITH_AES_256_ CBli&2 &hhAsupportecklliptic curvekey
ageementparameters are NIST curves secp256rl, secp384rl, and secp521rl also kneRtas P
P-384, P521, USP-256, USP-384, and U$-521.

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0 Page90



Only TLS 1.1 is supported in the evaluated configuralfariual authenticationusing valid X.509
certificatesis required for access to the AdmBite CAAccount Se, RAMI, DBAccedsSST using
certificatebased authenticationand the seHservice portion of the Public Site while themainder

of the Public Siteand EST without certificatieased authenticatiomlo notrequire mutual
authentication OCSP is available without mutual authentication over HTTPS/TLS or without any
security over HTTR.onnections requesting SSL 1.0, SSL 2.0, SSL 3.0, or TLS 1.0 are rejected.

The TOE supports filtering client certificateshgir distinguished name (DN) in order to allow an
administrator to restrict access to only matching certificatisgg a wildcard specificatiotf a client
certificate’s DN does not match the configured fil

See Sectiorb.9for additional details of the TLS/HTTPS trusted channels/trusted path provided by the
TOE.

9.3.15 FCS_CKM_EXT.1(2) Key Generation Key Encryption Keys

As described elsewhere, the TOE uses the PKCS#11 Cryptographic thlgeulerate an

asymmetric key pair (certificate and private key) that is designated &5 they s’ tredemtial There

is only one (1) active “ Sy%318.iwhen the TOH esastthe a | at a ti
PKCS#11 Grographic Modulethe PKCS#11 Cryptographic Module uses its random number

generation routines to generate the random values required for key generation. To our knowledge,

the PKCS#11 Cryptographic Module used in the etedusonfiguration generates thieey randomly

and its DRBG provides 2biis of security. In the evaluated configuration, tiiefault” Bstent

credentialis an RSA 307&t asymmetridkey, but can be changed using the T
another key type as listed ifablel7 and described in Sectidgh2 The" yteni credential s publ i c

key is used to encrypt DEKs which are used to protect sensitive data stored in the database.

Please see Sectich3.1and Tablel9for details on which functions in the PKCS#11 API are used to
generate these keys.

Please see Secti&n3.16for details on how the size of this key is identical to the key size used for
the encryption/decryption of data by this key.

9.3.16 FCS_CKM_EXT.8 Key Hierarchy Entropy

The TOE maintains a s credgntiabAs Rdfed irbedidnd.3eldhet he “ Syst em”
“ Sy s tredemtialis ised to encrypt DEKs T hseent ‘cr8dgntialis an asymmetricREK and thus

the encryption of a DEK is traceable through a hierarchy to aTREKREK is generated as described

in Sectiorf.3.15

DEKs are created when the HSM password or database pasamoedcrypted by the TOE (i.e.,

during installation or |l ater i f the HSM password o
interfaces) Encrypted DEKSs are stored in the database and used when the TOFostimsfirst

time the TOE requires accdssthe encrypted data.
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As stated irbection9.3.5 the DEK is a 28t key generated randomly using the ISCCTBK DR B G
getrand2() method, with an input parameter of 32 requesting 32 random bytes (i.e -Qi5§. Thus

the REK must provide the equivalent of 256t security. In the evaluated configuratiom RSA 3072

bit key is usedvhichmatchesthe Commercial National Security Algorithm Suite recommenddition
the protection of 25&bit AES keys

9.4 User Data Protection (FDP)

9.4.1 FDP_CER_EXT.1 Certificate Profiles

The OEimplements a certificate profile function anssuescertificatesconsistent withthe profile’ s
configuration A CA account can have one or more profildsch are configured by an administrator
usi ng t kkeinteffddd Using that interface the administrator can assign a name (account ID),
access control lisextensionsextensionkquest filter rule, and default properties to the profile

Thedefault certificate properties include RDN, validity period, sege digest, and DN encoding
format. Extensions includsubjectKeyldentifier, authorityKeyldentifier, basiciStraints, kelsage,
extendeKeylsage certificatePolicyetc. TheextensionRquest filter ruleallows administrator to
control how requested extesions that appear in certificate requests are handled. The
extensionkRquest filter controls, on a per extension basis:

9 if the extension request will be allowed to override the profile value

1 if the extension request will be ignored

9 if the presence of the @gnsion in the request will cause the request to be rejected
9 if the presence of the extension in the request will flag it for manual issuance

For keyldageand extendedKeythge extensions her e i s a special “dfequired e
this optionisspecified and t he «c er t i dontaingrecdselyheesgmeexensiodnd e s n’ t
valueas the profile to which it is submittedhe certificate request will be rejected.

Subscribers select the profile to submit their request to through
1 t he TubliEly accegsible web enrollment pages
T the ESTURLkhi ch includes the profile’s name
T the RAMI interface’s POST parameters

The TOE does not support or allow null nanfd®e TOE can generate certificates that comply with
the IETF RFC 5280 profile and casuem hat the requirements listed ine8tion 6.6.1 are met.
Specifically:

1 The TOE issues only X.509 v3 certificates whose version field contains the integer 2.

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0 Page92



1 The TOE never populates the issuerUniquelD or subjectUniquelD fields.

1 The TOE uses a sequensiatial number with 3 random leading bytes ensuring that the
serialNumber is ungiue for a given issuer.

1 The TOE will not issue a certificate whose notBefore value precedes the current time or a
certificate whose notAfter value precedes the notBefore value.

1 The TOE never issues a certificate with an empty issuer field.

1 The TOE only allows the use of the key types and sizes selected in FCS_COP.1(2) and always
populates the signature field and the algorithm in the subjectPublicKeylnfo field using an
OID for oneof the selected algorithmdhe allowed key types and sizes are: RSA with a key
size greater than or equal to 30¥2ts, ECDSA with a key size 8 orgreater and NIST
curve typeP-256, R384, or P521.

1 The TOE supportsnumber ofextensiors including: subjectKeyldentifier,
authorityKeyldentifier, basicConstraints, keyUsage, extendedKeyUsage, and certificatePolicy.

T The TOE never issues a certificate with a subj
accompanied by a populated critical subjectAltNaextension becauséi¢ TOE requires
the subject field to contain a nenull name.The TOE requires that the Name contain at
least one relative distinguished name.

1 When the profile includes a subjectKeyldentifier extension it is populated according to RFC
5280 section4.2.1.20pti on 1: “The keyl dedbitSHALIhashofi s compo:
the value of the BIT STRING subjectPublicKey (excluding the tag, length, and number of
unused bits)."”

1 When the profile includes a authorityKeyldentifier extensitas populated with the
subjectKeyldentifier value from the certificate being used to issue the certificate.

1 The TOE requires that keyUsage and extendedKeyUsage values in an issued certificate
contain consistent values. The TOE will not allow a prafileetcreated or updated if it
contains inconsistent values for keyUsage and extendedKeyUsdge.t he prof i |l e’ s
extensionRequest filter is configured to allow
keyUsage and/or extendedKeyUsage setting, the Wi Eeject requests with inconsistent
values.

Proofof-possessiomf the private keycorresponding to the reque$s addressed in Secti@2.

TSF uses the database sequence to keep track of tktesequential number. Ea@0-byte serial
number consigof 3 leading random bytes and 17 bytepresenting thenext sequential number
padded with leading zero$he random bytes are obtained from the ISC CDK ysiagg2() which
meets the requirements of FCS_RGB_EXT.1.
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9.4.2 FDP_CERXE.2 Certificate Request Matching
Each certificate request is identified by a unique requesthizh is linked to the issued certificate.
Eachcertificate is identified by a uniguissuer DN anderial number.

9.4.3 FDP_CER_EXT.3 Certificate Issuance Approval

The OEsupports the approval of certificates issued according to a configureificate profile

through the web interface, RAMI, or EST. Only privileggesswi t h * CA Oper ati ons
“certify’ per mi s s i dathe CAarourd web mterfacgwhecleis theiorflyi c at e s
interface through which manual issuance occurs)

If the Registration Authority Managemeiterface (RAMI) is enabled, a privilegedusart h  * CA
Operations Staff’ rol e and ‘ RAMMdIpécifyipgethe profilesoi on ¢

St af

an S

use and the requeswill be approved automaticallg s | ong as they have ' RAMI’

requested profile

If EST is enabled, anthenticatedsubscribercan submita request to the interfaceon a perprofile
bass, whichwill be approved automaticallif it meets the requirements listed in Sectiérb.5

9.4.4 FDP_CSI_EXT.1 Certificate Status Information
The DEprovides certificate status information whose format complies witfJT Recommedation
X.509v2 CRL, and the OCSP standard as defif&d BYFC 6960.

The TOE issues CRLs in accordance with RF@riRB0JT Recommendation X.5@% demand or
based on rules. The CRL format (validity, message digest, and whether or not reason &€odes ar

included) iconfiguredboy a CA Admini strator. Privileged users

revoke or ‘"RAMI’ permission, can iteeRAM a CRL
interface respectively. sPrStvaiflfe g erdo lues ecrasn wciotnhf
automatic CRL issuance using the web interfRtease see Sectiéh4.7for additional details.

The TOE accep@&CSP requesthat meet sectios2.1and 4.1.1of IETF RFC 6960. The TOE

processes requests per Section 4.4f2he specificationwhich states that support for any specific
extension is OPTIONAL. The only extension that the TOE supports is the Nonce extension as defined
in section 4.4.1f the RFCOther extensions are igned, unless they are criticah which case the

TOE will rejecthe request Section 4.1.2f the RFGtates that requests MAY be signed, but does not
indicate if or how a resporat should handle such requests. For these requebts,TIOE simply

ignores thesignature and treats the request as unsigned.

OCSP responses created by the TOE comply with section 2.2, 2.3, 2.4, 4.2.1, and 4.2.2.3 of IETF RFC
6960. The TOE does not support sections 2.5, 2.6, af 2hat specification The only supported

response ype isid - pkix - ocsp - basic . Responses are signed by the CA who issued the certificate in
guestion. The TOE returns “unknown” when it d

and does not return “revoked” ebponsdthiregsests nst ance.

containing the Nonce extension will include a Nonce extension. As allowed by section &f.2h2.3

on
i © gQUAY

oesn
Re
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RFC responses do include certificates in the certs
signature.

Privilegeduseswi t hOp eCrAat i ons ®ikéiofr’ * Raeissionarsubscliberscan
approvechanges tothe status of a certificate

This can be done via:
1 theT O ECAsccount weimterface
1 the Registration Authority Management Interface (RAMI)
T The TOE’' sveu b Init eribef slimanagementuvklbsinterface

The process varies based on the interface. Within either web interface, a list of valid certificates is
presented along with a button labeled Revokée rule for subscribers, is that they can aryoke,

and are only presented with, certificates containing the same issuer DN and subject DN as the
certificate which they used to authenticat€licking the button, and confirming the action in the pop
up, changes the status of the certificate. Via RASMbmitting a revoke request will change the

status of the certificate.

9.4.5 FDP_RIRSubseResidual Information Protection
The TOE does not store any personally identifiable information, that does not also appear in a
certificate The TOHoes handle ESJasswords and the TLS session object.

EST passwords enter the TOE via the web interface or the EST interface. For either [&#T, the
passwordsimmediatelyconverted intoa check value and the memory related to them cleared and

freed with possible garlge collection at some poinT.he conversion process passes the value into

the ISC CDK which perfasBKDF2 (as described in Secédhl12d and returns the check value. The

CDK's buffers are zerourmeed when the check value is

1. A EST password is entered into the TOE.
2. The EST password is passed to the ISC CDK.
3. The ISC CDK computes the check value, returns the check value, and clears the CDK buffers.

4. The TOE's Java servlet erases tiHeelatBdST passwor d

object
5, Someti me | ater the Operational Environment'’'s J.
garbage collection routines and frees the memo

Operating System.

6. The Operational Envi rleasmammemary plge befoet i ng System
allocating it to a process.
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Memory holding EST password values is cleared prior to deallocation by the TOE and prior to
allocation by the Operating Environment.

TLS session objects are a Java objects, the primary memberssigrieldlata that should not be
reused (session ID, roles held by the session) are Java String objects. When a session object is
created, possibly reusing memory, new Java strings are created and indtialittee empty string
destroying any residual inforation they may contain.

1. A new connection is established requiring the allocation of a new TLS session object.

2. When allocatedthe environmental Java Runtime Environment requests memory from the
environmentalOperating System.

3. TheenvironmentalOperating $stem clears each memory page before allocating it to the
process.

4. Theenvironmentaldava Runtime Environment clears each object when it is created.
5. The TLS session object is made available to the TOE for use.

Memory holding TLS session information is i@dgprior to allocation by the Operational
Environment.

9.4.6 FDP_STG_EXPublic Key Protection

The TSF implemenés integrity mechanism to protect some of the trusted public keys and
certificates used to validate trusted channel. Other public keys are pextdry the Operational
Environmentwhich provides access controlled storage

TheCertAgentrust anchor lisand various ACLs amgaintaired in the environmentaldatabase in
tablesthat store he subject DINthe DERencoded X.508ertificate, and, for AGY, a set of
permissionsfor each certificateon the list Certificates may be added to th trust anchotlist, by an
authorized individualpnly if thecertificateis valid, selfsigned, and assesthe cA flag in a critical
basicConstraints extensio@etificates may be added to the various ACLs, by an authorized
individual, only if the certificatdoes not asserthe cA flag in a critical basiostraints extension,
asserts the Client Audntication value in an extendediJsage extensiorand is not exped.

The integrity of theCertAgentrust anchortable, and the tables storing the ACGlis maintained using

adigital signaturecreatedusing the CA &teni credential Thissignature is validatedhen the

table is used. The signatureupdatedwheneveran administratormodifiesthe trustlist. By digitally

signing the tablesand only using them if the signature is vatite TOE prevents unauthorized users

from changing the tables using methods other than those described herein. Access to theséstables
controlled by the TOE's web interface, through <cli
environmentalOperating Systeilecal console access contraidividuals who need to modify any

of theselistsare authenticated by either the TQIEthe environmentalOperating System.
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The TOE's web interface and trusted pAnih may be us
Ste and the CAAccount 8e. Once the trusted path is establishgle TOE checks the ACL for the

site being accessed to d&imine if the certificate is present and which permissions have been

assigned to the holder of the certificaté.they are authorized to access the site in some way, the

TOE displays a web page providing them links for the attiowhich they are entitd. If they are

not authorized to access the site at all, they are shown a permission denied message. If they are not

authorized to access a particular functjtihe TOE does not display a link for that action (the TOE

also verifies the permissions aftdre link is clicked to prevent someone from directly accessing a

page for which they lack access).

The TOE's command | ine i nt e,thtAwniedteACIOCA A@duhto ws t he t
Sites’ ACLs,toble madifigurAocesstfoéh APRQE'ss command | ine tool i
the environmentalOperating System. Once an administrator has logged into the Operating System

using their username and passwotdh ey can use the TOE's fksmmmand | ine

Access tolie envirormentaldatabaseand its storage (files backing thatabasg, isalso controlled
by theenvironmentalOperating System

To add or remove a AdennSitedniadmmistatorwses awgb browsertoT OE’ s
connect to the TOE using the trustpdth (a client authenticated TLS connectio@nce connected,

the TOE checks the certificate used to authenticate to deterraim&hich ACL it appeard any,and

which permissiongif any,it has been grantedf their certificate is on the ACL for thi¢esthey are

accesmg, and hadeen assigneddministratorpermissionsthey can thenuse the web interface to

access the trust anchdist or ACL to be modified by clicking the appropriate link. The TOE then

displays the current list with check boxesualing certificates to be selected for deletion. Aet

bottom of the page there ian Addbutton allowing theprivilegeduser to upload a X.509 v3

certificate to be added to the list.

To add or remove a certifi cat enadnsnistrarlogshrdothEOE’ s c on
environmentalOperating System at the local consalih a username and passwaréls described in

Section2.4.6 only privileged users in the administrator role within the TOE should hold

administator rights inthe environmentalOperating SystenOncethe administrator idogged in,

they use the TOE's command | ine interface program
appropriate parameters on the command line which must include the fitenaf a file containing

the X.509v3 certificate to be added.

The TOE component, Apache Tomcat, has its own trust anchor key store which is used as described
in SectiorD.9. Access to the Apache Tomcat trust anchor key starerigolled by the

environmental Operation System as described in Se&i8r& Too add or remove a certificate from

the Apache Tomcat, an administrator logs into the environmental Operating System at the local
console with aisername and password. Once logged in, they use the Java keytool application to add
or remove certificates by specifying appropriate parameters on the command line which must
include the filename of the keystore being modified, a key alias, and, for adlglithe filename of a

file containing the X.509 v3 certificate to be added.
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As described elsewhefsee Sectio®.3.89, theenvironmentalPKCS#11 CryptographModule
stores protects, and maintains the integrity tife issuey “ System”, and TLS server
including their public keys, used by the TOE.

9.4.7 FDP_CRL_EXT.1 Certificate Revocatioraligdtidn

The TOE supports CRL generatiordemand, on schedule, or when certain revocation reasons are
used depending oiis configuration. $sued CRLs contain values in accordaritte \iWJ T
Recommendation X.509 as follows:

a) The version field is always present and contains a 1.
b) The authorityKeyldentifier and CRLNumber extensions are supported.
c) The issuer fielés always preserand nevercontains anull name

d) The signature and signatureAlgorithm fields contain the OID for a digital signature algorithm
in accordance with FCS_COP.1{@&nsistent with this ST, which states that only S84or
SHA512will be used when issuing C&the supported OIDs arecdsawith-SHA384
(1.2.840.10045.4.3)3ecdsawith-SHA512 (1.2.840.10045.4.3 4ha384WithRSAEnNcryption
(1.2.840.113549.1.1.)2sha512WithRSAEnNcryption (1.2.840.113549.1.1.13)

e) The thisUpdate fielihdicatesthe issue date othe CRL.

f) The nextUpdate field is always present and the time specified in this field does not precede
the time specifiedn the thisUpdate field

Usi ng $ ®AAccolnsite’a member of the CA Operations Staff mile CA Account can
configure CRLs tme automatically issued

9 Periodically based on the number of hours, days, months, or years specified.
T Whenever a certificate hold is removed.

1 Whenever a certificate is revoked for a specified revocation reason code by CA Operations
Staff or via RAMI. Theason codes that can be selected are:

0 On hold: None, Call Issuer, Reject, Rigkl oken

o Revoked: Unspecified, Key Compromise, CA Compromise, Affiliation Changed,
Superseded, Cessation of Operation, Remove from CRL, Privilege Withdrawn, AA
Compromise

The CAAdministrator can configure the G¥ccountto limit the number of issued CREetainedand
to use a particular message digest algorit{®iA384 or SHA12)when issuing a CRL

The TOE runs a daily job for each CA Account to change the status of resdiedtes to expired
and revoked when the certificates expire. The next CRL issued will no longer include those certificate

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0 Pageo8



serial numbers on the revocation list. This Admin Site Administrator can configure the settings
associated with this job.

9.4.8 FDP_OCE&PEXT.1 OCSP Basic Response Generation

The TOProducesOCSMasic responseas describedin IETF RFC 696he OCSP responses are

si gned b yuertptivate keyAwhishesidesis the PKCS#1Qryptographic ModuleSHAL,

SHA256, SHA384and SHA12are supported and can be configuredviath®©® E® s CAvebPAccount
interface by an administrator.

The following values aiiecluded in the OCSP responses:
a) The version field always contain a O.

b) The signatureAlgorithm field contains the object identifier (3tba digital signature
algorithm in accordance with FCS_COP.I{®.supported OIDs are: ecds#h-SHAL
(1.2.840.10045.4), ecdsawith-SHA2561.2.840.10045.4.2), ecdsawith-SHA384
(1.2.840.10045.4.3)3 ecdsawith-SHA512 (1.2.840.10045.4.3.4), shAthRSAEnNcryption
(1.2.840.113549.1.5), sha256WithRSAEncryption (1.2.840.113549.1.1.11)
sha384WithRSAEnNcryptioh.2.840.113549.1.1.32sha512WithRSAEnNcryption
(1.2.840.113549.1.1.13).

c) The thisUpdate field indicates the time at which the status beidicated is known to be
correct.

d) The producedAt field indicates the time at which the OCSP responder signed the response.

e) The time specified in the nextUpdate field does not precede the time specified in the
thisUpdate field.

The TOE' s 0OC SitedRAeimimistratods €an enatde oft disable it by checking or

unchecking the Enable OCSP Responder checkbox for the CA account. Administrators may also select

the hash algorithm that is used when signing the responses. If the Enable OCSP Responder checkbox

is checked, the TOE' s OCSP Responder wil/l gener at e
OCSP Responder checkbox is not check, the TOE's OC
for the issuer. Since the TOE allows more than one issuengt@nce of the TOE, this allows an

administrator to control which issuers on the TOE provide OCSP services and which do not.

9.5 Identification and Authenticatior(A

9.5.1 FIA X509 EXTCErtificate Validation
The TORalidates certificatesas follows:

1 IETF RFQ80 certificate validation and certificate path validation.
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9 The certificate path must terminate with a certificate in the Trust Anchor Database
managed by the TOE

1 The TOE requires thatl CAcertificatesin the pathcontain a basicConstraints extension
asserting the cA flag.

1 The TOE checks the revocation status using a Certificate Revocation List (CRL) as
specified in FDP_CSI_EXT.1.

1 The TOE validates that the certificate asserts the appropriate extended key usage values
as follows:

o For certificates used fdigitally signing trusted updates and executable code,
the end entity certificate presented must have the Code Signing purpose (OID
1.3.6.1.5.5.7.3 Bset in the extendedKeyUsage field.

o For certificates used to authenticate to the TOE through its wedrfaxtethe
end entity certificate presented mustave the Client Authentication purpose
(OID1.3.6.1.5.5.7.3.pset in the extendedKeyUsage field.

Note, the TOE never acts as a TLS client and so never validates a TLS server certificate to verify that it
contains the Server Authentication purpose in the extendedKeyUsage field.

Certificate validation occurs:

T when the TOE's command | ine update tool i's ex
signature.
T when a TLS <client connects to one of the TOE’

M when a certificate is added to the trust anchot.lis

9.5.2 FIA_ X509 EXT.2 CertificB@sed Authentid¢aon

The TOHmses X.509v3 certificagdeas defined by RFC 5280 authenticateprivilegedusers
subscribers, RAs, and DBAccess clientstéVéiPSand toverify the integrity of software updates
When the TOEannot determine the vality of a certificatethe TOBwill not accept the certificatelf
the certificate used for the software update is not successfully valigatedT OE refuses to allow
the updde to install. If the certificate used for HTT&8henticationis not successfully validatethe
connection will either be terminate(a TLS bad certificate error will be sent to the cliemit}he
session will be established but the user will be shanrerror paggan HTML error page will be sent
to the client)and will be denied access.

The TOEelies onthe following certificates:

1 TLIHTTPServer ertificate—the certificate that authenticates the TOE to clients.
Verification of this certificate idone by clients that are in th@perationalEnvironment.
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9 Privileged user certificatesthe certificates that are used by privileged users to
authenticate to the TOE. These certificates are verified by the TOE as described in
Section9.5.1

1 RA or DBAccess certificatethe certificates that are used by client processes to
authenticate to the TOE through the RAMI or DBAccess interfaces. These certificates are
verified by the TOE as described in Seclidnl

1 Subscriber certificates-the certificates used by subscribers to authenticate to the TOE
for seltservice revocation or EST renewal. These certificates are verified by the TOE as
described irSection9.5.1

9 Code gining certificate-the certificate used by ISC to sign software updates. These
certificates are verified by the TOE as describesidation9.5.1

Of the certificates listed above, the TOE directly uses only the TLS/HTTé&?®esificate. The other

certificates are used by others to prove their identity to the T&td which certificate to use is

determined by those entities, not the TOEhe TLS/HTTPS server certificate is generated at

installation time and its Di$ storedin a configuration file. To change the TLS/HTTPS server

certificateused by the TOE, the old credential must be removed faomda newcredential must be

created onthe PKCS#11 Cryptographic Modlie¢he DN of the new certificate is differetitan the

ol d cert i the comigumtios filevnaudt alse he updatdéleaseseet he TOE' s gui dance
documents for details on replacing the TLS credential.

9.5.3 FIA_UAU_EXT.1 Authentication Mechanism

The TOHses ertificate-basedaccess contrdio perform privleged user authenticatiothrough its
web interfacesPrivileged usersre those that have a role in the TOEMnistrators,Auditors, and
CA Operation§aff. Subscribers and relying parties are not privileged uaatsare discussed in the
next section

A privileged usefas well amn RA or DBAccess clieistputhorized to act iarole, if they hold the

private key matching a certifi cwhodnd¢heyautentigapier mi ssi on
to the TOEIf the clientsuccessfully establishasclient authenticated HTTPS connectiaith the

TOEthe TORvalidates thec | i eentificates as described iBection9.5.1andcheckghe TOE#AQ s

to determine what access thaser should be granted. The ACLstatdes inthe database consisting

of lists of certificates and thaghtsgranted to the holder ofhe private key matchinthat certificate

as proved when they successfuligrformthe digital signature required by the Th&gotiation

processA certificate can badded to the ACL as described in Secigh6 That section lists ho

restrictions orthe origin of the certificates anthey may be issued by a CA other than the TOE.

Theae is oneACL tablén the database and it ireated diring installation of the TOE. During

installation the tablds populated with the initial set of authentication credentials created by the

installer as described in Sectiohg.3 9.3.2 9.3.6 and9.3.1Q The auditor’s credenti s
auditor permissionend t he administrator’s creAmn3 itel sis assi
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ACL. Each time a CA account is createeéngpty AQ_for that account is also creatad the ACL

table. Each time a CA profile is creatad ACL of that profile is also creatadthe ACL tablevith the

same certificates and permissions as the CA account ACL. During instedl&#rmaccount is created

(it isused to issue the TLS server credential and the initial set of authentication credentials). The ACL

for this CAspopulated by the installewi t h t he audi tor’ s, administrator’
certificates each holding the matching perniiss for their role

Local Administrators of thenvironmentaloperating systemthat log in to the local console using a

username and passwordan manage the TOE locdllyu si ng t he TOE’' sndcommand | i n
perform updates to the TOBeeSction9.6for details on the TOE intiaces available from the
environmentalOper at i ng S yThe athentkatian onackamisnmeof local administrators is

controlled by theenvironmentaloperating systenusing a username and passw mechanism

9.5.4 FIA _UIA EXT.1 User Ideadifion and Authentication
The TSF allows the following actions prior to requiring a hOE entity to initiate the identification
and authentication process:

91 Display the warning banner in accordance with FTA_TAB.1

9 Obtain certificate status information (retriev@R|.submit OCSP request);

1 Downbad certificate from repository;

1 Respond to ESheerts requests

1 Submit certificate requests

9 Obtain informationaboutthe TOEversion current time, operating system tyjpe

All other actionsy privilegedusers or subscribergquire successfully authenticating to the TOE.
There are no other actions that may be taken by relying parties.

Privileged UsersRAs, and DBAccess Clients

All privileged user actions require succefigfauthenticating to the TOE using TLS/HTTPS with client
authentication using certificate®r use ofthef OE’ s command | ine tools after
environmentaloperating system. For details on the actipasd by whom these actions can be

performed, seeSection9.6.

TheTOE uses HTTPBSwith certificate-basedclient authentication ashe onlylogon method to the
Admin and CA Accoufites.

A“ s u c c e s stbthe TOE Adgiodite, CA AccounBite, RAVIl, or DBAcessinterfacerequires

1 Clientcredentials (certificate, private key, and certificate chain) must be installtgkin
b r o ws e stdrenr otherwise available to the process authenticating to the TOE
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9 Theclienttrust keystore must containatrustanchr f or t h#@lTT®®rver ' s TLS
certificate.

f The s er v e stdresmudt contantthe ktustyanchor for tlefient certificate.

1 Theclient certificate must appear otme proper ACL with an appropriate role and
permission.

Theclientcertificate must pass h e  Te@ificates path validation with CRL checking specified in
FIA_X509_EXT.1This process is further described in Secdn 3

The TOE' s EST i mplieet euwtharizatian defined irs seqgiqn 8.7 af®F030 that
states that the client is a Registration Authority if the client authentication certificate used was
issued by the EST CA, and it includes tHgidmcRA OID in its extendedKeyUsage extension. In this
case the EST client is treated asRk ot a subscriber, and the TOE allativs issuance of a

certificate whose Subject DN does not match that of the client certificate used to authentigdte.

the exception of the fourth bullet above, the same requirements apply to this clienticatéf

A“successful l ogon” to use the TOE’'s command | ine
1 Logging in to thenvironmentalOperating Systerwith administrator rights
f Executing one of the TOE’s command | ine tool s

Itis assumdthatiftheuserc an | aunch t he TOQHattheynustberad@El | i ne t ool
administrator.

Subscribers

Subscriber actionsother than those listed abovegquire successfully authenticating to the TOE
using TLS/HTTPS with client authentication using certificates or via EST.

Subscribers may subndertificder e quest s using either t hUsingrTOE’ s Publ
the TOE's Public site, a subscriber may, without i
request through one of two (2) web forms. A subscriber may upload an existirificegetrequest

or they may generate a new key pair and request in the browser iGeftificate requests received

in thismanner are manually verified having the subscriber confirm the request ID displayed post

submission to a privileged usesingan out-of-bandcommunication methogrior to issuance.

Theselfservicerevocationportion of the Public siteand EST enrolimentequire subscriberdo
successfully authenticato the TOE using TLS/HTTPS with client authentication using#tidir
certificateissuedin a manner matching that of privileged us€effe only difference is that rather

than checking the supplied certificate against an ACL, the Subject DN of the certificate is used to
determine whetter or not to allow the requestf the Subjet DN of the certificate matches that of
the certificate requested through EST then te@ewaloperation is allowed. For selévocation,
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only certificates matching the Subject DN in the certificate used to authenticate are presented to the
subscribeffor selfrevocation.

Subscribersvithout a valid certificate that want to subscribe using EST can authenticate using an EST
subscribemame andpasswordcreatedby a CA Operations Staff membarthe CA accouribr

them. They are only able to obtain a ceitiite that contains the subscriber name in its SubjecobN
Subject Alternative Name extension

Relying Parties

As noted above, relying parties are never authenticated or identified. Relying parties may use the
TOE' s Publ i c sit eusinformaiidnbyadownloadiegrCRliarfcartificatesdy st at
downloadingroot certificates, issuer certificatesr subscriber certificatefRelying parties may also

use the OCSP interface to obtain certificate status information.

9.5.5 FIA_EST EXT.1 Enrollment av8ecure TranspofEST) Server

TheTOEsupportsEnrollment over Secure Transport (EST) protocdeasribedn RFC 7030 to

receive and act upon certificate enrollment requests using the simple enrollment method described
in RFC 7030 Section 4Crtificate enrollment requests are authenticated using an existing
certificate and corresponding private key as spedifty RFC 7030 Section 3.&@thenticated using

a username and password as specified by RFC 7030 SectigroBauthenticated using a spatRA
certificate issued by the CA and asserting thiegeemcRA OID in its extended key usage extension as
specified by RFC 7030 Section (38t Sectiod.5.4).

The ciphesuite supporteds TLS_ECDHE_RSA WITH_AES_256_CBG deffided in RFC 4492

In cases where the entity requiring a certificate does not have a valid certificate to use for

authentication,EST basic authentication is ustdorder foran entityto enroll viaEST using basic

authentication,a CA Operations&f memberof the CA account mustdd the common name of the

subscribetto the EST listrad create an EST password. They thawe to pass the EStibscriber

name and password information to treeibscriberEST passwords must be at least 15 characters in

length and be composeaf any combination of upper and lowease letters, numbers, and at least

one of thefollowing speciat har act et @' ,”“ 1 #"%" ,“ $ ~" |, EST gasswords™* " , “ ( “,
are converted into check values using the mechanisessribed in $ction9.3.12and the check

values are stored in the databatable for the CA account

When a subscribezonnects to the TOE usiligp hasic authentication, it passes teabscribemame

and password to the TOEhe TOE then computes the check vdbrethe presented passworand

compares it to the value in the databaf® the supplied subscriber name. If the values match, the

subscriber nameisedmatches one of the fields belowhe profile allows EST, the usame and

password haven’t already aidellotherpuofilecomptiaocelebks ai n a cer
pass, a certificate will be issued to the entitytomatically The subscriber namgsed to

authenticateis compared to the following values in thertificaterequestsubmitted
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T Common Name (CN) in the request’s Subject DN
f Email address in the request’s subject Al t Name
T DNSname in the request’s subject Al t Name

If the subscriber name matches one of those items, the TOE will issue a certificate maiehing t
request.

9.5.6 FIAX509 EXT.3 Certificate RequEth EIR EXT.Lertificate Enroliment

The TOE supports the generation of a PKCS#10 certificate regugsecified by RFC 2986en

establishing an issuer or when crasstification with another issuer is deed.The generated

request includes both the public key and the CA’'s

When establishing an issueruser in the Administrator rolgelects PKCS#10 certificate request as
the desired type, obtains the requesind submits it to the otter issuer Once issued, theesponsds
importedinto the TOBvhich validates the chain of certificatep to a root certificate in the trust
anchor list

Tocroscerti fy with another issuer, an administrator
certificate request for cross certification and provides it to the other issuer who issues the certificate.
No further steps are required by the TOE.
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9.6 Security Management (FMT)

The TOE has two administrator web sites, each with its set of roles and aooést list. The
CertAgentAdministrative webpagesknown as the Admin Sitsypport the following roles and

responsibilities:

Role Permission

Responsibility

Administrator | admin

manage' System’ credential, database configuration settingsanage CA
acounts, manage ACLs, trust anchor database, CRL store for path validatig
NIAP configuration, run integrity testsonfigure audit trailand manage jobs
submit queries via the DBAccess service

Auditor audit

view and eport audit trails submit querievia the DBAccess service

TABLE31 ADMIN STEROLES ANBPERMISSIONS

TheCertAgent CA Account webpages, known as th&c@AuntSite, support the following roles and

responsibilities:

Role Permission

Responsibility

Administrator | admin

manage account configurationsianage issuer credentiaubmit queries via
the DBAccess service

Auditor audit view and export audit trailand search certificatesubmit queries via the
DBAccess service
CA certify issue certificats and reject invalid certificate requests
Operations
Saff revoke revoke certificates and issue CRLs
RAMI submit requests via the RA management interface (RAMI)
DBAccess submit queries via the DB#ess service

TABLE32 CAACCOUNBTEROLE®ANDPERMISSIONS

Besides remote web interfacéahich can, of course, be accessed using a local web browiser)
TOE supports local interface via command line tools. These toolsadeby the TOE administrator.
TOE administrators are assumed to have astiator privileges to login to th®perating System.
Thetable below describeghe tools location,andtheir functionalities:

Tool and Location

Function

CertAgent script :
certagent.[bat|sh]

start/stop the CA, set the system PIN, display version irdition

Tomcat script:
tomcat.[bat|sh]

start/stop Tomcat
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HyperSQL script: start/stop HyperSQL database server
hsqldb.[bat|sh]

Update tool: check for an update, verify an update, or install an update package
update/update.[bat|sh]

CACLI tool: create CA accounts, create profiles, generate and manage CA credentials, cre
tools/caclilcacli.[bat|sh] and disable CA accounts, display CA account names, display and update CA
configuration, display slot/lab&in an HSM, ACL management fainfin Siteand

CA AccountStes, trust anchor management, CRL managempnbfile
management, import issued CRL/certs, export certs, and submit cert requests

Report generator: generate reports on certificates matching search criteria
tools/reportgenerator.[bat|sh]

TABLE33LOCALTOOLSANDFUNCTIONS

DBAccess supports the following roles and responsibilities:

Role Permission Responsibility

Administrator | admin query the list of CA account names
guery the distingui shedsuenceenificateo f a

Auditor audit guery the | ast X number of the Adn
guery the |l ast X number of a CA Agdg

CA Operations| DBAccess querya certificate table indek

Staff create a certificate table index

delete a cetificate table index
query the certificate table
update the point of contact information for a certificate table entry

TABLE34 DBACCESBOLES ANPERMISSIONS
9.6.1 FMT_MOF.{)Management ofecurity FunctionsBehavior(Administrator Factions)
Theenvironmental Operating Systemestricts the followingasksto the local administrator:
1. manage the TOE locallging the local tools and functions listedTiable33;
2. perform updates to the TOlsing the update todisted inTable33;

TheTOFRestricts the followingasks, performed through the TOE web interféamin Site to the
Administratorrole:

1. manage the TOE locally and remotely

2. configurethe audit mechanism;

SA database table “index enables a query to more eff
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7.

8.

perform ondemand integity tests;

import and remove X.509v3 certificates into/from the Trust Anchor Database;
manage the ACL of the Admin Site andACgountSite;

manage the CRL store for path validation;

configure the default TOE access banner;

disable CA accounts;

The TOEestricts the followingasks performed through the TOE web interface 8ZcountSite, to
Administratorrole:

1.

2.

6.

7.

configure and manage certificate profiles;
modify revocatiorconfiguration;

configure certificate revocation list function;
configure OCSP funota;

export PKCS#10 certificate request;

import CA certificate;

generate certificate request for issuer;

Boththe Admin Site andhe CAAccount 8e maintain theirown access control lis{ACL) containg
authorizedprivilegeduser certificatesand permis®ns. Qily users with the appropriatpermissions
can execute the defined function§he role restrictioacan be disabledallowing one certificate to

appear on all access control lists and have rightaising the options on the NIAP conformance

configuation web page.

9.6.2
The

FMT_MOF (@) Management ofecurity FunctionsBehavior(CA/RA Functions)
TOE restricts the following tasks to

AccountSite:

1.

2.

3.

The

approve and execute the issuance of certificates;
configure subscriber seffervice request constraints;
configure automated certificate approval management;

TOE restricts the following tasks to

Account Site:
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1. approve and execute the issuanakcertificates;

The TOE restricts the following tasks to CA Operationsv@taff r e v o k e * ofgghe given GAs i o n

Account Site;

1. configure subscriber seffervice request constraints;

9.6.3 FMT_MOF(B)Management ofecurity FunctionsBehavior(CA Operatiosn Functions)
The TOE restricts the foll owi nmermisssosokite given CAC A
AccountSite:

1. approve certificate revocatignncluding the ability to configure automatic CRL issuance as
described in Sectiof.4.7

The TOE restricts the following tasks to CA
Account Site:

1. approve certificate revocation

9.6.4 FMT_MOF.@)Management ofecurity FunctionsBehavior(Admin/Officef~unctions)
The Opeational Environment restricts the following tasks to the local administrator:

1. perform destruction 6 sensitive data when no longer nesxt
2. participate as a second party for archival and recovery;
3. perform private or secret key or critical data export.

All three of thesetasks operate on the PKCS#11 Cryptographic Module. Access to the module is
controlled by theenvironmentaloperating systemwhich provides protection of TOE services and
assets, under the control of the OS, from unauthorized access (OEHRUSIMIN), and the
PKCS#11 Cryptographic Module itself (via its own authentication mechanisms)

In the evaluated configuration, the only users wdre allowed tdog in to the environmental
Operating System are users in the administrator rdlee enviromental Operating System identifies
its users by a username and authenticates them using a passworid eaqgable of assigning roles
and permissions to control its functions and protected data.

9.6.5 FMT_MOF.(b) Management ofecurity FunctionsBehavior(Audita Functions)
The TOE restricts the following tasks to Auditors with access to the given site:

1. Delete entries from the audit trail
2. Search the audit trail

The TOE provides no way to delete individual entries from the auditdraity role.
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9.6.6 FMT_MTD.1 Manageent of TSF Data

None of the administrative functioristed in the section abovere acessiblethrough an interface
prior to administrator logn. Whenaccessinghe AdminSiteor a CAAccountSitefrom a browser,
the browsermwill prompt fort h e westiicaté. $he TOE will identifize certificate and validate it
against the access control lshd permission requirementsf the requested URLUT the user is
authorized, the Welome page of the site will appear with a navigation panel to select the
administrative tasks. If the user is not authorized, a page with an error messagplayed

9.6.7 FMT_SMF.1 Specification of Management Functions
The TOE's web i nt er fendrenmentaiwed brawserehe BO&lbwsthe i ng t he

following managementfunctionsto be performed
1. Ability to manage the TOE locally and reeipt

a. Local management of the TOE is performed using the local tools describallén

33.
b. Remote management is perfor meesacoessedhg one of
via the Operational .Environment’'s web brows

2. Ability to perform updates to the TOE;
a. Updates to the TOE are performed using the update tool describ&dbie33.
3. Ability to perform archival and recovery;

a. The PKCS#Iryptographic Device (Gemalto SafeNet USB HSM) provides a cloning
mechanism.

b. To clonea key orthe HSMto another HSM

i. Log into the Operational Environment ' s (
Administrator.

ii. Attacha second Gematlo SafeNet USB H&Me compute and configure
it per HSM vendor guidance.

iii. Usethe Gemalto Safebt tools installed inth®©per at i onal Environme

OperatingSystemto clone the current HSM to the second HBdt HSM
vendor guidance.

4. Ability to manage the audit mechanism;

a. Managementofhe audit mechanism is performed usin
interface Click theConfigure link under the Audit Trails heading in the navigation
pane
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5. Ability to configure and manage certificate profiles;
a. Certificate profilexan be created using thedal tools described ifiable33.

b. Certificate profiles can be Accomt8iteed and man
web interface Click the Certificate Profiles link under the Preferences heading in the
navigation pane. When profieexist, select the Active Profile from the list in the
upper right corner of the web pages to control which profile is being managed.

6. Ability to approve and execute the issuance of certificates;

a. Certificate reguests are G@AgounSiteweb and i ssue
interface, EST, or RAMI.

b. I n t he AtcOuatSite wab Aterfaceclick the Pending link under Certificate
Requests in the navigatigrane,find the request to be issuednd click thdssue
button next to it.

c. ESTisenabledusinge T O BccauntStdweb interface. Click the Enroliment
link under Preferences in the navigation pane and then the EST tab.

7. Ability to approve certificate revocation;

a. Certificate revocat i onAccoantSitepvebrintesfagej usi ng t h
RAMI, or through the subscriberseffer vi ce portion of the TOE' s
interface.

b. I n t he AtcourtSite web Mterface, click the Valid link under Certificates in
the navigation pane, find the certificate to be revoked, anckdhe Revokéutton
next to the certificate to be revoked

8. Ability to modify revocation configuration;

a. Certificate revocation opt iAccoustSitaweb conf i gur
interface Click theRevocation Policy and CRL Processinguimiter Preferences in
the navigation pane.

9. Ability to configure subscriber sedervice request constraints;

a. Subscribersef er vi ce options ar e Accouhtbitgwebed wusing
interface Click thePublic Site linkinder Preferences in the navigation pane.

10. Ability to perform ondemand integrity tests;

a. Theondemand integrity tests are run using the
Click the NIAP Conformance link under Servers in the navigation pane and then click
one of theRun Integrity Test lirk
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11. Ability to desroy sensitive user data when no longer needed;

a. Any sensitive data stored by the TOE can be destroyed by destroying the keys on
the PKCS#11 Cryptographic Module that are used to encrypt that data.

b. To destroy keys on the Gemalto SafeNet USB HSM:
i. Log into tke environmentalOperating System as a Local Administrator

ii. Use the Gemalto SafeNet tools installed in émyironmentalOperating
System to destroy the keysr clear the devicgper HSM vendor guidance.

12. Ability to import and remove X.509v3 certificatetoifirom the Trust Anchor Database;

a. Certificates can be added to the Trust Anchor list using the local tools described in
Table33.

b. Certificates can be added or removed from t
Admin Site web intdace. Click the NIAP Conformance link under Servers in the
navigation pane and then click the Manage Trust Anchors link.

13. Ability to configure automated process used to approve the revocation of a certificate or
information aboutthe revocation of a ceffiicate;

a. Automated processes for CRLs are configured
i nterf ace aAdatountSiteweld iQdiface. CA

i. In the Admin Site, cligkie Jobdink under Servers in the navigation pane to
control the automatic job that remoweexpired certificates from the next
CRL to be issued.

ii. Inthe CAAccountSite, clickhe CRL Processing link under Preferences in
the navigation pane to control automated CRL issuance.

14. Ability to modify the CRL configuration

a. Certificate revocationoptionsr e conf i gur e dAcaosntSitegveli he TOE' s
interface. Click the Revocation Policy and CRL Processing links under Preferences in
the navigation pane.

15. Ability to modify the OCSP configuration;

a. OCSP options ar e ¢ onAcdountite wab interlacenClickt he TOE' s
the OCSP Responder linkhe navigation pane to control the OCSP responder.

16. Ability to configure the cryptographic functionality
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a. Cryptographic functionality is configured u
CAAccountSitewe b i nterface, and the PKCS#11 Crypt

b. The asymmetric algorithm used for the " Syst
through the TOE's Admin Site web interface.
System in the navigation pane artten click the Update button a follow the pages
to select the key type, size, and message digest to use.

c. The asymmetric algorithm used for an Issuer or Root credential can be configured
t hr ough t AceountStieEvelsinte@ake. The first time an Adnsitrator
logs in to the CA Account'€lick here to obtain a certificatdink is displayed.
Clichng that link or clicking the Credentials link under the navigation pane followed
by clicking the New Credential button, allows the selection of the key, sipe, and
message digest to use for the Root certificate or PKCS#10 certificate request.

d The message digest used when issuing CRLs ¢
AccountSite web interface. Click the CRL Processing link under Preferences in the
navigation pane.

e. The message digest used when creating OCSP responses can be configured through
t he T QAEcOoumtSIt€ veb interface. Click the OCSP Responder link under
Preferences in the navigation pane.

f. The message digest used when issuing certifcatan be configured through the
T OE ' AccoGnfSite web interface. Click the Certificate Issuance link under
Preferences in the navigation pane.

g. Theasymmetric algorithmghat the TOE will accept in certificate requests can be
configured tsiCAAocountBite vdb énterfaceEClick the Enrollment
link under Preferences in the navigation pane.

h. The only supported TLS version is 1.1 and the only supported ciphersuite is
TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA.

9.6.8 FMT_SMR.2 Restrictions on Security Roles
The TOHnaintains the AdministratgrAuditor, and CA Operations Staff roles availablethe
following interfaces:

Role Permission Interface

Administrator | admin Admin Site Admin

CA Account Site Admin

Operating System
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DBAccess serviegeces$

Auditor audit Admin Site

CA Account Site

DBAccess servigecess

CA certify CAAccountSite
Operations
Staff revoke CAAccountSite
RAMI RAMI Interface
DBAccess DBAcess servicaccess

TABLE35 ROLERESTRICTIONS

A wser takes on the Administrator role when granted admin permission for any of the interfaces

listedfor the admin permissionA user takes on the Auditor role when granted audit permission for

any ofinterface listedfor the audit permissionA user takesmthe CA Operations Staff role when

granted permission for any of tHfeur interfaces listedThe TOEassociats users with roles by

upl oading users’ certificates i ntstothe tedific’tescess cont
as described in $8ons9.5.3and9.5.4

The TOE's Admin Si tandDBAréesshecfacasrestrict availabie®@peratRiisMI1
based on permissions granted to the certificate used to authenticate tinteeface. For example,

an Administrator accessing the CA Account Site is presented a different menu than a member of the
CA Operations Stafind, for each operation attempted, a permission check is performed (in case
direct URL is usedpimilarly, an Aministrator of the Admin Site who accesses the DBAccess

interface is only allowed to successfully execute the queries listed in Table 33 associated with the
admin permissiorwhile a member of CA Operations Staff with DBAccess permission is restricted to
successfully executing the operations listedlable 33 associated with the DBAccess permission.

Unless the role restriction option is disabled:

1 The TOE refuses to allow the same certificate t@kmntedAuditand Admin permission
on the All Servers Acse Control List which controls access to the Admin Site

1 The TOE refuses to allow the same certificate tgtamtedAudit permissionona CA
Account’s ACL and any other right on that san

4 Implicitly granted by the admin permission

5 Implicitly granted by the auditor permission
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1 The TOE refuses to allow the same certificatbegrantedCA Operations Staff
permissiooon a CA Account’ s ACL and any other

Recall that each issuer (root or intermediate) has its own CA Account within thdied&is an ACL

for the Admin Siteand a separate ACLrfeach CA Account. Within any of thes€Lsa single

certificate cannot be given permissions that conflict. Within the Admin Site, the TOE refuses to allow
a single certificate to be granted both admin and audit permisdiorise Admin SiteWithin a CA
Account, the TOE refuses to allow a single certificate to be gragedissions for multiple roles

Within a CA Account, @ertificate can have: just admin permission, just audit permission, or one or
more of certify, revoke, RAMI, and DBAccékswvever within the TOE itself, a single certificate can

be grantedconflictingpermissiors across multiple CA Accounts other words, the role restrictions
apply within a given account but not within the entirety of the TORe table below provides an

example onfiguratiors and whether or not thewould be allowed.

Site Certificate | Permission(s) Allowed
Admin Site CN=Adam admin Yes
Admin Site CN=Eve audit Yes
Admin Site CN=Adam admin & audit No (the TOE will prevent this from occurring, or prevent

access by dam if it occurs)

CA Account A | CN=Adam admin Yes

CA Account A | CN=Eve revoke Yes(even though Eve has audit on the Admin Shie lacks it
on CA Account A )Jxand it doe€

CA Account A | CN=Jane audit Yes

CA Account A | CN-Bob certify & revoke | Yes

CA Account A | CN=Adam admin & revoke | No (the TOE will prevent this from occurring, or prevent
access by Adam if it occurs)

CA Account B | CN=Adam certify & revoke | Yes (even though Adam has admin permission for CA
Account A and for the Admin Site lacks tse for CA
Account B and)it doesn’t (¢

CA Account B | CN=Jane admin Yes (even though Jane has revoke permission for CA Acq
Ashe only has admin permission for CA Account B and th
is no conflick

TABLE36 ROLERESTRICON EXAMPLE
The Administrator role can perform mastiministrativetasks through either the local console or

through the Admin Sitéprovided an appropriate authentication certificate is availabl¢he web
browser used to access the Admin Site)
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9.7 Protection of the TSF (FPT)

9.7.1 FPT_FLS.1 Failure with Preservation of Secure State
The following states are the TOE's secure states:

1 The TOE is shutdown in an ordarignner.
1 The TOE is running, but refusing to perform operations.

The following table lists the possiblaults and the action taken by the TOE when they occur.

Failure Action
ISC CDf&ilure causing the The TORbortsthe action recordsthe errorin the audit trail, andocal
hard error state including a debug text file destroys anysensitive data, and shsilown the CertAgent
failure of the DRBG servicein an orderly manner
Integrity failure on Trust The TOEecordsthe errorin the audit trail, andocal debug text file
Anchor database destroysany sensitive data, and stadown the CertAgent servida an

orderly manner

PKCS#11 failure including The TORbortsthe action, recordthe errorin audit trail, and returis an
failure of t heg errormessage
Database inaccessible The TOE aborts the actiorecordsthe errorin alocal debug teifile,

destroysany sensitive data, and stadown the CertAgent servida an
orderly manner

TABLE37 FAILURESTATES

When the TOE detects a failureitselfthat prevents operations from continuing shuts itself down

in an oderly manner. This shutdown process is the same process that is used to shut down the TOE
prior to a system restarBPlaintext keys and unencrypted user data are cleared from memory during
this process leaving only encrypted keys and encrypted user d#im\lie environmentalstorage.

The TOE detects failures in the Operational Environment by checking the status indicator of the
PKCS#11 Cryptographimdule (API function return codes) and by catching exceptions thrown by

the JDBC API used to communicatthuwhe databaseWhen the TOE detects a failure in the
Operational Environment that can be corrected while the TOE is still running, it creates audit records
and returns an error messagé the TOE detects a failure in the Operational Environment that

cannot be corrected while running, it shuts itself shown in an orderly fashion as described above.

9.7.2 FPT_KST_EXT.1 No Plaintext Key Export

All keys are listed iBection9.3.7. As shown in that table, the TOE protects the symmégics used
to encrypt sensitive data stored in the database. The TOE encrypts those symmetriGthehe
publ i c keysf erséntiabwhase ptivate key is managed by the PKCS#11
Cryptographic Module. The TOE interface provides no way to ettpase keys in any form.
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In the evaluated configuration, the PKCS#1pQGryo gr aphi ¢ Mo d wylsd emmdnages t
c r e d e private&dy ths TLS server private keynd all issuer private key§he module provides
no way to export the keys in plaintext.

9.7.3 FPT_KST_EXT.2 TSF Key Protection

The TOE provides no interfaces where unauthorized users or unprivileged processes can access
private and secret keys used by the TOE. All users accessing T,8F glatimrming TSF provided

and restricted functions througthe TOEare identified and authenticated except when accessing

the limited functions permitted by FIA_UIA_EXT.1.1 without prior authentication. The TOE uses ACLs
to further restict privileged user actions based mrles as described in Sectiérb.

The TOE protects the symmetric keys it manages using a key hierarchy chaining to a single
asymmet ri c R Eckedentialhviich fs §enesated, sidred, and protected by the PKCS#11
Cryptographic Module which protects keysngshardware. Thus the TOE ensures that unauthorized
users and unprivileged processes cannot access its private and secret keys. The HSM provides its own
protection mechanisms to prevent unauthorized users and unprivileged processes access to its
protectedfunctions and data. The TOE must authenticate to the PKCS#11 Cryptographic Module

when the TOE starts using a password in order to access the cryptographic services of the PKCS#11
Cryptographic Module.

9.7.4 FPT_RCVManual Trusted Recovery
After a failure ofritegrity is detected, the TOE shuts itself down in an orderly marirereturn the
TOE to a secure state:

1 An administrator must start th& OE in maintenance mode by logging into the
environmentalOperating Systerand starting the TOE with theart - mainte nance
option.

1 Anadministratormustlogin tothe Admindte and, for each CA accoyn¢move and
reimport all certificaésin the ACL®r confirm (by certificate fingerprint information)
that the certificates are correct

1 An administrator must login to thCA Account site and, for each proiileeach account
remove and reimport all certificates in the A@sonfirm (by certificate fingerprint
information) that the certificates are correct

1 An adminigrator must login to the Adminit&, remove and reimgrt (or confirm, by
certificate fingerprint informationgll certificates in the trust list and ACLs and enable
the NIAP optionslisabled in maintenance mod&nabling the NIAP options causes the
signatures over the trust list and ACLs to be computed tor@éd restoring the integrity
of the system.

1 An administrator must log into thenvironmentalOperating System, stop the TOE using
the stop option, and then start the TOE with tkert option.
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When in maintenance modehé TOBpreventsnormal operations ad limits privilegeduser,
subscriberandrelying partyactionsso that only an administrator may log on and correct the issue(s)
as described above. All other functions (EST, OCSP, issuance, etc.) are. thdadtad

maintenance modette NIARestrictions that are not enforcedre:

1 Requiring dta integrity on the Trust Anchor list used for certificate path validation
1 Requiring dta integrity on the ACLs

1 Checking integrity of the Trust Anchor and ACLs when the TOE starts

1 Using #ict certificate path vatiation

1 Enforcingole separation

9.7.5 FPT_SKP_EXT.1 Protectiokeyfs

The TSF provides no mechanisms allowing the reading gdrarshared, private, or secréeys. The
PKCS#11 Cryptographic Module maintains its own protections of keys it holds and ialtretesl/
configuration does not provide any mechanism for readivaggekeys.

See Sectiof.3.2for details on each key and its protectiofll keys are controlled by FIPS 240
validated cryptographic modules.

9.7.6 FPT_STMReliabt Time Stamps

Time stamps are based on teavironmentalOperatingSy st em’ s ¢l ock and managed |
environmentalOperatingSystem The time is reliable fagachoft he TOE' s pur poses as t|
controlled by trusted administrators and maintained Iettrusted platform on which the TOE

operates

Depending on the module obtaining the time value one of the following functions is used to obtain
the current time from the Operating System:

1 The POSIlne( function
1 The Javava.util.Calendar.getTime().get Time() method
1 The Jav#va.lang.System.currentTimeMillis() method

The current systemime is used whergenerating audit recordsssuing certificates, CRLs, and
signhing OCSP respons€&ke SFRs that use time afF8U_GEN.2, FCO_NRO_EXT.2.2
FCS_HTTPXEL, FCS_TLSS EXDP, CER_EXT.3, FDP_CSI_ERF.ICRL_EXT.1,
FDP_OCSP_EXT.EIB_X509 EXTHIA X509 EXTRTA _SSL.3,and FTA_SSL_EXT.1

9.7.7 FPT_TUD_EXT.dusted Update
The TOHNcludes a single tool that useirsthe Administrator rolaiseto
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1 ched forupdates on demandnd
1 verify and instalupdate packages.

Thetool is called theupdate tooland itis a command line program included with the TOE that
provides a&command linanterfaceto check, verify, and install updates to the TOE. The updatdgso
availableto an Administratotafter theysuccessfullyuthenticateto the environmentalOperating
System’”s | ocal consol e.

A user in the Administrator role, can execute the update tool to determine whether or not an update
package is available. If theol indicates that a package is available, the user must obtain the update
package from Information Security Corporatiorthe same fashion that they obtained the TOE
originally. The TOE update package is delivered in a zipped archive via a dowhkloadditid serial
number is required to download the package. Licensed customers receive a signed email with a
downloadlink (URLand serial number.

An update package isfie consisting of the update data, a digital signature computed over the hash
of the update data, and the certificates needed to verify the digital signafittre.format of this file

is as described iRFC 5652 Cryptographic Message Syntax (M&)update data isashed
(FCS_COP.1(3he hash is digitally signd6fCS_COP.1(2)), ahe data and signature are then
combined withthe certificate chain needed to verify the signature (FIA_ X509 EXTciate the

output archive file

When updating the TOE, the toatrifiest he val i dity of t hleyhashpndthe e’ s
contents of the packagf~CS_COP.1)3yerifying the digital signatunmatches the computetiash
value(FCS_COP.1j2and validating the certificate p&ilA_X509_EXT . the package igalid,the

update toolstops the TOE, installs the update, and resténe TOEIf the signature on the update
package is invalithe update tools stops the process and refuses to install the update. A signature on
the update package can be invalid for the following reasons:

1 the hash value computed by the update tool doet match the hash value in the
signature

1 the certificate used to sign the update package
o isinvalid per FIA_X509 EXT.1

o does not contain an extendedKeyUsage extension with the Code Signing
purpose

o does not chain to a ceristi ficate in t

9.7.8 FPT_TST_EXT.2 Integrity Test
SeeSection9.4.6FDP_STG_EXTubkRc Key Protection paragraph three for detailhe TOE verifies
the integrity of the trust anchor table arttie ACL table when the TOE starts, whenever any
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protected table is changed, and -@lemand when requested through the NIAP section of the Admin
Site If the integrity check fails, the TOE behaves as described in S8ctidn

9.8 TOE Access (FTA)

The TOE’' s pr i ma fage ismaliertghenteted web imerface that uses HTTPS.
Before establishing a privileged user sessmthe AdminSiteand CAAccount 8e via HTTP$he

TSF displaaan Administratorconfigured advisory notice and consent warning message regarding
use of the TOE.

The TOE supports an administratively defined HATIFSSession timeou{default is 30 minutes)
This timeout applies tthe AdminSte, the CAAccount &e, and the selservice portion of the Public
Site When the timeout occurs theesson is terminated and r@uthentication is requiredor access
privilegesto be grantedagain. The TOE also supplies a logout(#akmin Site, CA Account Site) or
end session button (Sefervice Sitedn interactive pages enabling th@ivilegeduser or
authenticated subscribeto terminate their sessios

Access to the local console interface of the TOE is managed byptirtenmentalOperating System.
The operating system provides mechanisms allowing the user to terminate an interactive session as
well as locking a session after a period of inactivity.

To terminate an interactive sessiamthe environmentalOperating Systenthe user selects Sign Out

or Log Out from within the Operating System’ s user
sessiont blanks, or otherwise renders the display unreadable, and waitsyfiut. Whenthe

Operating Systemeceives input, itequires reauthentication(username/password) to unlock the

session.

Associated SFRs: FTA_SSL.4ldgeted Termination, FTA_ TABDefault TOE Access Banners,
FTA_SSL.3 FBHiiated Termination.

9.9 Trusted Path/Channels (FTP)

The TOEequiresHTTPS/TLU8r anytrusted communication between itself and authorized external
network based IT entities, remote subscribers, and privilegedsugach HTTPS/TLS session is
logically distinct (uses a different cryptographic key to encrypt the communications) from other
communication pathand provides assured identification of its end poid TPS/TLS protects
communicated data from disclosursing encryption and detects modification of communication
using a keyedhash message authentication codene initial HTTPS/TLS server credential is an RSA
3072 asymmetric key and is generated during installation. The TOE supports TLS v1.1 with
TLS_ECDHESR WITH_AES_256_CBC_SHA only.

The TOE allows the following entities to initiate communicatiith the TOE
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==

Registration Authorities using the RAMI RiB&3ed API

Audit servers and other clients using the DBAccess-B&®d API

Remote subscribers usingES

Remote subscribers using a web browser

Privileged users using a web browser

Relying parties

A trusted path/channel using TTPSILSwith mutual authenticatioris required for

|l
|l
|l
|l
|l

Privileged users
RAMI clients

DBAccess clients

Remote subscribers using certifite-based authentication to EST

Remote subscribers using a web browser for-seiice revocation

Atrusted path/channel usingdTTPSILSwithout client authenticatioris required for:

T

Remote subscribers using a web browser to upload a certificate reques

authentication)

Remote subscribers using a web browser to generate and submit a certificate request

(no authentication)

Remote subscribers using EST without certifidseed authentication (EST basic

authentication)

The TOE requires trusted commeaiion for privileged user authentication and all remote
administration actionsncluding clients using the RAMI or the DBAccess interfetoe TOE requires
trusted communication for subscriber actions via either the Public site ofTBST.OE does not
initiate communication with any external IT entities

Privileged users, and subscribers that chose to do so, initiate trusted communication using the

environmentawwe b br owser .

The web browser, ensur es

certificate is validand belongs to the server (by comparing the CN and SAN entries to the server

name in the URL specified). If trusted communication cannot be established, both the TOE and the

web browser will terminate the connection.

When mutual authentication is usedie TOE performs two path validation operatidosverify the
authenticity and
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Tomcat TOE component using Java's pathdbkil ding

cryptographic module for performing cryptographic signature validation. This path validation

terminates to trust anchors residing in the Apache Tomcat trust store. The second path validation is
performed by the CertAgent TOE component on the certéiedready verified by Apache Tomcat.

This path validation is done using CertAgent '’ s
ISC CDK cryptographic module for performing cryptographic signature validation. CertAgent

maintains its own trust arfor list stored in the databasédditional detail on the Apache Tomcat

and CertAgent trust anchor stores can be foun&éttiors 9.3.8and9.4.6

The cryptographic functionality to support Tlddigections is provided by the ISC CDK and the

PKCS#11 Cryptographic Moddleh e TOE uses the | SC CDK for most
cryptographic needs and only uses the PKCS#11 Cryptographic Module for operations involving the
TLS servarrivate key. Thecryptographic functions specified in FCS_CKMCS_CKM.2

FCS RBG_EXT®id FCS_COP.1(*) are used during HTTPS/TLS session establishment for:

1 Ephemeral key generation for key establishment (ISC CDK)
1 KeyexchangglSC CDK)

1 Cryptographic random bit gendran (ISC CDK)

1 AESencryptionfdecryption (ISC CDK)

1 Cryptographitashing(ISC CDK)

1 KeyedHash message authentication (ISC CDK)

1 Cryptographic signature validation (ISC CDK)

1 Cryptographic signature (PKCS#11 Cryptographic Module)

For conmunication between thé OE an@nvironmentl components (notably the database and the

HSM) the OperationalEnvironment provides a neencrypted, trusted channel. Secure

communication is enforced between the TOE and IT entities ilOfeeationalEnvironment using

the environmental JRE, JNDI, JDBC, and PKCS #11 Cryptographic Module components installed on the
local system. These trusted channels transfer TOE data to and from IT entities within the Operational
EnvironmentTrust is established between the TOE and the PKCS#ltb@gaghic Module using

the PKCS#11 Cryptographic Module’s password (or
established between the TOE and the database using a password.

Associated SFRSTP_TRP.1 Trusted P&AP_ITC.1 IntarSF trusted channel

an

pat
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