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1. Introduction

This section identifies the Security Target (ST) and the target of evaluation (TOE), presents an
overview of the TOE and describes the organization of the ST. The TOE is Information Security
Corporation’s CertAgent certificate authority, a Web-based, X.509-compliant certificate authority
(CA) that is intended to be used as the core component of an enterprise public key infrastructure.

This ST is divided into the following Sections:
e Introduction
e TOE Description
e Conformation Claims
e Security Problem Definition
e Extended Components Definition
e  Security Functional Requirements
e Security Assurance Requirements
e Security Requirements Rationale

e TOE Summary Specification

1.1 Security Target Reference

Title: CertAgent v7.0 patch level 9.9 Security Target for Common Criteria
Evaluation

ST Version: 433

Status: Final

Date: 7/28/2023

This ST targets conformance with the following Protection Profile (PP):

e Protection Profile for Certification Authorities, Version 2.1

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0 Page 8



1.2 TOE Reference
TOE Identification: CertAgent Version 7.0 patch level 9.9 for Windows
CertAgent Version 7.0 patch level 9.9 for Linux

TOE Developer: Information Security Corporation
1011 W. Lake St., Ste. 425
Oak Park, IL 60301

www.infoseccorp.com

Evaluation Sponsor: Information Security Corporation

1.3 TOE Overview

CertAgent, the TOE, is an X.509-compliant certificate authority (CA). It is an easily managed, web-
based certificate authority (CA) intended to be used as the core component of an enterprise public
key infrastructure (PKI). Designed to meet the needs of a wide variety of organizations, the current
release offers enhanced enrollment services (EST), remote administration, integrated certificate and
CRL database, and an OCSP responder. It supports an unlimited number of root and intermediate
CAs, providing support for as complex a certificate hierarchy as the size of the enterprise warrants.
The following diagrams shows the TOE boundary and major components.
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As Figure 1 shows, CertAgent combined with Apache Tomcat form the Target of Evaluation (TOE).
There are 4 high level interfaces that are external to the TOE. The data that traverses these
interfaces is protected as shown in the following table.

Interface Protection
Web HTTP, HTTPS/TLS
Database Operating system
OCSP HTTP, HTTPS/TLS
PKCS#11 Operating system

TABLE 1 TOE INTERFACES

Most CA activities are completed by using a web browser or other tool that connects to the
CertAgent web interface. The CA supports seven web-based interfaces using different ports or URLs
(Admin Site, CA Account Site, Public Site, RAMI (Registration Authority Management Interface),
DBAccess, EST, and OCSP).

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0
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e The Admin Site, CA Account Site, DBAccess, and Registration Authority (RAMI) channels
require valid identification and authentication credentials in the form of certificates. This
channel is secured using client authenticated HTTPS/TLS.

e The Public Site channel is secured using HTTPS/TLS and HTTP. All pages except the CA
Information page are HTTPS/TLS protected. The CA information page, used by relying parties
to obtain CRLs, issuer certificates, and CA version information, is available without security
over HTTP. All pages except the self-service revocation page are unauthenticated. The self-
service revocation page requires valid identification and authentication credentials in the
form of certificates.

e The EST channel is secured using HTTPS/TLS. Connections are authenticated with either
certificates or a subscriber name and password.

e The OCSP interface is available without security over HTTP or secured using HTTPS/TLS. All
access is unauthenticated.

Configuration data (including ACLs), most audit logs, certificates, and CRLs are stored in tables in a
single database. In the evaluated configurations, the database is either HyperSQL or PostgreSQL and
is hosted on the same physical system as the TOE. The connection to the database is not secured but
is authenticated. Sensitive data stored in the database is encrypted before it is sent to the database
for storage. The environmental JRE’s JDBC API is used to communicate with the database using a
database vendor supplied JDBC driver.

CertAgent has an option to connect to LDAP servers to push certificate and CRLs as they are issued.
Since certificates and CRLs are public information this connection may be unsecure or secure and
may or may not be authenticated. There is no LDAP server in the evaluated configuration, LDAP
publishing was not evaluated, and LDAP publishing is disabled when CertAgent is configured with
strict NIAP compliance settings.

CertAgent’s OCSP capability is divided into basic OCSP support and enhanced OCSP support. Basic
OCSP support provides OCSP responses for issuers managed by the CertAgent instance. If enabled,
enhanced OCSP support, known as Dhuma, provides OCSP responses for issuers not managed by the
CertAgent instance. The evaluated configuration enabled enhanced OCSP support but operating the
TOE with basic OCSP support is considered equivalent.

Private keys used for issuing certificates, issuing CRLs, authenticating the TLS server, and signing
OCSP responses reside in the environmental PKCS#11 Cryptographic Module. In the evaluated
configuration, the PKCS#11 Cryptographic Module, is a Thales Luna USB HSM?, but any PKCS#11

1 This is the current trade name of the device. The device used in the evaluation is branded as Gemalto
SafeNet USB HSM as it was produced prior to the Thales acquisition of Gemalto. The device uses the Luna
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Cryptographic Module that is at least FIPS 140-2 Level 2 validated, provides hardware security of
keys, includes a PKCS#11 library, supports the required algorithms (in particular a 256-bit DRBG with
256-bits of entropy input), and provides a backup capability, is considered equivalent. PKCS#11isa C
API| exported from a shared library (a DLL or .so depending on platform that is provided by the HSM
vendor). The TOE loads this library on startup and calls functions in it as it would any other local
library. Data traversing this interface is protected by the environmental operating system in which
processes are segregated into their own process space and are logically separated from all other
processes by the operating system and underlying hardware.

G5 Cryptographic Module with FIPS 140-2 certificate #3210, password authentication, and supports
cloning the device for backup purposes (G5 PW-AUTH CL).
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The following figure, taken from the CA PP, shows the reference architecture for a certification
authority product:
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FIGURE 2 CA PP CONTEXT FOR THE TOE

In general, the following correspondence can be seen between Figure 2 above and the TOE diagram
shown in Figure 1:

e  Certification Authority —the TOE

o  Certificate Status Server —the TOE’s built-in OCSP responder
e Certificate/CRL Repository — the Database

e HSM —the PKCS#11 Cryptographic Module

e  Subscribers — EST client, Web browser

e Relying Parties — the Relying Party, Web browser

e  Registration Authority — Registration Authority
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There are some minor differences between the two diagrams that do not impact the ability of the
TOE to claim conformance with the CA PP. They are as follows:

e The TOE does not interface with a key escrow system
e The TOE does not interface with a user key generation system

e The TOE contains a certificate status server

1.4  TOE Type

The TOE type for CertAgent is Certification Authority (CA). The TOE is a software package installed on
a general computing platform that is used to issue and manage public-key certificates and provide
certificate status information.

2. TOE Description

This section contains a description of the TOE in its evaluated configurations and includes the
physical and logical boundaries of the TOE.

2.1 Evaluated Components of the TOE

The following table describes the major TOE components in the evaluated configuration:

Component Definition

CertAgent The certification authority software web application.

Application Server | Apache Tomcat application server that hosts the CertAgent web app and the web

(web container, interface. In the evaluated configuration Apache Tomcat is configured to use the ISC CDK
Java Servlet and the PKCS#11 Cryptographic Module for cryptographic operations. Apache Tomcat is
Container) part of the TOE’s installation package and is installed when CertAgent is installed.

ISC CDK The cryptographic module in the TOE.

TABLE 2 EVALUATED COMPONENTS OF THE TOE

The TOE uses ISC’s Cryptographic Development Kit version 8.0 (ISC CDK) for many of the
cryptographic operations described later in this document. The ISC CDK is a software cryptographic
module in the form of a shared library to which the CertAgent web application and Apache Tomcat
are dynamically linked.
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2.2 Components and Applications Required in the Operational Environment

The following table lists components and applications in the environment that the TOE relies upon

order to function properly:

in

Component

Definition

Database

Stores configuration data (including ACLs), audit logs, certificates, and CRLs for the TOE. In
the evaluated configurations, the TOE uses PostgreSQL or HyperSQL for its database.
HyperSQL is included in the installation package and, optionally, installed when the TOE is
installed. PostgreSQL must be obtained and installed before installing the TOE.
PostgreSQL and its JDBC driver may be downloaded from https://www.postgresql.org and
https://jdbc.postgresql.org/download.html. Either database must be installed on the
same host as the TOE.

Java JRE

Runs the CertAgent and application servers.

PKCS#11
Cryptographic
Module

Stores the private keys used to sign certificates, issue CRLs, create OCSP responses, and
authenticate the server to clients via TLS/HTTPS. In the evaluated configuration, the
PKCS#11 Cryptographic Module is Thales’s Luna USB HSM and it must be directly
connected to the same host as the TOE via USB (it is not a network HSM).

Server

Physical system on which the CertAgent software is installed. The physical system is
either:

A 64-bit Microsoft Windows Server 2016 OS and JRE.

A CentOS 7.8 x86_64 OS, rng-tools, and JRE.

Web Browser

The interface that is used to access the CertAgent web user interface. In the evaluated
configuration the web interface is accessed via Firefox. Firefox can be downloaded from
https://www.mozilla.org.

TABLE 3 COMPONENTS OF THE OPERATIONAL ENVIRONMENT

The TOE does not include the operating systems or hardware of the systems on which it is installed.

It also does not include the third-party software required for the TOE to run. Table 4 and Table 5 list

the software components required by the TOE in the evaluated configurations. The Operational

Environment components should be maintained such that the latest security fixes for each

component are installed in a timely manner.

Component Requirement
Server OS Windows Server 2016
OS Type 64-bit
Database HyperSQL Version 2.5.1
Java JRE Oracle Java 11.0.8

PKCS#11 Cryptographic Module Thales Luna USB HSM model G5 PW-AUTH CL; firmware version 6.24.7

Page 15
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Component Requirement

Server OS CentOS 7.8 w/rng-tools package
OS Type x86_64 (64-bit)

Database PostgreSQL Version 11.9

Java JRE Oracle Java 11.0.8

PKCS#11 Cryptographic Module Thales Luna USB HSM model G5 PW-AUTH CL; firmware version 6.24.7

TABLE 5 OPERATIONAL ENVIRONMENT SOFTWARE REQUIREMENTS (LINUX)

The Windows Server version of the TOE was evaluated on a Dell Inspiron 5593 laptop with an Intel
Core i7-1065G7 CPU based on the Intel Ice Lake microarchitecture.

The CentOS version of the TOE was evaluated on a Dell XPS 15 9560 laptop with an Intel Core i7-
7700HQ CPU based on the Intel Kaby Lake microarchitecture.

The TOE requires that the environmental Operating System maintains the Operational Environment
(OE) Administrator role and the Operational Environment (OE) Auditor role. Members of the OE
Administrator role shall be granted root/administrator permissions in the Operating System. On
Linux, members of the OE Auditor role shall be placed in the ca_audit group created per guidance
and must not be granted root/sudo permissions. On Windows, members of the OE Auditor role are
normal users and must not be granted administrator permissions. Only members of OE
Administrators or OE Auditors may access the environmental Operating System.

In addition to the server requirements, a web browser is required for any system used to remotely
access the TOE (or to access certain functionality when logged into the Operating System in which
the TOE is running). In the evaluated configuration, the TOE was tested using Firefox ESR version 68
and the compatibility of other browsers was not assessed.

Note that while both of the TOE supported OS platforms support remote access to the local console
(e.g., SSH), this capability is excluded from the evaluated configuration and is removed or disabled
during initial installation and configuration of the TOE.

2.3 TOE Physical Boundary

The physical boundary of the TOE includes the CertAgent software, Apache Tomcat, and the ISC CDK
installed on a general purpose computer running a supported operating system. The TOE does not
include the hardware, database, HSM, or the operating systems of the computers on which the TOE
is installed. It also does not include third-party software required for the TOE to run as detailed in
Section 2.2.

The following external IT entities can connect to the TOE using REST APIs:

Security Target for Common Criteria Evaluation, CertAgent, Version 7.0 Page 16



e DBAccess clients such as an external audit server, or external user management server

e RAMI clients such as a registration authority

2.3.1 TOE Installation Package and Configuration Management

TOE installation packages and TOE update packages are delivered in a zipped archive via ISC’s
website. A valid account on our website is required to download the package and a serial number is
required to install or update the TOE. The software and serial number are delivered over HTTPS.
Both Windows and CentOS installation packages contain the TOE components (CertAgent, Apache
Tomcat, and ISC CDK), required software (HyperSQL database), and documentation. An installation
executable and script are used to install the TOE. An update package is verified by the TOE,
unpacked, and executed to update the TOE from one version to another. The files changed and/or
replaced by the update vary based on the complexity of the update.

The TOE’s source code is maintained under version control (Subversion and Git) and each release or
patch is checked in and labeled prior to release. External releases are labeled by version in dot
notation of major.minor.patch (e.g., 7.0.6 represents major version 7, minor version 0, patch level 6).
Internal releases are labeled major.minor.patch.qa (e.g., 7.0.6.QA1 represents major version 7,
minor version 0, patch level 6, quality assurance cycle 1). Both version control systems maintain the
history and integrity of the TOE’s source code. Each developer has an individual account in the
version control system so that changes are attributable and tracked to the user. A defect tracking
system, Bugzilla, is used to manage defects and feature requests in releases of the TOE. In
combination, the source code control systems and the defect tracking system, allow the developers
to determine exactly what changed in any given version or update of the software.

2.3.2  TOE Documentation
The TOE includes the following guidance documents:

o CertAgent Administrator Guide, version 7.0, July 26, 2023

o CertAgent Installation, Configuration and Management Guide, version 7.0, July 26, 2023
o CertAgent Certificate Authority Guide, version 7.0, July 26, 2023

o CertAgent Public Site Guide, version 7.0, July 26, 2023

e CertAgent Guidance for Common Criteria Evaluation, version 2.7.2, July 26, 2023

e CertAgent 7.0.9.9 Release Notes, July 26, 2023

2.4 TOE Logical Boundary

The TSF is comprised of several security features. Each security feature identified belongs to one of
several general categories:
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1. Security Audit

2. Communication

3. Cryptographic Support

4. User Data Protection

5. ldentification and Authentication
6. Security Management

7. Protection of the TSF

8. TOE Access

9. Trusted Path/Channels

2.4.1  Security Audit

The TOE generates audit records of administrator, user, and its own activities. Audit data includes
date, time, event type, subject identity, and other data as required. Most audit data are written to
the database. Audit records indicating a database failure are stored in a local text file as the database
is inaccessible. The TOE allows an external IT entity to access TOE audit records in the database by
polling the TOE using the DBAccess REST API.

2.4.2  Communications
The TOE relies on the TLS/HyperText Transfer Protocol Secure (HTTPS) when transmitting sensitive
data to and from applicable endpoints.

Certificate requests, certificates, CRLs, and OCSP responses are formed and verified according to RFC
5280, RFC 6960, and RFC 7030. Certificate validation is performed by the TOE.

Sensitive data that needs to be recovered (PKCS#11 Cryptographic Module PINs and other
authentication passwords) are encrypted using CMS, in conformance with RFC 5652, and then stored
in the database. Sensitive data that does not need to be recovered, EST passwords, are not stored
directly, but a check value is created, using PBKDF2/SHA-256, and stored.

2.4.3  Cryptographic Support

Cryptographic support is provided by two components.
e |SC’s Cryptographic Development Kit (ISC CDK)
e PKCS#11 Cryptographic Module

ISC CDK

The ISC CDK is within the TOE’s boundary and is used by the TOE:
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e to generate the initial set of authentication credentials (certificates and associated private
keys) during installation,

e to generate symmetric keys, wrap them with public keys, and use them to encrypt sensitive
data using the CMS format,

e to hash the “to be signed” message bodies of certificates, CRLs, and OCSP responses
e to validate signatures on certificates, CRLs, and requests, and

e to provide communication protection when clients establish TLS/HTTPS connections to the
Administrative, CA, Public, EST, OCSP, DBAccess, or RAMI interfaces. Note: Cryptographic
functions involving the TLS server private key are provided by the environmental PKCS#11
Cryptographic Module.

PKCS#11 Cryptographic Module
The PKCS#11 Cryptographic Module is used by the TOE:

e to generate, store, and provide cryptographic operations (unwrapping DEKs) involving the
private key for the “System” credential (certificate and private key),

e to generate, store, and provide cryptographic operations (digital signatures) involving the
private key for all issuer credentials (certificates and private keys), and

e to generate, store, and provide cryptographic operations (digital signature) involving the
private key for the TLS/HTTPS server credential (certificate and private key).

The PKCS#11 Cryptographic Module securely stores the high value certificate authority keys and uses
them to perform the signature operations that define a certificate authority. The PKCS#11
Cryptographic Module also securely stores the TLS/HTTPS server key and provides cryptographic
services involving that key. PKCS#11 Cryptographic Modules often require a PIN or other
authentication when the application using them starts and the TOE provides mechanisms for
injecting this information during its startup procedures.

In the evaluated configuration, the PKCS#11Cryptographic Module is Thales’ Luna USB HSM.

2.4.4  User Data Protection

The TOE supports the creation of multiple certificate profiles by CA Administrators. Each profile is
customizable by a CA Administrator and includes a certificate-based ACL of CA Operations Staff
members allowed to issue or revoke certificates using the profile. Certificate requests are assigned a
unique identifier upon submission that is used to link the request to the issued certificate.

The TOE provides relying parties two methods to check the status of a certificate:

e X.509v2 CRLs
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e (OCSP

CRLs can be issued manually, on a schedule, or when a certificate is revoked for a set of configurable
reason codes.

2.4.5 ldentification and Authentication

The TOE uses two different identification and authentication methods, described in Sections 2.4.5.1
and 2.4.5.2, depending on the role and action being performed. Most TOE activities, and all activities
involving the issuance or revocation of certificates, require certificate-based authentication.

PKCS#11 Cryptographic Modules support a variety of authentication options including passwords,
smart cards, PED devices, and fingerprints. In all cases, someone must enable the PKCS#11
Cryptographic Module as part of the initialization of the TOE. This step is performed locally on the
system during startup of the TOE.

Access to the TOE’s local console is controlled by the underlying environmental operating system
which performs the required identification and authentication when an administrator logs on.

2.4.5.1 EST Authentication
EST authentication supports either certificate-based authentication or subscriber name/password
authentication (over HTTPS) in cases where the requester does not have a valid certificate.

For subscriber name/password authentication (over HTTPS), privileged users in the CA Operation
Staff role create and manage the subscriber name/password associations.

2.4.5.2 Certificate-based Identification and Authentication

Access to the Admin Site, CA Account Site, DBAccess API, or RAMI API requires certificate-based
client authentication using HTTPS. The functions available depend on the ACL and permissions that
are assigned to the certificate used to authenticate.

The portion of the Public Site allowing self-service revocation by subscribers also requires certificate-
based client authentication using HTTPS.

2.4.6 Security Management

The TOE is managed by authorized administrators using a web user interface and the local console as
needed. All certificate issuance related administrative actions are performed via the web interface.
The TOE supports three (3) roles (Administrator, Auditor, and CA Operations Staff) each of which
consists of an access control list (ACL) of one or more X.509 certificates and one or more permissions
(issue, revoke, RAMI, etc.).

Only users who hold an administrator role in the TOE are allowed to have administrator privileges on
the physical system on which the TOE is installed. They can:
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e inject the PKCS#11 Cryptographic Module PIN to unlock the “System” credential’s private
key,

e start/stop the TOE and the Database,

e run the CACLI program (allows the scripting of the creation of a root or issuer, trust anchor
management, ACL management),

e run the Report Generator Program, or

e run the update tool (to check for updates or apply updates to the system).

2.4.7  Protection of the TSF

The TOE encrypts any sensitive information, before it is sent to the environmental database, using
the asymmetric “System” credential’s public key and the CMS format. These encrypted symmetric
keys are the only symmetric keys that are persisted by the TOE. When the information is needed
later, the encrypted data is retrieved from the database, and the TOE uses the “System” credential’s
private key, via the PKCS#11 Cryptographic Module’s PKCS#11 API, to unwrap the symmetric key.

The TOE maintains the password of PKCS#11 Cryptographic Module storing the “System” credential
in memory until it exits. The TOE does not store, or directly use, any private keys (they are stored and
protected by the PKCS#11 Cryptographic Module which performs operations with those keys at the
TOE’s request). When the TOE shuts down all sensitive data in memory is cleared.

2.4.8 TOE Access

The TOE’s Admin Site and CA Account Site display a warning banner prior to allowing any
administrative actions to be performed. The TOE’s web interface will terminate sessions when they
time out or when an authenticated user clicks the logout link in the navigation pane.

2.4.9 Trusted Path/Channels

The TOE provides a trusted path/channel for secure communication between itself and external IT
entities such as a registration authority (RA), audit server, or similar entities which are permitted to
connect to the TOE, over client authenticated HTTPS/TLS. Privileged users accessing the TOE’s web
interfaces also use a trusted path established and secured with client authenticated HTTPS/TLS.
Subscribers with existing, valid certificates, also use a trusted path, established and secured with
client authenticated HTTPS/TLS, to perform certificate renewal, via EST, or self-management, via the
TOE’s Public Site web interface. Subscribers, and other non-privileged users, are permitted to
connect to the TOE’s Public Site with unauthenticated HTTPS/TLS. Relying parties are permitted to
connect to parts of the TOE’s Public Site, with either unauthenticated HTTPS/TLS or unprotected
HTTP, to obtain certificate status or other information required to validate certificates issued by the
TOE.

For communication between the TOE and environmental components (notably the database and the
HSM) the Operational Environment provides a non-encrypted, trusted channel. Secure
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communication is enforced between the TOE and IT entities in the Operational Environment using
the Operational Environment’s JRE, JNDI, JDBC, and PKCS #11 Cryptographic Module components
installed on the local system. These trusted channels transfer TOE data to and from IT entities within
the Operational Environment.

3. Conformance Claims

3.1 CCVersion

This ST is compliant with Common Criteria for Information Technology Security Evaluation, Version
3.1 Revision 5 April 2017.

3.2 CCPart 2 Conformance Claims

This ST and Target of Evaluation (TOE) are Part 2 extended.

3.3 CC Part 3 Conformance Claims
This ST and Target of Evaluation (TOE) are Part 3 conformant.

Note that this evaluation also includes evaluation assurance activities that are defined in the claimed
Protection Profile that has augmented the CEM and are not considered to be alterations to Part 3.

3.4 PP Claims
This ST claims exact compliance to the following Protection Profile:

e  Protection Profile for Certification Authorities, version 2.1 [PP_CA_V2.1]

3.5 Applicable Technical Decisions

The following technical decisions are applicable to the PP_CA_V2.1:

e TDO0522
e TDO0500
e TD0415
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e TDO375

e TDO0353
e TDO0348
e TD0294
e TDO0287
e TDO0286
e TDO0278
e TDO276

The following technical decisions are applicable to the PP_CA_V2.1, however the technical decisions
are not applicable to the TOE or the ST:

e TDO0328

The selection based FPT_SKY_EXT.1/CA SFRis not included in the Security Target.
FPT_SKY_EXT.1/CA is performed entirely by the OE, this SFR is not included in the ST and
OE.KEY_ARCHIVAL is included in the ST.

3.6 Package Claims

This ST claims compliance to a Protection Profile. There are no package claims in the PP or ST.

3.7 Conformance Claim Rationale

The PP states “A CA system is an entity that issues and manages public-key certificates.” The TOE is a
software application that issues and manages public-key certificates. As such, it is consistent with the
definition of a certification authority as stated in the PP. Therefore, the conformance claim is
appropriate.

4. Security Problem Definition

4.1 Threats

This section identifies the threats against the TOE. These threats have been taken from the PP.
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Threat Name

Threat Definition

T.PRIVILEGED_USER_ERROR

A privileged user or non-person entity (NPE) improperly exercises or
adversely affects the TOE, resulting in unauthorized services, ineffective
security mechanisms, or unintended circumvention of security
mechanisms.

T.TSF_FAILURE

Security mechanisms of the TOE may fail, leading to a compromise of the
TSF.

T.UNAUTHENTICATED_TRANSACTIONS

Relying parties within an information system depend on the TOE to
accurately bind subjects to their credentials for use in authenticating and
providing privacy for transactions. Without the proper binding provided
by the TOE, relying parties cannot ensure adequate access controls on
sensitive information, ensure transactional integrity, ensure proper
accountability, and/or enforce non-repudiation.

T.UNAUTHORIZED_ACCESS

A malicious user, process, or external IT entity intentionally circumvents
TOE security mechanisms.

T.UNAUTHORIZED_UPDATE

A malicious party attempts to supply the end user with an update to the
product that may compromise the security features of the TOE.

T.UNDETECTED_ACTIONS

Remote users or external IT entities may take actions that adversely
affect the security of the TOE.

T.USER_DATA_REUSE

A malicious user, process, or external IT entity may gain access to user
data that is not cleared when resources are reallocated.

T.WEAK_CRYPTO

A weak hash or signature scheme may be compromised by an attacker
and used to apply integrity checks to malicious content so that it appears
legitimate.

4.2  Assumptions

TABLE 6 TOE THREATS

The specific conditions listed are assumed to exist in the TOE’s Operational Environment and these

assumptions have been taken from the PP.

Assumption Name

Assumption Definition

A.NO_GENERAL_PURPOSE

It is assumed that there are no general-purpose computing capabilities
(e.g., compilers or user applications) available on the TOE, other than
those services necessary for the operation, administration and support
of the TOE.

A.PHYSICAL

Physical security, commensurate with the value of the TOE and the data
it contains, is assumed to be provided by the environment.

A.TRUSTED_ADMIN

TOE Administrators are trusted to follow and apply all administrator
guidance in a trusted manner.

4.3

TABLE 7 TOE ASSUMPTIONS

Organizational Security Policies

This section identifies the organizational security policies to be implemented by an organization that

deploys the TOE. These policies have been taken from the CA PP.

| Policy Name

| Policy Definition
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P.ACCESS_BANNER

The TOE shall display an initial banner describing restrictions of use, legal
agreements, or any other appropriate information to which users
consent by accessing the TOE.

TABLE 8 TOE ORGANIZATIONAL SECURITY POLICIES

4.4  Security Objectives

This section identifies the security objectives of the TOE and its supporting environment. The security

objectives identify the responsibilities of the TOE and its environment in meeting the security needs.

4.4.1 Security Objectives for the TOE

This section identifies the security objects of the TOE. These objectives have been taken from the CA

PP. A subset of the optional security objects has been included based on the set of optional SFRs that

are claimed by the TSF.

Objective

Objective Definition

O.AUDIT_LOSS_RESPONSE

The TOE will respond to possible loss of audit records when audit trail
storage is full or nearly full by restricting auditable events.

O.AUDIT_PROTECTION

The TOE will protect audit records against unauthorized access,
modification, or deletion to ensure accountability of user actions.

O.CERTIFICATES

The TSF must ensure that certificates, certificate revocation lists, and
certificate status information are valid.

O.CONFIGURATION_MANAGEMENT

The TOE will conduct configuration management to assure identification
of system connectivity (software, hardware, and firmware), and
components (software, hardware, and firmware), auditing of
configuration data, and controlling changes to configuration items.

O.DISPLAY_BANNER

The TOE will display an advisory warning regarding use of the TOE.

O.INTEGRITY_PROTECTION

The TOE will provide appropriate integrity protection for user data and
software.

O.NON_REPUDIATION

The TOE will prevent a subscriber from avoiding accountability for
sending a message by providing evidence that the subscriber sent the
message; and control communications from unknown source.

O.PROTECTED_COMMUNICATIONS

The TOE will provide protected communication channels for
administrators, other parts of a distributed TOE, and authorized IT
entities. The TOE will protect data assets when they are being
transmitted to and from the TOE, including through intervening
untrusted components.

O.RECOVERY

The TOE will have the capability to store and recover to a previous state
at the direction of the administrator (e.g., provide support for archival
and recovery capabilities).

O.RESIDUAL_INFORMATION_CLEARING

The TOE will ensure that any data contained in a protected resource is
not available when the resource is reallocated.

O.SESSION_LOCK

The TOE with provide mechanisms that mitigate the risk of unattended
sessions being hijacked.

O.SYSTEM_MONITORING

The TOE will provide the capability to generate audit data and send
those data to an external IT entity. The TOE will record in audit records:
date and time of action and the entity responsible for the action.

O.TOE_ADMINISTRATION

The TOE will provide mechanisms to ensure that only privileged users are
able to log in and configure the TOE, and provide protections for logged-
in users. The TOE will ensure that administrative responsibilities are
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separated across different roles in order to mitigate the impact of
improper administrative activities or unauthorized administrative access.

O.TSF_SELF_TEST

The TOE will provide integrity protection to detect modifications to
firmware, software, and archived data.

O.VERIFIABLE_UPDATES

The TOE will provide the capability to help ensure that any updates to
the TOE can be verified by the administrator to be unaltered and
(optionally) from a trusted source

TABLE 9 TOE OBJECTIVES

4.4.2 Security Objectives for the Operational Environment

This section identifies the security objectives of the environment into which the TOE is expected to

be deployed. These objectives have been taken from the CA PP. A subset of the optional

environmental objectives has been included based on the set of optional SFRs that are not claimed

by the TSF.

Objective

Objective Definition

OE.AUDIT_GENERATION

The Operational Environment provides a mechanism for the generation
of portions of the audit data.

OE.CERT_REPOSITORY

The Operational Environment provides a certificate repository for
storage of certificates (and optionally CRLs) issued by the TSF.

OE.AUDIT_RETENTION

The Operational Environment provides mechanisms for retention of
audit records for both normal and extended retention periods.

OE.AUDIT_REVIEW

The Operational Environment provides a mechanism for the review of
specified audit data.

OE.AUDIT_STORAGE

The Operational Environment provides a mechanism for the storage of
specified audit data.

OE.CRYPTOGRAPHY

The Operational Environment provides cryptographic services that can
be invoked by the TSF in order to perform security functionality.

OE.KEY_ARCHIVAL

The Operational Environment provides the ability to use split knowledge
procedures to enforce two-party control to export keys necessary to
resume CA functionality if the TSF should fail.

OE.NO_GENERAL_PURPOSE

There are no general-purpose computing capabilities (e.g., compilers or
user applications) available on the TOE, other than those services
necessary for the operation, administration and support of the TOE.

OE.PHYSICAL

Physical security, commensurate with the value of the TOE and the data
it contains, is provided by the environment.

OE.PUBLIC_KEY_PROTECTION

The Operational Environment provides protection for specified public
keys associated with CA functions.

OE.SESSION_PROTECTION_LOCAL

The Operational Environment provides the ability to lock or terminate
local administrative sessions.

OE.TOE_ADMINISTRATION

The Operational Environment provides specified management
capabilities required for the overall operation of a Certificate Authority,
and the ability to restrict access to a subset of the capabilities as
specified in the ST.

OE.TRUSTED_ADMIN

The administrator of the TOE is not careless, willfully negligent or hostile,
and administers the software within compliance of the applied
enterprise security policy.
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OE.TRUSTED_PLATFORM

The operating system no which the TOE has been installed is securely
configure, regularly patched, and not subject to unauthorized access.

TABLE 10 TOE OPERATIONAL ENVIRONMENT OBJECTIVES

4.5

Security Problem Definition Rationale

The assumptions, threats, Organizational Security Policies (OSPs), and objectives that are defined in

this ST represent the assumptions, threats, OSPs, and objectives that are specified in the Protection

Profile to which the TOE claims conformance. The associated mappings of assumptions to

environmental objectives, SFRs to TOE objectives, and OSPs and objectives to threats are specified in

Table 11.
SPD Element Objective Requirements
A.NO_GENERAL_PURPOSE OE.NO_GENERAL_PURPOSE N/A
It is assumed that there are no general- There are no general-purpose computing
purpose computing capabilities (e.g., capabilities (e.g., compilers or user
compilers or user applications) available | applications) available on the TOE, other
on the TOE, other than those services than those services necessary for the
necessary for the operation, operation, administration and support of
administration and support of the TOE. the TOE.
A.PHYSICAL OE.PHYSICAL N/A
Physical security, commensurate with Physical security, commensurate with the
the value of the TOE and the data it value of the TOE and the data it contains,
contains, is assumed to be provided by is provided by the environment.
the environment.
A.TRUSTED_ADMIN OE.TRUSTED_ADMIN N/A

TOE Administrators are assumed to
follow and apply all administrator
guidance in a trusted manner.

The administrator of the TOE is not
careless, willfully negligent or hostile, and
administers the software within
compliance of the applied enterprise
security policy.

T.PRIVILEGED_USER_ERROR

A privileged user or non-person entity
(NPE) improperly exercises or adversely
affects the TOE, resulting in
unauthorized services, ineffective
security mechanisms, or unintended
circumvention of security mechanisms.

0.AUDIT_LOSS_RESPONSE

The TOE will respond to possible loss of
audit records when audit trail storage is
full or nearly full by restricting auditable
events.

FAU_ADP_EXT.1, FAU_STG.4

O.AUDIT_PROTECTION

The TOE will protect audit records against
unauthorized access, modification, or

FAU_ADP_EXT.1
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deletion to ensure accountability of user
actions.

0.TOE_ADMINISTRATION FIA_UAU_EXT.1, FIA_UIA_EXT.1,
FMT_MOF.1(1), FMT_MOF.1(2),
The TOE will provide mechanisms to FMT_MOF.1(3), FMT_MOF.1(4),
ensure that only privileged users are able FMT_MOF.1(5), FMT_MTD.1,

to log in and configure the TOE, and FMT_SMF.1, FMT_SMR.2, FTA_SSL.3,
provide protections for logged-in users. FTA_SSL.4

The TOE will ensure that administrative
responsibilities are separated across
different roles in order to mitigate the
impact of improper administrative
activities or unauthorized administrative

access.

OE.AUDIT_GENERATION N/A

The Operational Environment provides a
mechanism for the generation of portions
of the audit data.

OE.AUDIT_STORAGE N/A

The Operational Environment provides a
mechanism for the storage of specified
audit data.

OE.AUDIT_REVIEW N/A

The Operational Environment provides a
mechanism for the review of specified
audit data.

OE.AUDIT_RETENTION N/A

The Operational Environment provides
mechanisms for retention of audit
records for both normal and extended
retention periods.

OE.SESSION_PROTECTION_LOCAL N/A

The Operational Environment provides
the ability to lock or terminate local
administrative sessions.

OE.TOE_ADMINISTRATION N/A

The Operational Environment provides
specified management capabilities
required for the overall operation of a
Certificate Authority, and the ability to
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restrict access to a subset of the
capabilities as specified in the ST

T.TSF_FAILURE

Security mechanisms of the TOE may
fail, leading to a compromise of the TSF.

O.TSF_SELF_TEST

The TOE will provide the capability to test
some subset of its security functionality
to ensure it is operating properly. The
TOE will provide integrity protection to
detect modifications to firmware,
software, and archived data.

FPT_TST_EXT.2

OE.TRUSTED_PLATFORM

The operating system on which the TOE
has been installed is securely configured,
regularly patched, and not subject to
unauthorized access.

N/A

T.UNAUTHENTICATED_TRANSACTIONS

Relying parties within an information
system depend on the TOE to accurately
bind subjects to their credentials for use
in authenticating and providing privacy
for transactions. Without the proper
binding provided by the TOE, relying
parties cannot ensure adequate access
controls on sensitive information,
ensure transactional integrity, ensure
proper accountability, and/or enforce
non-repudiation.

O.CERTIFICATES

The TSF must ensure that certificates,
certificate revocation lists, and certificate
status information are valid.

FDP_CER_EXT.1, FDP_CER_EXT.2,
FDP_CER_EXT.3, FDP_CRL_EXT.1,
FDP_CSI_EXT.1, FDP_OCSPG_EXT.1,
FDP_STG_EXT.1, FIA_ESTS_EXT.1,
FIA_X509_EXT.1, FIA_X509 EXT.2

O.CONFIGURATION_MANAGEMENT

The TOE will conduct configuration
management to assure identification of
system connectivity (software, hardware,
and firmware), and components
(software, hardware, and firmware),
auditing of configuration data, and
controlling changes to configuration
items.

FDP_CER_EXT.1,FDP_CRL EXT.1,
FDP_OCSPG_EXT.1, FMT_MOF.1(1),
FMT_MOF.1(2), FMT_MOF.1(3),
FMT_MOF.1(4), FMT_MOF.1(5),
FMT_MTD.1

O.INTEGRITY_PROTECTION

The TOE will provide appropriate integrity
protection for TSF data and software and
any user data stored by the TOE.

FCS_CDP_EXT.1, FCS_CKM_EXT.5,
FPT_TST_EXT.2

O.NON_REPUDIATION

The TOE will prevent a subscriber from
avoiding accountability for sending a
message by providing evidence that the
subscriber sent the message; and control
communications from unknown source.

FCO_NRO_EXT.2

OE.TOE_ADMINISTRATION

The Operational Environment provides
specified management capabilities
required for the overall operation of a
Certificate Authority, and the ability to

N/A
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restrict access to a subset of the
capabilities as specified in the ST

T.UNAUTHORIZED_ACCESS

A malicious user, process, or external IT
entity intentionally circumvents TOE
security mechanisms.

O.PROTECTED_COMMUNICATIONS

The TOE will provide protected
communication channels for
administrators, other parts of a
distributed TOE, and authorized IT
entities. The TOE will protect data assets
when they are being transmitted to and
from the TOE, including through
intervening untrusted components.

FCS_CDP_EXT.1, FCS_CKM.1,
FCS_CKM.2, FCS_CKM_EXT.1(1),
FCS_CKM_EXT.1(2), FCS_CKM_EXT.4,
FCS_CKM_EXT.8, FCS_COP.1(1),
FCS_COP.1(2), FCS_COP.1(3),
FCS_COP.1(4), FCS_COP.1(5),
FCS_HTTPS_EXT.1, FCS_RBG_EXT.1,
FCS_STG_EXT.1, FCS_TLSS_EXT.1,
FCS_TLSS_EXT.2, FPT_KST_EXT.1,
FPT_KST_EXT.2, FPT_SKP_EXT.1,
FTP_ITC.1, FTP_TRP.1

O.TOE_ADMINISTRATION

The TOE will provide mechanisms to
ensure that only privileged users are able
to log in and configure the TOE, and
provide protections for logged-in users.
The TOE will ensure that administrative
responsibilities are separated across
different roles in order to mitigate the
impact of improper administrative
activities or unauthorized administrative
access.

FIA_UAU_EXT.1, FIA_UIA_EXT.1,
FMT_MOF.1(1), FMT_MOF.1(2),
FMT_MOF.1(3), FMT_MOF.1(4),
FMT_MOF.1(5), FMT_MTD.1,
FMT_SMF.1, FMT_SMR.2, FTA_SSL.3,
FTA_SSL.4

OE.CRYPTOGRAPHY

The Operational Environment provides
cryptographic services that can be
invoked by the TSF in order to perform
security functionality.

N/A

OE.KEY_ARCHIVAL

The Operational Environment provides
the ability to use split knowledge
procedures to enforce two-party control
to export keys necessary to resume CA
functionality if the TSF should fail.

N/A

OE.SESSION_PROTECTION_LOCAL

The Operational Environment provides
the ability to lock or terminate local
administrative sessions.

N/A

OE.TOE_ADMINISTRATION

The Operational Environment provides
specified management capabilities
required for the overall operation of a
Certificate Authority, and the ability to

N/A
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restrict access to a subset of the
capabilities as specified in the ST

T.UNAUTHORIZED_UPDATE

A malicious party attempts to supply the
end user with an update to the product
that may compromise the security
features of the TOE.

O.VERIFIABLE_UPDATES

The TOE will provide the capability to
help ensure that any updates to the TOE
can be verified by the administrator to be
unaltered and from a trusted source.

FCS_CDP_EXT.1, FCS_COP.1(3),
FIA_X509_EXT.2, FPT_TUD_EXT.1

T.UNDETECTED_ACTIONS

Remote users or external IT entities may
take actions that adversely affect the
security of the TOE.

O.AUDIT_LOSS_RESPONSE

The TOE will respond to possible loss of
audit records when audit trail storage is
full or nearly full by restricting auditable
events.

FAU_ADP_EXT.1, FAU_STG.4

O.AUDIT_PROTECTION

The TOE will protect audit records against
unauthorized access, modification, or
deletion to ensure accountability of user
actions.

FAU_ADP_EXT.1,

0O.SYSTEM_MONITORING

The TOE will provide the capability to
generate audit data and send those data
to an external IT entity. The TOE will
record in audit records: date and time of
action and the entity responsible for the
action.

FAU_ADP_EXT.1, FAU_GEN.1,
FAU_GEN.2, FAU_SAR.1, FAU_SAR.3,
FAU_GCR_EXT.1, FAU_SCR_EXT.1,
FAU_SEL.1, FAU_STG_EXT.1,
FIA_UIA_EXT.1, FPT_STM.1

OE.AUDIT_GENERATION

The Operational Environment provides a
mechanism for the generation of portions
of the audit data.

N/A

OE.AUDIT_STORAGE

The Operational Environment provides a
mechanism for the storage of specified
audit data.

N/A

OE.AUDIT_REVIEW

The Operational Environment provides a
mechanism for the review of specified
audit data.

N/A

OE.AUDIT_RETENTION

The Operational Environment provides
mechanisms for retention of audit

N/A
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records for both normal and extended
retention periods.

OE.CERT_REPOSITORY

The Operational Environment provides a
certificate repository for storage of
certificates (and optionally CRLs) issued
by the TSF.

N/A

T.USER_DATA_REUSE

A malicious user, process, or external IT
entity may gain access to user data that
is not cleared when resources are
reallocated.

O.RESIDUAL_INFORMATION_CLEARING

The TOE will ensure that any data
contained in a protected resource is not
available when the resource is
reallocated.

FDP_RIP.1

T.WEAK_CRYPTO

A weak hash or signature scheme may
be compromised by an attacker and
used to apply integrity checks to
malicious content so that it appears
legitimate.

O.PROTECTED_COMMUNICATIONS

The TOE will provide protected
communication channels for
administrators, other parts of a
distributed TOE, and authorized IT
entities. The TOE will protect data assets
when they are being transmitted to and
from the TOE, including through
intervening untrusted components.

FCS_CDP_EXT.1, FCS_CKM.1,
FCS_CKM. 2, FCS_CKM_EXT.1(1),
FCS_CKM_EXT.1(2), FCS_CKM_EXT.4,
FCS_CKM_EXT.8, FCS_COP.1(1),
FCS_COP.1(2), FCS_COP.1(3),
FCS_COP.1(4), FCS_COP.1(5),
FCS_HTTPS_EXT.1, FCS_RBG_EXT.1,
FCS_STG_EXT.1, FCS_TLSS_EXT.1,
FCS_TLSS_EXT.2, FPT_KST EXT.1,
FPT_KST_EXT.2, FPT_SKP_EXT.1,
FTP_ITC.1, FTP_TRP.1

O.VERIFIABLE_UPDATES

The TOE will provide the capability to
help ensure that any updates to the TOE
can be verified by the administrator to be
unaltered and from a trusted source.

FCS_CDP_EXT.1, FCS_COP.1(3),
FIA_X509_EXT.2, FPT_TUD_EXT.1

OE.CRYPTOGRAPHY

The Operational Environment provides
cryptographic services that can be
invoked by the TSF in order to perform
security functionality.

N/A

OE.KEY_ARCHIVAL

The Operational Environment provides
the ability to use split knowledge
procedures to enforce two-party control
to export keys necessary to resume CA
functionality if the TSF should fail.

N/A

P.ACCESS_BANNER

The TOE shall display an initial banner
describing restrictions of use, legal
agreements, or any other appropriate

O.DISPLAY_BANNER

The TOE will display an advisory warning
regarding use of the TOE.

FTA_TAB.1
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information to which users consent by
accessing the TOE.

TABLE 11 TOE SECURITY OBJECTIVE MAPPING

5. Extended Components Definition

All of the extended requirements in this ST have been drawn from the CA PP. The CA PP defines the
following extended requirements and since they are not refined in this ST the CA PP should be
consulted for more information in regard to those CC extensions.

Extended SFRs:
e FAU_ADP_EXT.1 Audit Dependencies
e FAU_GCR_EXT.1 Generation of Certificate Repository
e FAU_SCR_EXT.1 Certificate Repository Review**
e FAU_STG_EXT.1 External Audit Trail Storage**
e FCO_NRO_EXT.2 Certificate-based proof of origin
e FCS_CDP_EXT.1 Cryptographic Dependencies
e FCS_STG_EXT.1 Cryptographic Key Storage
e FCS_CKM_EXT.1(1) Symmetric Key Generation for DEKs**
e FCS_CKM_EXT.4 Cryptographic Key Destruction**
e FCS_CKM_EXT.5 Public Key Integrity**
e FCS_RBG_EXT.1 Cryptographic Random Bit Generation**
e FCS_HTTPS_EXT.1 HTTPS Protocol**
e FCS_TLSS EXT.1TLS Server Protocol**
e FCS_TLSS_EXT.2 TLS Server Protocol with Mutual Authentication**
e FCS_CKM_EXT.1(2) Key Generation Key Encryption Keys**
e FCS_CKM_EXT.8 Key Hierarchy Entropy**

e FDP_CER_EXT.1 Certificate Profiles
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e FDP_CER_EXT.2 Certificate Request Matching

e FDP_CER_EXT.3 Certificate Issuance Approval

e FDP_CSI_EXT.1 Certificate Status Information

e FDP_STG_EXT.1 Public Key Protection**

e FDP_CRL_EXT.1 Certificate Revocation List Validation**
e FDP_OCSPG_EXT.1 OCSP Basic Response Generation**
e FIA X509 EXT.1 Certificate Validation

e FIA_X509_EXT.2 Certificate-Based Authentication

e FIA_UAU_EXT.1 Authentication Mechanism

e FIA_UIA_EXT.1 User Identification and Authentication
e FIA_ESTS_EXT.1 Enrollment over Secure Transport (EST) Server**
e FIA_X509_EXT.3 Certificate Request**

o FIA_ENR_EXT.1 Certificate Enrollment***

e FPT_KST_EXT.1 No Plaintext Key Export

e FPT_KST_EXT.2 TSF Key Protection

e FPT_SKP_EXT.1 Protection of Keys

e FPT_TUD_EXT.1 Trusted Update

e  FPT_TST_EXT.2 Integrity Test*

Items marked with * are optional requirements. ltems marked with ** are required based on
selections. Items marked with *** are objective requirements.

6. Security Functional Requirements

This section identifies the Security Functional Requirements (SFRs) that are claimed for the TOE. The
SFRs which are claimed are consistent with the SFRs that are defined in the claimed Protection
Profile.
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6.1 Conventions

The common criteria define four operations — assignment, refinement, selection, and iteration —that
may be performed on functional requirements. This ST will highlight the operations in the following
manner:

e Assignment: allows the specification of an identified parameter. Indicated with bold text
inside square brackets.

e Refinement: allows the addition of details. Indicated with italicized text.

e Selection: allows the specification of one or more elements from a list. Indicated with
underlined text inside square brackets.

e |teration: allows a component to be used more than once with varying operations. Indicated
with a sequential letter in parentheses following the element number of the iterated SFR.
For example, FCS_CKM.1.1(1)(a) and FCS_CKM.1.1(1)(b).
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6.2 Security Functional Requirements Summary

The following table lists the SFRs claimed by the TOE:

Class

Component

Security Audit (FAU)

FAU_ADP_EXT.1 Audit Dependencies

FAU_GEN.1 Audit Data Generation

FAU_GEN.2 User Identity Association
FAU_GCR_EXT.1 Generation of Certificate Repository
FAU_STG.4 Prevention of Audit Data Loss
FAU_SCR_EXT.1 Certificate Repository Review
FAU_SAR.1 Audit Review

FAU_SAR.3 Selectable Audit Review

FAU_SEL.1 Selective Audit

FAU_STG_EXT.1 External Audit Trail Storage

Communication (FCO)

FCO_NRO_EXT.2 Certificate-Based Proof of Origin

Cryptographic Support (FCS)

FCS_CDP_EXT.1 Cryptographic Dependencies

FCS_STG_EXT.1 Cryptographic Key Storage

FCS_COP.1(5) Cryptographic Operation (Password-Based Key Derivation Function)
FCS_CKM_EXT.1(1) Symmetric Key Generation for DEKs

FCS_CKM.1 Cryptographic Key Generation

FCS_CKM.2 Cryptographic Key Establishment

FCS_CKM_EXT.4 Cryptographic Key Destruction

FCS_CKM_EXT.5 Public Key Integrity

FCS_COP.1(1) Cryptographic Operation (AES Encryption/Decryption)
FCS_COP.1(2) Cryptographic Operation (Cryptographic Signature)
FCS_COP.1(3) Cryptographic Operation (Cryptographic Hashing)
FCS_COP.1(4) Cryptographic Operation (Keyed-Hash Message Authentication)
FCS_RBG_EXT.1 Cryptographic Random Bit Generation

FCS_HTTPS_EXT.1 HTTPS Protocol

FCS_TLSS_EXT.1 TLS Server Protocol

FCS_TLSS_EXT.2 TLS Server Protocol with Mutual Authentication
FCS_CKM_EXT.1(2) Key Generation Key Encryption Keys

FCS_CKM_EXT.8 Key Hierarchy Entropy

User Data Protection (FDP)

FDP_CER_EXT.1 Certificate Profiles

FDP_CER_EXT.2 Certificate Request Matching
FDP_CER_EXT.3 Certificate Issuance Approval
FDP_CSI_EXT.1 Certificate Status Information
FDP_RIP.1 Subset Residual Information Protection
FDP_STG_EXT.1 Public Key Protection
FDP_CRL_EXT.1 Certificate Revocation List Validation
FDP_OCSPG_EXT.1 OCSP Basic Response Generation

Identification and
Authentication (FIA)

FIA_X509_EXT.1 Certificate Validation

FIA_X509_EXT.2 Certificate-Based Authentication
FIA_UAU_EXT.1 Authentication Mechanism

FIA_UIA_EXT.1 User Identification and Authentication
FIA_ESTS_EXT.1 Enrollment over Secure Transport (EST) Server
FIA_X509_EXT.3 Certificate Request

FIA_ENR_EXT.1 Certificate Enrollment

Security Management
(FMT)

FMT_MOF.1(1) Management of Security Functions Behavior (Administrator Functions)
FMT_MOF.1(2) Management of Security Functions Behavior (CA/RA Functions)
FMT_MOF.1(3) Management of Security Functions Behavior (CA Operations Functions)
FMT_MOF.1(4) Management of Security Functions Behavior (Admin/Officer Functions)
FMT_MOF.1(5) Management of Security Functions Behavior (Auditor Functions)
FMT_MTD.1 Management of TSF Data

FMT_SMF.1 Specification of Management Functions

FMT_SMR.2 Restrictions on Security Roles
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Protection of the TSF (FPT) FPT_FLS.1 Failure with Preservation of Secure State
FPT_KST_EXT.1 No Plaintext Key Export
FPT_KST_EXT.2 TSF Key Protection

FPT_RCV.1 Manual Trusted Recovery
FPT_SKP_EXT.1 Protection of Keys

FPT_STM.1 Reliable Time Stamps

FPT_TUD_EXT.1 Trusted Update

FPT_TST_EXT.2 Integrity Test

TOE Access (FTA) FTA_SSL.4 User-Initiated Termination
FTA_TAB.1 Default TOE Access Banners
FTA_SSL.3 TSF-Initiated Termination

Trusted Path/Channels FTP_TRP.1 Trusted Path
(FTP) FTP_ITC.1 Inter-TSF Trusted Channel

TABLE 12 TOE SECUIRTY FUNCTIONAL COMPONENTS

6.3  Security Audit (FAU)

6.3.1 FAU_ADP_EXT.1 Audit Dependencies

FAU_ADP_EXT.1.1 The TSF shall implement audit functionality and [no additional audit functionality]

in order to perform audit operations on the following audit data: [auditable events listed in the

table below that require persistent storage]

Requirement Auditable Events Additional Audit Retention | Responsible Component
Record Contents
FAU_SEL.1 All modifications to the None. Normal TOE
audit configuration that
occur while the audit
collection functions are
operating.
FCS_CKM.1 All occurrences of non- Success: public key Normal TOE
ephemeral and [no other] | generated
key generation for TOE
related functions.
FCS_CKM.2 All occurrences of non- Success: key Normal TOE
ephemeral and [no other] | established
key establishment for
TOE related functions.
FCS_CKM_EXT.4 Failure of the key Identity of object or Normal TOE
destruction process for entity being cleared.
TOE related keys.
FCS_CKM_EXT.5 Detection of integrity None. Normal TOE
violation for stored TSF
data.
FCS_COP.1(2) All occurrences of Name/identifier of Extended TOE
signature generation object being signed
using a CA signing key. Identifier of key used
for signing.
Failure in signature None Normal
generation
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identification and
authentication
mechanism used for TOE
related roles.

identity.
Origin of the attempt
(e.g., IP address).

FCS_HTTPS_EXT.1 Failure to establish a Reason for failure. Normal TOE
HTTPS session.
Establishment/Terminatio | Non-TOE endpoint of
n of a HTTPS session. connection (IP
address) for both
successes and
failures.
FCS_TLSS_EXT.1 Failure to establish a TLS Reason for failure. Normal TOE
Session.
Establishment/Terminatio | None
n of a TLS session.
FCS_TLSS_EXT.2 (TD0294 Failure to establish a TLS Reason for failure. Normal TOE
applied) Session.
Establishment/Terminatio | None
n of a TLS session.
FDP_CER_EXT.1 Certificate generation. Success: [certificate Extended TOE
object identified]
FDP_CER_EXT.2 Linking of certificate to Success: [certificate Extended TOE
certificate request. object identifier],
[link to certificate
request object
identifier]
Failure: Reason for
failure, [link to
certificate request
object identifier].
FDP_CER_EXT.3 Failed certificate Reason for failure, Normal TOE
approvals. [link to certificate
request object
identifier].
FDP_STG_EXT.1 Changes to the trusted The public key and all | Normal TOE
public keys and context information
certificates relevant to associated with the
TOE functions, including key.
additions and deletions
FDP_CRL_EXT.1 Failure to generate a CRL. | None. Normal TOE
FDP_OCSPG_EXT.1 Failure to generate None. Extended TOE
certificate status
information.
FIA_X509_EXT.1 Failed certificate None. Normal TOE
validations.
FIA_X509_EXT.2 Failed authentications. None. Normal TOE
FIA_UAU_EXT.1 All uses of the Origin of the attempt | Normal TOE
authentication (e.g., IP address).
mechanism for access to
TOE related functions.
FIA_UIA_EXT.1 All use of the Provided user Normal TOE
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channel.
Termination of the
trusted channel.
Failure of the trusted
channel functions.

initiator and target of
failed trusted
channels
establishment
attempt.

FIA_ESTS_EXT.1 EST requests (generated Identifiers for all Extended TOE
or received) containing entities
certificate request or authenticating the
revocation requests request, including
the entity providing
client authentication
for the EST transport
(if any).
The submitted
request.
EST responses issued. Any signed response.
FMT_SMR.2 Modifications to the Modifications to the Extended TOE
group of users that are group of users that
part of a role. are part of a role.
FPT_FLS.1 Invocation of failures Indication that the Normal TOE
under this requirement. TSF has failed with
the type of failure
that occurred.
FPT_KST_EXT.2 All unauthorized Identifier of user or Normal TOE
attempts to use TOE process that
secret and private keys. attempted access.
FPT_RCV.1 (TD0286 The fact that a failure or The type of failure or | Extended TOE
applied) service discontinuity service discontinuity.
occurre