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ASSURANCE CONTINUITY MAINTENANCE REPORT FOR  

 Cisco Aggregation Services Router 1000 Series (ASR1K), Cisco Integrated 

Services Router 4000 Series (ISR4K), Cisco Catalyst 8300 and 8500 Series 

Edge Routers (Cat8300, Cat8500) running IOS-XE version 17.6 

 

Maintenance Update of Cisco Aggregation Services Router 1000 Series 

(ASR1K), Cisco Integrated Services Router 4000 Series (ISR4K), Cisco 

Catalyst 8300 and 8500 Series Edge Routers (Cat8300, Cat8500) running IOS-

XE version 17.6 

Maintenance Report Number: CCEVS-VR-VID11208-2022 

Date of Activity:  27 July 2022  

References:   

• Common Criteria Evaluation and Validation Scheme Publication #6, Assurance Continuity: 

Guidance for Maintenance and Re-evaluation, version 3.0, 12 September 2016. 

• Cisco Aggregation Services Router 1000 Series (ASR1K), Cisco Integrated Services Router 

4000 Series (ISR4K), Cisco Catalyst 8300 and 8500 Series Edge Routers (Cat8300, 

Cat8500) running IOS-XE Version 17.6 Impact Analysis Report 

Documentation updated:  

Evidence Identification  Effect on Evidence/ Description of Changes  

Security Target:  

 Cisco Aggregation Services Router 

1000 Series (ASR1K), Cisco Integrated 

Services Router 4000 Series (ISR4K), 

Cisco Catalyst 8300 and 8500 Series 

Edge Routers (Cat8300, Cat8500)  

running IOS-XE Version 17.3 Security 

Target v1.2, February 15, 2022 

Maintained Security Target:  

Cisco Aggregation Services Router 1000 Series 

(ASR1K), Cisco Integrated Services Router 4000 

Series (ISR4K), Cisco Catalyst 8300 and 8500 

Series Edge Routers (Cat8300, Cat8500)  running 

IOS-XE Version 17.6 Security Target v2.0, June 

06, 2022 

 

Changes in the maintained Guidance are: 

 Updated to reflect IOS-XE version 17.6 

software version number 

® 
  

TM 
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Common Criteria Compliance Guide:  

 Cisco Aggregation Services Router 

1000 Series (ASR1K), Cisco Integrated 

Services Router 4000 Series (ISR4K), 

Cisco Catalyst 8300 and 8500 Series 

Edge Routers (Cat8300, Cat8500) 

running IOS-XE Version 17.3 CC 

Configuration Guide, Version 1.0, 

January 24, 2022 

Maintained Common Criteria Compliance 

Guide:  

Cisco Aggregation Services Router 1000 Series 

(ASR1K), Cisco Integrated Services Router 4000 

Series (ISR4K), Cisco Catalyst 8300 and 8500 

Series Edge Routers (Cat8300, Cat8500) running 

IOS-XE Version 17.6 CC Configuration Guide, 

Version 2.0, June 06, 2022 

 

Changes in the maintained Guidance are: 

 The CC Configuration Guides were 

updated to IOS-XE version 17.6 

 

Assurance Continuity Maintenance Report:   

 

Cisco submitted an Impact Analysis Report (IAR) to the Common Criteria Evaluation Validation 

Scheme (CCEVS) for approval on 08 June 2022. The IAR is intended to satisfy requirements 

outlined in Common Criteria Evaluation and Validation Scheme Publication #6, Assurance 

Continuity: Guidance for Maintenance and Re-evaluation, version 3.0. In accordance with those 

requirements, the IAR describes the changes made to the certified TOE, the evidence updated 

because of the changes, and the security impact of the changes.    

  

The evaluation evidence consists of the Security Target, the CC Compliance Guide, and the Impact 

Analysis Report (IAR). The ST and guide document were updated, the IAR was new.  
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Changes to TOE:  

  

For this Assurance Continuity, the software version of the TOE updated from IOS-XE 17.3 to 17.6.  

 

 

Software Changes  

Developer justifies that the changes are divided into two categories, new features and bug fixes. 

The new features in the product were analyzed and determined to have no security relevance and 

did not fall out of the scope of evaluated functionality. The bug fixes were also divided into two 

categories, Minor changes and Major Changes. None of the software fixes were identified as major.  

 

The Minor changes are described using two tables below: 

One with a list of bugs with explained rationale under Software Fixes  

One with a list of new features and explained rationale under New Features 

 

Software Fixes  

The following table summarizes the bugs fixed in IOS-XE 17.6 since the certification of the IOS-

XE 17.3 version: 

Minor updates are categorized as “application/features not included in this CC evaluation” and 

“updates that ensure the product functions as expected”  

Description Rationale 

SPA modules on ASR1002-X/ASR1001-X does not get 

recognized under show platform 

SPA modules are hardware components that are not included in this CC 

evaluation. Therefore, SPA module compatibility updates are not applicable. 

Enabling Telemetry can cause router to crash. Cisco Telemetry is not included in the CC evaluated configuration. Therefore, 

updates to Cisco Telemetry are not applicable. 

Ping fails on hundred gig primary interface with FRR 

configured though MPLS traffic is not impacted 

Fast reroute (FRR) is not included in the CC evaluated configuration. Therefore, 

updates to FRR are not applicable. 

Crash when removing interface not running isis but has isis 

config 

ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 

bgp crash @ bgp_db_ipstr2address when get bgp neighbor 

via bgp-oper yang 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to BGP are not applicable. 

Unable to detach device from Integration Management Cisco AppNav is not included in the CC evaluated configuration. Therefore, 

updates to AppNav are not applicable. 

ASR 1000 crash at SSS manager sss_info_get_next_elem() Subscriber Service Switch (SSS) is not included in the CC evaluated 

configuration. Therefore, updates to SSS are not applicable. 

Stackwise Virtual FMAN-RP IPC channel stuck (paused) Cisco Simple Network Management Protocol (SNMP) is not included in the CC 

evaluated configuration. Therefore, updates to SNMP are not applicable. 

BGP config does not rollback if template push errors out BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to BGP are not applicable. 

L2VPN Crash @ Process = XC Mgr Issue is found within Ethernet VPN (EVPN) implementation. EVPN is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation of  

EVPN are not applicable. 
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Incorrect CEF programming for local SVI Locator ID Separation Protocol (LISP) is not included in the CC evaluated 

configuration. Therefore, updates to LISP are not applicable. 

Code review: Just fire assert when we reach limit of 

counter 

Locator ID Separation Protocol (LISP) is not included in the CC evaluated 

configuration. Therefore, updates to LISP are not applicable. 

RP3/ESP100/X: Traffic loss of over 1s at FP switchover 

(plain ipv4) 

Bidirectional Forwarding Detection (BFD) is not included in the CC evaluated 

configuration. Therefore, updates to BFD are not applicable. 

Router crashes frequently on NBAR Network Based Application Recognition (NBAR) is not included in the CC 

evaluated configuration. Therefore, updates to NBAR are not applicable. 

Crash on configuring a highest key identifier for OSPF 

authentication under an interface 

OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

LSP Checksum error when default-info originate is 

configured 

ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 

Memory leak 'Admin group' with some triggers in ISIS ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 

Traceback: IP SLA triggers INJECT_HDR_LENGTH_ER 

and INJECT_FEATURE_ESCAPE log message 

IP Service Level Agreements (SLAs)  are not included in the CC evaluated 

configuration. Therefore, updates to SLAs are not applicable. 

Crash seen in isis_sr_uloop_lspdb_dump with 'debug isis 

microloop' enabled 

ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 

BGP: advertised community list is malformed due to 

GSHUT community 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

Router may crash when using Stateful NAT64 NAT64 is not included in the CC evaluated configuration. Therefore, updates to 

NAT64 are not applicable. 

GETVPN: All GM will crash when Primary KS recovers 

its COOP role after network outage 

Issue is found within GETVPN implementation which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation of 

GETVPN are not applicable. 

Data Plane fails over L2TPv3 while disabling VLAN limit 

restrictions with ASR1002-HX 

Layer Two Tunneling Protocol Version 3 (L2TPv3) is not included in the CC 

evaluated configuration. Therefore, updates to L2TPv3 are not applicable. 

Platform ipsec reassemble transit" tail-drops unencrypted 

IPv4 Fragments with specific payload 

The “platform ipsec reassemble transit” command is not included in the CC 

evaluated configuration.  Therefore, updates to correct the command are not 

applicable. 

DMVPN with ipv6 link-local address do not register to 

HUB 

Issue is found within Dynamic multipoint virtual private network (DMVPN) 

implementation. DMVPN is not a TSF claim included in the TOE.  Therefore, 

updates to correct the implementation of  DMVPN are not applicable. 

NAT64 ALG: Router crashes on nat64_process_token NAT64 is not included in the CC evaluated configuration. Therefore, updates to 

NAT64 are not applicable. 

Passive FTP doesn't work with NAT Issues found within File Transfer Protocol (FTP) which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation of FTP 

are not applicable. 

Crash seen on Fugazi due to %CPPHA-3-FAILURE: R0/0: 

cpp_ha: CPP 0 failure Stuck Thread(s) 

Zone Based FW (ZBFW) and Network Based Application Recognition (NBAR) 

are not included in the CC evaluated configuration. Therefore, updates to ZBFW 

and NBAR are not applicable. 

"Sequence id not available" in ACL code after DNAC 

upgrade 

Cisco DNA is not included in the CC evaluated configuration. Therefore, updates 

to DNA are not applicable. 

EVPN Type-2 IP/MAC route is created for not-connected 

SVI 

Issue is found within Ethernet VPN (EVPN) implementation. EVPN is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation of  

EVPN are not applicable. 
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Unexpected reload in NHRP when access to an invalid 

memory region 

Next Hop Resolution Protocol (NHRP) is not included in the CC evaluated 

configuration. Therefore, updates to NHRP are not applicable. 

APPNAV CFT Crashes Cisco AppNav is not included in the CC evaluated configuration. Therefore, 

updates to AppNav are not applicable. 

Pseudowire interface may be unexpectedly removed from 

VFI on unrelated configuration change 

Issue is found within Ethernet VPN (EVPN) implementation. EVPN is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation of  

EVPN are not applicable. 

CPP ucode crash with fw_base_flow_create FW functionality is not included in the CC evaluated configuration. Therefore, 

updates to FW are not applicable. 

SSH with Certificate authentication does not work after 

upgrade to 17.3.1 

Issue is found within SSH login from a client using public key authentication 

with X.509 certificates which is not a TSF claim included in the TOE.  Therefore, 

updates to correct the implementation are not applicable. 

ASR 1000 Seriesdoing KS role for GETVPN is sending 

malformed rekey packets 

Issue is found within GETVPN implementation which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation of 

GETVPN are not applicable. 

HSL Export over VASI Interface causes Netflow v9 

Template Flooding 

FW functionality is not included in the CC evaluated configuration. Therefore, 

updates to FW are not applicable. 

ASR 1000 Series: Critical process plogd fault on rp_0_0 Issue is found within Cisco DNA Center which is not a TSF claim included in the 

TOE.  Therefore, updates to correct the implementation are not applicable. 

Router may not send PIM Register message if RP is 

reachabile over TE tunnel 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

ISIS crash in isis_sr_tilfa_compute_protection ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 

Control plane hitting EID prefix entry limit for MAC after 

upgrade 

Locator ID Separation Protocol (LISP) is not included in the CC evaluated 

configuration. Therefore, updates to LISP are not applicable. 

FW-4-ALERT_ON: (target:class)-():getting aggressive 

seen when no half open feature configed 

FW functionality is not included in the CC evaluated configuration. Therefore, 

updates to FW are not applicable. 

GETVPN: Clearing members on Key Server causing rekey 

processing failure on GMs 

Issue is found within GETVPN implementation which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation of 

GETVPN are not applicable. 

flow monitor statistics missing when reloading with 

configuration 

Netflow is not included in the CC evaluated configuration. Therefore, updates to 

Netflow are not applicable. 

crypto ipsec security-association dummy leads to packet 

loss 

The “crypto ipsec security-association dummy” command is not included in the 

CC evaluated configuration.  Therefore, updates to correct the command are not 

applicable. 

Ucode crash observed at tw_bad_timer_bucket () at 

../../../infra/tw_timer.c:918 

FW functionality is not included in the CC evaluated configuration. Therefore, 

updates to FW are not applicable. 

DMVPN over DMVPN with IPSEC - return packets are 

dropped with BadIpChecksum 

Issue is found within Dynamic multipoint virtual private network (DMVPN) 

implementation. DMVPN is not a TSF claim included in the TOE.  Therefore, 

updates to correct the implementation of  DMVPN are not applicable. 

Crash triggered by "crypto gdoi ks rekey replace-now" Issue is found within GETVPN implementation which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation of 

GETVPN are not applicable. 

ASR1002-HX crashed after removing then applying the 

ZBF configuration. 

FW functionality is not included in the CC evaluated configuration. Therefore, 

updates to FW are not applicable. 

After reload or switchover, redundant ESP goes offline-

&gt;online (transient issue) 

Fast reroute (FRR) is not included in the CC evaluated configuration. Therefore, 

updates to FRR are not applicable. 
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ESP Unexpected Reboot on Broadband Intelligent Services 

Gateway During Session Clean-up 

IIntelligent Services Gateway (ISG)  is not included in the CC evaluated 

configuration. Therefore, updates to ISG are not applicable. 

Prefetch CRL Download Fails The “crypto pki crl download” command is not included in the CC evaluated 

configuration.  Therefore, updates to correct the command are not applicable. 

no ip nbar resources flow max-session does not restore 

default platform session limits 

Network Based Application Recognition (NBAR) is not included in the CC 

evaluated configuration. Therefore, updates to NBAR are not applicable. 

Segmentation fault(11), Process = CTS CORE - crash in 

ISR 4k 

Cisco TrustSec is not included in the CC evaluated configuration. Therefore, 

updates to TrustSec are not applicable. 

Watchdog timeout due to Crypto IKMP Issue is found within Dynamic multipoint virtual private network (DMVPN) 

implementation. DMVPN is not a TSF claim included in the TOE.  Therefore, 

updates to correct the implementation of  DMVPN are not applicable. 

OSPFv3 adjacency won't come up after "ospfv3 

authentication ipsec" is applied on Tunnel interface 

OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

Multicast boundary command on tunnel interface DMVPN 

network is sending ttl=1 packet 

Issue is found within Dynamic multipoint virtual private network (DMVPN) 

implementation. DMVPN is not a TSF claim included in the TOE.  Therefore, 

updates to correct the implementation of  DMVPN are not applicable. 

ucode crash on ESP-100 with CAPWAP traffic when 

CAPWAP stripping is enabled 

Network Based Application Recognition (NBAR) is not included in the CC 

evaluated configuration. Therefore, updates to NBAR are not applicable. 

Performance monitor caused QoS miss classification Issue is found within Easy Performance Monitor (ezPM) which is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation are 

not applicable. 

%IP-4-DUPADDR: Duplicate address issue at NAT-HSRP 

ISR4k router 

Hot Standby Router Protocol (HSRP) is not included in the CC evaluated 

configuration. Therefore, updates to HSRP are not applicable. 

PMAN-3-PROCFAIL: Chassis 1 R0/0: pman: R0/0: The 

process keyman has failed (rc 139) 

Issue is found within a process timing issue for wireless, Sanet, Radsec, and 

Session manager apps which are not TSF claims included in the TOE.  Therefore, 

updates to correct the implementation are not applicable. 

IOS-XE: IPv6 OSPF authentication ipsec - adjacency fails OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

Reload: IOS-XE router crashing due to DN mismatch Issue is found within Media Gateway Control Protocol (MGCP) which is not a 

TSF claim included in the TOE.  Therefore, updates to correct the 

implementation are not applicable. 

C8500L-8S4X may crash during redundancy force-

switchover when dual-RP is enabled 

Issue is found within redundancy force-switchover which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation are not 

applicable. 

Fluctuation of around 5-10% is seen in perf with IMIX 

profile in ESP100x/ESP200x with NBAR and FWALL 

Network Based Application Recognition (NBAR) and FW are not included in the 

CC evaluated configuration. Therefore, updates to NBAR and FW are not 

applicable. 

ASR 1000 Series: fman_rp crash seen on 16.9.X when 

"show platform software nat RP active logging" is run 

Issue is found within logging NAT translations which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation are not 

applicable. 

fman_rp: qos_hqf [L:1.0, N:0x3485061e18 ] (0p, 0c) 

download to FP failed resulting in a crash. 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

1006-X: Box rebooted after critical process cpp_cp_svr 

has failed (rc 134), 8K BFDs 

Bidirectional Forwarding Detection (BFD) is not included in the CC evaluated 

configuration. Therefore, updates to BFD are not applicable. 

17.5-ASR1k-9X,6X,13RU: fsck for harddisk always fails 

with error Device Busy. 

Issue is found within formatting the harddisk: volume is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation are not 

applicable. 
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NAT HA - stale tcp sessions in standby router Issue is found within an Hot Standby Routing Protocol (HSRP) implementation 

which is not a TSF claim included in the TOE.  Therefore, updates to correct the 

implementation of GETVPN are not applicable. 

%CRYPTO-4-RECVD_PKT_MAC_ERR: decrypt: mac 

verify failed due to ip rtp header-compression iphc-format 

The "ip rtp header-compression iphc-format" command is not included in the CC 

evaluated configuration.  Therefore, updates to correct the command are not 

applicable. 

Data plane VPLS traffic generating Control Word on all 

Label Switched Headers 

Virtual Private Lan Service (VPLS) is not included in the CC evaluated 

configuration. Therefore, updates to VPLS are not applicable. 

[DMM/SLM test issue] CFM crash when using physical 

port, DMM/SLM doesn't work on EVC 

Connectivity Fault Management (CFM) is not included in the CC evaluated 

configuration. Therefore, updates to CFM are not applicable. 

IPv6 DMVPN - NBMA address not getting preserved Issue is found within Dynamic multipoint virtual private network (DMVPN) 

implementation. DMVPN is not a TSF claim included in the TOE.  Therefore, 

updates to correct the implementation of  DMVPN are not applicable. 

A router may crash when processing an NHRP packet Next Hop Resolution Protocol (NHRP) is not included in the CC evaluated 

configuration. Therefore, updates to NHRP are not applicable. 

"insufficient resources" NHRP-ERROR while receiving 

small rate of NHRP Resolution Requests/second 

Next Hop Resolution Protocol (NHRP) is not included in the CC evaluated 

configuration. Therefore, updates to NHRP are not applicable. 

Extended PAT not allowing more than 1k translations Port Address Translation (PAT) is not included in the CC evaluated 

configuration. Therefore, updates to PAT are not applicable. 

NHRP messages tagged with incorrect MPLS labels - 

unable to establish shortcut 

Next Hop Resolution Protocol (NHRP) is not included in the CC evaluated 

configuration. Therefore, updates to NHRP are not applicable. 

Software MTP should support encrypted TLS connection Transport Layer Security (TLS) is not included in the CC evaluated 

configuration. Therefore, updates to TLS are not applicable. 

CSDL failure when it should be allowing RSA keys with 

1024 length. 

CSDL_MODE is not included in the CC evaluated configuration. Therefore, 

updates to CSDL_MODE are not applicable. 

[FNF] Need to force DTL read after PLU lookup in 

fnf_build_do_ipv4_fast 

Netflow is not included in the CC evaluated configuration. Therefore, updates to 

Netflow are not applicable. 

IOS Device may unexpectedly reboot when displaying 

BGP neighbors from AF being deleted 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

L3 connected lite session not coming up , stuck in data-

plane(qfp) 

Cisco Intelligent Services Gateway (ISG) Walk-By is not included in the CC 

evaluated configuration. Therefore, updates to ISG Walk-By are not applicable. 

Wrong source ip address is shown in https access log Hypertext Transfer Protocol Secure (HTTPS) is not included in the CC evaluated 

configuration. Therefore, updates to HTTPS are not applicable. 

MC-LAG feature cannot preserve administratively shut 

down sub-interfaces 

Multi-chassis link aggregation group (MLAG) is not included in the CC 

evaluated configuration. Therefore, updates to MLAG are not applicable. 

IOS-XE Router may experience unexpected reboot with 

X25 RBP 

X.25 Record Boundary Preservation (RBP) is not included in the CC evaluated 

configuration. Therefore, updates to X.25 RBP are not applicable. 

OSPF process may not install an external prefix (with 

fwaddr) in RIB 

OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

Running certain commands from old web interface may 

cause device to crash 

Hypertext Transfer Protocol (HTTP) is not included in the CC evaluated 

configuration. Therefore, updates to HTTP are not applicable. 

CIsco IOS XE crash after executing 'show flowspec ipv4' 

command 

Netflow is not included in the CC evaluated configuration. Therefore, updates to 

Netflow are not applicable. 

17.7:ASR1K:Traceback @be_isis_process_no_router on 

unconfiguring ISIS with Entropy Label feature. 

ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 
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BGP Router process may crash after configuring 

maximum-paths eibgp 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

LISP DDT: Buffered Map Request leads to NMR delivery 

failure 

Locator ID Separation Protocol (LISP) is not included in the CC evaluated 

configuration. Therefore, updates to LISP are not applicable. 

Memory leak in ospf on withdrawing SRMS prefix sid OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

BGP Memory Leak after upgrading to 17.3.x due to 

Duplicate Attribute Entries 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

IOS-XE : IPSLA ICMP-Jitter over L3VPN results 

incorrect jitter value. 

IP Service Level Agreements (SLAs)  are not included in the CC evaluated 

configuration. Therefore, updates to SLAs are not applicable. 

Netconf: Logging to syslog stops working in certain 

scenarios 

NETCONF is not included in the CC evaluated configuration. Therefore, updates 

to NETCONF are not applicable. 

router crashes when changing BGP AS Number BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

'show isis teapp' with scale doesn't display the entire list ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 

Memory leak in emulated database of OSPF and VRF. OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

SNMP poll of DHCP Stats not available on IOS-XE 

17.03.03 

Cisco Simple Network Management Protocol (SNMP) is not included in the CC 

evaluated configuration. Therefore, updates to SNMP are not applicable. 

SDA - on Anywhere Border RPF for external RP 

incorrectly pointing to LISP after BGP route is back 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

Crash when getting cdspCardStatusEntry OID Cisco Simple Network Management Protocol (SNMP) is not included in the CC 

evaluated configuration. Therefore, updates to SNMP are not applicable. 

LA LED turns green when just inserted SFP-10G-LR on 

ISR4k without cable connecting 

The fix to correct an issue with LED and link status has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

Need Active/Active ZBFW support for Inter-vrf TCP 

traffic 

Zone Based FW (ZBFW) is not included in the CC evaluated configuration. 

Therefore, updates to ZBFW are not applicable. 

ZBFW : ARStandby drops seen on New Active during RG 

switchover 

Zone Based FW (ZBFW) is not included in the CC evaluated configuration. 

Therefore, updates to ZBFW are not applicable. 

Failure to start (on RP2) iox app-hosting application App-hostng application is not included in the CC evaluated configuration. 

Therefore, updates to App-hostng application are not applicable. 

ZBFW : FirewallPolicy drops seen with RTSP traffic in 

steady state. 

Zone Based FW (ZBFW) is not included in the CC evaluated configuration. 

Therefore, updates to ZBFW are not applicable. 

Unexpected reboot of IOS-XE Router in BQS QM @ 

cpp_qm_proc_rt_commit. 

Broadband Network Gateway (BNG) is not included in the CC evaluated 

configuration. Therefore, updates to BNG are not applicable. 

ASR 1000-RP2|VID&gt;V07|16.9.7 MD5 signature does 

not match failure while upgrading to 17.3(1r) rommon 

Issue is found within MD5 signatures which is not a TSF claim included in the 

TOE.  Therefore, updates to correct the implementation are not applicable. 

IKEv2 Deprecated Ciphers denied by Crypto Engine 

CDSL - Cicso PSB Security Compliance. 

Issue is found within the uses of IKEv2 deprecated ciphers which is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation are 

not applicable. 

CoS preservation not working for the services EVPL and 

EPL tunnel. 

Multiprotocol Label Switching (MPLS) is not included in the CC evaluated 

configuration. Therefore, updates to MPLS are not applicable. 

ISIS reports encode error when NSF cisco if configured for 

GRE tunnel number greater than 65535 

ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 
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Router may crash due to Crypto IKMP process. Dynamic crypto map configurations are not included in the CC evaluated 

configuration.  Therefore, updates to correct the commands are not applicable. 

Ethernet loopback not working Ethernet loopback is not included in the CC evaluated configuration. Therefore, 

updates to Ethernet loopback are not applicable. 

BGP IPv6 link-local session doesn't come up BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

DNA - LAN Automation doesn't configure link between 

Peer Device and PnP Agent due CDP limitation 

Cisco DNA is not included in the CC evaluated configuration. Therefore, updates 

to DNA are not applicable. 

Crashes when trying to bring-up / bring-down IPsec crypto 

session for OSPFv3 

OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

Punt fragment crash when receive EoGRE packets which 

have many fragments 

Issue is found within Ethernet over GRE (EoGRE) which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation are not 

applicable. 

Crash due to NBAR classification Network Based Application Recognition (NBAR) is not included in the CC 

evaluated configuration. Therefore, updates to NBAR are not applicable. 

GETVPN gikev2 Secondary KS doesn't push new policy 

after merging split condition 

Issue is found within GETVPN implementation which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation of 

GETVPN are not applicable. 

IOS-XE crash after doing a SCEP enrollment The “auto-enroll” command is not included in the CC evaluated configuration.  

Therefore, updates to correct the command are not applicable. 

"login authentication VTY_authen" is missing on "line vty 

0 4" only 

Cisco DNA is not included in the CC evaluated configuration. Therefore, updates 

to DNA are not applicable. 

IWAN crash related to DCA channel Direct Cloud Access (DCA) is not included in the CC evaluated configuration. 

Therefore, updates to DCA are not applicable. 

spoke-to-spoke PLR packets should not change the 

interface PLR status 

Path of Last Resort (PLR) is not included in the CC evaluated configuration. 

Therefore, updates to PLR are not applicable. 

Flow monitor is removed from interface configuration on 

reload 

Netflow is not included in the CC evaluated configuration. Therefore, updates to 

Netflow are not applicable. 

Segmentation fault observed in BGP -"UNIX-EXT-

SIGNAL: Segmentation fault(11), Process = BGP 

Scanner" 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

L2RIB thread crashed after removing global vrf definition 

for evpn 

Issue is found within Ethernet VPN (EVPN) implementation. EVPN is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation of  

EVPN are not applicable. 

Router Crashes when advertised-routes command executed 

for neighbours 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

Random MPLS-TE tunnels with explicit-path stay down 

after egress interface is bounced. 

Multiprotocol Label Switching (MPLS) is not included in the CC evaluated 

configuration. Therefore, updates to MPLS are not applicable. 

BMP BGP server can lead to CPUHOG and crashes BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

FlexAlgo: ISIS crash when ISIS adjacency goes down ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 

bgp crash in bgp_show_network_detail, 

bgp_imp_find_imported_path_topo 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

EVPN incorrect duplicate v4/v6 default routes, crash 

eventually 

Issue is found within Ethernet VPN (EVPN) implementation. EVPN is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation of  

EVPN are not applicable. 
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BGP crash during IOL testbed launch BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

C1111 HSRP preempt worked even though HSRP's 

preempt is not configured 

Hot Standby Router Protocol (HSRP) is not included in the CC evaluated 

configuration. Therefore, updates to HSRP are not applicable. 

Device nested IPSec tunnels encryption does not work as 

expected 

Issue is found within the crypto offload configuration which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation are not 

applicable. 

Device with NIM-ES2 no igmp snooping vlan x is not 

preserved after reload. 

Internet Group Management Protocol (IGMP) is not included in the CC evaluated 

configuration. Therefore, updates to IGMP are not applicable. 

Overruns happening when flow-control enabled Flow control is not included in the CC evaluated configuration. Therefore, 

updates to Flow control are not applicable. 

After enabling "cts manual" the interfaces start flapping Cisco TrustSec is not included in the CC evaluated configuration. Therefore, 

updates to TrustSec are not applicable. 

NAT TCP Load Balancing not working on IOS XE Issue is found within NAT TCP Load Balancing configuration which is not a 

TSF claim included in the TOE.  Therefore, updates to correct the 

implementation are not applicable. 

Poor DMVPN performance when used with IPSEC 

(Transport Mode) and GRE options are enabled 

Dynamic multipoint virtual private network (DMVPN) is not included in the CC 

evaluated configuration. Therefore, updates to DMVPN are not applicable. 

tdm-group timeslot 31 failed to create/connect E1/T1 controller is not included in the CC evaluated configuration. Therefore, 

updates to E1/T1 controller are not applicable. 

Cisco 4400 ISR routing multicast packets out of order 

VASI-left in VRF RIB VASI-right in Global RIB 

Internet Group Management Protocol (IGMP) is not included in the CC evaluated 

configuration. Therefore, updates to IGMP are not applicable. 

GetVPN in Cisco 4461ISR: Getvpn traffic is failing with 

Transport mode with all the versions. 

Issue is found within GETVPN implementation which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation of 

GETVPN are not applicable. 

Cisco 4000 Series ISRs crash during updating the 

OpenDNS bypass whitelist 

OpenDNS bypass whitelist is not included in the CC evaluated configuration. 

Therefore, updates to OpenDNS bypass whitelist are not applicable. 

IGMP snooping table not populated on Cisco 4000 Series 

ISR 

Issue is found within Overlay Transport Virtualization (OTV) which is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation are 

not applicable. 

ISR4461: MACsec should secure mode not work with 

front panel GE. 

MACsec should-secure mode is not included in the CC evaluated configuration. 

Therefore, updates to MACsec should-secure mode are not applicable. 

No redistibuted connected route-map command not 

working. 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

Crash seen at chunk_lock or memcmp with ipv6 host scale. Cisco Cisco DNA is not included in the CC evaluated configuration. Therefore, 

updates to DNA are not applicable. 

OSPF External type-1 Route in Database but missing in 

RIB. 

OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

Crash at boot up in isis_ip_sr_prefix_sid_notify() with 

flex-algo setup. 

ISIS routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to ISIS are not applicable. 

CTS credential password will be added to local keystore 

even if the password is longer than 24 char 

Cisco TrustSec is not included in the CC evaluated configuration. Therefore, 

updates to TrustSec are not applicable. 

Increase In Memory Usage by pubd and confd Over Time 

With Telemerty 

Cisco Telemetry is not included in the CC evaluated configuration. Therefore, 

updates to Cisco Telemetry are not applicable. 

Crash is seen with 'show tech isis command. ISIS routing protocol and Connectionless Network Service (CLNS) protocol are 

not included in the CC evaluated configuration. Therefore, updates to ISIS and 

CLNS are not applicable. 
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SIT : IOS exception seen and ASR reboots when a netconf 

is issued to get interface details 

NETCONF is not included in the CC evaluated configuration. Therefore, updates 

to NETCONF are not applicable. 

TCP-AO may calculate incorrect MAC on IOS XE under 

certain conditions. 

TCP Authentication Option (TCP-AO) is not included in the CC evaluated 

configuration. Therefore, updates to TCP-AO are not applicable. 

Flex algo Sid not advertised after delete/config back of 

flex algo in ospf 

OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

router crashes when BMP mem usage is 100% and vrf 

under address-family is removed. 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

Missing neighbor x.x.x.x update-source Loopback10 when 

upgrade 16.12.4 to 17.3.2 w/0 intent template. 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

RIP MD5 Authentication failure when authentication key 

length is 16 characters. 

RIP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to RIP are not applicable. 

BGP BMP CPUHOG causing router reloaded with VRF 

scale deletion. 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

OSPF summary-address isn't generated though candidate 

exists 

OSPF routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to OSPF are not applicable. 

Binding label is not associated for the routes associated 

with VRF. 

BGP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to correct the implementation are not applicable. 

Device crashed on a Eigrp enabled device when Netconf 

get operation was used. 

EIGRP routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to EIGRP are not applicable. 

Enhancement for logging systemd service failure on boot 

up as per CSCvp71539. 

enhancement 

C8300-1N1S: NIMX-M-1TE-SFP/SM-X-E2-20UXF bp 

link issue during OIR reload ping 

Issue is found within Transport Layer Security (TLS) which is not a TSF claim 

included in the TOE.  Therefore, updates to correct the implementation are not 

applicable. 

ASR1002-X ESP crash in 

multikey_hash_ager_tw_timer_to() 

Cisco AppNav is not included in the CC evaluated configuration. Therefore, 

updates to AppNav are not applicable. 

Recursive configuration with privilege exec level <level> 

show dmvpn [detail|static] 

Dynamic multipoint virtual private network (DMVPN) is not included in the CC 

evaluated configuration. Therefore, updates to DMVPN are not applicable. 

ASR 1000 NAT66 communication failure when change 

the NAT66 prefix configuration. 

NAT66 routing protocol is not included in the CC evaluated configuration. 

Therefore, updates to NAT66 are not applicable. 

crash observed at NHRP while using summary-map Next Hop Resolution Protocol (NHRP) is not included in the CC evaluated 

configuration. Therefore, updates to NHRP are not applicable. 

INTRED: Crash seen on BNG+NAT setup with scaled 

pools and "max-entries all-host "limit being hit 

Issue is found within Broadband Network Gateway (BNG) which is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation are 

not applicable. 

NBAR not able to recognize application in a capwap-

tunnel 

Network Based Application Recognition (NBAR) is not included in the CC 

evaluated configuration. Therefore, updates to NBAR are not applicable. 

erspan classify ucode crash Encapsulated remote SPAN (ERSPAN) is not included in the CC evaluated 

configuration. Therefore, updates to ERSPAN are not applicable. 

C8500L-8S4X crashes when NAT sessions are removed Issue is found within Carrier Grade Network Address Translation (CGN) mode 

which is not a TSF claim included in the TOE.  Therefore, updates to correct the 

implementation are not applicable. 

Crash wile configuring l2vpn evpn instance for VXLAN Issue is found within Ethernet VPN (EVPN) implementation. EVPN is not a TSF 

claim included in the TOE.  Therefore, updates to correct the implementation of  

EVPN are not applicable. 
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QFP crash due to IPv6 DNS ALG processing Issue is found within Carrier Grade Network Address Translation (CGN) mode 

which is not a TSF claim included in the TOE.  Therefore, updates to correct the 

implementation are not applicable. 

missing/corrupt IOS-XE PKSC10 format The fix to correct an issue with simple enroll Content-Type has no direct impact 

to any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

Incorrect Source IP when resolving DNS The fix to correct an issue with the source interface for DNS lookup has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

CRC increasing on down int Te0/0/20 The fix to correct an issue with CRC counter increasing on a shut down interface 

has no direct impact to any TOE Security Function (TSF).  It only ensures the 

product functions as expected. 

Keepalive CLI needs to be unhidden for GRE tunnel The fix to add the keepalive command to GRE tunnels has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

ASR1001-X: Issue a cpld reset instead of reboot in kcrash The fix to correct an issue with cpld reset has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

Removing and Adding Bulk ACL leads to Tracebacks and 

Error-Objects 

The fix to correct an issue with a large number of changes to an ACL which is 

already attached to an interface has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

IOSd Crash due to Segmentation fault at SISF Main 

Thread 

The fix to correct an issue with the Switch Integrated Security Feature has no 

direct impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

ASR 1000 Series crashes when ACL deleted following 

object-group modification 

The fix to correct an issue with changing multiple object-groups has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

Router might crash after apply a class-map in input 

direction with bandwidth percentage 

The fix to correct an issue with class-maps has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

Smart license registration through explicit mode proxy 

server 

The fix to correct an issue with Smart Licensing has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

MACSEC MKA stops forwarding data after every 3rd 

rekey 

The fix to correct an issue with MACsec rekey has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

ASR 1000 Series crashes in ipv6 mgd timer code when 

removing vrf config 

The fix to correct an issue with route limit holddown timer has no direct impact 

to any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

EPA-QSFP-1X100GE / IOS XE 17.3 / incorrect LED and 

link status 

The fix to correct an issue with LED and link status has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

FlexVPN reactivate primary peer feature does not work 

with secondary peer tracking 

The fix to correct an issue with FlexVPN has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

ASR1000 ISG: Crash when processing DHCP Request The fix to correct an issue with DHCP has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

Duplicate Bytes & Packet when Q in Q is configured The fix to correct an issue with 802.1Q has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

DDNS feature triggers crash on 16.X/17.X releases due to 

memory corruption 

The fix to correct an issue with Dynamic Domain Name Server (DDNS) has no 

direct impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 
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ACL: Crash triggers after 'clear ip access-list counters' is 

used with more than 1k ACEs 

The fix to correct an issue with a large number of changes to an ACL which is 

already attached to an interface has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

Pre-mature session deletion leading to churn and lower 

TPS at scale 

The fix to correct an issue with the value of a pending connection timeout has no 

direct impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

Cisco 1001-X ASR built-in Tengig interfaces' counters 

increasing continuously and port stay up/up w/o SFP 

The fix to correct an issue with CRC counter increasing on a shut down interface 

has no direct impact to any TOE Security Function (TSF).  It only ensures the 

product functions as expected. 

Cisco 1000 Series ASR configured with 'no ip 

unreachables' sending ICMP Type 3 Code 13 

The fix to correct an issue ICMP unreachable messages has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

Removing and Adding Bulk ACL leads to dataplane 

programming failure 

The fix to correct an issue with a large number of changes to an ACL which is 

already attached to an interface has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

Cisco 1000 Series ASR- ACE entry added after object-

group is missing in hardware causing packets drops 

The fix to correct an issue with changing multiple object-groups has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

fman_rp memory leak in acl_config_bind_v4_acl_message 

function. 

The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

IOS-XE cpp ucode crash with fragmented packets The fix to correct an issue with Virtual Route Forward (VRF) has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

CVLA need to reserve at least 50M memory for low-end 

DRAM platform 

The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

IKEv1/IKEv2 "show crypto session brief" output empty The fix to correct an issue with a show commands output has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

Static NAT conflicts/overwrites with Port-forwarding The fix to correct an issue with static NAT statements and static NAT port 

forwarding statements has no direct impact to any TOE Security Function (TSF).  

It only ensures the product functions as expected. 

VRF-aware static NAT with route-map and reversible not 

working 

The fix to correct an issue with static NAT statements has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

False positive alarm: IOSXE_RP_ALARM-6-INFO: 

ASSERT CRITICAL Fan Tray Bay 1 Fan Tray Module 

Missing 

The fix to correct an issue with a false positive alarm has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

ASR1k- egress byte counter on MIP100 10GE interface is 

inaccurate 

The fix to correct an issue with a show commands output has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

memory leak with fman_cc process when SM-X-G4M2X 

module installed 

The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

Rapid memory exhaustion due to excessive logging The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

IOS-XE unable to export elliptic curve key The fix to correct an issue with exporting elliptic curve key has no direct impact 

to any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

crypto ikev2 proposals are not processed separately The fix to correct an issue with FlexVPN has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 
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ASR fails to install rekey causing traffic drop The fix to correct an issue with MACsec rekey has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

Crash due to a segmentation fault in the "IPsec background 

proc" process 

The fix to correct an issue with IPsec background proc process has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

Memory Leak in MallocLite / Crypto IKMP The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

Summary/default-map routes getting ignored for p2p 

interface 

The fix to correct an issue with point-to-point interface default-maps has no 

direct impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

Port channel configuration triggers traceback The fix to correct an issue with port-channel functionality has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

Memory leaks in IOS_PRIV_OPER_DB The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

High memory utilization observed due to NAT/ALG The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

CPP ucode crash with route-map and overload at 

ipv4_nat_rmap_walk_find. 

The fix to correct an issue with Route-maps has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

Qos issue on IPv6 Virtual access (tunnel ipsec) interface 

ASR1k 

The fix to correct an issue with QoS policies on virtual-access interfaces has no 

direct impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

IPv6 PD lost after RP failover under the sh subscr sess 

output 

The fix to correct an issue with IPv6 PreFix Delegation (IPv6PD) has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

SCP process leading to crash The fix to correct an issue with SSH scripts has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

Invalid Free Block Memory Corruption Caused by DHCP 

is Leading to IOSd Crash 

The fix to correct an issue with DHCP has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

DHCP Lease not renewed properly after expiry The fix to correct an issue with DHCP has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

Router does not boot on recent 16.X releases with large 

service policy applied on the interface. 

The fix to correct an issue with a large number of changes to an ACL which is 

already attached to an interface has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

Static NAT entry is injecting a route to Null0 The fix to correct an issue with static NAT has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

MKA Session not coming up on EVC. The fix to correct an issue with Ethernet Virtual Connections (EVC) has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

Moving PC from network causes static DHCP binding to 

be removed from the device. 

The fix to correct an issue with DHCP has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

"DHCPD Receive" process crash The fix to correct an issue with DHCP has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

incorrect Total number of translations on show ip nat 

translations 

The fix to correct an issue with a show commands output has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

qfp ucode crash with media monitor The fix to correct an issue with auto Media Monitor has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 
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IPSEC install failed IPSEC_PAL_SA shows "unexpected 

number of parents" 

The fix to correct an issue with a show commands output has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

ios crash at l2rib_server_ios_obj_notification The fix to correct an issue with Virtual Route Forward (VRF) has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

ISR1K/4K reloads with erroneous reload cause code The fix to correct an issue with the reload reason in the show version output has 

no direct impact to any TOE Security Function (TSF).  It only ensures the 

product functions as expected. 

C1113-8PLTEEAWA failed to boot: Package does not 

support : PID not supported in 17.4 

The fix to correct an issue with auto rommon-upgrade has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

License lost after "no license boot level <>" CLI followed 

by reset button 

The fix to correct an issue with licensing configuration has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

Can't allocate MAC address for port-channel interface on 

C1100TG series terminal server 

The fix to correct an issue with port-channel interface functionality has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

Poor IPsec throughput performance with IPsec throughput 

license on IOS-XE routers 

The fix to correct an issue with IPsec throughput license has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

ISR1100-4GLTENA: show inventory does not show 

subslot info 

The fix to correct an issue with a show commands output has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

Curie: posix_printf does not work on COFF core in calo 

testbed 

The fix to correct an issue with a debug command has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

Cisco 4000 Series ISR LACP Configuration lost: channel-

group X "mode active" gets removed on reload 

The fix to correct an issue with Link Aggregation Control Protocol (LACP) has 

no direct impact to any TOE Security Function (TSF).  It only ensures the 

product functions as expected. 

Cisco 4000 Series ISR SER parity error checks continuing 

till router crashes 

The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

Cisco 4000 Sereis ISR with SM-X-ES3 module: Memory 

leak in iomd. 

The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

Cisco 4400 ISR: FHS Local entry stays down after 

configuring a SVI interface with same mac twice 

The fix to correct an issue with First Hop Security (FHS) has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

%PARSER-5-HIDDEN: Warning!!! ' resume server 

/connect telnet server' is a hidden command. 

The fix to correct an issue with a warning log message has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

Port enters err-disabled state (BPDU guard) when LLDP 

packet with MAC DA:0180.c200.0000. 

The fix to correct an issue with BPDU Guard has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

4461 Sub-interface may not forward traffic after a reload. The fix to correct an issue with sub interfaces has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

Crimson Database Memory Leak In 

"/tmp/rp/tdldb/0/IOS_PRIV_OPER_DB" Due to 

"platform_property_value" 

The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 
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Multicast till the scope configured is forwarded. The fix to correct an issue with multicast packets of higher scope has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

DHCPv6: Memory allocation of DHCPv6 relay option 

results in crash. 

The fix to correct an issue with DHCP has no direct impact to any TOE Security 

Function (TSF).  It only ensures the product functions as expected. 

Hashed TACACS/RADIUS key displays differently in the 

running-config. 

The fix to correct an issue with a show commands output has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

High CPU usage caused by "TCP Timer" process. The fix to correct an issue with Hot Standby Router Protocol (HSRP) has no 

direct impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

Smart license registration through proxy server fails. The fix to correct an issue with Smart Licensing has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

Unexpected reload generating pttcd and pubd cores The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

IOS-XE Device Unexpected Reset due to Segmentation 

fault in IPv6 ICMP 

The fix to correct an issue with IPv6 ICMP has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

PGE Flow Control can not be disable The fix to correct an issue with flow control has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

ASR1001-X: 'show environment' is no longer monitoring 

R0 voltage sensors 

The fix to correct an issue with a show commands output has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

MIP100 - Continous %SCOOBY-5-

SERIAL_BRIDGE_BLOCK_EVENT flooding on the 

console 

The fix to correct an issue with console logging has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

C8500-12X4QC: With router reload Breakout 10g port 

Te0/2/1 is down due to remote fault. 

The fix to correct an issue with breakout cable functionality has no direct impact 

to any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

NAT session scale causes tracebacks @%HW_FLOWDB-

3-HW_FLOWDB_DBLINSTALL_FEATOBJ 

The fix to correct an issue with clearing ip nat translations has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

25G license tags is retained and throughput throttled after 

upgrade from 17.3.1 to 17.3.2 

The fix to correct an issue with the throughput level command has no direct 

impact to any TOE Security Function (TSF).  It only ensures the product 

functions as expected. 

C8500-12X4QC: Reload reason is not getting captured 

correctly after Kernal crash. 

The fix to correct an issue with the reload reason in the show version output has 

no direct impact to any TOE Security Function (TSF).  It only ensures the 

product functions as expected. 

ASR 1000 FMANFP crashes during bootup with memory 

corruption 

The fix to correct an issue with memory utilization has no direct impact to any 

TOE Security Function (TSF).  It only ensures the product functions as expected. 

IKEv1 mib statistics for Global Routing Table are 

incorrect if there are any IKEv2 sessions in fvrf 

The fix to correct an issue with a show commands output has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 

C8500-12X/C8500-12X4QC: Factory-reset doesn't format 

harddisk in 16GB/32GB/64GB variants 

The fix to correct an issue with factory reset has no direct impact to any TOE 

Security Function (TSF).  It only ensures the product functions as expected. 

C8500-12X4QC: Traffic drops on 10G interface with large 

packet size 9000bytes with High priority. 

The fix to correct an issue with a show commands output has no direct impact to 

any TOE Security Function (TSF).  It only ensures the product functions as 

expected. 
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New Features 

 

New features in the product were analyzed and determined to have no security 

relevance or fell out of the scope of evaluated functionality. The new features were 

introduced into IOS-XE 17.6 since the certification of the IOS-XE 17.3 version and 

are described by feature and supporting rationale in the table below. Features are 

new in IOS-XE 17.6 and are not covered by the evaluated configuration.  

 

Feature Rationale 

NBAR Support on the EVC Service Instance - To classify the data packets, 

enable NBAR FIA-trace data for NBAR on the EFP interface. Quality of 

service (QoS) takes action on the output interface based on the NBAR traffic 

classification result. 

 

Network-Based Application Recognition (NBAR) is an optional 

feature and must be configured in order to enable it on a router. 

Since the feature is disabled by default and not included in the 

evaluated configuration, support for this feature does not impact the 

TOE security functions. 

EVPN Over MPLS with Distributed Anycast Gateways - Distributed anycast 

gateway (DAG) is a default gateway addressing mechanism in a BGP EVPN 

fabric. This feature enables the use of same gateway IP and MAC address 

across all the devices in an EVPN over MPLS network. 

Distributed anycast gateway (DAG) is an optional feature and must 

be configured in order to enable it on a router. Since the feature is 

disabled by default and not included in the evaluated configuration, 

support for this feature does not impact the TOE security functions. 

Configure Performance Measurement - This feature enables hardware 

timestamping. The Performance Measurement (PM) for link delay uses the 

light version of Two-Way Active Measurement Protocol (TWAMP) over IP 

and UDP. 

Performance Measurement (PM) is an optional feature and must be 

configured in order to enable it on a router. Since the feature is 

disabled by default and not included in the evaluated configuration, 

support for this feature does not impact the TOE security functions. 

Link Aggregation Group compatibility with Service Group  - QOS policy is 

now extended on L2VPN, L3VPN and service-group together on port-

channel interface. 

Added support for L2VPN, L3VPN and service-group together on 

port-channel interfaces in QOS Policies does not impact the TOE 

security functions. 

Show commands for troubleshooting  - The following command are added 

for troubleshooting CPU and memory usage: show processes cpu, show 

processes memory, show avc sd-service info summary, show avc sd-service 

info detailed | inc DCS, show processes cpu, show processes memory, show 

version 

Enhancements to show commands do not impact the TOE security 

functions. 

Micro BFD Support with LACP - Micro-BFD, which is supported for the 

physical member-links within a port-channel is now configured to receive 

BFD events and to create BFD sessions per member-link. The member-links 

can now receive BFD events after you enable Micro-BFD for the port-

channel member-links. 

Micro-BFD is an optional feature and must be configured in order to 

enable it on a router. Since the feature is disabled by default and not 

included in the evaluated configuration, support for this feature does 

not impact the TOE security functions. 

Configuring Smart Licensing using Web UI - You can use the Web UI to 

configure Smart Licensing on Cisco ASR 1000 platforms. For more 

information, see Web UI Online Help. 

The Web UI is not included in this CC evaluation. Therefore, Web 

UI enhancements are not applicable and do not impact the TOE 

security functions. 

Configuring the Same Global Address for Static NAT and PAT - You can 

now configure the same global address within static NAT and static PAT. 

This configuration is supported only on outside static NAT. 

Added support for global address within static NAT and static PAT 

does not impact the TOE security functions. 

BGP Large Community - The BGP large communities support a routing 

policy to control the distribution of routing information. The BGP large 

communities attribute provides the capability of tagging routes and 

modifying BGP routing policy on the device. BGP large communities can be 

appended or removed selectively on the large community attribute as the 

route travels from device to device. 

Enhancements to the BGP routing protocol do not impact the TOE 

security functions. 

Configuring Stateless Static NAT - Static Network Address Translation 

(NAT) allows the user to configure one-to-one translations of the inside local 

addresses to the outside global addresses. A new keyword stateless is 

introduced for Cisco IOS XE static NAT configuration and it applies only to 

static NAT command. When the static mapping is set to stateless, no sessions 

will be created for that traffic flow. 

Added support for Stateless Static NAT does not impact the TOE 

security functions. 
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Feature Rationale 

Cisco IS-IS Local Unequal Cost Multipath - The Segment Routing IS-IS 

UCMP feature allows you to load balance outgoing traffic across all IGP 

ECMP paths proportionally to the interface bandwidth. 

Enhancements to the IS-IS routing protocol do not impact the TOE 

security functions. 

Configuring Per-Interface Per-Cause Punt Policer - The per-interface per-

cause (PIPC) punt policing is an enhancement to the punt policing and 

monitoring feature that allows you to configure the limit on traffic per 

interface. Starting from the Cisco IOS XE 17.5.1 release, you can set the per-

interface per-cause rate for all the control plane punted traffic. This rate 

causes any traffic beyond the set limit to be dropped, therefore allowing you 

to control the traffic during conditions such as L2 storming. 

Enhancements to the punt policing and monitoring feature do not 

impact the TOE security functions. 

Configuring ERSPAN - The Cisco DNA Traffic Telemetry Appliance 

supports the Encapsulated Remote Switching Port Analyzer (ERSPAN) 

feature on both source and destination ports. ERSPAN transports mirrored 

traffic over an IP network. You can configure the network devices to mirror 

traffic on specific ports or VLANs and send it over to the EA Telemetry 

Sensor for Deep packet inspection. The EA Telemetry Sensor receives and 

processes data from a port that is configured as ERSPAN. 

The Cisco DNA is not included in this CC evaluation. Therefore, 

these enhancements are not applicable and do not impact the TOE 

security functions. 

Capability to limit IPv6 Mroutes per VRF - This feature lets you configure a 

limit to the number of mroutes on an interface. By limiting the mroutes, you 

can avoid the risk of flooding the network with mroutes therefore protecting 

the router from resource overload and also preventing DoS attacks. 

Enhancements to IPv6 Mroutes do not impact the TOE security 

functions. 

Configuring EVPN VXLAN External Connectivity - You can configure the 

EVPN VXLAN external connectivity for enterprise routers. External 

connectivity refers to the movement of Layer 2 and Layer 3 traffic between 

an EVPN VXLAN network and an external network. This enables the EVPN 

VXLAN network to exchange routes with the externally connected network. 

Enhancements to EVPN VXLAN do not impact the TOE security 

functions. 

Enabling Segment Routing Flexible Algorithm with IS-IS - Segment Routing 

Flexible Algorithm allows operators to customize IGP shortest path 

computation according to their own needs. An operator can assign custom 

SR prefix-SIDs to realize forwarding beyond link-cost-based SPF. As a 

result, Flexible Algorithm provides a traffic engineered path automatically 

computed by the IGP to any destination reachable by the IGP.  

Added support for Segment Routing Flexible Algorithm with IS-IS 

does not impact the TOE security functions. 

Support for 25G Interface - The ASR 1000 now supports an interface speed 

of 25G to prevent a single interface causing bottle necks to the overall 

performance of the router. 

Enhancements to interface speed do not impact the TOE security 

functions. 

Traffic Steering by Dropping Invalid Paths - If the SR-TE Policy has no 

valid paths defined, the paths are dropped and traffic being steered through 

the policy falls back to the default (unconstrained IGP) forwarding path. 

Also, when a SR-TE policy carrying best-effort traffic fails, traffic is re-

routed and this impacts the SLA for premium traffic. To solve this issue, if 

the SR-TE policy fails, the traffic in the data plane is dropped but kept in the 

control plane. Therefore, other SR policies, potentially carrying premium 

traffic, are not impacted. 

Enhancements to SR-TE Policy do not impact the TOE security 

functions. 

Tunnel Path MTU discovery on MPLS-enabled GRE tunnel - You can now 

use the tunnel mpls-ip-only command to configure how the Do Not 

Fragment bit from the payload is copied into the tunnel packets IP header. If 

the Do Not Fragment bit is not set, the payload is fragmented if an IP packet 

exceeds the MTU set for the interface. 

Added support for Tunnel Path MTU discovery on MPLS-enabled 

GRE tunnel does not impact the TOE security functions. 

View traffic counters for SR-TE policies - You can now view the traffic 

counters of SR-TE policies using the show segment-routing traffic-eng 

policy command. 

Enhancements to show commands do not impact the TOE security 

functions. 

Secure Factory Reset - The Secure Factory Reset feature introduces the 

factory-reset secure all command that you can use to erase the contents of the 

bootflash memory, and securely reset the device using 3-pass overwrite 

method. 

The Secure Factory Reset feature is not included in this CC 

evaluation. Therefore, these enhancements are not applicable and do 

not impact the TOE security functions. 
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Feature Rationale 

Asymmetric Lease for DHCPv6 Relay Prefix Delegation - This feature 

allows you to manage or change the lease renewal. It provides options to 

force renewal of lease and also detects when the lease is nearing the expiry 

date. 

Added support for Asymmetric Lease for DHCPv6 Relay Prefix 

Delegation does not impact the TOE security functions. 

BGP Serviceability Enhancements for EVPN and MVPN - MAC address 

format for Type-2 EVPN routes: This enhancement provides three different 

Mac address formats suitable for various components such as L2RIB, CEF 

and EVPN. EVPN Type-2 and Type-5 Routes Checking: This enhancement 

provides an updated output for the show ip bgp l2vpn evpn command. The 

updated output removes redundant keywords for Type-2 and Type-5 routes, 

and filters and retrieves matching routes based on both MAC and IP address. 

MVPN/EVPN Routes Check Simplification: With this enhancement, users 

can avoid manual re-typing of key fields and directly copy details from the 

show ip bgp l2vpn evpn and show ip bgp ipv4 mvpn summary outputs. 

Enhancements to the BGP routing protocol do not impact the TOE 

security functions. 

Best Practices for Increased Scaling of IS-IS Neighbors - This enhancement 

introduces commands that let you configure increase scaling of neighbors in 

a hub and spoke deployment using the following criterions: Reducing 

flooding over parallel peer to peer links, Staggered synchronization of 

adjacencies after router reload, Configuring CLNS queue size and 

monitoring CLNS and IS-IS queues. 

Enhancements to the IS-IS routing protocol do not impact the TOE 

security functions. 

BMP Per-Peer Header Timestamp - By default, the BMP messages with per-

peer header contain timestamps. The system time is used as a timestamp in 

these messages. To notify users about this enhancement, the show ip bgp 

bmp server summary command output includes the message - "BGP 

Message Timestamp will be sent to BMP Servers". 

Enhancements to the BGP routing protocol do not impact the TOE 

security functions. 

IEEE802.1ad Support on Port-channel and Subinterfaces - This feature 

supports configuring IEEE802.1ad on port-channel, port-channel 

subinterfaces and port-channel member links with configurable ethertypes, in 

addition to configuration on physical interfaces. 

IEEE802.1ad is not included in this CC evaluation. Therefore, these 

enhancements are not applicable and do not impact the TOE security 

functions. 

Layer 2 Protocol Tunneling on Ports - You can now configure L2CP X for 

tunneling, this allows to forward all other l2cp with the DST MAC 

01:00:0C:CD:CD:D0 except X with the DST MAC 01:00:0C:CD:CD:D0 

Layer 2 Protocol Tunneling is not included in this CC evaluation. 

Therefore, these enhancements are not applicable and do not impact 

the TOE security functions. 

Consent Token Authorization Process for Dev Key Access - With the 

introduction of the dev-key install functionality, a subset of Cisco IOS XE 

platforms that support dev-key functionality are shipped only with a release 

public key. 

The Consent Token Authorization Process is not included in this CC 

evaluation. Therefore, these enhancements are not applicable and do 

not impact the TOE security functions. 

Implementation of System Reports - This feature lets you configure system 

reports that can provide critical information on issues that cause software 

crashes. 

Added support for System Reports does not impact the TOE security 

functions. 

Configuring Dynamic ARP Inspection - Dynamic ARP Inspection (DAI) 

validates Address Resolution Protocol (ARP) packets in a network. With 

DAI, you can intercept, log, and discard ARP packets with invalid MAC 

address to IP address bindings. This capability protects the network from 

certain man-in-the-middle attacks. 

Dynamic ARP Inspection (DAI) an optional feature and must be 

configured in order to enable it on a router. Since the feature is 

disabled by default and not included in the evaluated configuration, 

support for this feature does not impact the TOE security functions. 

IPv6 First Hop Security - The Switch Integrated Security Feature (SISF) 

based device tracking feature is part of the suit of first hop security features. 

This feature allows to track the presence, location, and movement of end-

nodes in the network. The First Hop Security features are supported as a part 

of device tracking policy: 

IPv6 First Hop Security is an optional feature and must be 

configured in order to enable it on a router. Since the feature is 

disabled by default and not included in the evaluated configuration, 

support for this feature does not impact the TOE security functions. 

ISIS: Flex Algo: Support for Affinity Include any/all - This feature allows 

you to customize IGP shortest path computation according to your needs. 

You can assign custom SR prefix-SIDs to forward the packets beyond link-

cost-based SPF. As a result, a traffic engineered path is automatically 

computed by the IGP to any destination reachable by the IGP. 

Enhancements to the IS-IS routing protocol do not impact the TOE 

security functions. 
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Feature Rationale 

Redistribution of leaked routes into BGP - This feature allows you to leak (or 

replicate) routes between the global VRF and service VPNs, and redistribute 

the leaked routes into the destination protocol BGP. The redistribution of the 

leaked routes occurs after replicating the routes into the corresponding VRF. 

Route leaking allows you to share common services that multiple VPNs need 

to access. The source protocols that support route leaking and redistribution 

of routes into the destination protocol BGP are as follows: Connected, Static, 

BGP, OSPF, EIGRP 

Enhancements to the IS-IS routing protocol do not impact the TOE 

security functions. 

 

Changes to Evaluation Documents:  

  

ST: Cisco Aggregation Services Router 1000 Series (ASR1K), Cisco Integrated Services Router 

4000 Series (ISR4K), Cisco Catalyst 8300 and 8500 Series Edge Routers (Cat8300, Cat8500)  

running IOS-XE Version 17.3 Security Target v1.2, February 15, 2022 was updated to Cisco 

Aggregation Services Router 1000 Series (ASR1K), Cisco Integrated Services Router 4000 Series 

(ISR4K), Cisco Catalyst 8300 and 8500 Series Edge Routers (Cat8300, Cat8500)  running IOS-XE 

Version 17.6 Security Target v2.0, June 06, 2022 

 

AGD_PRE and OPE: Cisco Aggregation Services Router 1000 Series (ASR1K), Cisco Integrated 

Services Router 4000 Series (ISR4K), Cisco Catalyst 8300 and 8500 Series Edge Routers 

(Cat8300, Cat8500) running IOS-XE Version 17.3 CC Configuration Guide, Version 1.0, January 

24, 2022 was updated to Cisco Aggregation Services Router 1000 Series (ASR1K), Cisco 

Integrated Services Router 4000 Series (ISR4K), Cisco Catalyst 8300 and 8500 Series Edge 

Routers (Cat8300, Cat8500) running IOS-XE Version 17.6 CC Configuration Guide, Version 2.0, 

June 06, 2022 

 

 

Regression Testing:  

  

The developer described the regression testing performed, to ensure the product still performed 

correctly after the described changes. During development of a new IOS-XE version, there are 

various tests performed to ensure the product performs as expected. Bug fixes and new features are 

tested to ensure the feature works as expected or the fix was effective. Additionally, regression 

testing, using pre-defined test cases, is performed to ensure that overall product performs as 

expected, in essence ensuring existing features and functionality from previous versions was not 

broken in the development of the latest version. 

 

Based on the bug testing and regression testing, Cisco believes the product behaves as expected. 

 

    

NIST CAVP Certificates:  

  

The TOE still relies on the original CAVP certs. None were added. 
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Vulnerability Analysis:  

  

A search of the following national sites was conducted on June 6, 2022 and July 25, 2022: 

https://nvd.nist.gov/vuln/search 

https://www.cisco.com/ 

https://tools.cisco.com/security/center/softwarechecker.x 

 

The following key words, product, and vendor were each selected as search criteria for 

vulnerabilities related to the TOE: 
 Cisco Router 

 Cisco IOS XE 17.3 

 Aggregation Services Router 

 ASR 1K 

 ASR1001-X 

 Intel Xeon E3-1125C 

 Microsemi Intellisec VSC84xx/VSC85xx 

 ASR1001-HX 

 Intel Xeon E3-1125C v2 

 Ivy Bridge 

 Sandy Bridge 

 Marvell OCTEON II 

 ASR1002-HX 

 ASR1006-X 

 ASR1013 

 ASR1009-X 

 Intel Xeon L5238  

 Wolfdale 

 Broadwell 

 Intel Xeon D-1527 

 APM SafeXcel-IP-160 

 Integrated Services Router 

 ISR 4K 

 ISR4321 

 ISR4331 

 ISR4351 

 ISR4431 

 ISR4451-X 

 ISR4461 

 Cisco Network Interface Module 

 NIM-1GE-CU-SFP 

 NIM-2GE-CU-SFP 

 Silvermont 

 Intel Atom C2558 

 Intel Atom C2718 

 Intel Atom C2758 

 Intel Xeon E3-1105C 

 Intel Xeon E3-1105C v2 

 Intel Xeon D-1530 

 Catalyst Series Edge Routers  

 Cisco Catalyst 8300 

 Cisco Catalyst 8500 

 C8300-1N1S-4T2X 

 C8300-2N2S-6T 

 C-NIM-1X 

 C8500-12X 

 Skylake 

 Intel Xeon D-1563N 

 Intel Xeon D-1573N 

 Intel Xeon D-2148NT 

 Intel Xeon D-2168NT 

 Broadcom BCM82757 

 CoMIRA Mentor Questa Sim 10.7 

 IOS XE MACsec 

 IOS XE SSH 

 IOS XE IPsec 

 IOS XE VPN 

 IC2M 

 IOS Common Cryptographic Module 

 TCP 

 UDP 

 

Vendor: 

 Cisco 

 

The table below are the vulnerabilities found as of  June 6, 2022 and July 25, 2022 and how they 

were addressed by Cisco. All the vulnerabilities listed have been addressed in the current version of 

the TOE.   

 

Vulnerability Rationale 

CVE-2022-20694 - A vulnerability in the implementation of the Resource Public Key 

Infrastructure (RPKI) feature of Cisco IOS XE Software could allow an unauthenticated, 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.6.2. 

https://nvd.nist.gov/vuln/search
https://www.cisco.com/
https://tools.cisco.com/security/center/softwarechecker.x
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Vulnerability Rationale 

remote attacker to cause the Border Gateway Protocol (BGP) process to crash, resulting in a 

denial of service (DoS) condition. 

CVE-2021-1621 - A vulnerability in the Layer 2 punt code of Cisco IOS XE Software could 

allow an unauthenticated, adjacent attacker to cause a queue wedge on an interface that 

receives specific Layer 2 frames, resulting in a denial of service (DoS) condition. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.6.1. 

CVE-2020-3524 - A vulnerability in the Cisco IOS XE ROM Monitor (ROMMON) Software 

for Cisco 4000 Series Integrated Services Routers, Cisco ASR 920 Series Aggregation Services 

Routers, Cisco ASR 1000 Series Aggregation Services Routers, and Cisco cBR-8 Converged 

Broadband Routers could allow an unauthenticated, physical attacker to break the chain of trust 

and load a compromised software image on an affected device. 

Cisco addressed this vulnerability via 

ROMMON software release 16.2(1r) or 

later. Earlier versions are no longer 

available for download. 

CVE-2022-20679 - A vulnerability in the IPSec decryption routine of Cisco IOS XE Software 

could allow an unauthenticated, remote attacker to cause an affected device to reload, resulting 

in a denial of service (DoS) condition. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.3.5. 

CVE-2022-20678 - A vulnerability in the AppNav-XE feature of Cisco IOS XE Software 

could allow an unauthenticated, remote attacker to cause an affected device to reload, resulting 

in a denial of service (DoS) condition. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.4.2. 

CVE-2021-34697 - A vulnerability in the Protection Against Distributed Denial of Service 

Attacks feature of Cisco IOS XE Software could allow an unauthenticated, remote attacker to 

conduct denial of service (DoS) attacks to or through the affected device. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.3.5. 

CVE-2021-1224 - Multiple Cisco products are affected by a vulnerability with TCP Fast Open 

(TFO) when used in conjunction with the Snort detection engine that could allow an 

unauthenticated, remote attacker to bypass a configured file policy for HTTP. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.4.1. 

CVE-2020-3465 - A vulnerability in Cisco IOS XE Software could allow an unauthenticated, 

adjacent attacker to cause a device to reload. The vulnerability is due to incorrect handling of 

certain valid, but not typical, Ethernet frames. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.4.1. 

CVE-2020-3141 - Multiple vulnerabilities in the web management framework of Cisco IOS 

XE Software could allow an authenticated, remote attacker with read-only privileges to elevate 

privileges to the level of an Administrator user on an affected device. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.4.1. 

CVE-2021-1403 - A vulnerability in the web UI feature of Cisco IOS XE Software could allow 

an unauthenticated, remote attacker to conduct a cross-site WebSocket hijacking (CSWSH) 

attack and cause a denial of service (DoS) condition on an affected device. This vulnerability is 

due to insufficient HTTP protections in the web UI on an affected device. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.4.1. 

CVE-2021-1352 - A vulnerability in the DECnet Phase IV and DECnet/OSI protocol 

processing of Cisco IOS XE Software could allow an unauthenticated, adjacent attacker to 

cause a denial of service (DoS) condition on an affected device. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.6.1. 

CVE-2021-1624 - A vulnerability in the Rate Limiting Network Address Translation (NAT) 

feature of Cisco IOS XE Software could allow an unauthenticated, remote attacker to cause 

high CPU utilization in the Cisco QuantumFlow Processor of an affected device, resulting in a 

denial of service (DoS) condition. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.4.2. 

CVE-2021-1620 - A vulnerability in the Internet Key Exchange Version 2 (IKEv2) support for 

the AutoReconnect feature of Cisco IOS Software and Cisco IOS XE Software could allow an 

authenticated, remote attacker to exhaust the free IP addresses from the assigned local pool. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.3.4a. 

CVE-2021-34705 - A vulnerability in the Voice Telephony Service Provider (VTSP) service of 

Cisco IOS Software and Cisco IOS XE Software could allow an unauthenticated, remote 

attacker to bypass configured destination patterns and dial arbitrary numbers. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.3.3. 

CVE-2021-34699 - A vulnerability in the TrustSec CLI parser of Cisco IOS and Cisco IOS XE 

Software could allow an authenticated, remote attacker to cause an affected device to reload. 

This vulnerability is due to an improper interaction between the web UI and the CLI parser. 

Cisco addressed this vulnerability via a 

patch to IOS-XE 17.3.4a. 
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Conclusion:   

CCEVS reviewed the description of the changes and the analysis of the impact upon security and 

found them all to be minor. No functionality, as defined in the SFRs, was impacted, and none of 

the software updates affected the security functionality or the SFRs identified in the Security 

Target. Therefore, CCEVS agrees that the original assurance is maintained for the product.  


