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1  INTRODUCTION 

This document presents assurance activity evaluation results of the TOE evaluation.  There 

are three types of assurance activities and the following is provided for each: 

 
1. TOE Summary Specification (TSS) - an indication that the required information is in the TSS 

section of the Security Target; 

2. Guidance - a specific reference to the location in the guidance is provided for the required 

information; and 
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3. Test - a summary of the test procedure and result is provided for each required test activity. 

This Assurance Activities Report contains sections for each functional class and family and 

sub-sections addressing each of the SFRs specified in the Security Target. 

 

1.1 EVIDENCE 

The following documents were consulted: 

 

[ASE] McAfee Network Security Platform (NSP) M-series and NS-Series sensors 

Version 8.0 Security Target, Version 0.13, November 15, 2015 

 

[AGD_SUP] Network Security Platform 8.1 M-Series and NS-Series Sensors Common 

Criteria Evaluated Configuration Guide NDPP Conformant, Revision J, 

October 7, 2015 

 

[AGD_ADM] McAfee Network Security Platform 8.1 IPS Administration Guide, 

Revision A, 2014 

 

[AGD_CLI] McAfee Network Security Platform 8.1 CLI Guide, Revision A, 2014 

 

[NDPP v1.1] Protection Profile for Network Devices, Version 1.1, 8 June 2012 

 

[ERRATA_3] Security Requirements for Network Devices Errata #3, 3 November 2014 
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2 SECURITY FUNCTIONAL REQUIREMENT ASSURANCE ACTIVITIES 

This section describes the assurance activities associated with the SFRs defined in the ST and 

the results of those activities as performed by the evaluation team. The assurance activities 

are derived from [NDPP v1.1]. 

 

2.1 SECURITY AUDIT (FAU) 

 

2.1.1 Audit Data Generation (FAU_GEN.1) 

2.1.1.1 TSS Assurance Activities 

The evaluator shall check to ensure that the TSS contains a list (possibly empty except for 

authentication failures for user-level connections) of the protocol failures that are auditable. 

The TSS (section 7.1) states that the events listed in FAU_GEN.1 will be recorded as well as 

startup and shutdown of the audit function.  The events listed in FAU_GEN.1 include failure 

to establish a SSH session, termination of a SSH session, failure to establish a TLS session, 

termination of a TLS session, and failure of the trusted path functions. 

 

2.1.1.2 Guidance Assurance Activities 

The evaluator shall check the administrative guide and ensure that it lists all of the auditable 

events and provides a format for audit records. Each audit record format type must be 

covered, along with a brief description of each field. 

 

Section 4.7.3 of [AGD_SUP] describes the connect of each audit record and states that each 

audit record contains the date and time of the system event, user login details (login 

success/failure, user name, host IP and port number, and name of the executed CLI command 

(with parameters that are used). 

 

The evaluator shall check to make sure that every audit event type mandated by the PP is 

described and that the description of the fields contains the information required in 

FAU_GEN.1.2, and the additional information specified in Table 1. 

 

The [AGD_SUP] document was reviewed.  Section 4.7.4 listed the audit events and these 

match the events required by FAU_GEN.1 and Table 1. 

 

The evaluator shall also make a determination of the administrative actions that are relevant 

in the context of this PP. 

 

The evaluator shall examine the administrative guide and make a determination of which 

administrative commands, including subcommands, scripts, and configuration files, are 

related to the configuration (including enabling or disabling) of the mechanisms 

implemented in the TOE that are necessary to enforce the requirements specified in the PP. 
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The [AGD_SUP] document was reviewed.  It includes commands to set the FIPS shared key, 

password age, password length, adding users and their roles, setting the time on the sensor, 

CLI session timeout, enabling the audit logs, installing firmware, and transferring the audit 

logs to the NSM. 

 

The evaluator shall document the methodology or approach taken while determining which 

actions in the administrative guide are security relevant with respect to this PP. The 

evaluator may perform this activity as part of the activities associated with ensuring the 

AGD_OPE guidance satisfies the requirements. 

 

The developer supplied user guidance was examined to ensure all mechanisms relied on for 

supporting the configuration of the TOE to meet the security functional requirements of this 

PP were accounted for. This analysis identified the following areas in the [CCECG] that 

provide complete coverage for the TSF: 

 
- Preparing the common criteria environment; 

- Installing and configuring NSP sensors; 

- FIPS mode commands; and 

- Maintaining a common criteria configuration. 

 
2.1.1.3   Test Activities 

The evaluator shall test the TOE’s ability to correctly generate audit records by having the 

TOE generate audit records for the events listed in table 1 and administrative actions. This 

should include all instances of an event--for instance, if there are several different I&A 

mechanisms for a system, the FIA_UIA_EXT.1 events must be generated for each 

mechanism. The evaluator shall test that audit records are generated for the establishment 

and termination of a channel for each of the cryptographic protocols contained in the ST. If 

HTTPS is implemented, the test demonstrating the establishment and termination of a TLS 

session can be combined with the test for an HTTPS session. For administrative actions, the 

evaluator shall test that each action determined by the evaluator above to be security 

relevant in the context of this PP is auditable. When verifying the test results, the evaluator 

shall ensure the audit records generated during testing match the format specified in the 

administrative guide, and that the fields in each audit record have the proper entries. 

Note that the testing here can be accomplished in conjunction with the testing of the security 

mechanisms directly. For example, testing performed to ensure that the administrative 

guidance provided is correct verifies that AGD_OPE.1 is satisfied and should address the 

invocation of the administrative actions that are needed to verify the audit records are 

generated as expected. 

The evaluator triggered each auditable event on the TOE, and then verified that the audit 

record is generated and contains the required information.  In each case the audit record and 

required information was generated.  The steps to perform the tests and the results are 

documented in the ETProcRes Section 2.1.1.1. 
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2.1.2 FAU_GEN.1.2 

2.1.2.1 Assurance Activity 

This activity was accomplished in conjunction with the testing of FAU_GEN.1.1. 

 

2.1.3 User Identity Association (FAU_GEN.2) 

2.1.3.1 Assurance Activity 

This activity was accomplished in conjunction with the testing of FAU_GEN.1.1. 

 

2.1.4 External Audit Trail Storage (FAU_STG_EXT.1) 

2.1.4.1 TSS Assurance Activity 

TOE acts as an audit server or TOE is not an audit server 

 

For both types of TOEs (those that act as an audit server and those that send data to an 

external audit server), there is some amount of local storage. The evaluator shall examine 

the TSS to ensure it describes the amount of audit data that are stored locally; what happens 

when the local audit data store is full; and how these records are protected against 

unauthorized access. 

This is described in section 7.1 of the TSS.  The TOE acts as an audit server and the 

TSS and there is a defined amount of storage available for the audit log.  When the 

audit log is full new events are not recorded.  The TOE does not provide a means to 

modify the audit log. 

 

The evaluator shall examine the TSS to ensure it describes the means by which the audit data 

are transferred to the external audit server, and how the trusted channel is provided. 

 

The TSS describes how audit records can be transferred externally using a protected TLS 

session. 

 

2.1.4.2 Guidance Assurance Activities 

TOE is not an audit server 

 

The evaluator shall examine the operational guidance to ensure it describes how to establish 

the trusted channel to the audit server, as well as describe any requirements on the audit 

server (particular audit server protocol, version of the protocol required, etc.), as well as 

configuration of the TOE needed to communicate with the audit server. 
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In [AGD_SUP] guidance is provided for sending the logs to an audit server using TLS. 

 

2.1.4.3 Test Activity 

TOE is not an audit server 

 

The evaluator shall perform the following test for this requirement: 

 

 Test 1: The evaluator shall establish a session between the TOE and the audit server 

according to the configuration guidance provided. The evaluator shall then examine 

the traffic that passes between the audit server and the TOE during several activities 

of the evaluator’s choice designed to generate audit data to be transferred to the audit 

server. The evaluator shall observe that these data are not able to be viewed in the 

clear during this transfer, and that they are successfully received by the audit server. 

The evaluator shall record the particular software (name, version) used on the audit 

server during testing. 

The evaluator followed the configuration guidance to enable a secure connection with the 

audit server.  The evaluator then used a packet sniffer to examine the traffic between the 

sensor and the NSM and verified that the traffic was protected using the TLS protocol.  The 

steps to perform the tests and the results are documented in the ETProcRes Section 2.1.2.1 

FAU_STG_EXT.1. 

 

2.2 CRYPTOGRAPHIC SUPPORT (FCS) 

2.2.1 Cryptographic Key Generation (for asymmetric keys)  (FCS_CKM.1) 

2.2.1.1 TSS Assurance Activity 

The evaluator shall ensure that the TSS contains a description of how the TSF complies with 

800-56A and/or 800-56B, depending on the selections made. This description shall indicate 

the sections in 800-56A and/or 800-56B that are implemented by the TSF, and the evaluator 

shall ensure that key establishment is among those sections that the TSF claims to implement. 

 

The TSS, Section 7.4, indicates conformance to NIST SP 800-56B and lists the 

sections implemented by the TOE, including key establishment. 

Any TOE-specific extensions, processing that is not included in the documents, or alternative 

implementations allowed by the documents that may impact the security requirements the 

TOE is to enforce shall be described. 

 

The TSS, Section 7.4, indicates that the TOE fulfills all of the requirements without 

extensions. 
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2.2.1.2 Guidance Assurance Activities 

None defined 

 

2.2.1.3 Test Activity 

The evaluator shall use the key pair generation portions of "The FIPS 186-3 Digital 

Signature Algorithm Validation System (DSA2VS)", "The FIPS 186-3 Elliptic Curve Digital 

Signature Algorithm Validation System (ECDSA2VS)", and either "The RSA Validation 

System (RSA2VS)" (for FIPS 186-2) or “The 186-3 RSA Validation System (RSA2VS)” (for 

FIPS 186-3) as a guide in testing the requirement above, depending on the selection 

performed by the ST author. This will require that the evaluator have a trusted reference 

implementation of the algorithms that can produce test vectors that are verifiable during the 

test. 

This requirement can be verified by confirming that the FIPS validation was performed. 

 

2.2.2 Cryptographic Key Zeroization  (FCS_CKM_EXT.4) 

2.2.2.1 TSS Activity 

The evaluator shall check to ensure the TSS describes each of the secret keys (keys used for 

symmetric encryption), private keys, and CSPs used to generate key; when they are zeroized 

(for example, immediately after use, on system shutdown, etc.); and the type of zeroization 

procedure that is performed (overwrite with zeros, overwrite three times with random 

pattern, etc.). If different types of memory are used to store the materials to be protected, the 

evaluator shall check to ensure that the TSS describes the zeroization procedure in terms of 

the memory in which the data are stored (for example, "secret keys stored on flash are 

zeroized by overwriting once with zeros, while secret keys stored on the internal hard drive 

are zeroized by overwriting three times with a random pattern that is changed before each 

write"). 

 

Table 14 in the TSS describes the key zeroization methods. 

 

2.2.2.2 Guidance Activity 

None defined. 

 

2.2.2.3 Test Activity 

None defined. 
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2.2.3 Cryptographic Operation (for data encryption/decryption)  (FCS_COP.1(1)) 

2.2.3.1 TSS Activity 

None defined. 

 

2.2.3.2 Guidance Activity 

None defined. 

 

2.2.3.3 Test Activity 

The evaluator shall use tests appropriate to the modes selected in the above requirement 

from "The Advanced Encryption Standard Algorithm Validation Suite (AESAVS)", "The XTS-

AES Validation System (XTSVS)", The CMAC Validation System (CMACVS)", "The Counter 

with Cipher Block Chaining-Message Authentication Code (CCM) Validation System 

(CCMVS)", and "The Galois/Counter Mode (GCM) and GMAC Validation System 

(GCMVS)" (these documents are available from 

http://csrc.nist.gov/groups/STM/cavp/index.html) as a guide in testing  the  requirement  

above.  This  will  require  that  the  evaluator  have  a  reference  implementation of  the 

algorithms known to be good that can produce test vectors that are verifiable during the test. 

 

This requirement can be verified by confirming that the FIPS validation was performed.  

 

2.2.4 Cryptographic Operation (for cryptographic signature) (FCS_COP.1(2))  

2.2.4.1 TSS Activity 

None defined. 

 

2.2.4.2 Guidance Activity 

None defined. 

 

2.2.4.3 Test Activity 

The evaluator shall use the signature generation and signature verification portions of "The 

Digital Signature Algorithm Validation System” (DSA2VS), "The Elliptic Curve Digital 

Signature Algorithm Validation System” (ECDSA2VS), and "The RSA Validation System” 

(RSAVS (for 186-2) or RSA2VS (for 186-3)) as a guide in testing the requirement above. The 

Validation System used shall comply with the conformance standard identified in the ST (i.e., 

FIPS PUB 186-2 or FIPS PUB 186-3). This will require that the evaluator have a reference 

implementation of the algorithms known to be good that can produce test vectors that are 

verifiable during the test. 
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This requirement can be verified by confirming that the FIPS validation was performed.  

 

2.2.5 Cryptographic Operation (for cryptographic hashing) (FCS_COP.1(3))  

2.2.5.1 TSS Activity 

None defined. 

 

2.2.5.2 Guidance Activity 

None defined. 

 

2.2.5.3 Test Activity 

The evaluator shall use "The Secure Hash Algorithm Validation System (SHAVS)" as a guide 

in testing the requirement above. This will require that the evaluator have a reference 

implementation of the algorithms known to be good that can produce test vectors that are 

verifiable during the test. 

 

This requirement can be verified by confirming that the FIPS validation was performed. 

 

2.2.6 Cryptographic Operation (for keyed-hash message authentication) 

(FCS_COP.1(4))  

2.2.6.1 TSS Activity 

None defined. 

 

2.2.6.2 Guidance Activity 

None defined. 

 

2.2.6.3 Test Activity 

The evaluator shall use "The Keyed-Hash Message Authentication Code (HMAC) Validation 

System (HMACVS)" as a guide in testing the requirement above. This will require that the 

evaluator have a reference implementation of the algorithms known to be good that can 

produce test vectors that are verifiable during the test. 

 

This requirement can be verified by confirming that the FIPS validation was performed. 
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2.2.7 Explicit: Extended: Cryptographic Operation (random bit generation) 

(FCS_RBG_EXT.1)  

2.2.7.1 Assurance Activities 

Documentation shall be produced—and the evaluator shall perform the activities—in 

accordance with Annex D, Entropy Documentation and Assessment. 

 

The evaluator shall also perform the following tests, depending on the standard to which the 

RBG conforms. 

 

Implementations Conforming to NIST Special Publication 800-90 

 

The evaluator shall perform 15 trials for the RNG implementation. If the RNG is 

configurable, the evaluator shall perform 15 trials for each configuration. The evaluator 

shall also confirm that the operational guidance contains appropriate instructions for 

configuring the RNG functionality. 

 

If the RNG has prediction resistance enabled, each trial consists of (1) instantiate drbg, (2) 

generate the first block of random bits (3) generate a second block of random bits (4) 

uninstantiate. The evaluator verifies that the second block of random bits is the expected 

value. The evaluator shall generate eight input values for each trial. The first is a count (0 – 

14). The next three are entropy input, nonce, and personalization string for the instantiate 

operation. The next two are additional input and entropy input for the first call to generate. 

The final two are additional input and entropy input for the second call to generate. These 

values are randomly generated. “Generate one block of random bits” means to generate 

random bits with number of returned bits equal to the Output Block Length (as defined in 

NIST SP 800-90). 

 

If the RNG does not have prediction resistance, each trial consists of (1) instantiate drbg, (2) 

generate the first block of random bits (3) reseed, (4) generate a second block of random bits 

(5) uninstantiate. The evaluator verifies that the second block of random bits is the expected 

value. The evaluator shall generate eight input values for each trial. The first is a count (0 – 

14). The next three are entropy input, nonce, and personalization string for the instantiate 

operation. The fifth value is additional input to the first call to generate. The sixth and 

seventh are additional input and entropy input to the call to reseed. The final value is 

additional input to the second generate call. 

 

The following paragraphs contain more information on some of the input values to be 

generated/selected by the evaluator. 

 

 Entropy input: the length of the entropy input value must equal the seed length. 

 Nonce: If a nonce is supported (CTR_DRBG with no df does not use a nonce), the nonce bit 

length is one-half the seed length. 

 Personalization string: The length of the personalization string must be <= seed length. If the 

implementation only supports one personalization string length, then the same length can be 
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used for both values. If more than one string length is support, the evaluator shall use 

personalization strings of two different lengths. If the implementation does not use a 

personalization string, no value needs to be supplied. 

 Additional input: the additional input bit lengths have the same defaults and restrictions as 

the personalization string lengths. 

This requirement can be verified by confirming that the FIPS validation was performed. 

 

Note: The evaluator entropy analysis is provided in a separate document. 

 

2.2.8 Explicit: FCS_SSH_EXT.1 (FCS_SSH_EXT.1.1) 

2.2.8.1 TSS Activity 

None defined. 

 

2.2.8.2 Guidance Activity 

None defined. 

 

2.2.8.3 Test Activity 

None defined. 

 

2.2.9 Explicit: FCS_SSH_EXT.1 (FCS_SSH_EXT.1.2) 

2.2.9.1 TSS Activity 

The evaluator shall check to ensure that the TSS contains a description of the public key 

algorithms that are acceptable for use for authentication, that this list conforms to 

FCS_SSH_EXT.1.5, and ensure that password-based authentication methods are also 

allowed. 

 

The TSS correctly states that the TOE only supports one public key algorithms and that the 

password based authentication methods are also allowed. 

 

2.2.9.2 Guidance Activity 

None defined. 

 

2.2.9.3 Test Activity 

The evaluator shall also perform the following tests: 

 Test 1: The evaluator shall, for each public key algorithm supported, show that the TOE 

supports the use of that public key algorithm to authenticate a user connection. Any 

configuration activities required to support this test shall be performed according to 
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instructions in the operational guidance. 

The TOE supports SSH-RSA and this was tested successfully. 

 

 Test 2: Using the operational guidance, the evaluator shall configure the TOE to accept 

password-based authentication, and demonstrate that a user can be successfully 

authenticated to the TOE over SSH using a password as an authenticator. 

Password based authentication over SSH was tested successfully. 

 

2.2.10 Explicit: FCS_SSH_EXT.1 (FCS_SSH_EXT.1.3) 

2.2.10.1 TSS Activity 

The evaluator shall check that the TSS describes how “large packets” in terms of RFC 4253 

are detected and handled. 

 

The TSS states that large packets are silently dropped. 

 

2.2.10.2 Guidance Activity 

None defined. 

 

2.2.10.3 Test Activity 

The evaluator shall also perform the following test: 

 
• Test 1: The evaluator shall demonstrate that if the TOE receives a packet larger 

than that specified in this component, that packet is dropped. 

During testing a large packet that was sent to the TOE was dropped. 

 

2.2.11 Explicit: FCS_SSH_EXT.1 (FCS_SSH_EXT.1.4) 

2.2.11.1 TSS Activity 

The evaluator shall check the description of the implementation of this protocol in the TSS to 

ensure that optional characteristics are specified, and the encryption algorithms supported 

are specified as well. 

 

The TOE supports two encryption algorithms and this is described in the TSS. 

 

The evaluator shall check the TSS to ensure that the encryption algorithms specified are 

identical to those listed for this component. 

 

The encryption algorithms specified in the TSS are correct. 
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2.2.11.2 Guidance Activity 

The evaluator shall also check the operational guidance to ensure that it contains 

instructions on configuring the TOE so that SSH conforms to the description in the TSS (for 

instance, the set of algorithms advertised by the TOE may have to be restricted to meet the 

requirements). 

 

No specific instructions are required since the TOE only supports the algorithms specified in 

the ST. 

 

2.2.11.3 Test Activity 

The evaluator shall also perform the following test: 

 Test 1: The evaluator shall establish a SSH connection using each of the encryption 

algorithms specified by the requirement. It is sufficient to observe (on the wire) the successful 

negotiation of the algorithm to satisfy the intent of the test. 

The evaluator confirmed that the TOE only supports AES-CBC-128 and AES-CBC-256 

([ETProcRes, Section 2.5.2.3 FCS_SSH_EXT.4). 

 

2.2.12 Explicit: FCS_SSH_EXT.1 (FCS_SSH_EXT.1.5) 

2.2.12.1 TSS Activity 

The assurance activity associated with FCS_SSH_EXT.1.4 verifies this requirement. 

 

2.2.12.2 Guidance Activity 

The assurance activity associated with FCS_SSH_EXT.1.4 verifies this requirement. 

 

2.2.12.3 Test Activity 

The assurance activity associated with FCS_SSH_EXT.1.4 verifies this requirement. 

 

2.2.13 Explicit: FCS_SSH_EXT.1 (FCS_SSH_EXT.1.6) 

2.2.13.1 TSS Activity 

The evaluator shall check the TSS to ensure that it lists the supported data integrity 

algorithms, and that that list corresponds to the list in this component. 

 

The TOE supports two data integrity algorithms and these are described in the TSS. 

 

2.2.13.2 Guidance Activity 

The evaluator shall also check the operational guidance to ensure that it contains 

instructions to the administrator on how to ensure that only the allowed data integrity 
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algorithms are used in SSH connections with the TOE (specifically, that the “none” MAC 

algorithm is not allowed). 

 

No specific guidance is required since the TOE only supports the allowed data integrity 

algorithms. 

 

2.2.13.3 Test Activity 

The evaluator shall also perform the following test: 

 

 Test 1: The evaluator shall establish a SSH connection using each of the integrity algorithms 

specified by the requirement. It is sufficient to observe (on the wire) the successful 

negotiation of the algorithm to satisfy the intent of the test. 

In test 2.5.2.4 FCS_SSH_EXT.1.6 Test Activities of ETProc_Res it was confirmed that the 

TOE only supports the allowed integrity algorithms which are 'hmac-sha1' and 'hmac-sha1-

96'. 

 

2.2.14 Explicit: FCS_SSH_EXT.1 (FCS_SSH_EXT.1.7) 

2.2.14.1 TSS Activity 

None defined. 

 

2.2.14.2 Guidance Activity 

The evaluator shall ensure that operational guidance contains configuration information that 

will allow the security administrator to configure the TOE so that all key exchanges for SSH 

are performed using DH group 14 and any groups specified from the selection in the ST. If 

this capability is “hard-coded” into the TOE, the evaluator shall check the TSS to ensure 

that this is stated in the discussion of the SSH protocol. 

 

This capability is “hard-coded” into the TOE and is described in the TSS. 

 

2.2.14.3 Test Activity 

The evaluator shall also perform the following test: 

 

 Test 1: The evaluator shall attempt to perform a diffie-hellman-group1-sha1 key exchange, 

and observe that the attempt fails. For each allowed key exchange method, the evaluator 

shall then attempt to perform a key exchange using that method, and observe that the attempt 

succeeds. 

The evaluator confirmed during testing that the only allowed key exchange method was 

diffie-hellman-group14-sha1. 
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2.3 USER DATA PROTECTION (FDP) 

2.3.1 Full Residual Information Protection (FDP_RIP.2) 

2.3.1.1 TSS Assurance Activity 

The evaluator shall check to ensure that the TSS describes packet processing to the extent 

that they can determine that no data will be reused when processing network packets. The 

evaluator shall ensure that this description at a minimum describes how the previous data 

are zeroized/overwritten, and at what point in the buffer processing this occurs. 

 

The TSS states that the previous data is overwritten with null content when a new memory 

buffer is required for network traffic. 

 

2.3.1.2 Guidance Assurance Activities 

None defined. 

 

2.3.1.3 Test Activity 

None defined. 

 

2.4 IDENTIFICATION AND AUTHENTICATION (FIA) 

2.4.1 Password Management (FIA_PMG_EXT.1) 

2.4.1.1 TSS Assurance Activity 

None defined. 

 

2.4.1.2 Guidance Assurance Activities 

The evaluator shall examine the operational guidance to determine that it provides guidance 

to security administrators on the composition of strong passwords, and that it provides 

instructions on setting the minimum password length. 

 

Section 4.4 of [ADM_SUP] provides guidance on the setting of strong passwords.  

 

2.4.1.3 Test Activity 

The evaluator shall perform the following test. 

 

 Test 1: The evaluator shall compose passwords that either meet the requirements, or fail to 

meet the requirements, in some way. For each password, the evaluator shall verify that the 

TOE supports the password. While the evaluator is not required (nor is it feasible) to test all 

possible compositions of passwords, the evaluator shall ensure that all characters, rule 

characteristics, and a minimum length listed in the requirement are supported, and justify the 
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subset of those characters chosen for testing. 

The evaluator configured the password policy as required in the [AGD-SUP].  The evaluator 

then performed tests using passwords which did not meet the criteria.   In each case these 

passwords were rejected.  The evaluator then used a password which met the criteria and it 

was accepted.   

 

2.4.2 User Identification and Authentication (FIA_UIA_EXT.1) 

2.4.2.1 TSS Assurance Activity 

The evaluator shall examine the TSS to determine that it describes the logon process for each 

logon method (local, remote (HTTPS, SSH, etc.)) supported for the product. This description 

shall contain information pertaining to the credentials allowed/used, any protocol 

transactions that take place, and what constitutes a “successful logon”. 

 

The SSH GUI uses TLS with specific key exchange, integrity check, and ciphersuites.  If the 

correct key exchange method, integrity check, or ciphersuite is used the session is terminated.  

Following successful negotiation of a SSH session the administrator is with a login screen 

requesting credentials.  This is described in TSS Section 7.4.  A local console is also 

available, but is restricted to being physically connected to a dedicated management port on 

the appliance.  Login credentials are that of an authorised administrator. 

 

2.4.2.2 Guidance Assurance Activities 

The evaluator shall examine the operational guidance to determine that any necessary 

preparatory steps (e.g., establishing credential material such as pre-shared keys, tunnels, 

certificates, etc.) to logging in are described. For each supported login method, the evaluator 

shall ensure the operational guidance provides clear instructions for successfully logging on. 

If configuration is necessary to ensure the services provided before login are limited, the 

evaluator shall determine that the operational guidance provides sufficient instruction on 

limiting the allowed services. 

 

No specific guidance on SSH sessions is required since the TOE only allows the specified 

SSH parameters. 

 

2.4.2.3 Test Activity 

The evaluator shall perform the following tests for each method by which administrators 

access the TOE (local and remote), as well as for each type of credential supported by the 

login method: 

 

 Test 1: The evaluator shall use the operational guidance to configure the appropriate 

credential supported for the login method. For that credential/login method, the evaluator 

shall show that providing correct I&A information results in the ability to access the system, 

while providing incorrect information results in denial of access. 
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The evaluator used the SSH and console login methods and verified that providing the 

correct login information allows access to the appliance.  The evaluator verified that 

providing incorrect login information results in the rejection of the authentication attempt.  

The tests are documented in [ETProcRes] section 2.3.2. 

 

 Test 2: The evaluator shall configure the services allowed (if any) according to the 

operational guidance, and then determine the services available to an external remote entity. 

The evaluator shall determine that the list of services available is limited to those specified in 

the requirement. 

The evaluator confirmed that the only service available to an external remote entity was the 

initiation of a SSH session. 

 

 Test 3: For local access, the evaluator shall determine what services are available to a local 

administrator prior to logging in, and make sure this list is consistent with the requirement. 

The evaluator verified during testing that only the TOE access banner is displayed prior to 

logging in. 

 

2.4.3 Extended: Password-based Authentication Mechanism (FIA_UAU_EXT.2) 

2.4.3.1 Assurance Activities 

Assurance activities for this requirement are covered under those for FIA_UIA_EXT.1. If 

other authentication mechanisms are specified, the evaluator shall include those methods in 

the activities for FIA_UIA_EXT.1. 

 

2.4.4 Protected Authentication Feedback (FIA_UAU.7) 

2.4.4.1 TSS Assurance Activities 

None defined. 

 

2.4.4.2 Guidance Assurance Activities 

None defined. 

 

2.4.4.3 Test Activities 

The evaluator shall perform the following test for each method of local login allowed: 

 

 Test 1: The evaluator shall locally authenticate to the TOE. While making this attempt, the 

evaluator shall verify that at most obscured feedback is provided while entering the 

authentication information. 

The evaluator observed during testing that the entered password was not revealed. 
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2.5 SECURITY MANAGEMENT (FMT) 

2.5.1 Management of TSF Data (for general TSF data) (FMT_MTD.1) 

2.5.1.1 TSS Assurance Activity 

The evaluator shall examine the TSS to determine that, for each administrative function 

identified in the operational guidance; those that are accessible through an interface prior to 

administrator log-in are identified. For each of these functions, the evaluator shall also 

confirm that the TSS details how the ability to manipulate the TSF data through these 

interfaces is disallowed for non-administrative users. 

 

The TOE displays a warning banner to administrators prior to log in. No other functions can 

be performed prior to log in. The only users of the TOE are administrators. The TSS in 

Section 7.4 states that no administrative actions are accessible prior to authentication.  

Section 7.3 Security Management describes how each method of interfacing to the TOE 

requires valid authentication credentials before any administrative actions can be performed. 

 

2.5.1.2 Guidance Assurance Activities 

The evaluator shall review the operational guidance to determine that each of the TSF-data-

manipulating functions implemented in response to the requirements of this PP is identified, 

and that configuration information is provided to ensure that only administrators have 

access to the functions. 

 

The Installation Guide and Quick Start Guide contain details on setting up the system and 

administering it either remotely using SSH or locally using the serial port.  There are no 

administrative functions available before login. The Evaluator reviewed the guidance 

documentation, [CCECG], and determined that each of the TSF‐data‐manipulating functions 

implemented in response to the requirements of this [NDPP v1.1] are identified, and that 

configuration information is provided to ensure that only authenticated administrators have 

access to the functions. 

 

2.5.1.3 Test Activity 

None defined. 

 

2.5.2 Specification of Management Functions (FMT_SMF.1) 

2.5.2.1 TSS Assurance Activities 

The security management functions for FMT_SMF.1 are distributed throughout the PP and 

are included as part of the requirements in FMT_MTD, FPT_TST_EXT, and any 

cryptographic management functions specified in the reference standards. Compliance to 

these requirements satisfies compliance with FMT_SMF.1. 

 

See the TSS Assurance Activities for FMT_MTD and FPT_TST_EXT. 
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2.5.2.2 Guidance Assurance Activities 

See the Guidance Assurance Activities for FMT_MTD and FPT_TST_EXT. 

 

2.5.2.3 Test Activities 

None defined. 

 

2.5.3 Restrictions on Security Roles (FMT_SMR.2) 

2.5.3.1 TSS Assurance Activities 

None defined. 

 

2.5.3.2 Guidance Assurance Activities 

The evaluator shall review the operational guidance to ensure that it contains instructions 

for administering the TOE both locally and remotely, including any configuration that needs 

to be performed on the client for remote administration. 

 

The Installation Guide and Quick Start Guide contain details on setting up the system and 

administering it either remotely using SSH or locally using the serial port.   

 

2.5.3.3 Test Activities 

In the course of performing the testing activities for the evaluation, the evaluator shall use all 

supported interfaces, although it is not necessary to repeat each test involving an 

administrative action with each interface. The evaluator shall ensure, however, that each 

supported method of administering the TOE that conforms to the requirements of this PP be 

tested; for instance, if the TOE can be administered through a local hardware interface; 

SSH; and TLS/HTTPS; then all three methods of administration must be exercised during the 

evaluation team’s test activities. 

 

The NSP can be administered through SSH and a local console port.  Both of these methods 

of administration were exercised during the evaluation. 

 

2.6 PROTECTION OF THE TSF (FPT) 

2.6.1 Protection of TSF Data (for reading of all symmetric keys) (FPT_SKP_EXT.1) 

2.6.1.1 TSS Assurance Activity 

The evaluator shall examine the TSS to determine that it details how any pre-shared keys, 

symmetric keys, and private keys are stored and that they are unable to be viewed through an 

interface designed specifically for that purpose, as outlined in the application note. If these 

values are not stored in plaintext, the TSS shall describe how they are protected/obscured. 
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Section 7.4 of the TSS states that OpenSSL is used to protect the cryptographic keys that are 

stored on the sensor.  Passwords are stored in the Linux shadow file and are protected using a 

SHA-256 hash.  Users and administrators do not have access to the file system.   

 

2.6.1.2 Guidance Assurance Activities 

None defined. 

 

2.6.1.3 Test Activity 

None defined. 

 

2.6.2 Protection of Administrator Passwords (FPT_APW_EXT.1) 

2.6.2.1 TSS Assurance Activity 

The evaluator shall examine the TSS to determine that it details all authentication data that 

are subject to this requirement, and the method used to obscure the plaintext password data 

when stored. The TSS shall also detail passwords are stored in such a way that they are 

unable to be viewed through an interface designed specifically for that purpose, as outlined 

in the application note. 

 

Administrative passwords are stored in a configuration file on the flash drive of the TOE and 

are encoded via a hash function to ensure their confidentiality.   See TSS Section 7.4 for 

more information. 

 

2.6.2.2 Guidance Assurance Activities 

None defined. 

 

2.6.2.3 Test Activity 

None defined. 

 

2.6.3 Reliable Time Stamps (FPT_STM.1) 

2.6.3.1 TSS Assurance Activity 

The evaluator shall examine the TSS to ensure that it lists each security function that makes 

use of time. The TSS provides a description of how the time is maintained and considered 

reliable in the context of each of the time related functions. 

 

As described in section 7.4 of the TSS, the TOE maintains its own timestamp which is free 

from interference for the purposes of generating its audit logs and other time-sensitive 

operations on the TOE such as cryptographic key regeneration intervals.   The TOE also 
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periodically receives a timestamp reference from the NSP Management platform (in the TOE 

environment).  This timestamp is sent by the NSM over a TLS connection.  

 

2.6.3.2 Guidance Assurance Activities 

The evaluator examines the operational guidance to ensure it instructs the administrator how 

to set the time. If the TOE supports the use of an NTP server, the operational guidance 

instructs how a communication path is established between the TOE and the NTP server, and 

any configuration of the NTP client on the TOE to support this communication. 

 

The setting of the time is described in section 4.4 of CCECG. 

 

2.6.3.3 Test Activity 

 Test 1: The evaluator uses the operational guide to set the time. The evaluator shall then use 

an available interface to observe that the time was set correctly. 

The guidance provided in section 4.4 of CCECG was used to set the time.  Testing was 

successfully performed in section 2.1.2.1 FAU_STG_EXT.1.1 Test Activities of ETProcRes. 

 

 Test 2: [conditional] If the TOE supports the use of an NTP server; the evaluator shall use 

the operational guidance to configure the NTP client on the TOE, and set up a 

communication path with the NTP server. The evaluator will observe that the NTP server has 

set the time to what is expected. If the TOE supports multiple protocols for establishing a 

connection with the NTP server, the evaluator shall perform this test using each supported 

protocol claimed in the operational guidance. 

The TOE does not support a NTP server (section 4.4 of CCECG). 

 

2.6.4 Extended: Trusted Update (FPT_TUD_EXT.1) 

2.6.4.1 TSS Assurance Activities 

Updates to the TOE either have a hash associated with them, or are signed by an authorized 

source. If digital signatures are used, the definition of an authorized source is contained in 

the TSS, along with a description of how the certificates used by the update verification 

mechanism are contained on the device. The evaluator ensures this information is contained 

in the TSS. The evaluator also ensures that the TSS (or the operational guidance) describes 

how  the  candidate  updates  are  obtained;  the  processing  associated  with  verifying  the  

digital  signature  or calculating the hash of the updates; and the actions that take place for 

successful (hash or signature was verified) and unsuccessful (hash or signature could not be 

verified) cases. 

 

Updates to the TOE are signed by the developer and during the firmware update process.  

When attempting to load the firmware on the TOE, the signature is verified using the public 
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key that is stored in a plaintext file on the sensor.  If the image is not valid it is not loaded on 

the TOE.  This is described section 7.3 of the TSS. 

 

2.6.4.2 Guidance Assurance Activities 

The evaluator also ensures that the TSS (or the operational guidance) describes how the 

candidate updates are obtained; the processing associated with verifying the digital signature 

or calculating the hash of the updates; and the actions that take place for successful (hash or 

signature was verified) and unsuccessful (hash or signature could not be verified) cases. 

 

Section 2.3.1 of the CCECG describes how to obtain the firmware from the developer and 

load it on the TOE.  The verification of the digital signature is performed by the TOE during 

the update process. 

 

2.6.4.3 Test Activities 

The evaluator shall perform the following tests: 

 

 Test 1: The evaluator performs the version verification activity to determine the current 

version of the product. The evaluator obtains a legitimate update using procedures described 

in the operational guidance and verifies that it is successfully installed on the TOE. Then, the 

evaluator performs a subset of other assurance activity tests to demonstrate that the update 

functions as expected.  After the update, the evaluator performs the version verification 

activity again to verify the version correctly corresponds to that of the update. 

The evaluator obtained a legitimate SHA-2 signed update from the developer.  This version 

was then installed on the TOE.  Some testing was performed to confirm that it functioned as 

expected.  Refer to 2.4.2 Extended Trusted Update (FPT_TUD_EXT.1) in ETProcRes for 

more details. 

 

 Test 2: The evaluator performs the version verification activity to determine the current 

version of the product. The evaluator obtains or produces an illegitimate update, and 

attempts to install it on the TOE. The evaluator verifies that the TOE rejects the update. 

The evaluator obtained a legitimate SHA-2 signed update from the developer and modified it 

so that it would be invalid.  An attempt was then made to install it on the TOE.  The attempt 

to install the modified update failed.  Refer to 2.4.2 Extended Trusted Update 

(FPT_TUD_EXT.1) in ETProcRes for more details. 

 

2.6.5 TSF Testing (FPT_TST_EXT.1) 

2.6.5.1 TSS Assurance Activities 

The evaluator shall examine the TSS to ensure that it details the self tests that are run by the 

TSF on start-up; this description should include an outline of what the tests are actually 

doing (e.g., rather than saying "memory is tested", a description similar to "memory is tested 
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by writing a value to each memory location and reading it back to ensure it is identical to 

what was written" shall be used). The evaluator shall ensure that the TSS makes an argument 

that the tests are sufficient to demonstrate that the TSF is operating correctly. 

 

Section 7.4 of the TSS describes the TOE’s self tests that the TOE performs.  On start up the 

TOE performs cryptographic algorithm, firmware integrity, and critical functions tests self-

tests.  There are also some tests that are performed on an ongoing basis.    
- The integrity of all firmware modules is tested using a stored hash.  The firmware integrity 

tests are supported by the XySSL library RSA digital signature services and SHA hashing 

services. 

- Critical function testing is performed for all available cores and all hardware components are 

verified.   

- Conditional self-tests are performed continuously during operation to confirm continued 

operation of the DRNG & NDRNG and sign/verify RSA pairwise consistency. 

2.6.5.2 Guidance Assurance Activities 

The evaluator shall also ensure that the operational guidance describes the possible errors 

that may result from such tests, and actions the administrator should take in response; these 

possible errors shall correspond to those described in the TSS. 

 

Section 4.3 of CCECG states that if any of the self-tests fail that the sensor will fail to boot 

and the failure message will be shown.  

 

2.6.5.3 Test Activity 

None defined. 

 

2.7 TOE ACCESS (FTA) 

2.7.1 TSF-initiated Session Locking (FTA_SSL_EXT.1) 

2.7.1.1 TSS Assurance Activities 

None defined. 

 

2.7.1.2 Guidance Assurance Activities 

None defined. 

 

2.7.1.3 Test Activity 

The evaluator shall perform the following test: 

 

 Test 1:  The evaluator follows the operational guidance to configure several different values 

for the inactivity time period referenced in the component. For each period configured, the 
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evaluator establishes a local interactive session with the TOE. The evaluator then observes 

that the session is either locked or terminated after the configured time period. If locking was 

selected from the component, the evaluator then ensures that re-authentication is needed 

when trying to unlock the session. 

The evaluator confirmed in through testing (ETProcRes 2.4.3TSF-Initiated Session Locking) 

that an interactive local session was locked after the specified period of inactivity and that re-

authentication was necessary to unlock the session. 

 

2.7.2 TSF-initiated Termination (FTA_SSL.3) 

2.7.2.1 TSS Assurance Activities 

None defined. 

 

2.7.2.2 Guidance Assurance Activities 

None defined. 

 

2.7.2.3 Test Activity 

The evaluator shall perform the following test: 

 

 Test 1:  The evaluator follows the operational guidance to configure several different values 

for the inactivity time period referenced in the component. For each period configured, the 

evaluator establishes a remote interactive session with the TOE. The evaluator then observes 

that the session is terminated after the configured time period. 

The evaluator confirmed in through testing (ETProcRes 2.4.4TSF-Initiated Termination) that 

an interactive local session would be terminated after the specified period of inactivity. 

 

2.7.3 User-initiated Termination (FTA_SSL.4) 

2.7.3.1 TSS Assurance Activities 

None defined. 

 

2.7.3.2 Guidance Assurance Activities 

None defined. 

 

2.7.3.3 Test Activity 

The evaluator shall perform the following test: 

 

 Test 1: The evaluator initiates an interactive local session with the TOE. The evaluator then 

follows the operational guidance to exit or log off the session and observes that the session 
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has been terminated. 

The evaluator confirmed in through testing (ETProcRes 2.4.5 User-initiated Termination) 

that an interactive local session would be terminated when the user logged out.  

 
 Test 2: The evaluator initiates an interactive remote session with the TOE. The evaluator then 

follows the operational guidance to exit or log off the session and observes that the session 

has been terminated. 

The evaluator confirmed in through testing (ETProcRes 2.4.5 User-initiated Termination) 

that an interactive remote session would be terminated when the user logged out. 

 

2.7.4 Default TOE Access Banners (FTA_TAB.1) 

2.7.4.1 TSS Assurance Activity 

The evaluator shall check the TSS to ensure that it details each method of access (local and 

remote) available to the administrator (e.g., serial port, SSH, HTTPS). 

 

Section 7.2 of the TSS describes the two methods of access (remote using serial port or 

remote using SSH). 

 

2.7.4.2 Guidance Assurance Activities 

None defined. 

 

2.7.4.3 Test Activity 

The evaluator shall also perform the following test: 

 

 Test 1: The evaluator follows the operational guidance to configure a notice and consent 

warning message. The evaluator shall then, for each method of access specified in the TSS, 

establish a session with the TOE. The evaluator shall verify that the notice and consent 

warning message is displayed in each instance. 

This was tested successfully for both local and remote access in section 2.4.6.1 

FTA_TAB.1.1 Test Activities of ETPRocRes. 

 

2.8 TRUSTED PATH/CHANNELS (FTP) 

2.8.1 Inter-TSF Trusted Channel (FTP_ITC.1) 

2.8.1.1 TSS Assurance Activities 

The evaluator shall examine the TSS to determine that, for all communications with 

authorized IT entities identified in the requirement, each communications mechanism is 

identified in terms of the allowed protocols for that IT entity. The evaluator shall also 
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confirm that all protocols listed in the TSS are specified and included in the requirements in 

the ST. 

 

The TOE can communicate to the NSM (manager) as described in TSS Section 7.4.  The 

TLS protocol is used to secure communications. 

 

2.8.1.2 Guidance Assurance Activities 

The evaluator shall confirm that the operational guidance contains instructions for 

establishing the allowed protocols with each authorized IT entity, and that it contains 

recovery instructions should a connection be unintentionally broken. 

 

Section 2.3 of CCECG outlines the steps necessary to secure the connection to the NSM 

(manager), referencing the Quick Start Guide for the detailed steps.  The sensor has a show 

command which can be used to confirm the status of the connection and this is documented 

in in CCECG and Quick Start Guide. 

 

2.8.1.3 Test Activity 

The evaluator shall also perform the following tests: 

 

 Test 1: The evaluators shall ensure that communications using each protocol with each 

authorized IT entity is tested during the course of the evaluation, setting up the connections 

as described in the operational guidance and ensuring that communication is successful. 

The results of this test are documented in section 2.4.7 Inter-TSF Trusted Channel 

(FTP_ITC.1) of ETProcRes. 

 

 Test 2: For each protocol that the TOE can initiate as defined in the requirement, the 

evaluator shall follow the operational guidance to ensure that in fact the communication 

channel can be initiated from the TOE. 

The results of this test are documented in section 2.4.7 Inter-TSF Trusted Channel 

(FTP_ITC.1) of ETProcRes. 

 

 Test 3: The evaluator shall ensure, for each communication channel with an authorized IT 

entity, the channel data are not sent in plaintext. 

In section 2.4.7 Inter-TSF Trusted Channel (FTP_ITC.1) of ETProcRes it was confirmed that 

the communication between the sensor and the NSM was not plaintext. 

 

 Test 4: The evaluators shall, for each protocol associated with each authorized IT entity 

tested during test 1, the connection is physically interrupted. The evaluator shall ensure that 

when physical connectivity is restored, communications are appropriately protected. 
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In section 2.4.7 Inter-TSF Trusted Channel (FTP_ITC.1) of ETProcRes it was confirmed that 

the communication between the sensor and the NSM was protected following a physical 

interruption of the connection. 

 

2.8.2 Trusted Path (FTP_TRP.1) 

2.8.2.1 TSS Assurance Activities 

The evaluator shall examine the TSS to determine that the methods of remote TOE 

administration are indicated, along with how those communications are protected. The 

evaluator shall also confirm that all protocols listed in the TSS in support of TOE 

administration are consistent with those specified in the requirement, and are included in the 

requirements in the ST. 

 

The TSS describes one method for remote TOE administration.   As described in section 7.4 

of the TSS SSH can be used to connect to the TOE using a network interface and TLS is used 

to secure the connection with the manager (NSM).  The evaluator verified that all protocols 

identified and described in the TSS are defined in their respective security functional 

requirement(s).  

 

2.8.2.2 Guidance Assurance Activities 

The evaluator shall confirm that the operational guidance contains instructions for 

establishing the remote administrative sessions for each supported method. 

 

The TOE only supports SSH for remote administrative sessions and how to connect is 

documented in section 2.3 Install the Sensor of CCECG. 

 

2.8.2.3 Test Activity 

The evaluator shall also perform the following tests: 

 

 Test 1: The evaluators shall ensure that communications using each specified (in the 

operational guidance) remote administration method is tested during the course of the 

evaluation, setting up the connections as described in the operational guidance and ensuring 

that communication is successful. 

 Test 2: For each method of remote administration supported, the evaluator shall follow the 

operational guidance to ensure that there is no available interface that can be used by a 

remote user to establish a remote administrative sessions without invoking the trusted path. 

 Test 3: The evaluator shall ensure, for each method of remote administration, the channel 

data are not sent in plaintext. 

The results of these tests are document in section 2.4.8 Trusted Path (FTP_TRP.1) of 

ETProcRes.  It was confirmed that a remote administrative session could be setup following 

the guidance (CCECG) and it was not possible to initiate a non-secure connection.  It was 

confirmed that the connection was secure by monitoring the network traffic.  
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3 SECURITY ASSURANCE REQUIREMENT ACTIVITIES 

3.1 DEVELOPMENT (ADV) 

3.1.1 Basic Functional Specification (ADV_FSP.1) 

There are no specific assurance activities associated with these SARs. The functional 

specification documentation is provided to support the evaluation activities described in 

Section 4.2, and other activities described for AGD, ATE, and AVA SARs. The requirements 

on the content of the functional specification information is implicitly assessed by virtue of 

the other assurance activities being performed; if the evaluator is unable to perform an 

activity because the there is insufficient interface information, then an adequate functional 

specification has not been provided. 

 

3.2 GUIDANCE DOCUMENTS (AGD) 

3.2.1 Operational User Guidance (AGD_OPE.1) 

The operational guidance shall at a minimum list the processes running (or that could run) 

on the TOE in its evaluated configuration during its operation that are capable of processing 

data received on the network interfaces (there are likely more than one of these, and this is 

not limited to the process that "listens" on the network interface). It is acceptable to list all 

processes running (or that could run) on the TOE in its evaluated configuration instead of 

attempting to determine just those that process the network data. For each process listed, the 

administrative guidance will contain a short (e.g., one- or two-line) description of the 

process' function, and the privilege with which the service runs. "Privilege" includes the 

hardware privilege level (e.g., ring 0, ring 1), any software privileges specifically associated 

with the process, and the privileges associated with the user role the process runs as or 

under. 

 

The operational guidance shall contain instructions for configuring the cryptographic engine 

associated with the evaluated configuration of the TOE. It shall provide a warning to the 

administrator that use of other cryptographic engines was not evaluated nor tested during 

the CC evaluation of the TOE. 

 

The documentation must describe the process for verifying updates to the TOE, either by 

checking the hash or by verifying a digital signature. The evaluator shall verify that this 

process includes the following steps: 

 

1. For hashes, a description of where the hash for a given update can be obtained. For 

digital signatures, instructions for obtaining the certificate that will be used by the 

FCS_COP.1(2) mechanism to ensure that a signed update has been received from the 

certificate owner. This may be supplied with the product initially, or may be obtained by 

some other means. 
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2. Instructions for obtaining the update itself. This should include instructions for making the 

update accessible to the TOE (e.g., placement in a specific directory). 

 

3. Instructions for initiating the update process, as well as discerning whether the process 

was successful or unsuccessful. This includes generation of the hash/digital signature. 

 

The TOE will likely contain security functionality that does not fall in the scope of evaluation 

under this PP. The operational guidance shall make it clear to an administrator which 

security functionality is covered by the evaluation activities. 

 

Section 5 of [AGD_SUP] lists the processes that run or may run on the appliances and a 

description of each process is provided.   

 

The FIPS mode commands are described in section 3 of [AGD_SUP].  The introduction of 

the document states that the use of other cryptographic algorithms is not supported by the 

evaluation. 

 

Section 2 of [ADG_SUP] specifies the following information: 

 

 The certificate used to verify the update is pre-installed on the sensor. 

 That the updates are available from 

http://menshen1.intruvert.com/ucapl_images/8.1_UCAPL_SOFTWARE/Sensor/ 

 The method used to install the update. 

 That the TOE verifies the signature of the file that is downloaded prior to performing the 

update. 

The introduction of [AGD_SUP] states that use of other cryptographic engines was not 

evaluated nor tested during the CC evaluation of the TOE.  The sensor only operates in FIPS 

mode, though section 5 of [AGD_SUP] provides guidance on determining the sensor’s FIPS 

status to confirm that the FIPS status is valid. 

 

Restrictions on the use of the NSM Manager have been provided in [AGD_SUP].  Once the 

sensor is operational, all administration of the sensor’s evaluated NDPP functionality must be 

performed through the CLI; the NSM Manager must only be used for the configuration of the 

access banner text during initial configuration of the sensor and is not to be used for any 

further NDPP-related management tasks during operation of the sensor.  The NSM is only to 

be used for configuration of the IPS/IDS policy.  The NSM is also used as an external audit 

server. 

 

3.2.2 Preparative Procedures (AGD_PRE.1) 

There are significant expectations with respect to the documentation—especially when 

configuring the operational environment to support TOE functional requirements. The 

evaluator shall check to ensure that the guidance provided for the TOE adequately addresses 

all platforms claimed for the TOE in the ST. 

http://menshen1.intruvert.com/ucapl_images/8.1_UCAPL_SOFTWARE/Sensor/
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The guidance documentation exists for each of the sensor models and is listed in section 1.1 

of [AGD_SUP].  The documentation is available at http://mysupport.mcafee.com.  

 

The Administration Guide contains instructions on how to configure the TOE and its 

operational environment.  These instructions are the same across all hardware platforms 

being claimed. 

 

The [ADG_SUP] specifies the configuration steps needed to put the NSP into a CC 

conformant mode of operation. 

 

3.3 TESTS (ATE) 

3.3.1 Independent Testing – Conformance (ATE_IND.1) 

The evaluator shall prepare a test plan and report documenting the testing aspects of the 

system. The test plan covers all of the testing actions contained in the CEM and the body of 

this PP’s Assurance Activities. While it is not necessary to have one test case per test listed in 

an Assurance Activity, the evaluator must document in the test plan that each applicable 

testing requirement in the ST is covered. 

 

The test plan identifies the platforms to be tested, and for those platforms not included in the 

test plan but included in the ST, the test plan provides a justification for not testing the 

platforms. This justification must address the differences between the tested platforms and 

the untested platforms, and make an argument that the differences do not affect the testing to 

be performed. It is not sufficient to merely assert that the differences have no affect; rationale 

must be provided. If all platforms claimed in the ST are tested, then no rationale is 

necessary. 

 

The test plan describes the composition of each platform to be tested, and any setup that is 

necessary beyond what is contained in the AGD documentation. It should be noted that the 

evaluator is expected to follow the AGD documentation for installation and setup of each 

platform either as part of a test or as a standard pre-test condition. This may include special 

test drivers or tools. For each driver or tool, an argument (not just an assertion) should be 

provided that the driver or tool will not adversely affect the performance of the functionality 

by the TOE and its platform. This also includes the configuration of the cryptographic engine 

to be used. The cryptographic algorithms implemented by this engine are those specified by 

this PP and used by the cryptographic protocols being evaluated (IPsec, TLS/HTTPS, SSH). 

The test plan identifies high-level test objectives as well as the test procedures to be followed 

to achieve those objectives. These procedures include expected results. The test report (which 

could just be an annotated version of the test plan) details the activities that took place when 

the test procedures were executed, and includes the actual results of the tests. This shall be a 

cumulative account, so if there was a test run that resulted in a failure; a fix installed; and 

then a successful re-run of the test, the report would show a “fail” and “pass” result (and 

the supporting details), and not just the “pass” result. 

 

http://mysupport.mcafee.com/
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The evaluation team performed testing on the following platforms: 
- M-2950; and 

- NS-9200. 

The ST claims the following platforms: M-2750, M-2850, M-2950, M-3050, M-4050, M-

6050, M-8000, NS 9100, NS 9200, and NS 9300.  The M series models and NS series models 

are deemed to be equivalent due to processor similarities and since they run the same 

software. 

 

The test plans and test results are documented in the Evaluation Test Procedures and Test 

Results [ETProcRes]. 

 

The evaluator followed the guidance provided to configure the TOE into the evaluated 

configuration.   Each test case identifies the high-level test objectives prior to specifying the 

test steps, expected results, and actual results. 

 

3.4 VULNERABILITY ASSESSMENT (AVA) 

3.4.1 Vulnerability Survey (AVA_VAN.1) 

As with ATE_IND, the evaluator shall generate a report to document their findings with 

respect to this requirement. This report could physically be part of the overall test report 

mentioned in ATE_IND, or a separate document. The evaluator performs a search of public 

information to determine the vulnerabilities that have been found in network infrastructure 

devices and the implemented communication protocols in general, as well as those that 

pertain to the particular TOE. The evaluator documents the sources consulted and the 

vulnerabilities found in the report. For each vulnerability found, the evaluator either 

provides a rationale with respect to its non-applicability, or the evaluator formulates a test 

(using the guidelines provided in ATE_IND) to confirm the vulnerability, if suitable. 

Suitability is determined by assessing the attack vector needed to take advantage of the 

vulnerability. For example, if the vulnerability can be detected by pressing a key combination 

on boot-up, a test would be suitable at the assurance level of this PP. If exploiting the 

vulnerability requires expert skills and an electron microscope, for instance, then a test 

would not be suitable and an appropriate justification would be formulated. 

 

The evaluation team performed a search of public information for potential vulnerabilities 

related to the TOE. The results are documented in [ETProcRes].   

 

3.5 LIFE-CYCLE SUPPORT (ALC) 

3.5.1 Labeling of the TOE (ALC_CMC.1) 

The evaluator shall check the ST to ensure that it contains an identifier (such as a product 

name/version number) that specifically identifies the version that meets the requirements of 

the ST. The evaluator shall ensure that this identifier is sufficient for an acquisition entity to 

use in procuring the TOE (including the appropriate administrative guidance) as specified in 
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the ST. Further, the evaluator shall check the AGD guidance and TOE samples received for 

testing to ensure that the version number is consistent with that in the ST. If the vendor 

maintains a web site advertising the TOE, the evaluator shall examine the information on the 

web site to ensure that the information in the ST is sufficient to distinguish the product. 

 

The ST identifies that the TOE is version 8.1 (M-Series firmware 8.1.15.14 and NS-Series 

firmware 8.1.17.16) loaded on appliances M-2750, M-2850, M-2950, M-3050, M-4050, M-

6050, M-8000, NS 9100, NS 9200, and NS 9300.  This identifier is used consistently in the 

ST, guidance documentation, and on the TOE itself. 

 

3.5.2 TOE CM Coverage (ALC_CMS.1) 

The “evaluation evidence required by the SARs” in this PP is limited to the information in 

the ST coupled with the guidance provided to administrators and users under the AGD 

requirements. By ensuring that the TOE is specifically identified and that this identification is 

consistent in the ST and in the AGD guidance (as done in the assurance activity for 

ALC_CMC.1), the evaluator implicitly confirms the information required by this component. 

 

The [ST] specifies in Section 1.2 Target of Evaluation Reference that the TOE is the McAfee 

Network Security Platform M-series and NS-Series Sensors running software version 8.1 

(8M-Series firmware 8.1.15.14 and NS-Series firmware 8.1.17.16).  The evaluated models 

are M-2750, M-2850, M-2950, M-3050, M-4050, M-6050, M-8000, NS 9100, NS 9200, and 

NS 9300.  The evaluator verified that the identified name and version are sufficient to acquire 

the product, and are consistent with the evaluated products. 

 

The ST specifies the appropriate guidance documents in section 1.8.3. [AGD_SUP] identifies 

the guidance documentation and TOE versions. 

 

--- End of Document -- 

 


