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1 Evaluation Basis and Documents
This evaluation is based on the "Common Criteria for Information Technology Security Evaluation"
version 3.1 revision 4 [CC], the "Common Methodology for Information Technology Security
Evaluation" [CEM]☝ and the following extended methodologies:

● "Protection Profile for Virtualization Version 1.0" [BVPPv1.0]☝;
● "Extended Package for Server Virtualization Version 1.0" [SVEPv1.0]☝; and
● "CC and CEM addenda - Exact Conformance, Selection-Based SFRs, Optional SFRs"

[CCDB-2017-05-17]☝
, as specified in the Security Target [ST.VPP]☝.
The following scheme documents and interpretations have been considered:

● [CCEVS-TD0139]☝: "Clarification of testing for FDP_RIP_EXT.2", version as of 2017-01-19.
● [CCEVS-TD0206]☝: "Testing for Non-Existence of Disconnected Virtual Devices", version

as of 2017-05-05.
● [CCEVS-TD0230]☝: "ALC Assurance Activities for Server Virtualization and Base Virtualization

PPs", version as of 2017-09-06.
● [CCEVS-TD0249]☝: "Applicability of FTP_ITC_EXT.1", version as of 2017-11-14.
● [CCEVS-TD0250]☝: "Hypercall Controls - FPT_HCL_EXT.1 Clarification", version as of

2017-11-14.
● [CCEVS-TD0264]☝: "Clarification of Auditable Events for FPT_RDM_EXT.1", version as of

2017-12-07.
● [CCEVS-TD0360]☝: "AD Server configuration in FMT_MOF_EXT.1", version as of 2018-09-28.
● [CCEVS-TD0363]☝: "Access Banner and applicability to programmatic interfaces", version

as of 2018-10-05.
● [CCEVS-TD0431]☝: "Modification to Cipher Suites for TLS", version as of 2019-07-30.
● [CCEVS-TD0432]☝: "Corrections to FIA_AFL_EXT.1", version as of 2019-07-16.
● [CCEVS-TD0443]☝: "FPT_VDP_EXT.1 Clarification for Assurance Activity", version as of

2019-08-21.
● [CCEVS-TD0526]☝: "Updates to Certificate Revocation (FIA_X509_EXT.1)", version as of

2020-07-01.
● [CCEVS-TD0567]☝: "Security Objectives Rationale, SFR Rationale, and Implicitly Satisfied

SFRs", version as of 2021-01-28.
● [OCSI-NIS01]: "Scheme Information Notice No. 1/13 - Changes to LGP1", version 1.0 as of

2013-11-01.
● [OCSI-NIS02]: "Scheme Information Notice No. 2/13 - Changes to LGP2", version 1.0 as of

2013-11-01.
● [OCSI-NIS03]: "Scheme Information Notice No. 3/13 - Changes to LGP3", version 1.0 as of

2013-11-01.

Status: DRAFT
Page 8 of 77

Classification: Public
Copyright © 2022 atsec information security GmbH

Version 1
Last update: 2022-06-22

IBM Corporation
Assurance Activity Report

Cert. ID: OCSI-CERT-ATS-04-2021

http://www.commoncriteriaportal.org/files/ccfiles/CEMV3.1R4.pdf
https://www.niap-ccevs.org/MMO/PP/pp_base_virtualization_v1.0.pdf
https://www.niap-ccevs.org/MMO/PP/ep_sv_v1.0.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CCDB-2017-05-17-CCaddenda-Exact_Conformance.pdf
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0139
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0206
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0230
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0249
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0250
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0264
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0360
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0363
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0431
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0432
https://www.niap-ccevs.org/Documents_and_Guidance/view_td.cfm?TD=0443
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2 Evaluation Results
The evaluator work units have been performed, including: evaluator actions and analysis explicitly
stated in the CEM; evaluator actions implicitly derived from developer action elements described
in the CC Part 3; and evaluator confirmation that requirements for content and presentation of
evidence elements described in the CC Part 3 have been met.
The evaluation was performed by informal analysis of the evidence provided by the sponsor.

2.1 Security Functional Requirements

2.1.1 Security audit (FAU)

2.1.1.1 Audit Data Generation (FAU_GEN.1)

TSS Assurance Activities
Assurance Activity AA-FAU_GEN.1-ASE-01

The evaluator shall check the TSS and ensure that it lists all of the auditable events and provides a format for audit
records. Each audit record format type shall be covered, along with a brief description of each field. The evaluator shall
check to make sure that every audit event type mandated by the PP is described in the TSS.

Summary
The evaluator referred to section 7.1.10 covering SFR FAU_GEN.1 and identified a link to section
7.1.2, which is claimed to contain a full description of the audit functionality. When examining
section 7.1.2, the evaluator was able to verify that the required information on events being subject
to audit and the details contained in the audit log are sufficiently described. While section 7.1.2.1
describes the format of the audit records, section 7.1.2.2 contains a description on the auditable
events that can be managed by the administrator of the TOE.

Guidance Assurance Activities
Assurance Activity AA-FAU_GEN.1-AGD-01

The evaluator shall also make a determination of the administrative actions that are relevant in the context of this PP.
The evaluator shall examine the administrative guide and make a determination of which administrative commands,
including subcommands, scripts, and configuration files, are related to the configuration (including enabling or disabling)
of the mechanisms implemented in the TOE that are necessary to enforce the requirements specified in the PP. The
evaluator shall document the methodology or approach taken while determining which actions in the administrative
guide are security-relevant with respect to this PP.

Summary
The evaluator examined [SCG]☝ in search of the description of commands that are relevant to
enforcing the SFRs. Chapters 2 and 3 as well as Appendix A of [SCG]☝ contain, in forms of tables,
security-relevant CP commands, DIAGNOSE codes, and system functions. The evaluator examined
the functional specification, the user and administrative guidance and examined the description
of the commands, to determine whether they represent any relevance to the SFRs and the TSF.
The evaluator determines that the list presented in chapters 2 and 3 as well as Appendix A of [SCG]☝
represents the commands and interfaces relevant to the TSF.
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Test Assurance Activities
Assurance Activity AA-FAU_GEN.1-ATE-01

The evaluator shall test the TOE’s ability to correctly generate audit records by having the TOE generate audit records
for the events listed and administrative actions. For administrative actions, the evaluator shall test that each action
determined by the evaluator above to be security relevant in the context of this PP is auditable. When verifying the
test results, the evaluator shall ensure the audit records generated during testing match the format specified in the
administrative guide, and that the fields in each audit record have the proper entries.

Note that the testing here can be accomplished in conjunction with the testing of the security mechanisms directly.

Summary
The evaluator tested the TOE's ability to correctly generate audit records by having the TOE generate
audit records for the events listed and administrative actions.
For administrative actions, the evaluator tested that each action determined by the evaluator above
to be security relevant in the context of this PP is auditable. When verifying the test results, the
evaluator ensured the audit records generated during testing matched the format specified in the
administrative guide, and that the fields in each audit record have the proper entries.

2.1.1.2 Audit Review (FAU_SAR.1)

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
Assurance Activity AA-FAU_SAR.1-AGD-01

The evaluator shall review the operational guidance for the procedure on how to review the audit records.

Summary
The evaluator determines that [SCG]☝, chapter 3, "Generating Audit Reports" describes the procedure
to review the audit records.

Test Assurance Activities
Assurance Activity AA-FAU_SAR.1-ATE-01

The evaluator shall verify that the audit records provide all of the information specified in FAU_GEN.1 and that this
information is suitable for human interpretation. The assurance activity for this requirement is performed in conjunction
with the assurance activity for FAU_GEN.1.

Summary
The evaluator verified that the audit records provide all of the information specified in FAU_GEN.1
and that this information is suitable for human interpretation. The assurance activity for this
requirement has been performed in conjunction with the assurance activity for FAU_GEN.1.
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2.1.1.3 Protected Audit Trail Storage (FAU_STG.1)

TSS Assurance Activities
Assurance Activity AA-FAU_STG.1-ASE-01

The evaluator shall ensure that the TSS describes how the audit records are protected from unauthorized modification
or deletion. The evaluator shall ensure that the TSS describes the conditions that must be met for authorized deletion
of audit records. The evaluator shall perform the following tests:

Summary
The evaluator referred to section 7.1.11 covering SFR FAU_STG.1 and identified a link to section
7.1.2.2, which is claimed to contain a full description of the audit trail storage. When examining
section 7.1.2.2, the evaluator was able to verify that deletion of audit records can only be performed
by authorized users. Until such deletion, auditing continues involving the configured mini disks until
all of those disks have been filled up. If that situation is reached, auditing is stopped by RACF
disabling itself and thus preventing any activities that would be subject to auditing. By this, no
audit records can be lost or overwritten.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FAU_STG.1-ATE-01

● Test 1: The evaluator shall access the audit trail as an unauthorized Administrator and attempt to modify and
delete the audit records. The evaluator shall verify that these attempts fail.

● Test 2: The evaluator shall access the audit trail as an authorized Administrator and attempt to delete the audit
records. The evaluator shall verify that these attempts succeed. The evaluator shall verify that only the records
authorized for deletion are deleted.

Summary
Test 1: The evaluator accessed the audit trail as an unauthorized Administrator and attempted to
modify and delete the audit records. The evaluator verified that these attempts fail.
Test 2: The evaluator accessed the audit trail as an authorized Administrator and attempted to
delete the audit records. The evaluator verified that these attempts succeed. The evaluator verified
that only the records authorized for deletion are deleted.

2.1.1.4 Off-Loading of Audit Data (FAU_STG_EXT.1)

FAU_STG_EXT.1.1

TSS Assurance Activities
Assurance Activity AA-FAU_STG_EXT.1.1-ASE-01

The evaluator shall examine the TSS to ensure it describes the means by which the audit data are transferred to the
external audit server, and how the trusted channel is provided.
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Summary
The evaluator referred to section 7.1.12 covering SFR FAU_STG_EXT.1 and identified a link to section
7.1.2.3, which is claimed to explain events that may occur when the audit trail is about to become
filled up. When ex4mining section 7.1.2.3, the evaluator was able to identify a description of the
offloading of audit records generated by RACF to a remote audit server, which involves a TLS
channel initiated by RACF.

Guidance Assurance Activities
Assurance Activity AA-FAU_STG_EXT.1.1-AGD-01

The evaluator shall examine the operational guidance to ensure it describes how to establish the trusted channel to
the audit server, as well as describe any requirements on the audit server (particular audit server protocol, version of
the protocol required, etc.), as well as configuration of the TOE needed to communicate with the audit server.

Summary

Test Assurance Activities
Assurance Activity AA-FAU_STG_EXT.1.1-ATE-01

Testing of the trusted channel mechanism is to be performed as specified in the assurance activities for FTP_ITC_EXT.1.

The evaluator shall perform the following test for this requirement:

● Test 1: The evaluator shall establish a session between the TOE and the audit server according to the configuration
guidance provided. The evaluator shall then examine the traffic that passes between the audit server and the
TOE during several activities of the evaluator’s choice designed to generate audit data to be transferred to the
audit server. The evaluator shall observe that these data are not able to be viewed in the clear during this transfer,
and that they are successfully received by the audit server. The evaluator shall record the particular software
(name, version) used on the audit server during testing.

Summary
The evaluator established a session between the TOE and the audit server according to the
configuration guidance provided. The evaluator then examined the traffic that passes between the
audit server and the TOE during several activities of the evaluator's choice designed to generate
audit data to be transferred to the audit server. The evaluator observed that these data are not
able to be viewed in the clear during this transfer, and that they are successfully received by the
audit server. The evaluator recorded the particular software (name, version) used on the audit
server during testing.

FAU_STG_EXT.1.2

TSS Assurance Activities
Assurance Activity AA-FAU_STG_EXT.1.2-ASE-01

The evaluator shall examine the TSS to ensure it describes what happens when the local audit data store is full.

Summary
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The SFR points out that the TSF shall prevent any further activities that may result in generation
of audit records once the audit trail is full. As described in section 7.1.2, in case of full audit trail,
RACF disables itself. With RACF disabled, no actions that may eventually result in audit records
being generated are possible any longer.

Guidance Assurance Activities
Assurance Activity AA-FAU_STG_EXT.1.2-AGD-01

The evaluator shall also examine the operational guidance to determine that it describes the relationship between the
local audit data and the audit data that are sent to the audit log server. For example, when an audit event is generated,
is it simultaneously sent to the external server and the local store, or is the local store used as a buffer and “cleared”
periodically by sending the data to the audit server.

Summary
With regard to the transferral of audit records, the evaluated determines the [SCG]☝ describes that
"FTPS" would be used to transfer audit records. FTPS aka Secure FTP is described in [TCP.UG]☝
chapter 2.
[SCG]☝ states that audit records are written to disk in "reasonable intervals". The interval is defined
by the volume of security records being audited. After the audit records have been committed to
local disk, a transfer of the records to the audit server using the "FTPS" TLS protected FTP protocol
is triggered. The audit disk is not automatically cleared by the transfer.

Test Assurance Activities
Assurance Activity AA-FAU_STG_EXT.1.2-ATE-01

The evaluator shall perform operations that generate audit data and verify that this data is stored locally. The evaluator
shall perform operations that generate audit data until the local storage space is exceeded and verifies that the TOE
complies with the behavior defined in the ST for FAU_STG_EXT.1.2.

Summary
The evaluator performed operations that generate audit data and verified that this data is stored
locally. The evaluator performed operations that generate audit data until the local storage space
is exceeded and verified that the TOE complies with the behavior defined in the ST for
FAU_STG_EXT.1.2, which was that the TOE prevented any further actions that may generate audit
records until audit records could be written again.

2.1.2 Cryptographic support (FCS)

2.1.2.1 Cryptographic Key Generation (FCS_CKM.1)

TSS Assurance Activities
Assurance Activity AA-FCS_CKM.1-ASE-01

The evaluator shall ensure that the TSS identifies the key sizes supported by the TOE. If the ST specifies more than one
scheme, the evaluator shall examine the TSS to verify that it identifies the usage for each scheme.

Summary
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The evaluator referred to section 7.1.13 covering SFR FCS_CKM.1 and identified a link to section
7.1.3 for generals description on how cryptography is employed by the TOE. The key sizes for RSA
keys and Diffie-Hellman keys are listed in section 7.1.14; section 7.1.3 does not contain those
details, which was accepted by the evaluator as that section is intended to provide an overview on
the security function.

Guidance Assurance Activities
Assurance Activity AA-FCS_CKM.1-AGD-01

The evaluator shall verify that the AGD guidance instructs the administrator how to configure the TOE to use the selected
key generation scheme(s) and key size(s) for all uses defined in this PP.

Summary
The evaluator determines that [SCG]☝, chapter 2, "Installing and Customizing TCP/IP", as well as
[TCP.PAC]☝ section 15 describe how to configure System SSL and the relevant ciphers.

Test Assurance Activities
Assurance Activity AA-FCS_CKM.1-ATE-01

Note: The following tests require the developer to provide access to a test platform that provides the evaluator with
tools that are typically not found on factory products.

Key Generation for FIPS PUB 186-4 RSA Schemes

The evaluator shall verify the implementation of RSA Key Generation by the TOE using the Key Generation test. This
test verifies the ability of the TSF to correctly produce values for the key components including the public verification
exponent e, the private prime factors p and q, the public modulus n and the calculation of the private signature exponent
d.

Key Pair generation specifies 5 ways (or methods) to generate the primes p and q. These include:
● Random Primes:

❍ Provable primes
❍ Probable primes

● Primes with Conditions:
❍ Primes p1, p2, q1,q2, p and q shall all be provable primes
❍ Primes p1, p2, q1, and q2 shall be provable primes and p and q shall be probable primes
❍ Primes p1, p2, q1,q2, p and q shall all be probable primes

To test the key generation method for the Random Provable primes method and for all the Primes with Conditions
methods, the evaluator shall seed the TSF key generation routine with sufficient data to deterministically generate the
RSA key pair. This includes the random seed(s), the public exponent of the RSA key, and the desired key length. For
each key length supported, the evaluator shall have the TSF generate 25 key pairs. The evaluator shall verify the
correctness of the TSF’s implementation by comparing values generated by the TSF with those generated from a known
good implementation.

Key Generation for Elliptic Curve Cryptography (ECC)

FIPS 186-4 ECC Key Generation Test

For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall require the implementation under test
(IUT) to generate 10 private/public key pairs. The private key shall be generated using an approved random bit generator
(RBG). To determine correctness, the evaluator shall submit the generated key pairs to the public key verification (PKV)
function of a known good implementation.

FIPS 186-4 Public Key Verification (PKV) Test
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For each supported NIST curve, i.e., P-256, P-384 and P-521, the evaluator shall generate 10 private/public key pairs
using the key generation function of a known good implementation and modify five of the public key values so that
they are incorrect, leaving five values unchanged (i.e., correct). The evaluator shall obtain in response a set of 10
PASS/FAIL values.

Key Generation for Finite-Field Cryptography (FFC)

The evaluator shall verify the implementation of the Parameters Generation and the Key Generation for FFC by the TOE
using the Parameter Generation and Key Generation test. This test verifies the ability of the TSF to correctly produce
values for the field prime p, the cryptographic prime q (dividing p-1), the cryptographic group generator g, and the
calculation of the private key x and public key y.

The Parameter generation specifies 2 ways (or methods) to generate the cryptographic prime q and the field prime p:
● Primes q and p shall both be provable primes
● Primes q and field prime p shall both be probable primes
and two ways to generate the cryptographic group generator g:
● Generator g constructed through a verifiable process
● Generator g constructed through an unverifiable process.
The Key generation specifies 2 ways to generate the private key x:
● len(q) bit output of RBG where 1 <= x <= q-1
● len(q) + 64 bit output of RBG, followed by a mod q-1 operation where 1 <= x <= q-1

The security strength of the RBG shall be at least that of the security offered by the FFC parameter set.

To test the cryptographic and field prime generation method for the provable primes method and the group generator
g for a verifiable process, the evaluator shall seed the TSF parameter generation routine with sufficient data to
deterministically generate the parameter set.

For each key length supported, the evaluator shall have the TSF generate 25 parameter sets and key pairs. The evaluator
shall verify the correctness of the TSF’s implementation by comparing values generated by the TSF with those generated
from a known good implementation. Verification shall also confirm
● g != 0,1
● q divides p-1
● g^q mod p = 1
● g^x mod p = y
for each FFC parameter set and key pair.

Summary
This test is covered by CAVS tests that are presented by the developer as CAVP certificates, please
see the BVPP test plan (section "CAVS Tests") for additional information. Below follows a quick
overview of the CAVP certificates as well as of their scope regarding the algorithm capabilities of
the cryptographic modules the TOE provides.
The following table lists the relevant certificates:

Table 1: CAVP Certificates relevant to the TOE

CertificateProduct

C1862IBM z/VM System SSL

C79IBM(R) z14(TM) CP Assist

The TOE's cryptographic modules provide the following algorithm capabilities.
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IBM z/VM System SSL / C1862
AES-CBC, AES-GMAC, DSA KeyGen (FIPS186-4), DSA PQGGen (FIPS186-4), DSA SigGen
(FIPS186-4), DSA SigVer (FIPS186-4), Hash DRBG, HMAC-SHA-1, HMAC-SHA2-256,
HMAC-SHA2-384, KAS-FFC Component, KDF TLS, RSA KeyGen (FIPS186-4), RSA SigGen
(FIPS186-4), RSA SigVer (FIPS186-4), SHA-1, SHA2-224, SHA2-256, SHA2-384, SHA2-512,
TDES-CBC

IBM(R) z14(TM) CP Assist / C79
AES-CBC, AES-CTR, AES-ECB, AES-GMAC, AES-XTS, AES-XTS, SHA-1, SHA2-224, SHA2-256,
SHA2-384, SHA2-512, SHA3-224, SHA3-256, SHA3-384, SHA3-512, SHAKE-128, SHAKE-256,
TDES-CBC, TDES-CTR, TDES-ECB

In addition to the official CAVP certificates mentioned above, the evaluator independently revalidated
the results using the CAVS tool.
This SFR (FCS_CKM.1) is fullfilled by the TOE and validated by the CAVS tests as follows:

IBM z/VM System SSL / C1862
Algorithm: RSA KeyGen (FIPS186-4), DSA KeyGen (FIPS186-4)
Standard: RSA -- FIPS PUB 186-4, “Digital Signature Standard (DSS)”, Appendix B.3; FFC --
FIPS PUB 186-4, “Digital Signature Standard (DSS)”, Appendix B.1
Details: RSA -- Key sizes 2048, 3072; FFC -- Capabilities L: 2048, N: 256

2.1.2.2 Cryptographic Key Establishment (FCS_CKM.2)

TSS Assurance Activities
Assurance Activity AA-FCS_CKM.2-ASE-01

The evaluator shall ensure that the supported key establishment schemes correspond to the key generation schemes
identified in FCS_CKM.1.1. If the ST specifies more than one scheme, the evaluator shall examine the TSS to verify that
it identifies the usage for each scheme.

Summary
The evaluator compared the SFRs FCS_CKM.1 and FCS_CKM.2 and was able to verify that both refer
to the same key generation schemes, i.e. RSA-based and FFC-based.

Guidance Assurance Activities
Assurance Activity AA-FCS_CKM.2-AGD-01

The evaluator shall verify that the AGD guidance instructs the administrator how to configure the TOE to use the selected
key establishment scheme(s).

Summary
The evaluator determines that [SCG]☝, chapter 2, "Installing and Customizing TCP/IP", as well as
[TCP.PAC]☝ section 15 describe how to configure System SSL and the relevant key establishment
schemes.

Status: DRAFT
Page 16 of 77

Classification: Public
Copyright © 2022 atsec information security GmbH

Version 1
Last update: 2022-06-22

IBM Corporation
Assurance Activity Report

Cert. ID: OCSI-CERT-ATS-04-2021

https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32765
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=30474
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?validation=32765


Test Assurance Activities
Assurance Activity AA-FCS_CKM.2-ATE-01

The evaluator shall verify the implementation of the key establishment schemes of the supported by the TOE using the
applicable tests below.

Key Establishment Schemes

SP800-56A Key Establishment Schemes

The evaluator shall verify a TOE's implementation of SP800-56A key agreement schemes using the following Function
and Validity tests. These validation tests for each key agreement scheme verify that a TOE has implemented the
components of the key agreement scheme according to the specifications in the Recommendation. These components
include the calculation of the DLC primitives (the shared secret value Z) and the calculation of the derived keying
material (DKM) via the Key Derivation Function (KDF). If key confirmation is supported, the evaluator shall also verify
that the components of key confirmation have been implemented correctly, using the test procedures described below.
This includes the parsing of the DKM, the generation of MACdata and the calculation of MACtag.

Function Test

The Function test verifies the ability of the to implement the key agreement schemes correctly. To conduct this test,
the evaluator shall generate or obtain test vectors from a known good implementation of the TOE supported schemes.
For each supported key agreement scheme-key agreement role combination, KDF type, and, if supported, key confirmation
role- key confirmation type combination, the tester shall generate 10 sets of test vectors. The data set consists of one
set of domain parameter values (FFC) or the NIST approved curve (ECC) per 10 sets of public keys. These keys are
static, ephemeral or both depending on the scheme being tested.

The evaluator shall obtain the DKM, the corresponding TOE’s public keys (static and/or ephemeral), the MAC tag(s),
and any inputs used in the KDF, such as the Other Information field OI and TOE id fields.

If the TOE does not use a KDF defined in SP 800-56A, the evaluator shall obtain only the public keys and the hashed
value of the shared secret.

The evaluator shall verify the correctness of the TSF’s implementation of a given scheme by using a known good
implementation to calculate the shared secret value, derive the keying material DKM, and compare hashes or MAC tags
generated from these values.

If key confirmation is supported, the TSF shall perform the above for each implemented approved MAC algorithm.

Validity Test

The Validity test verifies the ability of the TOE to recognize another party’s valid and invalid key agreement results with
or without key confirmation. To conduct this test, the evaluator shall obtain a list of the supporting cryptographic
functions included in the SP800-56A key agreement implementation to determine which errors the TOE should be able
to recognize. The evaluator generates a set of 24 (FFC) or 30 (ECC) test vectors consisting of data sets including domain
parameter values or NIST approved curves, the evaluator’s public keys, the TOE’s public/private key pairs, MACTag,
and any inputs used in the KDF, such as the other info and TOE id fields.

The evaluator shall inject an error in some of the test vectors to test that the TOE recognizes invalid key agreement
results caused by the following fields being incorrect: the shared secret value Z, the DKM, the other information field
OI, the data to be MACed, or the generated MACTag. If the TOE contains the full or partial (only ECC) public key validation,
the evaluator will also individually inject errors in both parties’ static public keys, both parties’ ephemeral public keys
and the TOE’s static private key to assure the TOE detects errors in the public key validation function and/or the partial
key validation function (in ECC only). At least two of the test vectors shall remain unmodified and therefore should
result in valid key agreement results (they should pass).

The TOE shall use thesemodified test vectors to emulate the key agreement scheme using the corresponding parameters.
The evaluator shall compare the TOE’s results with the results using a known good implementation verifying that the
TOE detects these errors.

SP800-56B Key Establishment Schemes

The evaluator shall verify that the TSS describes whether the TOE acts as a sender, a recipient, or both for RSA-based
key establishment schemes.

If the TOE acts as a sender, the following assurance activity shall be performed to ensure the proper operation of every
TOE supported combination of RSA-based key establishment scheme:
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● To conduct this test, the evaluator shall generate or obtain test vectors from a known good implementation of
the TOE supported schemes. For each combination of supported key establishment scheme and its options (with
or without key confirmation if supported, for each supported key confirmation MAC function if key confirmation
is supported, and for each supported mask generation function if KTS-OAEP is supported), the tester shall generate
10 sets of test vectors. Each test vector shall include the RSA public key, the plaintext keying material, any
additional input parameters if applicable, the MacKey and MacTag if key confirmation is incorporated, and the
outputted ciphertext. For each test vector, the evaluator shall perform a key establishment encryption operation
on the TOE with the same inputs (in cases where key confirmation is incorporated, the test shall use the MacKey
from the test vector instead of the randomly generated MacKey used in normal operation) and ensure that the
outputted ciphertext is equivalent to the ciphertext in the test vector.

If the TOE acts as a receiver, the following assurance activities shall be performed to ensure the proper operation of
every TOE supported combination of RSA-based key establishment scheme:
● To conduct this test, the evaluator shall generate or obtain test vectors from a known good implementation of

the TOE supported schemes. For each combination of supported key establishment scheme and its options (with
our without key confirmation if supported, for each supported key confirmation MAC function if key confirmation
is supported, and for each supported mask generation function if KTS-OAEP is supported), the tester shall generate
10 sets of test vectors. Each test vector shall include the RSA private key, the plaintext keying material (KeyData),
any additional input parameters if applicable, the MacTag in cases where key confirmation is incorporated, and
the outputted ciphertext. For each test vector, the evaluator shall perform the key establishment decryption
operation on the TOE and ensure that the outputted plaintext keying material (KeyData) is equivalent to the
plaintext keying material in the test vector. In cases where key confirmation is incorporated, the evaluator shall
perform the key confirmation steps and ensure that the outputted MacTag is equivalent to the MacTag in the test
vector.

The evaluator shall ensure that the TSS describes how the TOE handles decryption errors. In accordance with NIST
Special Publication 800-56B, the TOE shall not reveal the particular error that occurred, either through the contents of
any outputted or logged error message or through timing variations. If KTS-OAEP is supported, the evaluator shall create
separate contrived ciphertext values that trigger each of the three decryption error checks described in NIST Special
Publication 800-56B section 7.2.2.3, ensure that each decryption attempt results in an error, and ensure that any
outputted or logged error message is identical for each. If KTS-KEM-KWS is supported, the evaluator shall create separate
contrived ciphertext values that trigger each of the three decryption error checks described in NIST Special Publication
800-56B section 7.2.3.3, ensure that each decryption attempt results in an error, and ensure that any outputted or
logged error message is identical for each.

Summary
This SFR (FCS_CKM.2) is fullfilled by the TOE and validated by the CAVS tests as follows:

IBM z/VM System SSL / C1862
Algorithm: KAS-FFC Component, RSA SigGen (FIPS186-4), RSA SigVer (FIPS186-4)
Standard: RSA -- NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography”;FFC -- NIST Special
Publication 800-56A, “Recommendation for Pair-Wise Key Establishment Schemes Using
Discrete Logarithm Cryptography”
Details: RSA -- Key sizes 2048, 3072, Hash Algorithms SHA-1, SHA2-224, SHA2-256, SHA2-384,
SHA2-512 (Prequisites: C1862 (SHS)); FFS -- Schemes: dhEphem, dhOneFlow, shStatic, Hash
Algorithms SHA2-224, SHA2-256 (Prerequisites: C1862 (DSA), C1862 (SHS), C1862 (DRBG))

2.1.2.3 Cryptographic Key Destruction (FCS_CKM_EXT.4)

TSS Assurance Activities
Assurance Activity AA-FCS_CKM_EXT.4-ASE-01

The evaluator shall check to ensure the TSS lists each type of key and its origin and location in memory or storage. The
evaluator shall verify that the TSS describes when each type of key is cleared.
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Summary
The evaluator referred to section 7.1.15 covering SFR FCS_CKM_EXT.4 and determined that the set
of keys maintained by the TOE is distinguished into keys kept ephemeral in memory and non-volatile
keys stored on disk. Section 7.1.3 to which section 7.1.15 refers contains details on when keys are
cleared from memory or disk.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FCS_CKM_EXT.4-ATE-01

For each key clearing situation the evaluator shall perform one of the following activities:

● The evaluator shall use appropriate combinations of specialized operational or development environments,
development tools (debuggers, emulators, simulators, etc.), or instrumented builds (developmental, debug, or
release) to demonstrate that keys are cleared correctly, including all intermediate copies of the key that may
have been created internally by the TOE during normal cryptographic processing.

● In cases where testing reveals that 3rd-party software modules or programming language run-time environments
do not properly overwrite keys, this fact must be documented. Likewise, it must be documented if there is no
practical way to determine whether such modules or environments destroy keys properly.

● In cases where it is impossible or impracticable to perform the above tests, the evaluator shall describe how keys
are destroyed in such cases, to include:
❍ Which keys are affected
❍ The reasons why testing is impossible or impracticable
❍ Evidence that keys are destroyed appropriately (e.g., citations to component documentation, component

developer/vendor attestation, component vendor test results)
❍ Aggravating and mitigating factors that may affect the timeliness or execution of key destruction (e.g.,

caching, garbage collection, operating system memory management)

Note: using debug or instrumented builds of the TOE and TOE components is permitted in order to demonstrate that
the TOE takes appropriate action to destroy keys. It is expected that these builds are based on the same source code
as are release builds (of course, with instrumentation and debug-specific code added).

Summary
Due to the architecture of the TOE, the evaluator considered actual testing of the key destruction
mechanisms impractical and inefficient. Below, the rationale for the chosen test approach is given.
The keys are handled in a dedicated virtual machine (the SSL server) and are not accessible to any
other virtual machine on the host. Tools do not exist that would enable the evaluator to debug the
SSL server in a test system:

● First of all, that would require access to the source code of the TOE to understand where
and how to step in and see how keys are handled and to perform debugging task using a
symbolic debugger. Note that he source code for the TOE is not available to the evaluator.

● Secondly, as the assurance level and approach does not require detailed design information,
the evaluator would have to understand the TOE's internals by analyzing the source code
himself without that guidance provided by the design documentation.

In order to keep the efforts limited, the evaluator chose to ask the developer for a code review of
the relevant parts to show if and how key material is cleared. The following key material is in scope
for this:

● Server Random
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● DH parameters
● Client Random
● Session keys/secrets and IVs
● Master Secret
● Intermediate key material

The developer provided a document which indicates, which parts of the key material is being
cleared. During the code review, the developer showed, that the TOE provides the two main
interfaces to TLS functions/sockets. Namely ` gsk_secure_socket_open() ` and `
gsk_secure_socket_close() `. These two functions encapsulate all the relevant key handling for
the caller. In ` gsk_secure_socket_close() ` are the code paths that actually clear the key data.,
This is done within a specific function where all the relevant parts of the data structures holding
key or sensitive material are being checked for validity and then subsequently zeroized.

2.1.2.4 Cryptographic Operation (AES Data Encryption/ Decryption)
(FCS_COP.1(1))

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FCS_COP.1-ED-ATE-01

Assurance Activity Note:The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

AES-CBC Tests

AES-CBC Known Answer Tests

There are four Known Answer Tests (KATs), described below. In all KATs, the plaintext, ciphertext, and IV values shall
be 128-bit blocks. The results from each test may either be obtained by the evaluator directly or by supplying the inputs
to the implementer and receiving the results in response. To determine correctness, the evaluator shall compare the
resulting values to those obtained by submitting the same inputs to a known good implementation.

KAT-1. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 plaintext values and obtain
the ciphertext value that results from AES-CBC encryption of the given plaintext using a key value of all zeros and an
IV of all zeros. Five plaintext values shall be encrypted with a 128-bit all-zeros key, and the other five shall be encrypted
with a 256-bit all-zeros key.

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using 10 ciphertext
values as input and AES-CBC decryption.

KAT-2. To test the encrypt functionality of AES-CBC, the evaluator shall supply a set of 10 key values and obtain the
ciphertext value that results from AES-CBC encryption of an all-zeros plaintext using the given key value and an IV of
all zeros. Five of the keys shall be 128-bit keys, and the other five shall be 256-bit keys.

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using an all-zero
ciphertext value as input and AES-CBC decryption.

KAT-3. To test the encrypt functionality of AES-CBC, the evaluator shall supply the two sets of key values described
below and obtain the ciphertext value that results from AES encryption of an all-zeros plaintext using the given key
value and an IV of all zeros. The first set of keys shall have 128 128-bit keys, and the second set shall have 256 256-bit
keys. Key i in each set shall have the leftmost i bits be ones and the rightmost N-i bits be zeros, for i in [1,N].
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To test the decrypt functionality of AES-CBC, the evaluator shall supply the two sets of key and ciphertext value pairs
described below and obtain the plaintext value that results from AES-CBC decryption of the given ciphertext using the
given key and an IV of all zeros. The first set of key/ciphertext pairs shall have 128 128-bit key/ciphertext pairs, and
the second set of key/ciphertext pairs shall have 256 256-bit key/ciphertext pairs. Key i in each set shall have the
leftmost i bits be ones and the rightmost N-i bits be zeros, for i in [1,N]. The ciphertext value in each pair shall be the
value that results in an all-zeros plaintext when decrypted with its corresponding key.

KAT-4. To test the encrypt functionality of AES-CBC, the evaluator shall supply the set of 128 plaintext values described
below and obtain the two ciphertext values that result from AES-CBC encryption of the given plaintext using a 128-bit
key value of all zeros with an IV of all zeros and using a 256-bit key value of all zeros with an IV of all zeros, respectively.
Plaintext value i in each set shall have the leftmost i bits be ones and the rightmost 128-i bits be zeros, for i in [1,128].

To test the decrypt functionality of AES-CBC, the evaluator shall perform the same test as for encrypt, using ciphertext
values of the same form as the plaintext in the encrypt test as input and AES-CBC decryption.

AES-CBC Multi-Block Message Test

The evaluator shall test the encrypt functionality by encrypting an i-block message where 1 < i <=10. The evaluator
shall choose a key, an IV and plaintext message of length i blocks and encrypt the message, using the mode to be
tested, with the chosen key and IV. The ciphertext shall be compared to the result of encrypting the same plaintext
message with the same key and IV using a known good implementation.

The evaluator shall also test the decrypt functionality for each mode by decrypting an i-block message where 1 < i <=
10. The evaluator shall choose a key, an IV and a ciphertext message of length i blocks and decrypt the message, using
the mode to be tested, with the chosen key and IV. The plaintext shall be compared to the result of decrypting the
same ciphertext message with the same key and IV using a known good implementation.

AES-CBC Monte Carlo Tests

The evaluator shall test the encrypt functionality using a set of 200 plaintext, IV, and key 3-tuples. 100 of these shall
use 128 bit keys, and 100 shall use 256 bit keys. The plaintext and IV values shall be 128-bit blocks. For each 3-tuple,
1000 iterations shall be run as follows:

# Input: PT, IV, Key
for i = 1 to 1000:
if i == 1:
CT[1] = AES-CBC-Encrypt(Key, IV, PT)
PT = IV
else:
CT[i] = AES-CBC-Encrypt(Key, PT)
PT = CT[i-1]

The ciphertext computed in the 1000th iteration (i.e., CT[1000]) is the result for that trial. This result shall be compared
to the result of running 1000 iterations with the same values using a known good implementation.

The evaluator shall test the decrypt functionality using the same test as for encrypt, exchanging CT and PT and replacing
AES-CBC-Encrypt with AES-CBC-Decrypt.

AES-CCM Tests

The evaluator shall test the generation-encryption and decryption-verification functionality of AES-CCM for the following
input parameter and tag lengths:

128 bit and 256 bit keys

Two payload lengths. One payload length shall be the shortest supported payload length, greater than or equal to
zero bytes. The other payload length shall be the longest supported payload length, less than or equal to 32 bytes (256
bits).

Two or three associated data lengths. One associated data length shall be 0, if supported. One associated data
length shall be the shortest supported payload length, greater than or equal to zero bytes. One associated data length
shall be the longest supported payload length, less than or equal to 32 bytes (256 bits). If the implementation supports
an associated data length of 216 bytes, an associated data length of 216 bytes shall be tested.

Nonce lengths. All supported nonce lengths between 7 and 13 bytes, inclusive, shall be tested.

Tag lengths. All supported tag lengths of 4, 6, 8, 10, 12, 14 and 16 bytes shall be tested.

To test the generation-encryption functionality of AES-CCM, the evaluator shall perform the following four tests:
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● Test 1: For EACH supported key and associated data length and ANY supported payload, nonce and tag length,
the evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values
and obtain the resulting ciphertext.

● Test 2: For EACH supported key and payload length and ANY supported associated data, nonce and tag length,
the evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values
and obtain the resulting ciphertext.

● Test 3: For EACH supported key and nonce length and ANY supported associated data, payload and tag length,
the evaluator shall supply one key value and 10 associated data, payload and nonce value 3-tuples and obtain
the resulting ciphertext.

● Test 4: For EACH supported key and tag length and ANY supported associated data, payload and nonce length,
the evaluator shall supply one key value, one nonce value and 10 pairs of associated data and payload values
and obtain the resulting ciphertext.

To determine correctness in each of the above tests, the evaluator shall compare the ciphertext with the result of
generation-encryption of the same inputs with a known good implementation.

To test the decryption-verification functionality of AES-CCM, for EACH combination of supported associated data length,
payload length, nonce length and tag length, the evaluator shall supply a key value and 15 nonce, associated data and
ciphertext 3-tuples and obtain either a FAIL result or a PASS result with the decrypted payload. The evaluator shall
supply 10 tuples that should FAIL and 5 that should PASS per set of 15.

Additionally, the evaluator shall use tests from the IEEE 802.11-02/362r6 document “Proposed Test vectors for IEEE
802.11 TGi”, dated September 10, 2002, Section 2.1 AES-CCMP Encapsulation Example and Section 2.2 Additional AES
CCMP Test Vectors to further verify the IEEE 802.11-2007 implementation of AES-CCMP.

AES-GCM Test

The evaluator shall test the authenticated encrypt functionality of AES-GCM for each combination of the following input
parameter lengths:

128 bit and 256 bit keys

Two plaintext lengths. One of the plaintext lengths shall be a non-zero integer multiple of 128 bits, if supported. The
other plaintext length shall not be an integer multiple of 128 bits, if supported.

Three AAD lengths. One AAD length shall be 0, if supported. One AAD length shall be a non-zero integer multiple of
128 bits, if supported. One AAD length shall not be an integer multiple of 128 bits, if supported.

Two IV lengths. If 96 bit IV is supported, 96 bits shall be one of the two IV lengths tested.

The evaluator shall test the encrypt functionality using a set of 10 key, plaintext, AAD, and IV tuples for each combination
of parameter lengths above and obtain the ciphertext value and tag that results from AES-GCM authenticated encrypt.
Each supported tag length shall be tested at least once per set of 10. The IV value may be supplied by the evaluator
or the implementation being tested, as long as it is known.

The evaluator shall test the decrypt functionality using a set of 10 key, ciphertext, tag, AAD, and IV 5-tuples for each
combination of parameter lengths above and obtain a Pass/Fail result on authentication and the decrypted plaintext if
Pass. The set shall include five tuples that Pass and five that Fail.

The results from each test may either be obtained by the evaluator directly or by supplying the inputs to the implementer
and receiving the results in response. To determine correctness, the evaluator shall compare the resulting values to
those obtained by submitting the same inputs to a known good implementation.

XTS-AES Test

The evaluator shall test the encrypt functionality of XTS-AES for each combination of the following input parameter
lengths:
● 256 bit (for AES-128) and 512 bit (for AES-256) keys
● Three data unit (i.e., plaintext) lengths. One of the data unit lengths shall be a non-zero integer multiple of

128 bits, if supported. One of the data unit lengths shall be an integer multiple of 128 bits, if supported. The third
data unit length shall be either the longest supported data unit length or 216 bits, whichever is smaller.

using a set of 100 (key, plaintext and 128-bit random tweak value) 3-tuples and obtain the ciphertext that results from
XTS-AES encrypt.

The evaluator may supply a data unit sequence number instead of the tweak value if the implementation supports it.
The data unit sequence number is a base-10 number ranging between 0 and 255 that implementations convert to a
tweak value internally.
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The evaluator shall test the decrypt functionality of XTS-AES using the same test as for encrypt, replacing plaintext
values with ciphertext values and XTS-AES encrypt with XTS-AES decrypt.

AES Key Wrap (AES-KW) and Key Wrap with Padding (AES-KWP) Test

The evaluator shall test the authenticated encryption functionality of AES-KW for EACH combination of the following
input parameter lengths:
● 128 and 256 bit key encryption keys (KEKs)
● Three plaintext lengths. One of the plaintext lengths shall be two semi-blocks (128 bits). One of the plaintext

lengths shall be three semi-blocks (192 bits). The third data unit length shall be the longest supported plaintext
length less than or equal to 64 semi-blocks (4096 bits).

using a set of 100 key and plaintext pairs and obtain the ciphertext that results from AES-KW authenticated encryption.
To determine correctness, the evaluator shall use the AES-KW authenticated-encryption function of a known good
implementation.

The evaluator shall test the authenticated-decryption functionality of AES-KW using the same test as for
authenticated-encryption, replacing plaintext values with ciphertext values and AES-KW authenticated-encryption with
AES-KW authenticated-decryption.

The evaluator shall test the authenticated-encryption functionality of AES-KWP using the same test as for AES-KW
authenticated-encryption with the following change in the three plaintext lengths:
● One plaintext length shall be one octet. One plaintext length shall be 20 octets (160 bits).
● One plaintext length shall be the longest supported plaintext length less than or equal to 512 octets (4096 bits).

The evaluator shall test the authenticated-decryption functionality of AES-KWP using the same test as for AES-KWP
authenticated-encryption, replacing plaintext values with ciphertext values and AES-KWP authenticated-encryption
with AES-KWP authenticated-decryption.

Summary
This SFR (FCS_COP.1(1)) is fullfilled by the TOE and validated by the CAVS tests as follows:

IBM z/VM System SSL / C1862
Algorithm: AES-CBC
Standard: FIPS PUB 197 and NIST SP 800-38A
Details: Key sizes 128, 256

IBM(R) z14(TM) CP Assist / C79
Algorithm: AES-CBC
Standard: FIPS PUB 197 and NIST SP 800-38A
Details: Key sizes 128, 192, 256

2.1.2.5 Cryptographic Operation (Hashing) (FCS_COP.1(2))

TSS Assurance Activities
Assurance Activity AA-FCS_COP.1-HASH-ASE-01

The evaluator shall check that the association of the hash function with other TSF cryptographic functions (for example,
the digital signature verification function) is documented in the TSS.

Summary
The evaluator referred to section 7.1.16 covering SFR FCS_COP.1(2) and determined that the
association of hashes with other cryptographic functions is described in that section.
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Guidance Assurance Activities
Assurance Activity AA-FCS_COP.1-HASH-AGD-01

The evaluator checks the AGD documents to determine that any configuration that is required to be done to configure
the functionality for the required hash sizes is present.

Summary
The evaluator determines that [SCG]☝, chapter 2, "Installing and Customizing TCP/IP", as well as
[TCP.PAC]☝ section 15´ describe how to configure System SSL and the relevant hash algorithms.

Test Assurance Activities
Assurance Activity AA-FCS_COP.1-HASH-ATE-01

SHA-1 and SHA-2 Tests

The TSF hashing functions can be implemented in one of two modes. The first mode is the byteoriented mode. In this
mode the TSF only hashes messages that are an integral number of bytes in length; i.e., the length (in bits) of the
message to be hashed is divisible by 8. The secondmode is the bitoriented mode. In this mode the TSF hashes messages
of arbitrary length. As there are different tests for each mode, an indication is given in the following sections for the
bitoriented vs. the byteoriented testmacs.

The evaluator shall perform all of the following tests for each hash algorithm implemented by the TSF and used to
satisfy the requirements of this PP.

Assurance Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

Short Messages Test Bit-oriented Mode

The evaluators devise an input set consisting of m+1 messages, where m is the block length of the hash algorithm.
The length of the messages range sequentially from 0 to m bits. Themessage text shall be pseudo-randomly generated.
The evaluators compute the message digest for each of the messages and ensure that the correct result is produced
when the messages are provided to the TSF.

Short Messages Test Byte-oriented Mode

The evaluators devise an input set consisting of m/8+1 messages, where m is the block length of the hash algorithm.
The length of the messages range sequentially from 0 to m/8 bytes, with each message being an integral number of
bytes. The message text shall be pseudo-randomly generated. The evaluators compute the message digest for each
of the messages and ensure that the correct result is produced when the messages are provided to the TSF.

Selected Long Messages Test Bit-oriented Mode

The evaluators devise an input set consisting of m messages, where m is the block length of the hash algorithm. The
length of the ith message is 512 + 99 * i, where 1 <= i <= m. The message text shall be pseudo-randomly generated.
The evaluators compute the message digest for each of the messages and ensure that the correct result is produced
when the messages are provided to the TSF.

Selected Long Messages Test Byte-oriented Mode

The evaluators devise an input set consisting of m/8 messages, where m is the block length of the hash algorithm. The
length of the ith message is 512 + 8*99*i, where 1 <= i <= m / 8.

The message text shall be pseudo-randomly generated. The evaluators compute the message digest for each of the
messages and ensure that the correct result is produced when the messages are provided to the TSF.

Pseudo-randomly Generated Messages Test

This test is for byte-oriented implementations only. The evaluators randomly generate a seed that is n bits long, where
n is the length of the message digest produced by the hash function to be tested. The evaluators then formulate a set
of 100 messages and associated digests by following the algorithm provided in Figure 1 of [SHAVS]. The evaluators
then ensure that the correct result is produced when the messages are provided to the TSF.

SHA-3 Tests
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The tests below are derived from the The Secure Hash Algorithm-3 Validation System (SHA3VS), Updated: April 7, 2016,
from the National Institute of Standards and Technology.

For each SHA-3-XXX implementation, XXX represents d, the digest length in bits. The capacity, c, is equal to 2d bits.
The rate is equal to 1600-c bits.

The TSF hashing functions can be implemented with one of two orientations. The first is a bit-oriented mode that hashes
messages of arbitrary length. The second is a byte-oriented mode that hashes messages that are an integral number
of bytes in length (i.e., the length (in bits) of the message to be hashed is divisible by 8). Separate tests for each
orientation are given below.

The evaluator shall perform all of the following tests for each hash algorithm and orientation implemented by the TSF
and used to satisfy the requirements of this PP. The evaluator shall compare digest values produced by a known-good
SHA-3 implementation against those generated by running the same values through the TSF.

Short Messages Test, Bit-oriented Mode

The evaluators devise an input set consisting of rate+1 short messages. The length of the messages ranges sequentially
from 0 to rate bits. The message text shall be pseudo-randomly generated. The evaluators compute the message digest
for each of the messages and ensure that the correct result is produced when the messages are provided to the TSF.
The message of length 0 is omitted if the TOE does not support zero-length messages.

Short Messages Test, Byte-oriented Mode

The evaluators devise an input set consisting of rate/8+1 short messages. The length of themessages ranges sequentially
from 0 to rate/8 bytes, with eachmessage being an integral number of bytes. Themessage text shall be pseudo-randomly
generated. The evaluators compute the message digest for each of the messages and ensure that the correct result is
produced when the messages are provided to the TSF. The message of length 0 is omitted if the TOE does not support
zero-length messages.

Selected Long Messages Test, Bit-oriented Mode

The evaluators devise an input set consisting of 100 long messages ranging in size from rate+(rate+1) to
rate+(100*(rate+1)), incrementing by rate+1. (For example, SHA-3-256 has a rate of 1088 bits. Therefore, 100messages
will be generated with lengths 2177, 3266, …, 109988 bits.) The message text shall be pseudo-randomly generated.
The evaluators compute the message digest for each of the messages and ensure that the correct result is produced
when the messages are provided to the TSF.

Selected Long Messages Test, Byte-oriented Mode

The evaluators devise an input set consisting of 100 messages ranging in size from (rate+(rate+8)) to
(rate+100*(rate+8)), incrementing by rate+8. (For example, SHA-3-256 has a rate of 1088 bits. Therefore 100messages
will be generated of lengths 2184, 3280, 4376, …, 110688 bits.) Themessage text shall be pseudo-randomly generated.
The evaluators compute the message digest for each of the messages and ensure that the correct result is produced
when the messages are provided to the TSF.

Pseudo-randomly Generated Messages Monte Carlo) Test, Byte-oriented Mode

The evaluators supply a seed of d bits (where d is the length of the message digest produced by the hash function to
be tested. This seed is used by a pseudorandom function to generate 100,000 message digests. One hundred of the
digests (every 1000th digest) are recorded as checkpoints. The TOE then uses the same procedure to generate the
same 100,000 message digests and 100 checkpoint values. The evaluators then compare the results generated ensure
that the correct result is produced when the messages are generated by the TSF.

Summary
This SFR (FCS_COP.1(2)) is fullfilled by the TOE and validated by the CAVS tests as follows:

IBM z/VM System SSL / C1862
Algorithm: SHA-1, SHA2-224, SHA2-256, SHA2-384, SHA2-512
Standard: FIPS PUB 180-4, “Secure Hash Standard”
Details: n/a

IBM(R) z14(TM) CP Assist / C79
Algorithm: SHA-1, SHA2-224, SHA2-256, SHA2-384, SHA2-512
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Standard: FIPS PUB 180-4, “Secure Hash Standard”
Details: n/a

2.1.2.6 Cryptographic Operation (Keyed Hash algorithms) (FCS_COP.1(4))

TSS Assurance Activities
Assurance Activity AA-FCS_COP.1-HMAC-ASE-01

The evaluator shall examine the TSS to ensure that it specifies the following values used by the HMAC function: key
length, hash function used, block size, and output MAC length used.

Summary
The evaluator referred to section 7.1.17 covering SFR FCS_COP.1(4) and determined that for
HMAC-SHA-1, MAC-SHA-256, HMAC_SHA-384, and HMAC-SHA-512 the required information is
provided.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FCS_COP.1-HMAC-ATE-01

Assurance Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

For each of the supported parameter sets, the evaluator shall compose 15 sets of test data. Each set shall consist of a
key and message data. The evaluator shall have the TSF generate HMAC tags for these sets of test data. The resulting
MAC tags shall be compared to the result of generating HMAC tags with the same key and IV using a known good
implementation.

Summary
This SFR (FCS_COP1.(4)) is fullfilled by the TOE and validated by the CAVS tests as follows:

IBM z/VM System SSL / C1862
Algorithm: HMAC-SHA-1, HMAC-SHA2-256, HMAC-SHA2-384
Standard: FIPS PUB 198-1, “The Keyed-Hash Message Authentication Code”, FIPS PUB 180-4,
“Secure Hash Standard”
Details: MACs 160, 256, 384

2.1.2.7 Cryptographic Operation (Signature Algorithms) (FCS_COP.1(3))

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
No assurance activities defined.
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Test Assurance Activities
Assurance Activity AA-FCS_COP.1-SIG-ATE-01

Assurance Activity Note: The following tests require the developer to provide access to a test platform that provides
the evaluator with tools that are typically not found on factory products.

ECDSA Algorithm Tests

ECDSA FIPS 186-4 Signature Generation Test

For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate 10
1024-bit long messages and obtain for each message a public key and the resulting signature values R and S. To
determine correctness, the evaluator shall use the signature verification function of a known good implementation.

ECDSA FIPS 186-4 Signature Verification Test

For each supported NIST curve (i.e., P-256, P-384 and P-521) and SHA function pair, the evaluator shall generate a set
of 10 1024-bit message, public key and signature tuples and modify one of the values (message, public key or signature)
in five of the 10 tuples. The evaluator shall obtain in response a set of 10 PASS/FAIL values.

RSA Signature Algorithm Tests

Signature Generation Test

The evaluator shall verify the implementation of RSA Signature Generation by the TOE using the Signature Generation
Test. To conduct this test, the evaluator shall generate or obtain 10 messages from a trusted reference implementation
for each modulus size/SHA combination supported by the TSF. The evaluator shall have the TOE use their private key
and modulus value to sign these messages.

The evaluator shall verify the correctness of the TSF’s signature using a known good implementation and the associated
public keys to verify the signatures.

Signature Verification Test

The evaluator shall perform the Signature Verification test to verify the ability of the TOE to recognize another party’s
valid and invalid signatures. The evaluator shall inject errors into the test vectors produced during the Signature
Verification Test by introducing errors in some of the public keys e, messages, IR format, and/or signatures. The TOE
attempts to verify the signatures and returns success or failure.

The evaluator shall use these test vectors to emulate the signature verification test using the corresponding parameters
and verify that the TOE detects these errors.

Summary
This SFR (FCS_COP.1(3)) is fullfilled by the TOE and validated by the CAVS tests as follows:

IBM z/VM System SSL / C1862
Algorithm: RSA SigGen (FIPS186-4), RSA SigVer (FIPS186-4)
Standard: FIPS PUB 186-4, “Digital Signature Standard (DSS)”, Section 4
Details: Key sizes 2048, 3072, 1024 in verification, Hash Algorithms SHA-1, SHA2-224,
SHA2-256, SHA2-384, SHA2-512 (Prequisites: C1862 (SHS))

2.1.2.8 Extended: Entropy for Virtual Machines (FCS_ENT_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FCS_ENT_EXT.1-ASE-01

The evaluator shall verify that the TSS describes how the TOE provides entropy to Guest VM"s, and how to access the
interface to acquire entropy or random numbers. The evaluator shall verify that the TSS describes the mechanisms for
ensuring that one VM does not affect the entropy acquired by another.
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Summary
The evaluator referred to section 7.1.18 covering SFR FCS_ENT_EXT.1 and determined that the
section shortly describes that virtual machines may access the TRNG of the underlying hardware
CPU. It is apparent that parallel access to the CPU from different VM has no impact on the TRNG
acting as noise source.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FCS_ENT_EXT.1-ATE-01

The evaluator shall perform the following tests:
● Test 1: The evaluator shall invoke entropy from each Guest VM. The evaluator shall verify that each VM acquires

values from the interface.
● Test 2: The evaluator shall invoke entropy from multiple VMs as nearly simultaneously as practicable. The

evaluator shall verify that the entropy used in one VM is not identical to that invoked from the other VMs.

Summary
Test 1: The evaluator invoked entropy from each Guest VM. The evaluator verified that each VM
acquires values from the interface.
Test 2: The evaluator invoked entropy from multiple VMs as nearly simultaneously as practicable.
The evaluator verified that the entropy used in one VM is not identical to that invoked from the
other VMs.

2.1.2.9 Cryptographic Operation (RandomBit Generation) (FCS_RBG_EXT.1)

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FCS_RBG_EXT.1-ATE-01

The evaluator shall also perform the following tests, depending on the standard to which the RBG conforms.

The evaluator shall perform 15 trials for the RBG implementation. If the RBG is configurable, the evaluator shall perform
15 trials for each configuration. The evaluator shall also confirm that the operational guidance contains appropriate
instructions for configuring the RBG functionality.

If the RBG has prediction resistance enabled, each trial consists of (1) instantiate drbg, (2) generate the first block of
random bits (3) generate a second block of random bits (4) uninstantiate. The evaluator verifies that the second block
of random bits is the expected value. The evaluator shall generate eight input values for each trial. The first is a count
(0 – 14). The next three are entropy input, nonce, and personalization string for the instantiate operation. The next two
are additional input and entropy input for the first call to generate. The final two are additional input and entropy input
for the second call to generate. These values are randomly generated. “generate one block of random bits” means to
generate random bits with number of returned bits equal to the Output Block Length (as defined in NIST SP 800-90A).
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If the RBG does not have prediction resistance, each trial consists of (1) instantiate drbg, (2) generate the first block
of random bits (3) reseed, (4) generate a second block of random bits (5) uninstantiate. The evaluator verifies that the
second block of random bits is the expected value. The evaluator shall generate eight input values for each trial. The
first is a count (0 – 14). The next three are entropy input, nonce, and personalization string for the instantiate operation.
The fifth value is additional input to the first call to generate. The sixth and seventh are additional input and entropy
input to the call to re-seed. The final value is additional input to the second generate call.

The following paragraphs contain more information on some of the input values to be generated/selected by the
evaluator.

● Entropy input: the length of the entropy input value must equal the seed length
● Nonce: If a nonce is supported (CTR_DRBG with no df does not use a nonce), the nonce bit length is one-half the

seed length. Personalization string: The length of the personalization string must be <= seed length. If the
implementation only supports one personalization string length, then the same length can be used for both values.
If more than one string length is support, the evaluator shall use personalization strings of two different lengths.
If the implementation does not use a personalization string, no value needs to be supplied.

● Additional input: the additional input bit lengths have the same defaults and restrictions as the personalization
string lengths.

Summary
This SFR (FCS_RBG_EXT.1) is fullfilled by the TOE and validated by the CAVS tests as follows:

IBM z/VM System SSL / C1862
Algorithm: Hash DRBG
Standard: NIST Special Publication 800-90A
Details: n/a (Prequisites: C1862 (SHS))

2.1.2.10 TLS Server Protocol (FCS_TLSS_EXT.1)

FCS_TLSS_EXT.1.1

TSS Assurance Activities
Assurance Activity AA-FCS_TLSS_EXT.1.1-ASE-01

The evaluator shall check the description of the implementation of this protocol in the TSS to ensure that the ciphersuites
supported are specified. The evaluator shall check the TSS to ensure that the ciphersuites specified are identical to
those listed for this component.

Summary
The evaluator referred to section 7.1.19 covering SFR FCS_TLSS_EXT.1 and determined that neither
section 7.1.19 nor section 7.1.3, which is referred to, contain a specification on TLS ciphersuites
supported by the TOE. Rather, the list of ciphersuites is contained in the SFR itself as explicitly
pointed out in section 7.1.20. This was accepted by the evaluator especially when taking into
account that a repetition of a list of ciphersuites is redundant and must be considered as potentially
error-prone and possibly introducing inconsistencies to the ST.

Guidance Assurance Activities
Assurance Activity AA-FCS_TLSS_EXT.1.1-AGD-01
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The evaluator shall also check the operational guidance to ensure that it contains instructions on configuring the TOE
so that TLS conforms to the description in the TSS (for instance, the set of ciphersuites advertised by the TOE may have
to be restricted to meet the requirements).

Summary
[SCG]☝, section 2 describes how the "VMSSL" is to be issued in order to fulfill the requirements.

Test Assurance Activities
Assurance Activity AA-FCS_TLSS_EXT.1.1-ATE-01

Test 1: The evaluator shall establish a TLS connection using each of the ciphersuites specified by the requirement.
This connection may be established as part of the establishment of a higher-level protocol, e.g., as part of an EAP
session. It is sufficient to observe the successful negotiation of a ciphersuite to satisfy the intent of the test; it is not
necessary to examine the characteristics of the encrypted traffic in an attempt to discern the ciphersuite being used
(for example, that the cryptographic algorithm is 128-bit AES and not 256-bit AES).

Test 2: The evaluator shall send a Client Hello to the server with a list of ciphersuites that does not contain any of the
ciphersuites in the server’s ST and verify that the server denies the connection. Additionally, the evaluator shall send
a Client Hello to the server containing only the TLS_NULL_WITH_NULL_NULL ciphersuite and verify that the server denies
the connection.

Test 3: The evaluator shall use a client to send a key exchange message in the TLS connection that the does not match
the server-selected ciphersuite (for example, send an ECDHE key exchange while using the
TLS_RSA_WITH_AES_128_CBC_SHA ciphersuite or send a RSA key exchange while using one of the ECDSA ciphersuites.)
The evaluator shall verify that the TOE disconnects after the receiving the key exchange message.

Test 4: The evaluator shall perform the following modifications to the traffic:
● Modify at a byte in the client’s nonce in the Client Hello handshake message, and verify that the server rejects

the client’s Certificate Verify handshake message (if using mutual authentication) or that the server denies the
client’s Finished handshake message.

● [TD0431] Modify the signature block in the Client’s Key Exchange handshake message, and verify that the server
rejects the client’s Certificate Verify handshake message (if using mutual authentication) or that the server denies
the client’s Finished handshake message.

● Modify a byte in the Client Finished handshake message, and verify that the server rejects the connection and
does not send any application data.

● [TD0431] After generating a fatal alert by sending a Finished message from the client before the client sends a
ChangeCipherSpec message, send a Client Hello with the session identifier from the previous test, and verify that
the server denies the connection.

● Send a garbled message from the client after the client has issued the ChangeCipherSpec message and verify
that the Server denies the connection.

Summary
Test 1: The evaluator did establish a TLS connection using each of the ciphersuites specified by
the requirement. The successful negotiation of a ciphersuite to was observed using the output the
openssl s_client running on a test system provided.
Test 2: The evaluator did send a Client Hello to the server with a list of ciphersuites that does not
contain any of the ciphersuites in the server's ST and verified that the server denies the connection.
Additionally, the evaluator did send a Client Hello to the server containing only the
TLS_NULL_WITH_NULL_NULL ciphersuite and verified that the server denies the connection.
Test 3: The evaluator did use a client to send a key exchange message in the TLS connection that
the does not match the server-selected ciphersuite (send an ECDHE key exchange while using the
TLS_RSA_WITH_AES_128_CBC_SHA ciphersuite.) The evaluator verified that the TOE disconnects
after the receiving the key exchange message.
Test 4: The evaluator performed the following modifications to the traffic:
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● The evaluator modified at a byte in the client's nonce in the Client Hello handshakemessage,
and verified that the server rejects the client's Certificate Verify handshake message.

● [TD0431] The evaluator modified the signature block in the Client's Key Exchange handshake
message, and verified that the server rejects the client's Certificate Verify handshake
message.

● The evaluator modified a byte in the Client Finished handshake message, and verified that
the server rejects the connection and does not send any application data.

● [TD0431] After generating a fatal alert by sending a Finished message from the client
before the client sends a ChangeCipherSpec message, the evaluator sent a Client Hello
with the session identifier from the previous test, and verified that the server denies the
(that) connection.

● The evaluator sent a garbled message from the client after the client has issued the
ChangeCipherSpec message and verified that the Server denies the connection.

FCS_TLSS_EXT.1.2

TSS Assurance Activities
Assurance Activity AA-FCS_TLSS_EXT.1.2-ASE-01

[TD0431] The evaluator shall verify that the TSS contains a description of the denial of old SSL and TLS versions.

Summary
In section 7.1.19, the evaluator identified a statement pointing out that only TLS version 1.2 is
configured to be allowed.

Guidance Assurance Activities
Assurance Activity AA-FCS_TLSS_EXT.1.2-AGD-01

[TD0431] The evaluator shall verify that any configuration necessary to meet the requirement are contained in the
AGD guidance.

Summary
The evaluator determines that the guidance completely represents the configuration steps and
directives to ensure the TOE conforms to the requirements described in [ST.VPP]☝.

Test Assurance Activities
Assurance Activity AA-FCS_TLSS_EXT.1.2-ATE-01

[TD0431] The evaluator shall send a Client Hello requesting a connection for all mandatory and selected protocol
versions in the SFR (e.g. by enumeration of protocol versions in a test client) and verify that the server denies the
connection for each attempt.

Summary
The evaluator sent a Client Hello requesting a connection for all mandatory and selected protocol
versions in the SFR (e.g. by enumeration of protocol versions in a test client) and verified that the
server denies the connection for each attempt.
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FCS_TLSS_EXT.1.3

TSS Assurance Activities
Assurance Activity AA-FCS_TLSS_EXT.1.3-ASE-01

The evaluator shall verify that the TSS describes the key agreement parameters of the server key exchange message.

Summary
Neither section 7.1.19 nor section 7.1.3, which is referred to, contain a description of key agreement
parameters. Rather, that information is contained in the SFR itself as explicitly pointed out in section
7.1.19.

Guidance Assurance Activities
Assurance Activity AA-FCS_TLSS_EXT.1.3-AGD-01

The evaluator shall verify that any configuration necessary to meet the requirement is contained in the AGD guidance.

Summary
The evaluator determines that the guidance completely represents the configuration steps and
directives to ensure the TOE conforms to the requirements described in [ST.VPP]☝.

Test Assurance Activities
Assurance Activity AA-FCS_TLSS_EXT.1.3-ATE-01

If the second selection includes any choice other than “no other”, the evaluator shall attempt a connection using an
ECDHE ciphersuite and a configured curve and, using a packet analyzer, verify that the key agreement parameters in
the Key Exchange message are the ones configured. (Determining that the size matches the expected size for the
configured curve is sufficient.) The evaluator shall repeat this test for each supported NIST Elliptic Curve and each
supported Diffie-Hellman key size.

Summary
This test is not applicable, as the [ST.VPP]☝ does not contain any claims on ECDHE based key
agreement and related ciphersuites.

2.1.3 User data protection (FDP)

2.1.3.1 Hardware-Based Isolation Mechanisms (FDP_HBI_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FDP_HBI_EXT.1-ASE-01

The evaluator shall ensure that the TSS provides evidence that hardware-based isolation mechanisms are used to
constrain VMs when VMs have direct access to physical devices, including an explanation of the conditions under which
the TSF invokes these protections.

Summary
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The evaluator referred to section 7.1.20 covering SFR FDP_HBI_EXT.1 and identified a reference to
section 7.1.9.1. Within that section, the evaluator identified respective descriptions of processor
features used by the TOE to restrict access.

Guidance Assurance Activities
Assurance Activity AA-FDP_HBI_EXT.1-AGD-01

The evaluator shall verify that the operational guidance contains instructions on how to ensure that the platform-provided,
hardware-based mechanisms are enabled.

Summary
The evaluator determines that the hardware-based mechanisms are always active and therefore
do not have to be enabled explicitly.

Test Assurance Activities
No assurance activities defined.

2.1.3.2 Physical Platform Resource Controls (FDP_PPR_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FDP_PPR_EXT.1-ASE-01

The evaluator shall examine the TSS to determine that it describes the mechanism by which the VMM controls a Guest
VM's access to physical platform resources is described. This description shall cover all of the physical platforms allowed
in the evaluated configuration by the ST. This description shall include how the VMM distinguishes among Guest VMs,
and how each physical platform resource that is controllable (that is, listed in the assignment statement in the first
element) is identified. The evaluator shall ensure that the TSS describes how the Guest VM is associated with each
physical resources, and how other Guest VMs cannot access a physical resource without being granted explicit access.
For TOEs that implement a robust interface (other than just "allow access" or "deny access"), the evaluator shall ensure
that the TSS describes the possible operations or modes of access between a Guest VMs and physical platform resources.

If physical resources are listed in the second element, the evaluator shall examine the TSS and operational guidance
to determine that there appears to be no way to configure those resources for access by a Guest VM. The evaluator
shall document in the evaluation report their analysis of why the controls offered to configure access to physical
resources can't be used to specify access to the resources identified in the second element (for example, if the interface
offers a drop-down list of resources to assign, and the denied resources are not included on that list, that would be
sufficient justification in the evaluation report).

Summary
The evaluator referred to section 7.1.21 covering SFR FDP_PPR_EXT.1 and identified a reference
to section 7.1.9. Within that section, the evaluator identified respective descriptions of the
z/Architecture's SIE instruction providing for appropriate protection and preventing virtual machines
from accessing resources to which they have not been granted access. In case of such access
violation, control over the processor on which the respective virtual machine is running is immediately
returned to the hypervisor. That section also provides a rationale on why physical CPU and RAM
are not managed by the TOE but rather a virtualization of those resources is made available by the
TOE to the guests it manages. The only physical resources actually managed by the TSF are physical
I/O devices, to which any access attempts from within virtual machines are intercepted using the
SIE instruction and properly handled by the hypervisor implemented by CP.
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Guidance Assurance Activities
Assurance Activity AA-FDP_PPR_EXT.1-AGD-01

The evaluator shall examine the operational guidance to determine that it describes how an administrator is able to
configure access to physical platform resources for Guest VMs for each platform allowed in the evaluated configuration
according to the ST. The evaluator shall also determine that the operational guidance identifies those resources listed
in the second and third elements of the component and notes that access to these resources is explicitly denied/allowed,
respectively.

Summary
The evaluator determines that [CP.PA]☝, chapter 6 describes how access to the resources

● RAM
● I/O Devices

granted and revoked/not-granted by using the user directory to assign resources using the DEFINE
and DELETE commands (with the STORAGE and other subcommands to target specific resources).
The command GIVE reassigns resources to different guests. The command LINK assigns authorized
resources a guest VM.

Test Assurance Activities
Assurance Activity AA-FDP_PPR_EXT.1-ATE-01

Using the operational guidance, the evaluator shall perform the following tests for each physical platform identified in
the ST:

● Test 1: For each physical platform resource identified in the first element, the evaluator shall configure a Guest
VM to have access to that resource and show that the Guest VM is able to successfully access that resource.

● Test 2: For each physical platform resource identified in the first element, the evaluator shall configure the
system such that a Guest VM does not have access to that resource and show that the Guest VM is unable to
successfully access that resource.

● Test 3: [conditional]: For TOEs that have a robust control interface, the evaluator shall exercise each element
of the interface as described in the TSS and the operational guidance to ensure that the behavior described in
the operational guidance is exhibited.

● Test 4: [conditional]: If the TOE explicitly denies access to certain physical resources, the evaluator shall attempt
to access each listed (in FDP_PPR_EXT.1.2) physical resource from a Guest VM and observe that access is denied.

● Test 5: [conditional]: If the TOE explicitly allows access to certain physical resources, the evaluator shall attempt
to access each listed (in FDP_PPR_EXT.1.3) physical resource from a Guest VM and observe that the access is
allowed. If the operational guidance specifies that access is allowed simultaneously by more than one Guest VM,
the evaluator shall attempt to access each resource listed from more than one Guest VM and show that access
is allowed.

Summary
Test 1: For each physical platform resource identified in the first element (I/O devices), the
evaluator did configure a Guest VM to have access to that resource and showed that the Guest VM
is able to successfully access that resource.
Test 2: For each physical platform resource identified in the first element (I/O devices), the
evaluator configured the system such that a Guest VM does not have access to that resource and
showed that the Guest VM is unable to successfully access that resource.
Test 3: The evaluator exercised each element of the interface as described in the TSS and the
operational guidance to ensure that the behavior described in the operational guidance is exhibited.
Tests 4 and 5 are not applicable.
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2.1.3.3 Residual Information in Memory (FDP_RIP_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FDP_RIP_EXT.1-ASE-01

The evaluator shall ensure that the TSS documents the process used for clearing physical memory prior to allocation
to a Guest VM, providing details on when and how this is performed. Additionally, the evaluator shall ensure that the
TSS documents the conditions under which physical memory is not cleared prior to allocation to a Guest VM, and
describes when and how the memory is cleared.

Summary
The evaluator referred to section 7.1.22 covering SFR FDP_RIP_EXT.1 and determined that the
section properly describes that all memory pages are cleared by the kernel before a process (i.e.
a virtual machine) is provided access to it.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
No assurance activities defined.

2.1.3.4 Residual Information on Disk (FDP_RIP_EXT.2)

TSS Assurance Activities
Assurance Activity AA-FDP_RIP_EXT.2-ASE-01

[TD0139] The evaluator shall ensure that the TSS documents the conditions under which physical disk storage is not
cleared prior to allocation to a Guest VM. The evaluator shall also ensure that the TSS documents the metadata used
in its virtual disk files.

Summary
The evaluator referred to section 7.1.23 covering SFR FDP_RIP_EXT.2 and determined that the
section refers to section 7.1.7 for details. Within section 7.1.7, the evaluator was able to identified
respective information on how disk space is cleared, either automatically or manually by the
administrator prior to allocation to a virtual machine.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FDP_RIP_EXT.2-ATE-01

[TD0139] The evaluator shall perform the following test:
● Test 1: On the host, the evaluator creates a file that is more than half the size of a connected physical storage

device (or multiple files whose individual sizes add up to more than half the size of the storage media). This file
(or files) shall be filled entirely with a non-zero value. Then, the file (or files) shall be released (freed for use but
not cleared). Next, the evaluator (as a VS Administrator) creates a virtual disk at least that large on the same
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physical storage device and connects it to a powered-off VM. Then, from outside the Guest VM, scan through and
check that all the non-metadata (as documented in the TSS) in the file corresponding to that virtual disk is set
to zero.

Summary
The evaluator determines that the TOE does not handle any physical storage devices. It rather
handles virtualizations of devices that are modeled after the 3390 DASD 1 device. These virtualized
disks are provided to the TOE to access by the hardware storage subsystem. The TOE does not
have control over physical DASD devices.
On the host, the evaluator created a file that is more than half the size of a connected storage
device (or multiple files whose individual sizes add up to more than half the size of the storage
media). This file (or files) was filled entirely with a non-zero value. Then, the file (or files) was
released (freed for use but not cleared). Next, the evaluator (as a VS Administrator) created a virtual
disk at least that large on the same storage device and connected it to a powered-off VM. Then,
from outside the Guest VM, a scan through and check that all the non-metadata (as documented
in the TSS) in the file corresponding to that virtual disk is set to zero was performed. No residual
data could be found during the scans.

2.1.3.5 VM Separation (FDP_VMS_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FDP_VMS_EXT.1-ASE-01

The evaluator shall examine the TSS to verify that it documents all inter-VM communications mechanisms (as defined
above), including how the mechanisms are configured, how they are invoked, and how they are disabled.

Summary
The evaluator referred to section 7.1.24 covering SFR FDP_VMS_EXT.1 and identified a reference
to section 7.1.6 . Within section 7.1.6, the evaluator was able to verify that mechanisms stated in
the SFR are described. All mechanisms are subject DAC and therefore can be invoked and disabled
for virtual machines by configuring access controls.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FDP_VMS_EXT.1-ATE-01

The evaluator shall perform the following tests for each documented inter-VM communications channel:
a. Create two VMs, the first with the inter-VM communications channel currently being tested enabled, and the

second with the inter-VM communications channel currently being tested disabled.
b. Test that communications cannot be passed between the VMs through the channel.
c. As an Administrator, enable inter-VM communications between the VMs on the second VM.
d. Test that communications can be passed through the inter-VM channel.
e. As an Administrator again, disable inter-VM communications between the two VMs.

1 Direct Access Storage Device
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f. Test that communications can no longer be passed through the channel.

FDP_VMS_EXT.1.2 is met if communication is successful in step (d) and unsuccessful in step (f).

FMT_MSA_EXT.1.1 is met if communication is unsuccessful in step (b). FMT_MSA_EXT.1.2 is met if communication is
successful in step (d). Additionally, FMT_MSA_EXT.1 requires that the evaluator verifies that the TSS documents the
inter-VM communications mechanisms as described above.

The evaluator must ensure that the ST includes the following statement attesting that there are no other ways for data
to be transferred between VMs other than those listed in FDP_VMS_EXT.1.1:

A Guest VM cannot access the data of another Guest VM, or transfer data to another Guest VM other than through the
mechanisms described in FDP_VMS_EXT.1.1 when expressly enabled by an authorized Administrator. There are no
design or implementation flaws that permit the above mechanisms to be bypassed or defeated, or for data to be
transferred through undocumented mechanisms. This claim does not apply to covert channels or architectural
side-channels.

Summary
The evaluator performed the following tests:

(a) Create two VMs, the first with the inter-VM communications channel currently being tested
enabled, and the second with the inter-VM communications channel currently being tested
disabled.

(b) Test that communications cannot be passed between the VMs through the channel.
(c) As an Administrator, enable inter-VM communications between the VMs on the second VM.
(d) Test that communications can be passed through the inter-VM channel.
(e) As an Administrator again, disable inter-VM communications between the two VMs.
(f) Test that communications can no longer be passed through the channel.

for the following inter-VM communications channel:
● Virtual Networking
● IUCV
● APPC
● Virtual CTC

Communication through the channels was possible or prevented respectively consistent with the
administrative control applied.

2.1.3.6 Virtual Networking Components (FDP_VNC_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FDP_VNC_EXT.1-ASE-01

The evaluator must ensure that the TSS describes how to create virtualized networks and connect VMs to each other
and to physical networks.

Summary
The evaluator referred to section 7.1.25 covering SFR FDP_VNC_EXT.1 and determined that the
section describes the setup of virtual networks as well as the required steps to allow for external
communication outside of the TOE. The limitation of visibility of network traffic is covered by VLAN
tags as described in section 7.1.6.2.
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Guidance Assurance Activities
Assurance Activity AA-FDP_VNC_EXT.1-AGD-01

The evaluator must ensure that the Operational Guidance describes how to create virtualized networks and connect
VMs to each other and to physical networks.

Summary
The evaluator determines that [CP.PA]☝, chapter 6 describes how to create virtual networks using
the DEFINE VSWITCH statement.

Test Assurance Activities
Assurance Activity AA-FDP_VNC_EXT.1-ATE-01

● Test 1: The evaluator shall assume the role of the Administrator and attempt to configure a VM to connect to a
network component. The evaluator shall verify that the attempt is successful. The evaluator shall then assume
the role of an unprivileged user and attempt the same connection. If the attempt fails, or there is no way for an
unprivileged user to configure VM network connections, the requirement is met.

● Test 2: The evaluator shall assume the role of the Administrator and attempt to configure a VM to connect to a
physical network. The evaluator shall verify that the attempt is successful. The evaluator shall then assume the
role of an unprivileged user andmake the same attempt. If the attempt fails, or there is no way for an unprivileged
user to configure VM network connections, the requirement is met.

The evaluator must ensure that the ST includes the following statement attesting that virtual network traffic is visible
only to VMs configured to be on that virtual network:

“Traffic traversing a virtual network is visible only to Guest VMs that are configured by an Administrator to be members
of that virtual network. There are no design or implementation flaws that permit the virtual networking configuration
to be bypassed or defeated, or for data to be transferred through undocumented mechanisms. This claim does not
apply to covert channels or architectural side-channels.”

Summary
Test 1: The evaluator assumed the role of the Administrator and attempt to configure a VM to
connect to a network component. The evaluator verified that the attempt is successful. The evaluator
then assumed the role of an unprivileged user and attempted the same connection. The evaluator
determined that there is no way for an unprivileged user to configure VM network connections,
hence the requirement is met.
Test 2: The evaluator assumed the role of the Administrator and attempt to configure a VM to
connect to a physical network. The evaluator verified that the attempt is successful. The evaluator
then assumed the role of an unprivileged user andmake the same attempt. The evaluator determined
that there is no way for an unprivileged user to configure VM network connections, hence the
requirement is met.

2.1.4 Identification and authentication (FIA)

2.1.4.1 Authentication Failure Handling (FIA_AFL_EXT.1)

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
No assurance activities defined.
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Test Assurance Activities
Assurance Activity AA-FIA_AFL_EXT.1-ATE-01

The evaluator shall perform the following tests for each credential selected in FIA_AFL_EXT.1.1:
● Test 1: The evaluator will set an Administrator-configurable threshold n for failed attempts, or note the ST-specified

assignment.
1. The evaluator will attempt to authenticate remotely with the credential n-1 times. The evaluator will then

attempt to authenticate using a good credential and verify that authentication is successful.
2. The evaluator will make n attempts to authenticate using a bad credential. The evaluator will then attempt

to authenticate using a good credential and verify that the attempt is unsuccessful. Note that the
authentication attempts and lockouts must also be logged as specified in FAU_GEN.1.

3. After reaching the limit for unsuccessful authentication attempts the evaluator will proceed as follows:
1. If the Administrator action selection in FIA_AFL_EXT.1.2 is selected, then the evaluator will confirm

by testing that following the operational guidance and performing each action specified in the ST to
re-enable the remote Administrator’s access results in successful access (when using valid credentials
for that Administrator).

2. If the time period selection in FIA_AFL_EXT.1.2 is selected, the evaluator will wait for just less than
the time period configured and show that an authentication attempt using valid credentials does not
result in successful access. The evaluator will then wait until just after the time period configured and
show that an authentication attempt using valid credentials results in successful access.

Summary
The evaluator dud set an Administrator-configurable threshold 3 for failed attempts.
The evaluator did attempt to authenticate remotely with the credential n-1 times.
The evaluator did then attempt to authenticate using a good credential and verify that authentication
is successful.
The evaluator did make 3 attempts to authenticate using a bad credential.
The evaluator did then attempt to authenticate using a good credential and verified that the attempt
is unsuccessful. The evaluator verified that authentication attempts and lockouts are present as
events in the audit trail.
After reaching the limit for unsuccessful authentication attempts the evaluator did proceed as
follows: The evaluator confirmed by testing that following the operational guidance and re-enabling
the revoked account the remote access results in successful access, when using valid credentials
for that user.

2.1.4.2 Password Management (FIA_PMG_EXT.1)

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
Assurance Activity AA-FIA_PMG_EXT.1-AGD-01

The evaluator shall examine the operational guideance to determine that it provides guidance to security administrators
in the composition of strong passwords, and that it provides instructions on setting the minimum password length.

Summary
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The evaluator determines that [RACF.CMD]☝, chapter 3 describes the SETROPTS PASSWORD command
to define password policies via SETROPTS PASSWORD(RULEn(LENGTH(...)...)).

Test Assurance Activities
Assurance Activity AA-FIA_PMG_EXT.1-ATE-01

The evaluator shall also perform the following tests. Note that one or more of these tests may be performed with a
single test case.
● Test 1: The evaluator shall compose passwords that either meet the requirements, or fail to meet the requirements,

in some way. For each password, the evaluator shall verify that the TOE supports the password. While the evaluator
is not required (nor is it feasible) to test all possible combinations of passwords, the evaluator shall ensure that
all characters, rule characteristics, and a minimum length listed in the requirement are supported, and justify
the subset of those characters chosen for testing.

Summary
The evaluator did compose passwords that either meet the requirements, or fail to meet the
requirements, in some way. For each password, the evaluator did verify that the TOE supports the
password.

2.1.4.3 Multiple Authentication Mechanisms (FIA_UAU.5)

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FIA_UAU.5-ATE-01

If ‘username and password authentication‘ is selected, the evaluator will configure the VS with a known username and
password and conduct the following tests:
● Test 1: The evaluator will attempt to authenticate to the VS using the known username and password. The

evaluator will ensure that the authentication attempt is successful.
● Test 2: The evaluator will attempt to authenticate to the VS using the known username but an incorrect password.

The evaluator will ensure that the authentication attempt is unsuccessful.
If ‘username and PIN that releases an asymmetric key‘ is selected, the evaluator will examine the TSS for guidance on
supported protected storage and will then configure the TOE or OE to establish a PIN which enables release of the
asymmetric key from the protected storage (such as a TPM, a hardware token, or isolated execution environment) with
which the VS can interface. The evaluator will then conduct the following tests:
● Test 1: The evaluator will attempt to authenticate to the VS using the known user name and PIN. The evaluator

will ensure that the authentication attempt is successful.
● Test 2: The evaluator will attempt to authenticate to the VS using the known user name but an incorrect PIN.

The evaluator will ensure that the authentication attempt is unsuccessful.
If ‘X.509 certificate authentication‘ is selected, the evaluator will generate an X.509v3 certificate for an Administrator
user with the Client Authentication Enhanced Key Usage field set. The evaluator will provision the VS for authentication
with the X.509v3 certificate. The evaluator will ensure that the certificates are validated by the VS as per
FIA_X509_EXT.1.1 and then conduct the following tests:
● Test 1: The evaluator will attempt to authenticate to the VS using the X.509v3 certificate. The evaluator will

ensure that the authentication attempt is successful.
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● Test 2: The evaluator will generate a second certificate identical to the first except for the public key and any
values derived from the public key. The evaluator will attempt to authenticate to the VS with this certificate. The
evaluator will ensure that the authentication attempt is unsuccessful.

If ‘SSH public-key credential authentication‘ is selected, the evaluator shall generate a public-private host key pair on
the TOE using RSA or ECDSA, and a second public-private key pair on a remote client. The evaluator shall provision the
VS with the client public key for authentication over SSH, and conduct the following tests:
● Test 1: The evaluator will attempt to authenticate to the VS using a message signed by the client private key

that corresponds to provisioned client public key. The evaluator will ensure that the authentication attempt is
successful.

● Test 2: The evaluator will generate a second client key pair and will attempt to authenticate to the VS with the
private key over SSH without first provisioning the VS to support the new key pair. The evaluator will ensure that
the authentication attempt is unsuccessful.

Summary
Test 1: The evaluator did attempt to authenticate to the VS using the known username and
password. The evaluator did ensure that the authentication attempt is successful.
Test 2: The evaluator did attempt to authenticate to the VS using the known username but an
incorrect password. The evaluator did ensure that the authentication attempt is unsuccessful.

2.1.4.4 Administrator Identification and Authentication (FIA_UIA_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FIA_UIA_EXT.1-ASE-01

The evaluator shall examine the TSS to determine that it describes the logon process for each logon method (local,
remote (HTTPS, SSH, etc.)) supported for the product. This description shall contain information pertaining to the
credentials allowed/used, any protocol transactions that take place, and what constitutes a “successful logon”. The
evaluator shall examine the operational guidance to determine that any necessary preparatory steps (e.g., establishing
credential material such as pre-shared keys, tunnels, certificates, etc.) to logging in are described. For each supported
the login method, the evaluator shall ensure the operational guidance provides clear instructions for successfully logging
on. If configuration is necessary to ensure the services provided before login are limited, the evaluator shall determine
that the operational guidance provides sufficient instruction on limiting the allowed services.

Summary
The evaluator referred to section 7.1.26 covering SFR FIA_UIA_EXT.1 and determined that there is
provided a reference to section 7.1.5, Within that section, the evaluator was able to find sufficiently
detailed information on the I&A procedures.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
No assurance activities defined.

2.1.4.5 X.509 Certificate Validation (FIA_X509_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FIA_X509_EXT.1-ASE-01
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The evaluator shall ensure the TSS describes where the check of validity of the certificates takes place. The evaluator
ensures the TSS also provides a description of the certificate path validation algorithm.

The evaluator shall examine the TSS to confirm that it describes the behavior of the TOE when a connection cannot be
established during the validity check of a certificate used in establishing a trusted channel. If the requirement that the
administrator is able to specify the default action, then the evaluator shall ensure that the operational guidance contains
instructions on how this configuration action is performed.

Summary
The evaluator referred to section 7.1.27 covering SFR FIA_X509_EXT.1 and determined that there
is provided a reference to section 7.1.1.3, Within that section, the evaluator was able to find the
information required, i.e the check being performed by TLS worker machines involving OCSP for
validation during handshake and performing a validation compliant to FIPS 140-2. If OCSP in
unavailable, the connection is rejected.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FIA_X509_EXT.1-ATE-01

The tests described must be performed in conjunction with the other Certificate Services assurance activities, including
the use cases in FIA_X509_EXT.2.1. The tests for the extendedKeyUsage rules are performed in conjunction with the
uses that require those rules.
● Test 1: The evaluator shall demonstrate that validating a certificate without a valid certification path results in

the function failing, for each of the following reasons, in turn:
❍ by establishing a certificate path in which one of the issuing certificates is not a CA certificate,
❍ by omitting the basicConstraints field in one of the issuing certificates,
❍ by setting the basicConstraints field in an issuing certificate to have CA=False,
❍ by omitting the CA signing bit of the key usage field in an issuing certificate, and
❍ by setting the path length field of a valid CA field to a value strictly less than the certificate path.
The evaluator shall then establish a valid certificate path consisting of valid CA certificates, and demonstrate.
that the function succeeds. The evaluator shall then remove trust in one of the CA certificates, and show that the
function fails.

● Test 2: The evaluator shall demonstrate that validating an expired certificate results in the function failing.
● Test 3: The evaluator shall test that the TOE can properly handle revoked certificates – conditional on whether

CRL, OCSP, OCSP stapling, or OCSP multi-stapling is selected; if multiple methods are selected, and then a test
is performed for each method. The evaluator has to only test one up in the trust chain (future revisions may
require to ensure the validation is done up the entire chain). The evaluator shall ensure that a valid certificate is
used, and that the validation function succeeds. The evaluator shall then attempt the test with a certificate that
will be revoked (for each method chosen in the selection) and verify that the validation function fails.

● Test 4: If any OCSP option is selected, the evaluator shall configure the OCSP server or use a man-in-the-middle
tool to present a certificate that does not have the OCSP signing purpose and verify that validation of the OCSP
response fails. If CRL is selected, the evaluator shall configure the CA to sign a CRL with a certificate that does
not have the cRLsign key usage bit set and verify that validation of the CRL fails.

● Test 5a: (Conditional on support for EC certificates as indicated in FCS_COP.1(3)). The evaluator shall establish
a valid, trusted certificate chain consisting of an EC leaf certificate, an EC Intermediate CA certificate not designated
as a trust anchor, and an EC certificate designated as a trusted anchor, where the elliptic curve parameters are
specified as a named curve. The evaluator shall confirm that the TOE validates the certificate chain.

● Test 5b: (Conditional on support for EC certificates as indicated in FCS_COP.1(3)). The evaluator shall replace
the intermediate certificate in the certificate chain for Test 5a with a modified certificate, where the modified
intermediate CA has a public key information field where the EC parameters uses an explicit format version of
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the Elliptic Curve parameters in the public key information field of the intermediate CA certificate from Test 5a,
and the modified Intermediate CA certificate is signed by the trusted EC root CA, but having no other changes.
The evaluator shall confirm the TOE treats the certificate as invalid.

Summary
Test 1: The evaluator did demonstrate that validating a certificate without a valid certification path
results in the function failing, for each of the following reasons, in turn:

● by establishing a certificate path in which one of the issuing certificates is not a CA
certificate,

● by omitting the basicConstraints field in one of the issuing certificates,
● by setting the basicConstraints field in an issuing certificate to have CA=False,
● by omitting the CA signing bit of the key usage field in an issuing certificate, and
● by setting the path length field of a valid CA field to a value strictly less than the certificate

path.
The evaluator did then establish a valid certificate path consisting of valid CA certificates, and
demonstrated that the function succeeds. The evaluator did then remove trust in one of the CA
certificates, and showed that the function fails.
Test 2: The evaluator did demonstrate that validating an expired certificate results in the function
failing.
Test 3: The evaluator did test that the TOE can properly handle revoked certificates for CRL and
OCSP. The evaluator did ensure that a valid certificate is used, and that the validation function
succeeds for both CRLs and OCSP. The evaluator did then attempt the test with a certificate that
was revoked (for each CRL and OCSP) and verified that the validation function fails.
Test 4: The evaluator did configure the OCSP server to present a certificate that does not have
the OCSP signing purpose and verified that validation of the OCSP response fails. The evaluator
did configure the CA to sign a CRL with a certificate that did not have the cRLsign key usage bit
set and verified that validation of the CRL fails.

2.1.4.6 X.509 Certificate Authentication (FIA_X509_EXT.2)

TSS Assurance Activities
Assurance Activity AA-FIA_X509_EXT.2-ASE-01

The evaluator shall check the TSS to ensure that it describes how the TOE chooses which certificates to use, and any
necessary instructions in the administrative guidance for configuring the operating environment so that the TOE can
use the certificates.

The evaluator shall examine the TSS to confirm that it describes the behavior of the TOE when a connection cannot be
established during the validity check of a certificate used in establishing a trusted channel. If the requirement that the
administrator is able to specify the default action, then the evaluator shall ensure that the operational guidance contains
instructions on how this configuration action is performed.

Summary
The evaluator referred to section 7.1.28 covering SFR FIA_X509_EXT.2 and determined that there
is provided a reference to section 7.1.1.3, Within that section, the evaluator was able to find the
information required, i.e the matching of the remote peer's IP address or FQDN against available
certificates. If no match is found, authentication fails. If OCSP in unavailable, the connection is
rejected.
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Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FIA_X509_EXT.2-ATE-01

The evaluator shall perform Test 1 for each function listed in FIA_X509_EXT.2.1 that requires the use of certificates:

● Test 1: The evaluator shall demonstrate that using a certificate without a valid certification path results in the
function failing. Using the administrative guidance, the evaluator shall then load a certificate or certificates needed
to validate the certificate to be used in the function, and demonstrate that the function succeeds. The evaluator
then shall delete one of the certificates, and show that the function fails.

● Test 2: The evaluator shall demonstrate that using a valid certificate that requires certificate validation checking
to be performed in at least some part by communicating with a non-TOE IT entity. The evaluator shall then
manipulate the environment so that the TOE is unable to verify the validity of the certificate, and observe that
the action selected in FIA_X509_EXT.2.2 is performed. If the selected action is administrator-configurable, then
the evaluator shall follow the operational guidance to determine that all supported administrator-configurable
options behave in their documented manner.

Summary
Test 1: The evaluator did demonstrate that using a certificate without a valid certification path
results in the function failing. Using the administrative guidance, the evaluator did then load a
certificate or certificates needed to validate the certificate to be used in the function, and
demonstrate that the function succeeds. The evaluator did then shall delete one of the certificates,
and show that the function fails.
Test 2: The evaluator did demonstrate that using a valid certificate that requires certificate validation
checking to be performed in at least some part by communicating with a non-TOE IT entity. The
evaluator did then manipulate the environment so that the TOE is unable to verify the validity of
the certificate, and observe that the action selected in FIA_X509_EXT.2.2 is performed.

2.1.5 Security management (FMT)

2.1.5.1 Management of Security Functions Behavior (FMT_MOF_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FMT_MOF_EXT.1-ASE-01

The evaluator shall examine the TSS and Operational Guidance to ensure that it describes which security management
functions require Administrator privilege and the actions associated with each management function.

The evaluator shall verify that for each management function and role specified in Table 1, the defined role is able to
perform all mandatory functions as well as all optional or selection-based functions claimed in the ST.

Summary
The evaluator examined the table provided with SFR FMT_MOF_EXT.1.2 and determined that none
of the management functions covered by the SFR is actually available to the user, i.e. column "User"
of that table only contains "N" entries.

Guidance Assurance Activities
Assurance Activity AA-FMT_MOF_EXT.1-AGD-01
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The evaluator shall examine the Operational Guidance to ensure that it describes how the Administrator and/or User
are able to perform each management function that the ST claims the TOE supports.

The evaluator shall verify for each claimed management function that the Operational Guidance is sufficiently detailed
to allow the function to be performed and that the function can be performed by the role(s) that are authorized to do
so.

Summary
1. "Ability to update the Virtualization System" -- [SHOPZ]☝ describes the process to obtain

and verify the updates to the TOE.
2. "Ability to configure Administrator password policy as defined in FIA_PMG_EXT.1" --

[RACF.SAG]☝ as well as [RACF.CMD]☝ describe how the password policy can be managed
using the "SETR PASSWORD" command.

3. "Ability to create, configure and delete VMs" -- the general management of the z/VM system
and its guests is described in in [CP.PA]☝ section 20 where creating, configuring and deleting
users/guests/virtual machines in the system's user directory is described.

4. "Ability to set default initial VM configurations" -- [CP.PA]☝ describes how VMs get their
default configuration in the system's user directory.

5. "Ability to configure virtual networks including VM" -- [CP.PA]☝ and well as [CP.CURG]☝
describe the how virtual switches can be configured and VMs are attached to them.

6. "Ability to configure and manage the audit system and audit data" -- [RACF.SAG]☝ as well
as [RACF.AUG]☝ describe how the system's auditing is configured and managed. [SCG]☝
describes how audit records can be transferred to an audit server over a trusted channel.
[SCG]☝ also describes how specific audit records regarding TLS connections as well as
cryptographic functions can be audited.

7. "Ability to configure VM access to physical devices" -- [CP.PA]☝, section 20 describes how
VMs get their configuration including their assigned devices. [CP.CURG]☝ describes how
devices and access to them is managed.

8. "Ability to configure inter-VM data sharing" -- [CP.CURG]☝ describes how devices and access
to them is managed, this includes shared access. Communication channels are described
in [TCP.PR]☝, [CP.PS]☝ and [CP.CURG]☝. These documents also describe how data sharing
and communication channels is used and managed.

9. "Ability to enable/disable VM access to Hypercall functions" -- [CP.CURG]☝ describes the
"ENABLE DIAGNOSE" and "DISABLE DIAGNOSE" command that manages access to the
hypercall functions by means of the "DIAG" call.

10. "Ability to configure removable media policy" -- [CP.CURG]☝ describes that using CP
commands (e.g. GIVE) a device such as a tape can be reassigned from one VM to another
one.

11. "Ability to configure the cryptographic functionality" -- [TCP.PAC]☝, chapter 15, describes
the "SSLADMIN" command to configure and manage the TLS server.

12. "Ability to change default authorization factors" -- [CP.PA]☝ section 20 where creating,
configuring users/guests/virtual machines is described. This includes the assignment of
authorization factors (aka privilege classes) to VMs.

13. "Ability to enable/disable screen lock" -- N/A
14. "Ability to configure screen lock inactivity timeout" -- N/A
15. "Ability to configure remote connection inactivity timeout" -- The TELNET server can be

configured to sever "idle" connections by setting the parameters SCANINTERVAL, INACTIVE,
and TIMEMARK in the INTERNALCLIENTPARMS statement, which is part of the TCP/IP
configuration of each of the distinct cluster members of the TOE (see also [TCP.PAC]☝).

Status: DRAFT
Page 45 of 77

Classification: Public
Copyright © 2022 atsec information security GmbH

Version 1
Last update: 2022-06-22

IBM Corporation
Assurance Activity Report

Cert. ID: OCSI-CERT-ATS-04-2021



16. "Ability to configure lockout policy for unsuccessful authentication attempts through limiting
number of attempts during a time period" -- RACF allows to set failed logon counters using
the SETR command as described in [RACF.CMD]☝ section 3 as well as [RACF.SAG]☝ section
4.

17. "Ability to configure name/address of directory server to bind with" -- The MFA CONTROL
file which defines which directory server is used for authentication is described in
[RACF.SAG]☝, section 4.

18. "Ability to configure name/address of audit/logging server to which to send audit/logging
records" -- This is described in [SCG]☝ for the general configuration. The actual transfer is
done using "FTPS" which is described in [TCP.UG]☝.

19. "Ability to configure name/address of network time server" -- the system uses the time
from the CEC (central electronics complex, aka mainframe), which is configured to obtain
the time using the STP protocol. On the TOE, a reliable time stamp is thus distinctly provided
by the underlying abstract machine maintaining network synchronized hardware clock.
Maintenance of that local clock is done in the TOE environment.

20. "Ability to configure banner" -- [CP.CURG]☝ describes the "REFRESH LOGOINFO" command
which is used to display logon banner information.

21. "Ability to connect/disconnect removable devices to/from a VM" -- [CP.CURG]☝ describe
how devices are assigned and removed from guests ("ATTACH", "LINK", "DETACH",
"DEFINE").

22. "Ability to start a VM" -- [CP.PA]☝ chapter 6, describes how virtual machines are started
("START", "AUTOLOG").

23. "Ability to stop/halt a VM" -- [CP.CURG]☝ describes how virtual machines are stopped
("LOGOFF", "DISCONNECT").

24. "Ability to checkpoint a VM" -- N/A
25. "Ability to suspend a VM" -- N/A
26. "Ability to resume a VM" -- N/A

Test Assurance Activities
Assurance Activity AA-FMT_MOF_EXT.1-ATE-01

The evaluator shall also verify for each claimed management function that if the TOE claims not to provide a particular
role with access to the function, then it is not possible to access the TOE as that role and perform that function.

Summary
The evaluator did verify for each claimedmanagement function that if the TOE claims not to provide
a particular role with access to the function, then it is not possible to access the TOE as that role
and perform that function.

2.1.5.2 Default Data Sharing Configuration (FMT_MSA_EXT.1)

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
No assurance activities defined.
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Test Assurance Activities
Assurance Activity AA-FMT_MSA_EXT.1-ATE-01

This requirement is met if FDP_VMS_EXT.1 is met.

Summary
This requirement is met if FDP_VMS_EXT.1 is met.

2.1.5.3 Separation of Management and Operational Networks
(FMT_SMO_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FMT_SMO_EXT.1-ASE-01

The evaluator shall examine the TSS to verify that it describes how management and operational networks may be
separated.

Summary
The evaluator referred to section 7.1.30 covering SFR FMT_SMO_EXT.2 and determined that the
section refers to section 7.1.6 for details on network configuration. From that sections, the evaluator
gained sufficient information on how the networks are effectively separated.

Guidance Assurance Activities
Assurance Activity AA-FMT_SMO_EXT.1-AGD-01

The evaluator shall examine the operational guidance to verify that it details how to configure the VS with separate
Management and Operational Networks.

Summary
Networks and related virtual switches can be created using the DEFINE VSWITCH command.
([CP.CURG]☝)
The management of a cluster member's SSL-Server (including the configuration of supported
ciphers) is performed using the VMSSL command located in the DTCPARMS configuration file and
the SSLADMIN command. The GSKKYMAN command is used to manage keys used to authenticate
with the SSL-Server. ([TCP.PAC]☝

Test Assurance Activities
Assurance Activity AA-FMT_SMO_EXT.1-ATE-01

The evaluator shall configure the management network as documented. If separation is cryptographic or logical, then
the evaluator shall capture packets on the management network. If Guest network traffic is detected, the requirement
is not met.

Summary
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The evaluator did configure the management network as documented. If separation is cryptographic
or logical, then the evaluator shall capture packets on the management network. The evaluator
evaluator determined it was not possible to capture traffic originating from guest networks on the
management network and vice versa.

2.1.6 Protection of the TSF (FPT)

2.1.6.1 Non-Existence of Disconnected Virtual Devices (FPT_DVD_EXT.1)

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FPT_DVD_EXT.1-ATE-01

[TD0206] The evaluator shall connect a device to a VM, then using a device driver running in the guest, scan the VM's
processor I/O ports to ensure that the device's ports are present. (The device's interface should be documented in the
TSS under FPT_VDP_EXT.1.) The evaluator shall remove the device from the VM and run the scan again. This requirement
is met if the device's I/O ports are no longer present.

Summary
The evaluator determines, the concept of I/O ports does not apply to the TOE. Devices within the
TOE are represented by device names which are assigned by the guest's discretion. That means
that only those devices are present in the guest, which the guest has previously defined, with the
device name the guest has assigned to it and to which the guest is authorized in terms of access.
Devices are made available in the guest by using the link command.

2.1.6.2 Execution Environment Mitigations (FPT_EEM_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FPT_EEM_EXT.1-ASE-01

The evaluator shall examine the TSS to ensure that it states, for each platform listed in the ST, the execution
environment-based vulnerability mitigation mechanisms used by the TOE on that platform. The evaluator shall ensure
that the lists correspond to what is specified in FPT_EEM_EXT.1.1.

Summary
As spelled out by the SFR, the TOE does not implement any mechanisms that would required a
description in the TSS. This is also pointed out in section 7.1.31.

Guidance Assurance Activities
No assurance activities defined.
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Test Assurance Activities
No assurance activities defined.

2.1.6.3 Hardware Assists (FPT_HAS_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FPT_HAS_EXT.1-ASE-01

The evaluator shall examine the TSS to ensure that it states, for each platform listed in the ST, the hardware assists
andmemory-handling extensions used by the TOE on that platform. The evaluator shall ensure that these lists correspond
to what is specified in the applicable FPT_HAS_EXT component.

Summary
The evaluator referred to section 7.1.32 covering SFR FDP_HAS_EXT.1 and identified a reference
to section 7.1.9. Within that section, the evaluator identified respective descriptions of processor
features used by the TOE.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
No assurance activities defined.

2.1.6.4 Hypercall Controls (FPT_HCL_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FPT_HCL_EXT.1-ASE-01

[TD0250] The evaluator shall examine the TSS or operational guidance to ensure it documentations all Hypercall
functions at the level necessary for the evaluator to disable the functions and run tests 1 and 2, below. Documentation
must include, for each function, how to call the function, function parameters and legal values, configuration settings
for enabling/disabling the function, and conditions under which the function can be disabled. The TSS must also specify
those functions that cannot be disabled. While there is no expectation that the evaluator will need to examine source
code in order to accomplish this Assurance Activity, the evaluator must ensure that there are no obvious or publicly
known Hypercall functions missing from the TSS.

Summary
According to section 7.1.33 covering SFR FPT_HCL_EXT.1, hypercalls are implemented by the TOE
via DIAGNOSE instructions. Access limitations to those DIAGNOSE instructions are provided in
section 7.1.4.6. In order to disable a DIAGNOSE, the caller must be assigned a respective privilege
class. DIAGNOSE calls available in privilege class G cannot be disabled.

Guidance Assurance Activities
Assurance Activity AA-FPT_HCL_EXT.1-AGD-01

The evaluator shall examine the operational guidance to ensure it contains instructions for how to configure interface
functions per FPT_HCL_EXT.1.2.
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Summary
The evaluator determines that [CP.CURG]☝ chapter 2 and [CP.PA]☝ chapter 6 describe the DISABLE
DIAGNOSE command, which can be used to disable the DIAGNOSE hypercalls. In addition, [CP.PA]☝
chapter 19 describes the concept of privilege classes assigned to guest VMs, which, related to the
DIAGNOSE interface, represent a typ of profile where different privilege classes can access different
DIAGNOSE interfaces.

Test Assurance Activities
Assurance Activity AA-FPT_HCL_EXT.1-ATE-01

[TD0250] The evaluator shall perform the following tests:
● Test 1: For each configurable function that meets FPT_HCL_EXT.1.2, the evaluator shall follow the operational

guidance to enable the function. The evaluator shall then attempt to call each function from within the VM. If the
call is allowed, then the test succeeds.

● Test 2: For each configurable function that meets FPT_HCL_EXT.1.2, the evaluator shall configure the TSF to
disable the function. The evaluator shall then attempt to call the function from within the VM. If the call is blocked,
then the test succeeds.

Summary
Test 1: For each configurable function that meets FPT_HCL_EXT.1.2, the evaluator did follow the
operational guidance to enable the function. The evaluator did then attempt to call each function
from within the VM. The TOE behaved as expected.
Test 2: For each configurable function that meets FPT_HCL_EXT.1.2, the evaluator did configure
the TSF to disable the function. The evaluator did then attempt to call the function from within the
VM. The TOE behaved as expected.

2.1.6.5 Removable Devices and Media (FPT_RDM_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FPT_RDM_EXT.1-ASE-01

The evaluator shall examine the TSS to ensure it describes the association between the media or devices supported
by the TOE and the actions that can occur when switching information domains. The evaluator shall examine the
operational guidance to ensure it documents how an administrator or user configures the behavior of each media or
device.

Summary
The evaluator determined that the short description provided in section 7.1.34 covering SFR
FPT_RDM_EXT.1 provide the information required.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FPT_RDM_EXT.1-ATE-01
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The evaluator shall perform the following test for each listed media or device:
● Test 1: The evaluator shall configure two VMs that are members of different information domains, with the media

or device connected to one of the VMs. The evaluator shall disconnect the media or device from the VM and
connect it to the other VM. The evaluator shall verify that the action performed is consistent with the action
assigned in the TSS.

Summary
The evaluator did configure two VMs that are members of different information domains, with a
TAPE device connected to one of the VMs. The evaluator did disconnect the media or device from
the VM and connected it to the other VM. The evaluator verified that the action performed is
consistent with the action assigned in the TSS, which states that access to the device is possible,
if it is authorized using the administrative interfaces.

2.1.6.6 Trusted Updates to the Virtualization System (FPT_TUD_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FPT_TUD_EXT.1-ASE-01

The evaluator shall verify that the TSS describes all TSF software update mechanisms for updating the system software.
Updates to the TOE either have a hash associated with them, or are signed by an authorized source. The evaluator
shall verify that the description includes either a digital signature or published hash verification of the software before
installation and that installation fails if the verification fails. The evaluator shall verify that the TSS describes the method
by which the digital signature or published hash is verified to include how the candidate updates are obtained, the
processing associated with verifying the update, and the actions that take place for both successful and unsuccessful
verification. If digital signatures are used, the evaluator shall also ensure the definition of an authorized source is
contained in the TSS.

If the ST author indicates that a certificate-based mechanism is used for software update digital signature verification,
the evaluator shall verify that the TSS contains a description of how the certificates are contained on the device. The
evaluator also ensures that the TSS (or administrator guidance) describes how the certificates are
installed/updated/selected, if necessary.

Summary
The evaluator referred to section 7.1.35 covering SFR FPT_TUD_EXT.1 and determined that the
trusted update process as described in section 7.1.3.2 contains the required details for the manual
update mechanism involving published hashes. That section contains details,on where to obtain
the updates and how to confirm correctness of the download prior to installation.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FPT_TUD_EXT.1-ATE-01

The evaluator shall perform the following tests:

● Test 1: The evaluator performs the version verification activity to determine the current version of the product.
The evaluator obtains a legitimate update using procedures described in the operational guidance and verifies
that it is successfully installed on the TOE. After the update, the evaluator performs the version verification activity
again to verify the version correctly corresponds to that of the update.
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● Test 2: The evaluator performs the version verification activity to determine the current version of the product.
The evaluator obtains or produces illegitimate updates as defined below, and attempts to install them on the
TOE. The evaluator verifies that the TOE rejects all of the illegitimate updates. The evaluator performs this test
using all of the following forms of illegitimate updates:
1. A modified version (e.g., using a hex editor) of a legitimately signed or hashed update
2. An image that has not been signed/hashed
3. An image signed with an invalid hash or invalid signature (e.g., by using a different key as expected for

creating the signature or by manual modification of a legitimate hash/signature)

Summary
Test 1: The evaluator did perform the version verification activity to determine the current version
of the product. The evaluator obtained a legitimate update using procedures described in the
operational guidance and verified that it is successfully installed on the TOE. After the update, the
evaluator performed the version verification activity again to verify the version correctly corresponds
to that of the update.
Test 2: The evaluator performed the version verification activity to determine the current version
of the product. The evaluator produced illegitimate updates as defined below, and attempted to
install them on the TOE. The evaluator verified that the TOE rejects (or ignores) all of the illegitimate
updates. The evaluator performed this test using all of the following forms of illegitimate updates:

● A modified version (e.g., using a hex editor) of a legitimately hashed update
● An image that has not been hashed
● An image signed with an invalid hash

2.1.6.7 Virtual Device Parameters (FPT_VDP_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FPT_VDP_EXT.1-ASE-01

The evaluator shall examine the TSS to ensure it lists all virtual devices accessible by the guest OS. The TSS, or a
separate proprietary document, must also document all virtual device interfaces at the level of I/O ports -- including
port number(s) (absolute or relative to a base), port name, and a description of legal input values. The documentation
must be sufficient to enable the evaluator to effectively run the tests in FPT_DVD_EXT.1. The evaluator must ensure
that there are no obvious or publicly known virtual I/O ports missing from the TSS.

Application Note:

There is no expectation that evaluators will examine source code to verify the “all” part of the Assurance Activity.

Summary
The evaluator referred to section 7.1.37 covering SFR FPT_VDP_EXT.1 and identified a list of interfaces
to virtual devices. That section also contains information on the actual devices available to virtual
machines.
Assurance Activity AA-FPT_VDP_EXT.1-ASE-02

The evaluator ensures that the ST includes the following statement attesting that parameters passed from a Guest VM
to virtual device interfaces are thoroughly validated, that all values outside the legal values specified in the TSS are
rejected, and that any data passed to the virtual device interfaces is unable to degrade or disrupt the functioning of
other VMs, the VMM, or the Platform:
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"Parameters passed from Guest VMs to virtual device interfaces are thoroughly validated and all illegal values (as
specified in the TSS) are rejected. Additionally, parameters passed from Guest VMs to virtual device interfaces are not
able to degrade or disrupt the functioning of other VMs, the VMM, or the Platform. Thorough testing and architectural
design reviews have been conducted to ensure the accuracy of these claims, and there are no known design or
implementation flaws that bypass or defeat the security of the virtual device interfaces."

Summary
A respective vendor attestation is given in section 7.1.41.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
No assurance activities defined.

2.1.6.8 VMM Isolation from VMs (FPT_VIV_EXT.1)

TSS Assurance Activities
No assurance activities defined.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FPT_VIV_EXT.1-ATE-01

The evaluator ensures that the ST includes the following statement attesting that software running in a VM is not able
to degrade or disrupt the functioning of other VMs, the VMM, or the Platform:

“Software running in a VM is not able to degrade or disrupt the functioning of other VMs, the VMM, or the Platform.
There are no design or implementation flaws that bypass or defeat VM isolation.”

Summary
The evaluator ensured that the ST includes the following statement attesting that software running
in a VM is not able to degrade or disrupt the functioning of other VMs, the VMM, or the Platform:

Software running in a VM is not able to degrade or disrupt the functioning of other VMs, the
VMM, or the Platform. There are no design or implementation flaws that bypass or defeat VM
isolation.

2.1.7 TOE access (FTA)

2.1.7.1 TOE Access Banner (FTA_TAB.1)

TSS Assurance Activities
No assurance activities defined.
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Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FTA_TAB.1-ATE-01

The evaluator shall configure the TOE to display the advisory warning message “TEST TEST Warning Message TEST
TEST”. The evaluator shall then log out and confirm that the advisory message is displayed before logging can occur.

Summary
The evaluator did configure the TOE to display the advisory warning message “TEST TEST Warning
Message TEST TEST”. The evaluator did then log out and confirmed that the advisory message is
displayed before logging can occur.

2.1.8 Trusted path/channels (FTP)

2.1.8.1 Trusted Channel Communications (FTP_ITC_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FTP_ITC_EXT.1-ASE-01

The evaluator will review the TSS to determine that it lists all trusted channels the TOE uses for remote communications,
including both the external entities and/or remote users used for the channel as well as the protocol that is used for
each.

Summary
The evaluator referred to section 7.1.38 covering SFR FPT_ITC_EXT.1 and determined that there is
a reference to section 7.1.3. Within that section, there is provided sufficient information on the
trusted channels setup by the SSL server.

Guidance Assurance Activities
No assurance activities defined.

Test Assurance Activities
Assurance Activity AA-FTP_ITC_EXT.1-ATE-01

The evaluator will configure the TOE to communicate with each external IT entity and/or type of remote user identified
in the TSS. The evaluator will monitor network traffic while the VS performs communication with each of these
destinations. The evaluator will ensure that for each session a trusted channel was established in conformance with
the protocols identified in the selection.

Summary
The evaluator did configure the TOE to communicate with each external IT entity and/or type of
remote user identified in the TSS. The evaluator did monitor network traffic while the VS performed
communication with each of these destinations. The evaluator did ensure that for each session a
trusted channel was established in conformance with the protocols identified in the selection.
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2.1.8.2 User Interface: I/O Focus (FTP_UIF_EXT.1)

TSS Assurance Activities
Assurance Activity AA-FTP_UIF_EXT.1-ASE-01

The evaluator shall ensure that the TSS lists the supported user input devices.

Summary
The evaluator referred to section 7.1.39 covering SFR FPT_UIF_EXT.1 and determined that there is
a reference to section 7.1.6.1 describing the access to the virtual consoles available to the users.

Guidance Assurance Activities
Assurance Activity AA-FTP_UIF_EXT.1-AGD-01

The evaluator shall ensure that the operational guidance specifies how the current input focus is indicated to the user.

Summary
The TOE is accessed via remote terminal programs. The input focus is managed by the client
accessing the TOE.

Test Assurance Activities
Assurance Activity AA-FTP_UIF_EXT.1-ATE-01

For each supported input device, the evaluator shall demonstrate that the input from each device listed in the TSS is
directed to the VM that is indicated to have the input focus.

Summary
For each supported input device, the evaluator did demonstrate that the input from each device
listed in the TSS is directed to the VM that is indicated to have the input focus.

2.1.8.3 User Interface: Identification of VM (FTP_UIF_EXT.2)

TSS Assurance Activities
Assurance Activity AA-FTP_UIF_EXT.2-ASE-01

The evaluator shall ensure that the TSS describes the mechanism for identifying VMs to the user, how identities are
assigned to VMs, and how conflicts are prevented.

Summary
Section 7.1.40 covering FTP_UIF_EXT.2 points out that VMs are identified by unique IP addresses
and ports that allow for unambiguous identification.

Guidance Assurance Activities
No assurance activities defined.
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Test Assurance Activities
Assurance Activity AA-FTP_UIF_EXT.2-ATE-01

The evaluator shall perform the following test:

The evaluator shall attempt to create and start at least three Guest VMs on a single display device where the evaluator
attempts to assign two of the VMs the same identifier. If the user interface displays different identifiers for each VM,
then the requirement is met. Likewise, the requirement is met if the system refuses to create or start a VM when there
is already a VM with the same identifier.

Summary
The evaluator did attempt to create and start at least three Guest VMs on a single display device
where the evaluator attempted to assign two of the VMs the same identifier. The TOE refused to
create or start a VM when there is already a VM with the same identifier.
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2.2 Security Assurance Requirements

2.2.1 Guidance documents (AGD)

2.2.1.1 Operational user guidance (AGD_OPE.1)
Assurance Activity AA-AGD_OPE.1-AGD-01

Some of the contents of the operational guidance will be verified by the assurance activities in Section 5.2 and evaluation
of the TOE according to the CEM. The following additional information is also required.

The operational guidance shall contain instructions for configuring the password characteristics, number of allowed
authentication attempt failures, the lockout period times for inactivity, and the notice and consent warning that is to
be provided when authenticating.

The operational guidance shall contain step-by-step instructions suitable for use by an end-user of the Virtualization
System to configure a new, out-of-the-box system into the configuration evaluated under this Protection Profile.

Summary
The evaluator assessed the work units in AGD_OPE.1 following the guidance provided by the [CEM]☝.
With respect to the password characteristics, the evaluator determined that the number of allowed
authentication attempt failures, the lockout period times for inactivity can be configured using the
RACF "SETR" command following the guidance provided in [RACF.SAG]☝ and [RACF.CMD]☝ for the
actual command syntax.
With regard to step-by-step instructions suitable for use by an end-user of the Virtualization System
to configure a new, out-of-the-box system into the configuration evaluated, the evaluator determines
that [ST.VPP]☝ does not claim this functionality for end-users (it does provide this functionality to
administrators) and the TOE in it's evaluated configuration does not provide it to them. It is however
perfectly possible that end-users, following the guidance assessed within AGD_OPE.1, install the
TOE in their virtual machine and subsequently create as many virtual machines as possible, following
the guidance.
Assurance Activity AA-AGD_OPE.1-AGD-02

The documentation shall describe the process for verifying updates to the TOE, either by checking the hash or by
verifying a digital signature. The evaluator shall verify that this process includes the following steps:
● Instructions for querying the current version of the TOE software.
● For hashes, a description of where the hash for a given update can be obtained. For digital signatures, instructions

for obtaining the certificate that will be used by the FCS_COP.1(2) mechanism to ensure that a signed update has
been received from the certificate owner. This may be supplied with the product initially, or may be obtained by
some other means.

● Instructions for obtaining the update itself. This should include instructions for making the update accessible to
the TOE (e.g., placement in a specific directory).

● Instructions for initiating the update process, as well as discerning whether the process was successful or
unsuccessful. This includes generation of the hash/digital signature.

Summary
The developer provided [SHOPZ]☝, which describes how to determine the set of updates, how to
download and verify the updates using the accompanying has. The download is driven by a control
file, which contains SHA1 hashsums for the items to be downloaded. The control file SHA1 hash is
communicated to the user/administrator over a second channel by email. So the control file as well
as the individual downloads can be verified.
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2.2.1.2 Preparative procedures (AGD_PRE.1)
Assurance Activity AA-AGD_PRE.1-AGD-01

As indicated in the introduction above, there are significant expectations with respect to the documentation—especially
when configuring the operational environment to support TOE functional requirements. The evaluator shall check to
ensure that the guidance provided for the TOE adequately addresses all platforms (that is, combination of hardware
and operating system) claimed for the TOE in the ST.

The operational guidance shall contain step-by-step instructions suitable for use by an end-user of the Virtualization
System to configure a new, out-of-the-box system into the configuration evaluated under this Protection Profile.

Summary
The evaluator assessed the work units in AGD_PRE.1 following the guidance provided by the [CEM]☝.

2.2.2 Life-cycle support (ALC)

2.2.2.1 Labelling of the TOE (ALC_CMC.1)
Assurance Activity AA-ALC_CMC.1-ALC-01

The evaluator shall check the ST to ensure that it contains an identifier (such as a product name/version number) that
specifically identifies the version that meets the requirements of the ST. Further, the evaluator shallcheck the AGD
guidance and TOE samples received for testing to ensure that the version number is consistent with that in the ST. If
the vendor maintains a web site advertising the TOE, the evaluator shall examine theinformation on the web site to
ensure that the information in the ST is sufficient to distinguish the product.

Summary
Section 1.2 TOE Identification of [ST.VPP]☝ identifies the TOE as "IBM z/VM Version 7 Release 2 for
VPP". Throughout [ST.VPP]☝ the TOE is identified z/VM 7.2 as its short name. The evaluator noted
that "for VPP" is used to distinguish this TOE, which is being evaluated against the Virtualization
Protection Profile version 1.0 [BVPPv1.0]☝, against other previously Common Criteria certified TOE's.
The main Common Criteria specific administrative guidance "Secure Configuration Guide" [SCG]☝
identifies the TOE as "z/VM Version 7 Release 2 on the cover page and by its shortname z/VM 7.2
throughout the document.
The vendor maintains a specific website (https://www.vm.ibm.com/zvm720/) providing information
specifically to this version of the TOE. The identifier z/VM 7.2 is used throughout this website which
the evaluator considered sufficient to distinguish the product.
The evaluator who performed testing confirmed from independent testing that the TOE samples
received for testing indeed have the correct version consistent with that in the ST. Further details
are provided in work unit ATE_IND.1-1 of the ATE report.

2.2.2.2 TOE CM coverage (ALC_CMS.1)
Assurance Activity AA-ALC_CMS.1-ALC-01

The evaluator shall ensure that the developer has identified (in public-facing development guidance for their platform)
one or more development environments appropriate for use in developing applications for the developer’s platform.
For each of these development environments, the developer shall provide information on how to configure the
environment to ensure that buffer overflow protection mechanisms in the environment(s) are invoked (e.g., compiler
and linker flags). The evaluator shall ensure that this documentation also includes an indication of whether such
protections are on by default, or have to be specifically enabled.
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The evaluator shall ensure that the TSF is uniquely identified (with respect to other products from the TSF vendor), and
that documentation provided by the developer in association with the requirements in the ST is associated with the
TSF using this unique identification.

Summary
According to the developer, the following development environments and development
applications/tools are used for the development of z/VM.

● IBM High-level Assembler HLASM
● IBM C/C++ for VM
● Dignus C
● IBM VS PASCAL
● PL/X
● IBM REXX
● EDL

The TCP/IP Server component of the TOE is mainly developed in HLASM, C/C++, Dignus C, and
REXX and PASCAL while the CP component is developed in PL/X, HLASM, and C are used for the
implementation of the RACF component.
High-level Assembler (HLASM)
The High-level assembler translates symbolic machine instructions into object code that can, be
linked by the linker into executable code modules. The Level Assembler for MVS & VM & VSE is
able to assemble machine code for the z/Series and System z9 machines (among others). It can
be used to assemble manually coded assembler routines or the output from compilers (e.g., PL/X
compiler).
The following documentation for HLASM is available:

● High Level Assembler for MVS & VM & VSE Version 1 Release 6 General Information
[HLA.GEN]☝.

● High Level Assembler for MVS & VM & VSE Release 6 Reference Summary [HLA.IRS]☝
● High Level Assembler for MVS & VM & VSE Release 6 Installation and Customization

[HLA.IC]☝
● High Level Assembler for MVS & VM & VSE Release 6 Language Reference [HLA.REF]☝
● High Level Assembler for MVS & VM & VSE Release 6 Programmer's Guide [HLA.PG]☝
● High Level Assembler for MVS & VM & VSE Release 6 Toolkit Feature User's Guide

[HLA.TFUG]☝
● High Level Assembler for MVS & VM & VSE Release 6 Toolkit IDF User's Guide [HLA.TIUG]☝
● High Level Assembler for MVS & VM & VSE Release 6 Toolkit Installation and Customization

Guide [HLA.TICG]☝
HLASM is capable of processing three different kinds of instructions:

● Machine instructions - These are the actual instructions the processor on the target machine
can execute.

● Assembler instructions - requests driving the assembler itself, such as defining data
constants or reserving storage areas. These instructions typically do not directly generate
executable code (except for the definition of constants and no-op instructions created for
alignment). These instructions are defined in [HLA.REF]☝.
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● Macro instructions - requests to process a predefined sequence of instructions as laid down
in a macro definition. IBM supplies macro definitions for a large set of system interfaces.
The language for defining macros is also defined in [HLA.REF]☝.

z/VM C/C++
The following documentation for the C/C++ Compiler is available:

● C/C++ Language Reference, [C.REF]☝
● IBM C/C++ for z/VM Run-Time Library Reference, [C.RTLIB]☝
● IBM C/C++ for z/VM User's Guide, [C.UG]☝

As stated in section "About this information" in [C.REF]☝, although the XL C and XL C++ compilers
conform to the specifications maintained by the ISO standards for the C and C++ programming
languages, the compilers also incorporate many extensions to the core languages. These extensions
have been implemented with the aims of enhancing usability in specific operating environments,
supporting compatibility with other compilers, and supporting new hardware capabilities. Additionally,
[C.REF]☝ in Appendix D "Implementation-defined behavior" provides description of
implementation-defined behavior from the ISO C and C++ standards.
Compiler, binder and run-time options are described in separate chapters for these issues in [C.UG]☝.
Additional information about runtime options is provided in [C.RTLIB]☝.
Dignus C
Dignus C or Systems/C is a C language compiler for the 390 and z/Series architectures. DCC translates
C source code into native IBM 390 for z/Architecture assembly source, either in HLASM format or
GNU GAS format. This source is ready to be assembled into object decks for linking on themainframe.
DCC provides many features which includes ANSI C compliant compiler and C language extensions,
e.g., built-in implementations for common C library functions, support for 64-bit arithmetics.
The following documentation for Dignus C is available:

● Systems/C Complier Version 1.85 Manual, [SC.CM]☝
● Systems/C C Library Version 1.85 Manual, [SC.LM]☝
● Systems/C Utilities Version 1.85 Manual, [SC.UM]☝

As stated in [SC.CM]☝, DCC exceeds ANSI C requirements for implementation limits. The compiler
has unlimited length for identifiers but it's the assembler that restricts the identifier limits, e.g.,
255 for HLASM. Additionally, certain compiler options can limit the length of identifiers presented
to the assembler. In general, as dictated by the C standard, external identifiers are case-specific.
VS PASCAL
The following documentation for PASCAL is available:

● VS Pascal Reference Summary Release 2, [VSP.RS]☝
● VS Pascal Installation and Customization for VM Release 2, [VSP.ICVM]☝
● VS Pascal Application Programming Guide Release 2, [VSP.APG]☝
● VS Pascal Language Reference Release 2, [VSP.REF]☝
● VS Pascal General Information Release 2, [VSP.GEN]☝
● VS Pascal Specifications, [VSP.SPEC]☝

The Pascal documentation (as well as the compiler itself) has not been updated since 1988. VS
Pascal is no longer sold as an IBM product.
The Language Reference manual [VSP.REF]☝ states that the compiler supports ANSI Pascal, i.e.,
the definition of the Pascal language as defined in ANSI/IEEE770X3.97-1983 and ISO7185-1983.
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Portability issues are addressed in [VSP.APG]☝, where Appendix D describes implementation-defined
features and extensions to the ANSI standard, and Appendix E "Implementation Specifics" describes
some more implementation details and compiler and runtime limits to be aware of. Compilation
and runtime options are described in chapters 13 and 14; register and storage usage is the subject
of chapter 16 and 18, and parameter passing issues are addressed in chapter 17.
PL/X
PL/X is the main programming language used in development of the z/architectures. PL/X which is
emerged from PL/AS, is described in the documentation as a versatile programming language for
system programming. This language comes in a variety for different target architectures. PL/X 390
is the dialer designed to support 390 architectures up to the z/Series and System z9 processors.
PL/X 390 is neither sold as a product outside IBM nor has been subject to any standardization
activities outside of IBM.
The developer provided the following documentation on the PL/X programming language:

● Programming Language / Cross Systems for System/390 Version 2 (PL/X-390): Message,
[PLX.MSG]☝

● Programming Language / Cross Systems for System/390 Version 2 (PL/X-390): General
Information, [PLX.GEN]☝

● Programming Language / Cross Systems for System/390 Version 2 (PL/X-390): Programmer's
Guide, [PLX.PG]☝

● Programming Language / Cross Systems for System/390 Version 2 (PL/X-390): Installation
and Customization Guide, [PLX.ICG]☝

● Programming Language / Cross Systems for System/390 Version 2 (PL/X-390): Macro Facility
Reference, [PLX.REF]☝

● Programming Language / Cross Systems for System/390 Version 2 (PL/X-390): Primer,
[PLX.PRI]☝

● Programming Language / Cross Systems for System/390 Version 2 (PL/X-390): Programming
Techniques, [PLX.PT]☝

● Programming Language / Cross Systems for System/390 Version 2 (PL/X-390): Transition
Guide, [PLX.TG]☝

[PLX.GEN]☝ PL/X implements many standard features and control constructs found in other
programming languages but it also implements specific features that are particular for system
programming tasks that require access to system properties and hardware features. The specific
features include the following:

● Data structures on several nested levels and unions like in PL/1 or COBOL. Support for
alignment within these structures (see above).

● Alignment of variables to memory boundaries (like word or double-word boundaries).
● Strong support of data type checking within the language and the possibility to define

additional data types and checking for them. Conversion between data types is possible
with explicit casts. Elaborated constructed for Pointers (locator data) and address arithmetic.
For instance, C->B->A may be directly referenced as A if C is declared as a pointer to B
and B as a pointer to A. The compiler is also capable of adding offsets correctly within data
areas (if appropriate declarations have been provided).

● Direct access to processor registers. Variables can be declared as of type "register".
Conventions for using registers are described, for example, in [PLX.PRI]☝, page 2-21
"Register Conventions", where the standard registers for passing parameter lists, return
codes and return addresses are explained. Registers can be blocked by programmers, so
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that the compiler will not generate code to use such registers as fast intermediate storage,
and can be freed (attributes "Restricted" and UnRestricted", set with instructions "Declare"
and "Respecify").

● Inclusion of assembler instructions in PL/X code, either with the GENERATE instruction or
directly for certain assembler instructions (see e.g., [PLX.PRI]☝, chapter 9 "The GENERATE
Facility").

● Additional entry points in procedures.
● Nested procedures, i.e., defining a procedure within another procedure, thus extending

the scope of the outer procedure's variables into the inner procedure.
● Overloading procedures, i.e., defining procedures that execute different procedures

depending on the number or type arguments they have been called with, allowing the
compiler to decide on a "best match" for the procedure to be involved.

● PL/X also lacks certain features, which are usually not required as language constructs in
system programming: "PL/X-390 does not provide for floating point or decimal arithmetic,
and it does not contain any I/O capabilities. However, this is not to say you cannot provide
for floating point, or decimal, or I/O facilities in your program.", [PLX.PRI]☝, chapter 1 "The
PL/X-390 language"). Another language feature missing is array bound checking during
runtime.

The PL/X 390 compiler supports multiple levels of optimization as indicated in [PLX.GEN]☝ chapter
3 "Optimization". Compiler directives (including optimization levels) are part of the source code of
a PL/X program.
PL/X comes with Macro preprocessor, much like language pre-processors known from C compilers.
Macro processing allows developers to define macro variables and include code frommacro libraries
to modify the source code from macro process is similar to what the C/C++ preprocessor provides
in terms of macro processing and inclusion of other source files.
The compiler generates assembler code that is translated into object code by High-Level Assembler
either in distinct steps or by directly invoking the assembler.
The developer provided the following documentation on the PL/X programming languages:
IBM REXX
REXX (Restructured eXtended eXecutor) is a general purpose programming language with the usual
structured-programming instructions such as IF, DO WHILE, LEAVE, and a number of useful built-in
functions (especially string and word processing) like standard languages. REXX combines the
simplicity of a language such as BASIC with the ability to write fewer lines like a more powerful
language.
A REXX program is processed by an interpreter line-by-line and word-by-word without first being
translated to another compiled form, e.g., machine language. Such that it is an interpreted and
compiled language, a REXX program doesn't need to be compiled before executing, however, one
can choose to compile it from executing it to reduce processing time. The REXX Compiler is available
on z/VM.
REXX is built-in feature of z/VM, thus there is no installation process or separate environment. A
REXX program can invoke CMS and CP commands. REXX is also largely used by the z/VM developers
to develop build tools for the TOE source code.
REXX implements many standard features and structured-programming instructions found in other
programming languages but it also implements specific features that are particular for system
programming tasks that require access to system properties and hardware features. The specific
features include the following:
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● No mechanism for declaring variables - variables may be documented and initialized at
the start of a program and implicit declarations occurring during execution.

● Free format - REXX imposes no restrictions on program format.
● Has no limit to length of the values of variables but restricted to storage availability.

The developer provided the following documentation about REXX:
● IBM z/VM Version 7 Release 1 REXX/VM User's Guide, [REXXREF]☝
● IBM z/VM Version 7 Release 1 REXX/VM Reference [REXXUG]☝

In addition, the development of z/VM heavily utilizes the Endicott Development Library (EDL) which
is the Programming Development Library (PDL) based development tool developed internally which
incorporates shared file system (SFS) as the library repository. ELD offers a user interface that
consists of the following components:

● Task Oriented Menus - provides description of various tasks that are available to the user
● Prompt Panels
● Command Interface

With respect to source code compilation, EDL supports several compilers, e.g., PLX, ASSEMBLE,
REXX). The EDL allows the user to compile any part of the source code in the EDL library using the
EDL COMPILE or EDL BUILD command. Additionally, EDL provides special instructions to be considered
when compiling CP parts, processing compiled REXX parts, or compiling with SPA.
The developer provided the following documentation on the EDL:

● EDL User Education, May 6, 2011, [EDL.EDU]☝
● VM Development Process, EDL, & the EDL Library structure, [EDL.PROC]☝
● EDL Release 3.0 User's Guide Release, [EDL.UG]☝
● EDL Release 3.0 User's Reference, [EDL.REF]☝
● EDL Release 3.0 Administrator's Reference, [EDL.REFA]☝

The above various sets of documentation are related to the TOE platforms and development
environments. Together with the guidance provided in [SCG]☝, they provide guidance about the
environment to ensure that buffer overflow protection mechanisms in the environment(s) are
invoked which is enabled on by default as well guidance on setting applicable compilers and linker
flags, etc.
According to [ST.VPP]☝, the TOE is "z/VM Version 7 Release 2 for VPP" and claims exact conformance
to [BVPPv1.0]☝. The exact conformance requires the TOE to be capable of providing/supporting the
TSF defined in the aforementioned PP. As assessed in the work units of ALC_CMS.1, the evaluator
found that the provided TOE documentation associated with the TOE contains unique identification
which is "z/VM Version 7 Release 2" as a full name or "z/VM 7.2" as a short name, for example, in
the [SCG]☝.
Futhermore, the evaluator determined (as also confirmed in the previously completed EAL4
evaluation) that although the set of REXX documentation is related to a previous version of the
product they remain valid until further notice from the developer.

2.2.3 Tests (ATE)

2.2.3.1 Independent testing - conformance (ATE_IND.1)
Assurance Activity AA-ATE_IND.1-ATE-01
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The evaluator shall prepare a test plan and report documenting the testing aspects of the system. While it is not
necessary to have one test case per test listed in an Assurance Activity, the evaluators must document in the test plan
that each applicable testing requirement in the ST is covered.

The Test Plan identifies the platforms to be tested, and for those platforms not included in the test plan but included
in the ST, the test plan provides a justification for not testing the platforms. This justification must address the differences
between the tested platforms and the untested platforms, and make an argument that the differences do not affect
the testing to be performed. It is not sufficient to merely assert that the differences have no affect; rationale must be
provided. If all platforms claimed in the ST are tested, then no rationale is necessary.

The test plan describes the composition of each platform to be tested, and any setup that is necessary beyond what
is contained in the AGD documentation. It should be noted that the evaluators are expected to follow the AGD
documentation for installation and setup of each platform either as part of a test or as a standard pre-test condition.
This may include special test drivers or tools. For each driver or tool, an argument (not just an assertion) is provided
that the driver or tool will not adversely affect the performance of the functionality by the TOE and its platform. This
also includes the configuration of cryptographic engines to be used. The cryptographic algorithms implemented by
these engines are those specified by this PP and used by the cryptographic protocols being evaluated (IPsec, TLS/HTTPS,
SSH). The test plan identifies high-level test objectives as well as the test procedures to be followed to achieve those
objectives. These procedures include expected results. The test report (which could just be an annotated version of
the test plan) details the activities that took place when the test procedures were executed, and includes the actual
results of the tests. This shall be a cumulative account, so if there was a test run that resulted in a failure; a fix installed;
and then a successful re-run of the test, the report would show a “fail” and “pass” result (and the supporting details),
and not just the “pass” result.

Summary
The test plan and report consists of an HTML file (zVM-master). It describes the configuration of
the tests system, which has been prepared based on the Common Criteria Administration Guidance
([SCG]☝) as well as section 1.5.4 in [ST.VPP]☝. All tests are specified, or references to test scripts
are given. The test information has an introductory paragraph that refers to the ST SFR under test.
The test plan also contains a separate section for each test, where the tester notes the actual test
results, which have been obtained during the test run.
The following is an overview of the information that is stated in the test plan, section "Setup and
General Expectations":
Configuration
The detailed configuration followed the setup requirements in the Common Criteria Administration
Guidance [SCG]☝ and [ST.VPP]☝, section 1.5.4:
Software Components
The Target of Evaluation, IBM z/VM Version 7 Release 2, requires the following software components
to be installed, enabled, and configured:

● CMS for operating RACF and TCP/IP
● Control Program (CP)
● RACF Security Server feature
● TCP/IP for z/VM

Apart from these required elements, the following elements may be used in the system:
● TLS support for the network communication
● SSI feature selected at installation time

The following PTFs must be installed for the TOE:
● RSU1 and the APAR PH24751 (for FIPS 140-2 compliance), the PTF for APAR PH28216 (for

OCSP support), and the PTF for APAR VM66540 (for direct-to-host download support)
Software Privileges
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The following description defines an unprivileged and a privileged user.
An unprivileged user is defined as a virtual machine which (these options are documented in the
guidance):

● Has AT MOST the CP commands available in IBM-defined privilege class G (it may have
fewer)

● Does not have SPECIAL, group-SPECIAL, CLAUTH, AUDITOR or group-AUDITOR, OPERATIONS
or group-OPERATIONS authority to RACF

● Does not have COMSRV, DIAG88, DIAG98, DEVMAINT, MAINTCCW, or SETORIG options in
its CP directory entry.

● Does not have access to the VM directory (source or object forms)
● Does not have read-write access to the PARM disk(s), or other system areas of CP-owned

volumes
● Does not have read-write access to the source or object code of CP, CMS, RACF, or VM

TCP/IP.
● Does not have read-write access to the RACF database.
● Does not have read-write access to the RACF audit trail.
● Does not have OBEY authority for VM TCP/IP or other form of administrative authority over

a virtual machine that has any of the special privileges described above.
All other virtual machines are considered to be Trusted Users or Administrators. A Trusted User has
access to additional sensitive resources, system services or commands, but cannot alter it's own
configuration or bypass DAC controls of resources it does not own, and change ownership of system
resource .
Software Configuration
The TOE software components allow a broad range of configuration possibilities. However, to
implement all security requirements, restrictions on the configuration must be made.
The Secure Configuration Guide provides instructions and constraints for the evaluated configuration.
Hardware configurations
The following assumptions about the technical environment of the TOE are made.
In this ST, the TOE is seen as an SSI cluster formed by one or more instances of z/VM. z/VM executes
on an abstract machine as the sole operating system and exercising full control over this abstract
machine. This abstract machine can be provided by one of the following: a logical partition provided
by a certified version of PR/SM on an IBM z System processor:

● IBM Z z14 with CPACF Enablement Feature 3863 active
The abstract machine itself is not part of the TOE, rather, it belongs to the TOE environment.
Nevertheless the correctness of separation and memory protection mechanisms implemented in
the abstract machine is analyzed as part of the evaluation since those functions are crucial for the
security of the TOE.
The following peripherals can be used with the TOE preserving the security functionality:

● all terminals supported by the TOE
● all storage devices supported by the TOE
● all network adapters supported by the TOE

The evaluator determined that this configuration is consistent with the one that was used for testing,
as the changes introduced by the additional updates do not affect the TSF and thus do not invalidate
the test results.
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General test structure
All tests are specified, or references to test scripts are given. The test information has an introductory
paragraph that refers to the ST SFR under test. The test plan also contains a separate section for
each test, where the tester documents the test result.
Test Tools
The evaluator used ample self constructed tools and utilities that support or perform the test. These
tools used the TOE in the intended manner as only published interfaces and options of the TOE
were used, so no adverse impact of the performance or the functionality by the TOE could be
identified. In particular there were no debug or specifically trace enabled TOE binaries used, specific
tools were either compiled or used one of the TOE provided interpreters.
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A Appendixes
A.1 References

Protection Profile for Virtualization Version 1.0BVPPv1.0
1.0Version
2016-11-22Date
https://www.niap-ccevs.org/MMO/PP/pp_base_virtualiza
tion_v1.0.pdf

Location

C/C++ Language Reference SC09-4815-30C.REF
SC09-4815-30Version
2020-10-05Date received
alc/C/[C.REF] XL C_C++ Language Version.pdfFile name

C/C++ for z/VM Run-Time Library Reference SC09-7624-05C.RTLIB
SC09-7624-05Version
December 2011Date
alc/C/[C.RTLIB] XL IBM C_C++ for zVM Run-Time Library Refer
ence.pdf

File name

C/C++ for z/VM User's Guide SC09-7625-02C.UG
SC09-7625-02Version
2011Date
alc/C/[C.UG] XL C_C++ for zVM User Guide.pdfFile name

Common Criteria for Information Technology Security EvaluationCC
3.1R4Version
September 2012Date
http://www.commoncriteriaportal.org/files/ccfiles/CC
PART1V3.1R4.pdf

Location

http://www.commoncriteriaportal.org/files/ccfiles/CC
PART2V3.1R4.pdf

Location

http://www.commoncriteriaportal.org/files/ccfiles/CC
PART3V3.1R4.pdf

Location

CC and CEM addenda - Exact Conformance, Selection-Based SFRs, Optional
SFRs

CCDB-2017-05-17

0.5Version
2017-05-17Date
https://www.commoncriteriaportal.org/files/ccfiles/CCDB-2017-
05-17-CCaddenda-Exact_Conformance.pdf

Location

Clarification of testing for FDP_RIP_EXT.2CCEVS-TD0139
2017-01-19Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0139

Location

Testing for Non-Existence of Disconnected Virtual DevicesCCEVS-TD0206
2017-05-05Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0206

Location
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ALC Assurance Activities for Server Virtualization and Base Virtualization
PPs

CCEVS-TD0230

2017-09-06Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0230

Location

Applicability of FTP_ITC_EXT.1CCEVS-TD0249
2017-11-14Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0249

Location

Hypercall Controls - FPT_HCL_EXT.1 ClarificationCCEVS-TD0250
2017-11-14Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0250

Location

Clarification of Auditable Events for FPT_RDM_EXT.1CCEVS-TD0264
2017-12-07Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0264

Location

AD Server configuration in FMT_MOF_EXT.1CCEVS-TD0360
2018-09-28Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0360

Location

Access Banner and applicability to programmatic interfacesCCEVS-TD0363
2018-10-05Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0363

Location

Modification to Cipher Suites for TLSCCEVS-TD0431
2019-07-30Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0431

Location

Corrections to FIA_AFL_EXT.1CCEVS-TD0432
2019-07-16Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0432

Location

FPT_VDP_EXT.1 Clarification for Assurance ActivityCCEVS-TD0443
2019-08-21Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0443

Location

Updates to Certificate Revocation (FIA_X509_EXT.1)CCEVS-TD0526
2020-07-01Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0526

Location
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Security Objectives Rationale, SFR Rationale, and Implicitly Satisfied
SFRs

CCEVS-TD0567

2021-01-28Date
https://www.niap-ccevs.org/Documents_and_Guid
ance/view_td.cfm?TD=0567

Location

Common Methodology for Information Technology Security EvaluationCEM
3.1R4Version
September 2012Date
http://www.commoncriteriaportal.org/files/ccfiles/CEMV3.1R4.pdfLocation

z/VM: CP Commands and Utilities ReferenceCP.CURG
SC24-6268-06Version
September 2020Date
agd/manuals/hcpb7_v7r2.pdfFile name

z/VM: CP Planning and AdministrationCP.PA
SC24-6271-05Version
September 2020Date
agd/manuals/hcpa5_v7r2.pdfFile name

z/VM: CP Programming ServicesCP.PS
SC24-6272-04Version
September 2020Date
agd/manuals/hcpb4_v7r2.pdfFile name

EDL User EducationEDL.EDU
2011-05-06Date
alc/[EDL.EDU] EDL User Education.pdfFile name

VM Development process, EDL, and the EDL library structure, for a new
release (CP & 6.3.0)

EDL.PROC

2013-06-18Date
alc/[VMDEV] VM Development process.pdfFile name

EDL User's ReferenceEDL.REF
Release 3Version
2017-08-07Date
alc/[EDL.REF] EDL User Reference.pdfFile name

EDL Administrator's ReferenceEDL.REFA
3.0Version
2017-08-16Date
alc/[EDL.REFA] EDL Administrator Reference.pdfFile name

EDL User's GuideEDL.UG
Release 3.0Version
2011-05-06Date
alc/[EDL.UG] EDL User Guide.pdfFile name

HLASM General Information GC26-4943-087HLA.GEN
Release 6, GC26-4943-08Version
2015Date
alc/HLA/[HLA.GEN] HLASM General Information.pdfFile name
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HLASM Installation and Customization Guide SC26-3494-06HLA.IC
Release 6, GC26-4943-07Version
2017-10-11Date received
alc/HLA/[HLA.IC] HLASM Installation and Customization.pdfFile name

HLASM Toolkit Feature Interactive Debug Facility Reference Summary
GC26-8712-08

HLA.IRS

Release 6, GC26-8712-08Version
2020-08-30Date received
alc/HLA/[HLA.IRS] HLASM Interactive Debug Facility Reference
Summary.pdf

File name

HLASM Programmer Guide SC26-4941-08HLA.PG
Release 6, SC26-4941-08Version
2020-08-30Date received
alc/HLA/[HLA.PG] HLASM Programmer Guide.pdfFile name

HLASM Language Reference SC26-4940-08HLA.REF
Release 6, SC26-4940-08Version
2020-08-30Date received
alc/HLA/[HLA.REF] HLASM Language Reference.pdfFile name

HLASM Toolkit Feature Users Guide GC26-8710-12HLA.TFUG
Release 6, GC26-8710-12Version
2020-08-30Date received
alc/HLA/[HLA.TFUG] HLASM Toolkit Feature User Guide.pdfFile name

HLASM Toolkit Feature Installation and Customization Guide SC26-3494-07HLA.TICG
Release 6, SC26-3494-07Version
2020-08-30Date received
alc/HLA/[HLA.TICG] HLASM Toolkit Installation and Customiza
tion.pdf

File name

HLASM Toolkit Feature Interactive Debug Facility User's Guide
GC26-8709-09

HLA.TIUG

Release 6, GC26-8709-09Version
2020-08-30Date received
alc/HLA/[HLA.TIUG] HLASM Interactive Debug Facility User
Guide.pdf

File name

Scheme Information Notice No. 1/13 - Changes to LGP1OCSI-NIS01
1.0Version
2013-11-01Date

Scheme Information Notice No. 2/13 - Changes to LGP2OCSI-NIS02
1.0Version
2013-11-01Date

Scheme Information Notice No. 3/13 - Changes to LGP3OCSI-NIS03
1.0Version
2013-11-01Date
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Programming Language / Cross Systems for System/390 Version 2 Release
4.0 - PL/X-390 General Information

PLX.GEN

Version 2 Release 4.0, ZH52-1348-00Version
March 2002Date
alc/PLX/[PLX.GEN] PLX-390 General Information.pdfFile name

Programming Language / Cross Systems for System/390 Version 2 Release
4.0 - PL/X-390 Installation and Customization Guide

PLX.ICG

Version 2 Release 4.0, ZH52-1356-00Version
2006-12-27Date
alc/PLX/[PLX.ICG] PLX-390 Installation and Customization
Guide.pdf

File name

Programming Language / Cross Systems for System/390 Version 2 Release
4.0 - PL/X-390 Messages

PLX.MSG

Version 2 Release 4.0, ZH52-1352-00Version
2006-12-27Date
alc/PLX/[PLX.MSG] PLX-390 Messages.pdfFile name

Programming Language / Cross Systems for System/390 Version 2 Release
4.0 - PL/X-390 Programmer's Guide

PLX.PG

Version 2 Release 4.0, ZH52-1350-00Version
2007-01-08Date
alc/PLX/[PLX.PG] PLX-390 Programmers Guide.pdfFile name

Programming Language / Cross Systems for System/390 Version 2 Release
4.0 - PL/X-390 Primer

PLX.PRI

Version 2 Release 4.0, ZH52-1353-00Version
2020-05-30Date received
alc/PLX/[PLX.PRI] PLX-390 Primer.pdfFile name

PL/X390 Programming Techniques ZZ26-3806-03PLX.PT
Version 2 Release 4.0, ZH52-1354-00Version
2020-05-30Date received
alc/PLX/[PLX.PT] PLX-390 Programming Techniques.pdfFile name

Programming Language / Cross Systems for System/390 Version 2 Release
4.0 - PL/X-390 Language Reference

PLX.REF

Version 2 Release 4.0, ZH52-1349-00Version
2007-01-08Date
alc/PLX/[PLX.REF] PLX-390 Language Reference.pdfFile name

Programming Language / Cross Systems for System/390 Version 2 Release
4.0 - PL/X-390 Transition Guide

PLX.TG

Version 2 Release 4.0, ZH52-1355-00Version
2006-12-28Date
alc/PLX/[PLX.TG] PLX-390 Transition Guide.pdfFile name

z/VM: RACF Security Server Auditor's GuideRACF.AUG
SC24-6305-01Version
September 2020Date
agd/manuals/icha8_v7r2.pdfFile name
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z/VM: RACF Security Server Command Language ReferenceRACF.CMD
SC24-6306-03Date
agd/manuals/icha4_v7r2.pdfFile name

z/VM: RACF Security Server Security Administrator's GuideRACF.SAG
SC24-6311-02Version
September 2020Date
agd/manuals/icha7_v7r2.pdfFile name

REXX/z/VM ReferenceREXXREF
z/VMVersion 7 Release 2REXX/VM ReferenceIBMSC24-6314-01Version
2020-09-20Date received
alc/REXX/zVM720 REXX VM Reference SC24-6314-01.pdfFile name

REXX/VM User's GuideREXXUG
SC24-6315-01Version
2020-09-20Date received
alc/REXX/zVM720 REXX VM User Guide SC24-6315-01.pdfFile name

Systems/C C Compiler ManualSC.CM
1.85Version
2006Date
alc/SystemC/[SC.CM] SystemsC C Manual.pdfFile name

Systems/C C Library ManualSC.LM
1.85Version
2006Date
alc/SystemC/[SC.LM] SystemsC C Library Manual.pdfFile name

Systems/C C Utilities ManualSC.UM
1.85Version
2006Date
alc/SystemC/[SC.UM] SystemsC C Utilities Manual.pdfFile name

z/VM Version 7 Release 2 Secure Configuration GuideSCG
SC24-6323-03Version
2022-05-12Date
agd/VPP/hcps0_v7r2.pdfFile name

Description of SHOPZ FunctionsSHOPZ
2021-12-09Date received
agd/[SHOPZ].zipFile name

IBM z/VM Version 7 Release 2 for VPP Security TargetST.VPP
1.0Version
2022-05-16Date
ase/zVM7R2_ST_1.0.pdfFile name

Extended Package for Server Virtualization Version 1.0SVEPv1.0
1.0Version
2016-11-22Date
https://www.niap-ccevs.org/MMO/PP/ep_sv_v1.0.pdfLocation

Status: DRAFT
Page 72 of 77

Classification: Public
Copyright © 2022 atsec information security GmbH

Version 1
Last update: 2022-06-22

IBM Corporation
Assurance Activity Report

Cert. ID: OCSI-CERT-ATS-04-2021

https://www.niap-ccevs.org/MMO/PP/ep_sv_v1.0.pdf


z/VM: TCP/IP Planning and CustomizationTCP.PAC
SC24-6331-04Version
September 2020Date
agd/manuals/kill0_v7r2.pdfFile name

z/VM: TCP/IP Programmer's ReferenceTCP.PR
SC24-6332-03Version
September 2020Date
agd/manuals/kiml0_v7r2.pdfFile name

z/VM: TCP/IP User's GuideTCP.UG
SC24-6333-03Date
agd/manuals/kijl0_v7r2.pdfFile name

VS Pascal Application Programming Guide SC26-4319-1VSP.APG
2Version
December 1988Date
alc/VSP/[VSP.APG] VS Pascal Application Programming Guide.pdfFile name

VS Pascal General Information GC26-4318-1VSP.GEN
2Version
December 1988Date
alc/VSP/[VSP.GEN] VS Pascal General Information.pdfFile name

VS Pascal Installation and Customization for VM SC26-4342-1VSP.ICVM
2Version
December 1988Date
alc/VSP/[VSP.ICVM] VS Pascal Installation and Customization for
VM.pdf

File name

VS Pascal Language Reference SC26-4320-1VSP.REF
1Version
December 1988Date
alc/VSP/[VSP.REF] VS Pascal Language Reference.pdfFile name

VS Pascal Reference Summary SX26-3760-1VSP.RS
December 1988Date
alc/VSP/[VSP.RS] VS Pascal Reference Summary.pdfFile name

VS Pascal Specifications GC26-4317-1VSP.SPEC
December 1988Date
alc/VSP/[VSP.SPEC] VS Pascal Specification.pdfFile name

Status: DRAFT
Page 73 of 77

Classification: Public
Copyright © 2022 atsec information security GmbH

Version 1
Last update: 2022-06-22

IBM Corporation
Assurance Activity Report

Cert. ID: OCSI-CERT-ATS-04-2021



A.2 Glossary
Augmentation

The addition of one or more requirement(s) to a package.
Authentication data

Information used to verify the claimed identity of a user.
Authorised user

A user who may, in accordance with the SFRs, perform an operation.
Class

A grouping of CC families that share a common focus.
Component

The smallest selectable set of elements on which requirements may be based.
Connectivity

The property of the TOE which allows interaction with IT entities external to the TOE. This
includes exchange of data by wire or by wireless means, over any distance in any
environment or configuration.

Dependency
A relationship between components such that if a requirement based on the depending
component is included in a PP, ST or package, a requirement based on the component that
is depended upon must normally also be included in the PP, ST or package.

Deterministic RNG (DRNG)
An RNG that produces random numbers by applying a deterministic algorithm to a randomly
selected seed and, possibly, on additional external inputs.

Element
An indivisible statement of security need.

Entropy
The entropy of a random variable X is a mathematical measure of the amount of information
gained by an observation of X.

Evaluation
Assessment of a PP, an ST or a TOE, against defined criteria.

Evaluation Assurance Level (EAL)
An assurance package, consisting of assurance requirements drawn from CC Part 3,
representing a point on the CC predefined assurance scale.

Evaluation authority
A body that implements the CC for a specific community by means of an evaluation scheme
and thereby sets the standards and monitors the quality of evaluations conducted by bodies
within that community.

Evaluation scheme
The administrative and regulatory framework under which the CC is applied by an evaluation
authority within a specific community.

Exact conformance
a subset of Strict Conformance as defined by the CC, is defined as the ST containing all of
the requirements in the Security Requirements section of the PP, and potentially requirements
from Appendices of the PP. While iteration is allowed, no additional requirements (from the
CC parts 2 or 3) are allowed to be included in the ST. Further, no requirements in the Security
Requirements section of the PP are allowed to be omitted.
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Extension
The addition to an ST or PP of functional requirements not contained in Part 2 and/or
assurance requirements not contained in Part 3 of the CC.

External entity
Any entity (human or IT) outside the TOE that interacts (or may interact) with the TOE.

Family
A grouping of components that share a similar goal but may differ in emphasis or rigour.

Formal
Expressed in a restricted syntax language with defined semantics based on well-established
mathematical concepts.

Guidance documentation
Documentation that describes the delivery, preparation, operation, management and/or use
of the TOE.

Identity
A representation (e.g. a string) uniquely identifying an authorised user, which can either be
the full or abbreviated name of that user or a pseudonym.

Informal
Expressed in natural language.

Object
A passive entity in the TOE, that contains or receives information, and upon which subjects
perform operations.

Operation (on a component of the CC)
Modifying or repeating that component. Allowed operations on components are assignment,
iteration, refinement and selection.

Operation (on an object)
A specific type of action performed by a subject on an object.

Operational environment
The environment in which the TOE is operated.

Organisational Security Policy (OSP)
A set of security rules, procedures, or guidelines imposed (or presumed to be imposed) now
and/or in the future by an actual or hypothetical organisation in the operational environment.

Package
A named set of either functional or assurance requirements (e.g. EAL 3).

PP evaluation
Assessment of a PP against defined criteria.

Protection Profile (PP)
An implementation-independent statement of security needs for a TOE type.

Random number generator (RNG)
A group of components or an algorithm that outputs sequences of discrete values (usually
represented as bit strings).

Refinement
The addition of details to a component.

Role
A predefined set of rules establishing the allowed interactions between a user and the TOE.
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Secret
Information that must be known only to authorised users and/or the TSF in order to enforce
a specific SFP.

Secure state
A state in which the TSF data are consistent and the TSF continues correct enforcement of
the SFRs.

Security attribute
A property of subjects, users (including external IT products), objects, information, sessions
and/or resources that is used in defining the SFRs and whose values are used in enforcing
the SFRs.

Security Function Policy (SFP)
A set of rules describing specific security behaviour enforced by the TSF and expressible as
a set of SFRs.

Security objective
A statement of intent to counter identified threats and/or satisfy identified organisation
security policies and/or assumptions.

Security Target (ST)
An implementation-dependent statement of security needs for a specific identified TOE.

Seed
Value used to initialize the internal state of an RNG.

Selection
The specification of one or more items from a list in a component.

Semiformal
Expressed in a restricted syntax language with defined semantics.

ST evaluation
Assessment of an ST against defined criteria.

Subject
An active entity in the TOE that performs operations on objects.

Target of Evaluation (TOE)
A set of software, firmware and/or hardware possibly accompanied by guidance.

TOE evaluation
Assessment of a TOE against defined criteria.

TOE resource
Anything useable or consumable in the TOE.

TOE Security Functionality (TSF)
A set consisting of all hardware, software, and firmware of the TOE that must be relied upon
for the correct enforcement of the SFRs.

Transfers outside of the TOE
TSF mediated communication of data to entities not under control of the TSF.

True RNG (TRNG)
A device or mechanism for which the output values depend on some unpredictable source
(noise source, entropy source) that produces entropy.
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Trusted channel
A means by which a TSF and a remote trusted IT product can communicate with necessary
confidence.

Trusted path
A means by which a user and a TSF can communicate with necessary confidence.

TSF data
Data created by and for the TOE, that might affect the operation of the TOE.

TSF Interface (TSFI)
A means by which external entities (or subjects in the TOE but outside of the TSF) supply
data to the TSF, receive data from the TSF and invoke services from the TSF.

User
See external entity

User data
Data created by and for the user, that does not affect the operation of the TSF.
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