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NIAP Progress Report – First Quarter 2016 

1 January – 31 March 2016 

The NIAP evaluation scheme participants and partners continue to experience an even greater activity 

level than in 2015, with a significant number of achievements, and the likelihood of increased activity 

and improvements in the coming year. 

Protection Profiles (PPs)  

Four new Extended Packages (EPs) were completed for Network Encryption, Remote Access, Wireless 

LAN, and Intrusion Detection/Intrusion Prevention (IDS/IPS) technology types.   

Each of the EPs extends their baseline PP with additional Security Functional Requirements and 

Assurance Activities.  Products undergoing evaluation (i.e., Targets of Evaluation) implement the 

functionality in the selected applicable baseline PP with the additional functionality of the EP. 

EPs Completed 1st Quarter 2016 

MACsec Ethernet Encryption: Extends the baseline Network Device collaborative PP (cPP).   The 
revision to the previous release of this EP clarified and expanded requirements for this technology.  

Secure Shell (SSH): Extends the baseline for Application Software (App), General-Purpose 
Operating Systems (GPOS), or Mobile Device Management (MDM) PPs. 

Wireless LAN (WLAN):  Extends the OS PP when the WLAN client is installed on an operating 
system that is evaluated against that PP.  Extends the MDF PP when the WLAN client is installed on a 
self-contained mobile device evaluated against that PP. 

Intrusion Prevention Systems (IPS): Extends the baseline Network Device cPP (NDcPP) or 
Firewall cPP. This revision to the previous release of the EP includes an added extension to the 
Firewall cPP but introduces no new Security Functional Requirements. The Firewall cPP was added 
because the NDcPP duplicates all threats covered in the Firewall cPP. 

 
 

Nine technical communities are actively working on new PPs or updates to existing PPs. A new Client 

Virtualization PP is being developed in response to vendor interest.   Future plans are for a new base 

Virtualization PP with two new EPs: client and server.  New EPs are expected to be completed this 

summer for Wireless Intrusion Detection System (WIDS) and Enterprise Session Controller (ESC), an EP 

to Network Device collaborative PP.  The WIDS PP enables vendors to submit Wireless Intrusion 

Detection evaluated products for inclusion in the Commercial Solutions for Classified (CSfC) capability 

packages, available to U.S. government procurers.  The ESC PP will replace the current Session Initiation 

Protocol (SIP) server PP and responds to industry development trends. 

PP updates that are also expected to be completed this spring or summer, in response to current 

industry standards, are as follows: VPN Client (EP), Mobile Device Fundamentals (MDF) PP, versions 3 
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and 4; Mobile Device Management (MDM) PP; and Certificate Authority PP.  The VoIP Endpoint PP is 

being updated to include video (VVoIP).   

Evaluations 

A total of 28 new evaluations were completed during the first quarter of 2016 – more than in any other 

quarter since the inception of the PP-based evaluation paradigm. With the increasing number of PPs 

against which products can be evaluated, and the growing number of industry partners, this trend of 

increasing numbers of evaluations is expected to continue.     

This quarter marks the first time evaluations have been conducted against the Peripheral Sharing Switch 
(PSS) PP.  The majority of completed evaluations this quarter were compliant with the recently 
sunsetted ND PP. Some evaluations were also against the Traffic Filter Firewall or the VPN Gateway 
Extended Packages to the ND PP.   Evaluations were also completed against the Mobile Device PP.  
 

 
    

Common Criteria Recognition Arrangement (CCRA)  

Collaborative Protection Profiles (cPPs) 

2016 marks the first year that contributing member nations have evaluated products against the 

international cPPs. NIAP was the first scheme to evaluate a product against the international Network 

Device cPP. Three evaluations were completed against this cPP this quarter.  One evaluation is in 

process and several products are expected to kick-off evaluations soon (currently in pre-evaluation).   

Some of the changes from the previous ND PP to the ND cPP are as follows: 

 Added events that require auditing and specifications for how the TOE handles the full audit log 

 References FIPS 186-4 for RSA, ECC, and FCC schemes 

 New requirements to ensure successful zeroization of the product 

 AES modes are now restricted to CBC and GCM 

 New certificate related requirements 

 New requirements for digital signature software updates 
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Figure 1.  Number of Evaluations Completed 
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 Administrator must now be able to query the currently running and most recently installed 

software version.   Simple hash was removed as an option for verifying the integrity of software 

updates.  

 Added and removed optional and selection-based requirements 

New CCRA Membership 

Two new countries have requested approval to join the CCRA and a decision is expected during the 2nd 

quarter of 2016. 

Infrastructure 

CCEVS Policy Letter 25, Terminated Evaluations: Limitations and Restrictions   

In an effort to maintain efficiency and expedience across all evaluations, NIAP has approved and 

published a new policy, setting new guidelines and limitations on all products previously terminated due 

to exceeding time limits within evaluation.  This new policy is consistent with NIAP’s emphasis that 

vendors enter the evaluation process with exact conformance to their selected applicable PP and with 

the expectation of the completing evaluations as close to 90 days as possible.  This policy provides 

added incentive for the timely completion of evaluations.  

Updated Policies Posted to NIAP Web Site 

NIAP has updated Publication #1, “Organization, Management, and Concept of Operations” and 

Publication #2, “Quality Manual and Standard Operating Procedures.”  These publications were updated 

to reflect the current paradigm regarding how NIAP functions as a Common Criteria evaluation and 

validation scheme.  All NIAP publications are mandatory for NIAP to remain compliant with the CCRA 

requirements, and ensure that NIAP processes are transparent and neutral.  

Outreach 

NIAP at RSA 

NIAP representatives met with numerous vendors on the expo floor at the RSA Conference, San 

Francisco (Feb 29-Mar 4, 2016). NIAP continued to educate the vendor community about the Common 

Criteria evaluation process and the U.S. policy requirement that National Security System departments, 

services, and agencies must procure only NIAP evaluated products.   

Certificates were presented to vendors and their evaluation lab representatives for the successful 

completion of evaluations by NSA/CSS Commercial Solutions Center Director, Mr. John Delong at a 

ceremony on the RSA expo floor.  Awardees were congratulated by Information Assurance Technical 

Director, Neil Ziring; and NIAP Director, Janine Pedersen.  
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NIAP at National Defense University 

NIAP staff provided a lecture on the history and mission of NIAP to a class of Chief Information Officers 

from various agencies at the National Defense University as part of their “Authorization to Operate” 

training module.  The presentation described the value of implementing NIAP-approved commercial IT 

products as part of government IT infrastructures to meet mission objectives in a secure manner and at 

an acceptable level of assurance, thus reducing mission risk and mitigating vulnerabilities. 

Into the Future 

The Validator/CCTL Workshop, scheduled for April 20, will bring together representatives from Common 

Criteria Testing Laboratories, validators, and NIAP staff members to discuss current issues and 

challenges, and attend training.  This semi-annual workshop is designed to enhance collaborations 

between key players in the NIAP validation scheme, and continue improvements the NIAP evaluation 

and validation process.  Subject Matter Experts participate in the workshop, contributing to discussions 

about policy and guidance, current and future Protection Profile development activities, and consistent 

reporting practices.  

The Technical Rapid Response Team (TRRT) Tool is nearly ready for formal release and is being piloted 

with a test group.  This tool is expected to be fully implemented by this summer.  The TRRT tool will 

simplify the coordination and tracking of vendor and Common Criteria Testing Lab inquiries.  The TRRT 

and validators will use a single portal to input, track, and respond to issues, facilitating a more 

streamlined evaluation and validation process.  


