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NIAP Progress Report – Second Quarter 2016 

1 April – 30 June 2016 

NIAP has continued to develop new and updated Protection Profiles, resulting in increased opportunities 

for evaluations across a growing number of technologies. Product evaluations continue at a steady pace 

and International Common Criteria Recognition Arrangement activities also reflect positive progress. 

NIAP infrastructure and collaboration activities continue to support efficiencies that will benefit all 

evaluation scheme stakeholders.   

Protection Profiles (PPs)  

Three PP updates were completed during this reporting period. The Mobile Device Fundamentals (MDF) 

PP (version 3.0) was published in early June. This updated PP clarifies requirements and assurance 

activities, mandates several objective requirements, and adds new objective requirements and Security 

Functional Requirements (SFRs) to support Bring Your Own Device (to the work environment). Numerous 

mobile device vendors reported that they were eagerly awaiting this release.  Mobile devices claiming 

conformance to the updated PP will ensure more robust security for customers. 

Updates were also completed for the Application Software PP (version 1.2) and the MACsec Ethernet 

Encryption EP (version 1.2), which extends the Network Device collaborative PP.  Each of the EPs 

extends their baseline PP with additional SFRs and Assurance Activities.  Products undergoing evaluation 

(i.e., Targets of Evaluation) implement the functionality in the selected applicable baseline PP with the 

additional functionality of the EP. 

Ten technical communities are actively working on new PPs or updates to existing PPs that are expected 

to be completed in the third quarter of 2016. 

 

PPs under Development 

Product New/Revision Technology Type  

VPN Client EP (version 1.0) New Virtual Private Network 

Wireless Intrusion Detection System EP (version 1.0) New IDS/IPS 

Enterprise Session Controller EP (version 1.0) New SIP Server  

Virtualization PP (version 1.0) New Virtualization 

Client Virtualization, version 1.0 New Virtualization 

Voice and Video over IP EP (version 1.0) New VoIP 

Mobile Device Management PP (version 3.0) Major Revision Mobility 

Mobile Device Management Agents EP (version 3.0)  Major Revision Mobility 

Certification Authorities PP (version 2.0) Major Revision Certificate Authority 
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Evaluations 

A total of 12 new evaluations were completed during this quarter – an increase in the number of 

evaluations for the same period in 2015. The previous two quarters reflected a surge in Network Device 

evaluations, coinciding with the sunset of the NIAP Network Device PP. 

 

 

The majority of evaluations completed in the 2nd quarter reflect industry’s response to the 

increased demand for mobile devices. 

 

 

Figure 2. Evaluations by Technology Area 
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Common Criteria Recognition Arrangement (CCRA)  

Collaborative Protection Profiles (cPPs) 

NIAP supports the development of international collaborative Protection Profiles (cPPs) within the 

CCRA. NIAP's long term goal is to replace sunsetted U.S. national PPs with cPPs that meet U.S. 

Government National Security System customer needs. Those cPPs that are determined to meet U.S. 

customer needs will have corresponding U.S. position statements posted on the CC portal.  If the U.S. 

endorses the resulting cPP, it will be posted on the NIAP listing of approved PPs. Products evaluated 

against a U.S. endorsed cPP that demonstrate exact conformance will be posted on the NIAP Product 

Compliant List.  

 

NIAP is participating in the development of two new cPPs: Application Software and Dedicated Security 

Components. Updates to the following cPPs are also underway: Network Device cPP (version 2.0.), and 

Full Drive Encryption (version 2.0.).  The international Technical Communities determine the schedule 

for development and completion of cPPs. 

U.S. Voted Common Criteria Development Board Chair  

NIAP, representing the U.S., attended the semiannual Common Criteria (CC) meetings in Seoul, South 

Korea in April. At that meeting, the U.S. agreed to serve as CC Development Board (CCDB) chair for a 

two-year term as part of the prescribed CCDB chair rotation. The U.S. replaces the United Kingdom in 

this role. The CCDB manages the technical work program for the maintenance and ongoing development 

of the CC and the Common Criteria Evaluation Methodology (CEM) and obtains agreement on the 

application of the CC and CEM to evaluations being carried out by the CCRA certificate producing 

nations to ensure harmonization across member nations. 

CCRA Membership Growth 

Singapore and Qatar have been approved to join the CCRA as Certificate Consuming participants. 

Acceptance of these nations into the CCRA will benefit the longevity and strength of the arrangement, 

increasing the number of CCRA participants to 27. 
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Infrastructure 

NIAP Product Compliant List (PCL) Changes 

During this reporting period, NIAP ceased listing products with Evaluation Assurance Levels (EALS) on 

the PCL as part of a two-year transition to align with the revised CCRA.  The assurance of commercial IT 

products available for U.S. National Security System customers is improved because of the requirement 

for exact compliance to specific corresponding PPs.  

Validator’s Workshop and Boot Camp  

The NIAP Validator/CCTL Workshop, held in April, brought together representatives from Common 

Criteria Testing Laboratories, validators, and NIAP staff members to discuss current issues and 

challenges, and participate in training.  This semiannual workshop is designed to enhance collaboration 

between key players in the NIAP validation scheme, and foster evaluation and validation process 

improvements.  Subject matter experts participated in the workshop, contributing to discussions about 

policy and guidance, current and future Protection Profile development activities, and consistent 

reporting practices. 

The Validator Boot Camp, also held in April, was designed to improve consistency and efficiency within 

NIAP product validations. Learning activities provided validators with the opportunity to address many 

of the common problems found within evaluation documents and to challenge their analytical skills. 

NIAP validators discussed recent NIAP process improvements and provided insights into known 

evaluation issues and suggestions for effectively resolving them. 

The Workshop and Boot Camp benefit all NIAP evaluation scheme stakeholders, ensuring consistency in 

evaluation results, enhancing validation efficiencies, and promoting greater information sharing to 

ensure technically sound, timely resolution of issues that arise during evaluations and validations.   

Collaborations and Outreach 

NIAP participated in the 2016 International Cryptographic Module Conference, held in Ottawa, Canada 

in May. NIAP briefed on collaborative efforts with the National Institute of Standards and Technology 

(NIST). The presentation addressed NIAP’s approach for cryptographic evaluations; specifically the use of 

NIST's Cryptographic Algorithm Verification Program (CAVP) and Cryptographic Module Verification 

Program (CMVP) to satisfy the cryptographic security functionality requirements in NIAP Common 

Criteria evaluations.  NIAP also participated in a panel discussion on the Value of Certification in Other 

Industry Verticals, such as Internet of Things, healthcare, and the financial sector. This three-day 

conference provided an opportunity to collaborate with vendors, test labs, various policy makers, and 

end users on cryptographic certification and the effect of technology advancements on the current 

evaluation paradigm. NIAP continues to receive support and praise for its efforts to engage the stake-

holder community. 
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Into the Future 

Information Assurance Symposium, Washington D.C. 

NIAP will have a strong presence at the August 2016 Information Assurance Symposium in Washington 

D.C. This National Security Agency (NSA)-sponsored event attracts approximately 2000 participants and 

provides the opportunity for representatives from industry, government, and academia to share 

information, best practices, and challenges in today’s cyber and IA environment. NIAP representatives 

will deliver the following presentations: 

 The Critical Role of Protection Profiles – An overview of the key CC evaluation scheme components 

and processes, including Technical Communities, the PP development process, and the role that PPs 

and evaluations play in shaping COTS product security functionality.   

 How the U.S. Government Expresses Requirements to Industry – A description of how PPs are 

developed to address U.S. government needs. The discussion will address how vendors utilize the 

NIST Cryptographic Algorithm Validation Program (CAVP) and the Cryptographic Module Validation 

Program (CMVP) to meet assurance activities that support cryptographic security functionality.  

NIAP will also describe how DoD-specific configurations are outlined in DoD Annexes that define 

DoD configuration settings for Common Criteria-evaluated products.  

 Automating Applications Testing – A discussion on benefits and potential for automating evaluation 

testing against the Application Software PP.  This automation will reduce the time and cost of 

evaluations and provide resulting incentive for vendors to have their products evaluated against the 

PP.    

NIAP will also moderate a panel discussion with representatives from NSA, Defense Information Systems 

Agency (DISA), and the Department of Defense, Chief Information Officer (DoD CIO) to describe ongoing 

progress toward streamlining product certifications for the benefit of U.S. Government IT product 

consumers and industry. 

NIAP Video Coming Soon 

NIAP is developing an animated video that provides introductory information on the NIAP evaluation 

scheme and the importance of the NIAP certification process. Look for this video later this year. 

 


