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1 Overview 

This document is a guide to the FireEye AX, CM, EX, FX, HX, NX, and VX Series Appliance v10.0.4 
implementation of the Common Criteria Network Device Protection Profile v2.2e (CC-NDPP). 

1.1 Supported Platforms 
Table 1- Supported Platforms 

Category Identifier 

Physical Appliances AX5600 CM4600 CM7600 CM9600 EX3600 EX5600 EX8600 FX6600 HX4600 NX2600 
NX3600 NX4600 NX5600 NX6600 NX8600 VX5600 VX12600 

Virtual Appliances CM1500V CM2500V CM7500V EX5500V FX2500V HX4502V HX4600V NX1500V 
NX2500V NX2550V NX4500V NX6500V NX7500V NX8500V NX10500V 

Software Version 10.0.4 

FireEye AX, CM, EX, FX, HX, NX, and VX Series are network devices comprised of hardware and 
software. The virtual devices as defined in Table 1 are considered virtual network devices as defined in 
Case 1 of NDcPP 2.2e running on general purpose hardware and virtualization system which are 
outside of the TOE. In the virtual case, the TOE boundary represents the virtual network device only. 
The hardware appliances are physical devices comprised of the TOE firmware running on bare metal, 
where the TOE boundary is inclusive of hardware and software. Please see Section 1.3 of ST (FireEye 
AX, CM, EX, FX, HX, NX, and VX Series Appliances running TRFEOS 10.0.4 Security Target) for additional 
details on the TOE models. 

The FireEye Malware Analysis (AX) series is a group of forensic analysis platforms that give security 
analysts hands-on control over powerful auto-configured test environments to safely execute and 
inspect advanced malware, zero-day and advanced persistent threat (APT) attacks embedded in Web 
pages, email attachments and files. 

FireEye Central Management (CM) series consolidates the administration, reporting and data sharing 
of the FireEye products in one easy-to-deploy, network-based solution. 

The FireEye Email Security (EX) Series Appliances are network devices that secure against advanced 
email attacks by using signature-less technology to analyze email attachments and quarantine 
malicious emails. 

The FireEye Threat Prevention (FX) platform protects data assets against attacks originating in a wide 
range of file types. Web mail, online file transfer tools, the cloud, and portable file storage devices can 
introduce malware that can then spread to file shares and content repositories. 

The FireEye Endpoint Security (HX) Appliances are network devices providing organizations with the 
ability to continuously monitor endpoints for advanced malware and indicators of compromise. 

FireEye Network Security (NX) is an effective cyber threat protection solution that helps organizations 
minimize the risk of costly breaches by accurately detecting and immediately stopping advanced, 
targeted and other evasive attacks hiding in Internet traffic. 

The FireEye Network Threat Prevention Platform (VX) identifies and blocks zero-day Web exploits, 
droppers (binaries), and multi-protocol callbacks to help organizations scale their advanced threat 
defenses across a range of deployments, from the multi-gigabit headquarters down to remote, branch, 
and mobile offices. FireEye Network with Intrusion Prevention System (IPS) technology further 
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optimizes spend, substantially reduces false positives, and enables compliance while driving security 
across known and unknown threats. 

Note: Each model of the TOE shares an identical codebase employing all NDcPP required functionality. 
Breach detection, email analysis, endpoint monitoring, IPS, malware analysis, and threat prevention 
features are not evaluated as part of the Common Criteria certification and are excluded by the 
evaluation. 

1.2 TOE Delivery 

For Physical Device: 

The TOE is delivered via commercial carrier (either FedEx or UPS). The TOE will contain a packing slip 
with the serial numbers of all shipped devices. The receiver must verify that the hardware serial 
numbers match the serial numbers listed in the packing slip. 

For Virtual Device: 

Vendor sends a welcome email to customers along with a link to download virtual image (OVA) files 
(e.g., for NX products,  https://cloud.fireeye.com/fenet/channel/stable/va/wmps/ 
[cloud.fireeye.com]). 

To download the virtual model image, customers must enter credentials, which they will be provided 
using an out-of-band mechanism. 

1.3 Assumptions 
The following assumptions are drawn directly from the [NDcPP]. 
 

Table 2 - Assumptions 

ID Assumption 
A.PHYSICAL_PROTECTION The Network Device is assumed to be physically protected in its 

operational environment and not subject to physical attacks that 
compromise the security or interfere with the device’s physical 
interconnections and correct operation. This protection is assumed to be 
sufficient to protect the device and the data it contains. As a result, the 
cPP does not include any requirements on physical tamper protection or 
other physical attack mitigations. The cPP does not expect the product to 
defend against physical access to the device that allows unauthorized 
entities to extract data, bypass other controls, or otherwise manipulate 
the device. For vNDs, this assumption applies to the physical platform on 
which the VM runs. 

A.LIMITED_FUNCTIONALITY The device is assumed to provide networking functionality as its core 
function and not provide functionality/services that could be deemed as 
general purpose computing. For example, the device should not provide a 
computing platform for general purpose applications (unrelated to 
networking functionality). 

If a virtual TOE evaluated as a pND, following Case 2 vNDs as specified in 
Section 1.2, the VS is considered part of the TOE with only one vND 
instance for each physical hardware platform. The exception being where 
components of a distributed TOE run inside more than one virtual machine 
(VM) on a single VS. In Case 2 vND, no non-TOE guest VMs are allowed on 

https://urldefense.com/v3/__https:/cloud.fireeye.com/fenet/channel/stable/va/wmps/__;!!Ie6nUkZk!r41ajYxmLYgxB_dFbFi9vcB9VAbYQRJ3NOlDLfV0bezY6HaXw37xV1Q2m__m9krVA18OR6YhPwfOk16dtqgbQ83ycxGA6-dz$
https://urldefense.com/v3/__https:/cloud.fireeye.com/fenet/channel/stable/va/wmps/__;!!Ie6nUkZk!r41ajYxmLYgxB_dFbFi9vcB9VAbYQRJ3NOlDLfV0bezY6HaXw37xV1Q2m__m9krVA18OR6YhPwfOk16dtqgbQ83ycxGA6-dz$
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the platform 

A.NO_THRU_TRAFFIC_PROTECTION A standard/generic Network Device does not provide any assurance 
regarding the protection of traffic that traverses it. The intent is for the 
Network Device to protect data that originates on or is destined to the 
device itself, to include administrative data and audit data. Traffic that is 
traversing the Network Device, destined for another network entity, is 
not covered by the ND cPP. It is assumed that this protection will be 
covered by cPPs and PP-Modules for particular types of Network Devices 
(e.g., firewall). 

A.TRUSTED_ADMINISTRATOR The Security Administrator(s) for the Network Device are assumed to be 
trusted and to act in the best interest of security for the organization. 
This includes appropriately trained, following policy, and adhering to 
guidance documentation. Administrators are trusted to ensure 
passwords/credentials have sufficient strength and entropy and to lack 
malicious intent when administering the device. The Network Device is 
not expected to be capable of defending against a malicious 
Administrator that actively works to bypass or compromise the security 
of the device. 
For TOEs supporting X.509v3 certificate-based authentication, the 
Security Administrator(s) are expected to fully validate (e.g. offline 
verification) any CA certificate (root CA certificate or intermediate CA 
certificate) loaded into the TOE’s trust store (aka 'root store', ' trusted CA 
Key Store', or similar) as a trust anchor prior to use (e.g. offline verification). 

A.REGULAR_UPDATES The Network Device firmware and software is assumed to be updated by 
an Administrator on a regular basis in response to the release of product 
updates due to known vulnerabilities. 

A.ADMIN_CREDENTIALS_SECURE The Administrator’s credentials (private key) used to access the Network 
Device are protected by the platform on which they reside. 

A.RESIDUAL_INFORMATION The Administrator must ensure that there is no unauthorized access 
possible for sensitive residual information (e.g. cryptographic keys, keying 
material, PINs, passwords etc.) on networking equipment when the 
equipment is discarded or removed from its operational environment. 

A.VS_TRUSTED_ADMINISTRATOR 
(applies to vNDs only) 

The Security Administrators for the VS are assumed to be trusted and to 
act in the best interest of security for the organization. This includes not 
interfering with the correct operation of the device. The Network Device 
is not expected to be capable of defending against a malicious VS 
Administrator that actively works to bypass or compromise the security 
of the device. 

A.VS_REGULAR_UPDATES The VS software is assumed to be updated by the VS Administrator on a 
regular basis in response to the release of product updates due to known 
vulnerabilities. 
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A.VS_ISOLATON For vNDs, it is assumed that the VS provides, and is configured to provide 
sufficient isolation between software running in VMs on the same 
physical platform. Furthermore, it is assumed that the VS adequately 
protects itself from software running inside VMs on the same physical 
Platform. 

A.VS_CORRECT_CONFIGURATION For vNDs, it is assumed that the VS and VMs are correctly configured to 
support ND functionality implemented in VMs. 

 

1.4 Organizational Security Policies 

The following Organizational Security Policies are drawn directly from the [NDcPP]: 

 
Table 3 - OSPs 

ID OSP 
P.ACCESS_BANNER The TOE shall display an initial banner describing restrictions of use, legal 

agreements, or any other appropriate information to which users consent 
by accessing the TOE. 

1.5 Operational Environment 

The TOE supports the following hardware, software, and firmware components in its operational 
environment. 

Table 4 - Required non-TOE Hardware/ Software/Firmware 

Component Usage/Purpose Description for TOE performance 

Virtual Hardware Virtual hardware provided by VMware vSphere ESXi 7.0 and Intel Xeon E5-4620 
v4 (Broadwell)  

Management Workstation 
with Web browser and 
SSH Client 

This includes any IT Environment Management workstation with an SSH client 
installed that is used by the TOE administrator to support TOE administration 
through SSH protected channels. Any SSH client that supports SSHv2 may be 
used. Any web browser that supports TLS 1.2 may be used. 

Audit server The syslog audit server is used for remote storage of audit records that have 
been generated by and transmitted from the TOE. The syslog server must 
support communications using TLS 1.2. 

NTP Server NTP server supporting SHA-1 integrity verification. 
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2 Initial Setup of the TOE 

The FireEye AX, CM, EX, FX, HX, NX, and VX Series devices must be given basic configuration via console 
connection prior to being connected to any network.  

2.1 Using the Console 

To access the CLI of the appliance using the console port, follow these steps: 

1. Connect the serial port of your computer directly to the DB-9 console port on the FireEye 
appliance. 

2. Open a terminal program on your system, such as Putty. 

3. Configure the serial communication settings of your program as follows: 

• Bits per second: 115,200 

• Data bits: 8 

• Stop bit: 1 

• Parity: None 

4. When prompted, enter your username and password.  

2.2 Basic Configuration 

To assign a hostname to the TOE: 

fireeye-Appliance(config) # hostname XXXX 

To assign an IP address to an interface: 

fireeye-Appliance(config) # interface ether1 ip address xxx.xxx.xxx.xxx 

/24 or 

fireeye-Appliance(config) # interface ether1 ip address xxx.xxx.xxx.xxx 

255.255.255.0 

To assign an IPv6 address and to enable the interface: 

fireeye-Appliance(config) # interface ether1 ipv6 address 

xxxx:xxxx:xxxx:xxxx::xxxx/64 

fireeye-Appliance(config) # interface ether1 ipv6 enable 

To verify the IPv4 and IPv6 interface status: 

fireeye-Appliance(config) # sh interface ether1 brief 

To assign a default gateway to the device: 

fireeye-Appliance(config) # ip default-gateway <IP address of default 

gateway> 

fireeye-Appliance(config) # ip default-gateway xxx.xxx.xxx.xxx 

To assign a name server: 
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fireeye-Appliance(config) # ip name-server <DNS Server IP address> 

fireeye-Appliance(config) # ip name-server xxx.xxx.xxx.xxx 

To save the configuration: 

fireeye-Appliance(config) # write memory 

Saving configuration file ... Done! 

2.3 For Virtual appliances 

Open Virtualization Format (OVF) is an open standard for various virtualization platforms and is used 
to package and distribute the software that runs on virtual machines. A virtual appliance is packaged 
as an OVA image, which is a compressed file containing the contents of an OVF folder. The OVF folder 
contains the Network Security, Central Management System, or File Protect software image as well as 
virtual machine files. You install a virtual appliance in a VMware ESXi host. 

Appliances on-premises deployment include ESXi, KVM, and Hyper-V.  

➢ To install a virtual appliance: 

• Log in to vSphere Client. 

• From the File menu, select Deploy OVF Template to start the wizard. 

 

 

• On the Source screen, paste the URL that Trellix FireEye provided that points to the OVA file 
containing the Central Management System, or File Protect system image, or click Browse and 
navigate to the OVA file stored in your file system, and then click Next. 
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• On the OVF Template Details screen, review the information. If the information is correct, click Next. 
Otherwise, click Back and enter the correct URL or path. 
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• On the Name and Location screen, enter a unique name that describes the virtual appliance. 
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• On the Disk Format screen, select Thin Provision, and then click Next. 

 

• On the Network Mapping screen, click Next to accept the default settings. 
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• On the Properties screen, you can complete fields to configure initial settings as described in Using 
the properties screen.  

(If you do not use this screen, you must type the values into the vSphere Client console manually, 
because you cannot paste into this console.) 

 

• On the Ready to Complete screen: 

o Verify the information. 

o (Optional) Select the Power on after deployment check box. 

o Click Finish. 

Note: You can use the system virtual bootstrap reset command to reset the Properties screen values after the 
virtual appliance is deployed and running. 

 

To perform the initial configuration of a virtual appliance: 

1. Log in to vSphere client. 
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2. In the left pane, expand the ESXi IP address and then select the virtual appliance. 

3. Click the Console tab. 

4.At the login prompt, enter admin. 

5. At the password prompt, enter admin. 

6. If prompted to change the password, configure a new password using the username admin 

password <new password> command. You will be logged out. Log in again with the new password. 
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3 Enabling CC-NDcPP Compliance Mode 

A FireEye appliance can be enabled to be compliant with the Network Device Collaborative Protection 

Profile (NDcPP) by either the command-line interface (CLI) or the web user interface (UI). 

Use the command-line interface to enable CC-NDcPP compliance, which performs the following: 

• Configures the certified cryptographic components. 

Note: After compliance has been enabled on an appliance per the below instructions, you must use SSH 
from a server or desktop that has the proper ciphers. For example: 

ssh –c aes128-ctr admin@xxx.xxx.xxx.xxx 

Otherwise, the connection might fail because the ciphers are incompatible. For example, you could see an error 
message like the following: 

no matching cipher found: aes256-gcm@openssh.com,aes128-gcm@openssh.com,aes256-
ctr,aes128-ctr 

Note: Running compliance apply after upgrade ensures that all new criteria or modified criteria are enforced. 
Upgrade does not automatically reapply compliance. 

3.1 Enabling CC-NDcPP Compliance Mode Using the Web UI1 

To enable CC-NDcPP compliance using the Web UI: 

• On the Web UI, select the Settings tab. 

• Select Compliance on the sidebar. 

• Click Enable FIPS + CC Compliance. 

• Click Reboot Now. 

• Check that there are tick icons in the FIPS column and CC-NDcPP columns on the 
settings in compliance page. 

3.2 Enabling CC-NDcPP Compliance Mode Using the CLI 

To enable CC-NDcPP compliance using the CLI: 

• Enable the CLI configuration mode: 

hostname > enable 

hostname # configure terminal 

• Bring the system into CC-NDcPP compliance: 

hostname (config) # compliance apply standard all 

or  

hostname (config) # compliance apply standard cc-ndcpp cipher-level 

                                                            
1 VX series appliances don’t support WEB UI feature 
 

mailto:admin@xxx.xxx.xxx.xxx
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compliant-security 

• Save your changes: 

hostname (config) # write memory 

• Restart the appliance: 

hostname (config) # reload 
 

• Verify that the appliance is compliant:   

hostname (config) # show compliance standard all 

Compliance criterion FIPS CC-NDcPP 

 

Audit logging 

 

yes 

 

yes 

Boot manager password yes yes 

CA Certificates verified - yes 

Compliance configuration protection - yes 

Cryptography run in FIPS mode yes yes 

DTI client yes yes 

DTI HTTP proxy yes yes 

File transfer protocols yes yes 

HTTPS client yes yes 

HTTPS server yes yes 

Image Hotfixes yes yes 

IPMI  yes yes 

IPsec  yes yes 

Kernel security mitigations yes yes 

LDAP authentication yes yes 

Local password security - yes 

Login attempts - yes 

Manual key configuration yes yes 

NTP - yes 

OpenID connect authentication yes yes 

RADIUS authentication yes yes 

Restricted licenses yes yes 

Random number generator yes yes 

SAML authentication yes yes 

Secure channel logs - yes 

SMTP yes yes 

SNMP yes yes 
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SSH client yes yes 

SSH for CMS yes yes 

SSH minimum key length yes yes 

SSH known host keys yes yes 

SSH server yes yes 

SSL certificates yes yes 

System model yes yes 

Remote syslog encryption yes yes 

TACACS+ authentication yes yes 

User key access - yes 

X509 certificate authentication - yes 

 

Above CSPs details are as follows:  

• Audit logging        

Ensures audit logging and all log local and remote receivers of logs are at logging minimum of log level NOTICE 
(either NOTICE, INFO or DEBUG). 

• Boot manager password  

Disables boot time access to the system boot manager facility (which otherwise could be used by customer service 
for troubleshooting with a special password). 

• CA Certificates verified 

Enforces that all trusted X.509 TLS certificates used by the appliance's supplemental CA trust list are in a verified 
state. Certificates that are not currently verified are removed from the trusted CA list. 

The appliance web server certificate must also be verified for compliance. A certificate can fail verification for these 
reasons: 

o Start or Expiration dates not met 

o Basic Constraints flag not true 

o Certificate Purpose inappropriate for a web server 
 

• Compliance configuration protection  

Ensures that any attempt to an unverified certificate to the CA trust list or to the web server is 
rejected. 

• Cryptography run in FIPS mode  

The appliance is configured to run and is currently running with the FIPS crypto module enabled.  Non-
compliant algorithms are rejected if attempted by any software in the management plane. 

• DTI client  

Ensures that all communications with Trellix Cloud Services (DTI Servers) are configured to use 
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compliant cipher lists, TLS version 1.2, and enable server certificate verification. 

• DTI HTTP proxy  

Ensures the system is not configured to use a DTI proxy server. Direct connection to the Trellix Cloud is required. 

• File transfer protocols  

Ensures that only TLS encrypted protocols are used for all file transfers (disables http and ftp). 

 

• HTTPS client  

All HTTPS client requests are configured to use compliant cipher lists, TLS version 1.2, and enforce 
server certificate verification. 

• HTTPS server 

All HTTPS services (Web UI, WSAPI) are configured to use compliant cipher lists, TLS version 1.2, and 
enforce server certificate verification. 

• Image Hotfixes       

Ensures the current appliance image is not running with a Trellix hotfix patch.  While is never expected 
to compromise compliance in practice, it is a deviation from running a formally certified image, and we 
cannot be certain whether any given fix will affect certified compliance functions.  

• IPMI  

Disables the IPMI Ethernet port.  IPMI provides back side system monitoring and console access. 
However, the BMC firmware that implements IPMI services is not part of Trellix's product certification. 

• IPsec   

Disables IPsec.  The IPsec protocol has never been certified on Trellix FireEye products, because very few customers 
use this feature. 

• Kernel security mitigations  

Ensures that the kernel is running a version that kernel with microcode that defends against kernel attacks such as 
Spectre, Meltdown, MDS and other predictive processing kernel attacks. 

• LDAP authentication   

Ensures LDAP is configured to run over TLS, use compliant cipher lists, TLS version 1.2, and enforce server certificate 
verification. 

• Local password security  

Enforces minimum character and length requirements for passwords: 

o password minimum length 15 

o character mix contains at least 1 lower case, one upper case, 1 numeral and 1 special character 

• Login attempts  

Disables console lockout for the admin user due to too many password attempts, to ensure that the administrator 
cannot be locked out of the console by an attacker. 
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• Manual key configuration  
Prevents entering keys manually on the physical console.  Applies to X.509 and SSH keys. 

• NTP    

Requires that NTP use a sha1 key for all peers and servers. 

• OpenID connect authentication   

Ensures that OIDC web policy is configured to either 'allowed' or 'disabled' (not 'required').  This ensures that OIDC 
is not the only means of authentication to the Web UI, which if so, would lock out other methods. 

• RADIUS authentication  

Ensures AAA RADIUS services are disabled, as this is not a compliant protocol. 

• Restricted licenses  
Disables use of the Trellix Restricted License Key. This key is only available to Customer service, but it is used to gain 
shell access for troubleshooting an appliance. A temporary override of this criterion may be needed in order for 
customer service personnel to debug a problem (see the compliance options commands). 

• Random number generator  

Ensures the system is running Trellix's certified entropy kernel module. 

• SAML authentication      
Ensures that SAML web policy is configured to either 'allowed' or 'disabled' (not 'required').  This ensures that OIDC 
is not the only means of authentication to the Web UI, which would lock out other methods. Also ensures SAML is 
configured to use compliant cipher lists, TLS version 1.2, and server certificate verification. 

• Secure channel logs  

Ensures that all compliance audit log messages regarding secure channel protocols over TLS and SSH appear in the 
logs. 

• SMTP  

Ensures the system email client used for event notifications is configured to run over TLS, use compliant cipher lists, 
TLS version 1.2, and enforce server certificate verification. 

• SNMP  

Ensures SNMP is only configured to run version 3, and that SNMP password hashes only use SHA has rather than 
MD5. 

• SSH client  

Ensures all SSH clients use SSHv2, session rekey limits, and compliant cipher lists, MACs and KEX algorithms. 

• SSH for CMS  

Ensures the CMS SSH client uses SSHv2, and compliant cipher lists, MACs and KEX algorithms. 

• SSH minimum key length 

Ensures the ssh protocol (including for CMS SSH) uses strict hostkey checking (a prerequisite) and that both client 
and server use a minimum. 

key length of 2048 bits for RSA keys. 
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• SSH known host keys  

Ensures ssh configuration for CMS CMC connections enforces strict hostkey checking using the system's global 
known hosts file. 

• SSH server  

Ensures the SSH server uses SSHv2, session rekey limits, and compliant cipher lists, MACs and KEX algorithms. 

• SSL certificates  

Ensures trusted certificates used by all management applications have a minimum key length of 2048 bits for RSA 
and 384 bits for ECDSA certificates, and that only certificates with one of the following secure public signature hash 
algorithms are used: 

o sha256WithRSAEncryption 

o sha384WithRSAEncryption 

o sha512WithRSAEncryption 

o ecdsa-with-SHA384 

o ecdsa-with-SHA256 

• System model  

Ensures that the system model on which the firmware is installed is a supported and certified model. 

• Remote syslog encryption  

Ensures that every remote logging host that receives syslog messages adheres to the following configuration: 
Transmission over TLS 1.2 a compliant TLS cipher list certificate verification enforced timestamp format uses RFC-
3164 format rather than RFC-3339. This ensures full year/month/day/hours/minutes/seconds format e.g.: 2024-07-
06T03:51:39. 

OSCP enabled, and if there is a defined OSCP responder, a default URL is defined for that responder syslog matches 
based on IP address of the syslog server if an IP address is used instead of a hostname for the syslog recipient. 

• TACACS+ authentication  

Ensures AAA TACACS services are disabled, as this is not a compliant protocol. 

• User key access  
Disables access to user keys from SCP and SFTP so they cannot be exported from the appliance by an authorized 
admin user.  This is to ensure their local security and prevent reuse elsewhere. 

• X509 certificate authentication  
Ensures that all X.509 certificate-based authentication is CC-NDcPP compliant, namely the following: 
Client certificate authentication by the web server is either disabled or allowed (not required). This ensures that the 
web UI is not the only means of authentication to the Web UI, which if so, would lock out other methods.  
Requires that client certificates used to authenticate to the web UI must have the basic constraints flag enabled. If 
OCSP is enabled, require that a CRL certificate file is defined, to ensure certificate revocation enforcement.  
For CAC/PIV client certificate authentication (single sign-on), ensure that authentication is required once for every 
web UI session. 

3.3 Details of CC Mode 

Once NDcPP compliance is enabled below settings will be applied by default without any additional configuration 
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changes. 

• Appliance provides AES encryption/decryption in CBC, CTR an GCM mode with 128-bit and 256-bit keys. 
o AES is implemented in the following protocols: TLS and SSH 

• Appliance supports signature generation and verification for RSA (2048 and 3072 bits) and ECDSA (P-256, P-
384, P-521), in accordance with FIPS PUB 186-4. 

o RSA signature generation and verification are used for the TLS and SSH protocols 
o ECDSA signature verification is used in TLS 

• Appliance provides DHG14(2048 bits) key generation in support of DH key exchanges as part of TLS. 
• Appliance provides key generation for DHG14 (2048 bits), DH16 (4096 bits), and DH18 (8192 bits) in DH key 

exchanges used in SSH. 
• It provides cryptographic hashing services for key generation using SHA-1, SHA-256, SHA-384, and SHA-512 as 

specified in ISO/IEC 10118-3:2004.  
o NTP – SHA1 
o TLS and SSH - SHA1, SHA-256, SHA-384 and SHA-512 
o Digital signature verification as part of trusted update validation - SHA-256 
o Hashing of passwords in non-volatile storage - SHA-512 
o Conditioning entropy data – SHA-512 

• Appliance implements HMAC message authentication. HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, and 
HMAC-SHA-512 are supported with cryptographic key sizes of 160, 256, 384, and 512 bits and message digest 
sizes of 160, 256, 384, and 512 bits. 

o HMAC is implemented in the following protocols: TLS and SSH 
• The server supports TLS protocol version 1.2 (rejecting any other protocol version, including SSL 2.0, SSL 3.0 

and TLS 1.0, TLS 1.1 and any other unknown TLS version string supplied). 
• Appliance provides NIST-approved CTR_DRBG(AES-256) and HMAC_DRBG(SHA-512), as specified in SP 800-90A 

for RNG functionality. 
• The Appliance provides the following public key algorithms for SSH. 

o ssh-rsa (RSA with SHA-1), rsa-sha2-512, rsa-sha2-256 
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4 TOE Administration 
 

Only authorized administrators can update and modify TOE functions. 

4.1 Connect to Appliance via SSH 

The FireEye appliance can be managed using SSHv2.To access the CLI of the appliance using the SSH, follow these 
steps: 

• Open a terminal program on your system, such as Putty. 

• Enter appliance IP address i.e. IP ass assigned to the ether1. 

• When prompted, enter your username and password.  
 

 

 

Note: On the first system setup, as a preliminary step, we require that the admin password to be changed. 

Note: The CLI of the appliance can be accessed using Public Key Authentication. 

• For accessing the appliance using Public Key Authentication refer section 4.9 “Configuring SSH Public Keys”. 

• Whenever Authentication fails, TOE logs message “User test failed to login via ssh2:” with fingerprint of that 
key and proceed further with password-based authentication as a fallback mechanism. 
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4.2 Connect to Appliance via WEB UI2  

The FireEye appliance can be managed using HTTPS/TLS. The WEB UI is available after the initial setup through the 
serial console: 
 

• Launch a web browser from a laptop that is network-connected. 

• Point the browser at the same IP address that was assigned to the ether1 followed by /login (for example, 
https://a.b.c.d/login). 

• On the sign-in page, enter the administrator username and password.  Then click Sign In. 

 

 
 

4.3 User Creation via the Web UI3 

Use the User Accounts page from settings to configure new users for the TOE. 

                                                            
2 VX series appliances don’t support WEB UI feature 
 
3 VX series appliances don’t support WEB UI feature 
 

https://a.b.c.d/login)
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Note: The VX series models do not support the Web UI feature; therefore, the GUI/HTTPS logon method is not 
available on these models. 

4.4 User Creation via the CLI 

Create or remove a user account. New users are created initially with admin privileges and disabled. To enable a 
user account, just set a password on it. 

username <userid> password {0, 7} <password> 

Removing a user account terminates any active logins of that account, in either the CLI or Web UI. Note that 
usernames have a length limit of 31 characters. 

[no] username <userid> 

This removes all existing roles from the account and replaces them with the specified one. The "no" 
variant removes all roles from the account. 

username <userid> role <role> 

no username <userid> role 

The "username <userid> password ..." commands set a password on the account. The variant with no 
number after the word "password" takes a plaintext password, and the variant with a "0" is exactly the 
same. The variant with a "7" accepts the password in the same hashed form in which it is stored in the 
password file. This is useful for the 'show configuration' command, since the cleartext password cannot 
be recovered after it is set, so this is the only way to reconstruct the configuration. 

If the password is omitted with the cleartext forms of this command, the user will be prompted for the 
password. The entry will be echoed as '*' characters for security reasons, and the same string will be 
required to be entered twice, for confirmation. 

The "username <userid> disable" command makes the account act as though it did not exist. 
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There will be no way to log into the account, as the base operating system will not know about it at all. 
It will also not be possible to map remotely authenticated users to this account -- if you want to do that, 
use "username <userid> disable login" instead. The "no" variant reverses this procedure, and leaves the 
account in the same state it was in before it was disabled. 

"username <userid> disable login" locks out access to an account. There will be no way to 

log into that account, but unlike a fully "disabled" account, it will still be usable as a local account for 
mapping remotely-authenticated users to. 

Disabling or locking out an account (the previous two commands described) logs off any open sessions 
of that user, just as deleting the user account does (see "no username <userid>" above for details). 

The "username <userid> disable password" command forbids login to the account using a 

local password. 

The "username <userid> disable local-login" command forbids login to the account 

using any local login mechanism. 

The "no" variants of the above three commands (locking out an account, or disabling password login) do 
not actually undo these commands, as the old password which was previously set cannot be recovered. 
Instead, they simply print out a message explaining this, and what the other options are.  

Those commands which set the hashed password on the local account (all of these except "[no] 

username <userid> disable") are subject to the configuration setting set by "aaa 

authentication password local change require-current non-admin". If that flag is enabled, any locally 
authenticated user without administrative privileges who is trying to set the password on their own 
account is required to provide their current password before setting a new one. They may provide it on 
the command line using the "curr-password" option; or if it is not provided, they will be prompted for it. 
If the provided password is incorrect, the change is not permitted. If the configuration setting is not 
enabled (so the current password is not required), but it is provided on the command line anyway, it will 
still be validated, and the password change will still not go through if it is incorrect. Note that even if 
using the "7" option to provide an encrypted (hashed) password, it is still a plaintext version of the 
current password that is required for verification. 

The following commands are used to handle password configuration and enabling / disabling of user 
login. 

username <userid> password [<cleartext password> [curr-password 

<current cleartext password>]] 

username <userid> password 0 [<cleartext password> [curr-password 

<current cleartext password>]] 

username <userid> password 7 <encrypted password> [curr-password 

<current cleartext password>] 

username <userid> nopassword [curr-password <current cleartext 

password>] 

[no] username <userid> disable 

[no] username <userid> disable password [curr-password <current 

cleartext password>] 

[no] username <userid> disable login [curr-password <current cleartext 

password>] 
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[no] username <userid> disable local-login [curr-password <current 

cleartext password>] 

Display a list of all currently logged-in users, and related information such as idle time and what host 
they have connected from. 

show users 

Like "show users", except that instead of Line, Host, and Idle time, this displays the set of roles the login 
session has. Normally this will be the same as the roles assigned to the user account in configuration, as 
would be seen from "show usernames roles". But if the authentication server returned additional role 
strings to be granted to the user (and if the system is configured to accept such roles), they would be 
listed here. 

show users roles 

Display a list of all user accounts, along with the full name, role, and account status. 

show usernames 

Display full information about the specified user account. In addition to what is currently displayed in 
columnar format for "show usernames", this will also include the age of this user's password, and 
whether or not they will be required to change their password on next local password login. 

show usernames user <username> 

4.4.1 User Roles 

The TOE implements role-based access control. Administrative users are required to login before being provided with 
access to any administrative functions. The TOE supports several types of administrative user roles. Collectively these 
roles comprise the Security Administrator. The supported roles include: 

• Admin: The system administrator is a “super user” who has all capabilities. The primary function of this role is to 
configure the system. 

• Monitor: The system monitor has read-only access to some things the admin role can change or configure. 

• Operator: The system operator has a subset of the capabilities associated with the admin role. Its primary 
function is configuring and monitoring the system. 

• Analyst: The system analyst focuses on data plane analysis and possesses several capabilities, including setting 
up alerts and reports. 

• Auditor: The system auditor reviews audit logs and performs forensic analysis to trace how events occurred. 

Each of the predefined administrative roles has a set of permissions that will grant them access to the TOE data, 
though with some roles, access is limited. 

The TOE performs role-based authorization, using TOE platform authorization mechanisms, to grant access to all 
privileged levels.  

4.5 Authentication Failure Handling 

The locking mechanism can be configured to remain locked until an administrator unlocks the account, 
or it can be configured to unlock after a specified period of time.  

To configure, it requires following commands: 
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1. Configure the number of failed attempts or lockout time in accordance with your organization’s policies (this 
setting is automatically applied to all administration interfaces): 

hostname (config) # aaa authentication attempts lockout max-fail <count> 

Note: The configurable range of failed attempts is between 1 to 15 attempts. 

hostname (config) # aaa authentication attempts lockout unlock-time <time 

in seconds> 

Note: If the unlocking mechanism is automatically applied after a specified time period, then the user 
account will be unlocked when the specified number of seconds have elapsed since the locking mechanism 
was engaged. 

2. To unlock an account before lockout period elapses, following command is required: 

hostname (config) # aaa authentication attempts reset 

Note: Locally connected administrators are not subject to the lockout as the locking mechanisms apply 
to authentication attempts through both SSH and the GUI4. The failed authentication lockout does not 
apply to the local console, ensuring administrative access is always available. 

Irrespective of whether an administrator intervened or whether the elapsed time occurred, when a 
locked account is unlocked, the failure counter associated with that user is reset to 0. 

If a user succeeds at authenticating before the locking mechanism has been enabled, the failure 
counter is reset to 0. 

If the lockout attempts are set to, for example, 5 attempts, then the user will be locked out after the 
5th consecutive failed login attempt. This means that the 6th and subsequent attempts will fail to gain 
access to the TOE even if the credential being offered is correct. 

Regardless of method of administering the TOE, the user is presented with an authentication prompt. At 
the authentication prompt the username of the administrator and credential (either password or SSH 
key) must be presented. Administration is available only after the correct username/credential 
combination is presented. 

4.6 Password Management 

Passwords can be composed of any combination of upper and lower case letters, numbers, and special 
characters that include: “!”, “@”, “#”, “$”, “%”, “^”, “&”, “*”, “(“, “)”, “’”, “+”, “-“, “.”, “/”, “:”, “;”, “<”, 
“=”, “>”, “?”, “[“, “\”, “]”, “^”, “_”, “`”, “{“, “|”, “}”, and “~”. 

The TOE can configure strong passwords, such as those with at least 15 characters long and the 
following complexity rules: 

• At least one uppercase letter 

• At least one lowercase letter 

• At least one number 

• At least one special character 

To configure strong passwords, following commands are required: 

                                                            
4 VX series appliances don't support WEB UI feature. 
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aaa authentication password local character-type lower-case minimum 

<count> 

aaa authentication password local character-type upper-case minimum 

<count> 

aaa authentication password local character-type numeral minimum 

<count> 

aaa authentication password local character-type special minimum 

<count> 

The appliance maintains a minimum password length of 8 characters by default. The minimum 
password length can be configured using: 

 aaa authentication password local length minimum <count>  

Note: It has a range of 8 to 32 characters. In CC mode of operation, the minimum length is 15 
characters. 

 

4.6.1 Resetting Passwords5 

Resetting User Password from GUI: 

• Navigate to the User Accounts page from Settings to reset the password for users. 

• Enter the Name of the user in the Username field and entry the password in the New Password and 
Confirm Password fields. 
 

 
 

Resetting User Password from CLI: 

Run the below command to reset the user passwords: 

Hostname (config) # username XXXX password XXXXX 

4.7 Protected Authentication feedback 

The TOE does not provide any feedback for the password characters entered. This is by default and 
does not require any configuration. 

                                                            
5 VX series appliances don’t support WEB UI feature 
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4.8 Remote SSH Administration 

Enable or disable the ssh server. If the ssh server is disabled, the CLI is only accessible over the serial 
console. Note that this does not terminate existing ssh sessions; it will only prevent new ones from 
being established. 

[no] ssh server enable 

[no] ssh server rekey enable 

SSH server rekey limit configuration. Enables and sets data and time limits when the server will force 
the session key to be renegotiated. 

ssh server rekey data-limit <data limit in MB> 

ssh server rekey time-limit <time limit in seconds> 

Note: time limit is not more than one hour, and data limit is one gigabyte. 

The TOE continuously checks both conditions. When either of the conditions are met, the TOE will 
initiate a rekey. All session keys are rekeyed at the same time (e.g. confidentiality and integrity keys). 

Set the minimum version of the SSH protocol that the servers support. 1 and 2 is allowed but the only 
valid value is 2 for CC-NDcPP compliance. 

ssh server min-version 2 

no ssh server min-version 

Minimum SSH key length. Any keys smaller than this will not be accepted. Existing keys with length 
smaller than this are dropped. Existing host-keys smaller than this are dropped then regenerated. The 
default is 2048. 

ssh server min-key-length <number of bits> 

no ssh server min-key-length 

Regenerate new host keys for the ssh server. This generates three keys: RSA for sshv1, RSA for sshv2. 
Note that the system automatically generates the host keys on its first boot, so this only needs to be 
done if a security breach is suspected and the keys need to be changed. 

ssh server host-key generate 

Manually set the host-key (either private or public but should be both if changing) of the specified key 
type. If the positive form of the private key command is used with no key, the user will be prompted for 
the key. Any entries made at this prompt will only echo with the '*' character, and the user will have to 
enter the same string twice for confirmation. 

ssh server host-key <type> private-key [<key>] 

ssh server host-key <type> public-key <key> 

4.9 Configuring SSH Public Keys 

Use the commands in this section to create a new public key for SSH user authentication. You can use 
this key instead of the password to authenticate the remote user. 

1. Create the public key: 

hostname (config) # cmc auth ssh-rsa2 identity key-name generate 
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The previous command includes the following parameters: 

Key-Type: This is the type of key used.  

Key-Name: This is the user-friendly name of the key. 

Note: For CC compliance, SSH public-key based authentication implementation uses ssh-rsa, rsa-sha2-512 and 
rsa-sha2-256 as its public key algorithms and rejects all other public key algorithms. No configuration is required 
apart from enabling CC-NDcPP compliance. 

2. Save your changes: 

hostname (config) # write memory 

Use the commands in this section to create a new host key for SSH user authentication: 

1. To configure minimum key length, following command is required: 

hostname (config) # ssh server min-key-length <key length> 

2. To generate server Host Key, following command is required: 

hostname (config) # ssh server host-key generate 

To configure the TOE to support RSA based SSH authentication method. 

SSH server host-key <rsa2> public-key ‘<public key generated by server>’ 

4.10 Configuring X.509 certificate Authentication for the Web UI6 

To issue a certificate signing request (CSR), the following command must be executed, 

hostname (config) # crypto certificate signing-request generate 

The above command generates a CSR without the optional common name. To generate a CSR with a 
common name, the request must be made with the following option, 

Name – This is the common name of the device 

Organization – This is the associated organization 

Org-Unit – This is the associated organizational-Unit 

Country-Code – This is the associated Country 

After a certificate is generated from an external server, the full path certificate must be uploaded to the 
TOE using the following command, 

hostname (config) # crypto certificate name <name of the certificate> 

public-cert match csr <name of the CSR> pem <quoted PEM string> 

The full public certificate must then be copied to the command line. 

To delete a certificate signing request (CSR), the following command must be executed, 

hostname (config) # no crypto certificate signing-request csr-name XXX 

4.11 Addition and Removal of Certificates from Trust Store 

                                                            
6 VX series appliances don’t support WEB UI feature 
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4.11.1 Addition of Certificates to Trust Store 

To add certificates using web UI: 

• On the Web UI, select Settings Tab 

• Select Certificates/Keys 

• Click Add Root/Intermediate CA Certificate 

• Choose file then commit 

To add certificate using CLI: 

hostname (config) # crypto certificate name xxx public-cert pem 

xxx 

hostname (config) # crypto certificate ca-list default-ca-list 

name xxx 

If a connection is not possible because the validity of a certificate cannot be determined, there is no 
override option. A valid certificate must be presented. This may include installing required certificates in 
the trust store. 

4.11.2 Removal of Certificates from Trust Store 

To remove certificates using web UI: 

• On the Web UI, select Settings Tab 

• Select Certificates/Keys 

• Select the certificate to be deleted 

• Select the Action and click on Delete  

To delete certificate using CLI: 

hostname  (config) # no crypto certificate name xxx 

hostname(config) # no crypto certificate ca-list default-ca-list name 

4.12 Reverify the web server certificate7 

In order to maintain full compliance mode, you would need to install an acceptable web server 
certificate and get it verified. 

1. Upload trusted certificate on the device and reconfigure the web server to use your signed/trusted 
certificate. 

• On the Web UI, select Settings Tab 

• Select Certificates/Keys 

• Add the root certificate that signed your web server certificate to the CA trust list 

• Go to HTTPS configuration tab, upload the trusted web server certificate and activate the trusted 

                                                            
7 VX series appliances don’t support WEB UI feature 
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certificate  

2. Reverify the web server certificate. 

device (config) # crypto certificate reverify cert-name XXXXX 

3. Verify that it shows as verified. 

device (config) # sh crypto certificate name XXXXX 

4. Reapply compliance. 

device (config) # compliance apply standard all 

5. Verify that all CC-NDcPP criteria show as “yes.”  

device (config) # show compliance standard {all|fips|cc-

ndcpp} 

6. Save configuration. 

device (config) # write memory 

4.13 X.509 Certificate8 

The TOE performs X.509 certificate validation at the following points: 

• TOE TLS client authentication of server X.509 certificates. 

• When certificates are loaded into the TOE, such as when importing CAs, certificate responses and other 
device-level certificates (such as the web server certificate presented by the TOE TLS web GUI).  

The TOE validates certificates in accordance with the following rules:  

• RFC 5280 certificate validation and certification path validation supporting a minimum path length of three 
certificates.  

• The certification path must terminate with a trusted CA certificate designated as a trust anchor. 

• The TOE validates a certification path by ensuring that all CA certificates in the certification path contain the 
basicConstraints extension with the CA flag set to TRUE. 

• The TOE validates the revocation status of the certificate using Online Certificate Status Protocol (OCSP) as 
specified in RFC 6960. 

• The TOE validates the extendedKeyUsage field according to the following rules:  

o Server certificates presented for TLS must have the Server Authentication purpose (id-kp 1 with OID 
1.3.6.1.5.5.7.3.1) in the extendedKeyUsage field. 

o Client certificates presented for TLS must have the Client Authentication purpose (id-kp 2 with OID 
1.3.6.1.5.5.7.3.2) in the extendedKeyUsage field. 

o OCSP certificates presented for OCSP responses shall have the OCSP Signing purpose (id-kp 9 with OID 
1.3.6.1.5.5.7.3.9) in the extendedKeyUsage field. 

• The TOE does not use X.509 certificates for trusted updates, hence the requirement for Code Signing 

                                                            
8 VX series appliances don’t support WEB UI feature 
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purpose (id-kp 3 with OID 1.3.6.1.5.5.7.3.3) in the extendedKeyUsage field is trivially satisfied. 

 

Certificate revocation checking is performed on the leaf and intermediate CA certificates using OCSP responders 
as part of the authentication step. There is no difference in handling of revocation checking during 
authentication irrespective of whether a full certificate chain or only a leaf certificate is being presented. The 
OCSP signing certificate must have the OCSP signing purpose in the extendedKeyUsage extension.  

If, during the entire trust chain verification activity, any certificate under review fails a verification check, then 
the entire trust chain is deemed untrusted and the TLS connection is terminated, as TLS is only trusted channel. 
As part of the verification process, OCSP is used to determine whether the certificate is revoked or not. If the 
OCSP responder cannot be contacted, then the TOE will choose to automatically reject the certificate in this 
case.   

The administrator does not determine the default handling of certificates.  

As X.509 certificates are not used for either trusted updates or firmware integrity self-tests, the code-signing 
purpose is not checked for in the extendedKeyUsage, hence the requirement for Code Signing purpose (id-kp 3 
with OID 1.3.6.1.5.5.7.3.3) in the extendedKeyUsage field is trivially satisfied. 

4.13.1 OCSP Server Requirements: 

The OCSP Server, provided by the operational environment, must be loaded with 

the following certificates: 

• Self-certificate (system cert) signed by the issuer (CA authority) 

• Root certificate who signed the system certificate 

• Root certificate of the client who is trying to initiate the connection 

4.14 Logging Out9 

To facilitate ending a session, the administrative user must log out of the TOE. 

From the command line use the exit command. 

hostname > exit 

From the Web UI, select the “Log Out” Option from the administrative interface. 

                                                            
9 VX series appliances don’t support WEB UI feature 
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5 Using an Audit Server 

TOE establishes the trusted channel to the audit server. Use the following procedure to configure an audit server. 

5.1 Audit Server Requirements 

The audit server must be a Syslog server that supports TCP and TLS 1.2. 

5.2 System Behavior 

When configured to use an audit server the FireEye AX, CM, EX, FX, HX, NX, and VX Series Appliances 
transmit audit events to the audit server at the same time logs are written locally to non-volatile 
storage. If the connection fails, these appliances continue to store audit records locally and will transmit 
any stored contents when connectivity to the syslog server is restored. 

The amount of audit data that can be stored locally is configurable by setting the local log rotation 
parameters – refer to the logging files rotation command in the CLI Reference. When the 

local log is full, the oldest archive file is deleted to allow a new log to be created so the TOE overwrites 
previous audit records. 

logging files rotation criteria frequency {daily, weekly, monthly} 

logging files rotation criteria size <log file size threshold> 

logging files rotation criteria size-pct <log file size percent 

threshold> 

Only Authorized Administrators can clear the local log files, and local audit records are stored in a 
directory that does not allow administrators to modify the contents. 

Configure how many old log files will be kept. If the number of log files ever exceeds this number (either 
at rotation time, or when this setting is lowered), the system will delete as many as necessary to bring it 
down to this number, starting with the oldest. 

logging files rotation max-num <max number of files to keep> 

Force an immediate rotation of the log files. This does not affect the schedule of autorotation if it was done 
based on time: the next automatic rotation will still occur at the same time it was previously scheduled for. 
Naturally, if the autorotation was based on size, this will delay it somewhat as it reduces the size of the 
active log file to zero. 

5.3 Audit Server Configuration 

To use an audit server: 

• Enter the CLI configuration mode: 

hostname > enable 

hostname # configure terminal 

• Specify the protocol to log in to the remote host. For example: 

hostname (config) # logging x.x.x.x protocol tls port 6514 

where x.x.x.x is the hostname or IP address of a syslog server where you want to send auditing 
messages. The TLS version is 1.2 by default. 
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• To enable class-specific overrides of log levels for this sink: 

hostname (config) # logging x.x.x.x trap override 

hostname (config) # logging x.x.x.x trap info 

• To enable OCSP checking run the below command: 

hostname (config) # logging remote OCSP enable  

• Save your changes: 

hostname (config) # write memory 

• Check the status: 

hostname (config) # show logging 

The device will begin sending audit events to the audit server as soon as the connection is made after 
the audit server is configured. If the server certificate is invalid, the TSF will by default not create a 
trusted channel. 

For example, a typical configuration for compliance purposes would capture only auditing messages at 
the notice level and above. 

Hostname (config) # logging 10.1.3.175 protocol tls port 

6514 

Hostname (config) # logging 10.1.3.175 trap override 

Hostname (config) # write memory  

Saving configuration file ... Done! 

Hostname (config) # show logging 

Local logging level:                            info (OVERRIDES DISABLED) 

   Override for class pcp_mip_jabe:             info 

   Override for class mgmt-back:                info 

   Override for class mgmt-front:               info 

   Override for class mail:                     info 

Remote syslog default level:                    notice 

Remote syslog servers: 

   10.1.3.175                                   notice 

      protocol:                                 tls 

      port:                                     6514 

   SSL min version:                             tls1.2 

   SSL cipher list:                             fips-and-cc-ndcpp 

   verify peer certificate:                     yes 



FireEye AX, CM, EX, FX, HX, NX, and VX Series Appliances running TRFEOS 10.0.4 Guidance                                                                                      
38  

   OCSP enabled:                                yes 

   Default OCSP URL: 

   OCSP override responder:                     no 

Receive remote messages via UDP:                no 

Receive remote messages via TCP:                no 

Receive remote messages via TLS:                no 

Log file rotation: 

   Log rotation size threshold:                 1 megabytes 

   Archived log files to keep:                  5 

Log format: 

   Timestamp format:                            rfc-3339 

   Subsecond timestamp field:                   disabled 

Secure channel logs:                            yes 

TOE restricts the ability to modify the behavior of transmission of audit data to an external IT entity 
(OCSP responder, TLS ciphersuites), and handling of audit data (number of logs to retain) to Security 
Administrators. 
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5.4 Auditable Events 

5.4.1 Format 

The following is the general format of all syslog messages: 

Timestamp Hostname process name[pid]: [subsystem.priority]: Message content 

Field details are as follows: 

Timestamp: The date and time when the message was generated, indicating when the event occurred. 

Hostname: The name device that generated the message, identifying the source of the log. 

Process name[pid]: The name of the process and its process ID that generated the message, specifying which 
software component is logging the message. 

[subsystem.priority]: Indicates the facility (subsystem) and the severity level (priority) of the message, providing 
context about the source and importance of the log. 

Message content: The actual log message detailing the event or condition being reported. 
 
For example, a locally logged message looks like this: 

2020-08-9T08:11:58 fireeye-Appliance pm[5916]: [pm.NOTICE]: AUDIT: System 

initialization completed 

For example, a remotely logged message (excluding any remote post-processing) looks like this: 

2020-08-9T08:11:58 fireeye-Appliance pm[5916]: [pm.NOTICE]: AUDIT: System 

initialization completed 

Audit events that are related to a user include the related username and other related information such 
as IP address if available, for example: 

2020-08-9T13:14:47 fireeye-Appliance mgmtd[8642]: [32887.144] [mgmtd.NOTICE]: 

AUDIT: User login: username 'acumensec', role 'admin', client 'CLI', line 

'pts/0', remote address '10.1.2.157', auth method 'local', auth submethod 

'password', session ID 4586 

 

5.4.2 CC-NDcPP Events 
 

A. Start-up of the audit functions 
 

 
 

B. Shut-down of the audit functions 
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C. Administrative login 
 

 
 

D.  Administrative logout 

 
 

E. Changes to TSF data related to configuration changes 

a. Time Change: 
 

 
 

b. Addition of certificate: 
 

 
 

c. Removal of certificate: 
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F. Generating/import of cryptographic keys 
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G. Deleting of cryptographic keys 
 

 
 

 
 

H. Changing of cryptographic keys 
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I. Resetting passwords: 

 

 
 

J. Configuration of a new time server 

 

 
 

K. Failure to establish a HTTPS Session 
 

 
 

L. Removal of configured time server 
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M. Failure to establish an SSH session 

a. Authentication failure due to incorrect password and incorrect public key: 
 

 
 

 
 

b. Cipher mismatch: 

 

 
 

c. Host key algorithm mismatch: 
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d. HMAC algorithm mismatch: 

 

 
 

e. Key exchange algorithm mismatch: 

 

 
 

N. Failure to establish a TLSC Session 

a. Unsupported certificate purpose: 

 

 
 

b. Wrong certificate type: 

 

 
 

c. Unsupported algorithm: 

 

 
 

d. Unsupported ciphersuite: 
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e. Unsupported curve: 

 

 
 

f. Unsupported TLS version: 

 

 
 

g. Bad signature: 

 

 
 

h. Digest check failed: 

 

 
 

i. Failure due to data received between ChangeCipherSpec (CCS) message and finished: 

 

 
 

j. Modified byte in server’s nonce in the Server Hello handshake message: 
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k. Certificate verification failure due to invalid CN and no SAN: 

 

 
 

 
 

l. Certificate verification failure due to invalid SAN: 

 

 
 

 
 

m. Certificate verification failure due to pre-verification error: 
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n. Expired certificate: 

 

 
 

O. Failure to establish a TLSS Session 
 

 
 

P. Unsuccessful login attempts limit is met or exceeded. 
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Q. All use of identification and authentication mechanism. 

a. Successful and unsuccessful authentication of Web UI: 

 
 

 

 

b. Successful and unsuccessful authentication of Remote CLI: 
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c. Successful and unsuccessful authentication of Console: 

 

 
 

 
 

R. Unsuccessful attempt to validate the certificate  

a. Certificate verification failure due to invalid/incomplete certificate chain: 
 

 
 

b. Expired server certificate: 
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c. Revoked server certificate: 

 

 
 

d. Revoked Intermediate CA Certificate: 

 

 
 

e. Invalid OCSP signer certificate: 

 

 
 

f. Error due to modified certificate bytes: 
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g. Failure due to modified byte in signature: 

 

 
 

h. Failure due to modified byte in the public key: 

 

 
 

i. Error due to modified public key: 
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j. Basic constraint is not present in the CA certificate: 

 

 
 

k. Basic constraint is set to false in the CA certificate: 

 

 
 

l. Certificate verification failure due to OCSP responder issue: 
 

 
 

m. Addition of certificate: 
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n.  Removal of certificate: 

 

S.  Any attempt to initiate a manual update 
 

 
 

 
 

T. All management activities of TSF data 

a. Ability to administer the TOE remotely: 

 

 
 

 
 

b. Ability to administer the TOE locally:  
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c. Ability to configure the access banner: 

 

 
 

d. Ability to configure the session inactivity time before session termination or locking: 

 

 
 

 
 

e. Ability to update the TOE, and to verify the updates using digital signature capability prior to 
installing those updates: 

 

 
 

 

 

f. Ability to configure the authentication failure parameters for FIA_AFL.1: 
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g. Ability to configure audit behaviour: 

 

 
 

 
 

h. Ability to modify the behaviour of the transmission of audit data to an external IT entity: 
 

 
 

i. Ability to configure the cryptographic functionality 
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j. Ability to manage the cryptographic keys: 

 

 
 

k. Ability to import X.509v3 certificates to the TOE's trust store and designate X509.v3 certificates as 
trust anchors / Ability to import X.509v3 certificates to the TOE's trust store: 

 

 

l. Ability to set the time which is used for timestamps: 
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m. Ability to re-enable an Administrator account: 

 

 
 

n. Ability to configure NTP: 
 

 
 

o. Ability to manage the trusted public keys database: 
 

 
 

U. Initiation of update; result of the update attempt (success or failure) 

a. Successful image installation: 
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b. Image installation failure: 
 

 
 

V. Discontinuous changes to time - either Administrator actuated or changed via an automated process: 
 
 

 
 

 
 

W. The termination of a local session by the session locking mechanism 

 

 
 

X. The termination of a remote session by the session locking mechanism 
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Y. The termination of an interactive session 
 

 
 

Z. Initiation of the trusted channel 

 

 
 

AA. Termination of the trusted channel 

 

 
 

BB. Failure of the trusted channel functions 

 

 
 

CC. Initiation of the trusted path 
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DD. Termination of the trusted path 

 

 
 

EE. Failure of the trusted path functions 
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6 Cryptographic Protocols 

Enabling CC-NDcPP compliance ensures that only certified algorithms and key sizes are available for use 
by the appliance. 

6.1 SSH 

No configuration is required other than enabling CC-NDcPP compliance. (for details see Enabling CC-NDcPP 
Compliance Mode of the same document) 

If a trusted path using the remote CLI over SSH is unintentionally broken, the SSH client will be required 
to manually reestablish the connection. 

6.2 TLS10 

No configuration is required other than enabling CC-NDcPP compliance for TLS/HTTPS. (for details see 
Enabling CC-NDcPP Compliance Mode of the same document) 

If a trusted path using the remote Web UI over TLS is unintentionally broken, the web browser will be 
required to reestablish the connection. The web browser may choose to attempt this reconnection 
automatically, or it may prompt the user to retry manually. 

The TOE will automatically attempt to re-establish an unintentionally disrupted channel to the remote 
audit server indefinitely. During this time, audit messages continue to be stored locally on the TOE. 
Once the disruption has been corrected, the syslog client on the TOE will automatically attempt to re- 
negotiate the TLS channel upon the next retry. 

The TOE supports session resumption of the single HTTPS context using session tickets. The session 
tickets are encrypted using symmetric algorithm AES with a 128-bit key. Session tickets are structured 
as specified in Section 4 of RFC 5077 and encrypted using AES with a 128-bit key. 

The TOE does not support certificate pinning. 

The TOE will transmit the Supported Elliptic Curves extension in the Client Hello message by default with 
support for the following NIST curves: secp256r1, secp384r1, and secp521r1. The non-TOE server can 
choose to negotiate the elliptic curve from this set for any of the mutually negotiable elliptic curve 
ciphersuites no additional configuration is required. The TOE also supports key agreement using 
the server’s RSA public key or DHG14 (2048 bits). 

6.2.1 Reference Identifiers 

The reference identifier for the syslog server is configured by the administrator using the available 
administrative commands in the CLI. (see section 5.3 Audit Server Configuration of the same document 
to see details of how to set up Audit Server) 

Hostname (config) # Logging <reference identifier> protocol tls port 

6514 

Note: The reference identifiers must be an IPv4 address, IPv6 address, or a hostname. 

When the reference identifier is a hostname, the TOE compares the hostname against all the DNS 
Name entries in the Subject Alternative Name extension. If the hostname does not match any of the 

                                                            
10VX series models doesn’t support Web UI Feature and hence this selection-based SFR is not applicable to the VX Series Models 
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DNS Name entries, then the verification fails. If the certificate does not contain any DNS Name entries, 
the TSF will compare the hostname against the Common Name (CN). If the hostname does not match 
the CN, then the verification fails. For both dNSName and CN matching, the hostname must be an exact 
match or wildcard match. In the case of a wildcard match, the wildcard must be the left-most 
component, wildcard matches a single component, and there are at least two non-wildcard 
components. 

When the reference identifier is an IP address, the TOE converts the IP address to a binary 
representation in network byte order. IPv4 addresses are converted directly from decimal to binary, IPv6 
addresses are converted as specified in RFC 5952. The TOE compares the binary IP address against all 
the IP Address entries in the Subject Alternative Name extension. If there is not an exact binary match, 
then the verification fails. 

The TLS channel is terminated if verification fails. 

Note (from RFC 6125): IP addresses are not necessarily reliable identifiers for application services because of the 
existence of private internets [PRIVATE], host mobility, multiple interfaces on a given host, Network Address 
Translators (NATs) resulting in different addresses for a host from different locations on the network, the practice of 
grouping many hosts together behind a single IP address, etc. 

 

6.3 Crypto Configuration 

No configuration is required other than enabling CC-NDcPP compliance to support the values identified in the 
Security Target. 

The following values are automatically supported when CC-NDcPP compliance is enabled and therefore do not 
require any action by the administrator to define or configure what is supported by the TOE.  

Specifically, 

• Supports the use of the selected key generation scheme(s) and key size(s) for all cryptographic protocols 
defined in the Security Target (FCS_CKM.1). 

• Supports the use of the selected key establishment schemes.(FCS_CKM.2). 

• Supports the use of the selected modes and key size(s) defined in the Security Target supported by the 
TOE for data encryption/decryption (FCS_COP.1/DataEncryption). 

• Supports the use of the selected cryptographic algorithm and key size defined in the Security Target 
supported by the TOE for signature services (FCS_COP.1/SigGen). 

• Supports the use of the selected hash sizes for all cryptographic protocols defined in the Security Target 
(FCS_COP.1/Hash). 

• Supports the use of the values defined in the Security Target supported by the TOE for keyed hash 
function, which include the key length, hash function used, block size, and output MAC length used by the 
HMAC function. (FCS_COP.1/KeyedHash). 

• Supports the use of the RNG functionality specified in the Security Target (FCS_RBG_EXT.1). 

All keys are stored plaintext and are protected from unauthorized access as the TOE stores all private keys in a 
secure directory that is not readily accessible to administrators. 

All keys within the TSF are securely destroyed, Key is overwritten by zeros when session close or when the 
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compliance declassify zeroize command is issued as per mentioned in the Table 16 in ST.
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7 Setting Time 

This date and time are used as the time stamp that is applied to TOE generated audit records and used 
to track inactivity of administrative sessions. The time can be manually updated by a Security 
Administrator or automatically updated using NTP synchronization. Following is the configuration 
needed for this. 

To set the system clock, the following command is needed: 

clock set <hh:mm:ss> [<yyyy/mm/dd>] 

Note: The time must be specified. The date is optional; if not specified, the date will be left the same, 

To set the system time zone, following command is used: 

clock timezone <zone> [<zone word> [<zone word> [<zone word>] [<zone word>]]] 

no clock timezone 

The time zone may be specified in one of three ways: 

1. A nearby city whose timezone rules to follow. The system has a large list of cities which can be 
displayed by the help and completion system. They are organized hierarchically because there are too 
many of them to display in a flat list. A given city may be required to be specified in two, three, or four 
words, depending on the city. The possible forms this could take include: 

<continent> <city> 

<continent> <country> <city> 

<continent> <region> <country> <city> 

<ocean> <island> 

2. An offset from UTC. This will be in the form: 

UTC-offset UTC 

UTC-offset UTC-<1-12> 

UTC-offset UTC+<1-14> 

e.g., UTC-offset UTC-8 means the clock is 8 hours earlier than (behind) UTC. 

3. An offset from GMT, with a counterintuitive sign. These are identical to the UTC-offset commands, 
except that the sign is reversed. e.g.: 

GMT-offset GMT-8 

means the clock is 8 hours later than (ahead of) GMT. These commands are hidden and deprecated and 
kept only for backward compatibility. 

The default is "UTC". 

To display the current system time, date and timezone. following command is required:  

show clock 

Note: This also shows the timezone in its internal "zoneinfo" representation, as this is the form which is accepted 
and displayed in the Web UI. 

Set the system clock using the specified NTP server. This is a one-time operation and does not cause the 
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clock to be kept in sync on an ongoing basis. If authentication key is present, then request will be sent 
with authentication parameters (key number, keys file), by default authentication is disabled. 

ntpdate <hostname, IPv4 or IPv6 address> [authentication key <number>] 

Instructions to configure NTP are as follows: 

To enable or disable NTP overall. The former is just a pair of aliases added to increase usability, as otherwise it may 
be hard for a user to figure out how to enable NTP if they are not aware of 'no' commands and only see a way to 
disable it. 

ntp enable  

ntp disable 

An NTP peer may be used for synchronizing the local clock and allows the peer to potentially synchronize 
to the local clock. Allowable version numbers are 3 and 4. If no version number is specified when adding 
a peer, the default is 4. 

To add or remove an NTP peer. 

ntp peer <IPv4 or IPv6 address> [version <number>]  

no ntp peer <IPv4 or IPv6 address> 

Add or remove an NTP server. An NTP server will be used for synchronizing the local clock, without 
potentially influencing the server's clock. This command may be used as often as needed to install 
multiple NTP servers. The TOE does not place a limit on the number of NTP time sources that can be 
configured.  
Note: Allowable version numbers are 3 and 4. If no version number is specified when adding a server, 
the default is 4. 

ntp server <IPv4 or IPv6 address> [version <number>]  

no ntp server <IPv4 or IPv6 address> 

Add or remove an NTP peer. An NTP peer may be used for synchronizing the local clock and allows the 
peer to potentially synchronize to the local clock. This command may be used as often as needed to 
install multiple NTP servers. Allowable key number range is between 1 and 16. If no key is specified 
when adding a peer, the default is 0. Before adding the key here, it should be first configured using 
"ntp authentication key" command. 

ntp peer <IPv4 or IPv6 address> [authentication key <number>]  

no ntp peer <IPv4 or IPv6 address> authentication 

Disable or reenable an NTP server or peer. Servers and peers start enabled; disabling is just a way of 
making them temporarily inactive without losing their configuration. 

[no] ntp peer <IPv4 or IPv6 address> disable  

[no] ntp server <IPv4 or IPv6 address> disable 

 Enable or disable NTP authentication overall. 

[no] ntp authentication enable 
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Add or remove authentication keys. Key number should be configured here before using in "ntp server" 
command. Adding keys will overwrite the existing value present (if any). The TOE supports 
authentication using SHA1 as the message digest algorithm. 

ntp authentication key <key number> hash sha1 <sha1 value> 

no ntp authentication key <key number> 

With the help of configured symmetric key and SHA1 message digest algorithm ensures the timestamp it receives 
from an NTP timeserver is from an authenticated source and the integrity of the time has been maintained. 

Display current NTP settings. 

If 'configured' is specified, the configured NTP settings will be shown. If not specified, the current 
runtime state of NTP is given. 

show ntp 

show ntp configured 

Display current NTP authentication settings. 

If 'configured' is specified, the configured NTP authentication settings will be shown. If not specified, 
the current runtime state of NTP authentication is given. 

show ntp authentication 

show ntp authentication configured 

The NTP implementation does not accept broadcast or multicast NTP packets. No configuration is 
required.
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8 Zeroization 

Use zeroization to overwrite all passwords, keys, and non-active configuration files with zeros. There is no situation 
that could prevent or delay key destruction. 

Note: This action cannot be undone. 

To zeroize an appliance: 

1. Enable the CLI configuration mode: 

hostname > enable 

hostname # configure terminal 

2. Overwrite all passwords, keys, and non-active configuration files with zeros: 

hostname (config) # compliance declassify zeroize 
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9 Self-Test 

9.1 Cryptographic POST 

During the cryptographic power-on self-test (POST), the appliance invokes the self-test routine provided 
by the cryptographic library. Appliance performs a suite of self-tests during initial start-up various 
checks, including checks that ensure the integrity of the library stored on disk, the proper operation of 
the cryptographic algorithms, and the soundness of the random number generators. If any of the tests 
fail, then the appliance enters failed state and forced to restart. 

Note: The cryptographic POST is run automatically when the appliance is turned on or restarted, 
regardless of whether the appliance has been put in FIPS 140-2 or CC-NDcPP compliance. 

The appliance will not run if the cryptographic POST fails upon every restart. A brief informative 
message is displayed on the console when the FIPS 140-2 cryptographic POST starts: 

Running FIPS crypto POST... 

If the POST is successful, the following message is displayed: 

Done 

If the POST fails, the following message appears on the console: 

FIPS crypto POST failed. Automatic reboot in progress. 

9.2 Software Integrity 

The Software Integrity Test runs automatically on start-up, and whenever the system images are 
loaded. A hash verification is used to confirm the image file to be loaded has not been corrupted and 
has maintained its integrity. 

If the POST fails, the following message appears on the console: 

FIPS crypto POST failed. Automatic reboot in progress. 

No specific administrative interaction is required if an error is encountered. The reboot process will 
happen automatically, and TOE will not start unless the tests have passed. Administrators should 
contact vendor support team in case of device stuck in boot loop. 
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10 Software Updates 

To perform a software update, query the currently active version and view installation status (allows the 
administrator to see the installed but inactive version). Use the following commands to install new 
software images, 

• Download the software image: 

hostname (config) # image fetch <location of image> 

• View download progress: 

hostname (config) # show <location of image> image status 

• Following command query the currently active version and view installation status which allows the 
administrator to see the installed but inactive version : 

hostname (config) # show images 

• Install the downloaded software image: 

hostname (config) # image install <image-lms_7.9.0.img> 

hostname (config) # image boot next 

• Save changes: 

hostname (config) # reload 

• Show software version: 

hostname (config) # show version 

Software image files are digitally signed so their integrity can be automatically verified during the 
upgrade process. An image that fails an integrity check will not be loaded. The Security Administrator 
can query the software version running on the TOE and the most recently downloaded software 
version, so the TOE does support delayed activation.  

Note: No functionality will cease during the update process. Device will remain fully operational until 
the administrator reboots the product. 
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11 Automatic Logout due to Inactivity11 

To configure maximum inactivity times for administrative sessions (after which time the user is 
automatically logged out and the session is terminated (applicable for both locally connected and 
remote sessions): 

• For Web UI –  webui auto-logout <   minutes>  

• For CLI – cli session auto-logout <   minutes>  

Note: Setting the CLI session idle timeout will simultaneously affect both the remote CLI and the local 
CLI interfaces. 

 
 
 
 

                                                            
11 VX series appliances don’t support WEB UI feature 
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12 Login Banners 

You can customize or remove the messages that appear when users log in to the TOE. You can configure 
three messages: 

• Remote Banner - Shown on the Web UI login page and SSH login page. 

• Local Banner - Shown after the username is entered in the CLI session. 

• Message of the Day - Shown after the user is authenticated and logged into the appliance CLI. 

Note: Display of the Login banner is the only service that is available prior to identification and 
authentication. No configuration is required to ensure that access to services is limited prior to login. 

12.1 Customizing Login Banners and Messages Using the Web UI12 

Use the Login Banner page to configure the messages users see when they log in to the NX Series 
appliance. 

 

12.2 Customizing Login Banners and Messages Using the CLI 

                                                            
12 VX series appliances don’t support WEB UI feature 
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To configure the messages which users see when they log in to the appliance: 

• To change the local login message only, use the following command: 

hostname (config) # banner login-local "<text>" 

• To change the remote login message only, use the following command: 

hostname (config) # banner login-remote "<text>" 

• To change the message of the day, use the following command: 

hostname (config) # banner motd "<text>" 

• To clear the local login message, the remote login message, or both: 

hostname (config) # banner login "<text>"  

hostname (config) # banner login-local "<text>"  

hostname (config) # banner login-remote "<text>" 

• To clear the message of the day: 

hostname (config) # banner motd "<text>" 

• To restore the default messages: 

hostname (config) # no banner login 

hostname (config) # no banner motd 

• Save changes. 

hostname (config) # write memory
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